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(U) EXECUTIVE SUMMARY 

(U) The Senate Select Committee on Intelligence (SSCI or the Committee) 
has long expressed interest in reviewing the United States Government (USG) 
counterintelligence (Cl) enterprise to identify actions needed to enhance its posture, 
capabilities, and responsibilities in response to contemporary foreign intelligence 
entity (FIE) threats. The Committee tasked the Audits & Projects Team (Team) 
with conducting a targeted organizational assessment of the National 
Counterintelligence and Security Center (NCSC or the Center)-the statutory head 
of U.S. Cl-to understand whether this entity is properly authorized, resourced, 
and structured to carry out its mission. This report seeks to (1) identify the key 
challenges facing NCSC in carrying out its mission and (2) capture a range 
of opinions from CI experts on those challenges and potential ways forward. 

(U) CURRENT THREAT LANDSCAPE 

(U) The United States faces a dramatically different threat landscape today 
than it did just a couple of decades ago. Multiple adversaries target nearly every 
sector of U.S. society using traditional and novel tactics and techniques. As the 
current National CI Strategy notes, FIEs-"to include nation-states, organizations, 
and individuals-are employing innovative combinations of traditional spying, 
economic espionage and supply chain and cyber operations to gain access to critical 
infrastructure and steal sensitive information, research, technology, and industrial 
secrets." These changes have profound implications for the mission, structure, 
authorities, and resources of the CI enterprise in general and NCSC in particular. 

(U) During the Cold War, the United States' main adversary was the Soviet 
Union and other Warsaw Pact countries, as well as Soviet client states such as 
Cuba. After the terrorist attacks of September 11, 2001, the United States pivoted 
to focus on al-Qaeda and other extremist jihadist groups around the world. Today, 
however, the United States faces a wide variety of adversaries to include powerful 
state rivals with global ambitions-namely China and Russia-regional 
adversaries, minor states aligned with U.S. adversaries, ideologically motivated 
entities, and transnational criminal organizations. 

(U) FIEs target desired information wherever it may reside. Many FIE 
efforts previously focused primarily on state secrets held by the Intelligence 
Community (IC) and the broader national security establishment. Now, however, 
FIEs target a wide range of information from entities and individuals across nearly 
every sector of U.S. society. As the Commission on the Intelligence Capabilities of 
the United States Regarding Weapons of Mass Destruction (Iraq WMD Commission) 
noted: "Spies have always existed, but currently our adversaries-and many of our 
'friends'-are expanding and intensifying their intelligence activities against U.S. 
interests worldwide. They target virtually all of our nation's levers of power." Put 
simply, FIE threats to the United States are now more complex, diverse, and 
harmful to U.S. interests, and FIEs are targeting a wider set of public and private 
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entities to include NT-50s (that is, non-IC USG departments and agencies that do 
not have 50 U.S.C. authorities, such as the Department of Health and Human 
Services or the National Science Foundation) as well as national laboratories, the 
financial sector, the U.S. industrial base, and academic entities. 

(U) In the past, U.S. adversaries had relatively limited options for stealing 
information, influencing U.S. officials, or inflaming social and political tensions. 
Traditional intelligence collection and influence efforts required foreign nations to, 
for example, send spies to U.S. soil, co-opt an insider, target U.S. officials when 
overseas, bug offices, or intercept U.S. communications from collection facilities 
around the world. Today, however, U.S. adversaries have access to a much wider 
variety of tools to accomplish their goals, and the damage is far greater. In addition 
to traditional espionage-which continues unabated-FIEs can now exploit non
traditional human, cyber, advanced technical, and open source intelligence 
operations to collect against U.S. plans and policies, sensitive technology, personally 
identifiable information (PII), and intellectual property, as well as to influence U.S. 
decision-making and public opinion on a scale previously unimaginable. 

(U) FINDINGS 

(U) As illustrated above, the FIE threat landscape facing the country today 
is wide-ranging and sophisticated. Yet NCSC, as the USG lead for CI, lacks a 
clear mission as well as sufficient and well-defined authorities and 
resources to effectively confront this landscape. Moreover, NCSC's placement 
within the Office of the Director of National Intelligence (ODNI) may 
hinder its ability to scale and respond to threats in an agile manner. 
Despite these challenges, there is no consensus among CI officials on a way 
forward for NCSC. 

(U) MISSION 

(U) Under current law, the mission of the Director of NCSC is to "serve as 
the head of national counterintelligence for the United States Government." The 
Committee, however, found that the scope of this mission is not clear to the 
Committee, to the broader IC, or even to some NCSC officials. First, it is unclear 
whether certain FIE threats-namely, cyber and foreign malign influence-as well 
as certain USG activities-namely, "CI awareness" activities such as FIE target 
identification, foreign travel briefings, and receipt and review of certain CI products 
-fall within the current definition of CI. Second, various current and former NCSC 
officials disagree over which types of entities comprise the CI enterprise that NCSC 
is tasked with leading. Specifically, it's not clear if NT-50s, private sector entities, 
or academic institutions should be considered part of the CI enterprise and should 
therefore have CI responsibilities. Third, there is no consensus as to whether NCSC 
should focus on traditional CI activities, the strategic CI mission, or both. 
Traditional CI is internally-focused on the protection of individual IC entities, 
whereas strategic CI focuses on using all available national resources to defend the 
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United States as a whole rather than on protecting individual IC entities or then· 
parochial operations. Fourth, NCSC plays a marginal role in offensive Cl, despite 
the importance of offensive CI to the CI mission. Finally, officials disagree on the 
optimal relationship between CI, which dn·ectly deals with the tlueat from FIEs, 
and secUl·ity, which indirectly defends against FIE actions by minimizing 
vulne1·abilities, and over what specific role NCSC should play with regards to 
secUl·ity. 

(U) DUTIES AND AUTHORITIES 

(U) NCSC's duties have changed over its 20-year lifespan, due in part to lack 
of cla1·ity over its mission. Various duties a1·e enumerated in statute, but NCSC does 
not effectively fulfill all of them. In addition, NCSC has taken on several duties not 
explicitly assigned in statute. In general, the Committee assesses that NCSC's focus 
at any given time is based on the perceived CI gaps the IC needs filled or the 
interests of its Director, 1·athe1· than on a well-fm·mulated and enduring vision of the 
activities it should be undertaking to support its mission. Former National CI 
Executive Michelle Van Cleave noted that "fundamentally, there is no agreed-upon 
understanding of what NCSC is supposed to do." Several FBI officials also told the 
Committee that NCSC "seems to be all over the place ." One NCSC official said that 
NCSC's "sweet spot" is not to replicate work already being done by the IC, but to 
identify and fill gaps and seams. Thus, NCSC often takes on projects that do not 
have "natural homes" at other agencies, offloading projects to agencies better suited 
to handle them when possible. 

(U) NCSC is also limited in its ability to carry out its duties by ambiguous or 
insufficient authorities. NCSC can influence and advocate for IC CI spending, but 
NCSC has little authority or leverage over IC entities' budgets and budget 
p1·iorities. NCSC can also provide voluntary guidance, thi·eat awai·eness, and advice 
to NT-50s and non-USG entities on developing and maintaining effective CI and 
security programs, but NCSC cannot provide dn·ect financial support, and NT-50s 
and non-USG entities are not required to maintain CI programs. NCSC officials told 
the Committee that much of NCSC's ability to influence CI and secUl·ity programs 
across the USG stems from personal relationships and advocacy, 1·athe1· than 
statutes, regulations, or other authorities. 

(U) RESOURCES AND STAFFING 

- Despite staffing and resource levels, NCSC officials 
indicated that its current mix of permanent staff (cadres), joint-duty staff 
(detailees), and contractors was appropriate. NCSC, however, faces several unique 
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staffing challenges owing to its position as a Center within ODNI. For instance, 
several NCSC officials described how the approval process for cadres and detailees 
is time consuming-it is a "nonstop challenge." One NCSC official told the 
Committee that it can take more than two months to bring on a detailee and 
between 12 and 18 months to hire an external candidate, leading some candidates 
to seek a position elsewhere. 

- Finally, NCSC's budget is small relative to its mission and is 
controlled by ODNI. Yet ODNI has not i·equested any substantial growth for 
NCSC's budget or full-time em lo ees FTE no1· has Con ess rovided it. 
Moreover NCSC's bud et 

(U) LOCATION AND STRUCTURE 

(U) NCSC is structured as a Center within ODNI. The1·e are various 
drawbacks and benefits associated with this structure. According to va1·ious 
officials, di·awbacks include: (1) ODNI has historically not valued CI and does not 
truly understand the strategic CI mission; (2) NCSC's location within ODNI may 
hinder its freedom of maneuver; (3) NCSC's placement within ODNI has hampered 
its ability to quickly and efficiently bring in staff; and (4) ODNI can siphon off funds 
intended fo1· NCSC to support other ODNI priorities. Benefits of remaining a Center 
within ODNI include: (1) Being part of ODNI provides NCSC with clout and access 
that the Center may not otherwise enjoy; (2) NCSC can use ODNI's administrative 
systems; and (3) NCSC's status as an ODNI Cente1· gives it access to highly 
sensitive classified intelligence through classified IC holdings. 

(U) NCSC is also located entirely within the IC, as its authorities stem from 
Title 50 and it is funded by the National Intelligence Program (NIP). Officials 
disagree over whether this is the appropriate location for NCSC. Some officials 
argue that CI is p1·imarily an IC i·esponsibility and thus should remain exclusively 
within the purview of the IC. Other officials argue that strategic CI is a whole-of
society responsibility, so NCSC should span the IC and NT-50 wodds. 

(U) Finally, former NCSC Director William Evanina has argued for the 
establishment of an independent National Counterintelligence and Security Agency, 
which would be responsible for the strategic CI mission and focus on protecting the 
United States as a whole. If such an agency were to be established, seve1·al officials 
suggested incorp01·ating othe1· existing USG entities with close ties to the strategic 
CI mission. 
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(U) CONCLUSION AND RECOMMENDATIONS 

(U) The U.S. CI enterp1·ise is not postured to confront the whole-of-society 
FIE threat landscape facing the country today. CI as a mission first arose 
throughout the IC after World War II to defend IC operations, and the United 
States is still living with the legacy of that structure. Although that structure may 
have been approp1·iate when FIEs were primarily targeting information held by the 
IC and other national security entities, today's FIEs dedicate enormous energy and 
resources to acquiring not only sensitive state secrets, but also information from 
NT-50s and non-USG entities-which are significantly more vulnerable targets 
than the IC. There is thus a "disconnect" between the location of valuable 
information i·elevant to U.S . national security inte1·ests and what the U.S. CI 
enterprise is tasked with protecting. 

(U) As more and more sensitive information has moved outside the protective 
walls of the IC, CI as a mission has struggled to adapt. The very definition of CI
both in terms of the types of activities FIEs conduct to target the United States, as 
well as the types of U.S. efforts to counter those activities-is murky and no longer 
clearly reflects the reality on the ground. For instance, various non-IC entities have 
established or are establishing "CI programs," but their CI activities conceptually 
overlap in many ways with the secu1·ity mission and do not conform to the 
traditional understanding of CI activities-namely efforts to identify, deceive, 
exploit, disrupt, or protect against espionage. The USG must determine which 
FIE and USG activities fall within the CI mission set today, draw clear 
boundaries between the CI and security missions and clarify where "CI 
awareness" activities fall, and clarify the roles and responsibilities of USG 
and non-USG entities tasked with carrying out the CI and/or security 
missions. 

(U) This distinction is important because it implies different national 
security models; CI measures deal directly with FIE activities, whereas secuTity 
programs indirectly defend against FIE actions by minimizing vulnei·abilities. Thus, 
under· an expansive CI enterprise model, the entire USG and potentially non-USG 
entities would bear i·esponsibility for dealing directly with FIE activities. On the 
other hand, a more traditional CI enterprise model would be based exclusively on 
the IC-but could nevertheless require non-IC entities to be responsible for 
defensive security measuTes to identify and mitigate vulnei·abilities. 

- In either case, tactical, one-off responses a1·e no longer sufficient to 
addTess the current FIE threat landscape; a strategic response is re uired. Yet the 
U .S. CI enter i·ise has not full ivoted to confront this new realit . 
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(U) Moreover, CI as a discipline has traditionally been undervalued in the 
USG. Back in 2005, the Iraq WMD Commission, for example, noted that CI has 
been "plagued by a lack of policy attention and national leade1·ship" and is largely 
neglected by policymake1·s and the IC. The Commission also stated that CI actually 
lost stature after September 11, 2001 as the USG tuTned its attention to 
counterterrm·ism (CT). The 2009 Intelligence and National Security Alliance (INSA) 
report Counterintelligence for the 2Jst Century noted that CI was not a priority for 
their first two Directors of National Intelligence (DNI). Mr. Evanina added that 
agency heads often assign lower priority to CI divisions and programs than to 
offensive mission requiI·ements. As of July 2022, the Administration has not yet 
officially nominated a permanent NCSC DiI·ector, despite the position being vacant 
for over a year. 

(U) The impact of all these challenges is clear: foreign adversaries 
compromise U.S. assets ac1·oss the globe, acquiI·e billions of dollars a year in U.S. 
research and technology, jeopardize the competitiveness of U .S. companies and the 
economic dominance of the United States, steal sensitive PII on USG employees and 
U .S. citizens, and inte1·fere in domestic affairs. The USG cannot allow this situation 
to continue without serious repercussions for U.S. national secmity. 

(U) Congress last tried to seriously reform CI statutes in 2002, when it 
passed the Counterintelligence Enhancement Act and c1·eated NCSC's precursor to 
try to better integ1·ate the CI silos scattered across the IC. The Committee believes 
that NCSC has made progi·ess towards achieving that goal. Yet NCSC lacks the 
necessary clarity of mission, sufficient authorities and resources, and an optimal 
location and structure to truly lead U.S. CI and to execute the strategic CI mission. 

(U) It is time fo1· Congress to take anothei· hard look at the ability of the U.S. 
CI enterprise in general and NCSC in particular to confront today's FIE threat 
landscape. As Vice Chairman Rubio noted dming a hearing on CI in 2020: ''The IC 
may need a fundamental rethink of its counterintelligence enterp1·ise." As Ms. Van 
Cleave told the Committee: ''The USG does not have the right 'business model' for 
Cl; rather than being strategic, forward-looking, and proactive, U.S. CI is tactical, 
reactive, and defensive." Mi·. Evanina has similai·ly called for "a dramatic new 
construct to ensure adequate and enhanced coordination of a holistic CI progi·am for 
the United States." 

(U) There is no easy "fix' ' to U.S. CI, nm· is there one single way in which 
NCSC could be reformed to better serve as head of national CI. If Congi·ess and 
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ODNI determine that NCSC should focus exclusively on better operationalizing 
traditional CI activities, then NCSC may not need additional authorities or 
resources, and a structural change to the Center may not be necessary. Yet, there 
must be an "owner" for strategic CI to address the FIE landscape facing the 
nation today, and NCSC is currently the only USG entity positioned to lead 
this mission. If Congress and ODNI assign the strategic CI mission to NCSC, then 
bigger changes to the Center may be warranted. Owning strategic CI would require 
sufficient authorities and resources to enable NCSC to successfully develop a 
strategic CI program to bring together all the means of execution for strategic CI 
priorities. In addition, Congress may want to consider whether NCSC can best carry 
out the strategic CI mission as a Center within ODNI, or whether such a mission 
requires the establishment of an independent agency spanning the IC and NT-50s 
universe. 

(U) This Committee recognizes that any major change to the CI enterprise 
will be difficult and time consuming, and that various members of the USG may 
fiercely resist such changes. However, the USG has made big, bold changes before. 
After the terrorist attacks of September 11, 2001, Congress reorganized the U.S. 
national security enterprise to better confront terrorism. But more importantly, 
Congress helped to reorient the CT mission away from reactive, defensive efforts 
focused on figuring out who conducted a specific terrorist attack towards a 
proactive, offensive posture focused on stopping terrorists before they strike. It is 
time for CI to undergo a similar revolution and to receive the national-level 
attention it deserves. 

(U) SSCI Recommendations 

(U) Definitions 

1. (U) The Executive Branch should develop and adopt, and Congress should 
codify, a consistent USG-wide definition of CI that: 

a. Reflects today's FIE threat landscape; and 
b. Delineates CI and security. 

2. (U) The Executive Branch should develop and adopt, and Congress should 
codify, related definitions to include strategic CI and offensive CI. 

(U) The CI Enterprise 
3. (U) NCSC, in consultation with ODNI, should identify the conceptual 

boundaries of the CI enterprise, including by identifying key stakeholders 
(e.g., which entities are members, partners, beneficiaries, etc.); outline 
stakeholders' CI and security roles and responsibilities; and clarify their 
relationship with NCSC. 
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4. (U) NCSC, in consultation with ODNI, should determine what role each 
element of the IC should play in protecting non-USG entities that FIEs target 
for their research, technologies, data, and IP. 

5. (U) NT-50s should consistently establish "CI awareness" and/or security 
programs to ensure that USG data and sensitive information are identified 
and protected. 

(U) NCSC's Mission and Structure 
6. (U) Congress, in consultation with the Executive Branch, should clarify 

NCSC's mission and determine what, if any, role it should play in: 
a. Traditional CI; 
b. Strategic CI; and 
c. Offensive CI operations. 

7. (U) Congress, in consultation with the Executive Branch, should determine 
whether NCSC should remain a Center within ODNI or should be 
established as an independent agency. 

8. (U) Congress, in consultation with the Executive Branch, should determine 
which aspects of the security mission NCSC should retain. 

9. (U) Congress, in consultation with the Executive Branch, should consider 
whether the Director of NCSC/NCSA should be the official Sec/EA. 

(U) NCSC's Duties 
10. (U) NCSC should develop a strategic plan to conduct vulnerability 

assessments within the IC, NT-50s, and selected non-USG entities or sectors, 
and should request resources and authorities necessary to conduct those 
assessments. 

11. (U) NCSC should develop a plan for IC CI outreach to non-IC entities, 
including: 

a. Identifying IC outreach roles and responsibilities for each element of 
the IC; and 

b. Identifying and requesting resources and authorities necessary to 
implement this plan. 

12. (U) The USG should consider establishing a dedicated CI R&D fund and a CI 
R&D board to fund and oversee R&D efforts. 

13. (U) NCSC should develop a strategic plan, in consultation with relevant 
stakeholders, for CI R&D efforts. 

14. (U) NCSC should develop a plan for strategic CI training across the IC as 
well as for NT-50s and non-USG entities. 

15. (U) NCSC should establish a clear vision of what, if any, role it should play in 
developing and maintaining IC databases that support the CI mission. 

(U) NCSC's Authorities and Resources 
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16. (U) Congress or the Executive Branch should provide NCSC with explicit 
authorities to ensure that NCSC can require appropriate CI entities to 
participate in NCSC-led efforts in support of the National CI Strategy. 

17. (U) If Congress determines that NCSC should own the strategic CI mission, 
then Congress should provide NCSC with the appropriate authorities and 
resources necessary to develop and execute a strategic CI program including: 

a. Strengthening NCSC's authorities to determine IC strategic CI 
budgets. 

b. Considering the establishment of a separate appropriation for NCSC to 
support NT-50 and non-USG CI programs with strategic CI and/or 
security objectives and/or clarifying ODNl's ability to transfer NIP 
resources to NT-50s. 

c. Providing NCSC with authorities to task CI entities with carrying out 
specific elements of a strategic CI program. 
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(U) ABBREVIATIONS 

(U) List below is Unclassified. 

APT 
CBP 
CI 
CIA 
CD 
CIMC 
CISA 
CITF 
CRS 
CSE 
CT 
DCI 
DCIF 
DCSA 
DHS 
DIA 
DNI 
DOD 
DOE 
DOJ 
EO 
FBI 
FIE 
FMIC 
FTE 
FY 
HHS 
GAO 
IAA 
IC 
ICD 
ICIG 
INSA 
IoT 
IP 
IRTPA 
MCD 

Advanced Persistent Threat 
Customs and Border Protection 
Counterintelligence 
Central Intelligence Agency 
(FBI) Counterintelligence Division 
(CIA) Counterintelligence Mission Center 
(DHS) Cybersecurity and Infrastructure Security Agency 
Counterintelligence Task Force 
Congressional Research Service 
Center for Security Evaluation 
Counterterrorism 
Director of Central Intelligence 
Defensive Counterintelligence Frame Work 
(DOD) Defense Counterintelligence and Security Agency 
Department of Homeland Security 
Defense Intelligence Agency 
Director of National Intelligence 
Department of Defense 
Department of Energy 
Department of Justice 
Executive Order 
Federal Bureau of Investigation 
Foreign Intelligence Entity 
Foreign Malign Influence Center 
Full Time Employee 
Fiscal Year 
Department of Health and Human Services 
Government Accountability Office 
Intelligence Authorization Act 
Intelligence Community 
Intelligence Community Directive 
Intelligence Community Inspector General 
Intelligence and National Security Alliance 
Internet of Things 
Intellectual Property 
Intelligence Reform and Terrorism Prevention Act of 2004 
Mission Capabilities Directorate 
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MID 
NACIPB 
NASA 
NCD 
NCITF 
NCIX 
NCPC 
NCSC 
NCTC 
NGA 
NIH 
NIM-CI 
NIC 
NIP 
NITTF 
NSA 
NSC 
NSPM 
NSF 
NT-50 

NTIPA 
OCD 
ODNI 
ONCIX 
OPM 
OS INT 
OUSD(l&S) 

PDD 
PLA 
PII 
RDI 
Review Group 
R&D 
SCIF 
SCRM 
SecEA 
SSC 
State 
S&T 

Mission Integration Directorate 
National Counterintelligence Policy Board 
National Aeronautics and Space Agency 
National Counterintelligence Directorate 
National Counterintelligence Task Force 
National Counterintelligence Executive 
National Counterproliferation Center 
National Counterintelligence and Security Center 
National Counter-terrorism Center 
National Geospatial-Intelligence Agency 
National Institutes of Health 
National Intelligence Manager for Counterintelligence 
National Intelligence Council 
National Intelligence Program 
National Insider Threat Task Force 
National Security Agency 
National Security Council 
National Security Presidential Memoranda 
National Science Foundation 
Non-Title 50 (non-IC USG entities that do not have 50 U.S.C. 
authorities) 
National Threat Identification and Prioritization Assessment 
Operations Coordination Directorate 
Office of the Director of National Intelligence 
Office of the National Counterintelligence Executive 
Office of Personnel Management 
Open Source Intelligence 
Office of the Under Secretary of Defense for Intelligence and 
Security 
Presidential Decision Directive 
People's Liberation Army 
Personally Identifiable Information 
Research, Development, and Integration Fund 
National Counterintelligence Review Group 
Research and Development 
Sensitive Compartmented Information Facility 
Supply Chain Risk Management 
Security Executive Agent 
Special Security Center 
Department of State 
Science and Technology 
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USD(l&S) 
USG 

Under Secretary of Defense for Intelligence and Security 
United States Government 
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(U) INTRODUCTION AND METHODOLOGY 

(U) The Senate Select Committee on Intelligence (SSCI or the Committee) 
has long expressed interest in reviewing the United States Government (USG) 
counterintelligence (Cl) enterprise to identify actions needed to enhance its posture, 
capabilities, and responsibilities in response to contemporary foreign intelligence 
entity (FIE) threats. The Committee tasked the Audits & Projects Team (Team) 
with conducting a targeted organizational assessment of the National 
Counterintelligence and Security Center (NCSC or the Center)-the statutory head 
of U.S. Cl-to understand whether this entity is properly authorized, resourced, 
and structured to carry out its mission. This report seeks to (1) identify the key 
challenges facing NCSC in carrying out its mission and (2) capture a range 
of opinions from CI experts on those challenges and potential ways forward. 

(U) For purposes of this organizational assessment, the Team focused on 
NCSC's core CI mission, although the Team also sought to understand any tensions 
or interdependencies with NCSC's security mission. To conduct this review, the 
Team met with dozens of current and former CI officials across the Intelligence 
Community (IC), 1 including the first National Counterintelligence Executive (NCIX) 
Michelle Van Cleave,2 former Director of NCSC William Evanina, and Acting 
Director of NCSC Michael Orlando; NCSC executive leadership, including the head 
of every NCSC directorate supporting the CI mission; Central Intelligence Agency's 
(CIA) Counterintelligence Mission Center (CIMC); and the Federal Bureau of 
Investigation's (FBI) Counterintelligence Division (CD), National 
Counterintelligence Task Force (NCITF), and local field offices in Washington, D.C., 
New York, and Houston. The Team also met with officials from the Office of the 
Under Secretary of Defense for Intelligence and Security (OUSD(l&S)) and the 
Department of Defense's (DOD) Defense Counterintelligence and Security Agency 
(DCSA)-which are not part of the IC. In addition, the Team met with officials from 
several non-USG entities to understand their perspectives on U.S. CI, including 

1 (U) The 18 members of the IC include two independent agencies (the Office of Director of National 
Intelligence and Central Intelligence Agency); nine Department of Defense elements (Defense 
Intelligence Agency, National Security Agency, National Geospatial-Intelligence Agency, National 
Reconnaissance Office, and the intelligence elements of the five Defense services: the Army, Navy, 
Marine Corps, Air Force, and Space Force); and seven elements of other departments and agencies 
(Department of Energy's Office oflntelligence and Counter-Intelligence, Department of Homeland 
Security's Office oflntelligence and Analysis and U.S. Coast Guard Intelligence, Department of 
Justice's Federal Bureau of Investigation and the Drug Enforcement Agency's Office of National 
Security Intelligence, Department of State's Bureau of Intelligence and Research, and the 
Department of the Treasury's Office oflntelligence and Analysis). What We Do-Members of the IC, 
OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, dni.gov/index.php/what-we-do/members-of-the-ic. 
2 (U) The Counterintelligence Enhancement Act of 2002 codified the establishment of the NCIX to 
serve as the head of national CI for the USG. The NCIX position was later abolished by the FY 2017 
Intelligence Authorization Act, and its responsibilities were assumed by the newly-established 
Director of NCSC. See Appendix A for more information about the evolution of CI authorities and 
entities. 
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officials from three universities, two private sector companies, and one research 
institution. Finally, the Team met with officials from the United Kingdom's Ml5 to 
understand its CI model and identify best practices. 

(U) The Team also reviewed various documents pertaining to CI and NCSC, 
including CI legislation, executive orders, and IC policies; prior CI-related 
commission reports to include the 2005 Commission on the Intelligence Capabilities 
of the United States Regarding the Weapons of Mass Destruction (Iraq WMD 
Commission), the 2009 CI Review Group, and Intelligence and National Security 
Alliance's (INSA) 2009 Counterintelligence for the 21st Century; congressional 
hearing transcripts and supporting documentation; congressional briefing 
materials; previous congressional reports and investigations from this Committee 
and the Senate Permanent Subcommittee on Investigations; the National 
Intelligence Council's (NIC) Global Trends 2040: A More Contested World report; 
current and previous national security strategies; NCSC's National Threat 
Identification and Prioritization Assessment (NTIPA); the 2020-2022 National 
Counterintelligence Strategy (National CI Strategy) and various country-specific and 
issue-specific strategies; NCSC's current Strategic Plan; NCSC's Foreign 
Intelligence Threat Landscape; NCSC offensive CI assessments; NCSC white papers 
and outreach products; NCSC's 2019 Year in Review; congressional budget 
justification books for fiscal years (FY) 2021 and 2022 from the Office of the Director 
of National Intelligence (ODNI); USG press releases; CIA WIRe reports and 
intelligence memorandums; open source publications on strategic CI, research 
security, cybersecurity, Chinese and Russian national strategies, and Chinese 
technology transfer strategies; and reports from the Congressional Research Service 
(CRS) and Government Accountability Office (GAO). 

(U) Finally, the Team assessed the 2020-2022 National CI Strategy against 
GAO's "desired characteristics" for national strategies to identify gaps and analyzed 
NCSC's budgetary data for the prior ten years to identify trends. The Team also 
compared NCSC's funding levels to the National Counterterrorism Center's (NCTC) 
funding levels to highlight resource discrepancies. 
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(U) CURRENT THREAT LANDSCAPE 

(U) The United States faces a dramatically different threat landscape today 
than it did just a couple of decades ago. Multiple adversaries target every sector of 
U.S. society using various traditional and novel tactics and techniques. As the 
current National CI Strategy notes, FIEs-"to include nation-states, organizations, 
and individuals-are employing innovative combinations of traditional spying, 
economic espionage and supply chain and cyber operations to gain access to critical 
infrastructu1·e and steal sensitive information, research, technology, and industrial 
secrets."3 These changes have profound implications for the mission, structure, 
authorities, and resources of the CI ente1·prise in general and NCSC in particula1·. 

(U) This section highlights key threats facing the United States today, 
including cun·ent FIE adversaries, targets, tactics, and techniques . 

A. (U ) Current Ad versaries and Threat Actors 

(U) During the Cold War, the United States' main adversary was the Soviet 
Union and othe1· WaTsaw Pact countTies, as well as Soviet client states such as 
Cuba. After the terro1·ist attacks of September 11, 2001, the United States pivoted 
to focus on al-Qaeda and otheT extremist jihadist gToups aTound the world.4 Today, 
however, the United States faces a wide vru·iety of adveTsaries to include powerful 
state rivals with global ambitions, regional adversaries, minor states aligned with 
U.S. adversaTies, ideologically motivated entities, and ti·ansnational criminal 
organizations who may work on behalf of foreign governments. As the world 
continues to change, new adversru·ies-some of whom aTe currently considered 
allies or friendly nations-may also emerge. 

New adversaries have emerged for a variety of 
reasons. The biggest driver has been the rise of China-economically, 
technologically, militarily, and diplomatically-as well as a revanchist Russia.5 
However, othe1· trends a1·e also driving this change. As the NCSC's 2018 report The 
Foreign Intelligence Threat Landscape: Challenges and Opportunities notes, F IE 
activities against the United States are becoming democratized by three trends.6 

First, rapidly advancing technology and the 
increasing ava · a · ity an a or ability of cyber tools has expanded the pool and 
range of actors who can threaten the United States.7 Specifically, the internet and 
other cyber tools have lowered the ba1· to entry for FIEs and other players looking to 

3 (U) NAT'L COUNTERINTELLIGENCE & SEC. CTR. NATIONAL COUNTERINTELLIGENCE STRATEGY OF THE 
UNITED STATES OF AMERICA, 2020-2022, 2 (2020) [hereinafter THE NATIONAL CI STRATEGY] . 
4 U Hal Brands America 's War or Global Order is a Marathon FOREIGN POLICY Jan. 25 2022) . 
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collect against the United States, who can now target the United States from the 
safety of their own countries. B 

(U) Second, a greater emphasis on asymmetric intelligence strategies and 
capabilities enables FIEs to challenge the United States in the "gray zone" between 
war and peace. In other words, FIEs are using a combination of cyber operations, 
media manipulation and other forms of propaganda, covert operations, political 
subversion, and economic espionage to attain their goals.9 One former NCSC official 
explained that adve1·saries' use of "gray zone" tactics enables them to better hide 
the hand of their governments and deny responsibility. IO 

- Finally, the rise of non-state actors such as hackers, public disclosure 
organizations, transnational criminal organizations, and powerful companies 
challenges traditional state auth01·ity.11 These entities, enabled by cyber and othe1· 
technologies, have demonsti·ated the abilit to obtain and share sensitive U.S. 
information 

(U) Moreover, U.S. adve1·saries no longer need embassies 01· consulates to 
target the United States. As Ms. Van Cleave noted: 

(U) [F]oreign powers increasingly are running intelligence operations 
with unprecedented independence from their diplomatic 
establishments. The number of formal and informal ports of enti·y to the 
country, the ease with which people can travel internally, and the 
relatively benign operational environment of the United States are 
tail01·-made for embedded clandestine collection activities. Thousands of 
fo1·eign-owned commercial establishments in the United States, the 
routine inte1·actions of trade and transnational business and finance, 
and the exchange of hundreds of thousands of students and 
academicians, all potentially extend the reach of foreign intelligence into 
the core structures of orn· nation's security.13 

s (U) THE NATIONAL Cl STRATEGY at 1-3. 
9 (U) Id. at 2-3. 
10 (U) Interview with Nat'l Counterintelligence & Sec. Ct r. Counterintelligence Directorate (Nov. 17 
2020). 
11 (U) See THE NATIONAL CI STRATEGY at I ; Transnational Organized Crime: A Growing Threat to 
N ational and International S ecurity, NAT'L SEC. COUNCIL, 
obamawhitehouse.archives.gov/administration/eop/nsc/transnational-crime/threat; U .S . GOV'T 
ACCOUNTABILITY OFFICE, GA0-19-204SP NATIONAL SECURITY-LONG-RANGE EMERGING THREATS 
FACING THE UNITED STATES AS IDENTIFIED BY FEDERAL AGENCIES 2018 . 

Michelle Van Cleave, The Question of S trategic Counterintelligence: What Is I t, and What 
S hould We Do About It , 51 STUDIES IN INTELLIGENCE 1, 3 (2007). 
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(U) In aggregate, FIEs are working to undermine the security of the United 
States, erode the United States' economic and technological preeminence, and 
threaten U.S. social cohesion, critical infrastructure, and basic government 
functions.14 

(U) The implications for CI are profound. In the past, CI activities focused 
primarily on "outwitting structured foreign intelligence services operating out of 
official platforms whose organizations were basically stable and discoverable, whose 
vulnerabilities could be identified and exploited, and whose officers showed some 
commitment to professional tradecraft."15 Today, a new approach is needed. 

14 (U) THE NATIONAL CI STRATEGY at 3, 6, 9. 
15 (U) INTELLIGENCE & NATIONAL SECURITY ALLIANCE, COUNTERINTELLIGENCE FOR THE 21ST 
CENTURY 4 (Sept. 1, 2009) [hereinafter 2009 INSA CI REPORT]. 
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a. (U) Global Adversaries 

These two countries pose the biggest, most long-te1·m, and most 
strategic threats to the United States20 and are working to shape a new 
international order more favorable to their interests and governing systems.21 

(U) China 

While the United States was focused on CT efforts 
and Russia continued to tar et the United States. 

(U) Of the two, China poses the greater long-term strategic threat and is a 
unique challenge to the United States.24 China is a rising power approaching parity 
with the United States in gross domestic p1·oduct as well as in certain aspects of 
military power.25 Unlike the prim· rivalry with the Soviet Union, which was military 
and ideological in nature, the rivalry with China exists ac1·oss the economic, 
technological, military, diplomatic, and ideological spectrums.26 Moreover, the 
United States and China are interdependent in ways that the United States has 
never been with other adversai'ies.27 China seeks to first displace the United States 

11 (U) THE NATIONAL Cl STRATEGY at 2 . 
18 (U) S ee id.; OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, ANNUAL THREAT ASSESSMENT OF THE U.S. 
INTELLIGENCE COMMUNITY 4 11. 20 2021. 

~CE OF THE DIR. OF AT'L INTELLIGENCE, ANNUAL THREAT AsSESSMENT OF THE U.S. 
INTELLIGENCE COMMUNITY 4 , 11, 20 (2021); THE NATIONAL Cl STRATEGY at 6-11. 
21 (U) NAT'LINTELLIGENCE COUNCIL, GLOBAL TRENDS 2040: AMORE CONTESTED WORLD 98 (Mar. 
2021. 

24 (U) Hal Brands, America's War for Global Order is a Marathon, FOREIGN POLICY (Jan. 25 2022). 
25 {U) OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, ANNUAL THREAT AsSESSMENT OF THE U.S. 
INTELLIGENCE COMMUNITY 5 (2022). 
26 (U) Id . 
27 (U) Christopher Wray, Dir., Fed. Bmeau of Investigation, Remarks at the Ronald Reagan 
Presidential Library and Museum: Countering Threats Posed by the Chinese Government Inside the 
U .S . (Jan. 31, 2022). 
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as the regional power in East Asia, and then to eventually displace the United 
States as the global hegemon. 28 

(U) Technology is a maj01· part of this plan; China sees technology and 
innovation as a key enabler of economic g1·owth and as a pillar of national 
strength, 29 and aims to become the world leader in science and technology (S&T) by 
2050.30 To achieve this ambition, the Chinese government has issued a variety of 
national strategic plans. Fm· example, the National Medium and Long-Term 
Program fo1· Science and Technology Development, issued in 2006, elevated the 
importance of S&T development to a key Chinese strategic goal.31 The Made in 
China 2025 plan, issued in 2015, seeks to make China dominant in global high-tech 
manufactlil·ing (especially fo1· electric cars, next-generation IT and 
telecommunications, advanced robotics, a1·tificial intelligence, agricultural 
enginee1·ing, aerospace engineering, synthetic materials, biotechnology and high
end rail infrastructUl·e) using government subsidies, state-owned enterprises, and 
intellectual p1·operty acquisitions to catch up with, and eventually sUl·pass, the 
United States.32 The China Standards 2035 Plan, issued in 2021, lays out a strategy 
for China's government and leading companies to set global standards for emerging 
technologies, which would enable data associated with these standards to be subject 
to China's various data localization and access policies33 and would give China 
en01·mous influence over the evolution and inte1·ope1·ability of these technologies. 34 

- China's quest to become the world leader in biotech is a good 
example of the strategic risks that Chinese technology dominance could pose to the 
United States. Chinese pharmaceutical dominance would create U.S. dependencies 
and bolste1· China's influence ove1· the drug supply chain, which would enable China 
to dictate price or limit supply. China alread accounts for 50 ercent of lobal trade 
in raw harmaceutical in ·edients - It is imp01·tant to emphasize that China is an authoritarian nation 
that m~le distinction between its public and private sectors . For example, 
recent laws have mandated government access to private sector data and required 

30 (U) See STAFF OF S . PERMANENT SUBCOMM. ON INVESTIGATIONS, l 16TH CONG., REP. ON THREATS TO 
THE U.S. RESEARCH ENTERPRISE: CHINA'S TALENT RECRUITMENT PLANS 14 (2019). 
31 (U) Id. 
32 (U) James McBride and Andrew Chatzky, Is 'Made in China 2025' a Threat to Global Trade? 
COUNCIL ON FOREIGN RELATIONS a 13 2019 . 
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citizens and private sector organizations to provide national security authm·ities, 
public security autho1·ities, military authorities and national intelli ence efforts 
with an needed su ort and assistance.36 

(U) China's 14th Five-Yea1· Plan has flil·ther expanded the state's role in the 
economy and seeks to advance national economic security interests. For example, 
the Plan calls for using market restrictions and the Belt & Road Initiative to foster 
Chinese-controlled supply chains; sharpening the use of antitrust, intellectual 
property, and standards tools to advance industrial policies; focusing on obtaining 
foreign technology through partne1·ships in open technology and basic research, the 
establishment of R&D centers overseas, and talent programs; securing China's 
supply chains and boosting self-sufficiency in key sectors; using existing global 
dependences on China as a counterweight p1·essUl·e and the size of China's market 
to deepen global dependencies on China; and developing and leveraging control of 
"core technologies" in sectors such as high speed rail, telecommunications, and new 
enei·gy.38 

(U) It is also important to note that the Chinese gove1·nment makes little 
distinction between the military and civilian sectors. For example, China's policy of 
Military-Civil fusion calls for the seamless "fusing" of the military and civilian 
sectors with resolil·ces, technologies, information, and people. The Senate 
Committee on Homeland Security and Governmental Affairs' Permanent 
Subcommittee on Investigations notes that the Milita1·y-Civil fusion policy: 

(U) [A]llows China to pool its talent and resources from the two sectors 
to jointly develop technologies, conduct i·esearch, and attract talent that 
mutually reinforces both the military and civilian sectors, enabling 
China to continue international collaboration with scientists while not 
disclosing that such collaboration may be for modernizing China's 
mili ta1·y. 39 

- However, China is unable to indi enousl 
technolo ·es it needs within these timeframes.40 

36 (U) Id . at 9. 
37 (U) Id . at 10. 
3a (U) Id. at 6. 
39 (U) S ee STAFF OF S . PERMANENT SUBCOMM. ON INVESTIGATIONS, l 16TH CONG., REP. ON THREATS TO 
THE U.S. RESEARCH ENTERPRISE: CHINA'S TALENT RECRUITMENT PLANS 14 (2019) . 
40 (U) MICHAEL BROWN & PAVNEET SINGH, DEF. INNOVATION UNIT EXPERIMENTAL, CHINA'S 
TECHNOLOGY TRANSFER STRATEGY: How CHINESE INVESTMENTS IN EMERGING TECHNOLOGY ENABLE A 
STRATEGIC COMPETITOR TO ACCESS THE CROWN JEWELS OF U.S. INNOVATIO (2018). 
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government uses all available means of collection, including human intelligence 
collection, technical collection, and cybe1· espionage, to penetrate the USG, the 
private sector, and academia.42 This includes a wide variety of non-intelligence 
personnel, including businesspeople, students studying at U.S . universities, and 
researchers workin at U.S. labs to transfe1· this info1·mation back to China.43 

(U) China is particularly adept at computer hacking. As FBI Director 
Christopher Wray noted in a January 2022 speech, China has "unleased" massive, 
sophisticated computer hacking programs that are bigger than those of every other 
major nation combined. He added that Chinese cyber fo1·ces operate from every 
maj01· city in China and have i·obust funding and sophisticated tools.46 

(U) China is also becoming more brazen in violating U.S. citizens' and 
residents' i·ights. For instance, the Chinese Embassy has warned U.S. businesses 
that if they want to do business in China, they need to fight against Chinese 
government-related bills in Congress. China has also threatened and harassed 
students at U .S. universities who speak out against Chinese government abuses 
and punished U.S. businesses whose employees "like" anti-China posts on social 
media.47 

(U) Finally, China is inc1·easing its foreign malign influence activities to 
exploit doubts about U.S . leadership, bolster China's image, and undermine 
democracy.48 ODNI, in its 2022 Annual Threat Assessment of the Intelligence 
Community, notes that China is sp1·eading COVID-19 misinformation, including 
claims that the United States created the disease; intensifying efforts to "mold U.S . 

46 (U) Christopher Wray, Dir., Fed. Bureau of Investigation, Remarks at the Ronald Reagan 
Presidential Library and Museum: Countering Threats Posed by the Chinese Government Inside the 
U.S. (Jan. 31, 2022). 
47 (U) Id. 
48 (U) OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, ANNUAL THREAT AsSESSMENT OF THE U.S. 
INTELLIGENCE COMMUNITY 11 (Feb . 2022). 
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public discourse;" and muffling criticism of China's oppression of Uyghurs in 
Xinjian, among other issues.49 

(U) Because of China's unique operating model, its novel tactics and 
techniques, and the fact that it targets strategic sectors of the U.S. economy, FBI 
Director Wray characterized the Chinese government as the deepest, most diverse, 
most vexing, most challenging, most comprehensive and most concerning CI threat 
this country has faced, perhaps in its history.50 He noted that over 2,000 FBI 
investigations are currently focused on Chinese government efforts to steal U.S. 
information and technology, noting that "there is just no country that presents a 
broader threat to our ideas, our innovation, and our economic security than 
China."51 He also emphasized that the harm from Chinese economic espionage isn't 
just that Chinese companies pull ahead based on stolen technology; it's that they 
push U.S. companies and workers behind, leading to company failures and job 
losses. 52 For instance, a Chinese government-owned company stole the propriety 
source code for controlling wind turbines from a U.S. company in Massachusetts, 
causing the company to lose over $1 billion in market capitalization and lay off 600 
employees.53 In sum: 

(U) Whatever makes an industry tick, they target: source code from 
software companies, testing data and chemical designs from pharma 
firms, engineering designs from manufacturers, personal data from 
hospital, credit bureaus and banks. They've even sent people to sneak 
into agribusinesses' fields and dig up advanced seeds out of the ground. 
The common theme is that they steal things companies can't afford to 
lose.54 

(U) Russia 

(U) Russia poses a different threat from China. Russia's population is 
decreasing and its economy remains statist and largely stagnant. 55 Russia is an 
energy superpower, wheat producer, and key weapons producer and supplier, but it 
otherwise has few "national champions" on the world stage. 56 

49 (U) Id. 
50 (U) Worldwide Threats: Hearing Before the S. Select Comm. on Intelligence, 117th Cong. (2022). 
51 (U) Christopher Wray, Dir., Fed. Bureau oflnvestigation, Remarks at the Ronald Reagan 
Presidential Library and Museum: Countering Threats Posed by the Chinese Government Inside the 
U.S. (Jan. 31, 2022). 
52 (U) Id. 
53 (U) Id. 
54 (U) Id. 
55 (U) JOANNA PRITCHETT, CARNEGIE ENDOWMENT FOR INTERNATIONAL PEACE, LESS THAN A FULL 
DECK: RUSSIA'S ECONOMIC INFLUENCE IN THE MEDITERRANEAN (2021). 
56 (U) Id. 
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Nevertheless Russia remains a dan e1·ous 
adversary As 
the NI C's Global Trends 2040 report notes, Russia is likely to remain a disruptive 
player for much or all of the next two decades, even as its material capabilities 
decline relative to other major players. "Russia's advantages, including a sizeable 
conventional militaTy, weapons of mass destruction, energy and mineral resou1·ces, 
an expansive geography, and a willingness to use force overseas, will enable it to 
continue la · n the role of s oiler and ower broker in the ost-Soviet s ace."58 

This statement proved prescient; shortly 
before the Committee finalized this report, Russia invaded Ukraine and has 
thTeatened any nation state that would interfere in the conflict. 

- Russia has a longstanding desire to "undermine the U .S .-led liberal 
democratic order" and works to damage public faith in the U.S. democratic process 
thTough both covert operations (such as cyber activities) and overt efforts (such as 
state-funded media or paid social media users).60 Russia is also highly adept at 
information operations, including malign influence operations. In fact, the 
"weaponization of disarray'' is central to Russian statecraft.61 In 2013, Russia's 
Chief of General Staff noted that Russia would pursue "new generation warfaTe" as 
the "fusion of info1·mation, intelligence, and other tools to paralyze an enemy by 
infiltrating and dis1·upting its political system."62 Former Di1·ector of National 
Intelligence (DNI) Dan Coates stated, dming this Committee's 2018 Worldwide 
ThTeats hearing, that ''Russia's approach relies on misdirection and obscuration as 
it seeks to destabilize and diminish the United States' standing in the world."63 
Specifically, Russia uses malign influence efforts to shape and influence U.S . 
domestic politics and public opinion. 64 

58 (U) NAT'LINTELLIGENCE COUNCIL, GLOBAL TRENDS 2040: AMORE CONTESTED WORLD 95 (Mar . ... 
60 (U) OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, AsSESSING RUSSIAN ACTIVITIES AND INTENTIONS IN 
RECENT US ELECTIONS ii (201 7). 
61 (U) Hal Brands, America's War for Global Order is a Marathon, FOREIGN POLICY (Jan. 25 2022). 
62 (U) Id . 
63 U Worldwide Threats: Hearin Be ore the S . Select Comm. on Intelli ence 117th Con . 2022 . 
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For example, 
in early 2019, the Russian Foreign Intelligence Service breached the computing 
networks at SolarWinds, a Texas-based network management software company. 
The company's software, SolarWinds Orion, was widely used in the federal 
government to monitor network activity and manage network devices on fedei·al 
systems. This incident allowed the threat act01· to breach several federal agencies' 
networks that used the software.70 The breach also enabled the Foreign Intelligence 
Service to compromise critical infrastructure entities and private sect01· 
organizations with "high intelligence value." GAO characterized this as "one of the 
most widespread and sophisticated hacking campaigns ever conducted against the 
federal government and the private sector."71 

b . (U) Regional Adversaries 

Regional adversaries, namely the Islamic Republic 
of Iran and the Democratic People's Republic of North Korea, also ose si nificant 
national secu1·it threats.72 Unlike China and Russia these act01·s 

70 (U) U .S. GOV'T ACCOUNTABILITY 0FF1CE, GA0-22-104746, CYBERSECURITY: FEDERAL RESPONSE TO 
SOLARWINDS AND MICROSOFT EXCHANGE INCIDENTS 16-17 (2022). 
n (U) Id . at 3-4. 
lililiiiili10NAL Cl STRATEGY at 2 . 

25 



growing cyber capabilities make them potentially more disruptive and dangerous 
than before. 

(U) Iran 

Iran is driven primarily to maintain the stability 
of the ruling regime and minimize outside influence-namely from the United 
States-in its internal affairs.74 Iran is also a major state sponsor of terrorism 
around the world and has supported various proxies and partner groups to include 
Hezbollah and Hamas.75 Iran also aims to develop a nuclear weapon.76 Iran has 
growing intelligence and CI capabilities to advance its geopolitical objectives. 
However, Iranian intelligence organizations conduct intelligence activities mostly in 
permissive and semi-permissive Middle Eastern countries rather than in the United 
States.77 

(U) That being said, Iran's cyber capabilities are advancing, enabling it to 
conduct espionage, computer network attacks, and information operations around 
the globe, including against the United States.78 The Cybersecurity & 
Infrastructure Security Agency (CISA) notes that various Iranian Advanced 
Persistent Threat (APT) actors conduct ongoing malicious cyber activities against 
the United States. For example, Iranian government-sponsored APT groups have 
exploited Microsoft and Fortinet vulnerabilities, enabling them to gain initial access 
to various systems in advance of follow-on operations. Iran has also targeted U.S. 
state websites, including election websites, to obtain voter registration data.79 

(U) Finally, several Iranian APT actors sought to interfere in the 2020 
presidential elections by sowing discord among voters.80 One Iranian APT group, for 
example, sent false Facebook messages and emails, purportedly from the Proud 
Boys, to Republican Senators, Republican members of Congress, and individuals 
associated with President Trump's campaign claiming that the Democratic Party 
was planning to "exploit serious security vulnerabilities in state registration 
websites." The same group also engaged in an online voter intimidation campaign 
involving the dissemination of threatening messages, also purportedly from the 

74 (U) Id. 
75 (U) U.S. DEP'T OF STATE, Country Reports on Terrorism 2020, 3, 199 (Dec. 2021). 
76 (U) See Eric Brewer, Iran's Evolving Nuclear Program and Implications for U.S. Policy, CTR. FOR 
STRATEGIC & lNT'L STUDIES (Oct. 15, 2021). 
11 (U) Id. at 2. 
78 (U) Iran Cyber Threat Overview and Advisories, CYBERSECURITY & INFRA. SEC. AGENCY, U.S. DEP'T 
OF HOMELAND SEC., cisa.gov/uscert/iran. 
79 (U) Id. 
80 (U) Id. 
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Proud Boys, to tens of thousands of registered Democrats, threatening the 
recipients with physical injury if they did not vote for President Trump.Bl 

(U) North Korea 

(U) N01·th Korea has pursued nuclear weapons fo1· decades to ensure regime 
survival, achieve reunification of the Korean peninsula, and attain regional great 
power status.82 North Korea uses its intelligence services to support these 
ambitions as well as to collect political, military, economic, and technical 
information through open source intelligence, human intelligence, cyber activities, 
and signals intelligence.83 

(U) As DOD noted in a 2017 report to Congress, North Korea "probably views 
cyber operations as an appealing, cost-effective, and deniable means by which to 
collect intelligence and cause disruption against its highly networked 
adversaries."84 F01· example, in 2014 North Korean APT actors launched a cyber
attack against Sony Pictures to prevent it from releasing the movie ''The Interview," 
which portrayed North Korean leader Kim Jong Un in an unfavorable light. The 
same APT gi·oup also launched a cyber-attack against AMC Theaters, which either 
delayed or cancelled screenings of "The Interview" as a result.85 Additionally, in 
2017, North Korea launched the WannaCry 2.0 global ransomware attack, which 
crippled networks in more than 150 countries and cost potentially billions of dollars' 
worth of economic damage.86 

c. (U) Minor States Aligned with U.S. Adversaries 

F01· example, Cuba's intelligence services have 
highly developed human intelligence tradecraft, as well as a history of effective 

81 (U) Press Release, U.S. Dep't of Justice, Two Iranian Nationals Charged for Cyber-Enabled 
Disinformation and Tlll'eat Campaign Designed to Influence the 2020 U .S. Presidential Election 
(Nov. 18, 2021). 
82 (U) BRUCE W . BENNETI ET AL., RAND CORP. , COUNTERING THE RISKS OF NORTH KOREAN NUCLEAR 
WEAPONS x-xi (2021). 
83 (U) OFFICE OF THE SEC'Y OF DEF. , MILITARY AND SECURITY DEVELOPMENTS INVOLVING THE 
DEMOCRATIC PEOPLES REPUBLIC OF KOREA: REPORT TO CONGRESS 14 (2017). 
84 (U) Id. at 13. 
85 (U) Christopher Bing & Sarah Lynch, US. charges North Korean hacker in Sony, WannaCry 
cyberattacks, REUTERS (Sept. 6 2018). 
86 (U) Press Release, U .S. Dep't of Justice, North Korean Regime-Backed Programmer Charged with 
Cons irac to Conduct Multi le C her Attacks and Intrusions Se t . 6 20218 . 

27 



d. (U) Ideologically Motivated Entities and Transnational Criminal 
Organizations 

(U) Cyber tools have enabled much of the growth of this group as a threat 
actor. For example, jihadist groups have successfully radicalized American citizens 
using social media. 94 As an FBI official noted, "through the internet, terrorists 
overseas now have access into our local communities to target and recruit our 
citizens and spread the message of radicalization to violence."95 Cyber tools have 
also enabled hackers and hacktivists to harm U.S. critical infrastructure. For 
example, in 2021 a Russia-based cybercrime group known as Da1·kSide launched a 

88 (U) William Rosenau & Ralph Espach, Cuba's Spies S till Punch Above Their Weight, THE NAT'L 
INTEREST Se t. 29 2013 . 



ransomware attack against Colonial Pipeline96_which provides the states along the 
eastern seaboard of the United States with half of their gas, jet fuel, and heating oil 
supplies--causing fuel shortages and price spikes.97 

B. (U) Current FIE Targets 

(U) FIEs target desired information wherever it may reside. Many FIE 
efforts previously focused on state secrets held by the IC and the broader national 
security establishment. Now, however, FIEs ta1·get a wide range of information 
from entities and individuals ac1·oss nearly every sector of U.S. society. As the 
Commission on the Intelligence Capabilities of the United States Regarding Weapons 
of Mass Destruction (kaq WMD Commission) noted back in 2005: "Spies have 
always existed, but currently our adversa1·ies-and many of our 'friends'-are 
expanding and intensifying their intelligence activities against U .S. interests 
worldwide. They target virtually all of our nation's levers of power."101 Put simply, 
FIE threats to the United States are now more complex, diverse, and harmful to 
U .S. interests, and FIEs are targeting a wider set of public and private entities. 

(U) The National CI Strategy states that FIEs ai·e "targeting most U.S. 
government departments and agencies--even those without a national security 
mission-as well as national laboratories, the financial sector, the U.S. industrial 

) COMM'N ON THE INTELLIGENCE CAPABILITIES OF THE U .S . REGARDING WEAPO S OF MAsS 
DESTRUCTION, FINAL REPORT TO THE PRESIDENT OF THE UNITED STATES 488 (2005) [hereinafter 2005 
WMD FINAL REPORT] . 
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base and other private sector and academic entities."102 Former Director of NCSC 
William Evanina further summarized this issue in a written response to the 
Committee: 

(U) In the past, government organizations and personnel were the 
primary targets of foreign intelligence efforts. Today, foreign 
intelligence targets (and CI challenges) go well beyond government
controlled national security information and government personnel, and 
include sectors of society involved in technological, political, legal, social, 
academic, and commercial pursuits.103 

(U) NT-50s 

(U) FIEs now focus more on targeting NT-50s-that is, non-IC entities that 
do not have 50 U.S.C. authorities-to acquire sensitive data and a wide range of 
information, including information on advanced technology and cutting-edge 
research. Some of these NT-50s include large federal grant-making agencies, such 
as the National Science Foundation (NSF) and the National Institutes of Health 
(NIH). China, in particular, relies on non-traditional collectors, such as graduate 
students and research scientists, to acquire technology, know-how, and expertise 
through various talent recruitment efforts such as its Thousand Talents Plan 
(TTP). 104 Some of these TTP recruits even work at NT-50s. For example: 

• (U) In January 2021, a senior National Aeronautics and Space 
Administration (NASA) scientist pled guilty to making false 
statements to the FBI and other federal agencies related to 
participation in TTP.105 

• (U) In September 2020, a former employee at Los Alamos National 
Laboratory was sentenced to five years of probation and fined 
$75,000 for providing a false statement to the Department of Energy 
(DOE). The individual falsely denied to a CI officer that he had been 
recruited or applied for a job with TTP .106 

102 (U) THE NATIONAL Cl STRATEGY at 3. 
10s (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence, regarding Unclassified Response to Questions on CI Capabilities 2 
(June 3, 2020). Evanina continued: "Previous approaches to CI work do not adequately address 
significant vulnerabilities that exist in other USG organizations and within non-governmental 
entities, such as academic, business, and other organizations."). 
104 (U) See STAFF OF S. PERMANENT SUBCOMM. ON INVESTIGATIONS, 116TH CONG., REP. ON THREATS TO 
THE U.S. RESEARCH ENTERPRISE: CHINA'S TALENT RECRUITMENT PLANS (2019). 
105 (U) OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, OVERSIGHT OF FOREIGN INFLUENCE IN ACADEMIA 
13 (2021). 
106 (U) Id. 
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(U) TTP recruits "strategically important scientists in key innovation 
programs, laboratories, state corporations, and high-tech parks." The IC believes 
"TTP participants to be a pipeline to channel American technologies and intellectual 
property into the PRC."107 

(U) NSF, an NT-50 agency frequently targeted by FIEs, is responsible for 
roughly 27 percent of all federal funds devoted to basic scientific research at U.S. 
institutions-but NSF did not have a dedicated research security director until 
2020.1os NSF has recognized that "the U.S. science community faces threats to its 
longstanding position of openness and transparency of research and its results."109 
The NSF Inspector General, one body responsible for investigating potential theft of 
U.S.-funded research, recently requested more staff and funding because its 
workload of theft cases by foreign governments has increased 30 percent over the 
past two years.110 

(U) NIH is another NT-50 agency that is now frequently targeted by FIEs. 
NIH is the world's largest biomedical research agency and invests nearly $40 billion 
annually in medical research through 50,000 grants to more than 300,000 
grantees. 111 The NIH Director recently acknowledged that "threats to the integrity 
of U.S. biomedical research exist. NIH is aware that some foreign entities have 
mounted systematic programs to influence NIH researchers and peer reviewers and 
to take advantage of the long tradition of trust, fairness, and excellence of NIH
supported research activities."112 

(U) U.S. Private Sector and U.S. Academic Institutions 

(U) FIEs have also increased their targeting and exploitation of important 
non-USG sectors, particularly U.S. higher education institutions and companies 
that conduct advanced research and design. The United States is a global center for 
high-technology research, technology, and innovation. As such, "[f]oreign 
intelligence actors have embedded themselves into U.S. national labs, academic 
institutions, and industries that form America's national innovation base. They 
have done this to acquire information and technology that is critical to the growth 
and vitality of the U.S. economy."113 As NCSC also notes, FIEs "are actively 
targeting information, assets, and technologies that are vital to both U.S. national 
security and our global competitiveness. Increasingly, U.S. companies are in the 

101 (U) Id. at 11. 
108 (U) Nat'l Science Foundation, NSF Creates New Research Security Chief Position (Mar. 2, 2020). 
109 (U) Id. 
no (U) Andrew Silver, U.S. National Science Foundation reveals first details on foreign-influence 
investigations, NATURE (July 7, 2020). 
m (U) See STAFF OF S. PERMANENT SUBCOMM. ON INVESTIGATIONS, 116TH CONG., REP. ON THREATS TO 
THE U.S. RESEARCH ENTERPRISE: CHINA'S TALENT RECRUITMENT PLANS (2019). 
n 2 (U) Francis Collins, Dir., Dep't of Health & Human Servs., Dear Colleague Letter on Foreign 
Influence (Aug. 20, 2018). 
n 3 (U) Id. 
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cross-hai.Ts of these foreign intelligence entities, which are breaching private 
computer networks, pilfering American business secrets and innovation, and 
canying out other illicit activities."114 

(U) ODNI compiled a list of recent examples of Department of Justice (DOJ) 
indictments 01· other actions taken rega1·ding PRC-related investigations. The 
examples below illustrate the wide range of private sector entities targeted by 
FIEs.120 

• (U) May 2021: A rheumatology professor and researcher in Ohio who 
concealed his pa1·ticipation in Chinese government-funded talent 
programs was sentenced to 37 months in p1·ison for making false 
statements to federal authorities as part of an immunology research 

114 (U) NCSC A wareness Materials, NAT'L COUNTERINTELLIGENCE & SEC. CTR., OFFICE OF THE DIR. OF 
NAT'L INTELLIGENCE, dni. gov/index. php/ncsc-how-we-work/ncsc-know-the-risk-raise-yom·-shield/ncsc
awareness-materials. 
115 (U) OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, OVERSIGHT OF FOREIGN INFLUENCE IN ACADEMIA 
13 (2021). 
116 (U) Id. 
111 (U) Id. at 9 (emphasis added). 
118 (U) Id. 
119 (U) Id. at 10. 
120 (U) Id. at 12. 
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fraud scheme. The individual admitted he lied on applications in 
order to use approximately $4.1 million in grants from the NIH to 
benefit the PRC.121 

• (U) April 2021: A federal jUI·y in Greeneville, Tennessee reached a 
verdict to convict an individual of conspiI·acy to commit trade secret 
theft, conspi1·acy to commit economic espionage, possession of stolen 
trade secrets, economic espionage, and wire fraud. The individual 
stole the trade secrets to set up a new company in the PRC, and 
received millions of dollars in Chinese government grants to support 
the new company.122 

• (U) February 2021: A former University of Florida professor and 
researcher and PRC resident was indicted for fraudulently obtaining 
$1. 7 5 million in federal grant money from the NIH by concealing 
support he received from the Chinese government and a company 
that he founded in the PRC to profit from that research.123 

• (U) Februa1·y 2021: An individual and co-conspiI·ator were sentenced 
to prison for conspiring to steal trade secrets from a private company 
concerning the i·esea1·ch, identification, and treatment of a i·ange of 
pediatric medical conditions. CoUI·t documents detail that the 
individual received benefits from the Chinese government, including 
the State Administration of Foreign Expert AffaiI·s and the National 
Natural Science Foundation of China.124 

• (U) January 2021: A professor and researcher at the Massachusetts 
Institute of Technology (MIT) was charged and arrested in 
connection with failing to disclose contracts, appointments, and 
awards from various entities in the PRC to the DOE.125 

- ODNI judges that the PRC is not the only adversary targeting 
professors, universities, and advanced research--other foreign nations continue to 
seek to licitly and illicitly target sensitive U.S. technolo held b i·ivate 
com anies and i·esearch institutions. 

121 (U) Id. 
122 (U) Id. 
123 (U) Id. 
124 (U) Id. 
12s (U) Id. 
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(U) The Iranian government also targets companies and universities. A 
recent indictment alleges that nine Iranians working on behalf of the Islamic 
Revolutionary Guard C01·ps "hacked the computers of 7,998 professors at 320 
universities around the world over the last five years."127 According to the DOJ, the 
hackers stole 315 te1·abytes of documents and data, including scientific research, 
journal, and dissertations. The targets included not only higher education 
institutions, but also the United Nations, 30 U .S. companies, and five U.S. 
gove1·nment agencies.128 The Iranian hack stole data that costs these institutions 
about $3.4 billion to "procure and access."129 

(U) Targeted Information, Technologies, and Assets. 

(U) Within USG and non-USG entities, NCSC has recently identified several 
types of information, technologies, and assets that are priority FIE targets, as 
highlighted in the NTIPA. These priority targets are critical to U .S. national power 
and to U.S. political, military, economic, and technological superim·ity.130 These 
target sets encompass both traditional targets and strategic targets. 

- The National CI Sti·ategy's ''Priority Ta1·gets" of FIES are listed 
below: 

126 (U) Id. at 13. 
127 (U) Press Release, U .S . Dep't of Justice, Nine Iranians Charged with Conducting Massive Cyber 
Theft Campaign on Behalf of the Islamic Revolutionary Gmud Corps (Mai:. 23 , 2018). 
12s (U) Id. 
129 (U) Id. 
130 (U) NAT'L COUNTERINTELLIGENCE & SEC. CTR., NATIONAL THREAT IDENTIFICATION AND 
PRIORITIZATION ASSESSMENT: AN INCREASINGLY COMPLEX INTELLIGENCE THREAT LANDSCAPE 14 
(2018) . 
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(U) The National CI Strategy further breaks-down U .S. critical 
infrasti·uctu1·e into sixteen distinct ta1·gets: dams, financial services, information 
technology, commercial facilities, defense industrial base, food and agriculture, 

131 (U) In October 2021, NCSC released additional guidance highlighting which technologies it 
deemed most important to protect. This guidance prioritized a1-tificial intelligence, biotechnologies, 
autonomous systems, quantum technologies, and semiconductors, noting that these sectors are 
"where the stakes are potentially greatest for U .S. economic and national security. These sectors 
produce technologies that may determine whether America remains the world's leading superpower 
or is eclipsed by strategic competition in the next few yeai·s . NAT'L COUNTERINTELLIGENCE & SEC. 
CTR. , OFFICE OF THE DIR. OF NAT'L INTELLIGENCE PROTECTING CRITICAL AND EMERGING U.S. 
TECHNOLOGIES FROM FOREIGN THREATS 1 (Oct. 1, 2021) . 
132 (U) NAT'L COUNTERINTELLIGENCE & SEC. CTR. , OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, 2019 
YEAR IN REVIEW 8 (2019) [hereinafter 2019 YEAR IN REVIEW] . 
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nuclear reactors, materials, and waste, communications, energy services, 
government facilities, transportation systems, critical manufacturing, energy, 
healthcare and public health, and water and wastewater systems.133 

(U) The food and agriculture sector may not be the first thing that comes to 
mind when thinking of critical infrastructure. However, the FBI published a case 
example of an insider threat and non-traditional collector targeting this industry 
that illustrates how widespread FIE threats truly are. "A Chinese citizen was 
sentenced to three years in prison for conspiracy to steal trade secrets from U.S. 
agriculture companies. The Chinese citizen and five others participated in the theft 
of inbred corn seeds from fields the companies owned, with the aim of shipping 
them to a Chinese company."134 These technologically advanced seeds were 
"genetically modified to be strong and enhance desirable traits such as resistance to 
pests and drought." 135 The U.S. company estimated that the theft of the seeds would 
have resulted in the loss of five to eight years of research and at least $30 million.136 

C. (U) Current FIE Tactics 

(U) In the past, U.S. adversaries had relatively limited options for stealing 
information, influencing U.S. officials, or inflaming social and political tensions.137 
Traditional intelligence collection and influence efforts required foreign nations to, 
for example, send spies to U.S. soil, co-opt an insider, target U.S. officials when 
overseas, bug offices, or intercept U.S. communications from collection facilities 
around the world.138 Despite this, FIEs still managed to inflict major damage on 
U.S. national security, including compromising U.S. military plans and capabilities, 
exposing diplomatic secrets, overcoming U.S. technological advantages in certain 
areas, and costing the USG and the U.S. economy billions of dollars.139 For instance, 
this Committee found in a 1986 CI review that hostile intelligence services had 
acquired sensitive technological data in the United States and elsewhere, which 
significantly reduced the time it took for the Soviets to develop new weapons 
systems and field countermeasures to U.S. systems.140 

(U) Today, however, U.S. adversaries have access to a much wider variety of 
tools to accomplish their goals, and the damage is far greater. In addition to 

133 (U) THE NATIONAL Cl STRATEGY at 6. 
134 (U) Fed. Bureau of Investigation, Case Example: Insider Threat and Non-Traditional Collection 
(2019). 
135 (U) Id. 
136 (U) Id. 
137 (U) Allies and friendly nations also collect against the United States and seek to influence U.S. 
officials or public opinion. However, this report focuses primarily on adversary collection and 
influence efforts given the potential for extreme damage to U.S. national security. 
138 (U) S. SELECT COMM. ON INTELLIGENCE, 116TH CONG. REP. ON RUSSIAN ACTIVE MEASURES 
CAMPAIGN AND INTERFERENCE IN THE 2016 U.S. ELECTION VOL. 2: RUSSIA USE OF SOCIAL MEDIA WITH 
ADDITIONAL VIEWS (2020). 
139 (U) Id. at 12. 
140 (U) Id. at 16. 
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traditional espionage-which certainly continues-FIEs can now exploit non
traditional human, cyber, advanced technical, and open source intelligence 
operations to collect against U .S. plans and policies, sensitive technology, personally 
identifiable information (PII) , and intellectual prope1·ty, as well as to influence U.S. 
decision-making and public opinion on a scale previously unimaginable.141 

(U) As INSA put it succinctly in its report Counterintelligence for the 2Jst 
Century : "Today, neither the strategists nor the tacticians are dealing with 'our 
fathers ' CI."142 These new tactics reduce the risk of action, make attribution more 
difficult, and provide more avenues for success. The NTIPA notes that: 

- Hostile FIEs are emphasizing intelligence strategies and 
~ies to challenge the U.S. and its allies in the "gray zone" 
between war and peace. Nation states are using a combination of cyber 
operations, media manipulation, covert operations, political subversion, 
and economic and psychological coercion to divide the West, erode U.S. 
global influence, and sow tensions and instability in key regions. Nation 
states a1·e conducting these activities to enhance their ability to coerce 
and deter the U.S. with plausible deniability in a crisis.143 

lone NCSC official confirmed that the ''United 
States' adve1·saries are employing their intelligence services and p1·oxies in unique 
ways, and are able to better hide the hand of their governments." He noted that this 
"gray zone warfare" enables our adversaries to have a gi·eater degree of freedom to 
operate within the United States using means such as cyber, economic tools , and 
social media.144 

(U) The CI landscape continues to evolve, and ou1· adversaries are becoming 
more and more c1·eative about how to acquire the information they need, influence 
elected officials, or sway public opinion in ways that meet their strategic goals.145 
Many of these mechanisms are not illegal, which further complicates U .S. strategies 
to disrupt FIE efforts.146 

144 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020). 
145 (U) Worldwide Threats: Hearing B efore the S. Select Comm. on Intelligence, 117th Cong. (2022). 
146 (U) MICHAEL BROWN & PAVNEET SINGH, DEF. INNOVATION UNIT EXPERIMENTAL, CHINA'S 
TECHNOLOGY TRANSFER STRATEGY: How CHINESE INVESTMENTS IN EMERGING TECHNOLOGY ENABLE A 
STRATEGIC COMPETITOR TO ACCESS THE CROWN JEWELS OF U.S. lNNOVATIO (2018). 
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- As the NTIPA points out: "[T]he escalating volume and sophistication 
of intelligence operations against U.S. interests and innovative blendin of 
collection methods and tools 
- Congress has not substantially and comprehensively updated CI 
laws since 2002-before U .S. adversaries began using many of the tactics and 
techniques identified below, such as cyber hacking and social media influence 
campaigns. 

a. (U) Cyher and Social Media 

- Cyber tools have dramatically impacted the CI landscape. Although 
not all~us cyber activities pose a CI thi·eat, cyber lowers the "ba1· to entry" for 
FIEs looking to penetrate the United States because it is cheape1· than most other 
intelligence collection resources; often poses less i·isk of atti·ibution; and increases 
the chance of success es eciall iven the vulnerabilit of man U.S. networks.148 

(U) As explained in Appendix A, the DNI established the National 
Counterintelligence Review Group (the Review G1·oup) in 2009 to review the role, 
mission, capabilities, and resources of all national CI activities within the IC. One 
of the Review Group's key findings was that: 
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(U) The NTIPA also identified four ways in which cyber is facilitating FIE 
activities: 

1. (U) Cyber as a Communications and Data Channel 

(U) The Committee previously investigated Russia's use of social media 
during the 2016 presidential election campaign and found that: 

Russian ope1·atives associated with the St. Petersburg-based Internet 
Research Agency used social media to conduct an information wa1·fa1·e 
campaign designed to spread disinformation and societal division in the 
United States .... Masquerading as Americans, these operatives used 
targeted advertisements, intentionally falsified news articles, self
gene1·ated content, and social media platfo1·m tools to inte1·act with and 
attempt to deceive tens of millions of social media users in the United 
States. This campaign sought to polarize Americans on the basis of 
societal, ideological, and racial differences, provoked i·eal-world events, 
and was part of a foreign gove1·nment's covert support of Russia's 
favored candidate in the U.S. presidential election.155 

(U) The use of social media cyber tools to influence U .S . public opinion can be 
exti·emely effective and challenging to counteract. As then-Chairman of this 
Committee Richard Burr noted during the Committee's 2019 Worldwide Threats 
hearing: 

152 (U) Id . 
153 (U) Id . 
154 (U) THE NATIONAL Cl STRATEGY at 9 . 
155 (U) S . SELECT COMM. ON INTELLIGENCE 116TH CONG. REP. ON RUSSIAN ACTNE MEASURES 
CAMPAIGN AND INTERFERENCE IN THE 2016 U .S . ELECTION VOL. 2 : RUSSIA USE OF SOCIAL MEDIA WITH 
ADDITIONAL VIEWS (2020) . 
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(U) When this country's democracy was attacked in 2016, it wasn't with 
a bomb, or a missile 01· a plane. It was with social media accounts that 
any 13-year old can establish for free. The enemies of this country aren't 
going to take us on a straight-up fight, because they know they'd lose. 
They're going to keep finding new ways of attacking us, ways that 
exploit the openness of oul' society, and slip tmough the seams of a 
national security architecture designed for the Cold Wai·_ 156 

(U) The FBI and the National Security Agency (NSA) assess that FIEs will 
continue to use social media platforms as a vehicle for weaponizing disinformation 
and spreading foreign influence in the United States. The FBI further assesses that 
the Russians continuously adapt then· model and that other countries are taking a 
"keen inte1·est" in then· approach.157 Then Vice-Chail'man Warner observed duTing 
the Committee's 2019 Worldwide Threats HeaTing that this problem is poised to get 
exponentially worse as "deep fake" technology matures.158 Then-Director of National 
Intelligence Dan Coates noted during the same hearing that foreign act01·s would 
view the 2020 U.S. elections as an opportunity to advance their interests, and that 
the IC expected these actors to refine theil' capabilities and add new tactics as they 
learned from each othe1"s experiences and efforts in previous elections.159 

2. (U) Cyber as an Exploitation Tool 

I During the 
House Permanent Select Committee on Intelligence's 2021 Wo1·ld Wide Tmeats 

156 (U) Worldwide Threats: Hearing B efore the S . Select Comm. on Intelligence, 117th Cong. (2022). 
157 (U) Id . 
15s (U) Id. 
159 (U) Id . 
160 (U) NAT'L COUNTERINTELLIGENCE & SEC. CTR., NATIONAL THREAT IDENTIFICATION AND 
PRIORITIZATION ASSESSMENT: AN INCREASINGLY COMPLEX INTELLIGENCE THREAT LANDSCAPE 3 
(2018) . 
161 (U) Id . 
162 (U) Interview with Natl Counterintelligence & Sec. Ctr., Supply Chain Directorate (June 1, 2021) 
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heaTing, NSA Di.rectoT General Nakasone noted the sophistication of U.S . 
adversaries' cyber exploitation capabilities: 

(U) Our adversaries' intrusions are not speaT-phishing 01· guessing a 
password. They are intrusions based upon supply chain or zero-day 
vulne1·abilities, a vulnerability that a provider doesn't even know 
about.163 So what we are seeing is our adversaTies understanding the 
limitations of our ability to monitor what is going on within the United 
States .. . what our adve1·sa1·ies are doing inside the United States is 
looking for our infrastructure, our internet se1'Vice provide1·s, our cloud 
p1·oviders, and being able to very quickly set up a capability, and then 
utilizing that as a jumping off point to create intrusions.164 

(U) In Ma1·ch 2021, for example, Microsoft reported that an actor associated 
with the Chinese government exploited zero-day vulnerabilities in several versions 
of its Microsoft Exchange Se1'Ver used by the federal government. These 
vulnerabilities enabled the actor to gain access to federal systems, which in turn 
allowed for persistent malicious operations even after the vulnerabilities were 
patched.165 Microsoft estimates that the email, address books, and calendars of 
approximately 400,000 customers-including federal government agencies-were 
compromised.166 

(U ) According to the U.S .-China Economic and Security Review Commission, 
cyber espionage has also enabled foreign adversa1·ies, particularly China, to gain 
access to a wide range of commercially valuable U .S . business information
including intellectual prope1·ty (IP) , t1·ade secrets, technical data, negotiating 
positions, and sensitive and proprieta1·y internal communications-which aTe then 
provided to and utilized by select Chinese fiTms.167 

3. (U) Cyber as an Operational Environment 

163 (U) U.S. GOV'T ACCOUNTABILITY OFFICE, GA0-22-104746, CYBERSECURITY: FEDERAL RESPONSE TO 
SOLARWINDS AND MICROSOFT EXCHANGE INCIDENTS 5 (2022) (Zero-day vulnerabilities are security 
vulnerabilities unknown to the public before they are announced. By wi:iting an exploit for the 
previously unknown vulnerability, an attacker creates a potent thi:eat since the public does not know 
to defend against it). 
164 (U) Worldwide Threats: Hearing Before the H. Permanent S elect Comm. on Intelligence, 117th 
Cong. (2022). 
165 (U) U .S. GOV'T ACCOUNT ABILITY OFFICE, GA0-22-104 7 46, CYBERSECURITY: FEDERAL RESPONSE TO 
SOLARWINDS AND MICROSOFT EXCHANGE INCIDENTS 1 (2022) . 
166 (U) Id. at 4. 
167 (U) SEAN O 'CONNOR, U.S.-CHINA ECON. & SEC. REVIEW COMM'N How CHINESE COMPANIES 
FACILITATE TECHNOLOGY TRANSFER FROM THE UNITED STATES 8 (2019). 
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In 2018, Ms. Van Cleave told the House Committee on Science, Space, 
and Technology that "U.S. academic institutions, with then· great concentration of 
creative talent, cutting edge research endeavors, and open engagement with the 
world of ideas, are an especially attractive envll.·onment for foreign collectors 
targeting America's R&D wealth."170 She noted that the advent of social media has 
"opened the do01· even wider."171 

(U) In 2019, for instance, a variety of media outlets reported that China was 
using Linkedln to recruit witting and unwitting assets ab1·oad. Mr. Evanina told the 
New York Times that "instead of dispatching spies to the U .S. to recruit a single 
target, it's more efficient to sit behind a computer in China and send out friend 
requests to thousands of targets using fake pi·ofiles."172 

4. (U) Cyber as a Sensor 

In August 2016, an ODNI-commissioned study on how 
IoT could revolutionize intelligence collection and analysis noted that IoT may 
enable a "golden age of surveillance."174 The report also noted that IoT could present 
a greater opportunity for our adversaries to collect against the United States than 
the reverse: 

(U) Consider', for example, the popularity of wearable technologies
such as smart watches and fitness bands-in the United States. Nearly 
one in five Americans owns a wearable device, including President 
Obama. The accumulation of data from these devices and the correlation 

169 (U) Id. 
170 (U) Scholars or Spies: Foreign Plots Targeting America's Research and Development: Joint 
Hearing Before the S ubcomm. On Oversight and S ubcomm. on Research & Tech of the H. Comm. on 
Sci., Space, & Tech., 115th Cong. (2018) (statement of Michelle Van Cleave). 
171 (U) Id. 
172 (U) Edward Wong How China Uses L inkedin to R ecruit Sp ies Abroad , N .Y. TIMES (Aug. 27 
2019 . 

) OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, GOING BRIGHT: How THE INTERNET OF THINGS 
COULD REVOLUTIONIZE INTELLIGENCE COLLECTION AND ANALYSIS (2016). 

42 



of this information with other behavioral and environmental data c1·eate 
significant counterintelligence and protection challenges.175 

(U) In December 2019, the New York Times's Privacy Project obtained a 
dataset with more than 50 billion location pings from the phones of more than 12 
million people in the United States. Using this information, it took only minutes fo1· 
reporters to de-anonymize location data and track the whereabouts of President 
Trump.176 

b. (U) Economic Espionage 

(U) Foreign adversaries have conducted economic espionage against the 
United States for many decades. However, the nature, scope, and scale of economic 
espionage has expanded di·amatically ove1· the past few decades.177 

(U) In 2010, Mr. Bryant, in a Statement fo1· the Record for this Committee, 
said that 

(U) FIEs exploit the U.S. cultu1·e of openness and collaboration, as well as 
policy and legal gaps to acquire information. 179 As Ms. Van Cleave told the House 
Committee on Science, Space, and Technology in 2018: 

(U) American R&D-the engine for new ideas and products and 
capabilities and wealth-is systematically targeted by foreign collectors 
to fuel their· business and industry and military programs at our 
expense. By far the vast maj01·ity of foreign acquisition of U.S. 
technology is open and lawful, as are the transactions of individuals and 
businesses involved in intei·national commerce, as well as the free 
exchange of ideas in scientific and academic forums . Even so, while the 
United States leads the wodd in R&D spending, with annual 
investments of some $510 billion, we are losing most if not more of that 

175 (U) Id. 
176 (U) Stuart Thompson & Charlie Warzel, How to Track President Trump, N.Y. TIMES (Dec. 20, 
2019). 
177 (U) OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, FOREIGN SPIES STEALING U .S. ECONOMIC SECRETS 
IN CYBERSPACE (Nov. 3 , 2011). 
178 (U) Counterintelligence Issues: NCIX and FBI: Closed Hearing Before the S. Select Comm. on 
Intelligence, lllth Cong. (2010) (prepared statement of Robert Bryant, Nat'l Counterintelligence 
Executive Office of the Dir. of Nat'l Intelligence, at 7) . 
179 (U) THE NATIONAL Cl STRATEGY at 2. 
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dollar amount eve1·y year through systemic theft. It continues to be what 
General Keith Alexander, then-Director of the National Security 
Agency, memorably called the "greatest transfer of wealth in histm·y."180 

- U .S. adversaries have undertaken massive efforts to steal or 
otherwise acquire U.S. intellectual property, resea1·ch and know-how on ke 
technolo ·es that the United States is develo in _181 

(U) China, howeve1', is the "600 pound gorilla in the room" and has launched 
a full-scale campaign to develop or acquire technologies it deems critical to its 
national interests, including AI, quantum computing, integrated circuits, genetics 
and biotechnology, high end new materials, new energy and intelligent vehicles, 
smart manufacturing, aerospace engines and gas turbines, deep space, deep earth, 
deep sea, and polar explo1·ation, among others .183 FBI Director Wray, in his 
testimony before this Committee during the 2018 Worldwide Threats Hea1·ing, 
noted that the FBI has economic espionage investigations in virtually all of its 56 
field offices, and almost all of them trace back to China.184 

(U) In addition to the cyber espionage activities noted previously,185 China 
conducts a variety of other activities to acquii·e desired U.S. technology 01· 

information (see graphic B). For instance, China makes extensive use of technology 
transfe1· programs. "Chinese companies-in many cases with the backing of the 
Chinese gove1·nment-use a variety of methods to acquire valuable technology, IP, 
and know-how from U.S. firms. Some of these tactics are legal, while others involve 
coercive or covert means." 186 

180 (U) Scholars or Spies: Foreign Plots Targeting America's Research and Development: Joint 
Hearing Before the Subcomm. On Oversight and S ubcomm. on Research & Tech of the H. Comm. on 
Sci. S ace & Tech. 115th Con . 2018 statement of Michelle Van Cleave. 

184 (U) Worldwide Threats: Hearing B efore the S . Select Comm. on Intelligence, 117th Cong. (2022). 
185 (U) OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, FOREIGN SPIES STEALING U .S. ECONOMIC SECRETS 
IN CYBERSPACE (Nov. 3 , 2011). 
186 (U) SEAN O 'CONNOR, U.S.-CHINA ECON. & SEC. REVIEW COMM'N How CHINESE COMPANIES 
FACILITATE TECHNOLOGY TRANSFER FROM THE UNITED STATES 3 (2019). 
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(U) Graphic B: Illegal and Legal Technology Acquisition Methods187 

(U) Note: This graphic is UNCLASSIFIED. 
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(U) The Chinese government has prio1·itized technology ti·ansfer as a matter 
of policy and provides dii·ect and indll·ect support to companies engaging in these 
anticompetitive activities. Chinese acquisition attempts frequently target advanced 
technologies that a1·e still in the eaTly stages of development but could p1·ovide dual 
military and civilian capabilities in the futuTe .188 Taken together, these technology 
transfe1· methods have led to the loss of billions of dollars in U.S. R&D, IP, and 
technology products. According to the Commission on Theft of American Intellectual 
Property, the annual cost of IP theft (globally, not just from China) to the U.S. 
economy could be as much as $600 billion. However, China is the world's "principal 
IP infringer."189 

(U) In May 2019, the U.S. -China Economic and Security Review Commission 
outlined five key ways, in addition to cybeT espionage, that China has been 
facilitating this technology transfer:190 

1. (U) Foreign Direct Investment. The Chinese government dii·ects Chinese 
fu·ms to invest in and acquii·e U.S. companies and assets to obtain cutting
edge technologies and IP in strategic industries .191 

187 (U) Id. 
188 (U) Id. 
189 (U) Id . 
100 (U) Id. 
191 (U) Id . 
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2. (U) Venture Capital Investments. Chinese ventuTe capital investments in 
the U.S. have increased in recent yea1·s, in particular targeting U.S. 
technology startups. Chinese venture capital investment in the United 
States may allow Chinese firms to access valuable U.S. technology and IP, 
including technologies with potential dual-use applications.192 

3. (U) Joint Ventures. In many industries, foreign firms must enter into joint 
ventures to invest or operate in China. Joint ventures are often the source 
of Chinese companies' most technologically advanced and innovative 
procedures and products, acquil·ed through technology transfer from their 
foreign joint venture partner_l93 

(U) A March 2018 study from the National Bureau of Economic Research 
found that joint ventuTes often gene1·ate Chinese companies' most 
technologically advanced and innovative procedures and products, 
acquired through technology transfe1· from then· foreign joint venture 
partner.194 

4. (U) Licensing Agreements. Licensing approval p1·ocesses in China are 
often unclea1· and arduous, requiring companies to disclose sensitive 
information typically not requii·ed in other markets. For instance, 
commercial firms are required to provide detailed product and process 
information to Chinese government agencies at the local and central 
levels. Chinese government agencies often do not have to agree to destroy 
company information submitted in the licensing process, so companies' IP 
can be shaTed 01· exposed even after the license is adjudicated. These 
licensing processes allow Chinese regulato1·s to discriminate against 
foreign investors while keeping p1·otectionist practices from being 
documented and used against China at the Wodd Trade Organization.197 

192 (U) Id. 
193 (U) Id . 

Id. at 7. 

) z . -
197 (U) SEAN O 'CONNOR, U.S.-CHINA ECON. & SEC. REVIEW COMM'N How CHINESE COMPANIES 
FACILITATE TECHNOLOGY TRANSFER FROM THE UNITED STATES 8 (2019). 
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5. (U) Talent Acquisitions. The Chinese government maintains government 
programs aimed at recruiting overseas Chinese and foreign experts and 
entrepreneurs in strategic sectors to teach and work in China. Beijing 
utilizes intergovernmental and academic partnerships and collaborations 
in the United States, establishes Chinese research facilities in the United 
States, and sends experts abroad to gain access to cutting-edge research 
and equipment without disclosing the organization's or individual's 
connections to the Chinese government.198 The Senate Permanent 
Subcommittee on Investigations noted in 2018 that the Chinese 
government had more than 200 such talent recruitment plans.199 

(U) Project 111, for example, was launched by the Chinese government in 
2006 to recruit 1,000 foreign experts in strategic sectors from the world's 
top 100 universities and research institutes. By 2009, it had recruited 39 
Nobel Prize winners and 591 academics. Similarly, the TTP was launched 
in December 2008, and by mid-2014 had brought more than 4,000 
foreigners to China's scientific laboratories, companies, and research 
centers.200 Recent publicity and USG scrutiny of the TTP has pushed it 
underground, but the Permanent Subcommittee on Investigations 
assessed that China will continue with its talent recruitment plans.201 

(U) Supply Chain Attacks 

(U) The National CI Strategy identifies supply chain attacks as a complex 
and growing threat to strategically important U.S. economic sectors and to U.S. 
critical infrastructure.202 A supply chain attack is when an actor compromises the 
integrity, trustworthiness, and authenticity of products and services purchased and 
integrated into the operations of the USG, the Defense Industrial Base, or the 
broader private sector.203 

(U) The United States is increasingly reliant on foreign-owned or controlled 
hardware, software, and services.204 Current DNI Avril Haines noted that the IC is 
particularly worried about supply chain vulnerabilities in microelectronics and 

198 (U) Id. at 9. 
199 (U) See STAFF OF S. PERMANENT SUBCOMM. ON INVESTIGATIONS, 116TH CONG., REP. ON THREATS TO 
THE U.S. RESEARCH ENTERPRISE: CHINA'S TALENT RECRUITMENT PLANS (2019). 
200 (U) SEAN O'CONNOR, U.S.-CHINA ECON. & SEC. REVIEW COMM'N, How CHINESE COMPANIES 

FACILITATE TECHNOLOGY TRANSFER FROM THE UNITED STATES 9 (2019). 
201 (U) See STAFF OF S. PERMANENT SUBCOMM. ON INVESTIGATIONS, 116TH CONG., REP. ON THREATS TO 
THE U.S. RESEARCH ENTERPRISE: CHINA'S TALENT RECRUITMENT PLANS 3 (2019). 
202 (U) THE NATIONAL CI STRATEGY at 12. 
20s (U) Id. 
204 (U) Id. 
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semiconduct01·s, as well as in battery technology, new ene1·gy technologies , and 
weapons systems.205 

(U) There aTe many ways that a foreign adversaTy could compromise the 
integrity of U.S. supply chains. As Mr. Bryant noted in testimony befoTe this 
Committee: 

(U) SoftwaTe supply chains have unique vulnerabilities, and the exploitation 
of information and communications technology products through the supply chain is 
an eme1·ging threat. 201 A software supply chain attack-such as the previously
mentioned SolarWinds attack-occurs when a cyber-threat actor infiltrates a 
software vendor's network and employs malicious code to compromise the software 
before the vendor sends it to then· customers. The compromised softwa1·e then 
compromises the customer's data or systems.2os An adversary can compromise 
software not only during initial development, but also during implementation, 
maintenance and updates, and disposal.209 A successful comp1·omise enables an 
actor to degrade the confidentiality, integrity, and availability of its critical and 
sensitive networks, IT-enabled equipment, and data.210 

205 (U) Worldwide Threats: Hearing B efore the H. Permanent Select Comm. on Intelligence, 117th 
Cong. (2022). 
206 (U) Counterintelligence Issues: NCIX and FBI: Closed Hearing Before the S. Select Comm. on 
Intelligence, lllth Cong. (2010) (prepared statement of Robert Bryant, Nat'l Counterintelligence 
Executive Office of the Dir. of Nat'l Intelligence, at 8) . 
207 (U) S ee U.S. GOV'T ACCOUNTABILITY OFFICE, GA0-22-104746 CYBERSECURITY: FEDERAL 
RESPONSE TO SOLARWINDSAND MICROSOFT EXCHANGE INCIDENTS 4 (2022) . 
20s (U) Id . at 1. 
209 (U) Id. at 5. 
210 (U) Id . 
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(U) Other Tactics 

(U) U.S. adversaries are continually identifying new tactics and techniques 
to collect against the United States and influence U.S. policymakers and the public. 
This trend is likely to intensify as the pace of innovation accelerates. Mr. Evanina 
characterized such tactics and techniques as "the new CI," noting that they all 
operate in the "gray zone" of state conflict.211 Below are just a few additional 
avenues that adversaries have pursued or may pursue to illustrate the creative 
ways adversaries may target the United States. 

• (U) Open Source Intelligence (OSINT). OSINT-or intelligence produced 
from publicly available information-has been revolutionized over the 
past two decades given the rise of the internet and social media. 
Americans freely share enormous amount of information online that 
benefit FIEs. For example, many individuals voluntarily share 
photographs, personal sentiments, and information about personal and 
professional networks in ways that were never possible before.212 
Universities also widely disseminate the results of their research. 213 While 
the United States uses OSINT to enable or augment classified reporting, 
other adversaries-especially China-view it as the "intelligence of first 
resort."214 

• (U) Emerging and Dual Use Technologies. Emerging technologies with 
intelligence applications such as artificial intelligence, quantum 
computing, nanotechnology, advanced materials, advanced sensors, 
surveillance systems, unmanned systems, improved encryption, and 
robotics will likely enable adversaries to more precisely target U.S. 
citizens for recruitment and compromise, enhance monitoring and 
surveillance capabilities, and covertly access and exfiltrate sensitive U.S. 
communications.215 Some of these technologies are commercially available 
at an affordable cost, which has enabled a wider range of threat actors to 
acquire sophisticated intelligence capabilities that previously were the 
domain of well-resourced states.216 

• (U) Biotechnology. China and other adversaries could use various 
biotechnologies to target the United States. For example, adversaries 
could use U.S. genetic data to target DOD and IC personnel, including by 
combining U.S. genetic data with other PII, making cover or alias more 

211 (U) Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Apr. 7, 2022). 
212 (U) Heather Williams & Ilana Blum, Defining Second Generation open Source Intelligence for the 
Defense Enterprise, RAND CORP. 1 (2018). 
213 (U) William Hannas & Huey-Meei Chang, China's STI Operations, GEORGETOWN, CTR. OF SEC. & 
EMERGING TECH. (Jan. 2021). 
214 (U) Id. at iii. 
215 (U) THE NATIONAL CI STRATEGY at 3 
216 (U) Id. 
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difficult. Further, the Chinese government's collection of U .S . PII and 
health information could fill gaps from other large datasets-such as the 
Office of Personnel Management (OPM) data breach-to identify and 
develop more comprehensive profiles on high-value targets.217 

• (U) Confucius Institutes. The Chinese government funds Confucius 
Institutes on U.S. colleges and universities and hiTes Chinese teachers to 
teach language and culture classes to student and non-student community 
members. A Senate Permanent Subcommittee on Investigations report, 
however, found that the funding for these institutes comes with "strings" 
that can compromise academic freedom. For instance, professors funded 
by a Confucius Institute are not allowed to discuss sensitive topics. 
Moreover, these institutes seeks to manipulate U.S. perceptions of China 
in a more fav01·able light. 218 

• 

• 

217 (U) S ee U.S. GOV'T ACCOUNTABILITY OFFICE, GA0-22-104746 CYBERSECURITY: FEDERAL 
RESPONSE TO SOLARWINDSAND MICROSOFT EXCHANGE INCIDENTS 10-12 (2022). 
218 (U) S ee STAFF OF S . PERMANENT SUBCOMM. ON INVESTIGATIONS, 116TH CONG., REP. ON CHINA'S 
IMPACT ON THE U.S. EDUCATION SYSTEM 2019 . 

) Interview wit Fe . Bureau o Investigation, New York City Field Office (Dec. 6, 2021). 
221 (U) Press Release, U .S . Dep't of Justice, Five Individuals Charged Variously with Stalking, 
Harassing, and Spying on U .S . Residents on Behalf of the PRC Secret Police (M~u . 16, 2022). 
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D. (U) Overview of the National Counterintelligence and Security 
Center 

(U) NCSC was established in 2014 as a component of ODNI. The NCSC 
integrated into one organization the functions of the Office of the NCIX and 
multiple other entities with CI responsibilities. NCSC draws it responsibilities and 
authorities from a series of laws, Presidential directives, and executive orders, 
which are described in more detail below and in Appendix A. 

(U) According to ODNI, NCSC "leads and supports the U.S. Government's 
counterintelligence and security activities critical to protecting our nation, provides 
CI outreach to U.S. private sector entities at risk of foreign intelligence penetration, 
and issues public warnings regarding intelligence threats to the United States."222 

222 (U) OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, CONG. BUDGET JUSTIFICATION BOOK, FISCAL YEAR 
2022, 6 [hereinafter ODNI FY2022 CBJB]. 
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a. NCSC's Eight Directorates 

(U) NCSC cuTrently maintains eight dll·ectorates223 to carry out its 
responsibilities. This section provides a brief description of the roles and 
responsibilities of each directorate, as well as an overview of cuT1·ent staffing levels 
(see Graphic D). 

i. (U) Operations Coordination Directorate (OCD) 
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ii . (U) Supply Chain & Cyher Directorate (SCD) 

- SCD is responsible fo1· identifying efforts to reduce the risks to ke 
U .S. su 1 chains as identified in the National CI Strate 

iii. (U) Insider Threat Directorate (ITD) 

- ITD is responsible for co-leading the National Insider Threat Task 
Force (NITTF) with the FBI and for managing the Unauthorized Disclosure 
Prog1·am. The NITTF, created after the 2010 WikiLeaks disclosures, helps the USG 
build insider threat programs that "deter, detect and mitigate actions by insiders 
who may represent a threat to national security."231 The NITTF develops guidance, 
provides assistance, assesses progress, and analyzes new and continuing insider 
threat challenges. As part of the NITTF, NCSC's Insider Threat Directo1·ate 
publishes the National Insider Threat Policy and Minimum Standards; Guide to 

225 (U) NAT'L COUNTERINTELLIGENCE & SEC. CTR., NCSC STRATEGIC PLAN 2018-2022, 13 (Dec. 21. 
2017) [hereinafter NCSC STRATEGIC PLAN 2018-2022] . 
226 U Id. -I 
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Accompany the National Insider Threat Policy and Minimum Standards; Protect 
Your Organization from the Inside Out: Government Best Practices; and other 
annual reports.232 

(U) The NITTF has published an Annual Report each year since 2015 .233 
These reports detail department/agency progress in meeting the insider threat 
program requirements set forth in the National Insider Threat Policy & Minimum 
Standards and EO 13587.234 The reports also depict progTam status and annual 
progress across the IC, DOD, and NT-50s.235 

(U) The ITD is also i·esponsible for coordinating the production of certain 
national CI strategic assessments, including damage assessments from 
unauthorized disclosures and lessons learned from those activities . "IC damage 
assessments evaluate actual or potential damage to national security from the 
unauthorized disclosure or compromise of classified information. Lessons learned 
from these assessments are shared with [IC] partners to imp1·ove CI and security 
programs and develop mitigation measures."236 

iv. (U) Mission Integration Directorate (MID) 

- MID is responsible for NCSC's federal partner outreach, national 
CI an~licy development, strategic resou1·ce advocac and CI and 
securit workforce talent develo ment and reco nition.237 

examines CI budgets 
across the IC and conducts ''Mission Reviews" of the IC to ensure that each agency 
is aligned with the National CI Sti·ategy. - sends each IC agency an 
annual survey which it supplements with data obtained through 
Personnel and I idei· Threat Reviews . After reviewing all the data it receives, 

conducts in- erson visits with the IC entities to discuss. These 
how to guide its advocacy efforts 

232 (U) OFFICE OF THE Dm. OF NAT'L INTELLIGENCE, CONG. BUDGET JUSTIFICATION BOOK, FISCAL YEAR 
2021 hereina ter ODNI FY2021 CBJB . 
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to increase federal spending on CI initiatives, as well as understand the extent to 
which prior recommendations have been implemented.239 

also examines CI data and spending figures (through an annual 
data call) to get a "state of CI spending'' across the IC.241 

hel s bridge the gap between 
conducts two main 

functions: liaison and vulnerability assessments. Liaisons serve as the lead 
integrators for NCSC engagement and as the focal point for queries. Vulnerability 
assessment staff conduct multi-disciplinary assessments, provide recommendations, 
and leverage expertise against partner issues and concerns . 
- supports approximately 140 NT-50 and DOD federal partner agencies and 
depaTtments to counter foreign intelligence threats.242 

then meets with the agencies that 
complete the to gain "a better unde1·standing of the specific needs of [the NT-
50 agencies'] CI programs with periodic updates and revisits by request to further 
advance CI programs."244 

v. (U) Special Security Directorate (SSD) 

(U) SSD is comprised of the Community Services and Personnel Security 
Groups. SSD se1·ves as the Executive Staff for all DNI Sec/EA functions and 
responsibilities. SSD w01·ks on extensive security clearance i·eform measures to 
"address longstanding problems with the timeliness and effectiveness of the process 
for granting national security clearances."245 This includes, but is not limited to, 

239 (U) Id. at 16. 
240 (U) Id . 
241 (U) Id . 
242 (U) Id. 
243 (U) Id . 
244 (U) Id . 
245 (U) OFFICE OF THE Dm. OF NAT'L INTELLIGENCE, Organi.zation: About (Mar. 11, 2020). 
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establishing a "continuous evaluation" program and improving reciprocity across 
the USG in recognizing clearances from agency-to-agency.246 

vi. (U) National Counterintelligence Directorate (NCD) 

(U) NCSC is responsible for national CI and security policy development, 
compliance, and oversight. The Director of NCSC serves as National Intelligence 
Manager for CI (NIM-Cl) for the IC. NCD is responsible for producing, in 
consultation with USG departments and agencies, the NTIPA and the National CI 
Strategy on behalf of the Director.247 

(U) NCD oversees and coordinates the production of national CI strategic 
analyses, including damage assessments from espionage and unauthorized 
disclosures, and lessons learned from these activities. This directorate also 
coordinates national CI collection and targeting, and develops priorities for CI 
investigations and operations.248 Specifically, this directorate coordinates and 
publishes a range of foundational and strategic planning documents focusing on CI, 
including Counterintelligence Production Guidance, Strategic Counterintelligence 
Priorities, Collection Emphasis Messages, and CJ Collection Assessments.249 

(U) NCD also chairs the National Counterintelligence Policy Board 
(NACIPB),250 which serves as the principal mechanism for developing national 
policies and setting priorities to guide the conduct of CI activities across the USG.251 

vn. (U) Center for Security Evaluation (CSE) 

(U) CSE provides Congressionally-mandated support to the Department of 
State (State) on "physical and technical security for U.S. diplomatic facilities, which 
includes identifying and countering foreign technical penetrations, technical 
surveillance, or technical collection efforts."252 In addition, CSE leads IC-wide 
efforts to: 

1. (U) Modernize and integrate a uniformly-defined Technical and 
Signals Security Countermeasures mission structure that is capable 
of detecting and mitigating sophisticated technical vulnerabilities; 
and 

2. (U) Provide a risk management framework allowing for the secure 
introduction of wireless technologies into IC workspaces, to include 

246 (U) Id. 
247 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (May 
12, 2020). 
248 (U) NCSC STRATEGIC PLAN 2018-2022 at 13. 
249 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020). 
250 (U) NCSC STRATEGIC PLAN 2018-2022 at 11. 
251 (U) Id. 
252 (U) NCSC STRATEGIC PLAN 2018-2022 at 21. 
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advocating for robust standards and policies to add.Tess cuITent and 
emerging wireless technologies, providing oversight, management, 
and governance of wireless technology. 253 

viii. Mission Capabilities Directorate (MCD) 

- During the course of the Committee's review, NCSC created the 
MCD "to combine the Center's mission IT systems and capabilities into a single 
directorate, improving upon the current construct where these entities are scattered 
across several NCSC directorates and the IT grou ."254 Toda NCSC mana es or 
will mana e different databases 

and the USG's Continuous Evaluation System.255 

253 (U) Id. 
254 (U) ODNI FY2022 CBJB at 81. 
255 (U) NCSC Database Summary Document . 
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(U) FINDINGS 

(U) As previously illustrated, the FIE threat landscape facing the country 
today is wide-ranging and sophisticated. Yet NCSC, as the USG lead for CI, 
lacks a clear mission as well as sufficient and well-defined authorities and 
resources to effectively confront this landscape. Moreover, NCSC's placement 
within ODNI may hinder its ability to scale and respond to threats in an 
agile manner. Despite these challenges, there is no consensus among CI 
officials on a way forward for NCSC. 

A. (U) MISSION 

(U) Under current law, the mission of the Director of NCSC is to "serve as 
the head of national counterintelligence for the United States Government."256 

However, the Committee found that the scope of this mission is not clear to the 
Committee, to the broader IC, or even to some NCSC officials. First, it is unclear 
whether certain FIE threats and USG activities fall within the definition of CI. 
Second, NCSC is unsure which entities comprise the CI enterprise-that is, the 
collection of entities with CI responsibilities-that it is tasked with leading. Third, 
there is no consensus as to whether NCSC should focus on traditional internally
focused CI activities, the strategic CI mission, or both. Fourth, NCSC plays a 
marginal role in offensive CI, despite the importance of offensive CI to the CI 
mission. Finally, officials disagree on the optimal relationship between CI and 
security and over what specific role NCSC should play with regards to security. 

1. (U) It is Unclear Whether Certain FIE Threats and USG 
Activities to Counter Them Fall within the Definition of CI 

(U) The FIE threat landscape has changed dramatically over the past few 
decades, yet officials disagree over whether certain current FIE threats and USG 
activities to counter them fall within the definition of CI. Consequentially, officials 
disagree over what role NCSC, as lead of national CI, should play in mitigating 
evolving threats and overseeing new USG activities to counter them. 

(U) The National Security Act of 1947, as amended in 1992, defines CI as 
"information gathered, and activities conducted, to protect against espionage, other 
intelligence activities, sabotage or assassinations conducted by or on behalf of 
foreign governments or elements thereof, foreign organizations, or foreign persons, 
or international terrorist activities."257 Executive Order 12333 promulgated a 
similar definition of CI, but included additional USG activities to counter FIE 
threats: "Counterintelligence means information gathered, and activities conducted, 
to identify, deceive, exploit, disrupt, or protect against espionage, other 
intelligence activities, sabotage, or assassinations conducted for or on behalf of 
foreign powers, organizations, or persons, or their agents, or international terrorist 

256 (U) 50 U.S.C. § 3382(b). 
257 (U) National Security Act of 1947, 50 U.S.C. § 3001 (3.5)(a). 
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organizations 01· activities."258 Given the evolving foreign threat landscape and USG 
efforts to counter these threats, uncertainty surrounds two aspects of these 
definitions. 

(U) First, thei·e is no consensus as to whethei· certain emergent threats, 
pa1·ticularly fo1·eign malign influence and cyber thi·eats, fit within the definition of 
CI.259 Ms. Van Cleave told the Committee that NCSC and other CI entities 
currently adilless such thTeats unde1· the ambiguous "other intelligence activities" 
clause of the CI definition. 260 

(U) NCSC believes that countering foreign malign influence falls within the 
definition of CI. To this end, NCSC included "Defending Ame1·ican Democracy from 
Foreign Influence" as one of the key National CI Strategy pillars.261 Former NCSC 
Director Evanina told the Committee that NCSC is the "only entity postured to 
counter foreign malign influence," and he previously sought to establish a Foreign 
Influence Directorate within NCSC-but ODNI rnjected this i·equest for a variety of 
reasons. 262 Acting Director Michael Orlando also agreed that foreign malign 
influence should be conside1·ed part of the CI mission. 263 

- However, actions taken by ODNI officials suggest a different view of 
foreig~ influence and its relationshi to CI. For exam le ODNI's FY 2022 
Con ·essional Justification Bud et Book 

Moreover, ODNI is establishing a separate Foreign Malign Influence 
Center (FMIC) not under NCSC control, due, in part, to a statutory requirement 
from Congress in the FY 2020 IAA. 265 

Similar questions exist regarding where cyber fits 
into the CI mission. As noted in the Current ThTeat Landscape section of this 
report, cyber is now one of the p1·imary means by which FIEs target the USG, 

258 (U) Exec. Order No. 12333 3.5 (as amended in 2008) (emphasis added). 
259 (U) 50 U .S.C. § 3059 (e)(2). Foreign malign influence is defined as: "Any hostile effort undertaken 
by, at the direction of, or on behalf of or with the substantial support of, the government of a covered 
foreign country with the objective of influencing, through overt or covert means-( a) the political, 
military, economic, or other policies or activities of the United States Government or state or local 
governments, including any election within the United States; or (b) the public opinion within the 
United States." 
260 (U) Email from Michelle Van Cleave, Former ONCIX Director, to Staff, S. Select Comm. on 
Intelligence (Jan. 31, 2022). 
261 (U) THE NATIONAL Cl STRATEGY at 4. 
262 (U) Interview with William Evanina Dir. , Natl Counterintelligence & Sec. Ctr. (Nov. 17, 2020); 
Interview with Nat'l Counterintelligence & Sec. Ctr. Office of the Exec. Dir. (Nov. 13, 2020). 
263 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
264 (U) ODNI FY2021 CBJB at 15. 
265 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 

59 



academia, the private sect01-, and public opinion.266 Mr. Evanina told the Committee 
that cyber is now the main CI modalit et c her and CI are treated as distinct 
disci lines. 267 

agreed that there should be greater integration between the cyber and CI 
communities. 210 

(U) One FBI official told the Committee that "philosophically" national 
security cyber (as opposed to criminal cyber)271 is just a modality and thus should fit 
squarely within the realm of CI.272 Yet, one NCSC official explained that national 
security cyber has historically been treated as distinct from CI because cybe1· is seen 
as a "technical skill" whereas CI is traditionally viewed as a "soft skill ."273 An FBI 
official similarly noted that, because most CI practitioners lack cyber skills, cyber 
has been treated as a separate discipline. He characterized this as a "workforce 
issue."274 

USG agencies , however, play a more prominent role in carrying out the national 
security cyber mission. Most notably, the newly established CISA, which is not part 
of the IC, "leads the national eff01·t to understand, manage, and reduce risk to [U.S.] 
cyber and physical infrastructure ."276 CISA is the opei·ational lead for federal 
cybersecurity, as well as the national coordinator for critical infrastructu1·e security 
and resilience.277 The May 2021 EO on '1mproving the Nation's Cybersecurity" 
clearly envisions CISA retaining the lead on the cyber mission, with the FBI, NSA, 

266 (U) S ee "Current Tactics" section of this report. 
Interview with William Evanina, Dir. , Nat'l Counterintelligence & Sec. Ctr. (Apr. 7, 2022). 

Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022); Interview with Fed. Bureau oflnvestigation, Washington Field Office (Dec. 2 2021); 
Interview with Nat'l Counterintelligence & Sec. Ctr. Supply Chain Directorate (June 1, 2021). 
271 (U) Interview with Fed. Bureau of Investigation, Counterintelligence Div. (Sept. 20, 2021) . FBI 
officials defined national secm·ity cyber as cyber activity conducted by a foreign state or non-state 
adversary in support of political or strategic objectives, whereas criminal cyber is cyber activity 
conducted by non-state entities in support of criminal enterprises. 
272 (U) Interview with Fed. Bm·eau oflnvestigation, Washington Field Office (Dec. 2, 2021). 
273 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr., Supply Chain Directorate (June 1, 
2021). 
274 (U) Interview with Fed. Bm·eau oflnvestigation, Washington Field Office (Dec. 2, 2021). 
275 (U) S ee NCSC overview section of this report. 
276 U) About CISA, CYBERSECURITY & INFRASTRUCTURE SEC. AGENCY, U.S. DEP'T OF HOMELAND SEC. 
277 (U) Id. 
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and others in a supporting role; NCSC was not mentioned.278 DCSA's CI mission 
also plays a key role in identifying, assessing, and disrupting FIE threats, to include 
cyber threats, to the nation's defense industrial base.279 Furthermore, the new 
National Cybe1· Direct01· for Federal Cybersecurity at the White House serves as "a 
principal advisor to the president on cybersecurity policy and strategy, and 
cybersecuTity engagement with industi·y and international stakeholders" and will 
look to "bring 'unity of effort' to U.S. cybersecurity efforts."280 

- Treating national secw.·ity cyber as distinct from CI may hinder an 
appropriate USG response. For instance, in 2020 the IC discovered a Russian 
cyberattack on SolarWinds, which enabled Russia to ain access to multiple USG 
networks. 281 The Committee viewed this cyberattack 

Yet despite the CI nexus, NCSC-the lead f01· national 
CI-was not included in the Unified Coordination Group established by the White 
House to address this cyber intrusion.283 

(U) Second, in addition to the threats themselves, there is also uncertainty 
about whether certain new USG activities to counter FIE thi·eats fit within the 
definition of CI. As discussed more below, various NT-50s have established 
"defensive CI programs" that include activities such as FIE target identification, 
foreign travel briefings, and receipt and i·eview of certain CI products.284 This report 
refe1·s to these activities as "CI awareness" activities, as they fall outside customary 
CI activities such as offensive CI operations or the collection, analysis, production 
and dissemination of CI related intelligence. Officials disagree about whether such 
activities truly fit within the definition of CI-that is, whether they can be 
considered activities conducted to identify, deceive, exploit, disrupt, or p1·otect 
against FIE tfileats-or whethei· these should be considered security activities. 
This distinction is important because it determines the range of activities that a 
non-IC entity would be responsible for conducting in response to FIE thi·eats. 

(U) As this Committee noted as far back as 1986, security is complementary 
to, but distinct from, CI: 

278 (U) Executive Order on Improving the Nat ion's Cy bersecurity, WIDTE HOUSE (May 12, 2021) . 
279 (U) White Paper For S ubmission to S enator A ngus King, Defense Counterintelligence & Secmity 
Agency. 
280 Justin Doubleday, Agencies Entering Execution Phase of B iden's Cy ber Executive Order, FED. 
NEWS NETWORK (Nov. 19, 2021). 
281 (U) S ee U.S. GOV'T ACCOUNTABILITY 0FF1CE, GA0-22-104746 CYBERSECURITY: FEDERAL 
RESPONSE TO SOLARWINDSAND MICROSOFT EXCHANGE INCIDENTS 16-17 2022 . 

) Interview wit · e Or an o, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (May 12 
2021). 
284 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr. , Office of the Exec. Dir. (Nov. 13, 2020); 
Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Apr. 7 2022). 
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(U) The Committee believes it is important to distinguish between 
counterintelligence efforts and security programs, while ensuring that 
both are a part of a national policy framework that takes account of all 
aspects of the threat. The best way to explain the difference is to say 
that counterintelligence measures deal directly with the foreign 
intelligence service activities, while security programs are 
indirect defensive actions that minimize vulnerabilities.285 

(U) In practice, however, these lines often blur and create confusion. As one 
OUSD(I&S) official noted, "There is not a lot of 'pure CI' out there; most defensive 
CI activities actually fall under the definition of 'security."'286 On the other hand, 
several NCSC officials told the Committee that "CI awareness" activities should be 
considered part of the CI mission because they include actives that extend beyond 
security.287 That is, "CI awareness" activities involve more than just minimizing 
vulnerabilities to include identifying FIE activities targeting a given agency. Mr. 
Evanina felt strongly that the definition of CI must broaden to include such "CI 
awareness" activities, as CI is no longer just counter-espionage; "We have moved 
way beyond that."288 

(U) Congress has not updated the statutory definition of CI since 1992, which 
continues to differ from the Executive Branch definition of CI. Without additional 
clarity on the universe of FIE threats that fall under this definition and the types of 
activities that counter them, NCSC and other USG entities may not know which 
FIE activities they are responsible for addressing or with which USG entities they 
should be coordinating to combat such threats. 

Various CI professionals indicated that it is time for Congress to 
provide a clearer definition of CI that reflects today's threat landscape. For 
example, a former NCSC official told the Committee that the definition of CI must 
be updated to include new unconventional and non-traditional threats.289 Mr. 
Evanina, in testimony before this Committee, said that "we have to re-look at the 
lexicon of what we say counterintelligence is."290 

285 (U) S. SELECT COMM. ON INTELLIGENCE, MEETING THE ESPIONAGE CHALLENGE: A REVIEW OF 
UNITED STATES COUNTERINTELLIGENCE AND SECURITY PROGRAMS 522 (1986) (emphasis added) 
[hereinafter 1986 SSCI REPORT]. 
286 (U) Interview with U.S. Dep't of Def., Under Sec'y of Def. for Intelligence & Security, 
Counterintelligence & Law Enforcement (Aug. 3, 2021). Note: Joint Publication 3-10 defines security 
as measures taken by a military unit, activity, or installation to protect itself against all acts 
designed to, or which may, impair its effectiveness. As an example of overlap between CI and 
security, DOD uses DOD Directive 5240.06 Counterintelligence Awareness and Reporting to inform 
the workplace of AHi incidents. See email from Dep't of Def. to Staff, S. Select Comm. on Intelligence 
(May 27, 2022). 
287 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Feb 4, 2022). 
288 (U) Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Apr. 7, 2022). 
289 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Former Deputy Director (Oct. 8, 2020). 
290 (U) Closed Oversight Hearing on Counterintelligence with NCSC, FBI, and CIA Before the S. 
Select Comm. on Intelligence (Dec. 1, 2020). 
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2. (U) The Boundaries of the CI Enterprise are Unclear 

(U) NCSC is the statut01·y head of the CI enterprise, but NCSC officials do 
not have a complete list of CI entities, and several cm-rent and former NCSC 
officials disagTee over which types of entities fall within the enterprise. 292 
Specifically, there is disagreement amongst current and former officials over 
whether NT-50s and non-USG entities (such as universities and private sector 
companies) that conduct "CI awareness" activities should be considered part of the 
CI enterprise. 

(U) NCSC officials gene1·ally view the CI ente1·prise as being comprised of or 
supporting three broad "stakeholder" categories: (1) the IC, (2) NT-50s, and (3) non
USG entities, such as academia and private industry.293 However, due in large pa1·t 
to lack of clarity within the USG regarding the scope of CI, there is no consensus on 
whether NT-50s and non-USG entities should be considered (1) members of the CI 
enterprise or (2) "customers" or beneficiaTies of the CI enterprise, which would have 
only security responsibilities. As a result, it is unclear what CI responsibilities, if 
any, NT-50s and non-USG entities are expected to have, or what NCSC's 
relationship to these entities should be. 

292 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Nov. 13, 2020); 
Interview with Nat'l Counterintelligence & Sec. Ctr. Office of the Exec. Dil:. (Feb 4, 2022). 
293 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence regai·ding Unclassified Response to Questions on CI Capabilities (June 
3, 2020). 
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(U) Graphic E: Conceptual Depictio n of CI and Security Activities and 
Associated Entities294 

(U) Note: This graphic is unclassified 
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(U) There is consensus that the IC is and should remain part of the CI 
enterprise. As explained in Appendix A, the CI mission arose within individual IC 
entities as a way to defend their operations295 and has historically been primarily 
within the purview of the IC. 296 Today, CI responsibilities remain widely dispersed 
across the members of the IC. 

294 (U) Because there is no complete list of CI entities, the entities listed in the "CI Awai:eness 
Category ai:e pui:ely illustrative. 
295 (U) S ee "Evolution of CI" section of this report. 
296 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio Acting Chaii:man, S. Select Comm. on Intelligence, and Sen. Mai:k Wai:ner, Vice Chairman, S. 
Select Comm. on Intelligence regai·ding Unclassified Response to Questions on CI Capabilities (June 
3, 2020). 
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(U) Graphic F: Entities with Official CI Authorities 

(U) Note: This graphic is unclassified 
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(U) EO 12333 details the specific 1·esponsibilities of the IC, including CI 
responsibilities. All IC entities are broadly required to protect the security of 
intelligence related activities, information, installations, property, and employees 
by appropriate means.297 In support of this mission, EO 12333 authorizes the CIA; 
Defense Intelligence Agency (DIA); NSA; National Geospatial-Intelligence Agency 
(NGA); the intelligence components of the Army, Navy, All· Force, Ma1·ine Corps, 
and Coast Guard; DOD; the FBI; the intelligence components of Department of 
State, Department of Treasury, Drug Enforcement Agency, the Department of 
Homeland Security (DHS), and DOE; and ODNI to collect, analyze, produce, and 
disseminate CI information.298 EO 12333 also directs a subset of these entities
namely CIA, DIA, DOD, FBI, and the intelligence components of the Army, Navy, 
All· Force, Marine Corps, and the Coast Guard-to "conduct" CI activities.299 

(U) As a result, some CI officials believe that CI should remain solely an IC 
function . For example, Ms . Van Cleave believes that CI is inherently an IC 
responsibility, although she 1·ecognizes that NT-50s, universities, state and local 
governments, and academia have an important role to play in security. soo That is, 

297 (U) Exec. Order No. 12333 1.4(£) . 
29s (U) Id. at 1.7. 
299 (U) Id. 
300 (U) Exec. Order No. 12,333 46 Fed. Reg. 235 (1981). Secmity is related but conceptually distinct 
from CI. Executive Order 12333 notes that CI does not include 'secmity activities" such as 
personnel, physical, document or communications secmity programs. According to a 2011 DOD CI 
Glossary, security is a "condition that results from the establishment and maintenance of protective 
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she argues that the IC should provide threat awareness and protect non-IC entities 
through offensive CI activities, while NT-50s, universities, state and local 
governments, and academia should take steps to protect their operations and 
reduce their vulnerabilities through security measures.30l Mr. Orlando agreed that 
only the IC should be considered part of the CI enterprise, arguing that NT-50s, 
academia, the private sector, and others should be considered "customers" or 
beneficiaries of CL 302 

(U) NT-50 Agencies and Non-USG Entities 

(U) Given the evolving threat landscape, other CI and IC professionals have 
called for expanding the CI enterprise to include NT-50s and even academia, 
private sector industries, and state and local governments, because these entities 
are often on the front lines of the fight against FIEs. For instance, the 2009 Review 
Group concluded that the "almost total absence of CI" throughout the rest of the 
USG and the private sector poses a critical national security concern, giving 
adversaries "almost carte blanche to operate against the United States" in 
vulnerable areas.303 In 2010, Mr. Bryant, in testimony before this Committee, said 
that the effectiveness of CI depends on a unified national effort that complements 
and enhances the internal efforts of the CI offices found in IC agencies. He added 
that CI "must become the practice of the entire USG-not just the IC-as well as 
those elements of the public and private sectors charged with holding and 
protecting sensitive information and leading-edge technologies."304 Furthermore, 
INSA noted that there must be closer partnerships between the government, 
industry, and academia, and emphasized that strategic challenges expand the U.S. 
national security environment "well beyond the traditional purview of U.S. 
intelligence."305 Specifically, INSA called for the integration of the capabilities of the 
federal, state, and local governments and the private sector in a secure collaborative 
national network.306 Mr. Evanina told this Committee in 2020 that non-IC USG 

measures that ensure a state of inviolability from hostile acts or influences." As Robert Hanssen, 
former FBI CI agent turned Soviet spy noted, "counterintelligence investigates the enemy ... It is not 
security work. Security protects. It does not attack." Email from Michelle Van Cleave, Former 
ONCIX Director to Staff, S. Select Comm. on Intelligence (Jan. 31, 2022). 
301 (U) Email from Michelle Van Cleave, Former ONCIX Director to Staff, S. Select Comm. on 
Intelligence (Jan. 31, 2022). 
302 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
303 (U) Counterintelligence Issues: NCIX and FBI: Closed Hearing Before the S. Select Comm. on 
Intelligence, lllth Cong. (2010) (prepared statement of Robert Bryant, Nat'l Counterintelligence 
Executive, Office of the Dir. of Nat'l Intelligence, at 9). 
304 (U) Id. 
305 (U) 2009 INSA CI REPORT at 7. 
306 (U) Id. 
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agencies and non-USG entities "must establish robust CI capabilities because they 
too are targeted by malign foreign actors and insiders."307 

- Two NT-50 entities-the Defense Counterintelligence and Security 
Agency (DCSA) and the Office of Intelligence within United States Customs and 
Borde1· Protection (CBP)-ah·eady have statutory CI authm·ities.308 Several other 
NT-50 a encies have voluntar 

(U) Several officials believe that NT-50s should be considered part of the CI 
enterprise and should be mandated to have CI programs.312 One NCSC official, for 
instance, noted that she believes the 2002 Counterintelligence Enhancement Act 
explicitly broadened the CI enterprise to include non-IC entities such as NT-50s.313 
DCSA officials similarly believed that CI should be considered a whole-of
government responsibility. 314 

As noted above, however, Mr. Orlando told the Committee that 
NT-50s should not be considered part of the CI enterprise because they should not 
be collecting or analyzing intelligence or conducting operations. He noted, however, 
that these entities could nevertheless have defensive CI programs (i.e ., conduct "CI 
awareness" activities to rovide threat awareness and defensive briefin s among 
other things.315 

307 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. , to Sen. Marco 
Rubio Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence, rega1·ding Unclassified Response to Questions on CI Capabilities (June 
3, 2020). 
308 (U) DCSA's CI authorities come from 10 U.S.C. § 1564 and 50 U .S.C. 3161. CBP's CI authorities 
come from 6 U.S.C. 211 3 . 

~m w· ·am Evanina, Dir., Nat' Counterinte ·gence Sec. Ctr., to Sen. Mai·co 
Rubio Acting Chairman, S . Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence regai·ding Unclassified Response to Questions on CI Capabilities (June 
3, 2020 . 

312 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Feb 4 2022); 
Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 2022)· 
Interview with Fed. Bureau oflnvestigation, Nat'l Counterintelligence Task Force. (Feb. 3, 2022); 
Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Apr. 7 2022). 
313 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Feb 4 2022). 
314 (U) Interview with U .S . Dep't of Def. , Def. Counterintelligence & Sec. Agency (Oct. 13, 2021). 
315 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
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(U) Even less clear is whether non-USG entities such as academia, private 
sector companies, and state and local governments should be considered members, 
partners, or beneficiaries of the CI enterprise. As explained previously, these sectors 
are extensively targeted by FIEs-after all, it is often U.S. universities, laborato1·ies 
and other research institutions, and private sector companies that make scientific 
discove1·ies and develop the latest technologies317_but it's not cleai· what national 
security role the organizations and individuals in these sectors are expected to play. 

(U) As noted previously, vaTious CI commissions have called fo1· including 
non-USG entities in the CI enterprise. Mr. Evanina also noted in his wTitten 
responses to this Committee that "non-USG entities must establish robust CI 
capabilities because they too are targeted by malign foreign actors and insiders. 
Very few of these departments, agencies, and non-USG organizations are 
appropriately positioned to systematically detect, analyze, and preempt attempts to 
steal information or conduct interference activities."318 Several academic and 
private sector officials also told the Committee that they believe non-USG entities 
should be considered part of the CI enterprise. For instance, several officials at a 
financial company told the Committee that the USG needs to do more to b1·ing 
business into the "CI architecture" and that CI should be viewed as a "whole-of
society" mission. 319 An official at a research institution likewise told the Committee 
that academia is paTt of the CI solution and should be complementary to the 
USG.320 

In contrast, other officials believe that CI is an "inherently 
governmental" function and should be the exclusive purview of the USG for several 
reasons.321 First, the interests of non-USG entities do not always align with 
national security interests-and the USG does not require non-USG entities to 
prio1·itize national secuTit over other concerns such as rofit or advancements in 
scientific reseaTch. 

316 (U) Interview with Fed. Bureau of Investigation, Nat'l Counte1·intelligence Task Force. (Feb. 3, 
2022). 
317 (U) S ee "Current Ta1·gets" section of this report. 
318 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence regarding Unclassified Response to Questions on CI Capabilities (June 
3, 2020). 
319 (U) Interview with U.S . Investment Firm 1 (Dec. 7, 2021). 
320 (U) Interview with U .S . Reseai·ch Institutions (Jan. 11, 2022). 
321 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Oct. 6, 2020). 
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Severa o · cia s at an energy company simi ar y to 
they do not consider themselves part of the CI enterprise because their company is 
an international business with a profit motive and not part of the U.S. national 
security apparatus.323 An official at one university said it should be the USG's 
responsibility to vet fornign students and researchers; "If the State Department 
gives them a visa, why should I think they're a tlu·eat?"324 Other officials have noted 
that companies and academia see CI and security as being too costl and that they 
lack incentives to full ali n with national securit concerns.325 

that universities get full tuition from foreign students, which is important for their 
bottom line but may conflict with national security interests.327 

Interview wit U.S. Energy Company 1 (Jan.10, 2022). 
324 (U) Interview with U.S. University 2 (Dec. 9, 2021). 
325 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. , to Sen. Marco 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence regarding Unclassified Response to Questions on CI Capabilities (June 
3, 2020 : Interview with U.S. Ener Com an 1 Jan. 10 2022 . 

327 (U) Id. 
328 (U) Interview with Former Nat'l Counterintelligence & Sec. Ctr. Official (Oct. 9, 2020). 
329 U Interview with U .S . Reseai:ch Institutions Jan. 11 2022 . 

) Interview wit U.S. Researc Institutions (Jan. 11, 2022). One university that the Committee 
met with, however, has established a dedicated research security office that relies on open som:ce 
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(U) Officials who oppose officially incorporating non-USG entities into the CI 
enterprise nevertheless argue for a closer partnership with the USG or for a greater 
USG role in protecting the information held by non-USG entities. For instance, an 
official at a research institution told the Committee that academia should not be 
considered part of the CI enterprise, but that there should be better lines of 
communication with the USG.332 One CI official said that the IC should be doing 
more to protect sensitive information held by non-USG entities from FIE threats, 
noting that academia, in particular, may not have sufficient expertise to protect its 
research from exploitation by sophisticated cyber adversaries.333 An official from a 
university likewise told the Committee that academia cannot be expected to "protect 
our country as a hobby."334 Regarding private companies, an industry official added 
that they should not be expected to develop their own "missile defense."335 An 
official from another company said that companies are inherently defensive and 
cannot go on the offense against nation state adversaries; "government must play 
that role."336 

(U) In the end, there is no consensus on who should be considered a 
"member" of the CI enterprise versus a "partner" or "beneficiary" of the CI 
enterprise. Yet, this is not simply a semantic exercise; such clarity is important to 
understand what NCSC's relationship with those entities should be as the lead for 
national CI, as well as to understand what responsibilities those entities would be 
expected to have in support of the CI mission. 

3. (U) Traditional CI and Strategic CI are Different Missions
but it is Unclear Whether NCSC Should Focus on 
Traditional CI, Strategic CI, or Both 

(U) NCSC lacks clarity over whether it should focus on traditional CI, 
strategic CI, or both. NCSC has prioritized the strategic CI mission, but lacks a 
clear mandate (e.g., explicit authorities, sufficient resources) to compel the 
operational CI entities to carry out that mission. 

(U) IC CI entities were primarily established to protect their own operations 
and equities-what this report refers to as traditional CI. Mr. Evanina told the 
Committee, for instance, that IC CI divisions are the "countering-the-threat
internally" portions of their organizations. 337 Consequentially, traditional CI does 

information to vet visiting researchers and scientists for undisclosed conflicts of interests-such as 
arrangements with foreign research institutions. Interview with U.S. University 1 (Jan. 12, 2022). 
332 (U) Interview with U.S. Research Institutions (Jan. 11, 2022). 
333 (U) Interview with Cent. Intelligence Agency, Counterintelligence Mission Ctr. (Feb. 10, 2021). 
334 (U) Interview with U.S. Research Institutions (Jan. 11, 2022). 
335 (U) Interview with U.S. Investment Firm 1 (Dec. 7, 2021). 
336 (U) Interview with U.S. Energy Company 1 (Jan. 10, 2022). 
337 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence, regarding Unclassified Response to Questions on CI Capabilities (June 
3, 2020). 
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not "adequately add.Tess significant vulnerabilities that exist within other USG 
organizations and within non-government entities ."338 

=~ 
~ 
341 (U) Michelle Van Cleave, The Question of Strategic Counterintelligence: What Is It, and What 
Should We Do About It 51 STUDIES IN INTELLIGENCE 1 6 2007 . 

343 (U) Interview with U.S. Dep't of Def. , Under Sec'y of Def. for Intelligence & Sec. , 
Counterintelligence & Law Enforcement (Aug. 3, 2021) . 
344 (U) Interview with Nat 1 Security Agency, Counterintelligence Div. (Dec. 8, 2021) . 
345 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
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Yet, as desc1·ibed in the Current Thi·eat 
Landscape section of this report, much of the more concerning FIE activity is 
actually legal-such as exporting unclassified and uncontrolled technology from 
U.S. resea1·ch institutions to China. 

- NCSC plays a 1·ole in supporting traditional CI activities.349 Mostly, 
NCSC'f':cihlates collaboration and coordination between IC entities on an ad hoc 
basis and as an unofficial responsibility.350 NCSC's interagency damage 
assessments and Mission Reviews also support the traditional CI mission.351 Mr. 
Evanina noted in his w1·itten responses to this Committee that the responsibility for 
traditional CI ''has resided and should remain within the separate cognizance and 
competence of units within the elements of the IC and the DOD."352 He does see a 
role for NCSC in advising and assisting the IC with counter-espionage efforts, but 
notes that NCSC's focus should be on strategy, policy, and thi·eat awareness-not 
operations, investigations, or collections.353 Moreover, the general sentiment on 
NCSC's role in traditional CI a ears to be that the IC "has it covered" and does not 
need NCSC's hel _354 

For these reasons, multiple CI experts have therefore been 
calling fo1· a broadening of the CI mission towards strategic CI. As Mr. Evanina 
pointed out in his written response to this Committee, "USG efforts to analyze, 
pursue, and counter CI threats must include but extend beyond traditional CI 

. -~ ... .,.. ...................... .. 
with Fed. Bureau oflnvestigation, Houston Field Office (Jan. 11, 2022) . 
349 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr. , Deputy Dir. (Oct. 29, 2020). 
350 (U) S ee ''Duties and Authorities" section of this report. 
351 (U) Interview with William Evanina, Dir. , Nat'l Counterintelligence & Sec. Ctr. (Apr. 7, 2022). 
352 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence rega1·ding Unclassified Response to Questions on CI Capabilities 2 
(June 3, 2020). 
353 (U) Interview with William Evanina Dir. , Natl Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
--with Nat 1 Counterintelli ence & Sec. Ctr. Di1'. Oct. 8 2020~ . 
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work."356 Strategic CI is not defined in statute and "remains a relatively 
undeveloped concept, in theory and implementation."357 However, the 2019 
National Intelligence Strategy defined strategic intelligence as "the process and 
product of developing the context, knowledge, and unde1·standing of the strategic 
environment required to support U.S. national secm·ity policy and planning 
decisions."358 Ms. Van Cleave told the Committee that strategic CI requires looking 
at FIEs as strategic targets and aligning appropriate U .S. resources against those 
targets.359 The fundamental insight of strategic CI is that today foreign 
actors use all instruments of national power to achieve their objectives, and 
CI must likewise defend against this full array of activities .360 Simply put, 
strategic CI focuses on using all available national resou1·ces to defend the United 
States as a whole rather than on rotectin individual IC entities or their arochial 

- NCSC officials believe that the Center should focus primarily on 
strategic CI.363 Mr. Orlando believes that NCSC should fully own the strategic CI 
mission while continuin to la a role in coordinatin t1·aditional CI activities. 

356 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. , to Sen. Marco 
Rubio Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence, regai·ding Unclassified Response to Questions on CI Capabilities 2 
(June 3, 2020) . 
357 (U) Michelle Van Cleave, The Question of Strategic Counterintelligence: What Is I t, and What 
Should We Do About It , 51 STUDIES IN INTELLIGENCE 1, 1 (2007). 
358 (U) OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, NATIONAL INTELLIGE CE STRATEGY OF THE 

UNITED STATES OF AMERICA, 2019, 8 (2019) 
359 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Dir. (Apr. 1, 2022). 
360 (U) Michelle Van Cleave, The Question of Strategic Counterintelligence: What Is It, and What 
S hould We Do About It 51 STUDIES IN INTELLIGENCE 1 1 2007 . 

363 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
364 U Id . 
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(U) In practice, the Committee assess that a move towa1·ds strategic CI would 
requiI·e that the operational and analytic focus of the U.S. CI enterprise prioritize 
national level requirements, including for analytic production and operations. 
Specifically, individual agencies would need to develop CI assessments that feed 
into (1) strategic analyses of FIE plans, intentions, capabilities, and 
vulne1·abilities and (2) operational planning that arrays the resources of the 
disparate CI entities to protect national secu1·ity secrets and other valuable 
information.369 Such a move would complement, not replace, existing traditional 
CI activities necessary to protect IC equities. 

(U) "Owning" the strategic CI mission would require NCSC to develop a 
national strategic CI program to execute the strategic CI mission spelled out in 
the National CI Strategy.370 A strategic CI program would bring together the 
budgets, billets, roles and responsibilities, and processes necessary to 
execute the strategic CI mission. 371 Such a program would enable integrated 
planning, 01·chestration, and execution of strategic CI operations372 and would sit 
below the National CI Strategy.373 

(U) In 2005, the fraq WMD Commission unequivocally voiced support for 
building such a strategic CI p1·ogram. 374 The Commission i·ecommended that 
NCIX-NCSC's p1·edecessor-assume the power and responsibility to, among other 
things, prepare the National Intelligence Program's (NIP)375 CI budget and app1·ove, 

I 
I 

I • I Van C eave, T'. e Question o Strategic Counterinte igence: at Is It, an What 
Should We Do About It , 51 STUDIES IN INTELLIGENCE 1, 4 (2007) (As one former Cl official, and 
cunent Committee staff not involved in the di·afting of this report noted, strategic CI efforts and 
requirements ai:e currently ' not represented in a distinct way at the ODNI level to get effective 
coordination, advocacy and resoUl·cing." This former official noted that, at the moment, tasking for 
strategic CI priorities is ad hoc and done at the working level). 
370 (U) Scholars or Spies: Foreign Plots Targeting America's Research and Development: Joint 
Hearing Before the Subcomm. On Oversight and S ubcomm. on Research & Tech of the H. Comm. on 
Sci., Space, & Tech. , 115th Cong. (2018) (statement of Michelle Van Cleave). 
371 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Apr. 1, 2022); Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr. , 
Former ONCIX Director (Apr. 1 2022). 
372 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Oct. 6, 2020). 
373 (U) Michelle Van Cleave, Strategic Counterintelligence 2 (Oct. 2020). 
374 (U) 2005 WMD FINAL REPORT at 490-91 
375 (U) The National Intelligence Program funds intelligence activities in several USG departments 
and the CIA N ational Intelligence Program, Federal B udget: Fiscal Year 2012, WHITE HOUSE (2012). 
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oversee, and evaluate how agencies execute that budget; produce national CI 
requiTements and assign operational responsibilities to agencies for meeting those 
requirements; and evaluate the effectiveness of agencies within the IC in meeting 
national CI requirements.376 However, as will be explained in the next section, 
neither NCIX nor NCSC ever obtained such power. 

(U) Mr. Evanina noted in written responses to this Committee that NCSC 
does "seek to establish" a national-level effort that integrates and coordinates 
diverse programs, resources, and activities of the USG.382 Mi·. Orlando also noted 
that NCSC is working with the IC to develop an implementation plan for the next 
National CI Strategy-but NCSC will still lack any enforcement mechanism.383 

(U) Despite the growing importance of strategic CI, it remains unclea1· 
whether NCSC was established to focus on strategic CI, traditional Cl, or both. No 
law explicitly mentions strategic or traditional CI, or distinguishes between the two. 
As Ms. Cleave pointed out, "The end goal behind the creation of the NCIX remains a 

382 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio Acting Chairman, S . Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence regarding Unclassified Response to Questions on CI Capabilities 3 
(June 3, 2020). 
383 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
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matter of some dispute. Is the objective to establish a new capability to execute the 
strategic CI mission or simply to become more efficient at performing standing [i.e. , 
traditional CI] missions of the several CI agencies?"384 

Evanina noted in testimony before this Committee, 'We are under persistent, 
systematic, and strategic attack. We must be aggressive in our defense, protective 
posture, and offensive operations to provide even a modicum of deterrence."386 He 
added that one of the most important tools in the CI space is offensive operations.387 
Mr. Orlando also believes that the CI community should be much more focused on 
offensive CI; "we need to get there."388 Ms. Van Cleave believes that offensive CI 
should be the central objective of the strategic CI mission. 389 

(U) CI experts have been calling for a reorientation of the CI enterprise 
toward a more offensive posture for at least twenty years: 

• (U) Back in 2002, the NCIX conducted a top-to-bottom review of the U.S. 
CI landscape and concluded that the national CI ente1·p1·ise needed to be 
reconfigured to go on the offensive, to exploit adversaries' vulne1·abilities, 
and to interdict where possible "with the pu1·pose of degrading adve1·sary 
intelligence services and their ability to wOTk against us."390 

• (U) In 2005, the fraq WMD Commission also argued for going on the 
offense. The report noted that U.S. CI is "bureaucratically 

384 (U) Michelle Van Cleave, The Question of Strategic Counterintelligence: What Is It, and What 
Should We Do About It , 51 STUDIES IN INTELLIGENCE 1, 11 (2007) . 
385 (U) Offensive CI has no standard definition across the CI community, but one U.S. Department of 
Defense CI glossary defines it as a clandestine CI activity conducted for military, strategic, DOD, or 
national CI and security purposes against a target having suspected or known affiliation with an 
FIE to counter clandestine intelligence activities that threaten the United States. U.S. Dep't of Def., 
Def. Intelligence Agency, Terms & Definitions of Interest for DOD Counterintelligence Professionals 
(May 2 2011). 
386 (U) Closed Oversight Hearing on Counterintelligence with NCSC, FBI, and CIA Before the S. 
Select Comm. on Intelligence (Dec. 1, 2020). 
387 (U) Id. 
388 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
389 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Sept. 28, 2001) . 
390 (U) Michelle Van Cleave, Strategic Counterintelligence 1 (Oct. 2020). 
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fractured, passive (i.e., focusing on the defense rather than going 
on the offense) , and too often simply ineffective."391 The report also 
mentioned that "while ou1· defense is lacking, our current 
counterintelligence posture also results in the loss of offensive 
opportunities to manipulate f01·eign intelligence activities to our 
strategic advantage."392 

• (U) In 2009, Mr. Bryant told the Committee that he was concerned that 
the IC's CI posture was "much too defensive."393 

• (U) Also in 2009, INSA noted that defensive CI had been favored over the 
past 20 years and that this posture was insufficient to counter the new 
strategic threats: "The traditional CI-defensive missions of breeches 
through risk avoidance, and prosecuting breaches when they are exposed, 
remain vital but do not meet the broader national security objects of a 
robust, offensive CI effort."394 
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5. (U) NCSC's Security Responsibilities are Important, but 
there is Disagreement over the Optimal Relationship 
between CI and Security 

(U) When the Counterintelligence Enhancement Act passed in 2002, CI and 
security were handled separately. DNI Clapper directed the establishment of NCSC 
in 2014, in part, to consolidate the secuTity and CI missions within one 
organization.408 Yet, NCSC was never statutorily assigned a secUI·ity mission; all 
statuto1·y duties assigned to NCSC were CI duties. Moreover, there is no statutory 
definition of "secUTity." Officials a1·e divided over what role NCSC should play, if 
any, in the security mission. 

) MICHAELE. DEVINE, CONG. RES. SERV. , IFl 1006, THE NATIONAL COUNTERINTELLIGENCE AND 
SECURITY CENTER (NCSC) : AN OVERVIEW 2 (2018). 

78 



Most officials the Committee spoke with agreed that NCSC 
should play a role in the security mission and believed that CI and security should 
be tightly intertwined because security remains a crucial part of the solution to the 
strategic CI problem set. As one official noted, secu1·ity is "left of CI'' and the 
security mission is responsible for getting involved much sooner in the process to 
counter a thi·eat than the CI mission. F01· exam le hear ed that the IC 

(U) CI also helps inform security of the nature, scale, and scope of a thi·eat. 
DNI Clapper noted that CI and security should be addressed as interdependent and 
mutually supportive disciplines. "These disciplines have shared objectives and 
responsibilities associated with the protection of information, sources, and 
methods."412 As a recent example, FBI officials told the Committee that NCSC has 
played an important role in helping FBI identify loopholes in the secu1·ity cleaTance 
process. They added that, because NCSC has a strategic, high-level view of thi·eats, 
they can help FBI look for ce1·tain thi·eat indicators.413 

- NCSC 2024: A Vision of the Future-a white paper that NCSC 
d 1 d £ th C .tt . t th. . t th t NCSC h -• • 

L 

409 (U) Interview with U.S. Dep't of Def. , Under Sec'y of Def. for Intelligence & Sec. , 
Counterintelligence & Law Enforcement (Aug. 3, 2021). 
410 U Interview with Former Nat'l Counterintelli ence & Sec. Ctr. Official Oct. 9 2020 . 

) Press Re ease, 0 ce o t e Dir. of Nat'l Intelligence DNI Clapper Establishes the National 
Counterintelligence and Security Center (Dec. 1, 2014). 

Interview with Fed. Bureau of Investi ation Counterintelli ence Div~ 
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(U) Because of the synergy between CI and security, several cun·ent and 
former NCSC officials suggested officially making the Dil·ector of NCSC the 
Security Executive Agent (SecEA)416 so that NCSC fully owns both the CI and 
security mission sets and can de-conflict as appropriate. 417 One former official noted 
that the Director of NCSC is already the de facto SecEA, but making the title 
official would "speed along" needed policy changes.418 M1·. Evanina believes that 
ODNI does not exercise sufficient leadership as SecEA, and that NCSC should take 
on the mantle because security and CI are "equally important."419 

- Other CI officials told the Committee that there is still room for 
improvement in integrating CI and secu1·ity. One NCSC official told the Committee 
that CI and security are "two sides of the same coin," but in practice the "connecting 
pipes" between the two mission sets are not always there, and that the NCSC needs 
stron er touch oints. This official ex lained for exam le that sometimes 

(U) On the other hand, several CI practitioners wa1·n of too tight a linkage 
between the CI and security mission sets. Ms. Van Cleave, fo1· example, believes 
there should be a strong fil·ewall between CI and security. She cautioned that when 
the two are tightly knitted, security always "wins out" because CI and secu1·ity have 
competing demands.421 She strongly believes that security alone will never defeat 
the FIE threat and that CI needs freedom of maneuver to take risks and press 
forward to disrupt FIE efforts before they occur. "Sound security measures are 
unquestionably vital, but they can only carry protection so far. One can pile on so 
much security that no one can move, and still there will be a purposeful adve1·sary 

415 (U) Interview with William Evanina Dir. , Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 2020) . 
416 (U) The SecEA is responsible for providing oversight for background personnel security 
investigations and determinations of eligibility for access to classified information; developing 
policies and procedures related to secm·ity clearance determinations; and issuing guidelines to heads 
of agencies promoting secm·ity investigation timeliness uniformity efficiency, and centralization. 
The SecEA also serves as the final authority to designate agencies to conduct investigations and 
determine eligibility for access to classified information in accordance with government standards for 
eligibility. S ee Appendix A for more information. 
417 (U) Currently, the DNI is the SecEA. 
418 (U) Document provided by Former Deputy Director, Nat'l Counterintelligence & Sec. Ctr. 3 (Oct. 
8, 2020). 
419 (U) Interview with William Evanina Dir., Natl Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
420 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020). 
421 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Oct. 6, 2020). 
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looking for ways to get what he wants. The signature purpose of counterintelligence 
is to confront and engage the adversary."422 
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B. (U) DUTIES AND AUTHORITIES 

(U) NCSC's duties have changed over its 20-year lifespan, due in part to lack 
of clarity over its mission. Various duties are enumerated in statute, but NCSC does 
not effectively fulfill all of them. In addition, NCSC has taken on several duties not 
explicitly assigned in statute. In general, the Committee assesses that NCSC's focus 
at any given time is based on the perceived CI gaps the IC needs filled or the 
interests of its Director, rather than on a well-formulated and enduring vision of the 
activities it should be undertaking to support its mission. Ms. Van Cleave noted 
that "fundamentally, there is no agreed-upon understanding of what NCSC is 
supposed to do."427 Several FBI officials also told the Committee that NCSC "seems 
to be all over the place."428 One NCSC official said that NCSC's "sweet spot" is not 
to replicate work already being done by the IC, but to identify and fill gaps and 
seams. Thus, NCSC often takes on projects that do not have "natural homes" at 
other agencies,429 offloading projects to agencies better suited to handle them when 
possible.430 

(U) NCSC is also limited in its ability to carry out its duties by ambiguous or 
insufficient authorities. NCSC can influence and advocate for IC CI spending, but 
NCSC has little authority or leverage over IC entities. NCSC can also provide 
voluntary guidance, threat awareness, and advice to NT-50s and non-USG entities 
on developing and maintaining effective CI and security programs, but NCSC 
cannot provide direct financial support, and NT-50s and non-USG entities are not 
required to maintain CI programs. NCSC officials told the Committee that much of 
NCSC's ability to influence CI and security programs across the USG stems from 
personal relationships and advocacy, rather than statutes, regulations, or other 
authorities. 

1. (U) NCSC Does Not Fulfill All Statutorily Assigned Duties 
Partly Due to Authority and Resource Limitations 

(U) NCSC fulfills some, but not all, of the duties currently assigned to it in 
statute. Authority limitations prevent NCSC from fully carrying out all of its 
statutory responsibilities. There is also disagreement over whether and how NCSC 
should be performing some of these duties. The following discusses NCSC's 
authorities as set forth in 50 U.S.C. § 3383. 

i. (U) Strategic Planning 

(U) The 2002 Counterintelligence Enhancement Act directs NCSC to conduct 
several strategic planning activities, namely producing an annual strategic 

427 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Oct. 6, 2020). 
428 (U) Interview with Fed. Bureau of Investigation, Counterintelligence Div. (Sept. 20, 2021). 
429 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Nov. 13, 2020). 
4so (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Deputy Dir. (Oct. 29, 2020). 
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planning assessment of U.S. CI requirements (the NTIPA), as well as an annual 
strategy for CI programs (the National CI Strategy).431 NCSC is also responsible for 
developing Key Intelligence Questions, Collection Emphasis Memos, and Analysis 
Emphasis Memos,432 as well as CI priorities for the National Intelligence Priorities 
Framework (NIPF). NCSC also produces several country-specific CI strategies. 

(U) Various officials agreed that NCSC should play this strategic planning 
role. For instance, multiple NCSC officials confirmed that NCSC plays an important 
role within the CI community in setting CI priorities and influencing policy and 
strategy "at the 50,000-foot level."433 FBI officials told the Committee that if NCSC 
went away, FBI's CI efforts would be fractured and ad hoc, and they would have to 
replicate the NCSC strategic planning capability.434 

(U) The National CI Strategy, however, is incomplete. The Committee 
assessed the National CI Strategy against GAO's "desired characteristics" for 
national strategies435 and identified several deficiencies.436 First, the National CI 
Strategy does not identify subordinate objectives or performance measures.437 
Subordinate objectives explain the steps necessary to achieve the strategic goals 
and performance measures are necessary to gauge results.438 The National CI 
Strategy also does not identify necessary resources and investments or risk 
management activities.439 These elements address what the strategy will cost, the 
sources and types of resources and investments needed, and where resources and 
investments should be targeted based on balancing risk reductions with costs.440 In 
addition, the National CI Strategy does not identify organizational roles and 
responsibilities or coordination activities.441 These elements are important because 
they identify who will be implementing the strategy, what their roles will be 
compared to others, and mechanisms for them to coordinate their efforts.442 Finally, 

431 (U) 50 U.S.C. § 3383 (d). 
432 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Nov. 13, 2020). 
433 (U) Interview with Former Nat'l Counterintelligence & Sec. Ctr. Official (Oct. 9, 2020); Interview 
with Nat'l Counterintelligence & Sec. Ctr.; Former Nat'l Intelligence Officer (Dec. 18, 2020). 
434 (U) Interview with Fed. Bureau of Investigation, Counterintelligence Div. (Sept. 20, 2021). 
435 (U) See U.S. Gov'T ACCOUNTABILITY OFFICE, GA0-04-408T, COMBATTING TERRORISM: EVALUATION 
OF SELECTED CHARACTERISTICS IN NATIONAL STRATEGIES RELATED TO TERRORISM (2004). 
436 (U) Id. National strategies are not required, by statute or by executive mandate, to address a 
single, consistent set of characteristics. GAO, however, identified the elements that national 
strategies should have. 
437 (U) See Committee analysis of THE NATIONAL Cl STRATEGY. 
438 (U) See U.S. Gov'T ACCOUNTABILITY OFFICE, GA0-04-408T, COMBATTING TERRORISM: EVALUATION 
OF SELECTED CHARACTERISTICS IN NATIONAL STRATEGIES RELATED TO TERRORISM (2004). 
439 (U) See Committee analysis of THE NATIONAL Cl STRATEGY. 
440 (U) See U.S. Gov'T ACCOUNTABILITY OFFICE, GA0-04-408T, COMBATTING TERRORISM: EVALUATION 
OF SELECTED CHARACTERISTICS IN NATIONAL STRATEGIES RELATED TO TERRORISM (2004). 
441 (U) See Committee analysis of THE NATIONAL Cl STRATEGY; Interview with Nat'l 
Counterintelligence & Sec. Ctr., Former Deputy Director (Oct. 8, 2020). 
442 (U) See U.S. Gov'T ACCOUNTABILITY OFFICE, GA0-04-408T, COMBATTING TERRORISM: EVALUATION 
OF SELECTED CHARACTERISTICS IN NATIONAL STRATEGIES RELATED TO TERRORISM (2004). 
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the National CI Strategy lacks an integration and implementation plan.443 Such a 
plan is important to addTess how the national strategy relates to other strategies' 
goals, objectives, and activities and how to subordinate levels of government and 
their plans to implement the strategy.444 

- M1·. Evanina and Mr. Orlando agreed that the National CI Sti·ategy 
lacks some key featuTes.445 Mr. Orlando explained that NCSC cannot identify 
performance measures, resources, organizational roles, and responsibilities 
in the strategy, or develop an implementation plan for the strategy, because 
NCSC lacks the requisite authorities.446 Mr. Evanina similarly noted, in a letter 
to the Committee, that "NCSC lacks the authority to direct key stakeholders," 
including both the IC and NT-50 agencies, to ensu1·e CI requirements a1·e met.447 As 
the Iraq WMD Commission noted in 2005, [NCSC] has "no ability to assign 
ope1·ational responsibility."448 

- NCSC officials told Congi·ess that the Center had planned to di·aft 
interagency implementation plans for the five critical areas outlined in the National 
CI Strategy: (1) Critical Infrastructure, (2) Supply Chains, (3) Counter Exploitation 
of U.S. Economy, (4) Foreign Influence, and (5) Cyber/Technical Operations.449 
NCSC planned to use those w1·itten "organizational constructs to lay out roles, 
responsibilities, and authorities of each of the strategic pillars, and to identify the 

a s which the National Securit Council NSC will consider· how best to fill."450 

Regardless, even if it had developed such plans, 
NCSC would still lack the authorities to ensure compliance with the 

443 (U) S ee Committee analysis of THE NATIONAL CI STRATEGY; Interview with N at'l 
Counterintelligence & Sec. Ctr., Former Deputy Director (Oct. 8 2020). 
444 (U) S ee U.S. GOV'T ACCOUNTABILITY OFFICE, GA0-04-408T COMBATTING TERRORISM: EVALUATION 
OF SELECTED CHARACTERISTICS IN NATIONAL STRATEGIES RELATED TO TERRORISM (2004). 
445 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (May 12 
2021)· Interview with William Evanina, Dir. , Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
446 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (May 12 
2021). 
447 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Mai:co 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence regarding Unclassified Response to Questions on CI Capabilities 6 
(June 3, 2020). 
448 (U) 2005 WMD FINAL REPORT at 490. 
449 (U) THE NATIONAL CI STRATEGY at 10. 
450 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence rega1·ding Unclassified Response to Questions on CI Capabilities 2 
(June 3, 2020); Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 
2020 . 
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implementation plans or the priorities laid out in the National CI Sti·ategy m01·e 
broadly. 

ii. (U) Evaluating Implementation of the National Cl Strategy 

(U) The 2002 Counterintelligence Enhancement Act also directs NCSC to 
evaluate on an ongoing basis the implementation of the National CI St1·ategy and 
agencies' compliance with the National CI Strategy.452 Several CI officials believe 
that evaluating implementation of the National CI Strategy is an impOl'tant 
function and should continue.453 Howevei-, NCSC lacks the authority to dil·ect IC 
entities to address identified deficiencies 01· to compel NT-50s or non-USG entities 
to undergo an evaluation. 

(U) The p1·imary way in which NCSC evaluates IC agencies' alignment with 
the National CI Strategy and certain aspects of IC agencies' CI programs is through 
its Mission Reviews.454 Mr. Evanina noted that this process has improved over time: 

- One NCSC official said that these reviews drive a lot of the I C's CI 
resour~ments to the National CI Strategy.456 However, Mr. Evanina said that 
right now no one is in charge of ensm'ing alignment and that NCSC simply "trusts" 
agencies to do it.457 He mentioned that several CI entities, however, have 

452 (U) 50 U.S.C. § 3383 (d)(3) . 
453 (U) Interview with Nat'l Counterintelligence & Sec. Ctr. , Counterintelligence Directorate (Nov. 
17, 2020); Interview with Nat'l Counterintelligence & Sec. Ctr. , Office of the Exec. Dir. (Nov. 13, 
2020). 
454 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022); Interview with, Nat'l Counterintelligence & Sec. Ctr., Mission Integration Div. (May 12, 2021) 
(NT·50s do not submit their CI or security budgets to NCSC. NCSC sends each IC agency an annual 
survey of 59 questions and then conducts site visits. After NCSC's Mission Resow:ces Directorate 
reviews all the data it received, it conducts in·person visits with the IC entities to discuss. These 
conversations help Mission Resources understand how to guide its advocacy efforts, and also helps 
Mission Resources understand the extent to which rior recommendations have been im lemented). 

) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020). 
457 (U) Interview with William Evanina Dir., Natl Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
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voluntarily aligned to the National CI Strategy. 458 Mr. Evanina and MT. Odando 
similarly noted that the IC is generally Tesponsive to NCSC's fuection and 
prioTities.459 However, Mr. Evanina noted that NCSC's leverage is admittedly 
reliant upon the power of persuasion and a recognition that NCSC is in a 
uniquely visible position to be able to advocate for CI and secuTit 
ou1· stakeholdeT communities."460 

(U) As explained above, NT-50s also play an important role throughout the 
federal government in protecting sensitive information, but NT-50s ai·e not required 
to have "CI awareness" or security programs, and most do not.465 NCSC officials 
told the Committee that it is difficult to evaluate programs that do not exist.466 
Some NT-50s have participated in Mission Reviews, but these are voluntary and 
more limited in scope compared to IC agency Mission Reviews.467 As a result, NT-
50s may not be closely aligned to the National CI Strategy.468 Essentially, NCSC is 
unable to evaluate the compliance of a large portion of the federal government to 

45s (U) Id . 
459 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (May 12 
2021)· Interview with William Evanina, Dir. , Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 2020) . 
460 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Mai:co 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence rega1·ding Unclassified Response to Questions on CI Capabilities 8 
(June 3 2020 em hasis added . 

465 (U) S ee also Letter from William Evanina, Dir. , Nat'l Counterintelligence & Sec. Ctr., to Sen. 
Marco Rubio, Acting Chairman, S . Select Comm. on Intelligence and Sen. Mark Warner, Vice 
Chairman, S . Select Comm. on Intelligence, regarding Unclassified Response to Questions on CI 
Capabilities (June 3 2020) . 
466 (U) Id. 
467 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020). 
468 (U) Id . 
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the National CI Strategy-including many agencies that oversee the strategic CI 
priorities laid out in the National CI Strategy.469 

ue, in part, to the lack of clarity over whether NT-50s are 
part of the CI enterprise. This lack of authority over NT-50 CI programs can be 
contrasted with NCSC's authority to assess the effectiveness of insider threat 
programs across the Executive Branch. 

- In October 2011, President Obama issued EO 13587 establishing 
the Na~er Threat Task Force (NITTF) under the joint leadership of the 
Attorney General and the DNJ.471 President Obama later issued the National 
Insider Tlu·eat Policy and Minimum Standards, which mandated that every 
Executive Branch department/agency with access to classified information establish 
a formal insider tlu·eat program and meet all twenty-six minimum standai·ds.472 In 
addition to mandating the drafting of policy and standa1·ds, EO 13587 directed the 
NITTF to independently assess progress in meeting key programmatic milestones 
and adherence to the standards. The NITTF finalized its assessment 
2015 and determined that 

(U//FOUO) The NITTF publishes an Annual Report that details 
department/agency p1·ogress in meeting the insider· tlu·eat p1·ogram requiI·ements. 
In 2017, the NITTF Annual Report highlighted the significant progress that many 
NT-50s agencies made in developing and executing an insider threat prog1·am. After 
the President mandated minimum standa1·ds for insider tlu·eats, there we1·e 
considerable improvements across the USG: "The NT50 Federal Partner communit 
achieved the most ro ·ess durin 2017 .. 

- Importantly, while President Obama's executive actions mandated 
certai~r tlu·eat requirements, Congress also si ni icantl increased 
appropriations to support these new requirements. 

469 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Nov. 13, 2020). 
470 (U) Interview with, Nat'l Counterintelligence & Sec. Ctr., Mission Integration Div. (May 12, 

20..lll..... 
47~ NAT'L INSIDER THREAT TASK FORCE, STATE OF THE INSIDER THREAT ENTERPRISE: 2017 
ANNUAL REPORT 14 (2018). 
412 U Id . 
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(U) NCSC officials recognize that NCSC's ability to comprehensively 
influence and impact federal agencies' efforts on insider threat programs stems 
from P1·esident Obama's executive 01·der and subsequent National Insider Threat 
Policy and Minimum Standards. 476 There are no comparable minimum 
standards for NT-50s to create, maintain, or execute a "CI awareness" or 
security program of any kind. As a result, CI program effectiveness varies 
greatly across NT-50s. NCSC officials said that cun-ently some NT-50s, such as 
HHS, maintain faii·ly i·obust "CI awareness" and security capabilities, while other 
agencies have no such progTams. 

(U) In an attempt to address these deficiencies, the FY21 Intelligence 
Authorization Act (IAA) directed the NCSC Director· "to develop a plan within 90 
days of enactment of this Act for assessing the effectiveness of all government 
agency counte1·intelligence programs."477 NCSC officials told the Committee that 
without Executive Branch-wide mandatory minimum standa1·ds or requirements
such as the insider threat minimum standa1·ds-NCSC is not properly postured to 
assess NT-50 CI programs.478 NCSC is instead working with the NSC to develop a 
plan to emulate and apply a set of minimum standards for CI concerns (similar to 
those established under the insider threat regime) to the CI enterprise.479 

(U) Non-USG entities, such as industry and academia, are also not 
universally required to have "CI awareness" 01· security programs.480 As Mr. 
Evanina noted in his wi·itten i·esponses to this Committee, private businesses, 
universities, laboratories, and other non-governmental organizations do not have CI 
as their core mission function and thus "generally operate at a very low level of CI 
and security awareness."481 In some instances, industry and academic institutions 
that receive fedei·al funding must establish security programs in compliance with 
the National Industrial Security Program Operating Manual (NISPOM), 
maintained by DCSA, but NCSC has no insight into these progTams.482 Thus, NCSC 

Interview wit · e Or an o, Acting Dir., Nat' Counterinte · gence ' Sec. Ctr. (May 12 
2021); Interview with Nat'l Counterintelligence & Sec. Ctr., Deputy Dir. (Oct. 29, 2020). 
477 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Nov. 13, 2020). 
478 (U) Id. 
479 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
480 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence rega1·ding Unclassified Response to Questions on CI Capabilities 4 
(June 3, 2020). 
481 (U) Id . 
482 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022)· Interview with U.S. Dep't of Def. , Def. Counterintelligence & Sec. Agency (May 14, 2021). 
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is unable to fully evaluate how the private sector and academia protect the core 
national security sectors outlined in the National CI Strategy, particularly critical 
infrastructure or sensitive R&D. 

(U) One former NCSC official suggested that NCSC could help private sector 
companies assess their security programs and identify vulnerabilities483_a kind of 
non-governmental Mission Review-but what this assistance would look like is 
unclear. Other NCSC officials told the Committee that it is not feasible to expect 
NCSC to evaluate these sectors' compliance with the National CI Strategy; officials 
told the Committee that these evaluations are incredibly time consuming and they 
already struggle to evaluate IC entities.484 

iii. (U) Analysis 

(U) The 2002 Counterintelligence Enhancement Act directs NCSC to "oversee 
and coordinate the production of strategic analyses" of CI matters, including the 
production of CI damage assessments and lessons learned.485 NCSC's role in 
overseeing and coordinating strategic analyses has changed over time. NCSC 
officials also have differing views on whether the Center should have analysis staff 
and produce original analytic pieces on strategic CI, or if NCSC should simply task 
other IC entities to do this analysis. 

(U) Strategic CI analysis has not always been a focus of the IC. In 2009, the 
Review Group found that, although assessing the intelligence capabilities and 
activities of U.S. adversaries had always been an important component of CI, the CI 
community had not always provided strategic CI analysis that effectively 
supported warning, mission planning and operations.486 One year later, in 2010, the 
DNI directed the NCIX to undertake appropriate measures to initiate, oversee, and 
coordinate strategic analysis in accordance with exiting statutory authority.487 
Thus, the Office of the National Counterintelligence Executive (ONCIX) took on 
strategic CI analysis as a core mission function. 

-Mr. Evanina changed this mission function when he became Director 
of NCSC in 2014. He told the Committee that 
were dedicated to doing finished intelligence analysis, but he thought that this work 
was often duplicative of other IC analytic products and did not always follow IC 
standards. He eliminated the original analysis mission entirely and refocused 

483 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020). 
484 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
485 (U) 50 U.S.C. § 3383 (d)(4). 
486 (U) Counterintelligence Issues: NCIX and FBI: Closed Hearing Before the S. Select Comm. on 
Intelligence, lllth Cong. (2010) (prepared statement of Robert Bryant, Nat'l Counterintelligence 
Executive, Office of the Dir. of Nat'l Intelligence, at 3). 
487 (U) Id. 
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NCSC on driving collection prioi·ities.488 Under· this new analytic model, NCSC 
issues Collection Emphasis Memos or Analysis Emphasis Memos to IC entities to 
collect and analyze on key CI priorities instead of doing the actual analytic work. 
Mr. Evanina told the Committee that he was enerally ve1·y satisfied with the IC's 

and is occasionall "flooded" with 

(U) Several current NCSC officials agi·eed with Mr. Evanina's app1·oach. One 
official told the Committee, for example, that NCSC should not be duplicating the 
analytic work of other IC entities, but should instead conduct mission-level 
analysis-namely, analysis to identify gaps in the IC's posture. NCSC could use 
that information to then produce Analytic Emphasis Memos to address those 
gaps.491 However, Ms. Van Cleave disagreed and told the Committee that NCSC 
should reinvest in its analytic capability. She said that original analysis is a very 
important paTt of NCSC's statutory mission.492 Specifically, she a1·gued that NCSC 
should be conducting two types of national-level strategic CI analysis: (1) to enable 
strategic CI ope1·ations, and (2) to inform national secUTity policymakers.493 A 
former NCSC official noted that NCSC could add value in this space, but that the 
NIC is already doing the type of original strategic CI analysis that NCSC could 
theoretically do.494 

(U) NCSC's lack of an original analytic capability may hamper its ability to 
addTess certain issues, such as foreign malign influence. For example, Mr. Orlando 
told the Committee that one of several reasons ODNI rejected establishing a 
Foreign Influence Directorate within NCSC was because NCSC does not have the 
authority to produce the types of finished analysis necessary for the foreign malign 
influence mission. 495 

488 (U) Interview with William Evanina Dir. , Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 2020) . ... 
491 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020). 
492 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Sept. 28, 2001). 
493 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Apr. 1, 2022). 
494 (U) Interview with Natl Counterintelligence & Sec. Ctr.; Former Nat'l Intelligence Officer (Dec. 
18, 2020). 
495 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (May 12 
2021). 
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w. (U) National Counterintelligence Program Budget 

(U) The Counterintelligence Enhancement Act directs NCSC, in consultation 
with the DNI, to coordinate the development of budgets and resource allocation 
plans for the CI programs and activities of DOD, the FBI, the CIA, and other 
appropriate elements of the USG to ensure that they are aligned with the National 
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CI Strategy.505 NCSC, however, lacks the authority to directly conti·ol IC and NT-50 
CI budgets and resource allocation plans. NCSC can instead inform guidance on CI 
programs and can advocate for specific items, but ODNI maintains ultimate 
control.506 

(U) However, in reality ODNI and IC agencies retain ultimate control over CI 
and secuTity budget decisions. This problem was identified as faT back as 2005, 
when the Iraq WMD Commission noted that the NCIX "has only advisory budget 
authority" and "little visibility into individual agencies' counterintelligence 
operations."509 As Mr. Evanina said, "NCSC does not control the budgetary 
process; while we can advocate, we cannot allocate funds."510 As a result, 
overall CI investment may be limited and may focus on addressing 
individual agency needs as opposed to whole-of-USG needs. He continued: 
"Departments and agencies have been reluctant to reallocate resources to address 
the complex CI threat away from other programs in their i·espective core 
missions."511 

(U) In lieu of directly coordinating the development of budgets and resource 
allocation plans, NCSC "advocates" to help the IC obtain the CI resources needed to 
carry out their missions.512 Mr. Evanina noted in his written responses to this 
Committee that NCSC uses the significant amount of data its collects regarding CI 
community programs, investigations, analyses, and information sharing activities 

505 (U) 50 U.S.C. § 3383 (d)(5) . 
506 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022 . 

509 (U) 2005 WMD FINAL REPORT at 490. 
510 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence regarding Unclassified Response to Questions on CI Capabilities 8 
(June 3, 2020) (emphasis added). 
511 (U) Id. 
512 (U) Id . 
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to "make a qualitative assessment of perfo1·mance," and advocate for the CI 
community through the resou1·ce or policy process.513 Mr. Evanina characterized 
such advocacy efforts as a core (though informal) role for NCSC.514 This 
arrangement limits NCSC's ability to set IC agencies' CI and security budgets in 
accordance with the USG's CI needs. Mr. Evanina wrote to the Committee that 
NCSC's "leverage is admittedly reliant upon the power of persuasion and a 
recognition that NCSC is in a uniquely visible position to be able to advocate for CI 
and SecuTity interests across OUT stakeholder communities."515 

- I These limitations notwithstanding, NCSC officials said the Center 
has successfully advocated for several NT-50 CI ro ams ove1· the ears to et 

513 (U) Id. at 2. 
514 (U) Id. at 5 
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- Finally, NCSC is limited in the di.rect financial support it can 
provide NT-50s due to restrictions on providing NIP funding to agencies that 
ope1·ate on non-NIP funding. The1·e are substantial legal and ju.risdictional 
complications associated with NCSC giving NIP funds to NT-50 agencies, yet this 
issue is worth hi hli htin because several NCSC officials stressed its im ortance. 

v. (U) Vulnerability Assessments 

(U) The 2002 Counterintelligence Enhancement Act directs NCSC to "carry 
out and co01·dinate surveys of the vulnerability of the [USG], and the private sector, 
of intelligence th.reats in order to identify the areas, progi·ams, and activities that 
require protection from [FIE] threats."525 NCSC has not conducted these 
assessments in approximately ten years, however. NCSC officials provided two 
reasons fo1· this. 526 
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For instance, NCSC recently released an unclassified publication entitled Protecting 
Critical and Emerging U.S. Technologies from Foreign Threats aimed at 
highlighting vulnerabilities in the tech sector.535 

vi. (U) Outreach to NT-50s and Non- USG Entities 

(U) The 2002 Counterintelligence Enhancement Act directs NCSC to ca1-ry 
out and co01·dinate CI outreach progi·ams and activities to other elements of the 
USG and to the private sector and disseminate public warnings on intelligence 
threats.536 Most officials told the Committee that they agi·eed that this is an 
important role for NCSC to play, but it is not clear what type of outreach NCSC 
should be conducting or whether it should be a top p1·iority. 

(U) Public outreach is a relatively new function for the USG in general and 
the IC in particular. NCSC's precursor only began outreach to the private sector in 
2010, when it first provided briefings on potential FIE threats and risks posed by 

) NAT'L COUNTERINTELLIGENCE & SEC. CTR. , OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, 
PROTECTING CRITICAL AND EMERGING U .S . TECHNOLOGIES FROM FOREIGN THREATS (2021). 
536 (U) 50 U .S .C . § 3383(d) (7)(B). 
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foreign acquisitions of U.S. technology.537 When outreach efforts began, this 
Committee considered it to be a "major development."538 Over the past few years, 
outreach has become a c01·e mission for NCSC.539 Several officials believe that this 
is an appropriate focus for NCSC. Mr. Odando, for instance, told the Committee 
that the IC strongly supports NCSC's role in interfacing with non-IC entities.540 

(U) Outreach to industry and academia is important because, in most cases, 
the federal government does not build national security systems or conduct original 
research; national secUI·ity systems are built by the massive defense contractor base 
and original research is conducted by universities and laboratories. 541 However, 
individuals wDl'king in these sectors may not realize they a1·e being ta1·geted by 
FIEs. A current NCSC official told the Committee that "non-IC people" gene1·ally do 
not understand how CI pertains to them, so NCSC and other members of the IC 
need to tell this story.542 A forme1· NCSC official even said that NCSC's primai·y role 
should be focused on threats and warnings to external (i.e. , non-IC) groups that do 
not have the capabilities, resoUI·ces, or expe1·ience to deal with insider or FIE 
threats. 543 

(U) A CIA official said that NCSC is "perfectly positioned" to lead outreach to 
industry and academia because of legal limitations placed on the CIA. Specifically, 
the CIA is more limited in its ability to conduct outreach to industry-even with 
evidence of specific threats-because such information could p1·ovide a competitive 
advantage to one company over another.544 NCSC, in contrast, can "sanitize" CIA 
information and provide general wai·ning to entire sectors facing specific threats in 
an unclassified, legal, and effective way.545 

- For example, NCSC provides outreach to key industry partners 
across 17 critical infrastructure sectors via its Critical Infrastructure Task Force. 

537 (U) Committee briefing with Robert Bryant, Dir., Office of the Nat. Counterintelligence (Feb. 18, 
2009). 
538~ 

539 - NAT'L COUNTERINTELLIGENCE & SEC. CTR., NCSC 2024: A VISION OF THE FUTURE (2021). 
540 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (May 12 
2021). 
541 (U) S ee Letter from William Evanina, Dir. , Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio, Acting Chairman, S . Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence rega1·ding Unclassified Response to Questions on CI Capabilities 2 
(June 3, 2020). 
542 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020). 
543 (U) Interview with Former Nat'l Counterintelligence & Sec. Ctr. Official (Oct. 9, 2020). 
544 (U) CIA officials later clarified that CIA has '1ong-standing and effective programs to talk to 
academia and private industry which adhere to the legal restrictions." Email from Cent. Intelligence 
Agency to Staff, S. Select Comm. on Intelligence (June 14 2022). 
545 (U) Interview with Cent. Intelligence Agency, Counterintelligence Mission Ctr. (Feb. 10, 2021). 
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Outreach to NT-50s is also important because FIEs a1·e 
increasingly targeting agencies such as the Department of Agriculture or OPM. As 
far back as 2010, Mi·. B1·yant said that he considered it imperative to engage 
government at all levels and noted that there are numerous NT-50s that may be 
targeted by FIE services but that are not adequately organized or resourced to 
counter the threat.547 For example, one NCSC official explained that the OPM data 
hack could be partly attributed to the fact that OPM is an NT-50 agenc and simply 
did not understand the CI and securit threats facin the a enc . 548 

(U) Finally, NCSC also plays a role in educating the public at large. For 
instance, NCSC partnered with the FBI in September 2020 to release a YouTube 
campaign called The Nevernight Connection to increase awareness of FIE threats on 
professional networking sites and other social media platforms.550 Another former 
NCSC official suggested that NCSC produce an annual public report highlighting 
the scope and scale of FIE thi·eats facing the homeland. This official noted that 
DOD produced a similar publication on Soviet Military Power during the Cold War, 
which was vital to engaging the public and spu1·ring discourse.551 

(U) NCSC wants to lean further into outreach effo1·ts . According to NCSC 
2024: A Vision of the Future, NCSC sees such efforts as its number one ai·ea fo1· 
growth going foi·ward,552 and several other CI officials agree.553 NCSC would like to 
enhance its coordinated public awareness capability and establish c1·eative 
information sharing mechanisms aimed at bringing core elements of classified 
threat information to broader audiences, while protecting sources and methods. Mi·. 
Evanina envisions this including a robust unclassified portal and a secure portal to 
provide real-time and actionable intelligence to relevant parties.554 

547 (U) Counterintelligence Issues: NCIX and FBI: Closed Hearing Before the S. Select Comm. on 
Intelligence, lllth Cong. (2010) (prepared statement of Robert Bryant, Nat'l Counterintelligence 
Executive Office of the Dir. of Nat'l Intelligence, at 8). 
--with Nat'l Counterintelli ence & Sec. Ctr. De u Dir. Oct. 29 2020 . 

550 (U) Interview with Fed. Bureau oflnvestigation, Counterintelligence Div. (Sept. 20, 2021). 
551 (U) Interview with Natl Counterintelligence & Sec. Ctr.; Former Nat'l Intelligence Officer (Dec. 
18, 2020 . 

) Interview wit Cent. Intelligence Agency, Counterintelligence Missio~ 
554 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio Acting Chairman, S . Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
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- NCSC, however, faces seve1·al challenges in executin 
outrea~. First NCSC lacks an outreach Zan. 

Severa private sector and 
academic officials told the Committee, for instance, that they had not 1·eceived 
sufficient threat awareness briefings from the IC.557 Industry and academic officials 
told the Committee that many people working in areas such as life sciences or 
biotech or ene1·gy often lack even basic awareness of FIE threats.558 Officials from 
one large financial company told the Committee that smaller financial firms "do not 
have as much of an appreciation for the strategic risks posed by China ."559 Officials 
from an energy company similarly told the Committee that most businesses 

robabl do not understand that the are tar ets of forei n adversai·ies.560 

Even then, many individuals both within and outside the CI 
community told the Committee they had neve1· heard of NCSC or recalled seeing its 
outreach materials.562 

Finally, various other USG entities with a bigger geographic 
footp1·int and more resources ah-eady conduct outreach to industry and academia. 
Most notably, FBI conducts extensive outreach and is poised to do more through the 
new NCITF.563 Most academic and industry officials told the Committee that USG 

Select Comm. on Intelligence, regai·ding Unclassified Response to Questions on CI Capabilities 4 
(June 3, 2020 . 

I 
Interview wit U.S. Investment Firm 1 (Dec. 7, 2021); Interview wit U.S. Energy Company 1 

(Jan. 10, 2022); Interview with U.S. University 2 (Dec. 9, 2021). Officials from one energy company 
noted that they have received several general cybersecurity briefings from the FBI. Teleconference 
with U.S . Energy Company 1. 
558 (U) Interview with U .S . Investment Firm 1 (Dec. 7, 2021); Interview with U.S. Energy Company 1 
(Jan. 10, 2022); Interview with U.S. Reseai·ch Institutions (Jan. 11, 2022) . 
559 (U) Interview with U .S . Investment Firm 1 (Dec. 7, 2021) . 
560 (U) Interview with U.S. Energy Company 1 (Jan.10, 2022). 
561 (U) Interview with William Evanina Dir., Natl Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
562 (U) Interview with Fed. Bureau of Investigation, New York City Field Office (Dec. 6, 2021); 
Interview with Fed. Bureau oflnvestigation, Houston Field Office (Jan. 11, 2022) . 
563 (U) Interview with Fed. Bureau of Investigation, Nat'l Counterintelligence Task Force (Feb . 3, 
2022). 
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outreach in general was very limited but that whatever outi·each the were 
familiar with came from the FBI. 

As another 
example, DCSA-an NT-50 entity in the federal government dedicated to protecting 
the United States' trusted workforce and trusted workspaces-also conducts 
outreach to the defense industrial base.566 NIH conducts outreach to academic 
institutions involved in medical research. 567 

It is therefore important to consider whether NCSC should be 
attending roadshows and conferences, reaching out to non-IC entities directly, and 
using social media to share thi·eat warnings to the public or whether it should be 
more narrowly focused on developin strate ic communications roducts that other 
USG entities could then disti·ibute. 

M1·. Evanina noted that NCSC could both develop the strategic 
communications products and conduct ce1·tain in-pe1·son out1·each, depending on the 
circumstances. 570 

vii. (U) Research and Development 

(U) The 2002 Counterintelligence Enhancement Act dii·ects NCSC to "ensure 
that [R&D] progi·ams and activities of the [USG], as well as the p1·ivate sector, 
dii·ect attention to the needs of the [CI] community for technologies, p1·oducts, and 
services."571 However, NCSC is not currently doing much work in this area. NCSC 

566 (U) Interview with U .S . Dep't of Def. , Def. Counterintelligence & Sec. Agency (May 14, 2021) . 
Interview with U.S. Research Institutions Jan. 11 2022 . 

) Interview with William Evanina Dir. , Natl Counterintelligence & Sec. Ctr. (Apr. 7, 2022). 
571 (U) 50 U .S.C. § 3383 (d)(7)(C). 
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has a chief scientist and a Community of Practice on CI countermeasu1·es, 572 but its 
2019 Year in Review i·eport did not include any R&D efforts.573 

(U) There is a long-recognized need for R&D in the CI space. In 2005, the 
Iraq vVMD Commission recommended that NCIX identify and direct the 
development and deployment of new and advanced CI methodologies and 
technologies.574 In 2009, INSA called for advancing technological applications for CI 
among national agencies, law enforcement bodies, and military services.575 INSA 
recommended that the IC collaborate with outside experts on issues such as cyber, 
advanced information technology, biotechnology, neuroscience, nanotechnology, 
materials science, and robotics, as well as in behaviOI'al, social, and cultuTal 
sciences. 576 

(U) FBI officials also echoed some of these sentiments and told the 
Committee that NCSC could play a helpful role in developing analytic algorithms 
for diffe1·ent IC entities to apply to their own databases, since some IC entities aTe 
concerned about the risk of aggregating datasets at NCSC.577 One former NCSC 
official also told the Committee that there aTe a "host" of potential tools and 
developments that need furthe1· exploration from a CI and secuTity standpoint, and 
that NCSC could certify theiI· use.578 

572 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
573 (U) S ee also 2019 YEAR IN REVIEW. The 2019 Year in Review report is the most recent available. 
NCSC has not yet issued its reports for 2020 or 2021. 
574 (U) 2005 WMD FINAL REPORT at 491. 
575 (U) 2009 INSA CI REPORT at 3. 
576 (U) 2009 INSA CI REPORT at 11. 
577 (U) Interview with Fed. Bureau oflnvestigation, Counterintelligence Div. (Sept. 20, 2021). 
578 (U) Document provided by Former Deputy Director Interview, Nat'l Counterintelligence & Sec. 
Ctr. 3 Oct. 8, 2020 . 
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NCSC 

(U) In contrast, one IC official cautioned that NCSC may not be best 
positioned to take on the CI R&D mission and said that such a mission would be a 
"drastic departure" from their cul'I'ent operations. This official suggested that NCSC 
could instead identify CI R&D priorities and leverage its position to attract funding 
for R&D, but that an entity like Intelligence Advanced ReseaTch P1·ojects Activity 
might be bette1· suited to conduct actual R&D efforts.588 Similarly, Ms. Van Cleave 
told the Committee that NCSC should not be "doing" R&D but should rather 
"amalgamate requirements for R&D support."589 

viii. (U) Training and Professional Development 

(U) The 2002 Counterintelligence Enhancement Act directs NCSC to 
"develop policies and standaTds for ti·aining and professional development of 
individuals engaged in [CI] activities and to manage the conduct of joining training 
exercises for such personnel."590 Although ONCIX had a training branch, NCSC no 
longer sees t1·aining as a core mission function.591 Although NCSC has undertaken 
one-off training events-such as convening forums or participating in table-top 

I NAT'L COUNTERINTELLIGENCE & SEC. CTR. NCSC 2024: A VISION OF THE F'UTURE 4 2021). 

588 (U) Interview with Office of the Dir. of Nat'l Intelligence (Nov. 18, 2021). 
589 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Apr. 1, 2022). 
500 (U) 50 U .S .C . § 3383 (d)(7)(D). 
591 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
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exercises592_NCSC officials explained that being a standing training provide1· was 
not a good use of limited resources. 593 

- Given its position, NCSC has not developed standai·dized CI 
traini~ or NT-50s .594 NCSC officials told the Committee that they are 
actively w01·king to develop "competency standaTds" and a trainin com endium to 
hi hli ht CI courses offered elsewhere.59 

(U) INSA identified a need for new CI ti·adecraft and ti·aining standards back 
in 2009.597 Their Counterintelligence for the 2Jst Century report called fo1· building a 
comprehensive, IC-wide training program that involves rigorous, formal CI cou1·ses 
for senior leadership, extensive training for CI personnel, and high-quality 
indoctrination fo1· non-Cl personnel. Such an effort should include paTtnerships 
with universities to develop credit courses, and should professionalize the CI cadre 
and train non-Cl personnel by establishing policies and standards for CI training 
and education. "Even with the leading CI agencies today, CI training is outsou1·ced 
in paTt because the most skilled insiders do not see conducting such training as 
caTeer enhancing."598 

(U) Several cUTrent and former NCSC officials added that centralized and 
standa1·dized CI ti·aining is great in theory, but hai·d to do in reality, because the 
institutional culture at each agency is very strong and no one wants NCSC telling 
them how to conduct CI.599 One NCSC official said that it may be possible to inject 
strategic CI ti·aining into all CI training curriculums across the community 
because there is less institutional attachment to that discipline. 

(U) Finally, NCSC could also play an important role in training non-IC 
entities. One former NCSC official told the Committee that NCSC has p1·ovided 
some CI training to other USG agencies,600 but more could be done. Another former 
NCSC official told the Committee that NCSC could develop training curriculums for 
NT-50 agencies to help them i·ecognize insider and FIE thi·eats and develop 

592 (U) S ee also 2019 YEAR IN REVIEW. 
593 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
594 (U) Id . 

-597 (U) 2009 INSA CI REPORT at 3. 
59s (U) Id. at 11. 
599 (U) Interview with Former Nat'l Counterintelligence & Sec. Ctr. Official (Oct. 9, 2020); Interview 
with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 2022) . 
600 (U) Document provided by Former Deputy Director Interview, Nat'l Counterintelligence & Sec. 
Ctr. , 2 (Oct. 8, 2020). 
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p1·otocols fo1· reporting and mitigating such thi·eats.601 This official noted that, 
ideally, NCSC would also create training materials for private industry and 
universities.602 However, NCITF may be taking the lead on developing CI training 
for NT-50s; they told the Committee that they 1·ecently began such an eff01·t, in 
coordination with NCSC.603 

2. (U) NCSC Conducts Several Duties Not Assigned in Statute 
due to Perceived IC Need 

(U) In addition to the statutorily-required duties mentioned above, NCSC 
engages in several activities that a1·e not explicitly assigned in statute. Officials had 
differing perspectives on the extent to which NCSC should be operating in these 
areas. 

i. (U) Facilitating Collaboration and Coordination 

(U) The 2002 Counterintelligence Enhancement Act does not explicitly direct 
NCSC to facilitate collaboration and coordination across the IC, USG, and academia 
and private sector; the only statutory requirement to facilitate collaboration is fo1· 
the NACIPB.604 However, NCSC officials said that this was an important "gap" that 
needed to be filled, and they now see this as a core mission. 605 Several other CI 
officials agreed that NCSC has a vital role to play in this space.606 

(U) Mr. Evanina told the Committee that establishing systematic two-way 
information sharing capabilities between the IC, NT-50 agencies, state and local 
governments, the private sect01·, and academia is a key role. He added that NCSC 
also coordinates national efforts and, where approp1·iate, paTticipates in efforts to 
counter FIE threats.607 One CI official told the Committee that NCSC is like a 
"central brain" for CJ.608 Another NCSC official told the Committee that NCSC is 

601 (U) Interview with Former Nat'l Counterintelligence & Sec. Ctr. Official (Oct. 9, 2020). 
602 (U) Id. 
603 (U) Interview with Fed. Bureau of Investigation, Nat'l Counterintelligence Task Force. (Feb. 3, 
2022). 
604 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (May 12 
2021). 
605 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022); see also Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. 
Mai:co Rubio, Acting Chairman, S. Select Comm. on Intelligence and Sen. Mark Wai:ner, Vice 
Chairman, S . Select Comm. on Intelligence regarding Unclassified Response to Questions on CI 
Ca abilities 2 June 3 2020 . 

607 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Mai:co 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence regarding Unclassified Response to Questions on CI Capabilities 5 ... 
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the "connective tissue" between IC components,609 which enables NCSC to identify 
trends and shape reporting610 and to be the "voice of the IC" for CI. 611 Similarly, 
FBI officials told the Committee that NCSC's core mission should be coordination. 
They noted that NCSC's "value add" is that it can bring people and agencies 
together612 and facilitate communication ac1·oss the IC.613 They also said that many 
issues-such as supply chain 01· ubiquitous technical sm·veillance-ai·e not owned 
by one agency; they are inherently interagency and thus need a coordinating 
entity.614 

(U) Multiple previous CI reviews have also identified the need for better 
collaboration and coordination across the IC and USG on the CI mission. The 2005 
Iraq WMD Commission recommended that the NCIX de-conflict and coordinate 
ope1·ational CI activities both inside and outside the United States.615 The 2009 CI 
Review Group found that, while individual components of the IC may have vigorous 
CI programs focused primarily on their unique missions, there is inadequate 
attention to "horizontal" or c1·oss-cutting aspects of CI within the IC.616 

(U) NCSC can also bring NT-50 agencies, acquisition professionals, state and 
local leadership, contractors, and othe1·s together to try to solve a problem.617 NCSC 
highlighted efforts to enhance engagement with federal, state, local, tribal, and 
territorial partners beyond the IC who need assistance strengthening their 
protective posture.618 One NCSC official noted, for example, that NCSC's convening 
abilities are particularly important for "non-traditional" CI activities such as 
p1·otecting the supply chain from FIE exploitation. NCSC highlighted its efforts to 
establish SCRM capabilities across the IC and to serve as a leading voice in USG
wide SCRM policy and programs to p1·otect key U.S. supply chains foi· critical 
technologies.619 One NCSC official added that NCSC plays an important 1·ole in 
supply chains because DCSA struggles to certify parts given the complexity and 
opaqueness of today's supply chains. 620 

609 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr. , Office of the Exec. Dir. (Nov. 13, 2020). 
610 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020). 
611 (U) Interview with Former Nat'l Counterintelligence & Sec. Ctr. Official (Oct. 9, 2020). 
612 (U) Interview with Fed. Bureau of Investigation, Counterintelligence Div. (Sept. 20, 2021). 
613 (U) Id. 
614 (U) Id . 
615 (U) 2005 WMD FINAL REPORT at 491. 
616 (U) Counterintelligence Issues: NCIX and FBI: Closed Hearing Before the S. Select Comm. on 
Intelligence, lllth Cong. (2010) (prepared statement of Robert Bryant, Nat'l Counterintelligence 
Executive, Office of the Dir. of Nat'l Intelligence, at 2-3). 

Interview with Nat 1 Counterintelli ence & Sec. Ctr .. Office of the Exililliiilliliiij 

) z . 
620 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020). 
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- Another example of NCSC bridging the divide between IC entities, 
NT-50s, and industry is c1·itical infrastructure. One NCSC official cited NCSC's 
work to establish a Critical Infrastructure Task Force, comprised of USG and 
industry leaders across 1 7 critical inf1·astructure sectors 621 as vital for ullin 
to ether i·elated activities into one coherent effort.622 

621 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr., Deputy Dir. (Oct. 29, 2020). 
Interview with Nat 1 Counterintelli ence & Sec. Ctr. Office of the Exec. Dir. ov. 13, 2020). 
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- Second, seve1·al officials have argued that the newly-established 
NCIT~viate some of the need for NCSC to convene inter-a enc CI or 
securit workin ·ou s or initiatives oin forward. 

Thus, NCITF would benefit 
from a firmer legislative foundation in order to lead CI campaigns.634 

ii. (U) Developing and Maintaining Databases 

- Another duty not spelled out in statute is NCSC's development and 
maintenance of CI databases . Currently, NCSC maintains several IC databases and 
recently established a database dii·ectorate to house its various database projects. 

Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 

ii-
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However·, NCSC and the CI community more br·oadly do not have a clear· vision of 
which databases NCSC should be res onsible for develo in and maintainin . 

The inverse is also true; 
other IC agencies have likely developed databases that NCSC may be better 
positioned to manage. 

(U) Other CI officials have pointed out that NCSC plays an important role in 
this space. One former NCSC official told the Committee that when there is a need 
for information sharing and no single agency is willing to do it, NCSC can step in 
and fulfill that function. 640 

640 (U) Interview with Natl Counterintelligence & Sec. Ctr.; Former Nat'l Intelligence Officer (Dec. 
18 2020. 
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NCSC also manages the USG's Continuous Evaluation 
system for security clearances as part of its security mission.644 

644 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Mai:co 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence regarding Unclassified Response to Questions on CI Capabilities 6 ... 
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C. (U) RESOURCES AND STAFFING 

- Staffing and resource constraints impact NCSC's ability to 
effecti~ut its mission. Recognizing that CI is a complex and ever-changing 
problem set, Mr. Evanina wrote to the Committee: "The CI mission now goes well 
beyond surveilling foreign intelligence officers around the United States 

rotectin case offic01·s meetin assets overseas .. . . 

(U) The Committee acknowledges that budget constraints a1·e an issue across 
the IC and the USG; this section simply highlights what NCSC officials and others 
have described as a limiting factor in effectively addressing and mitigating the FIE 
threats identified earlier in the repo1·t. 

1. (U) Key NCSC Duties are Limited due to Staffing and 
Resource Constraints 

646 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence rega1·ding Unclassified Response to Questions on CI Capabilities (June 
3, 2020 em hasis added . 
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2. (U) NCSC's Staff Composition is Appropriate 

- NCSC officials indicated that its current mix of permanent staff 
(cadTes), joint-duty staff (detailees), and contractors was a ro riate· howeve1· the 
NCSC staff is com rised entil'ely of IC employees, 

Those same officials indicated that the mix of staff from the 

(U) One NCSC official told the Committee that NCSC does not want to 
"stack" personnel from any one agency and that it is important to have broad 
representation from across the IC.665 The NCSC chart on the next page shows the 
joint-duty breakdown by IC agency as of November 2021.666 

661 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr. Office of the Exec. Dir. (Nov. 13, 2020). 
662 U Id . 

I 
) Interview with Nat 1 Counterintelligence & Sec. Ctr., Deputy Dir. (Oct. 29, 2020). 

666 (U) Email from Office of Legislative Affairs, Nat'l Counterintelligence & Sec. Ctr., Office of the 
Dir. of Nat'l Intelligence to Staff, S. Select Comm. on Intelligence (Nov. 23, 2021). 
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3. (U) Changes in NCSC Staffing Over Time 

- The Committee also reviewed ODNI Congressional Budget 
Justification Books to analyze trends of full time employees (FTEs) per fiscal year, 
from FY 2012 to the resent. In FY 2012 ODNI data indicated that NCSC 

Then-Vice Chairman Warner asked then-NCSC Director Evanina, "What do you 
need personnel-wise or asset-wise to be able to more effectively take on [the CI] 
challenge?"667 Mr. Evanina responded, "Prefacing that, Senator, with the big picture 
that, as the governance person of counterintelligence resources across the 
government, no resources have moved. We've been flat across every agency .... My 
agency specifically, I'm not even flat. I'm significantly reduced."668 

667 (U) Closed Oversight Hearing on Counterintelligence with NCSC, FBI, and CIA, Before the Senate 
Select Committee on Intelligence, 116th Cong. (Dec. 1, 2020) (testimony of William Evanina, Dir., 
Nat'l Counterintelligence & Sec. Ctr.). 
668 (U) Id. 
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(U) Graphic H : FTE Staffing Levels for NCSC, NCTC, and NCP C, Fiscal 
Years 2012-2022 

challenges, such as hiring and maintaining a workf01·ce with security clearances, 
that hinder its ability to bring on staff. NCSC, however, faces seve1·al unique 
staffing challenges owing to its position as a Center within ODNI. For instance, 
several NCSC officials described how the approval p1·ocess for cadres and detailees 
is time consuming-it is a "nonstop challenge."669 One NCSC official told the 
Committee that it can take more than two months to b1·ing on a detailee and 
between 12 and 18 months to hire an external candidate, leading some candidates 
to seek a position elsewhere.670 The bureaucratic hurdles to staffing include having 
ODNI approve Memorandums of Understanding between NCSC and other IC 
agencies . 671 

- M1·. Evanina and other NCSC officials explained that NCSC does not 
have hiring authority separate from ODNI, thus re uirin NCSC to et ODNI's 

roval for each hire. Mi·. Evanina also mentioned 

669 (U) Interview with Nat 1 Counterintelligence & Sec. Ctr., Deputy Dir. (Oct. 29, 2020); Interview 
with Nat'l Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Nov. 13, 2020); Interview with 
William Evanina, Dir. Nat'l Counterintelligence & Sec. Ctr. (Nov. 17 2020). 
670 (U) Interview with Natl Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Nov. 13, 2020) . 
671 (U) Interview with William Evanina, Dir. , Natl Counterintelligence & Sec. Ctr. (Nov. 17, 2020); 
Interview with Nat'l Counterintelligence & Sec. Ctr. Office of the Exec. Dil:. (Nov. 13, 2020). 
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additional legal supp01·t_672 Additional legal support could both decrease the time it 
takes to usher people through the staffing approval process and assist NCSC with 
other aspects of its work. 

5. (U) NCSC's Budget is Small Relative to its Mission 

- NCSC's budget is small relative to its mission and is controlled by 
ODNI. Yet ODNI has not requested any substantial growth for NCSC's budget or 
FTEs, nor has Cong1·ess provided it. The Committee reviewed ODNI's 
Congressional Budget Justification Books to analyze budget trends over the past 10 
years fo1· the three ODNI centers: NCSC, NCTC, and NCPC. While NCSC's budget 
submissions during this time period reflect an overall increase in NCSC s ending, 
some of the increases are directed for s ecific program 

but do not reflect a true NCSC budget 
increase.673 Mr. Evanina, for example, told the Committee that while NCSC's 
bud et has increased over the ast few ears 

672 (U) Interview with William Evanina Dir., Natl Counterintelligence & Sec. Ctr. (Nov. 17, 2020); 
Interview with Nat'l Counterintelligence & Sec. Ctr. Office of the Exec. DiJ:. (Nov. 13, 2020). 
673 (U) Interview with William Evanina Dir., Natl Counterintelligence & Sec. Ctr. (Nov. 17, 2020); 
Interview with Mike Orlando Actin Dir. Nat'l Counterintelli ence & Sec. Ct r. a 12 2021 . 
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(U) Mi·. Evanina, during testimony at a 2020 Committee hearing on CI 
issues, also noted the disparity in CI and CT spending: 

- Congress was 
subse uent to 9/11. ... 

- He ended by saying: "What we are looking for as we are seeing 
enlightenment to the counterintelligence threat, we have not seen the same 
tide come in with new resources." 
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D. (U) LOCATION AND STRUCTURE 

(U) As an ODNI center, NCSC is exclusively part of the IC: its authorities 
stem from Title 50 and it is funded entirely through the NIP. However, as 
previously explained, NCSC's mission is not entirely clear; NCSC conducts 
activities pertaining to both the traditional CI and the strategic CI mission sets and 
serves stakeholders throughout the IC, NT-50 agencies, and in academia and the 
private sector. This section highlights the positives and negatives of NCSC's 
location within ODNI and its structure as an IC-based, NIP-funded entity. This 
section also highlights several USG entities that officials have suggested may fit 
well within an independent National Counterintelligence and Security Agency 
focused on the strategic CI mission. 

1. (U) NCSC Experiences Drawbacks and Benefits as an ODNI 
Center 

(U) As explained in Appendix A, Congress originally established ONCIX, 
NCSC's precursor, as an independent entity within the IC.679 Congress later 
incorporated ONCIX into ODNI after ODNl's establishment in 2004.680 When 
NCSC was established in 2014, DNI Clapper left NCSC under direct ODNI control. 
NCSC, as shown in the graphic below, is now one of three mission centers nested 
under ODNI, along with NCTC and NCPC. As a mission center, NCSC serves both 
as the functional National Intelligence Manager for CI (NIM-Cl) and as a mission 
integrator for CJ.681 

679 (U) See the "Evolution of CI" section of this report. 
680 (U) Id. 
68l (U) Who We Are, OFFICE OF THE DIR. OF NAT'L INTELLIGENCE (Feb. 21, 2020). 
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(U) Graphic J : ODNI Organizational Chart as of January 2022 

(U) Note: This graphic is UNCLASSIFIED. 
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(U) VaTious NCSC officials have noted that NCSC's 01·ganizational location 
within ODNI impacts its ability to cany out the strategic CI mission and to support 
entities outside the IC. Consequently, several cUTrent NCSC officials believe that 
NCSC should possibly become independent of ODNI.682 Mr. Evanina stated that 
"it's the only way we suTvive."683 He attributed his success as Director of NCSC to 
the trust, partnerships, and value-add that he and his team provided to the rest of 
the IC over time, but noted that this is pei·ishable and relationship-dependent.684 In 
contrast, other officials feel that NCSC's cUTrent placement as a center under ODNI 
is manageable and comes with positive aspects. 

(U) Drawbacks of Remaining within ODNI 

(U) First, multiple NCSC officials and other CI experts believe that ODNI 
has hist01·ically not valued CI and does not truly understand the strategic CI 
mission. In 2005, the Iraq WMD Commission considered ONCIX's placement within 
ODNI to be a "useful step."685 However, the Commission also noted that ONCIX 
would need "all of the DNI's authorities for counterintelligence-pa1·ticularly 
authority over the FBI's counterintelligence operations"-for this move to be more 

682 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 
17, 2020); Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ch:. (Nov. 17 
2020). 
683 (U) Interview with William Evanina, Dir. , Nat 1 Counterintelligence & Sec. Ctr. (Nov. 17, 2020) . 
684 (U) Id. 
685 (U) 2005 WMD FINAL REPORT at 490. 

118 



than "window cfressing."686 Yet, such change never came to pass.687 According to the 
2009 INSA review Counterintelligence for the 2Jst Century, "CI-with the exception 
of cyber security aspects-was, quite frankly, not a priority for the first two 
Directors of National Intelligence."688 The INSA review noted that the ability of 
NCSC's precursor to influence IC policy and resouTces "to any appreciable degree" 
was highly dependent on support from ODNI-and as of 2009 "this support ha[d] 
been inadequate."689 The report added that locating NCSC within ODNI could have 
been a constructive change had the DNI "chosen to use his authorities to exert 
greater leverage over CI elements of the IC."690 Howeve1', NCSC leadership and that 
of its precuTsor have "largely been disconnected from DNI, both physically and 
buTeaucratically, which has fuTther complicated its efforts to exert influence over CI 
policy across the agencies."691 

- The situation has not chan 
Evanina told the Committee that 

- Several current and former NCSC officials lar 
Mr. Evanina's assessment. 

686 (U) Id . at 491. 
687 (U) S ee ''Duties and Authorities" section of this report. 
688 (U) 2009 INSA Cl REPORT at 5. 
689 (U) Id . 
600 (U) Id. 
691 U Id . 
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- Third, as noted in the prior section, NCSC's placement within ODNI 
has hampered its ability to quickly and efficiently bring in staff. A la1·ge portion of 
NCSC's workforce consists of detailees, and NCSC does not have hiring authority 
separate from ODNJ.703 MT. Evanina told the Committee that NCSC is not able to 
hire an one without ODNI's a roval and NCSC once stru led 
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(U) Benefits of Remaining within ODNI 

- Officials also noted several benefits of remaining part of ODNI. 
First, ~f ODNI rovides NCSC with resti e and access that NCSC may 
not otherwise en· o 

(U) Second, as part of ODNI, NCSC can use ODNI's administrative 
systems-namely its human resources systems-which would be expensive and 
time consuming to develop and maintain on its own.717 Mr. Evanina emphasized 
that this would be a major drawback.718 

(U) Finally, NCSC officials noted that NCSC's status as an ODNI Center 
gives it access to highly sensitive classified intelligence through classified IC 

) Interview wit Nat 1 Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Nov. 13, 2020); 
Interview with Nat'l Counterintelligence & Sec. Ctr., Counterintelligence Directorate (Nov. 17, 
2020). 
718 (U) Interview with William Evanina Dir., Natl Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
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holdings. Several NCSC officials stressed that losing access to IC databases and 
networks would be a serious problem. 719 

2. (U) Officials Disagree Over Whether NCSC Should Remain 
Exclusively Within the IC 

(U) As noted previously in this report, there is debate about whether 
strategic CI is an IC-only responsibility, a whole-of-government responsibility, or a 
whole-of-society responsibility. As a result, there is a parallel debate about the 
proper placement of NCSC: Should NCSC be located entirely within the IC, entirely 
outside the IC, or straddled across both worlds? 

(U) At the moment, CI remains predominantly an IC responsibility. 120 Only 
IC entities have operational CI authorities,721 and few NT-50 agencies or non-USG 
entities have "CI awareness" programs.722 Moreover, NCSC is entirely NIP-funded 
and, as a result, is located entirely within the IC.723 

(U) Some former and current IC officials consider CI to be primarily an IC 
responsibility and therefore believe that NCSC should remain a Center at ODNI. 
Ms. Van Cleave believes that CI is an inherently IC responsibility and should 
remain exclusively within the purview of the IC, although she recognizes that NT-
50s, state and local governments, academia, and the private sector have an 
important role to play in security. 724 Several officials within ODNI, including Mr. 
Orlando,725 also take the view that CI is an inherently IC function.726 

(U) Other officials disagree that strategic CI should remain an IC-only 
responsibility. Mr. Evanina, for example, believes that strategic CI is a whole-of
society responsibility.727 He also believes that his successors should think of NCSC 
as a government-wide national security organization and not as an IC-only 
entity.728 Mr. Bryant, in testimony before this Committee in 2010, said that CI 
"must become the practice of the entire USG-not just the IC-as well as those 
elements of the public and private sectors charged with holding and protecting 

719 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Deputy Dir. (Oct. 29, 2020). 
120 (U) See Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence, regarding Unclassified Response to Questions on CI Capabilities (June 
3, 2020). 
721 (U) Id. 
722 (U) Id. 
723 (U) Id. 
724 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Oct. 6, 2020). 
725 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
726 (U) Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 2020); 
Interview with Office of the Dir. of Nat'l Intelligence (Oct. 5, 2021). 
727 (U) Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
72s (U) Id. 
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sensitive information and leading-edge technologies."729 Several current NCSC 
officials have also repeatedly told the Committee that NT-50s, academia, and the 
private sector should be considered part of the CI community, and noted that 
several NT-50s, particularly HHS, already have robust CI programs. 730 

(U) The question of whether strategic CI is an IC-only responsibility or 
whether it is a whole-of-government responsibility has implications for the optimal 
placement of NCSC. If strategic CI is an IC-only responsibility, then various 
officials believe that NCSC should probably remain within the IC. On the other 
hand, if strategic CI is a whole-of-government responsibility-that is, if NT-50s are 
expected to have CI roles and responsibilities-then other officials believe that 
NCSC may be better structured partially or entirely outside the IC. This question 
must be answered first, before any decision about NCSC's optimal location can be 
made. 

3. (U) Several Officials Have Called for the Establishment of an 
Independent National Counterintelligence and Security 
Agency 

(U) Similarly, there is no consensus on NCSC's ideal structure given the 
ongoing debate about its mission, duties and authorities, and resources; various 
models could work. However, in conversations with this Committee, Mr. Evanina 
has proposed establishing an independent National Counterintelligence and 
Security Agency (NCSA) responsible for the strategic CI mission and focused on 
protecting the United States as a whole.731 While an exhaustive framework for a 
potential NCSA is beyond the scope of this review, Mr. Evanina and several other 
officials have identified several key elements an NCSA could have. 

(U) Potential Elements of an Independent NCSA 

-·Members of this Committee have asked whether the United States 
should establish a CI entity similar to the United Kingdom's MI5.732 No one who 
spoke with the Committee during this review believed that MI5 was the appropriate 
model for the U.S. CI enterprise as a whole-although the Committee believes that 
MI5 may have more applicability to an independent NCSA focused more narrowly 
on the strategic CI mission. 

-Officials cited two main reasons why MI5 may not be a good model 
for the CI mission as a whole. First, MI5 is tasked with both the traditional and 

729 (U) Counterintelligence Issues: NCIX and FBI: Closed Hearing Before the S. Select Comm. on 
Intelligence, lllth Cong. (2010) (prepared statement of Robert Bryant, Nat'l Counterintelligence 
Executive, Office of the Dir. of Nat'l Intelligence, at 2). 
730 (U) Interview with Nat'l Counterintelligence & Sec. Ctr., Office of the Exec. Dir. (Feb 4, 2022). 
731 (U) Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
732 (U) Closed Oversight Hearing on Counterintelligence with NCSC, FBI, & CIA Before the Senate 
Select Comm. on Intelligence, 116th Cong. (Dec. 1, 2020). 
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strategic CI missions.733 Yet, given the decentralized natuTe of the IC in the United 
States, several officials emphasized that traditional CI activities should remain 
within individual IC or NT-50 entities to protect their operations.734 As Mr. Evanina 
noted in his written response to this Committee, traditional CI "has resided and 
should remain within the separate cognizance and competence of units within the 
elements of the IC and the Department of Defense, which have well-established and 
effective progi·ams, processes, and objectives."735 

- Second, MI5 lacks law enforcement authorities. That is, MI5 cannot 
arrest~ or charge any individual accused of a crime.736 Instead, MI5 has 
established strong relationships with national and regional police units and has a 
representative embedded in every police unit in the United Kingdom. MI5 conducts 
investigations collaboratively with police partners, who make independent decisions 
to use their authorities to a1·rest, detain, or charge. 737 NCSA could similarly 
establish relationships with the FBI and state and local law enforcement entities to 
arrest detain and char e individuals when necessar . 

Mr. Orlando told the Committee that if Congress 
we1·e to establish an MI5-type entity consolidating both traditional and strategic CI, 
it would need to include law enforcement authorities "or the fundamental problem 
would not be addressed."739 

- Although this Committee does not believe that MI5 is a good fit for 
U.S. CI broadly, seve1·al officials have indicated that it may be instructive for the 
strategic CI mission more narrowly.740 That is , all strategic CI duties, authorities, 
and resources could be consolidated within an independent NCSA to include 
collection, analysis, production, and dissemination of strategic CI intelligence, as 
well as conducting st1·ategic CI activities (i.e. , defensive and offensive CI 

733 (U) Briefing with U .K. , Security Service (June 22, 2021). 
734 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (May 12 
2021)· Letter from William Evanina Du·., Nat'l Counterintelligence & Sec. Ctr. , to Sen. Marco Rubio, 
Acting Chairman S. Select Comm. on Intelligence, and Sen. Mark Warner Vice Chairman, S. Select 
Comm. on Intelligence, regru:ding Unclassified Response to Questions on CI Capabilities 3 (June 3, 
2020). 
735 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chaii·man, S. 
Select Comm. on Intelligence rega1·ding Unclassified Response to Questions on CI Capabilities 3 
(June 3, 2020). 
736 (U) Briefing with U .K. , Security Service (June 22, 2021). 
731 (U) Id. 
738 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (May 12 
2021). 
739 (U) Id . 
740 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022)" Interview with William Evanina DU-. , Nat'l Counterintelligence & Sec. Ck (Nov. 17, 2020). 
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opei·ations).741 This consolidation could be beneficial because strategic CI "does not 
fit comfortably within the existing architecture and [traditional CI] approach to 
counterintelligence as it has developed within the United States."742 

(U) To carry out the strategic CI mission, officials have suggested that an 
NCSA, should it be established, may need to incorp01·ate several other existing USG 
entities that play an important role in this space. Although not an exhaustive or 
definitive list, officials have proposed various contenders for consideration to 
include 743: 

• (U) NCITF. NCITF is an FBI Headquarters element, co-chaii·ed by the 
FBI, CIA, and DOD.744 NCITF was conceived as a whole-of-government 
effort to operationalize strategic CI and coordinate the activities oflocal 
CI Task Forces (CITFs).745 NCITF includes many NT-50 agencies without 
a CI program, and local CITFs also include non-USG elements such as 
police chiefs or university leadership.746 Membership is voluntary, 
although officials told the Committee that over 50 USG entities are 
currently represented. 747 

741 (U) Interview with William Evanina, Dir. , Natl Counterintelligence & Sec. Ctr. (Apr. 7, 2022). 
(Mr. Evanina told that Cominittee that an independent NCSA should still rely on other IC elements 
to collect original intelligence, but that NCSA should be given full access to that intelligence--
siinilar to the levels of access enjoyed by the NIC-which it could then use to conduct in-depth 
strategic analysis and interagency damage assessments). 
742 (U) Michelle Van Cleave, The Question of Strategic Counterintelligence: What Is It, and What 
Should We Do About It , 51 STUDIES IN INTELLIGENCE 1, 1 (2007). 
743 (U) This is not a definitive or complete list of USG entities that could or should be incorporated 
into an independent NCSA responsible for the strategic CI inission; they are simply the ones 
hi hli hted b NCSC officials as ossible contenders. 

745 (U) Interview with Fed. Bureau of Investigation, Nat'l Counte1·intelligence Task Force (Feb. 3, 
2022). 
746 (U) Id . 
747 U Id. 
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operational CI per EO 12333.758 

• (U) DCSA. DCSA is a DOD entity that, despite its name, is not part of the 
IC.759 DCSA officials said that they do not have any CI operational or 

) Id. 
759 (U) Interview with U .S . Dep't of Def. , Def. Counterintelligence & Sec. Agency (May 14, 2021) . 
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investigative authorities, but they engage in CI collection, analysis, and 
production, as well as functional services. 760 

(U) Through its National Industrial Security Program (NISP), DCSA has 
sole oversight over the nation's "cleared industrial base"---comprised of 
12,500 cleared facilities (approximately 100 of which are universities).761 
Specifically, DCSA works to ensure the trustworthiness of the USG's 
workforce and the integrity of its cleared contractor support through 
vetting, industry engagement, CI support, and education.762 DCSA is also 
responsible for ensuring the uncompromised nature of the nation's 
technologies, services, and supply chains. 763 

(U) DCSA's CI Directorate identifies threats to U.S. technology and 
programs resident in cleared industry and articulates those threats to 
stakeholders. 764 In some cases, DCSA knows that foreign actors have 
access to companies in the cleared industrial base, so DCSA works with 
cleared industry to identify and mitigate these threats. DCSA believes it 
is the best positioned entity in the USG to do this because of its 
relationships with cleared companies and its broad network of field offices 
and field agents. 765 DCSA officials added that, because DCSA is on the 
"front lines" of countering FIE efforts to target cleared industry, it can 
more quickly identify anomalies or questionable behavior than other USG 
entities, including the FBJ.766 

(U) Mr. Evanina said that DCSA could be a good fit for the proposed 
NCSA because DCSA works on many of the same strategic CI and 
security issues.767 DCSA officials noted that the National CI Strategy 
"dovetails" with DCSA's mission set, saying that NCSC is strategic 
whereas DCSA is operational.768 However, DCSA officials were not sure 
whether merging DCSA into an NCSA was a good idea and noted that the 
Committee should be "cautious" if considering this.769 Mr. Orlando was 
also unsure if DCSA should be incorporated into an independent NCSA, 
believing that they were more focused on compliance rather than CJ.770 

760 (U) Interview with U.S. Dep't of Def., Def. Counterintelligence & Sec. Agency (Oct. 13, 2021). 
761 (U) Id. 
762 (U) About Us, DEF. COUNTERINTELLIGENCE & SEC. AGENCY, U.S. DEP'T OF DEF., dcsa.mil/about. 
763 (U) Interview with U.S. Dep't of Def., Def. Counterintelligence & Sec. Agency (May 14, 2021. 
764 (U) About Us, DEF. COUNTERINTELLIGENCE & SEC. AGENCY, U.S. DEP'T OF DEF., dcsa.mil/about. 
765 (U) Interview with U.S. Dep't of Def., Def. Counterintelligence & Sec. Agency (May 14, 2021. 
766 (U) Id. 
767 (U) Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
768 (U) Interview with U.S. Dep't of Def., Def. Counterintelligence & Sec. Agency (May 14, 2021). 
769 (U) Interview with U.S. Dep't of Def., Def. Counterintelligence & Sec. Agency (Oct. 13, 2021). 
770 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (Feb. 15, 
2022). 
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• (U) FMIC. In its FY 2022 Congressional Justification Book, ODNI noted 
that it intends to establish a Foreign Malign Influence Center, in 
accordance with Section 5322 of the National Defense Authorization Act 
for FY 2020, to serve as the central USG organization for producing 
coordinated analysis and integrating intelligence pertaining to foreign 
malign influence. Specifically, ODNI envisions FMIC serving as the key 
functional and collaboration hub by which to organize, prioritize, and 
optimize IC activities on foreign malign influence.771 

(U) The FMIC would be responsible for establishing analytic production 
lines based upon defined national priorities as established by policy 
officials; proposing priorities across the IC for areas of focus related to 
foreign malign influence; building upon existing partnerships with other 
agencies, domestic customers, and allied partners by developing 
releasable information standards and enhancing sharing opportunities by 
establishing formal protocols; and assessing opportunities to leverage 
existing or proposed technology solutions that can provide intelligence 
insight or influence operations.772 

- If Congress and ODNI determine that CI includes foreign malign 
influence activities, then there is a case for incorporating the FMIC into 
an independent NCSA focused on strategic CL As previously noted, Mr. 
Evanina and Mr. Orlando argued that foreign malign influence should be 
part of NCSC's/NCSA's mission set.773 Mr. Evanina noted that only 
NCSC/NCSA is poised to truly tackle the foreign malign influence 
problem set.774 Mr. Orlando did not oppose the idea of including FMIC.775 

• (U) State Department's Global Engagement Center (GEC). 
Similarly, if Congress and ODNI determine that CI includes foreign 
malign influence, there is also a case for incorporating GEC into an 
independent NCSA focused on the strategic CI mission. Although not part 
of the IC, GE C's mission is to "direct, lead, synchronize, integrate, and 
coordinate efforts of the federal government to recognize, understand, 
expose, and counter foreign state an non-state propaganda and 
disinformation efforts aimed at undermining or influencing the policies, 
security, or stability of the United States, its allies, and partner 
nations."776 

111 (U) ODNI FY 2021 CBJB at 5. 
112 (U) Id. 
773 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr. (May 12, 
2021); Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
774 (U) Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Nov. 17, 2020). 
775 (U) Interview with Mike Orlando, Acting Dir., Nat'l Counterintelligence & Sec. Ctr., (Feb. 15, 
2022). 
776 (U) Core Mission & Vision, GLOBAL ENGAGEMENT CTR., U.S. STATE DEP'T (Feb. 2022). 
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(U) The Committee did not meet with State officials dUl·ing this i·eview to 
get their perspective on a potential merger with NCSC. However, Mr. 
Evanina explicitly mentioned GEC as a potential contender given its 
mission. 777 

• (U) CISA. If Congress and ODNI determine that CI includes national 
security cyber i·esponsibilities, there is a case for incorporating CISA into 
a futu1·e independent NCSA focused on sti·ategic CI. Although not part of 
the IC, CISA's mission is to lead "the Nation's strategic and unified work 
to strengthen the security, resilience, and workforce of the cyber 
ecosystem to protect critical sei·vices,"778 as well as to work with 
"businesses, communities, and government at every level to help make the 
nation's critical infrastructure more resilient to cybe1· and physical 
threats. "779 

- CUl·rent and former CISA officials did not respond to the 
Committee's repeated requests for an interview so the Committee does 
not know their osition on this issue. 

777 (U) Interview with William Evanina Dir. , Natl Counterintelligence & Sec. Ctr. (Nov. 17, 2020) . 
778 (U) Aboitt CISA, CYBERSECURITY & INFRASTRUCTURE SEC. AGENCY U.S. DEP'T OF HOMELAND SEC. 

Id. 
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(U) CONCLUSION AND RECOMMENDATIONS 

(U) The U.S. CI enterp1·ise is not postured to confront the whole-of-society 
FIE threat landscape facing the counti·y today. CI as a mission first arose 
throughout the IC after World vVar II to defend IC operations, and the United 
States is still living with the legacy of that sti·ucture. Although that structure may 
have been approp1·iate when FIEs we1·e primarily targeting information held by the 
IC and other national security entities, today's FIEs dedicate enormous energy and 
resources to acquiI·ing not only sensitive state secrets, but also information from 
NT-50s and non-USG entities- which are significantly more vulnerable targets 
than the IC. Thern is thus a "disconnect" between the location of valuable 
information relevant to U.S. national security interests and what the U .S. CI 
enterprise is tasked with protecting. 

(U) As more and more sensitive information has moved outside the protective 
walls of the IC, CI as a mission has struggled to adapt. The very definition of CI
both in terms of the types of activities FIEs conduct to target the United States, as 
well as the types of U.S. efforts to counter those activities-is now murky and no 
longer clearly reflects the reality on the g1·ound. F01· instance, various non-IC 
entities have established or are establishing "CI progi·ams," but their CI activities 
conceptually ovedap in many ways with the security mission and do not conform to 
the traditional understanding of CI activities-namely effo1·ts to identify, deceive, 
exploit, disrupt, or protect against espionage. The USG must determine which FIE 
and USG activities fall within the CI mission set today, draw clear bounda1·ies 
between the CI and security missions and clarify where "CI awareness" activities 
fall , and clarify the roles and responsibilities of USG and non-USG entities tasked 
with carrying out the CI and/or security missions. 

(U) This distinction is imp01·tant because it implies different national 
security models; CI measuTes deal diI·ectly with FIE activities, whereas security 
p1·ograms indiI·ectly defend against FIE actions by minimizing vulne1·abilities. Thus, 
under an expansive CI enterprise model, the entire USG and potentially non-USG 
entities would bear responsibility for dealing directly with FIE activities. On the 
other hand, a more traditional CI ente1·p1·ise model would be based exclusively on 
the IC--but could nevertheless require non-IC entities to be responsible for 
defensive security measuTes to identify and mitigate vulne1·abilities. 
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(U) Moreover, CI as a discipline has traditionally been undervalued in the 
USG. Back in 2005, the Iraq WMD Commission, for example, noted that CI has 
been "plagued by a lack of policy attention and national leadership" and is largely 
neglected by policymake1·s and the IC. The Commission also stated that CI actually 
lost stature after Septembe1· 11, as the USG turned its attention to CT.784 The 2009 
INSA repo1·t Counterintelligence for the 2Jst Century noted that CI was not a p1·iority 
for their first two DNis.785 Mr. Evanina added that agency heads often assign lower 
p1·iority to CI divisions and programs than to offensive mission requi1·ements. 786 As 
of July 2022, the Administration has not yet officially nominated a pei·manent 
NCSC Director, despite the position being vacant for ove1· a year. 

(U) The impact of all these challenges is clear: foreign adversaries 
compromise U.S . assets across the globe, acquire billions of dollars a year in U.S. 
research and technology, jeopardize the competitiveness of U .S. companies and the 
economic dominance of the United States, steal sensitive PII on USG employees and 
U.S . citizens, and inte1·fere in domestic affail's. The USG cannot allow this situation 
to continue without serious repercussions for U.S . national secuTity. 

(U) Congress last tried to seriously reform CI statutes in 2002, when it 
passed the Counterintelligence Enhancement Act and created NCSC's precursor to 
try to bette1· integ1·ate the CI silos scattered across the IC. The Committee believes 
that NCSC has made progress in achieving that goal. However, NCSC lacks the 
necessary clarity of mission, sufficient authorities and resources, and an optimal 
location/structure to truly lead U.S. CI and to execute the sti·ategic CI mission. 

(U) It is time fo1· Congress to take anothe1· haTd look at the ability of the U .S. 
CI enterprise in general and NCSC in particular to confront today's FIE threat 
landscape. As Vice Chairman Rubio noted during a hearing on CI in 2020: "the IC 
may need a fundamental rethink of its counterintelligence enterprise."787 As Ms. 
Van Cleave told the Committee: "the USG does not have the right 'business model' 
for CI; rathe1· than being sti·ategic, forwaTd-looking, and proactive, U .S. CI is 
tactical, reactive, and defensive."788 M1·. Evanina has similarly called for "a 

784 (U) 2005 WMD FINAL REPORT at 487. 
785 (U) 2009 INSA CI REPORT at 5. 
786 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence regai·ding Unclassified Response to Questions on CI Capabilities 2 
(June 3, 2020). 
787 (U) Closed Oversight Hearing on Counterintelligence with NCSC, FBI, and CIA Before the S. 
Select Com m. on Intelligence (Dec. 1, 2020). 
788 (U) Interview with Michelle Van Cleave, Nat 'l Count erintelligence & Sec. Ctr., Former ONCIX 
Director (Oct. 6, 2020). 
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dramatic new construct to ensure adequate and enhanced coordination of a holistic 
CI program for the United States."789 

(U) There is no easy "fix" to U.S. CI, nor is there one single way in which 
NCSC could be reformed to better serve as head of national CI. If Congress and 
ODNI determine that NCSC should focus exclusively on better operationalizing 
traditional CI activities, then NCSC may not need additional authorities or 
resources, and a structural change to the Center may not be necessary. Yet, there 
must be an "owner" for strategic CI to address the FIE landscape facing the 
nation today, and NCSC is currently the only USG entity positioned to lead 
this mission. If Congress and ODNI assign the strategic CI mission to NCSC, then 
bigger changes to the Center may be warranted. Owning strategic CI would require 
sufficient authorities and resources to enable NCSC to successfully develop a 
strategic CI program to bring together all the means of execution for strategic CI 
priorities. In addition, Congress may want to consider whether NCSC can best carry 
out the strategic CI mission as a Center within ODNI, or whether such a mission 
requires the establishment of an independent NCSA spanning the IC and NT-50s 
universe. 

(U) These are not new challenges or debates. Various CI experts have been 
calling for such reforms for almost 20 years. For example, in 2005 the Iraq WMD 
Commission noted that: 

(U) Organizational change is not a panacea for counterintelligence, but 
it is necessary. Today there is no individual or office that can impose 
Community-wide counterintelligence reform or hold individual agencies 
accountable for fulfilling national counterintelligence requirements. 
This should change, and we believe that the obvious candidate for 
leadership is an empowered [NCSC]. 790 

(U) This Committee recognizes that any major change to the CI enterprise 
will be difficult and time consuming, and that various members of the USG may 
fiercely resist such changes. However, the USG has made big, bold changes before. 
After the terrorist attacks of September 11, 2001, Congress reorganized the U.S. 
national security enterprise to better confront terrorism. But more importantly, 
Congress helped to reorient the CT mission away from reactive, defensive efforts 
focused on figuring out who conducted a specific terrorist attack towards a 
proactive, offensive posture focused on stopping terrorists before they strike.791 It is 

789 (U) Letter from William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr., to Sen. Marco 
Rubio, Acting Chairman, S. Select Comm. on Intelligence, and Sen. Mark Warner, Vice Chairman, S. 
Select Comm. on Intelligence, regarding Unclassified Response to Questions on CI Capabilities 2 
(June 3, 2020). 
790 (U) 2005 WMD FINAL REPORT at 491. 
791 (U) Michelle Van Cleave, The Question of Strategic Counterintelligence: What Is It, and What 
Should We Do About It, 51 STUDIES IN INTELLIGENCE 1, 4 (2007). 
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time for CI to undergo a similar revolution and to receive the national-level 
attention it deserves. 

(U) SSCI Recommendations 

(U) Definitions 
1. (U) The Executive Branch should develop and adopt, and Congress should 

codify, a consistent USG-wide definition of CI that: 
a. Reflects today's FIE threat landscape; and 
b. Delineates CI and security. 

2. (U) The Executive Branch should develop and adopt, and Congress should 
codify, related definitions to include strategic CI and offensive CI. 

(U) The CI Enterprise 
3. (U) NCSC, in consultation with ODNI, should identify the conceptual 

boundaries of the CI enterprise, including by identifying key stakeholders 
(e.g., which entities are members, partners, beneficiaries, etc.); outline 
stakeholders' CI and security roles and responsibilities; and clarify their 
relationship with NCSC. 

4. (U) NCSC, in consultation with ODNI, should determine what role each 
element of the IC should play in protecting non-USG entities that FIEs target 
for their research, technologies, data, and IP. 

5. (U) NT-50s should consistently establish "CI awareness" and/or security 
programs to ensure that USG data and sensitive information are identified 
and protected. 

(U) NCSC's Mission and Structure 
6. (U) Congress, in consultation with the Executive Branch, should clarify 

NCSC's mission and determine what, if any, role it should play in: 
a. Traditional CI; 
b. Strategic CI; and 
c. Offensive CI operations. 

7. (U) Congress, in consultation with the Executive Branch, should determine 
whether NCSC should remain a Center within ODNI or should be 
established as an independent agency. 

8. (U) Congress, in consultation with the Executive Branch, should determine 
which aspects of the security mission NCSC should retain. 

9. (U) Congress, in consultation with the Executive Branch, should consider 
whether the Director of NCSC/NCSA should be the official Sec/EA. 

(U) NCSC's Duties 
10. (U) NCSC should develop a strategic plan to conduct vulnerability 

assessments within the IC, NT-50s, and selected non-USG entities or sectors, 
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and should request resources and authorities necessary to conduct those 
assessments. 

11. (U) NCSC should develop a plan for IC CI outreach to non-IC entities, 
including: 

d. Identifying IC outreach roles and responsibilities for each element of 
the IC; and 

e. Identifying and requesting resources and authorities necessary to 
implement this plan. 

12. (U) The USG should consider establishing a dedicated CI R&D fund and a CI 
R&D board to fund and oversee R&D efforts. 

13. (U) NCSC should develop a strategic plan, in consultation with relevant 
stakeholders, for CI R&D efforts. 

14. (U) NCSC should develop a plan for strategic CI training across the IC as 
well as for NT-50s and non-USG entities. 

15. (U) NCSC should establish a clear vision of what, if any, role it should play in 
developing and maintaining IC databases that support the CI mission. 

(U) NCSC's Authorities and Resources 
16. (U) Congress or the Executive Branch should provide NCSC with explicit 

authorities to ensure that NCSC can require appropriate CI entities to 
participate in NCSC-led efforts in support of the National CI Strategy. 

17. (U) If Congress determines that NCSC should own the strategic CI mission, 
then Congress should provide NCSC with the appropriate authorities and 
resources necessary to develop and execute a strategic CI program including: 

f. Strengthening NCSC's authorities to determine IC strategic CI 
budgets. 

g. Considering the establishment of a separate appropriation for NCSC to 
support NT-50 and non-USG CI programs with strategic CI and/or 
security objectives and/or clarifying ODNl's ability to transfer NIP 
resources to NT-50s. 

h. Providing NCSC with authorities to task CI entities with carrying out 
specific elements of a strategic CI program. 
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(U) APPENDIX A: EVOLUTION OF CI AUTHORITIES 

(U) U.S. CI legal authorities have evolved over time, nearly always in 
response to public CI failures such as breaches of classified information. From theft 
of nuclear secrets at the DOE in the 1990s, to the Aldrich Ames and Robert 
Hanssen arrests, to the OPM breach, to WikiLeaks and Edward Snowden, the USG 
has responded to these incidents with limited reforms to the CI enterprise. These 
reforms typically followed after-action reviews and generally targeted the specific 
CI issue or breach. 

(U) In addition, while the USG has conducted several major CI reviews over 
the past 20 years, those reviews have yet to result in significant reforms necessary 
to effectively confront the threat landscape facing the United States today. This 
section outlines key CI authorities and the evolution of those authorities over time. 
This section also details the findings of key USG-wide CI studies or reviews. 

a. (U) National Security Act of 1947 (1947) 

(U) The National Security Act of 1947 laid the foundation of the IC by 
establishing the NSC, the CIA, and the National Security Resources Board. This 
Act did not explicitly assign to the Director of Central Intelligence (DCI) the 
responsibility of protecting the United States against foreign intelligence threats.792 

Some national security practitioners indicated that this responsibility, however, 
was inferred and said that "they regard counterintelligence as a subordinate 
discipline to intelligence, and therefore inherently a part of the DCl's 
responsibilities."793 

b. (U) Meeting the Espionage Challenge: A Review of United 
States Counterintelligence and Security Programs-U.S. 
Senate Select Committee on Intelligence Report (1986) 

(U) This Committee initiated a "comprehensive review of the capabilities of 
U.S. CI and security programs for dealing with the threat to the United States from 
Soviet espionage and other hostile intelligence activities" in 1986.794 The report 
underscored the fundamental challenge of the time: "The hostile intelligence threat 
is more serious than anyone in the Government has yet acknowledged publicly. The 
combination of human espionage and sophisticated technical collection has done 
immense damage to the national security."795 The Committee found that: 

• (U) "Foreign intelligence services have exploited human and technical 
vulnerabilities to penetrate some of the most vital parts of our defense, 

792 (U) National Security Act of 1947, 50 U.S.C. § 3001 et seq. (2018). 
793 (U) Michelle Van Cleave, The NCIX and the National Counterintelligence Mission: What has 
Worked, What has Not, and Why, PROJECT ON NATIONAL SECURITY REFORM: CASE STUDIES VOL. 1 
(2008). 
794 (U) 1986 SSCI REPORT. 
795 (U) Id. at 3. 
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intelligence and foreign policy structure, including many Executive 
Branch agencies and the Congress."796 

• (U) "Authorized (but uncontrolled) disclosures and unauthorized leaks of 
classified information are so commonplace as to imperil many sensitive 
programs and operations."797 

• (U) "The classification system is unduly complicated and it breeds 
cynicism and confusion in those who create and use classified 
information."798 

(U) The Committee's report included recommendations for improvements 
that the Executive Branch had the authority to accomplish. The Committee 
recognized that the report's recommendations would not be "cost free" but believed 
that "the U.S. Government has suffered for years from inadequate investment in 
security countermeasures."799 The additional expenditures recommended by the 
Committee for the fiscal year following the publication of the report "would [have] 
amount to an increase in annual spending for counterintelligence and security of at 
least $500 million .... This commitment must continue in the years ahead, when 
further increases may well be required because of the growing technical, 
communications and computer security vulnerabilities."800 At that time, these 
increases were viewed as "investments" because "the costs of improved security 
[would] be offset by the gains to the United States in overall U.S.-Soviet balance of 
military, intelligence, economic, and political capabilities."80l 

(U) Despite the report's findings and recommendations, the Committee later 
found that the Executive Branch did not implement many of the recommendations 
for two basic reasons: "Counterintelligence and security had failed to receive 
sustained attention; and the ideas [recommended in the report] frequently 
challenged established ways of doing things, cut across bureaucratic lines of 
responsibility, or required substantial changes in resource allocations."802 

c. (U) Presidential Decision Directive 24 (1994) 

(U) In 1994, the FBI arrested Aldrich Ames, a CIA CI chief who had been 
spying for the Soviets for nine years. Ames provided comprehensive blueprints of 
U.S. collection operations against the Soviets, including the identities of clandestine 
agents he had sworn to protect. At least nine people lost their lives due to his 
spying.803 At the time, there was no such job as "head of U.S. counterintelligence"; 

796 (U) Id. at 12. 
797 (U) Id. at 7. 
798 (U) Id. 
799 (U) Id. at 9. 
800 (U) Id. 
801 (U) Id. 
802 (U) Id. 
803 (U) Michelle Van Cleave, Foreign Spies are Serious, Are We?, WASH. POST (Feb. 8, 2009). 
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no one person was responsible for identifying and responding to FIE threats to U.S. 
national security or economic well-being. Instead, CI responsibilities were divided 
among the FBI, the CIA, and the three military services, with no central leadership 
or overarching structure to unite them. This construct created seams that 
adversaries could, and did, exploit.so4 

(U) The Ames case sparked a reexamination of U.S. CI, leading the Clinton 
Administration to issue Presidential Decision Directive (PDD) 24-"U.S. 
Counterintelligence Effectiveness."S05 PDD 24 noted that threats to the national 
security of the United States had been significantly reduced by the break-up of the 
Soviet Union and the end of the Cold War, but that numerous threats to U.S. 
national interests-such as terrorism, proliferating weapons of mass destruction 
(WMD), ethnic conflicts, and sluggish economic growth-remained.S06 

(U) President Clinton argued that the United States needed to improve 
coordination of its CI activities. Specifically, President Clinton noted that the IC 
and Law Enforcement community needed to "improve their understanding of their 
respective needs and operating practices ... to cooperate earlier, more closely, and 
more consistently on matters in which they both have a separate but parallel 
interest."so7 Towards that aim, PDD 24 directed the creation of a new national CI 
policy structure under the auspices of the NSC to coordinate CI policy matters.sos 

(U) This new structure was designed to ensure that all relevant departments 
and agencies had a full and free exchange of information necessary to achieve 
maximum effectiveness of the U.S. CI effort and included a National 
Counterintelligence Policy Board and a National Counterintelligence Operations 
Board.S09 PDD 24 is the origin of a central government entity responsible for a 
consolidated inter-agency approach to CI policy, programs, and oversight.s10 

(U) PDD 24 also directed the creation of a new National CI Center to be 
established by the National CI Policy Board (which replaced the National Advisory 
Group for Cl) with assistance from the DCI, the Director of the FBI, the Secretary 
of Defense, and the Secretary of State.s11 This Center was to implement interagency 
CI activities, report to the National CI Policy Board, and serve as the interagency 
forum for complementary activities among CI agencies. Finally, PDD 24 also 

804 (U) Id. 
805 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Oct. 6, 2020). 
806 (U) Press Release, Pres. William Clinton, White House, U.S. Counterintelligence Effectiveness 
(May 3, 1994). 
801 (U) Id. 
808 (U) Id. 
809 (U) Id. 
810 (U) CONG. RES. SERV., EVOLUTION OF THE NATIONAL COUNTERINTELLIGENCE AND SECURITY 
CENTER 4 (2020). 
811 (U) Id. 
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required the CIA and FBI to exchange senior managers to "ensure timely and close 
coordination between the intelligence and law enforcement communities."812 

d. (U) CI and Security Enhancements Act (1994) 

(U) Later the same year, Congress passed the CI and Security Enhancements 
Act of 1994. This Act was focused primarily on identifying and preventing insider 
threats posed by individuals such as Ames. For instance, the Act established 
procedures to govern access to classified information, such as requiring a 
background investigation for employees wanting to access classified information 
and establishing minimum requirements governing the scope and frequency of 
background investigations. 813 

(U) The Act also permitted any authorized investigative agency to request 
financial records and other financial information from financial agencies and 
institutions to conduct law enforcement investigations, CI inquiries, or security 
determinations. The Act also permitted rewards for information concerning 
espionage and permitted the USG to deny annuities or retired pay to persons 
convicted of espionage in foreign courts involving U.S. information.814 

e. (U) The Cox Commission (1998) 

(U) In June 1998, after a New York Times article reported on China stealing 
U.S. nuclear secrets, the U.S. House of Representatives created the Select 
Committee on U.S. National Security and Military/Commercial Concerns with the 
People's Republic of China (the Cox Commission).815 The Cox Commission 
conducted a six-month investigation examining whether U.S. export controls failed 
to stop missile technology and nuclear weapon technology transfers to China. 
According to the Cox Commission, China stole classified information on the most 
advanced U.S. thermonuclear weapons, giving China "design information on 
thermonuclear weapons on par with our own."816 The classified design information 
included "every currently deployed thermonuclear warhead in the U.S. ballistic 
missile arsenal,'' on the neutron bomb, and on a number of U.S. re-entry vehicles.817 

(U) The Cox Commission made 38 recommendations for actions by Congress 
and the Clinton Administration, 818 including that: 

812 (U) Press Release, Pres. William Clinton, White House, U.S. Counterintelligence Effectiveness 
(May 3, 1994). 
813 (U) Counterintelligence & Security Enhancements Act of 1994, 50 U.S.C. § 3381 (2018) (as 
amended). 
814 (U) Id. 
815 (U) H.R. Rep. No. 105-851, Vol. 1 (1999). 
816 (U) Id. at ii. 
811 (U) Id. at iii. 
818 (U) Id. at 166-77. 
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1. (U) DOE must implement as quickly as possible, and then sustain, an 
effective CI program; 

2. (U) Appropriate congressional committees review Executive Branch 
action on strengthening CI at DOE labs and determine if the 
Administration was devoting sufficient resources to such efforts; and 

3. (U) Appropriate departments and agencies conduct comprehensive 
damage assessments of the strategic implications of the security breaches 
that have taken place at the national laboratories since the late 1970s. 

f. (U) Counterintelligence for the 21st Century and PDD 75 
(2000) 

(U) In 2000, the USG conducted another CI review which led to PDD 75-
U.S. Counterintelligence Effectiveness for the 21st Century, signed on January 5, 
2001.819 This review recognized the changing nature of CI; President Clinton 
explained that the United States faced a more complex set of threats from a variety 
of countries, non-state actors, and traditional adversaries.820 He also noted that the 
CI system that worked well in the Cold War would not be successful in the threat 
environment of that time, and indicated his intention to have a U.S. CI system that 
was predictive and would provide integration and oversight of CI issues across the 
national security agencies.821 

(U) PDD 75 outlined specific steps that "will enable the U.S. CI community to 
better fulfill its mission of identifying, understanding, prioritizing and 
counteracting the intelligence threats faced by the United States."822 Specifically, 
the PDD directed the following: 

1. (U) The establishment of a CI Board of Directors to select, oversee, and 
evaluate the NCIX and promulgate the mission, role, and responsibilities 
of the NCIX. The Board was to also approve the National CI Strategy and 
work with Congress, OMB, and other Executive Branch agencies to ensure 
the NCIX has adequate resources to carry out their responsibilities. 

2. (U) The NSC Deputies Committee to review the annual NTIPA and meet 
at least semiannually to review progress in implementing the National CI 
Strategy. The Deputies Committee was to also ensure that the strategy, 
priorities, and activities of the CI community were grounded in national 
policy goals and objectives, and to ensure that CI analysis and information 

819 (U) WHITE HOUSE, FACT SHEET: THE PDD ON CI-21: COUNTERINTELLIGENCE FOR THE 21ST 
CENTURY (Jan. 5, 2001). 
820 (U) Id. 
821 (U) Time-line of CI Milestones, OFFICE OF THE DIR. OF NAT. INTELLIGENCE, dni.gov/index.php/ncsc
w ho-we-are/ncsc-history /ncsc-time-line-of-ci-milestones. 
822 (U) WHITE HOUSE, FACT SHEET: THE PDD ON CI-21: COUNTERINTELLIGENCE FOR THE 21ST 
CENTURY (Jan. 5, 2001). 
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would be provided to assist national policy deliberations as appropriate. 
The CI Board of Directors was to be responsible for ensuring the 
implementation. 

3. (U) The establishment of the NCIX position to execute certain 
responsibilities on behalf of the Board of Directors and to serve as the 
substantive leader of national-level CI. The NCIX was to report to the FBI 
director as Chairman of the Board of Directors. The NCIX was also 
directed to advise the members of the Board on CI programs and policies. 

4. (U) The NCIX to chair the CI Policy Board. Senior CI officials from State, 
DOD, DOJ, DOE, Joint Chiefs of Staff, the CIA, the FBI and NSC were to 
serve on the Board. 

5. (U) The NCIX to head an ONCIX. 

6. (U) ONCIX, in consultation with USG agencies and the private sector, 
was to produce the annual NTIPA for review by the Deputies Committee. 
Based on this assessment, ONCIX was to formulate and publish the 
National CI Strategy. ONCIX was also to oversee and coordinate the 
production of strategic national CI analysis and be supported in this 
endeavor by all components of the Executive Branch. 

7. (U) ONCIX was to review, evaluate, and coordinate the integration of the 
CI budget and resources of DOD, CIA, and FBI and report to the Board 
and Deputies Committee on how those plans meet the objectives and 
priorities of the National CI Strategy, as well as evaluate the 
implementation of the National CI Strategy. ONCIX was to identify 
shortfalls, gaps, and weaknesses in agency programs and recommend 
remedies. 

8. (U) ONCIX was to develop strategic CI investigative, operational, and 
collection objectives and priorities that implement the National CI 
Strategy. ONCIX was not to have an operational role in CI operations and 
investigations and was to have no independent contacts or activities with 
foreign intelligence services.823 

g. Counterintelligence Enhancement Act (2002) 

(U) In February 2001, one month after PDD 75, the DOJ arrested FBI special 
agent Robert Hanssen on charges of spying for the Russians for more than 20 years. 
Hanssen had handed over more than 6,000 pages of classified documents on some of 
the United States' most sensitive national security programs, including details on 

s2s (U) Press Release, Pres. William Clinton, White House, U.S. Counterintelligence Effectiveness 
(May 3, 1994). 

140 



U.S. nuclear-war defenses.824 Furthermore, he revealed the identities of Russian 
agents working for the United States, two of whom were tried and executed.825 

Hanssen's treason cost the United States billions of dollars and numerous human 
sources.826 

(U) In 2002, Congress passed the Counterintelligence Enhancement Act. This 
Act codified key PDD 75 provisions and aimed to make structural changes to the CI 
enterprise. Specifically, this Act sought to facilitate the enhancement of CI activities 
by enabling the CI community to fulfill better its mission of identifying, assessing, 
prioritizing, and countering intelligence threats to the United States; ensure that 
the CI community act in an efficient and effective manner; and integrate all USG CI 
activities. 827 

(U) The Act also sought to clarify the roles and responsibilities of the 
National CI and Security Board. The Act directed the Board to serve as the 
principal mechanism for developing policies and procedures to govern the conduct of 
CI activities; resolve conflicts that arise between USG elements conducting such 
activities; act as an interagency working group to ensure the discussion and review 
of matters related to the implementation of the Act; and provide advice to the NCIX 
on priorities in the implementation of the National CI Strategy.828 

(U) Most importantly, and for the first time, the Act created a national 
head of U.S. CI. Specifically, the Act codified the establishment of the NCIX to 
serve as the head of national CI for the USG, the head of ONCIX, and the 
chairperson of the National CI Policy Board established by the 1994 CI and Security 
Enhancements Act. The NCIX was placed within the Executive Office of the 
President829 and was also directed to participate as an observer on such boards, 
committees, and entities appropriate for the discharge of the mission and functions 
of ONCIX.830 The purpose was twofold: (1) to close the seams that existed between 
the fiefdoms of the several operating agencies, which were being exploited by spies 
seeking a way to access U.S. national security secrets and (2) to develop and execute 
a national CI strategy to protect the United States against FIE threats targeting 
the U.S. economy and the openness of U.S. society.831 

824 (U) Famous Cases & Criminals: Robert Hanssen, FED. BUREAU OF INVESTIGATION, 

fbi.gov/history/famous-cases/robert-hanssen. 
825 (U) Id. 
826 (U) 2005 WMD FINAL REPORT at 486. 
827 (U) Counterintelligence Enhancement Act of 2002, 50 U.S.C. § 3382 (2018) (as amended). 
828 (U) Id. 
829 (U) Time-line of CI Milestones, OFFICE OF THE DIR. OF NAT. INTELLIGENCE, dni.gov/index.php/ncsc
w ho-we-are/ncsc-history /ncsc-time-line-of-ci-milestones. 
830 (U) Counterintelligence Enhancement Act of 2002, 50 U.S.C. § 3382 (2018) (as amended). 
831 (U) Scholars or Spies: Foreign Plots Targeting America's Research and Development: Joint 
Hearing Before the Subcomm. On Oversight and Subcomm. on Research & Tech of the H. Comm. on 
Sci., Space, & Tech., 115th Cong. (2018) (statement of Michelle Van Cleave). 
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(U) When President Bush appointed Michelle Van Cleave to the post, Ms. 
Van Cleave conducted a review of the U.S. CI landscape and concluded that 
"tinkering around the edges wouldn't do."832 Ms. Van Cleave testified that "[t]he 
national CI enterprise needed to be reconfigured to go on the offense, exploit where 
we can, and interdict where we must, with the purpose of degrading adversary 
intelligence services and their ability to work against us."833 The first National CI 
Strategy, issued in 2005, had this proactive reorientation as its central goal: "Each 
member of the CI community must be prepared to assume new responsibilities, and 
join together in a unity of effort."834 

h. (U) The Intelligence Reform and Terrorism Prevention Act 
(2004) 

(U) President Bush signed the Intelligence Reform and Terrorism Prevention 
Act (IRTP A) into law in December 2004. This Act was the largest reorganization of 
the IC since the Truman Administration. IRTPA modified many aspects of federal 
intelligence and terrorism-prevention organizations. Specifically, it reorganized the 
IC, established the position of the DNI to serve as the President's chief intelligence 
advisor and the head of the IC and to ensure closer coordination and integration of 
the 16 agencies that then made up the IC. It also established the NCTC to serve as 
a multiagency center analyzing and integrating all intelligence pertaining to 
terrorism, including threats to U.S. interests at home and abroad.835 The IRTPA, 
however, did little to materially reorganize the CI enterprise, although it did fold 
the NCIX under the new ODNJ.836 

i. (U) The Commission on the Intelligence Capabilities of the 
United States Regarding Weapons of Mass Destruction 
(2005) 

(U) In February 2004, President Bush issued EO 13328 establishing the Iraq 
WMD Commission. 837 President Bush charged the Iraq WMD Commission with 
assessing whether the IC was sufficiently authorized, organized, equipped, trained, 
and resourced to identify and warn in a timely manner of, and to support USG 
efforts to respond to, the development and transfer of knowledge, expertise, 
materials, and resources associated with the proliferation of WMD, related means of 
delivery, and other related threats of the 21st Century and their employment by 

832 (U) Id. 
833 (U) Id. 
834 (U) Id. 
835 (U) Intelligence Reform and Terrorism Prevention Act of 2004, 50 U.S.C. § 3341 (2018). 
836 (U) Id. 
837 (U) Press Release, White House, President Bush Administration Actions to Implement WMD 
Commission Recommendations (June 29, 2005). 
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foreign powers.838 The Iraq WMD Commission issued a report with its findings and 
recommendations to the President in March 2005. 839 

(U) Chapter 11 of this report focused on CI and its findings were scathing. 
The report noted that U.S. CI efforts "remain fractured, myopic, and 
marginally effective. Our counterintelligence philosophy and practices need 
dramatic change, starting with centralizing counterintelligence leadership, bringing 
order to the bureaucratic disarray, and taking our counterintelligence fight overseas 
to adversaries currently safe from scrutiny ."840 The report also noted that the 
current CI posture resulted in the loss of offensive opportunities to manipulate 
foreign intelligence activities to the United States' strategic advantage.841 The 
report found that U.S. CI had been plagued by a lack of policy attention and 
national leadership, although it expressed hope that that would change with the 
establishment of ONCIX and the issuance of the first National CI Strategy in 
2005.842 

(U) The report issued five recommendations for reforming CI, including two 
for the NCIX: (1) NCIX should become the DNl's Mission Manager for CI, providing 
strategic direction for the whole range of CI activities across the USG; and (2) NCIX 
should work closely with agencies responsible for protecting U.S. information 
infrastructure to enhance the United States' technical CI capabilities. The report 
explained that these recommendations were intended to ensure that the NCIX serve 
as the planner, manager, and supervisor for all United States CI efforts.843 

(U) Regarding the first recommendation, the Iraq WMD Commission 
recommended that the NCIX assume the power and responsibility to: 

1. (U) Prepare the National Intelligence Program's (NIP) CI budget and 
approve, oversee, and evaluate how agencies execute the budget; 

2. (U) Produce national CI requirements and assign operational 
responsibilities to agencies for meeting those requirements; 

3. (U) Evaluate the effectiveness of agencies within the IC in meeting 
national CI requirements; 

4. (U) Direct and oversee the integration of CI tradecraft throughout the IC; 

5. (U) Establish common training and education requirements for CI officers 
across the IC and expand cross-agency training; 

838 (U) Id. 
839 (U) See 2005 WMD FINAL REPORT at Chapter 11. 
840 (U) Id. (emphasis added). 
841 (U) Id. at 485. 
842 (U) Id. at 486 (emphasis added). 
843 (U) Id. at 487. 
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6. (U) Identify and direct the development and deployment of new and 
advanced CI methodologies and technologies; 

7. (U) Ensure that recommendations emerging from CI damage assessments 
are incorporated into agency policies and procedures; 

8. (U) Deconflict and coordinate operational CI activities both inside and 
outside the United States; and 

9. (U) Produce strategic CI analysis for policymakers.844 

(U) The Iraq WMD Commission said that at the "heart" of its 
recommendations was the belief that an integrated and directed U.S. CI effort 
would take advantage of intelligence collection opportunities; protect billions of 
dollars of defense and intelligence-related investments, sources, and methods; and 
defend our country against surprise attack. 845 

(U) Also in 2005, the NCIX published the first National CI Strategy, which 
included an enhanced focus on offensive CI. The 2005 Iraq WMD Commission 
applauded the issuance of this strategy, but noted that "a new strategy alone will 
not do thejob. As in the old-and clearly unsuccessful-approach to Homeland 
Security, U.S. counterintelligence is bureaucratically fractured, passive (i.e., 
focusing on the defense rather than going on the offense), and too often simply 
ineffective." The report continued: "But unlike homeland security, 
counterintelligence is still largely neglected by policymakers and the Intelligence 
Community. In fact, counterintelligence has generally lost stature since September 
11, eclipsed by more immediate counterterrorism needs."846 

(U) At that time, momentum for reform seemed strong. The first National CI 
Strategy directed that the national CI enterprise be reconfigured to be able to work 
together to go on offense. A national team would do the centralized strategic 
planning; execution would be distributed to the FBI, CIA, and DOD. The goal was to 
"exploit where we can, and interdict where we must," to degrade adversary 
intelligence services and their ability to operate against the United States.847 

(U) However, efforts to substantially reform CI were derailed.848 According to 
Ms. Van Cleave, the realignment of U.S. CI was put on hold as the Bush and 
Obama Administrations concentrated their attention and resources against the War 
on Terror.849 As national security resources were directed toward CT efforts, the 

844 (U) Id. at 491-92. 
845 (U) Id. at 487-88 
846 (U) Id. at 487 (emphasis added). 
847 (U) Michelle Van Cleave, Want to Stop Russia from Messing with our Democracy? Rethink U.S. 
Counterintelligence, POLITICO (Oct. 8, 2019). 
848 (U) Interview with Michelle Van Cleave, Nat'l Counterintelligence & Sec. Ctr., Former ONCIX 
Director (Oct. 6, 2020). 
849 (U) Michelle Van Cleave, Want to Stop Russia from Messing with our Democracy? Rethink U.S. 
Counterintelligence, POLITICO (Oct. 8, 2019). 
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NCIX was hard-pressed to obtain staff or contractors to fill positions needed to meet 
PDD 75 responsibilities.850 For instance, the prototype CI program that Ms. Van 
Cleave designed was stripped of funding and never renewed.851 

(U) Shortly after the passage of the CI Enhancement Act, the new office of 
the DNI was established, along with a new bureaucracy and new priorities that 
steered policy and funding away from ONCIX's nascent efforts to create a strategic 
CI capability.852 Ms. Van Cleave later wrote that when the NCIX was placed under 
DNI John Negroponte, he delegated authority for much of ONCIX's work to his own 
newly created deputies. She stated that despite DNI Negroponte naming the NCIX 
as the CI "mission manager,'' there was little authority to propel change and reform. 
Mr. Evanina, a former NCSC Director, similarly noted that making the NCIX the 
mission manager was a "demotion" from its previous statutory role as the executive 
lead for the CI mission.853 With no central leadership in the fight against FIE 
threats, Ms. Van Cleave noted that the FBI, CIA, and the military services tended 
to go their separate ways, and the NCIX became "just another layer of the weighty 
bureaucracy of the ODNl."854 

j. (U) Executive Order 13467 (2008) 

(U) On June 30, 2008, President Bush issued EO 13467, "Reforming 
Processes Related to Suitability for Government Employment, Fitness for 
Contractor Employees, and Eligibility for Access to Classified National Security 
Information." One of its provisions designated the DNI as Security Executive Agent 
(SecEA). As SecEA, the DNI became responsible for providing oversight for 
background personnel security investigations and determinations of eligibility for 
access to classified information; developing policies and procedures related to 
security clearance determinations; and issuing guidelines to heads of agencies 
promoting security investigation timeliness, uniformity, efficiency, and 
centralization. The SecEA also serves as the final authority to designate agencies to 
conduct investigations and determine eligibility for access to classified information 
in accordance with government standards for eligibility.855 

850 (U) Time-line of Cl Milestones, OFFICE OF THE DIR. OF NAT. INTELLIGENCE, dni.gov/index.php/ncsc
w ho-we-are/ncsc-history/ncsc-time-line-of-ci-milestones. 
851 (U) Michelle Van Cleave, Want to Stop Russia from Messing with our Democracy? Rethink U.S. 
Counterintelligence, POLITICO (Oct. 8, 2019). 
852 (U) Scholars or Spies: Foreign Plots Targeting America's Research and Development: Joint 
Hearing Before the Subcomm. On Oversight and Subcomm. on Research & Tech of the H. Comm. on 
Sci., Space, & Tech., 115th Cong. (2018) (statement of Michelle Van Cleave). 
853 (U) Interview with William Evanina, Dir., Nat'l Counterintelligence & Sec. Ctr. (Apr. 7, 2022). 
854 (U) Michelle Van Cleave, Foreign Spies are Serious, Are We?, WASH. POST (Feb 8. 2009). 
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CENTER 3 (2020). 

145 



k. (U) The National Counterintelligence Review Group (2009) 

(U) In 2009, the DNI created the Review Group to review the role, mission, 
capabilities, and i·esources of all national CI activities within the IC, with a specific 
focus on the ability of the NCIX and the ONCIX to carry out the provisions of the CI 
Enhancement Act of 2002. Mr. Evanina noted that this gi·oup focused primarily on 
identifying prospective spies in the federal government. 856 The Review Group was 
composed of CI and intelligence professionals and chaired by fo1·mer FBI Director 
Louis Freeh. 

(U) The review group had three key findings: 

1. - CI is one of three pillars, along with Collection and Analysis, of 
~lligence Enterp1·ise. In this fashion, the Review Group recognized 
that no matter how threats to national security may change, CI would 
remain a core element. 

2. - The ubiquity of networks and access to sensitive information in 
the modern cybe1·-centered environment constitutes an extraordinary 
change to the landscape upon which CI operates. The Review Group 
predicted that the damage done by the most notorious spies of the past 
will one day be viewed as minor compared to the damage that is being 
done to U.S. national security interests now and in the future . 

3. - While the individual components of the IC have vigorous CI 
progi·ams of var · n effectiveness focused rimaril on their uni ue 

The Review Group recognized a need fo1· a strategic CI 
p1·ogram-but such a sti·ategic CI program was neve1· established.857 

- The DNI accepted the Review Group's findings and subsequently 
approved a set of 15 recommendations concerning CI activities within the IC. These 
recommendations centered around four principal themes: 

1. (U) Embed CI throughout the IC structure; 

2. (U) Enhance integi·ation of the core intelligence missions-that is , provide 
strategic CI analysis that supports warning, mission planning, and 
ope1·ations; 

856 (U) Interview with William Evanina, Dir. , Nat'l Counterintelligence & Sec. Ctr. (Apr. 7, 2022). 
857 (U) Counterintelligence Issues: NCIX and FBI: Closed Hearing Before the S. Select Comm. on 
Intelligence, lllth Cong. (2010) (prepared statement of Robert Bryant, Nat'l Counterintelligence 
Executive, Office of the Dir. of Nat'l Intelligence, at 2). 
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3. (U) Facilitate the full exe1·cise of NCIX authorities; and 

4 . (U) Engage on cyber-specifically, the NCIX needs to assemble the 
capability to perform cyber threat analysis, educate the public and private 
workfo1·ce about cybei· threats, and provide a forum for de-confliction and 
tradecraft development. 858 

- Additionally, to better support NCIX's statutory authorities, the DNI 
appro~ral Review Group recommendations: 

1. - The NCIX be more fully integi·ated into the DNI's budget process 
by requiring NCIX approval on CI-1·elated budget i·ecommendations to the 
DNL 

2. - The NCIX have full and complete access to all information that 
the NCIX determines necessary to pe1·form the Cl mission. 

3. - The NCIX, as Chairman of the National Counterintelligence 
~oa1·d (NACIPB), utilize fully the Board to foste1· collab01·ation and 
develop a unified approach to CI; this includes establishing a 
subcommittee on cyber issues and other subcommittees as appropriate. 

4. - The NCIX develop, in coo1·dination with the Cl community, a long
term, multi-year CI strategy with both defensive and [offensive] elements. 

5. - The NCIX build a staff sized for the mission, including an 
appropriate senior gi·ade structure and recommend to the DNI incentives 
to attract detailees of the appropriate grade and expertise. 

After the Review Group finished its work, 
President Obama appointed Robert Bryant (who also served on the Review Group) 
as the NCIX in September 2009. When Mr. B ant arTived at the NCIX he testified 
to this Committee that the office was 
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He established four new directorates: mission integi·ation, 
acquisition risk (supply chain), analysis and collection (which included damage 
assessments) , and technical cyber CI. He also brought in new leadershi and 
insti·ucted ONCIX to develop ove1·a1·ching CI strategies for -

(U) Finally, in 2009, the DNI elevated CI fo1· the first time as a mission 
objective in the National Intelligence Sti·ategy. According to Mi·. Bryant, this 
elevation: 

(U) Highlighted the necessity of integi·ating CI into all facets of national 
intelligence. The DNI's goal in elevating CI to a mission objective was to 
ensure that ONCIX was positioned to lead a national CI effort that 
provides a counterintelligence perspective in all IC support to 
policymakers and enables government departments and agencies 

) Counterintelligence Issues: NCIX and FBI: Closed Hearing Before the S. Select Comm. on 
Intelligence, lllth Cong. (2010) (prepared statement of Robert Bryant, Nat'l Counterintelligence 
Executive Office of the Dir. of Nat'l Intelli ence at 4 . 
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outside the IC to understand and meet enduring and emergmg CI 
challenges. 867 

I. (U) ICD 750 and the "Security" Mission (2010) 

(U) In September 2010, the DNI announced the merger of ONCIX with the 
DNI's Special Security Center (SSC)868 and the Center for Security Evaluation 
(CSE).869 In unifying the formerly-distinct disciplines of CI and security, the DNI 
adopted a new, layered response to foreign intelligence threats. The merger of these 
entities with ONCIX was intended to enhance IC mission integration, strengthen 
the protection of national intelligence, and save resources by consolidating common 
functions.870 DNI Clapper also oversaw the build-up of the NITTF871, directed by EO 
13587, to implement a government-wide program to detect, deter, and mitigate 
insider threats. Finally, Clapper also oversaw the development of Continuous 
Evaluation and the IC Information Technology Enterprise, and signed Intelligence 
Community Directive (ICD) 750, Counterintelligence Programs-the first IC-wide 
CI policy.872 A year later, the President signed the "National Insider Threat Policy 
& Minimum Standards," which mandated that every Executive Branch 
department/agency with access to classified information establish a formal insider 
threat program and meet all twenty-six minimum standards. 

m. (U) Intelligence Community Directive 750 (2013) 

(U) In February 2012, DNI Clapper appointed Frank Montoya as the 
NCIX.873 Mr. Montoya realigned ONCIX to reflect its functional mission within the 
IC by focusing on his role as the NIM-CI and establishing a directorate to manage 
the broad accompanying responsibilities of that role. He also established the first CI 
Operations Coordination Directorate-the first time CI operations were coordinated 

867 (U) Id. 
868 (U) CONG. RES. SERV., EVOLUTION OF THE NATIONAL COUNTERINTELLIGENCE AND SECURITY 
CENTER 4 (2020). The mission of the SSC-now the Special Security Director (SSD)-was to provide 
support staff of the NICX in its role as Security Executive Assistant. 
869 (U) Id. The CSE was established by former FBI Director William Webster in 1988 as the Security 
Evaluation Office in the aftermath of Soviet compromises of U.S. diplomatic facilities. CSE supports 
the Department of State in establishing and monitoring standards for security for U.S. diplomatic 
facilities abroad to include major construction projects. 
870 (U) Time-line of CI Milestones, OFFICE OF THE DIR. OF NAT. INTELLIGENCE, dni.gov/index.php/ncsc
w ho-we-are/ncsc-history/ncsc-time-line-of-ci-milestones. 
871 (U) Exec. Order No. 13,587, 3 C.F.R. 13587. The NITTF was established by EO 13587 on October 
7, 2011 in the wake of the WikiLeaks scandal involving the release of thousands of pages of classified 
documents. NITTF's purpose is to establish policy, guidance, standards, and training for the 
protection of classified information, and to deter, detect, and mitigate potential actions by employees 
of the USG who may seek to compromise U.S. national security. 
872 (U) Time-line of CI Milestones, OFFICE OF THE DIR. OF NAT. INTELLIGENCE, dni.gov/index.php/ncsc
w ho-we-are/ncsc-history /ncsc-time-line-of-ci-milestones. 
873 (U) Id. 
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across the community.874 He was also instrumental in establishing the National 
Cyber CI Division. 875 

(U) Despite this, other IC reforms around the same time may have hindered 
broader CI reform. Most notably, DNI Clapper signed ICD 750 in 2013, which 
explicitly devolved authority and responsibility for all CI programs down to the 
department/agency level. As Ms. Van Cleave testified in 2018: 

(U) The national head of counterintelligence was rebranded director of 
a security and counterintelligence center, his duties further dissipated 
by the fixation on leaks and insider threats driven by the grievous harm 
done by Snowden, Manning, et al. Gone was any dedicated strategic 
CI program, while elite pockets of proactive capabilities died of 
neglect. 876 

(U) Ms. Van Cleave concluded of the impact of these reforms: "Read between 
the lines of existing CI guidance and you will not find a whiff of a national-level 
effort left, other than caretaker duties such as taking inventory and writing 
reports."877 

n. (U) Creation of the National Counterintelligence and 
Security Center (2014) 

(U) On December 1, 2014, DNI Clapper established the NCSC as a 
component of ODNI. The NCSC integrated into one organization the functions of 
the ONCIX, the CSE, the SSC, and the NITTF. 

m. (U) Intelligence Authorization Act for Fiscal Year 2017 

(U) The IAA for FY 2017 amended the Counterintelligence Enhancement Act 
of 2002 by codifying a number of the DNI-driven reforms from 2010 and 2014. It 
created the presidentially-appointed, Senate-confirmed position of the Director of 
the NCSC, abolishing the position of the NCIX. The mission of the Director of the 
NCSC is to "serve as the head of national counterintelligence for the United States 
Government," which includes chairing the NACIPB. The IAA for FY 2017 also 
abolished the ONCIX. Its functions were assumed by the NCSC, which the Act 
codified as a mission center within the ODNJ.878 Congress has not materially 
changed NCSC's authorizing statute or functions since the creation of the Center. 

874 (U) Id. 
875 (U) Id. 
876 (U) Scholars or Spies: Foreign Plots Targeting America's Research and Development: Joint 
Hearing Before the Subcomm. On Oversight and Subcomm. on Research & Tech of the H. Comm. on 
Sci., Space, & Tech., 115th Cong. (2018) (statement of Michelle Van Cleave). 
877 (U) Id. 
878 (U) CONG. RES. SERV., EVOLUTION OF THE NATIONAL COUNTERINTELLIGENCE AND SECURITY 
CENTER 5 (2020). 

150 



o. (U) Intelligence Authorization Act for Fiscal Years 2018, 
2019, and 2020 

(U) The IAA for FYs 2018, 2019, and 2020, enacted on December 20, 2019, 
codified provisions of EO 13467 designating the DNI as SecEA: "The Directo1· of 
National Intelligence or such other officers of the United States as the President 
may designate" serves as the SecEA "fo1· all departments and agencies of the United 
States."879 

p. (U) The National Counterintelligence Task Force (2019) 

- In October 2019, the FBI established the NCITF to "provide 
manag~ su ort for the newl established CITFS throu hout the FBI's 
field offices."880 

879 (U) Id . 
880 (U) FED. BUREAU OF INVESTIGATION, CO GRESSIONAL NOTIFICATION: FBI POSITIONED TO COMBAT 
COUNTERINTELLIGENCE THREATS MORE EFFECTIVELY THROUGH NEW ORGANIZATIONAL STRUCTURE 
(Oct . 1. 2019). 
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(U) APPENDIX B: ODNI COMMENTS 

OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE 
WASH I GTO . DC 

The Honorable Mark R. Warner 
Chaim1an 

elect Committee on Intelligence 
United tate enote 
Wa hington DC 20510 

The Hon n1blc Marco Rubio 
ice Cbainllan 
elect Committee on Intelligence 

United tale nate 
Wa hington D 20510 

Chaim1an Warn rand Vice Chainnan Rubio· 

(U) The Office of th Dire tor of ntional Intelligence's (OD I) ntionnl 
ounterintclligcnce and Security Center C) thank th Committ for the opportunity to 

conduct a cla ification review of the cuclo ·ed drafi repon. OD 1 al ·o en lo e a reda ted crsion 
of th r port for publ ic release. 

(U) CS appreciate the Committee identifying multipl r c mmcndati ns to improve 
' ability to lead the counterintelligence (CI) mission, panicularly the need to develo and 

adopt a con i tent U .. Government-wide definition of CI that reflect today' threat land. cape and 
deli neat betv een I and ecurity. Whjle ' SC d e not upport the creation of an ind pend nt, 
national Cl and curity ag n y, ' agrc that clarifying the conceptual boundaric. of the I 
enterpri e and outlining takeholdcrs' role and re pon ibilitic arc panimount concern . 

(U) If you a e ny que tio11 , plea e ontact Lcgi lat i Affairs at 

. .. 

~ . . . 
i tant Director for L gi lativ Affair 

Classified By: 
Der i ved From : 
Dec l assify On 

Upon removal 
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(U) APPENDIX C: FBI COMMENTS 
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