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Russian Efforts Against Election In frastructure

I. (U) INTRODUCTION

(U) From 2017 to 2019, the Committee held hearings, conducted interviews, and
reviewed intelligence related to Russian attempts in 2016 to access election infrastructure. The
Committee sought to determine the extent of Russian activities, identify the response of the U.S.
Government at the state, local, and federal level to the threat, and make recommendations on
how to better prepare for such threats in the future. 1 he Committee received testimony from
state election officials, Obama administration officials, and those in the Intelligence Community
and elsewhere in the U.S. Government responsible for evaluating threats to elections.

II. (U) FINDINGS

U  The Russian govemment directed extensive activity, beginning in at least 2014
and carrying into at least 2017, against U.S. election infrastructure' at the state and local
level.

The Committee has seen no evidence that any votes were
changed or that any voting machines were manipulated.^

2.

' (U) The Department of Homeland Security (DHS) defines election infrastructure as "storage facilities, polling
places, and centralized vote tabulation locations used to support the election process, and information and
communications technology to include voter registration databases, voting machines, and other systems to manage
the election process and report and display results on behalf of state and local governments, " according to the
January 6, 2017 statement issued by Secretary of Homeland Security Jeh Johnson on the Designation of Election
Infrastructure as a Critical Infrastructure Subsector, available at https://www.dhs.gov/news/2017/10/06/statement-
secretary-johnson-designation-election-infrastructure-crilical. Similarly, the Help America Vote Act (HAVA), Pub.
L. No. 107-252, Section 301(b)( 1) refers to a functionally similar set of equipment as "voting systems," although the
definition excludes physical polling places themselves, among other differences, 52 U.S.C. §21081 (b). This report
uses the term election infrastructure broadly, to refer to the equipment, processes, and systems related to voting,
tabulating, reporting, and registration.

The Committee has reviewed the intelligence reporting underlying the Department of
Homeland Security (DHS) assessment from early 2017

■I I I The Committee finds it credible.(U) The names of the states the Committe^poKH^iav^eer^^laced with numbers. DHS and some slates
asked the Committee to protect state names before providing the Committee with information. The Committee's
goal was to get the most information possible, so state names are anonymized throughout this report. Where the
report refers to public testimony by Illinois state election officials, that state is identified.
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3. (U) While the Committee does not know with confidence what Moscow's intentions
were, Russia may have been probing vulnerabilities in voting systems to exploit later.
Alternatively, Moscow may have sought to undermine confidence in the 2016 U.S.
elections simply through the discovery of their activity.

4. (U) Russian efforts exploited the seams between federal authorities and capabilities, and
protections for the states. The U.S. intelligence apparatus is, by design, foreign-facing,
with limited domestic cybersccurity authorities except where the Federal Bureau of
Investigation (FBI) and the Department of Homeland Security (DHS) can work with state
and local partners. State election officials, who have primacy in running elections, were
not sufficiently warned or prepared to handle an attack from a hostile nation-state actor.

5. (U) DHS and FBI alerted states to the threat of cyber attacks in the late summer and fall
of 2016, but the warnings did not provide enough information or go to the right people.
Alerts were actionable, in that they provided malicious Internet Protocol (IP) addresses to
information technology (IT) professionals, but they provided no clear reason for states to
take this threat more seriously than any other alert received.

6. (U) In 2016, officials at all levels of government debated whether publicly
acknowledging this foreign activity was the right course. Some were deeply concerned
that public warnings might promote the very impression they were trying to dispel—that
the voting systems were insecure.

7. (U) Russian activities demand renewed attention to vulnerabilities in U.S. voting
infrastructure. In 2016, cybersecurity for electoral infrastructure at the state and local
level was sorely lacking; for example, voter registration databases were not as secure as
they could have been. Aging voting equipment, particularly voting machines that had no
paper record of votes, were vulnerable to exploitation by a committed adversary. Despite
the focus on this issue since 2016, some of these vulnerabilities remain.

8. (U) In the face of this threat and these security gaps, DHS has redoubled its efforts to
build trust with states and deploy resources to assist in securing elections. Since 2016,
DHS has made great strides in learning how election procedures vary across states and
how federal entities can be of most help to states. The U.S. Election Assistance
Commission (EAC), the National Association of Secretaries of State (NASS), the
National Association of State Election Directors (NASED), and other groups have helped
DHS in this effort. DHS's work to bolster states' cybersecurity has likely been effective,
in particular for those states that have leveraged DI IS's cybeisecurily assessments for
election infrastructure, but much more needs to be done to coordinate state, local, and
federal knowledge and efforts in order to harden states' electoral infrastructure against
foreign meddling.

9. (U) To assist in addressing these vulnerabilities, Congress in 2018 appropriated $380
million in grant money for the states to bolster cybersecurity and replace vulnerable
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voting machines/ When those funds are spent. Congress should evaluate the results and
consider an additional appropriation to address remaining insecure voting machines and
systems.

10. (U) DHS and other federal government entities remain respectful of the limits of federal
involvement in state election systems. States should be firmly in the lead for running
elections. The country's decentralized election system can be a strength from a
cybersecurity perspective, but each operator should be keenly aware of the limitations of
their cybersecurity capabilities and know how to quickly and properly obtain assistance.

III. (U) THE ARC OF RUSSIAN ACTIVITIES

In its review of the 2016 elections, the Committee found no evidence that vote
tallies were altered or that voter registry files were deleted or modified, though the Committee
and IC's insight into this is limited. Russian government-affiliated cyber actors conducted an
unprecederit£dJeycl_ofjictm state election infrastructure in the run-up to the 2016 U.S.
elections^

Throughout 2016 and for several years before, Russian intelligence
services and government personnel conducted a number of intelligence-related activities
targeting the voting process.

the Committee found ample evidence to suggest
that the Russian government was developing and implementing capabilities to interfere in the
2016 elections, including undermining confidence in U.S. democratic institutions and voting
processes.^

^ (U) Consolidated Appropriations Act, 2018, Pub. L. No. 115-141, 132 Stat. 348, 561-562.
' (U) The Committee has limited information on the extent to which state and local election authorities carried out
forensic evaluation of registration databases. These activities are routinely carried out in the context of private sector
breaches.

FBI LHM.I
Ifbi LHM,

DHS Homeland (ntelligence Briel

FBI LHM,
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Evidence of scanning of state election systems first appeared in the summer
prior to the 2016 election. In mid-July 2016, Illinois discovered anomalous network activity,
specifically a large increase in outbound data, on a Illinois Board of Elections' voter registry
website.'" Working with Illinois, the FBI commenced an investigation.'

the voter registration database.
The attack resulted in data exfiitration from

(U) On Augu^lS, 2016, FBI issued an unclassified FLASH'^ to state technical-level
experts on a set of^m^ identified from the attack on lilinois's voter
registration databases.

product did not aitribute the attack to Russia or any otherpaScuIa^cto^
The FLASH

FBI Electronic C('mnninicaiion.

(U) DHS briefing for SSCi staff, March 5, 2018.
'/ (U) SSCI Transcript of the Open Hearing on Russian Interference in the 2016 U.S. Elections, held on Wednesday,
June 21. 2017, p. 1 13.

IS a

) According to the United States Computer Emergency Readiness Team (US-CERT), an SQL injection
echnique that attempts to subvert the relationship oetween a webpage and its supporting database,

typically in order to trick the database into executing malicious code."

(U) DHS IIR 4 0050006 17, An IP Address Targeted Multiple U.S. Slate Government's to Include Election
Syfttpms October 4, 2016
'Hi ) DHS briefing for SSCI staff, March 5,2018.
J  (U) FBI FLASH alerts are notifications of potential cyber threats sent to local law enforcement and private
industry so that administrators are able to guard their systems against the described threat. FLASHs marked TLP:
AMBER are considered sharable with members of the recipients own organization and those with direct need to
know.

lumber T-LD1004-TT, TLP-AMBER,
(U) Ibid.

(U) Ibid

wned
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After the issuance of the August FLASH, the Department of Homeland
Security (DHS) and the Multi-State-Information Sharing & Analysis Center (MS-ISAC)-- asked
states to review their log files to determine if the IP addresses described in the FLASH had
touched their infrastructure. This request for voluntary self-reporting, in conjunction with DHS
analysis of NetFlow activity on MS-ISAC internet sensors, identified another 20 states whose
networks had made connections to at least one IP address listed on the FLASH. DHS was
almost entirely reliant on states to self-report scanning activity.

Former Special Assistant to
the President and Cybersecurity Coordinator Michael Daniel said, "eventually we get enough of
a picture that we become confident over the course of August of 2016 that we're seeing the
Russians probe a whole bunch of different state election infrastructure, voter registration
databases, and other related infrastructure on a regular basis."-^ Dr. Samuel Liles, Acting
Director of the Cyber Analysis Division within DHS's Office of Intelligence and Analysis
(I&A), testified to the Committee on June 21, 2017, that "by late September, we determined that
internet-connected election-related networks in 21 states were potentially targeted by Russian
government cyber actors."-^

" (I') Hie MS-ISAC is a DHS-suppei tcd grinip dedieuied lo sharing information between state, local, tribal, and
territorial (SLTT) government entities, it serves as the central cybersecurity resource for SLTT governments.
Entities join to receive cybersecurity advisories and alerts, vulnerability assessments, incident response assistance,
and other services.

DHS IIR 4 005 0006, An IP Address Targeted Multiple U.S. Stale Governments to Include Election
^ys/emT^^ber 4, 2016; DHS briefing for SSCl staff, March 5,2018.
(U) SSCl Transcript of the Interview with John Brennan, Former Director, CIA, held on Friday, June 23, 2017, p.

41.

(U) SSCl Transcript of the Interview with Michael Daniel, Former Special Assistant to the President and
Cybersecurity Coordinator, National Security Council, held on August 31, 2017, p. 39.
(LI) SSCl Transcript of the Open Hearing on Russian Interference in the 2016 U.S. Elections, held on Wednesday,

June21,2017,p. 12.
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fU^H^jn^BI issued a second FI ASH and a Joint Analysis Report in October that
flagged suspect IP addresses, many unrelated to Russia.-"' DHS briefers told the
Committee that they were intentionally over-reporting out of an abundance of caution, given
their concern about the seriousness of the threat. DHS representatives told the Committee, "We
were very much at that point in a sort of duty-to-warn type of attitude ... where maybe a specific
incident like this, which was unattributed at the time, wouldn't have necessarily risen to that
level. But... we were seeing concurrent targeting of other election-related and political figures
and political institutions ... [which] led to what would probably be more sharing than we would
normally think to do."~^

DHS assessed that the searches, done alphabetically, probably
included all 50 states, and consisted of research on "general election-related web pages, voter ID
information, election system software, and election service companies."^'

FBI FI.ASH. Alert NiimherT-l.ni005-TT. TLP-AMBER,|
I; DHS/FBl JAR-16-20223, Threats to Federal.

Shiie. tiiul l.ocdl (.iovcnunL'iu (X'tobcr 14,2016.

^^(U)SSCl interview with DHS and CTIIC. February 27. 2018. p. 9-10.
FBI LHM.I

DI IS Hotnekind Intclliiicnce Brief.

^^^HNSA^^^^^^^^HDIRNSA^^a^^O 17. This information was not available to theNSA|
U.S. governinont iitiiil April 2017
3 ̂

(U)NS DIRNSA. May5,2017.
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The
Russian Embassy placed a formal request to observe the cicclions witfuheDepartm^t of State,
but also reached outside diplomatic channels in an attempt to secure permission directly from
state and local election officials. " In objecting to these tactics, then-Assistant Secretary of State
for European and Eurasian Affairs Victoria Nuland reminded the Russian Ambassador that
Russia had refused invitations to participate in the official OSCE mission that was to observe
the U.S. elections.^^

FBI IIR" (U)FB1IIR|
(U) Ibid.

i^^(LI) DTS 2018-2152, SSCI Interview with Andrew McCabe, Former Deputy Director of the FBI, February 14
20^ pp. 221-222.

Email, sent November 4, 2016; from^^^^^H: to:|

Subject: Kislyak Protest of FBI Tactics
DIRNSA, May s! 2017.^Mt)NSA

^Uin/hUL
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(U) The Committee found no evidence of Russian artors attempting to manipulate vote
tallies on Election Day, though again the Commillee and IC's insight into this is limited.

In the years since the 2016 election, awareness of the threat, activity by DHS, and
measures at the state and local level to better secure election infrastructure have all shown
considerable improvement. The threat, however, remains imperfectly understood. In a briefing
before Senators on August 22, 2018, DNI Daniel Coats, FBI Director Christopher Wray, then-
DHS Secretary Kirstjen Nielsen, and then-DHS Undersecretary for the National Protection and
Programs Division Christopher Krebs told Senators that there were no known threats to election
infrastructure. However, Mr. Krebs also said that top election vulnerabilities remain, including
the administration of the voter databases and the tabulation of the data, with the latter being a
much more difficult target to attack."^" Relatedly, several weeks prior to the 2018 mid-term
election, DHS assessed that "numerous actors are regularly targeting election infrastructure,
likely for different purposes, including to cause disruptive effects, steal sensitive data, and
undermine confidence in the election.'"'''

IV. (U) ELEMENTS OF RUSSIAN ACTIVITIES

A. (U) Targeting Activity

Scanning of election-related state infrastructure by Moscow was the most
widespread activity the IC and DHS elements observed in the run up to the 2016 election.'"'

111^^ In an interview with the Committee, Mr. Daniel stated: "What it mostly looked
like to us was reconnaissance.... I would have characterized it at the time as sort of

conducting the reconnaissance to do the network mapping, to do the topology mapping so

(IJ)^^^ 2018-3275, Summary of 8/22/2018 All Senators Election Security Briefing, August 28.20)8.
Homeland Security intelligence Assessment: Cyber Actors Continue to Engage in Influence

Activities and Targeting of Election Infrastructure, October 11,2018.
^ (U) DTS 2019-1368, NIC 2019-01, Intelligence Community Assessment: A Summary of the Intelligence
Community Report on Foreign Interference as Directed by Executive Order 13848, March 29, 2019. p. 2-3.
(U) Ibid.
(U) SSCI interview of representatives from DHS and CTIIC, February 27,2018, p. 12.
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that you could actually understand the network, establish a presence so you could come
back later and actually execute an operation.'"''^

(U) Testifying before the Committee, Dr. Liles characterized the activity as "simple
scanning for vulnerabilities, analogous to somebody walking down the street and looking
to see if you are home. A small number of systems were unsuccessfully exploited, as
though somebody had rattled the doorknob but was unable to get in .. . [however] a small
number of the networks were successfully exploited. They made it through the door."^^

DHS and FBI assessments on the number of affected states evolved since

In ajoinl FBl/DHS intelligence product published in March 2018, and coordinated with
the Central Intelligence Agency (CIA), the Defense Intelligence Agency (DIA), the Department
of State, the National Intelligence Council, the National Security Agency (NSA), and the
Department of Treasury, DHS and FBI assessed that Russian inteiliaence
services conducted activit>

2016.

DHS arrived at their initial assessment by evaluating whether the tactics,
techniques, and procedures (TTPs) observed were consistent with previously observed
Russian TTPs, whether the actors used known Russian-affiliated malicious infrastructure,
and whether a state or local election system was the target.

(U) The majority of information examined by DHS was provided by the states
themselves. The MS-ISAC gathered information from states that noticed the suspect IPs
pinging their systems. In addition, FBI was working with some states in local field
offices and reporting back FBI's findings.

(U) If some slates evaluated their logs incompletely or inaccurately, then DHS might
have no indieation of whether they were scanned or attacked. As former-Homeland
Security Adviser Lisa Monaco told the Committee, "Of course, the law enforcement and

the Intelligence community is going to be significantly reliant on what the holders and

'•'(U) SSCI Transcript of the Interview of Michael Daniel. Former A.ssistant to the President and Cybersecurity
Coordinator, National Security Council, August 31, 2017, p. 44.
(U) SSCI Transcript of the Open Hearing on Russian Interference in the 2016 U.S. Elections, held on Wednesday,

June 21. 2017. p. 13.

DHS FBI Homeland Intelligence Brief.

(Li) See chart, infra, tor information on successful breaches.
(U) DHS did not count attacks on political parties, political organizations, or NGOs. For example, the compromise

of an email affiliated with a partisan State 13 voter registration organization was not included in DHS's count.

11

COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY



COMMI I THH SENSITIVE - RUSSIA INVESTIGATION ONLY

owners and operators of the infrastructure sees on its system [sic] and dooidcs to raisL
their hand."^"^

However, both tjig^IC and the Committee in its own review were unable to
the states,

(U) Mr. Daniel told the Committee that by late August 2016, he had already personally
concluded that the Russians had attempted to intrude in all 50 states, based on the extent of the
activity and the apparent randomness of the attempts. "My professional judgment was we have
to work under the assumption that they've tried to go everywhere, because they're thorough,
they're competent, they're good."^^

Intelligence developed later in 2018 bolstered Mr. Daniel's assessment
that all 50 states were targeted.

(U) SSCI Transcript of the Interview with of Lisa Monaco, Former Homeland Security Advisor, August 10, 2017,
p. 38.
" (U) SSCI Transcript of the Interview with Michael Daniel, Former Assistant to the President and Cybersecurity
Coorditiaior, National Security Council, August 31, 2017, p. 40.

[DllS I BI Homeland intelligence Bulletin,!

'• (IJ) Ibi^
(L) DHS briefing for SSCI staff, March 5, 2018.
(li) SSCI interview of representatives from DHS and CTIIC, February 27,2018, pp. 11-12.
(U) DHS briefing for SSCI staff, March 5,2018.
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(U) However, IP addresses associated with the August 18, 2016 FLASH provided some
indications the activity might be attributable to the Russian government, particularly the GRU:

One of the Netherlands-based I
"exhibited the same behavior from the same node over a period of lime. ... It was
behaving like ... the same user or group of users was using this to direct activity against
the same type of targets," according to DHS staff.^^

(U) Ibid.
" (U) Ibid.
" (U) Ibid,
"^'^'^ibid.

FR R

" (L)) Cyber Threat Intelligence Integration Center (CTIIC) Cyber Threat Intelligence Summary, October 7, 2016.
" (U) Ibid.
(t) SSCl interview of representatives from DHS and CTIIC, February 27,2018, p. 13.
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The IC's confidence level aboul the attribution oflhe attacks evolved over
2017 and into 2018

The Committee reached out to the 21 states that DHS first identified as targets of
scanning activity to leam about their experiences. Election officials provided the Committee

(U) DHS Electronic Communication, December 19. 2016, email from: DHS/NCCIC: to: CIA.
7(

DHS Intelligence Assessment, Hostile Russian Cyber Targeting ofElcciion Infrasiniciure in 2016:
Probable Non-Stale Actors Attempt Disruption, May 3, 2017.
(II) Ibid.
(E^SCI interview of representatives from DHS and CTIIC, February 27, 2018, p. 13.

DHS arrived at their initial assessment of 21 states affected by adding the eleven plus seven states, plus
the three where scanning activity appeared directed at less specifically election-focused infrastructure.
(U) SSCl conference call with DHS and FBI, March 29, 2018.
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details about the activity they saw on their networks, and the Committee compared that
acLuunling to UHS's reporting of eveiils.^'^ Where those accounts differed is noted below. The
scanning activity took place from approximately June through September 2016.

STATE OBSERVED ACTIVITY^

Illinois
(U) See infra. "Russian Access to Election-Related Infrastructure" for a
detailed description.

State 2
(U) See infra. "Russian Access to Election-Related Infrastructure" for a
detailed description.

State 3

(U) According to State 3 officials, cyber actors using infrastructure identified in
the August FLASH conducted scanning activity.^® State 3 officials noticed
"abnormal behavior" and took action to block the related IP addres.ses.^'

m DHS reported GRU scanning attempts against two separate domains
related to election infrastructure.

State 4 (U) See infra, "Two Unexplained Events" for a detailed description.

State 5

(U) Cyber actors using infrastructure identified in the August FLASH scanned
"an old website and non-relevant archives," according to the State 5 Secretary
of State's office.^^ The following day, State 5 took action to block the IP
address.

DHS, however, reported GRU scanning activity on two separate State
5 Secretary of State websites, plus targeting of a District Attorney's office^^ in a
particular city.^'' Both the websites appear to be current addresses for the State
5 Secretary of State's office.

State 6

(U) According to State 6 officials, cyber actors using infrastructure identified in
the August FLASH scanned^' the entire state IT infrastructure, including by
using the Acunetix tool, but the "affected systems" were the Secretary of State's

(U) DHS briefed Committee staff three times on the attacks, and staff reviewed hundreds of pages of intelligence
assessments.

(U) Slight variation between what states and DHS reported to the Committee Is an indication of one of the
challenges in election cybersecurity. The system owners—in this case, state and local administrators—are in the
best position to carry out comprehensive cyber reviews, but they often lack the expertise or resources to do so. The
federal government has resources and expertise, but the IC can see only limited information about inbound attacks
because of legal restrictions on operations inside the United States.
(U) Memorandum for the Record, SSCI Staff, Conference Call with [State 3], December 8,2017.
(U) Ibid
(U) DHS briefing for Committee staff on March 5,2018.
(U) Memorandum for the Record, SSCI Staff, Conference Call with [State 5], December 1,2017.
" (U) Ibid

(f'flU) Briefers suggested the "most wanted" list housed on the District Attorney's website may have in
some way been connected to voter registration. The exact nature of this connection, including whether it was a
technical network connection or whether databases of individuals with felony convictions held by the District
Attorney's office had voting registration implications, is unclear.
(U) DHS briefing for Committee slalT on March 5, 2018.
(U) State 6 officials did not specify, but in light of the DHS assessment, they likely meant SQL injection.

15
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web application and the election results wcbsitc.^^ If the penclialiun liad been
successful, actors could have manipulated the unofficial display of the election
tallies.'^'^ State officials believed they would have caught any inconsistency
quickly.*^'^ State 6 became aware of this malicious activity and alerted
partners.^'

DHS reported that GRU actors scanned State 6, then unsuccessfully
attempted many SQL injection attacks. State 6 saw the highest number of SQL
attempts of any state.

State 7

(U) According to State 7 officials, cyber actors using infrastructure identified in
the August FLASH scanned public-facing websites, including the "static"
election site.^- It seemed the actors were "cataloging holes to come back later,"
according to state election offlcials.^^ State 7 became aware of this malicious
activity after receiving an FBI alert.

DHS reported GRU scanning attempts against two separate domains
related to election infrastructure.^"'

State 8

(U) According to State 8 officials, cyber actors using infrastructure identified in
the August FLASH scanned a State 8 public election website on one day.^^
State 8 officials described the activity as heightened but not particularly out of
the ordinary. State 8 became aware of this malicious activity afiter receiving
an alert.

u k
State 9

(U) According to State 9 officials, cyber actors using infrastructure identified in
an October MS-ISAC advisory'^' scanned the statewide voter registration

(U) Memorandum for the Record, SSCI Staff, Conference Call with [State 6], November 17,2017.
(U) Ibid
^ (U) Ibid
" (U) Ibid
(U) Memorandum for the Record, SSCI Staff, Conference Call with [State 7], January 25,2018.
(U) Ibid
^ (U) Ibid
(U) DHS briefing for Committee staff on March 5,2018.
(U) Memorandum for the Record, SSCI Staff, Conference Call with [State 8], February 2,2018.
(U) Ibid
(U) Ibid
(U) DHS briefing for Committee staff on March 5,2018.
(U) Ibid
(IJ) While the Committee was unable to review the specific indicators shared with State 9 by the MS-ISAC in

October, the Committee believes at least one of the relevant IPs was originally named in the August FLASH because
of technical data held by DHS which was briefed to the Committee.

16
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State 10

sysTem. Officials used the analogy of a thief casing a parking lot: they said
the car thief "didn't go in, but we don't know why.""^^ State 9 became aware of
this malicious activity after receiving an alert.

DHS reported GRU scanning activity on the Secretary of State
domain.

(U) According to Stale 10 officials, cyber actors using infrastructure identified
in the August FLASH conducted activity that was "very loud," with a three-
pronged attack: a Netherlands-based IP address attempted SQL injection on all
fields 1,500 times, a U.S.-based IP address attempted SQL injection on several
fields, and a Poland-based IP address attempted SQL injection on one field 6-7
times. State 10 received relevant cybersecurity indictors from MS-ISAC in
early August, around the same time that the attacks occurred. State lO's IT
contractor attributed the attack to Russia and suggested that the activity was
reminiscent of other attacks where attackers distract with lots of noise and then
"sneak in the back.""^^

(U) State 10, through its firewall, blocked attempted malicious activity against
the online voter registration system and provided logs to the National
Cybersecurity and Communications Integration Center (NCCIC)'"'^ and the U.S.
Computer Emergency Readiness Team (US-CERT).'"' State 10 also brought in
an outside contractor to assist.'''

DHS confirmed GRU SQL injection attempts against State lO's voter
services website on August 5 and said that the attack was blocked after one day
by State lO's firewall.

State

(U) According to State 11 officials, they have seen no evidence of scanning or
attack attempts related to election infrastructure in 2016."^ While State 11
officials noted an IP address "probing" state systems, activity which was
"broader than state election systems," State 11 election officials did not provide
specifics on which systems."''

'"2 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 9], November 17, 2017.
(U) Ibid.
(L) Ibid
(I)) DHS briefing for Committee staff on March 5, 2018.

'"^(U) Memorandum for the Record, SSCI Staff, Conference Call with [State 10], November 29, 2017.
(U) Ibid
(U) Ibid
(II) NCCIC is DHS's cyber watch center.

^'°(li)Ibid

'  (U) DHS briefing for Committee staff on March 5,2018.
(U) Memorandum for the Record, SSCI Staff, Conference Call vdth [State 11], December 8,2017.

^'*iV)Ibid.
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