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OPEN HEARING: PERSONNEL VETTING, SECU-
RITY CLEARANCE REFORM, AND TRUSTED
WORKFORCE 2.0

WEDNESDAY, JULY 10, 2024

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Committee met, pursuant to notice, at 2:54 p.m., in Room
SH-216 of the Hart Senate Office Building, in open session, the
Honorable Mark R. Warner, Chairman of the Committee, pre-
siding.

Present: Senators Warner (presiding), Rubio, Wyden, Bennet,
Casey, Gillibrand, Kelly, Cornyn, Lankford, and Rounds.

PROCEEDINGS

OPENING STATEMENT OF HON. MARK R. WARNER,
A U.S. SENATOR FROM VIRGINIA

Chairman WARNER. I want to call this open hearing on security
clearance reform to order. I welcome today’s Executive Branch wit-
nesses. It’s good to see all of you again. Apologies for starting a lit-
tle bit late. The vote got started a little bit late.

So, we will get at it. Our witnesses today are the Honorable
Milancy Harris, Acting Under Secretary of Defense for Intelligence
and Security; Mr. David Cattler, Director of the Defense Counter-
intelligence and Security Agency, DCSA; the Honorable Dr. Radha
Plumb, Chief of Digital and Artificial Intelligence at DOD; and the
Honorable Stacey Dixon, Principal Deputy Director of National In-
telligence PDDNI, representing ODNI as the government’s security
executive agency.

Today, the Committee will get a status update on efforts to im-
prove how the government conducts security clearances for our na-
tional security workforce. As many of you know, we have long
prioritized the need for fundamental reforms in this area. That’s
because we need Intelligence Community, community personnel
and others who hold security clearances to be vetted effectively and
expeditiously to ensure classified information is properly protected.
We also need to balance this with the IC agencies’ urgent need to
quickly bring on board the very best people needed to staff sen-
sitive positions. And that’s obviously increasingly important in this
challenging world.

Now, when I first got involved in this, and it may have been
somebody who used to work on this Committee’s staff, Jon
Rosenwasser’s, fault. A series of folks came to me from the con-
sulting industry in Virginia. I didn’t think that I would be a decade
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in. It’s been almost a decade since we started this. I knew it would
take some time, but I did not realize this pursuit would be a career
path. But the truth is the need for reform was clear.

Our legacy vetting system was anchored in a system that was set
up literally in the 1940s and 1950s. Usually with the workforce at
that point, once they got cleared, they were there for life. Very lit-
tle mobility between agencies or with the private sector. And it fo-
cused on periodic, time-based reinvestigations that were almost
done all by paper and in person. And that meant that people wait-
ed way too long to get clearances and, frankly, it allowed a lot of
mistakes to happen.

Then in 2014, the OPM data breach highlighted the system’s
structural failures, and it nearly collapsed. The backlog for inves-
tigations swelled to, I think, my number here is as high as 750,000
stuck in limbo. And at that point to get a top-secret clearance took
on average about two years. That’s crazy. Today, with nudging
from Congress and frankly bipartisan nudging from this Com-
mittee, the backlog has been significantly reduced to a steady state
of about 200,000.

However, and that’s the good news, over the last nine months
we've seen what literally is a disaster unfold with the national
background investigation systems in this, which is supposed to de-
liver the IT backbone for the government’s Trusted Workforce 2.0.
The way forward, which frankly if we don’t get this right, the
whole security clearance reform process crumbles.

I know we’ve got mostly folks who follow this stuff, but there
may be some for whom this doesn’t roll quite off their tongues reg-
ularly, but NBIS is supposed to enable key components such as
continuous vetting. We’ve moved from episodic, every five years
vetting, to using technology for a continuous vetting process.

So, both, better process, but it doesn’t require the kind of effort
of every five years with all the staffing required. And we’re sup-
posed to recognize, we've got to have more workforce mobility.
We've got to realize there’s got to be reciprocity between a security
clearance at one agency and another.

And again, NBIS was supposed to be the linchpin of this whole
transformation. When the Committee last heard a hearing on secu-
rity clearance reform in March 2023, we were told—and other than
Stacey, I think most of the rest of you were not involved at that
point—we were told that NBIS was making great progress in meet-
ing developmental milestones. Since then, we’ve learned that NBIS
has been plagued with problems stemming from poor leadership,
poor Executive Branch oversight, a lack of clarity about require-
ments, and questionable contract and program management. And
to just kind of drive this home, NBIS was supposed to be delivered
in 2019. We're in 2024 at this point and, unfortunately, with not
a lot of clarity in sight.

This is not the only place where big software development
projects have run afoul. I think all of the Senators up here have
dealt with students and parents over the last year who've had to
do the updated FAFSA system in terms of financial student aid.
It’s been a disaster in terms of the rollout. We've seen problems of-
tentimes with our veterans’ health care systems. But at least one
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of the items we’re going to talk about today meets the level of inef-
ficiency of any of these prior screw ups.

So, NBIS was supposedly—just to give you a data point—NBIS
was supposedly to be completed by 2019 at an estimated cost of
$700 million. Yet, five years later, we are not fully operational—
$850 million has been spent on NBIS. In addition, and we just got
this updated from GAO today, another $850 million on trying to
deal with some of the legacy systems. And while there is a plan
that we will actually get this completed over the next 18 months,
which will put us into late 2025, calendar year 2025, it’s still un-
certain what the balance of getting this done will cost.

I know getting these new systems right is hard, but it shouldn’t
be this hard. The truth is this kind of screw up and this kind of
inefficiency is what robs so many of our citizens of their trust in
government. Now let me add, and again, I know there’s a 90-day
review that’s been done. I'd like all of our witnesses to tell us about
what happened during that review and what we’re doing on a going
forward basis.

Today, we're going to need some firm commitments about when
we're going to see the delivery of those capabilities. And that again,
Mr. Cattler, the DCSA customers have been waiting for—literally
for years. We've got to get this right. We’ve got to make sure that
the good men and women who want to join the IC are not put off
by the enormous time that it takes to get a clearance.

We also have got to get the whole implementation. I think we'’re
roughly 1.5 on our Trusted Workforce. We've got to get it to 2.0.
We've got to make sure that continuous vetting, workforce mobility,
clearance reciprocity, and timetables are met. I also want to add
in my questions a little bit of an update on commercial SCIFs,
which is something that I think, post-COVID, that we need to see.

I apologize again for the length of my opening, but it’s a really
important issue. And I'm grateful for you all being here.

And I turn it over to the Vice Chairman.

OPENING STATEMENT OF HON. MARCO RUBIO,
A U.S. SENATOR FROM FLORIDA

Vice Chairman RUBIO. Thank you. Thank you to the witnesses
for being here. Last year we held a hearing on this topic, and I
stated at that time that the clearance process and the ongoing re-
forms are at the fundamental core of protecting our security and
our Nation’s most sensitive assets: our capabilities and informa-
tion.

And you know, it’s the job of this Committee to ensure that our
intelligence is secure at least from . That’s our job from a Con-
gressional oversight perspective. And so, it’s with serious concern
that we’re back here a year later in what I believe is a position
worse off than we were a year ago. And I'm hoping that I hear from
testimony today that that’s not the case.

We had the 2014 Chinese hack into the Office of Personnel Man-
agement. The next generation security clearance IT system, the
National Background Investigation Services, was expected to be on-
line by 2019. It’'s now 2024. We don’t have full NBIS utilization,
no termination of expensive and old legacy security clearance sys-
tems, and already at the tune of more than $1 billion per year.
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And look, I recognize these IT systems require upgrades, but in
this case, with all this expensive security clearance legacy systems
still online, we have no timeline for full utilization being finalized.
And an opt in or opt out confusing option for any federal depart-
ment or agency. And so, I want to be persuaded why this isn’t
waste and redundancy and a serious lack of ownership and ac-
countability.

So, I sort of end where we begin and that is, our oversight re-
sponsibility as a Committee is to protect our Nation and to make
sure that our Nation’s most sensitive secrets are being protected
while at the same time enhancing our workforce. So, we've got to
be able to protect our secrets and make sure the people that we're
bringing in are properly vetted, but we also have to be able to bring
in the best people we possibly can into the workforce. And it’s es-
sential to these efforts that the timely and secure means of recruit-
ing, onboarding, and retaining cleared personnel exists. And so, I'm
hoping that I can hear something today that makes me feel better
about everything I've just said. Because when I compare where we
are today to where we are a year ago, I think it’s gotten worse, not
better. So, thank you for coming.

Chairman WARNER. And again, for my colleagues, open hearing.
The Committee’s process says we do five minute rounds and by
order of seniority.

With that, Secretary Harris, I think you’re going to get us start-
ed. Thank you.

STATEMENT OF MILANCY HARRIS, ACTING UNDER SEC-
RETARY OF DEFENSE FOR INTELLIGENCE AND SECURITY,
U.S. DEPARTMENT OF DEFENSE

Secretary HARRIS. Chairman Warner, Vice Chairman Rubio, and
Distinguished Members of the Committee, thank you for the oppor-
tunity to testify about the Department’s progress on the initiatives
underway to improve and enhance the National Background Inves-
tigation Services, or NBIS, program and implementing Trusted
Workforce 2.0 reforms.

I am pleased to join the Honorable Dr. Stacey Dixon, the Prin-
cipal Deputy Director of National Intelligence; David Cattler, the
Director of DCSA; and the Honorable Dr. Radha Plumb, the De-
partment’s Chief Digital and Artificial Intelligence Officer. Thank
you all for the partnership in getting NBIS back on track.

NBIS is critical to the Department’s and the Federal Govern-
ment’s implementation of Trusted Workforce 2.0 initiatives. NBIS
will be the end-to-end IT infrastructure that enables our security,
suitability, and credentialling experts to conduct comprehensive
personnel vetting, from subject initiation through background in-
vestigation, adjudication, and continuous vetting.

Although the Department has successfully deployed some key ca-
pabilities in the eight years since the program started, we are sig-
nificantly behind in delivering the complete, end-to-end NBIS that
has been promised to Congress and our customers. For instance,
we promised and have yet to deliver background investigation ca-
pabilities to support the updated Personnel Vetting Questionnaire,
a shared data layer to promote information sharing and reduce du-
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plicative costs, and shared service capabilities such as adjudication
case management for our federal customers.

Last year, my office became aware of a number of issues which,
when explored, revealed significant impediments to delivering
NBIS on the expected timeline. When I became the Acting Under
Secretary in March of this year, I initiated a 90-day sprint effort
focused on understanding the state of the program, the issues re-
sulting in delays in delivering capability, and charting a path to re-
covery. A cross-functional team from across the Department, as
well as my colleagues from DCSA and CDAO, are here today, but
also our CIO and acquisition experts, began that effort on April 1st
and have worked together closely to develop a way forward.

Our plan includes several actions intended to return the NBIS
program to a path to success. First, we are acting to improve over-
sight and governance going forward by ensuring we are making de-
cisions at the appropriate level. That includes elevating the pro-
gram decision authority from DCSA to the Under Secretary for Ac-
quisition and Sustainment. We are also elevating program sponsor-
ship to the Under Secretary for Intelligence and Security. Lastly,
we are creating a robust governance process that will allow us to
translate requirements from our interagency customers while pro-
viding the necessary protections to prevent cost, schedule, and per-
formance erosion.

DOD also has new leadership and experts in key positions re-
sponsible for NBIS development. Along with Director Cattler, DOD
brought in both a new program executive officer and a new NBIS
program manager. The new program manager joins us with a
wealth of expertise and experience in delivering through agile
methodologies—something lacking in past NBIS program manage-
ment. We have also enlisted expertise from the Defense Digital
Services under our Chief Digital and Artificial Intelligence Office.
Dr. Plumb will testify today to DDS’s focus on modular data archi-
tecture, building the right reams, and adopting digital trans-
formation best practices, all of which will be instrumental in
strengthening the NBIS program.

Combined with improved oversight, new leadership, and greater
technical expertise, we are moving forward with several initiatives.
The program is fully focused on Agile software development with
strong involvement from our users to ensure timely feedback and
value assessments of product deliveries. To support this, we are up-
dating foundational documentation to clearly outline roles and re-
sponsibilities, establishing the program’s core capability require-
ments in support of Trusted Workforce 2.0, and driving improve-
ments across the board. These efforts will result in more robust,
transparent, and reliable cost, schedule, and performance metrics,
improving trust in future delivery of capabilities. Recovery is not
quick. This will be a months-long exercise to build a foundation en-
abling the Department to deliver NBIS.

Despite the issues, the Department has successfully enrolled its
entire national security population into Continuous Vetting, or
“CV.” CV is an effective model that relies on automated record
checks and the reporting of relevant information from components
to enable the near-real-time identification of risk. Our data indi-
cates we are identifying potentially concerning behavior signifi-
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cantly sooner than traditional periodic reinvestigations. This early
detection enables a strengthened security posture, supporting our
critical missions across the Department. Additionally, within the
Department, Trusted Workforce 2.0 policies are driving robust in-
formation-sharing between our agency insider threat hubs and the
personnel vetting enterprise, allowing us to better identify and
mitigate potential risks.

In closing, the Department of Defense remains committed to the
NBIS program and providing secure and effective personnel vetting
processes, services, and systems so that government agencies and
members of our Nation’s industrial base have confidence in their
trusted workforce. While we cannot undo the missteps of the past,
I am confident that we are on the path to success for NBIS. It is
of paramount importance that the Department regains and main-
tains the trust of Congress in these efforts if we are to maintain
strategic advantage over our adversaries.

I thank the Members of this Committee for your strong support
of the Department of Defense, and I look forward to answering
your questions.

[The witness’s testimony was interrupted by a failure of the
audio system and was not fully recorded. The prepared statement,
which she read from, follows:]
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Statement for the Record as prepared for the Honorable Milancy Harris
Acting Under Secretary of Defense for Intelligence and Security
At the United States Senate Select Committee on Intelligence
July 10, 2024

(As of 1700 07/08/2024)

Chairman Warner, Vice Chairman Rubio, and distinguished members of the
Committee, thank you for the opportunity to testify about the Department’s
progress on the initiatives underway to improve and enhance the National
Background Investigation Services, or NBIS, program and implementing Trusted

Workforce 2.0 reforms.

I am pleased to join the Honorable Dr. Stacey Dixon, the Principal Deputy Director
of National Intelligence; David Cattler, the Director of DCSA; and the Honorable
Dr. Radha Plumb, the Department’s Chief Digital and Artificial Intelligence Officer.
Thank you all for the partnership in getting NBIS back on track.

NBIS is critical to the Department’s and the Federal government’s implementation
of Trusted Workforce 2.0 initiatives. NBIS will be the end-to-end IT infrastructure
that enables our security, suitability, and credentialing experts to conduct
comprehensive personnel vetting — from subject initiation through background

investigation, adjudication, and continuous vetting.

Although the Department has successfully deployed some key capabilities in the
eight years since the program started, we are significantly behind in delivering the
complete, end-to-end NBIS that has been promised to Congress and our
customers. For instance, we promised and have yet to deliver background
investigation capabilities to support the updated Personnel Vetting

Questionnaire, a shared data layer to promote information sharing and reduce
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Statement for the Record as prepared for the Honorable Milancy Harris
Acting Under Secretary of Defense for Intelligence and Security
At the United States Senate Select Committee on Intelligence
July 10, 2024

(As of 1700 07/08/2024)

duplicative costs, and shared services capabilities such as adjudication case

management for our Federal customers.

Last year, my office became aware of a number of issues which, when explored,
revealed significant impediments to delivering NBIS on the expected timeline.
When | became the Acting Under Secretary in March of this year, | initiated a 90-
day sprint effort focused on understanding the state of the program, the issues
resulting in delays in delivering capability, and charting a path to recovery. A
cross functional team from across the Department — as well as my colleagues
from DCSA and CDAO here today, but also our CIO and Acquisition experts —
began that effort on April 1st, and have worked together closely to develop a way

forward.

Our plan includes several actions intended to return the NBIS program to a path
to success. First, we are acting to improve oversight and governance going
forward by ensuring we are making decisions at an appropriate level. That
includes elevating the program decision authority from DCSA to the Under
Secretary for Acquisition and Sustainment. We are also elevating program
sponsorship to the Under Secretary for Intelligence and Security. Lastly, we are
creating a robust governance process that will allow us to translate requirements
from our interagency customers while providing the necessary protections to

prevent cost, schedule, and performance erosion.
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Statement for the Record as prepared for the Honorable Milancy Harris
Acting Under Secretary of Defense for Intelligence and Security
At the United States Senate Select Committee on Intelligence
July 10, 2024

(As of 1700 07/08/2024)

DoD also has new leadership and experts in key positions responsible for NBIS
development. Along with Director Cattler, DoD brought in both a new Program
Executive Officer and a new NBIS Program Manager. The new Program Manager
joins us with a wealth of expertise and experience in delivering through Agile
methodologies—something lacking in past NBIS program management. We have
also enlisted expertise from the Defense Digital Services under our Chief Digital
and Artificial Intelligence Office. Dr. Plumb will testify today to DDS’s focus on
modular data architecture, building the right teams, and adopting digital
transformation best practices, all of which will be instrumental in strengthening

the NBIS program.

Combined with improved oversight, new leadership, and greater technical
expertise, we are moving forward with several initiatives. The program is fully
focused on Agile software development with strong involvement from our users
to ensure timely feedback and value assessments of product deliveries. To
support this, we are updating foundational documentation to clearly outline roles
and responsibilities, establishing the program’s core capability requirements in
support of Trusted Workforce 2.0, and driving improvements across the board.
These efforts will result in more robust, transparent, and reliable cost, schedule,
and performance metrics, improving trust in future delivery of capabilities.
Recovery is not quick. This will be a month’s long exercise to build a foundation

enabling the Department to deliver NBIS.
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Statement for the Record as prepared for the Honorable Milancy Harris
Acting Under Secretary of Defense for Intelligence and Security
At the United States Senate Select Committee on Intelligence
July 10, 2024

(As of 1700 07/08/2024)

Despite the issues, the Department has successfully enrolled its entire national
security population into Continuous Vetting, or CV. CV is an effective model that
relies on automated record checks and the reporting of relevant information from
Components to enable the near-real time identification of risk. Our data indicates
we are identifying potentially concerning behavior significantly sooner than
traditional periodic reinvestigations. This early detection enables a strengthened
security posture, supporting our critical missions across the Department.
Additionally, within the Department, Trusted Workforce 2.0 policies are driving
robust information-sharing between our agency insider threat hubs and the
personnel vetting enterprise, allowing us to better identify and mitigate potential

risks.

In closing, the Department of Defense remains committed to the NBIS program
and providing secure and effective personnel vetting processes, services, and
systems so that government agencies and members of our Nation’s industrial
base have confidence in their trusted workforce. While we cannot undo the
missteps of the past, | am confident that we are on the path to success for NBIS.
Itis of paramount importance that the Department regains and maintains the
trust of Congress in these efforts if we are to maintain strategic advantage over
our adversaries. | thank the members of this Committee for your strong support

of the Department of Defense, and I look forward to answering your questions.
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Chairman WARNER. I would urge everybody to please stick to the
three minutes that we were promised on your openings.

Just to make clear for all of those who are interested, this is not
an intelligence failure, it is not DCSA, it is not NBIS. The Senate
Recording Studio owns the microphones, and something I guess
right before the hearing started, they got fried. That doesn’t mean
that the Chinese are not culpable, but we don’t have direct proof
on that yet.

Vice Chairman RUBIO. Until proven otherwise.

Chairman WARNER. I think, Mr. Cattler, you're up next, right?

STATEMENT OF DAVID CATTLER, DIRECTOR,
DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

Director CATTLER. Chairman Warner, Vice Chairman Rubio and
distinguished Members of the Committee, I'm honored and grateful
for the privilege to testify before you today. Thank you for the at-
tention youre giving to Trusted Workforce 2.0 and to the National
Background Investigation Services Program. I will act with the
same urgency to ensure that DCSA is responsible and accountable
in both what we say and what we deliver.

DCSA provides integrated security services that protect Amer-
ica’s Trusted Workforce and cleared workspaces. We are the Fed-
eral Government’s largest investigative service provider and pro-
vide vetting services for 95 percent of the Federal Government.
Last year, DCSA’s personal security team conducted 2.7 million in-
vestigations, 668,000 adjudications, and performed the continuous
vetting of over 3.8 million people in the Trusted Workforce.

DCSA is also the primary implementer of the Trusted Workforce
2.0 initiative. Our NBIS program supports this reform effort as a
federal IT system for end-to-end personnel vetting. We have faced
challenges delivering NBIS to meet the expected timelines for
Trusted Workforce 2.0 implementation. NBIS is unacceptably de-
layed and has cost far more than anticipated.

Internal and external assessments of the NBIS program identi-
fied key problems across a variety of aspects, including oversight,
program management, software development methodologies, acqui-
sition strategy, team competencies, and leadership. As Under Sec-
retary Harris indicated, the Department’s 90-day sprint effort has
focused efforts on understanding and addressing these issues.

One of the outcomes of this effort is an initial 18-month capa-
bility roadmap for NBIS development. It addresses the Trusted
Workforce 2.0 technical requirements and also secures requirement
alignment across the DOD. We have a plan, but we are not yet re-
covered. Our plan is not yet approved by our DOD Acquisition De-
cision Authority, and once approved, we will need time to execute
the plan. To be clear, NBIS development then will extend beyond
the next 18 months, but I'm confident in this path to reset the pro-
gram and also in DCSA’s internal actions to support NBIS recovery
andlfto improve our visibility and management of the program
itself.

Also, as Under Secretary Harris noted, DCSA has onboarded new
NBIS leadership to develop and implement this new roadmap. This
leadership team has also evaluated and aligned a disciplined con-
tracting strategy to support this way forward. We will obtain a new
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independent cost estimate to assist with developing a reliable fund-
ing profile for the program.

In the meantime, we are committed to funding additional NBIS
development without passing the costs on to our customers. We are
working with our DOD partners and with OMB on funding options.
We continue to engage customers and partners to ensure their
feedback is incorporated as we implement this new roadmap. We
will continue to address the GAO recommendations, as well.

I have also directed our DCSA Inspector General to audit the
NBIS program to ensure internal accountability for both the past
and moving forward. We will move forward at a responsible pace
ti)’1 ensure that we understand the problems and are addressing
them.

So, in conclusion, we will move forward with a program that in-
stills confidence, a program that delivers and upholds this mission
without fail. We've embraced collaboration with our oversight part-
ners and with our mission owners. Together, we will put NBIS on
a sustainable pathway forward to ensure a trusted workforce to
protect the Nation and secure the public’s trust.

I'm confident in our path forward and do expect to be held ac-
countable for our performance. Thank you.

Dr. Plumb will now testify to DDS’s focus on modular data archi-
tecture, building the right teams and adopting digital trans-
formation best practices.

[The prepared statement of the witness follows:]
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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

Introduction

Chairman Warner, Vice Chairman Rubio, and distinguished members of the Committee. My name is
David Cattler, and I joined the Defense Counterintelligence and Security Agency (DCSA) as Director in
March 2024. From my first day as Director, I was humbled by the hard work and dedication of the
women and men at DCSA who dutifully support key security functions across the entire Federal
government. There was a lot to learn about DCSA as it is an agency with multiple missions—personnel

vetting, industrial security, counterintelligence, insider threat, and security training.

I appreciate this opportunity to testify before you at this hearing. I am honored to testify alongside the
Undersecretary of Defense for Intelligence and Security, the Honorable Milancy Harris, the Principal
Deputy Director of National Intelligence, the Honorable Stacey Dixon, and the Department’s Chief
Digital and Artificial Intelligence Officer, Dr. Radha Plumb. Thank you for your oversight, the urgency
you have afforded it, and the attention to the Trusted Workforce 2.0 and the National Background
Investigation Services (NBIS) program. I will act with the same urgency to ensure DCSA is responsible

and accountable in what we say and deliver.

DCSA'’s shortcomings will be set right under my direction. I welcome and am grateful for the assistance
and technical expertise offered by our oversight partners and DoD stakeholders, and I expect to be held

accountable.

The Role of DCSA and NBIS in Trusted Workforce 2.0

DCSA is the Federal government’s largest investigative service provider, providing vetting services for a
total of 95% of the Federal government. DCSA is the primary implementor of the Trusted Workforce 2.0
(TW 2.0) personnel vetting reforms. Last year, DCSA’s Personnel Vetting mission conducted 2.7 million
investigations, 10,700 investigations per day, 668,000 adjudicative decisions, and the continuous vetting

(CV) of over 3.8 million people in the trusted workforce.

The TW 2.0 initiative is a whole-of-government effort led by the Performance Accountability Council
(PAC) to overhaul the personnel vetting process for security, suitability, and credentialing. This
modernization of the vetting model is a fundamental shift to improve efficiencies and the effectiveness of
our personnel vetting processes, enable workforce mobility throughout the Federal government, and

facilitate interagency information sharing.
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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

The Department’s NBIS program supports the TW 2.0 reform effort as a Federal IT system for end-to-end
personnel vetting — from initiation and application to background investigation and adjudication, to
Continuous Vetting. NBIS will deliver robust data security, enhance customer experience, and integrate
data access across the whole of government and cleared industry. NBIS will provide the IT system needed
to ensure a trusted workforce for 115 Federal agencies, including the DoD, and over 13,000 cleared

industry organizations with contractors working for or on behalf of the Federal government.

NBIS Development

In 2013, the Office of Personnel Management announced their background investigation system had been
severely compromised. The President issued Executive Order (EO) 13467, which inter alia tasked the
Secretary of Defense to develop a modern and secure replacement IT system to support the end-to-end
vetting processes for the DoD and Federal government customers. DoD’s NBIS program was established
in 2016 at the Defense Information Systems Agency (DISA) to replace OPM’s legacy background

investigation IT systems.

In 2020, a year after the agency was formed, the NBIS program was transferred to DCSA. At the time of
transfer, only one NBIS capability had been delivered and put into use by DoD and other Federal
agencies. This capability, called the Position Designation Tool, continues to be used to standardize
position designations and inform vetting requirements. DCSA upgraded and hardened the legacy
background investigation IT systems the NBIS program was established to replace, and they are still in
use today to deliver vetting services as NBIS development continues. DCSA is responsible for

maintaining these legacy systems until they are subsumed into NBIS.

Last year, we discovered several issues with the NBIS program after an internal DCSA assessment, the
preliminary findings of a General Accountability Office (GAO) report released in August 2023, and
reviews led by the Office of Under Secretary of Defense for Intelligence and Security (OUSD(1&S)).
These reviews determined there will be a delay in NBIS delivery and sunsetting of legacy IT systems,
hindering the timely achievement of critical TW 2.0 milestones and the Federal government’s
implementation vetting reform. The analysis of the NBIS program identified several key problems
including in oversight, software development methodologies, acquisition strategy, team competencies,

and leadership:

* A shortage of critical technical, agile, acquisition, and integration skills hindered DCSAs ability to

lead and implement a program of this scope and complexity,



16

DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

e The NBIS program did not maintain an accurate integrated master schedule and lifecycle cost
estimate based on requirements that were provided to the program. As TW 2.0 policy evolved, the
lack of adherence to a rigorous requirements management process resulted in requirement changes
and program actions. DCSA was unable to accurately assess or report on the cost, schedule, and
performance impacts to inform decision-making about the program.

e DCSA measured success based on software code releases that did not aggregate to a usable
capability, resulting in significantly underestimating the timelines to deliver services to our DoD and
Federal customers.

e The decision in October 2020 to transfer the management of legacy Information Technology systems
to DCSA, resulted in a shift in focus towards addressing cyber security standards and compliance
without additional personnel or resources to perform these duties. The cost, schedule, and

performance impacts of these additional responsibilities were not assessed or reported.

DoD 90-day NBIS Recovery Plan and Immediate Actions

‘When I began as DCSA’s Director on March 24, 2024, the OUSD(I&S) had finalized the plans to begin a
90-day NBIS sprint effort to understand and address the acquisition approach, financial status, technology
approach, and requirements governance in partnership with our DoD colleagues—the Office of the Under
Secretary of Defense for Acquisition and Sustainment (OUSD(A&S)), the Chief Digital and Artificial
Intelligence Officer, and other Department experts. The Department’s holistic approach looked at
multiple facets and interdependencies of the program. The Department began that effort on 1 April, and

we have worked together closely throughout the process.

Upon approval from the Acquisition Milestone Decision Authority, USD(A&S), key outcomes from the
recovery plan will include the baseline and alignment of resources around clearly defined requirements,
the delivery of a capability roadmap for internal and external planning and programming, the stand-up of
anew NBIS leadership team with clear roles and responsibilities, a disciplined contracting strategy, and

the establishment of a reliable funding profile to stabilize and sustain the program.

The OUSD(I&S), as the Program Sponsor for NBIS, will drive collaboration across the Department and
lead a new NBIS requirements process. This will improve requirements management and allow DCSA to
sharpen its focus on NBIS delivery. As Program Sponsor, OUSD (I&S) is updating the Capability Needs
Statement and the User Agreement, two foundational documents that define the program and drive

requirements and user governance.
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DoD transferred the NBIS Milestone Decision Authority from DCSA to the USD(A&S) for acquisition
oversight. We are moving through the stages of the approval process, which will culminate in an in-
progress review meeting in early July. The elevation of oversight adds rigor and discipline to the
acquisition process necessary to guide a major program of NBIS’ size through the software acquisition

pathway.

OUSD(1&S) and DCSA have together hired new leadership. In addition to my appointment as Director on
24 March, DCSA has upskilled the NBIS team by hiring a highly experienced and knowledgeable NBIS
Executive Program Manager (EPM) and Program Executive Officer (PEO) to lead and supervise the

program.

‘Working with this new team, I directed an internal NBIS program restructuring to comply with proper
govermnance, business, and security protocols. We are also strengthening NBIS cybersecurity as

recommended in a recent GAO cybersecurity report. We continue to work in partnership with the

A 4i

Defense Digital Service to focus on human: d design and the user experience to

inform our modermization activities.

In order to aid my strategic guidance and to ensure internal accountability, I have also directed our DCSA
Inspector General (IG) to audit the NBIS program to assess whether and to what extent: 1) funding was
expended, and capabilities were delivered to functional and end users; 2) quality metrics exist, and if so,
whether they are accurately measured and reported; and 3) internal controls are in place, appropriately
designed, and operating effectively to provide reasonable assurance that the performance objectives of the
program are being achieved. The DCSA IG will collect all historical documentation to support his
assessment with a focus on FY21 to FY24. I will ensure he has the full cooperation of the DCSA

workforce and full access to DCSA records.

Way Forward on NBIS

DCSA will prioritize five actions over the next 18 months: modemizing and migrating NBIS applications,
aligning acquisition and development actions, adapting our NBIS workforce, aligning program cost and

service pricing, and strengthening cybersecurity protections.

First, we will conduct a wholesale digital transformation to implement the proposed capabilities in the
NBIS capability roadmap over the next 18 months. Subject to approval by our Acquisition Decision
Authority, I will put in motion the migration of select systems to the DoD Joint Warfighting Cloud
Capability (JWCC). This will give NBIS a stable, modern platform, security. the ability to scale and will
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provide application developers and investigative service providers access to modernize to their specific
needs. In time, this move will allow for shared services. The proposed 18-month NBIS capability
roadmap includes milestones of ongoing product delivery and support to the mission owners, and the

underlying data and engincering elements required to effectively operationalize capabilities in the cloud.

Second, we will assess, review, initiate technical and contractual actions to support the implementation of
the NBIS capability roadmap in an 18-month timeframe in close coordination and subject to approval by

our oversight authority.

Third, we will implement the recommendations of a manpower skill review to include targeted hiring,
internal restructuring, and training of our NBIS team to ensure we have the required deep technical

expertise and senior acquisition expertise required for a program of this magnitude and complexity.

Fourth, I am working with my Chief Financial Officer, the OUSD(I&S), the DoD Comptroller and OMB
to assess cost and pricing impacts due to the delay in NBIS deployment to develop courses of action to
minimize the impact to our customers. The milestones in the NBIS capability roadmap will drive the costs
and impact. DCSA will communicate any potential impact of product and service rates charged to our
customers. Aligned with prior year practices, the Department announced preliminary FY26 rates at the

Enterprise Investment Board meeting on June 27, 2024, and will set final rates for FY26 in August 2024.

Finally, we continue to work closely with GAO on ongoing assessments. The team is actively addressing
process and satisfying administrative deficiencies that were identified in a forthcoming GAO report on
cybersecurity compliance. I have prioritized these efforts and have instructed my teams to fully integrate
cybersecurity oversight and governance of NBIS with DCSA Chief Information Officer and the Chief

Information Security Officer.

TW 2.0 Is Being Successfully Implemented

Before closing, I want to share several major TW 2.0 milestones that DCSA has helped the DoD and
federal agencies implement to improve efficiencies and reduce risk in the trusted workforce to include
deploying case initiation capabilities for DCSA customer agencies and industry to initiate vetting within
NBIS, establishing and delivering Continuous Vetting services for DCSA customers, and improving

reciprocity timeliness.

o Transition from e-QIP to eApp. All 115 customer agencies and more than 10,000 industry companies

have been onboarded into the front end of NBIS. This allows these entities to initiate cases in NBIS
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and for applicants to use the Electronic Application (¢App) to complete their vetting forms, replacing
the previous application, Electronic Questionnaires for Investigative Processing (¢-QIP) and

improving the applicant experience.

Tool to standardize position designation decisions. The Position Designation Tool, mentioned earlier,
is used by all Federal agencies to assign position sensitivity and risk determinations. The tool helps
ensure positions are properly designated to protect national security, public trust, and the integrity of

il

government operations and i consi 'y across all ies for the level of investigation

needed for that position.

e  Rapid reciprocity decisions to increase workforce mobility. Reciprocity timeliness remains at all-time
lows for transfers into DoD. Through process improvements, we reduced the time to make a
reciprocity decision into DoD to an average of one day, down from 65 days in mid-2020.Continuous
Vetting serves to replace periodic reviews. Our Continuous Vetting services are being used across the
DoD and more than 90 non-DoD entities, enrolling more than 3.8 million personnel. The program is
preparing to expand to wider Federal populations this summer. Continuous Vetting enables DCSA to
identify and mitigate risk in the trusted workforce in a matter of days and weeks, rather than years

under the periodic reinvestigation construct.

The TW 2.0 Continuous Vetting model, especially, delivers a comprehensive and efficient vetting
process, helping risk management decision-making by focusing in-depth investigations on specific issues
of greatest concern. Continuous Vetting involves regularly reviewing an individual’s background through
automated records checks, time or event-driven investigative activity, and information such as self or
command reporting, security incidents and violations, and insider threat information. The implementation
of Continuous Vetting has been crucial in ensuring that the personnel vetting process continues to make

improvements in security, quality, and efficiency.

In addition to the success of Continuous Vetting, the fastest 90% of end-to-end timeliness of DCSA-
provided background investigations has gone from over 400 days for a top-secret investigation in April
2018 to an average of 187 days in May 2024. This current average is up by 80 days from its lowest point
in FY2021, due to a recent surge in demand for background investigations. Through a combination of
process improvements, technology adoption, and an increase in workforce size, DCSA and its predecessor

were ful in reducing the amount of time it takes to process a clearance, getting trusted

personnel to work more quickly in critical positions. Reductions of timelines allow our government
employees to commence work more quickly, ensuring that key talent is in place to fill important national

security positions, while meeting the needs of the American people.
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Continued implementation of TW 2.0 will further improve efficiencies in the personnel vetting process.
TW 2.0 brings new data sources, new timeliness standards, and new enterprise tools such as the Personnel
Vetting Questionnaire and self-reporting. With the aid of full NBIS delivery, the Federal government will

see improved information sharing, and a risk-based trusted person model.

Conclusion

The Executive Branch and Congress have entrusted DCSA with delivering NBIS to enable full
implementation of TW 2.0. When deployed, NBIS will support the personnel vetting mission and our
customers who utilize NBIS for its secure and efficient investigation and adjudication process. DCSA and

the DoD are committed to its development and fielding, and we will finish our part.

DCSA has several steady partners in examining NBIS and identifying the many challenges it faces. We
are systematically addressing these issues raised by our partners and taking bold action to correct
deficiencies as identified during our 90-day recovery plan. We’ve taken these lessons learned seriously
and to task. DCSA will move forward with a program that instills confidence; a program that delivers
capabilities to uphold mission without fail. I am confident in our path forward and expect to be held
accountable. We've embraced collaboration with our oversight partners, GAO, DoD, the PAC members,
and mission owners—together we will take NBIS on a sustainable pathway forward to ensure a trusted

workforce, to protect the Nation and earn and secure the public's trust.
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STATEMENT OF RADHA PLUMB, PH.D., CHIEF DIGITAL AND
ARTIFICIAL INTELLIGENCE OFFICER, U.S. DEPARTMENT OF
DEFENSE

Dr. PLuMB. Chairman Warner, Vice Chairman Rubio, and distin-
guished Members of the Committee: I appreciate the opportunity to
testify here before you today on the chief digital and artificial intel-
ligence officer role in the NBIS recovery efforts.

Our CDAO team has partnered with our colleagues across the
Department of Defense through a 90-day discovery sprint. We fo-
cused on characterizing the problem space, user needs, as well as
mission and technical requirements. We then work with partners
across DOD to ensure any proposed technology changes align to the
full set of requirements for NBIS.

As we’ve seen in other enterprise level implementation issues
across DOD with analogous examples in the private industry, mod-
ernizing and scaling a technical capability requires both change in
the underlying technology and a change in mindset and culture.

The CDAO has made a number of specific recommendations to
DCSA related to the technical NBIS solution, which can be grouped
in three big areas. The first group relates to technical approach to
delivering a modular data architecture. The second group focuses
on building the right teams and aligning those teams on products
rather than features and capabilities. And the third area focuses on
adopting digital transformation best practices. The overall tech-
nical approach we recommend is to build upon the existing systems
where possible, and build the digital solutions needed in targeted
areas where needed. This, combined with the expansion of tech-
nical talent and the adoption of Agile software development meth-
odologies provides a robust framework for success.

I'll close by noting that in addition to the shift in technical ap-
proach, we need a mindset shift. Unlike hardware procurement,
software delivery never reaches a discrete endpoint for both the
front and back-end system development. We should anticipate
needing to devote time and resources to continuous development
cycles that will maintain and continuously improve the technology.

Thank you. I'll now turn over to Honorable Stacey Dixon to dis-
cuss the implementation of the Trusted Workforce 2.0.

[The prepared statement of the witness follows:]
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Chairman Warner, Vice Chairman Rubio, and distinguished members of the Committee, I
appreciate the opportunity to testify before you today on the National Background Investigation
Services, or NBIS, program, and our efforts to support a modern, end-to-end personnel vetting
process.

As you heard from the other witnesses, the Chief Digital and Artificial Intelligence Office
has partnered with our colleagues across the Department of Defense (DoD) to realign NBIS
governance and development processes through the Defense Counterintelligence and Security
Agency (DCSA) 90-day Recovery Plan.

In February 2024, the Under Secretary of Defense for Intelligence and Security
(OUSD(1&S)) requested the Chief Digital and Artificial Intelligence Office (CDAO) and its
Defense Digital Service (DDS) to perform a technical assessment of NBIS.

To formulate recommendations, we conducted a 90-day discovery initiative, in close
cooperation with DCSA. During this process, the CDAO team learned about the overall problem
space, user needs, as well as mission and technical requirements. We then worked with partners
across DoD to ensure any proposed technology changes aligned to the full set of requirements
for NBIS.

As we’ve seen in other enterprise-level implementations within DoD and with analogous
examples in private industry, modernizing and scaling a technical capability doesn’t just require
a change to the underlying technologies but also a change in mindset and culture. For that
reason, our recommendations highlight both the “what” (i.e., the technology) and the “how” (i.e.,
the people and processes).

CDAO made a number of specific recommendations to help DCSA deliver a technical
NBIS solution that meets the needs of DoD and the federal government. These include:

1. Data Architecture: Rather than treat NBIS as a single, monolithic system, we believe
the best approach going forward is to maintain a modular architecture to enable flexibility
and adaptability for future changes. That modularity allows NBIS to leverage existing
applications that are working well today and focus resources on addressing other
components with the greatest technical risk.

To drive down technical risk, we recommend migrating to more modern and reliable
compute and storage infrastructure using modern software engineering approaches. This
then allows NBIS to achieve modularity more rapidly by investing in Application
Program Interfaces (APIs). These essentially create common connectors between
different components.

This process to connect different components will also rely on identifying and
consolidating data sources, developing data standards, and deduplicating data where it
exists, with the ultimate goal of having a shared data service.
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2. Build the Right Teams: CDAO and our DDS team believe having the right people,
with the right skillsets, is critical to delivering on our technical recommendations.

In particular, this includes a team developing a BI application using Trusted Workforce
2.0 as a first principle and ensuring an appropriate government and contractor workforce
with technical skills, data and IP rights management, and API interface design and
maintenance.

This also includes integrating product trios of product manager, user experience/research
& design, and engineer, and aligning teams on products rather than features or
capabilities.

3. Adopt digital transformation best practices: It is essential to recognize the unique
challenges of conducting agile software development within the government sector. Agile
methodologies, which emphasize iterative progress, flexibility, and customer
collaboration, can often conflict with perdurable government processes and deep-seated
culture.

This includes adopting an agile and customer-first mindset across all organizational
levels to foster a cohesive, responsive, and efficient working environment. To support
that, we should align requirements gathering to User-Centered Design and Agile software
development within the NBIS Program Office and ensure the Authorizing Official (AO)
responsible for cybersecurity follows an approach that affords iteration while maintaining
compliance.

Leveraging the elevated requirements and acquisition processes, we believe these
technical recommendations enable the NBIS program to significantly improve its system
architecture, organizational structure, and user experience, ultimately ensuring a more secure and
efficient background investigation process for DoD and the federal government.

While the path to moderizing our personnel vetting systems faces challenges, the
strategic decision to build upon existing systems, combined with the expansion of technical
talent and the adoption of agile methodologies, provides a robust framework for success. With
these measures in place, NBIS is well-positioned to enhance the efficiency, security, and
effectiveness of our personnel vetting processes, ultimately strengthening our overall national
security infrastructure.

Lastly, and perhaps most important, we need to acknowledge that software delivery never
reaches a discrete endpoint. Unlike hardware procurement, we should anticipate to always
devote time and resources to maintaining and improving the technology. This is a mindset shift
that needs to be applied to NBIS.

CDAO looks forward to continuing to work with DCSA in designing, developing, and
deploying a viable, desirable, feasible, and usable NBIS program.
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Thank you to the members of this Committee for your ongoing support and collaboration,
and I look forward to answering your questions.
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STATEMENT OF STACEY DIXON, PH.D., PRINCIPAL DEPUTY DI-
RECTOR, OFFICE OF THE DIRECTOR OF NATIONAL INTEL-
LIGENCE

Director DIXON. Chairman Warner, Vice Chairman Rubio, Mem-
bers of the Committee, thank you for the opportunity to appear be-
fore you today to discuss personnel vetting reform.

I am pleased to represent the Director of National Intelligence,
Avril Haines, who serves as the security executive agent for the
Federal Government. In this role and as head of the Intelligence
Community, she develops and oversees policies and standards for
determining an individual’s eligibility for access to classified infor-
mation and to occupy a national security or sensitive position.

Trusted Workforce 2.0 helps us ensure vetting processes are ef-
fective, timely, fair, and secure. It is centered around a risk-based
model that leverages modern IT, improves timeliness, reduces com-
plexity, and eliminates repetitive and duplicative investigative ac-
tions. Doing so improves the mobility of the workforce to respond
to mission needs and helps us detect and mitigate risk earlier.

We've established a more consistent vetting foundation by cre-
ating guidelines and standards that identify intended outcomes for
personnel vetting. Despite many achievements, much work re-
mains. Implementing the most aggressive security clearance reform
in decades takes time. The Honorable Harris, the other PAC prin-
cipals at OMB and OPM, and I work diligently to address clearance
reform challenges in an intentional way, taking into account views
from multiple partners, to include Congress.

We acknowledge there are still areas where we must together
plan for how best to achieve success. Reciprocity and the broader
transfer of trust is one such area. The security portion of reciprocal
determinations continues to improve, with most agencies com-
pleting that determination within five days. Nevertheless, other
transfers of trust take more time as one would expect. Factors such
as polygraph requirements, medical evaluations, new continuous
vetting alerts or the new job requiring different kinds of access to
sensitive information may also increase the time it takes to move
individuals from one agency to another.

There’s also an increased demand for expanded transparency be-
tween agencies related to personnel mobility. To address this chal-
lenge, we're developing software that will provide greater visibility
for the gaining agency, so they have direct access to information
they need to make transfer of trust determinations.

Measuring the success of Trusted Workforce 2.0 is also impor-
tant. Therefore, we’re working to create a more automated solution
to assist agencies in reporting their metrics.

In closing, we believe it is imperative we stay focused on improv-
ing and completing implementation of the Trusted Workforce 2.0
transformation. The success of this personnel vetting reform effort
will continue to require strong senior leadership commitment as
well as Congressional support.

Thank you for the opportunity to testify before you today. We
look forward to your questions.

[The prepared statement of the witness follows:]
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Chairman Warner, Vice Chairman Rubio, and Members of the Committee, thank you for the
opportunity to appear before you today to discuss personnel vetting reform milestones
achieved to date as well as the next steps moving forward.

| am pleased to be here representing Director of National Intelligence (DNI) Avril Haines, who
serves as the Security Executive Agent for the Federal Government. As the Security Executive
Agent and head of the Intelligence Community, the DNI develops and oversees policies and
standards for determining an individual’s eligibility for access to classified information or to
hold a sensitive position. Her responsibilities include developing and issuing uniform and
consistent policies and procedures, along with exercising oversight, to ensure that these vetting
processes are effective, efficient, timely, fair and secure.

Since | last spoke before this committee on the topic of personnel vetting reform in March of
2023, implementation of Trusted Workforce 2.0 has continued to mature and have a positive
impact on our entire Federal Workforce.

The current Trusted Workforce 2.0 effort is transformative — it is centered around a risk-based
model that leverages modern IT, improves timeliness of personnel vetting, reduces complexity,
and eliminates repetitive and duplicative investigative actions. By making personnel vetting
processes more consistent across the government enterprise, leveraging technology and
automation, and shifting away from the traditional periodic reinvestigation model, Trusted
Workforce 2.0 seeks to deliver talent to the mission faster. Doing so improves mobility of the
workforce to respond to mission needs and aids the ability to detect and mitigate risk earlier.

Through the issuance of several policy documents, we have established a more consistent
vetting foundation by creating guidelines and standards that identify intended outcomes for
personnel vetting. We have created an engagement approach that emphasizes trust in the
process and shapes a culture of personal accountability and shared responsibility between the
individual being vetted and the personnel vetting practitioners. We have revised the
investigative standards and issued new performance management standards to ensure that
personnel vetting practitioners are satisfying goals and measures in line with expected
outcomes of Trusted Workforce 2.0.
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Agencies have identified Trusted Workforce 2.0 Senior Implementation Officials and our teams
work very closely together to ensure implementation of these policies is progressing effectively.

Based on extensive feedback from personnel vetting practitioners, agencies, and the public, we
have modernized the Personnel Vetting Questionnaire (PVQ) to improve our ability to collect
information more comprehensively and aligned with the revised investigative standards.

We have successfully implemented the continuous vetting capability for our National Security
population that allows the receipt of information in near real time. Data generated through a
combination of ongoing automated record checks, user activity monitoring, adjudicatively
relevant insider threat information, self-reporting and agency specific information creates the
ability to respond to issues much more quickly.

Not only does Continuous Vetting improve the protection of IT systems, facilities, people and
mission, it also introduces a robust wellness factor by allowing earlier identification of problems
such as financial hardships, substance abuse, and addictive behaviors, as reflected in collected
information. By identifying these issues more quickly, agencies are able to intervene earlier
and leverage available resources within the government to provide the assistance employees
need.

We are now looking to expand the continuous vetting capability to the Non-Sensitive Public
Trust (NSPT) population. This effort will ensure the delivery of a trusted workforce beyond just
the National Security population.

Despite all of these achievements, much work remains to be done. Implementing the most
aggressive clearance reform effort in decades has taken longer than we had hoped. The
important thing is that we get this right and maintain the right balance between delivering a
trusted workforce and managing risk.

Streamlining reciprocity and the broader transfer of trust are examples where work continues.
Improved personnel mobility across the enterprise is a major goal of this effort. Reciprocal
determinations from a security perspective continue to improve with most agencies completing
that determination within five days. This is evidence that a Top Secret clearance sponsored by
one agency is accepted by a gaining agency without additional vetting. Despite these favorable
statistics for reciprocal determinations made by personnel vetting practitioners, the actual
transfer of trust from one agency to another takes more time, as would be expected. Factors
such as polygraph requirements, medical evaluations, access to more sensitive information or
more restricted IT networks, and continuous vetting alerts may increase the time it takes to
move individuals from one agency to another, especially within the Intelligence Community.

Another rising issue related to personnel mobility is transparency. Favorable Transfer of Trust
and reciprocity determinations are achieved based on the gaining agency accepting the prior
vetting of an individual. Previously, the date of an individual’s background investigation was a
factor in that determination. As we pivot to continuous vetting and eliminate the common
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practice of confirming the date of a reinvestigation, we are receiving a demand signal from
gaining agencies who are requesting more transparency into actionable CV alerts, previously
submitted information collection forms, HR related actions such as medical evaluations, and
self-reported activities.

In response to the increased demand for expanded transparency between agencies related to
personnel mobility, we are working to deliver a high side Information Technology (IT) solution
that will provide greater visibility into the information needed by the gaining agency. The
Transparency of Reciprocity Information System (ToRIS) will allow agencies access to required
information on an as needed basis with the intent to enhance Transfer of Trust determinations.

ToRIS is not duplicative of NBIS, and will leverage some NBIS capabilities such as the electronic
application (eAPP) function, allowing applicants to submit their required paperwork in eAPP
and then have an IC element transport that information to the high side for processing.

Regarding hiring timelines, within the Intelligence Community, we are seeing an overall
improvement. In parallel to Trusted Workforce 2.0 implementation, the ODNI has been driving
a 180-day hiring timeline initiative. This initiative requires IC Elements to streamline efforts and
improve efficiencies in each facet of the hiring process. The Performance Management
Standards are looking to further decrease that hiring timeline to an aspirational 130 days within
the next four years, as we agreed to during the March 2023 Personnel Vetting hearing.

Measuring the success of the Trusted Workforce 2.0 effort is imperative. Embedded within the
ODNI National Counterintelligence and Security Center is a metrics collection team who gathers
data from across the Federal Government to assess the performance of agencies’ personnel
security vetting programs, to include timeliness. This team is working to create a more robust
template aligned to the recently issued Federal Personnel Vetting Performance Management
Implementation Guidance (PMIG). This new template will assist agencies in transitioning to the
new reporting requirements of Trusted Workforce 2.0 with as little disruption as possible while,
at the same time, allowing for automated data collection that can be analyzed more effectively.

In order to enhance this automated process, we are working to deliver an IT capability called
Security Metrics and Quality Reporting Tool (SMART), which reimagines how customers interact
with personnel vetting performance data. SMART will simplify data management, foster greater
collaboration among users, and ensure robust data protection measures for enhanced security.
SMART-provided indicators and measures will not only provide the information oversight
entities require to ensure the success of the Trusted Workforce 2.0, but will give agencies the
insights they need to sustain healthy personnel security vetting programs that promise a
trusted workforce across government.

Along with my colleagues here alongside me, as well as with PAC Principals, OMB and OPM, we
are working collaboratively to address gaps in the clearance reform effort as Department and
Agencies continue to work through their implementation strategies and initiatives.
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My colleagues and | work with and take into account views from multiple partners including
interagency security personnel, civil liberties and privacy experts, legal advisors, hiring officials,
industry partners, and Congressional Committees.

| would like to particularly emphasize the important role that our industry partners play as they
have been instrumental in our ability to make sustained progress. We have intentionally
increased our engagement and outreach with industry representatives. Their voice and
advocacy for transformation has tremendously assisted the Trusted Workforce 2.0 team in
identifying challenges and addressing their concerns. As an example of this collaboration, the
ODNI is working to promote enhanced information sharing and facilitate clearances for
companies’ key management personnel. These are both issues previously raised by this
committee.

In closing, we believe it is imperative to stay focused on improving and completing
implementation of the Trusted Workforce 2.0 transformation. The success of this personnel
vetting reform effort will continue to require strong senior leadership commitment and support
from Congressional leaders such as yourselves.

Thank you for this opportunity to testify before you today — we look forward to addressing any
questions you may have.
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Chairman WARNER. All right, Senator Rounds, what do you have
to say for yourself? [Laughter]

No, no, no, you’re not up on the panel.

So, you know, there’s some really tough questions that need to
be asked. But let me make clear, while Deputy Director Dixon has
been on the PAC, the oversight board, she was not directly respon-
sible for some of the details of some of this, although I will ask why
the PAC didn’t catch it.

Dr. Plumb has been brought in as one of the experts to help us
figure it out. And you know, Mr. Cattler and Secretary Harris were
not there when the screw ups took place. So, while I'm going to be
very tough on them, my hope is that we can get some answers. But
I want to make clear that for the most part, these were not the in-
dividuals, unfortunately, that were directly responsible. And I will
add as well, some of the people who were responsible have almost
all left the government, and they got quite an earful from me in
the interim.

And just to put this, again, in a little bit of context, March of
2023, we do our normal update. We're trying to figure out—reci-
procity is a huge issue. You know, you get a security clearance at
DOE or DHS. Even when you had a security clearance at DHS and
you wanted to move from one DHS contract to another, you still
had to go through another process. It was crazy. I remember Dan
Coates, who was on this Committee for many years, when he be-
came DNI and had to go through what took a much longer process
than it should, him having had access to all of the information
from this Committee. So, we've been working this process, trying
to drive the wait time down, trying to make sure that a clearance
wouldn’t have to be redone all the time.

And you know, to try to do this where we have continuous vet-
ting using technology—not sending retired FBI agents out to check
whether somebody actually went to college X—makes sense and
should bring about a more efficient system. But as we said, for a
program that was supposed to be done by 2019, and you can go
ahead and start the clock, I'm not going to go forever on this. This
was supposed to be in 2019. And in 2023, we were led to believe
that things were going along even though there had been delays.
The amazing thing was, in September of '23, at NBIS there was a
sudden deletion of 90 terabytes of information. That’s a lot of infor-
mation. Now luckily, there were some backups that were able to re-
store that. But we asked if you hadn’t had that “holy heck!” mo-
ment, would this Committee have ever been informed of how
screwed up things were?

To give a framework at DCSA 5,400 employees, roughly about
1,000 of them, almost all the time we’re working on this project.
The outside contractor had 1,000-plus people working on it. The
contractor was to my understanding developing a program that
would have never scaled to meet the needs.

How did this go on without anybody saying—of a few thousand
people, contractors, and government employees saying this isn’t
going to work?

Now some of this is due to fixed price contracts, where I don’t
believe we've actually set the incentives in the right place to get
a product that’s deliverable. But it still begs the question of, my
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gosh, if there hadn’t been the misplacement of 90 terabytes of data,
when would we have been informed?

Starting in about November, December, we had a series of meet-
ings I did with others, with former Secretary Moultrie on these
issues. And it went from one story to another, getting worse and
worse and worse. So, we've not only wasted—we don’t know for a
project that was supposed to cost in total an initial estimate $700
million and we’re at about $1.7 billion now and we don’t even know
how much it will cost to finish.

You know, for you guys who thought ACA rollout was bad, this
may get close in terms of cost overruns. We need to know what the
expectation would be.

And I'm going to start with Secretary Harris and David, for you
to give us an update. And I appreciate the 90-day sprint. And then
I am going to ask Dr. Dixon, why didn’t the PAC catch this, and
how do we have confidence? We can bring you guys in on a regular
basis, but how are we going to have confidence that this doesn’t
happen again? Because end of the day, as Senator Rubio said,
we've got to guard our Nation’s secrets. And if we can’t get people
cleared and people won’t come to work for the IC and we can’t get
them to move from our contractor community, if we can’t get folks
to move from one contract to another, we’re not going to be as effi-
cient as we should be.

So, Ms. Harris and Mr. Cattler, if you could talk and then Ms.
Dixon, if you could answer.

Secretary HARRIS. Thank you for the question. So first and fore-
most, we are focused on doing this once. So, this sprint effort has
been focused on diagnosing what has gone on with the program
and focused on moving out on an implementation plan that leads
to success. That includes, as I mentioned, new oversight authority,
both for the sponsorship of the program and for the acquisition. So
that will both happen at the Under Secretary level in the Pen-
tagon. This is a cross-functional effort. DCSA needs the full team
at its back.

So, we are also working on clarity on requirements and a new
requirements management process. That will be in conjunction
with our partners in the PAC to ensure that we understand what
the system needs to deliver, how our customers are using it, and
what needs to be integrated into the roadmap for future develop-
ment.

We are also working on, as you referenced, this roadmap for de-
livery so we have some predictability, so we can measure how we
are doing against those goals, and that we can better mark where
we have delays or other technical problems that are interrupting
the development cycle. And finally, we are working to develop a re-
liable funding profile aligned to that new roadmap.

As David alluded to in his statement, we are conscious that we
need to, as the Department, take the costs of this delay and fund
those internally. We are working through that in our current pro-
gram budget review, but we are confident that we can continue to
deliver this program if we align to these goals.

Chairman WARNER. Well, I would like brief answers because I'm
chasing away my colleagues. But I'm going to be here as long as
it takes. So, I've got lots of rounds of additional questions. But you
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know, and I appreciate, Mr. Cattler, you coming in to take this on
because it it’s a mess and I appreciate that.

But if you could briefly—and then Secretary Dixon or Director
Dixon, could you briefly, because I want to make sure everybody
gets a bite.

Stacey, I'm going to save you for my second round, so you get a
reprieve, but how do we make sure that we’ve actually got a plan
and please give as much specificity as possible, but briefly. And I
have lots of follow ups for later.

Director CATTLER. Well, thank you, Chairman. I'd just reinforce
what the acting Under Secretary said. First by saying that I joined
literally a week before that 90-day period began for the review and
was able to then plug into that fully. And I'm confident that we
brought the right people to bear to take a hard look at this.

From my perspective, we considered personnel—personnel exper-
tise, as a first basket. We looked at procurement as a second and
we looked at oversight as a third. And we’ve both made many
points already, but happy to amplify on what the specifics were
that we went through as we did that review.

But moving forward, we have new oversight authorities. We will
have clarity on program requirements and new requirements man-
agement process. And I think it’s important to say here that the
Trusted Workforce requirements, as well as those in NBIS as ini-
tially conceived are understood and sound. I think the problem
really was their interpretation and making sure that my agency
had what it needed in terms of its knowledge and capability to ac-
tually deliver properly on those requirements. And this was a large
part of this discovery process as we went through it.

We will also have an updated and good vetting capability road-
map for delivery and a reliable funding profile aligned to that new
roadmap. After its approval, we will also get that outside inde-
pendent cost estimate to be even more confident and in compliance
with policy and the statute and be sure you have the right docu-
ments.

So, at the end of this 90 days, we will have delivered an updated
set of acquisition documents. This revamped requirements govern-
ance procedures, Agile training and documentation. As Dr. Plumb
has also said, we’ve brought in some new people. We know where
our gaps are in the skill sets that we need to hire on the govern-
ment side. We're working with the contractor as well on actions
that need to be taken there. And we are also evaluating the re-
quirements baseline. Sir, I have a lot to say on this point, but
again in the interest of time, I'll stop.

Chairman WARNER. I'll come back around. Senator Rubio.

Vice Chairman RUBIO. So this could be to Director Dixon or Sec-
retary Harris or both. The continuous vetting in the National Back-
ground Investigation Service is not mandatory for all the agencies
and departments to use as their system under the Counterintel-
ligence and Security Agency. This directly, I think, impacts over-
sight by ODNI as the security executive agent. Additionally, con-
tractors have a real tough time being able to plan and train to
these very different systems and it’s not easy to track whom to con-
tact for security clearance tracking and reciprocity.
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So DCSA and NBIS systems of security clearance do not cover
or support the IC. Why is that? And what is the plan going for-
ward? In particular, what about reciprocity for employees that are
moving, for example, from CIA to DIA?

Director DixoN. I will take that one, Sir.

You’re absolutely right that DCSA does not cover the Intelligence
Community. We have a number of agencies within our community,
and we essentially allow them to determine the types of risks that
they’re willing to take as they’re bringing on board their folks. So
they do their own. Many of them do their own investigative service.
They also have enhanced vetting processes, to include polygraphs,
medical, some psychological screenings that DCSA does not pro-
vide. But those are what they believe they need to bring on board
the kinds of folks that they need for their particular workforce. To
expect DCSA to do that sort of tailoring for different agencies to
deliver what they need is something that we wouldn’t put on them.
We believe that the agencies themselves are best positioned to
bring their folks on and know what kinds of vetting they actually
need to do. We are very comfortable with what DCSA does for the
rest of the government, but with respect to the Intelligence Com-
munity, because it is so variable between the agencies, it’s better
for them to be able to actually pick their processes.

Vice Chairman RUBIO. So which agencies don’t use NBIS and
DCSA’s CV program? Which are the agencies that do not?

Director DIxON. We have within the CV particular——

Vice Chairman RUBIO. Yes.

Director DixoN. Continuous vetting is done by everyone.

Vice Chairman RUBIO. Right.

Director DiXoN. It’s just done differently. We have a continuous
evaluation system that we use within the Intelligence Community,
but it uses many of the same reports and data sources that the CV
does—it uses for DCSA. So there’s commonalities there. It is just
a different system that we run.

David, do you want to ?

Director CATTLER. Yes, thanks.

I'll just add from the DCSA perspective, we’re managing enroll-
ment and alert resolution for 3.8 million Department of Defense,
military civilian, and National Industrial Security program contrac-
tors, but also for 44 non-DOD federal agencies. So it’s a very large
population that we’re handling outside the IC.

Vice Chairman RUBIO. So is not having a sort of a single—or at
least as a baseline—a single NBIS like system for the federal gov-
ernment, doesn’t that hamper efforts at reform and oversight, be-
cause we're in essence dealing with all these silo type systems?

Director DIXON. Our answer actually would be no, Sir. Because
Trusted Workforce 2.0 is bringing in the standardization and the
guidelines, so that even though we’re using different investigative
processes, the underlying principles behind them are the same.

And what will happen with a clearance, the types of security
clearances that are being granted, the types of vetting that’s being
done is similar across the board. When it comes to the IC, we just
require more than some of the other government agencies and so
we’re handling that “more” section. So it’s really the baseline and
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foundation are similar. It’s just the extra parts are different for
what our community needs.

Vice Chairman RUBIO. Okay.

Chairman WARNER. Senator Wyden.

Senator WYDEN. Thank you. Thank you very much, Mr. Chair-
man. And let me say to our panel, years ago, when Senator Moran
of this Committee and I started on the declassification reform
issue, we learned that a staffer actually had to trek around from
office to office with a blue bag waiting around for approval and I
always wondered whether this took so long that the staffer had to
pack a lunch because it looked like they were out there for great
lengths of time. This was because Senator Moran and I found that
the different systems didn’t talk to each other. So we’re going to
start speaking English now about exactly what is at issue. Then
with digital records, they just overwhelmed this broken system.

So, I had a number of conversations with Director Haines. And
she said: you and Senator Moran are absolutely right, and we've
got to get serious about it. And she went and gave a big speech in
Texas with Senator Cornyn, who’s taken a great interest in it, and
she said we're going to reform it.

So, I want to ask some questions now of you, Dr. Dixon, to pick
up where we left off on this kind of setting-the-table that I have
done here.

You were last in our hearing last March, and I asked then and
I'm going to ask now: Has any progress been made in the Adminis-
tration’s rewrite of the Executive Order governing classification
and declassification?

Director DIXON. The Administration continues to make progress
on that. I believe that they will have some upcoming deliverables
over the course of the summer that we’re all looking forward to.
But it’s been a very collaborative process across the interagency,
making sure that everyone’s equities are being taken into account.

Senator WYDEN. So you expect that we’ll get that this summer?

Director DIXON. I believe that is their goal.

Senator WYDEN. Okay. Now obviously, real reform means you got
to have somebody in charge. Is the Administration any closer to
desigsnating an executive agent for classification and declassifica-
tion?

Director DIXON. I would say part of the Executive Order con-
versations that they’re having involve who that executive agent
will be for declassification.

Senator WYDEN. So, will we be close to actually getting an execu-
tive agent for classification and declassification, in your view, by
fall? That’s a “yes or no” answer.

Director DIXON. I'm not in charge of the process. Their goal is to
deliver

Senator WYDEN. Who is? Who is?

Director DiIXON. The Administration itself is actually delivering
the Executive Order update. And once they deliver that, part of
that is a description of who will be the declassification executive
agent. Once that is defined, they will then go about filling the proc-
ess.

Senator WYDEN. So when do you believe we’ll have an executive
agent for classification and declassification? Because that’s key.
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You know, in other words, Senator Warner, Senator Rubio are talk-
ing about all kinds of very serious things. And I think back
through some of what Senator Moran and I have been through and
the first thing we got to do is figure out how to put this in terms
people can understand. The system we found with the person and
his blue bag made a mockery out of what government is supposed
to be all about.

I'm at the point, I'm now, I believe, the longest-serving member
of this Committee. I think we’re at the point where the classifica-
tion system is so broken, we can’t even necessarily figure out who
the bad guys are and who the good guys are. So I hope you’ll take
back—and I’'m going to be on the phone with Director Haines very
quickly on this question of when we’re going to get an executive
agent for classification and declassification.

Director DIXON. In the meantime, Sir, we’re also making some
strides to actually improve declassification. But I do believe once
the EO—the Executive Order is delivered, it will explain who the
Executive Order agent for classification is.

Senator WYDEN. Okay. So one last question. My time is short.
For you, Ms. Dixon.

So I think it is generally believed that declassification reform is
going to save taxpayers some money in the long term. But we're
going to have to have some investments in order to modernize the
current obsolete system. Has the ODNI arrived at some estimates
for how much declassification reform will cost in the next few
years? A. And B, will you make public what those estimates are?

Because we have spent so much money on this, I think people
have a right to know what’s the answer to that. And I guess I got
eight seconds to get it under the gun.

Director DIXxoN. With respect to the first one, we are in the proc-
ess of figuring out what tools, capabilities, incentives we need to
actually put in place so that people are thinking more about what
information they can declassify versus how we’ve been protecting
it in the past. I will take back whether or not we’re going to be
publicizing that number.

Senator WYDEN. Just know—and I'm going to say it right here.
Senator Rubio, kids me from—We’re going to have a real fight if
there is a resistance to making those estimates public. We have
spent so much money for so long. The public’s got a right to know
on where we go from here, especially given the fact that my Chair
has asked these serious questions and we’re kind of in the dark
about what’s happening with the delay, so that’s

Chairman WARNER. Ron, you know we had

Senator WYDEN. Thank you.

Chairman WARNER. [continuing]. We took your and Senator
Moran’s bill. Senator Cornyn had a lot of work on this. We built
it in. We went even further and it was all in the IAA last year.
And it ended up not being this Committee; it ended up being some
of our colleagues in the House. And we've still got many of those
provisions in this year’s IAA. So we are not letting go of that and
appreciate the great work that you and Senator Moran have done.
And I know Senator Cornyn has been an advocate on this as well.

Senator Cornyn, you're up.
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Senator CORNYN. Well, let me start with where Senator Wyden
left off, and Senator Warner. The Sensible Classification Act that
we passed last year. Part of that required studies and rec-
ommendations on the necessity of security clearances.

I believe the testimony we've heard was that there are four mil-
lion people with security clearances in America. If four million peo-
ple are supposed to keep the Nation’s secrets, it seems to me that
there’s a lot of not secrets being kept. I mean, that things are not
secret. And we’ve learned that some of the FTEs require a security
clearance without regard to actually the necessity of that person
getting a security clearance and the like.

So what I wanted to ask is, have the agencies that you oversee
begun the studies on the necessity of security clearances, including
a description of how the agencies will make sure that the number
of security clearances granted will be kept to a minimum?

Let me start with you, Dr. Dixon.

Director DIXON. I actually don’t know the answer to that ques-
tion. I will go back and find out whether the studies have begun.

Senator CORNYN. That concerns me. You're the Deputy Director
of National Intelligence and you don’t have that information?

Director DixoN. That particular one, no, Sir, I do not.

Senator CORNYN. Any of the rest of you have any knowledge of
any studies that have been done or are in the process of being done
as required by the statute?

[No response.]

Okay. Well, that’s kind of not a great start.

Let me go back.

As I understand it, the Counterintelligence and Security Agency
was established in 2018. Of course, the NBIS, the personnel vetting
system, was supposed to be the NTI—end to end IT infrastructure
to enable the comprehensive personnel vetting on a single platform.
It was originally supposed to be completed by 2019—that was five
years ago—at a cost of $700 million. But here we are, five years
later, and the program is not operational and $850 million has
been spent.

Can any of you tell us when the NBIS will become operational?

Secretary HARRIS. So we have delivered some NBIS capability to
date. At this time, as part of the 90-day effort, we are re-baselining
to make sure we understand exactly

Senator CORNYN. That means you're starting over.

Secretary HARRIS. We are not starting over. As I think you've
heard some of the other witnesses talk about, we’re looking to
make sure that we can use what has been built. We are exploring
exactly what needs to happen going forward to ensure we meet the
full level of capability that is expected from the system.

At this time, we are in the process of refining exactly our under-
standing of that timeline. I commit to this Committee——

Senator CORNYN. In other words, you can’t tell us at this point.

Secretary HARRIS. I cannot tell you at this point. What I can
commit to is that we will keep this Committee informed as those
estimates take shape.

Senator CORNYN. Yeah.

Secretary HARRIS. We are going through the process as I dis-
cussed to work with the Under Secretary for Acquisition and
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Sustainment. As part of that we are re-baselining the program. We
will have an independent cost estimate. All of these are things that
I }fommit to keeping the Committee informed on as this work takes
shape.

It couldn’t happen in 90 days. This is a month-long effort. But
we are fully committed to making sure that you have the full visi-
bility as it comes together.

Senator CORNYN. So you can’t tell us when the NBIS will be
operational at this point.

As I look at the new NBIS program manager and program execu-
tive officer has identified, it looks like four main reasons why this
program is overdue and overbudget. One was the trouble with re-
quirements. The second is too much focus on technical debt. The
third is poor contract management. And the fourth is insufficient
time and criteria for review. The GAO, the Government Account-
ability Office, has conducted multiple studies and made a variety
of recommendations.

. Arg those recommendations being implemented in the current ef-
orts?

Director CATTLER. Senator, yes, they are. We’re taking corrective
action on those. That’s one commitment that I make to this Com-
mittee and to my agency.

Senator CORNYN. And who is in charge in the sense that there
needs to be somebody held accountable? And as long as everybody
is accountable, no one’s accountable. Who is in charge of making
sure this program is back on track and will be delivered as prom-
ised?

Secretary HARRIS. So, I believe that as the program sponsor, the
Under Secretary for Intelligence and Security has responsibility,
and it is a shared responsibility with the Under Secretary for Ac-
quisition and Sustainment, to ensure that this program is suffi-
ciently overseen and that we are doing this soundly and in line
with the requirements as they have been laid out.

Senator CORNYN. So the Department of Defense is responsible?

Secretary HARRIS. The Department of Defense is responsible.
And we are fully committed to making sure that this is the path
to success for NBIS as we move forward.

Senator CORNYN. Well, it is no surprise to me that a program as
complex as this that is overdue and over budget when apparently
the most basic requirements were never identified initially; is that
correct?

Secretary HARRIS. I think the requirements were outlined in
Trusted Workforce 2.0. I think what we had was a breakdown in
how those requirements were being managed into technical re-
quirements for the development and how we were taking account
of the delays in that process. And that is something that we are
seeking to remedy immediately with more proactive oversight from
the Under Secretary of INS’s office in partnership with DCSA as
we look to make sure we put this on a sound foundation.

Senator CORNYN. My time is overdue.

Chairman WARNER. One, I think you can all get nod. Dixon on
classification. The other folks who are here, it’s more on security
clearance reform. But to add kind of insult to injury, you know, you
got a thousand people at DCSA working on this, and a thousand
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people at Peraton, the contractor, working on this and why nobody
raised their hand earlier is something we’re going to get to at some
point today.

Senator CORNYN. Well, Mr. Chairman, if I could just add? The
fact that there’s a couple thousand people working on it doesn’t
mean that they know what they're doing or they’re working in
alignment toward an achievable objective on a timely basis. To me,
that seems like the biggest problem here is lack of leadership and
a lack of any accountability. And I grant that they’re working on
it, but I don’t think that’s a great answer.

Chairman WARNER. We do have new people in because it was—
I wish we would have done this when the prior people were here
so we could, you know, appropriately scour. And again, when we
get around to another round, Dr. Plumb has got—because she’s got
a team that has been helping try to help figure this out as well.

Senator Bennet.

Senator BENNET. Thanks, Mr. Chairman, and I appreciate your
mentioning that.

Dr. Plumb, that’s actually where I'm headed, so I appreciate it.

Mr. Chairman, we have heard what a disaster the development
of the National Background Investigation Services has been. And
it sounds like, I hope, the review team has a clear understanding
of what needs to happen to get this back on track. And I look for-
ward to regular updates on the progress.

Others have covered the costs here. I want to focus on the sched-
ule delays.

GAO reported in June 2023 that 16 of the 25 major IT business
programs at DOD reported cost or schedule changes since January
2021, including 12 that had cost increases ranging from $43,000 to
$194 million; had scheduling delays. I think there were 12 ranging
from 3 to 33 months. And program officials attributed the changes
to factors such as new requirements and unanticipated technical
complexities that I'm sure drove scope in some way that might
have been predicted, I guess.

But my question is broader than NBIS. It gets at the pattern of
large-scale IT acquisition and software development across the fed-
eral government. The Chairman mentioned FAFSA and our vet-
erans’ health systems, but we could list what feels like an endless,
endless, endless list of examples. By the way, examples where peo-
ple are here to do the work, but never here for the accountability
when we’re doing our oversight. The IRS, you know, comes to mind,
in my mind, actually recently as a decent implementation. But I'll
put that to one side.

Dr. Plumb, in your statement for the record, you laid out three
key points that this team will adopt: fixing the data, architecture,
and adopting a modern approach; building the right team with the
right skills and technical acumen; and adopting digital trans-
formation best practices.

My question is, why can’t we seem to adopt these principles
across the federal government or at least in the IC and the DOD?
Until these principles are mandatory, we're going to experience
these failures again and again, wasting time and money and failing
to deliver for the taxpayers. Would you like to say a word about
that, Dr. Plumb?
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Dr. PLuMB. Thank you, Senator. I think maybe the way to start
this is, fundamentally our acquisition models in the U.S. Govern-
ment and the Department of Defense in particular have remained
hardware-centric. So we fund them in similar ways to the way we
fund hardware procurement. And we use future delivery as our
milestone markers for progress on them.

Companies that manage IT successfully with minimal disruption
to users have a more continuous integration and continuous deliv-
ery and deployment pipeline process that. for instance, only takes
software offline for very short periods of time to do upgrades and
invests 70 to 80 percent of the total program costs into the backend
data architecture and infrastructure as compared to the frontend
user interfaces and features.

So inside the broader question of software acquisition, while we
have authorities and the software acquisition pathway, the tradi-
tional program management oversight and processes have tended
to drive focus on the wrong areas. That creates both a prioritization
problem where prioritization is on frontend user interfaces and new
features rather than backend investments and funding issues be-
cause those backend technical complexities cost money and take
extra time.

In the context of NBIS, driving our recommendations is really fo-
cusing on those backend improvements, keeping what we can,
building new things where we need to and then marrying that up
with an agile continuous process for software development and de-
livery so that we don’t face these problems again in the future.

And I'll just close by saying that while we, of course, want to get
to the point where we’re meeting the full set of the requirements,
there’s no point at which this is “done.” And I think moving to a
mindset where this is a continuous development and improvement
process, that we’ll continually manage and upgrade the backend
technology and frontend features, is part of what can prevent this
in the future.

Senator BENNET. Dr. Plumb, with the last 30 seconds that I
have, could you talk a little bit about the Defense Digital Service?
Is this the type of team that we can bring in that agency, working
with either the principles that you’ve described or some rationale,
at least, could help make a difference in these kinds of implemen-
tations?

Dr. PLuMB. Absolutely. The Defense Digital Service focuses on—
they serve as our chief product office inside the Chief Digital and
Al Office in the Pentagon. They focus on what we call product
management approach to delivery, which means they combine a
product manager who owns a roadmap in that Agile development
process oversight with software engineers and user experience de-
signers and researchers.

The idea of what we call product trio is to focus on turning the
requirements that come in from customers into technical require-
ments and roadmaps and then ensuring that there is a systematic
execution of those that are linked to continuous testing and user
experience. And this team is one that we apply to major issues and
concerns inside the department that rise to a priority senior-leader
level like NBIS.
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Senator BENNET. Thank you, Dr. Plumb, for your oversight of
this. It’s going to be hard to get to the bottom of all of it and I'm
grateful that you’re making it a priority.

Chairman WARNER. Senator Rounds.

Senator ROUNDS. Thank you, Mr. Chairman. Away we go.

I think I really want to focus on one particular issue to begin
with. And I think, Deputy Dixon, I think I'm going to focus with
you simply because you come with DNI. What I'm curious about is
we’re doing our best here to identify and to be able to get folks in
for security clearances and getting them through is extremely frus-
trating and it is in all branches of government. But at the same
time, we want to make sure that we keep these individuals and
that they feel that they are appreciated and that their service is
meaningful and that basically we have their back.

The reason why I lay it out that way is because most recently,
for the second time now on a “60 Minutes” display, we talked about
the AHI or the anomalous health incidences in which individual
members who are well respected within your community have
clearly identified health issues that they attribute to specific identi-
fiable incidences that have occurred.

Now we’ve had classified briefings on the topic and I understand
that this is a very sensitive area. But I think for the individuals
that are outside of those meetings that we have, individuals that
are within the community, I think we should publicly talk about
how we are going to address their concerns. And probably to the
American people that this is not something which is being ignored
or put on the back shelf.

Can you share with us, first of all, within your office, who is re-
sponsible and accountable for actually chasing down what is going
on and not just simply the fact that we know that these incidences
are occurring. There’s a recognition of that and we respect these in-
dividuals. But there doesn’t seem to be an attribution or a discus-
sion of the attribution which has occurred. Could you perhaps in
this open discussion at least give us some assurances that this is
an ongoing thing that is going to get followed up on?

Director DixoN. Thank you, Senator Rounds. And absolutely, we
are. Our first priority is taking care of the individuals within our
community. So, our employees, their family members, whoever is
experiencing health challenges as a result of whatever the cause of
the thing is. We have from the top levels of every agency made
sure that it’s very clear that whatever they are experiencing should
be reported. And once reported, we should do our best to get them
the kind of help that they need. If that ends up being a payment
out of the Havana Act, that is one route that they can go. But mak-
ing sure that they get them quick medical care.

With respect to the side of who’s actually looking for and who’s
going after it, it’s really an entire agency—it’s all of IC process, so
it’s not just our organization.

Senator ROUNDS. If it is, with all due respect, if it is everybody,
it is nobody. Somebody’s got to be in charge. I guess that’s what
I'm asking is, who is in charge of this very serious issue?

Director DIXON. It has to be, because the information that we
need to collect is collected by different agencies, different agencies
are responsible for different parts of it. The DNI has very clearly
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stated that it is our plan to not only take care of employees but
to try to close those intelligence gaps that have kept us from being
able to do the attribution that you're talking about. So the DNI at
the top, ODNI can be in charge.

Senator ROUNDS. Okay, so——

Director DixoN. But we alone can’t do it.

Senator ROUNDS. Within the ODNI, the Office of the Director of
National Intelligence, somebody has to be the person responsible
for accumulating, acquiring, and pushing for this information. I
don’t need that name here, but is there a person who is responsible
for getting this done?

Director DIXON. There are different people responsible for dif-
ferent parts. The part of collecting the reports from across the
Community, yes, there are individuals who do that. The part of
making sure that the agencies are out collecting information so we
can close those intelligence gaps, yes, we're overseeing that as well,
so there is not one person doing both parts; but because one is fo-
cused on the work, the people, and the other one is focused on the
adversary or whatever may be causing these things. So there are
individuals——

Senator ROUNDS. And how about the technical side of this? Is
there a person working on the technical side of who is using what
type of a weapons system or a technology? Do we have another per-
son responsible for chasing that down as well?

Director DiXoN. The folks that are overseeing the collection side
are also working with those who have the technical capabilities.

Senator ROUNDS. So now we’re down to just two people basically
that are working on this or that are accountable for putting this
all together?

And is somebody overseeing those two individuals or is that di-
rectly reporting to ODNI?

Director DixoN. Within ODNI we have individuals overseeing
them. So those that are overseeing what’s happening in the Com-
munity with respect to collection as well as what’s overseeing that
the guidance that we’re putting forth on how to take care of our
workforce is being followed, yes, correct.

Senator ROUNDS. So we have one person in charge of each of
those two? At some point somebody’s got to be in charge.

Director DIXON. I think if you were to ask my boss, Director
Haines, she would say she’s in charge. She is the place where it
ends. And so, by default, I am in charge as well. We will make sure
that our communities are doing what we have provided guidance
for them to do, which is to take care of the people and to do our
best to close the intelligence gaps.

Senator ROUNDS. And I don’t mean to belabor this, and I'm al-
ready over my time, but it just seems to me that unless there isn’t
somebody who can look at us and tell us, this is my responsibility.
I'm in charge of getting through this thing. I'm responsible for hav-
ing this thing fixed. Then it means that it’s going to be on the back
side and it’s going to get delayed and we’re not going to get it com-
pleted in a timely fashion.

I simply bring it to your attention because I think we’re going
to have to continue to ask that question until we get a direct an-
swer about somebody who is responsible for following this through
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just to make sure that those folks out there that are suffering
through this and that may be impacted by this in the future know
that it is not on the back shelf.

Director DixoN. Okay. Okay.

Senator ROUNDS. Thank you, Mr. Chairman.

Chairman WARNER. I would say, Senator Rounds, I think, you
know, the vast majority of folks affected were CIA. And CIA was
taking the point. But there were then people that were affected,
DOD, that was kind of a separate chain. And then there were some
Treasury. So you know, it was across a series of departments.

Senator ROUNDS. Oh, no question. But the problem is, unless
we’ve got somebody responsible for actually chasing this stuff down
and everybody’s looking at each other, we’re not going to get this
thing fixed. And it seems to me that we owe it to the Intelligence
Community, to the folks that are actually doing the hard work out-
side of our boundaries that we're going to follow this thing through.

And that we have not simply said, we know something happened.
We don’t know what it is and we’re not going to do. And until it
comes to us, we’re not going to chase it down.

Chairman WARNER. Well, we have a hearing I think on July 31st
on this topic exactly. And you know, again, I think we need to get
it fully aired out.

Senator ROUNDS. Excellent. And hopefully by then, we’ll know
who the folks are that are actually chasing it down. And they can
share with us what they’ve gotten done. Thank you, Mr. Chairman.

Chairman WARNER. Senator Kelly.

Senator KELLY. Ms. Harris, when was the initial RFP for the
NBIS program? When did we start?

Secretary HARRIS. So I will refer to DCSA for the specifics on the
contracts, but this has been a multiyear process that——

Senator KELLY. Well, when was the contract awarded?

Secretary HARRIS. Okay, I will defer to David for the specifics on
that.

Senator KELLY. The first one with Peraton.

Director CATTLER. Senator, this program was begun in 2016 as
a DISA effort, so the first RFP would have been issued then.

Senator KELLY. You know, a typical software program—you come
up with a set of requirements, you come up with a plan on how
you’re going to develop the software, how you’re going to verify it,
how you’re going to test it, how you're going to make sure all the
parts work together, make sure it’s integrated with other systems.

Pretty early in a program you fix requirements. And then, you
say this is it and, contractor, you need to build this.

Software acquisition often goes—one of the ways it can go kind
of sideways on you is if you keep changing the requirements. I
heard, and I can’t remember who said it, maybe Dr. Plumb, that
you now have a new requirements management process that you're
putting into place. So, it sounds like the requirements are still
being developed for this system that we started to acquire in 2016.

That could be the problem. I mean, I have yet to hear what the
real problem was that caused this to be delayed from something
that started in 2016, that was supposed to be delivered in 2019,
and now we’re in 2024, and it sounds like we're still working on
requirements.
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Let me ask one question. The other possibility or maybe it’s a
combination of a few things—I think somebody mentioned produc-
tion challenges and difficulties and requirements was thrown out
there—is the contractor. You know, software is—it’s hard. I'd say
it’s difficult. It’s different than manufacturing hardware, obviously.
It presents its own set of challenges.

So are you having problems with the contractor being able to
write the code and then verify the code and test the code or is it
the thing I started with, which is you keep changing the require-
ments and they can never catch up?

Secretary HARRIS. So I'll start with the requirements and then
I'll defer to David on the specifics on the engineering. I think when
you hear us talk about the requirements process, what we have is,
for something like this, we're getting real-time user feedback. The
federal customers are using it. There are things that will need to
be integrated into future development cycles. Right now, what we
did not have was a rigorous way for us to take those requirements
and kind of look at them against a technical roadmap and under-
stand where they would affect the development timelines.

And so that is a place where the Under Secretary of INS’s office
will be taking an active role to make sure we have a better set of
processes to make sure that as were getting feedback from users
as they’re using NBIS as the capabilities roll out, and there are re-
quests for new and different things, we understand the effect they
may have on our long-term development timelines.

Senator KELLY. Was that built into the contract? That you were
going to continue to feed back new requirements to them as this
was tested and they would have to make changes?

Secretary HARRIS. So, I think as we are onboarding folks into
this process, right, there is an expectation that as we are devel-
oping, under Agile methodologies, that we would be getting user
feedback, and we would be ingesting that into future deliveries. I
think what we did not have was a really mature infrastructure to
translate government requirements into technical requirements, as
Dr. Plumb mentioned. And so that’s a key finding from these 90
days is we need to get more rigorous around that.

The overall requirement is Trusted Workforce 2.0. The require-
ments for what NBIS needs to deliver that end-to-end IT system
for vetting have been clear from the beginning. The enforcement
and the kind of interaction of that with the technical development
and the user feedback is where I think the rigor needs to come in.
I'll defer to David for specifics on the contractor performance.

Director CATTLER. Senator, we started with a firmly-defined set
of requirements. We had requirements first from the Secretary of
Defense in 2016, as the Acting Under Secretary has laid out about
that end-to-end system. Those were complemented by further re-
quirements when the Administration’s agenda in that timeframe of
2018 for Trusted Workforce came together. Those requirements
though are essentially the same, they're just at a higher level when
you combine the departmental requirements and cross-govern-
mental requirements.

I'm going to give you a perspective from inside DCSA now look-
ing at this. What I would say is that they were realistic, the re-
quirements. They were achievable. But my agency did not have a
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firm understanding of the complexity of the technical features nor
how exactly to approach those and accomplish them.

Now as Dr. Plumb has also said, it would seem from our review,
from my review now as the Director about 100 days, that we did
in fact, as Dr. Plumb said, focus first on features and a bit less on
functional capability delivery.

And there’s a related point here then about cost, about legacy
system sunsetting because if, for example, we had taken an ap-
proach to prioritize the sunsetting of the legacy systems and espe-
cially those that cost the most first, we could have wound up in a
different financial picture at this point, if not actually had deliv-
ered more capability at an earlier time.

Senator KELLY. Was the contractor aware of the complexity of
the system? Do you think they were pretty honest with you about
the challenges that they were going to face?

Director CATTLER. Senator, I think there’s a couple of things in
there. I'd say one is, yes, I think the contractor has been honest
with the government about what they can deliver, and they’ve done
the work as the government specified it. But at the same time, the
government reserved for itself the role of being the software inte-
grator. So in that, we asked for certain things that’s—Senator,
that’s why I'm emphasizing the significance of my agency’s decision
making about interpreting their requirements.

Senator KELLY. Have those individuals within the government
that were going to do the software integration, have they done soft-
ware integration on any programs before?

Director CATTLER. Yes, sir. My new NBIS program manager has
deep and lengthy experience doing this for the Army for enterprise
information systems. It’s one of the primary reasons why I selected
him to be the program manager.

Senator KELLY. Could you give us an example of Peraton, what
else they have built?

Director CATTLER. Sir, in this case, all I could say now is that
what I rely on Peraton for are these software services related to
NBIS and also for a very extensive effort related to field operations
for background investigations themselves.

Senator KELLY. Well, thank you. Thank you, Mr. Chairman.

Chairman WARNER. Let me make a try at this. This is my kind
of understanding. And I welcome anyone on the panel to correct.

This is a hard issue. We've been trying it for a long time. Concep-
tually, I think the Trusted Workforce 2.0 is a great goal to get to.
DCSA is a relatively new entity. And they think they got the big
picture requirements in place. But candidly, from conversations
I've had with predecessors and others, DCSA did not have the tech-
nology knowledge of how complicated these requirements would be
to actually build and build at scale. One of the key things that Mr.
Cattler just said was my new NBIS supervisor has got this experi-
ence, which previously they didn’t have that experience.

And there was a while—and some of the predecessors who had
positions here were either—they couldn’t, wouldn’t, or shouldn’t
kind of say “this is above my knowledge level.” So you have the
problem that the requirements—and look at the—we all see the
placemat here. We've all read and seen the gazillions of these. But
we're taking a system that was really antiquated and trying to
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come up with this new cutting-edge idea. It’s a good idea, but boy,
the implementation has been really bad. To compound this—and
Peraton does a lot of work in other parts of the IC—You know, I
think we had a fixed-price contract. That’s why we came up with
this notion “well, it’s going to be $700 million bucks.” And I worry
that there was not even any incentive because I think at some
point along the way, even though they may have been—I don’t
think DCSA got the requirements right specifically to the technical
capability that they need to draw but probably the contractor bid
against an inappropriate set of requirements. But what makes me
crazed a little bit is that somewhere along the way, I think even
if they had built to the requirements that they had opted for, they
couldn’t scale those anyway. And because—I wonder—and again
I'm anxious to be contradicted on this—is you had folks at the con-
tract saying, “well, we have a fixed price contract. As long as we
hit these things, we’re going to be fine” even though I think prob-
ably people had to have known, oh my gosh, what we’re building
can never scale to the needs of the whole classified and secret
workforce.

And maybe DCSA, you didn’t have enough folks or maybe we
were so far along, they kept with a hope and a prayer that this
would figure itself out And we had a holy heck moment. And we
were pushing. We were told things were going along. And frankly,
only because of an inadvertent loss of 9 terabytes of data that they
did recover that we even found out about this. I mean, when would
we have known?

I mean, at some point, the game was up, because there was not
going to be any plan where they would have had a fully operational
system by September of 24, even a year ago. And then there was
like, as the deeper we got into the rabbit hole, it was more like holy
heck, this is not a short term, this is a massive screw up.

So we got 850 million bucks that we’ve spent so far. We got $850
million of maintaining legacy systems that we wouldn’t have had
to spend if we would have gotten the new systems in place by 2019.
I think Secretary Harris and Director Cattler are working their tail
off to try to get us this output of what it’s going to take in 18
months and how much it’s going to cost. But thank goodness—and
I hope this is where we’ve got to figure out your capabilities over-
all—what Dr. Plumb’s group is supposed to be doing is they’re sup-
posed to be, as Senator Bennet said, the Technical SWAT Team to
come in. Because I don’t think you had the Technical SWAT Team
at DCSA. And how we get at the contractual obligation that if the
contractor has got the technical knowledge, why don’t they raise
their hand and say, hey, we’re building your stuff, but by the way,
we're not building you something that can scale.

We got to figure out how we think about contracting. And one
thing I would also say is if there are other—the Committee wants
to work with you. If there are other legislative authorities you need
in this software management, we're willing to take a good hard
look at that.

But is the characterization of how we got here that I just laid
out, am I right? Am I partially right? Am I wrong? Who wants to
take that on? Look, lots of hands going, but so—please?
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Secretary HARRIS. So I think at the beginning we expected we
would gain co-efficiencies by putting this at DCSA between mission
and what mission—what this is supposed to deliver. I think what
we have realized is that a program of this scale and complexity, to
exactly your point, needs a whole-of-department approach.

So I think that’s what you’re seeing reflected here today. We
need Director Cattler’s leadership. We need Dr. Plumb’s squad. We
need Under Secretary LaPlante’s acquisition oversight. We need
our CIO looking at this against other software systems in the De-
partment. And we need Intelligence and Security to make sure this
meets the mission. And that is what we needed.

And so I think the road you laid out, Senator, is exactly right.
But I think what you need is the team you have right now looking
at this with the——

Chairman WARNER. It wasn’t that the fact that—but if we had
been smarter in 2017, 2018, shouldn’t we have known that we were
asking this relatively small entity to take on a task that was too
big for its britches? And there are capabilities inside of DOD that
can [audio disruption] there are capabilities.

And that’s what I think Secretary Harris is saying is we're going
to try to bring all the capabilities of DOD to the table. We should
have probably had that. We probably were expecting too much from
an agency that was not fully prepared to execute on this.

Senator KELLY. Can we get back to the contract, though? So
what happens now? I mean, at one point, the contractor, the prime
contractor, sent an invoice for something that was beyond $700
million, right? And they had to explain themselves. I mean, what
was their explanation? And then have we resolved that issue or is
the cost going to just continue to grow? Because I imagine my
guess is because, you know, I've seen this before, the contractor
says, well, you're changing the requirements on me. We had a
fixed-price contract to build this box that does these things. And
now a few years later, you've got—we’ve deployed parts of this and
you have the end user is saying that they want changes.

And you're feeding these changes back to the contract. And they
say, well, we weren’t contracted to do that. So then they say, well
it’s going to cost you this much more. And every change order is
going to be, you know, whatever—$10,000 for every single change.

Has that portion of this been resolved?

Director CATTLER. Well, yes, sir. And that’s why I've said my sec-
ond basket of issues. We looked at in this 90-day review was in fact
procurement. And that’s, you know, as I said in my statement for
the record, that’s everything from not just how we got here, but
also to how we need to move forward. Do we have the right con-
tract vehicles? Are we incentivizing and disincentivizing properly to
hold a contractor accountable? Is the government clear in terms of
what it’s calling for? Do we have the right expertise? As I say, we
didn’t just need technical expertise on the IT. We also needed to
take a hard look at the procurement.

I mean to link both of your interventions. What I would say is
I also agree that it would seem to me it was a lot to put on a new
agency to tackle this, as well, as the agency was standing up. How-
ever, there was too much authority vested in the previous incum-
bent in my role, in this context. And that’s why I wholeheartedly
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agree with the elevation of product ownership, the program owner-
ship up to the Under Secretary for Intel and Security and the ac-
quisition decision milestone authority also being elevated away
from me at DCSA to the Under Secretary for Acquisition and
Sustainment.

Because in effect, my agency was allowed to call the shots on
how to interpret the requirements, figure out what the procure-
ment approach should be, figure out what the technical details
then were inherent in all that development, take the decisions
about contractor performance and compliance, what information
was reported out for oversight.

So if I may, Senator, get back to both of you, because you’ve also
asked, is there anything that needs—just to clarify a couple points
that I think are important. The first is that you’ve asked the ques-
tion of when we would have—when you would have been notified
and when you would have found out. And I think two things I
would say here, just so at least, as the DCSA director, I'm clear on
what I communicate to you.

The previous Under Secretary for Intelligence and Security came
before this Committee in November of 2023 and did inform you
that largely the program was on track. My agency did not inform
the Under Secretary for Intelligence and Security and the office
that we were substantially off track and would not meet the 2024
deliverable until after that hearing had concluded.

So I think that’s one point I just want to make sure that I share
with you. And the other thing I would say is——

Chairman WARNER. Which is a big freaking deal.

Director CATTLER. What’s that?

Chairman WARNER. It’s a big deal that he wants——

Director CATTLER. It’s a big deal, yes, Senator, that’s why I'm
making sure that I clarify that.

The other thing I would say is that on your observation about the
OPIS outage, so this is one of the OPM legacy systems that we rely
on essentially as a data storage system for the records. I do not
think that the two things, NBIS and OPIS, are actually not linked
in a direct causal way, meaning that the OPIS outage that oc-
curred would not in itself have triggered my predecessor nor any-
one else to come here and say that NBIS would not be delivered
on time.

Chairman WARNER. But I believe what happened—and you
weren’t there—but I believe what happened, and some of the folks
who were working on this are not here now, they’re over with Dr.
Dixon, but was that we—people came in and informed well, we got
this problem. We're going to get it fixed. We’ve lost 90 terabytes of
data, but we got a backup, so we’re going to find it. And oh, by the
way, there was not a linkage that that loss was related to NBIS.
Oh, but when in that notification around the 90 terabytes, oops,
that was when we were notified by them.

So I don’t want to imply that they were linked, but it was like
simultaneous notification.

Director CATTLER. They’re coincident in time, Senator. My review
of this—and again I had my Inspector General helping me with
this also. But my review of this is—is we did conclude the inves-
tigation into the OPIS outage about my first week in the role here
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as the director. We already knew internally that we had a real
problem on our hands here. We’d known for quite some time about
NBIS, but it didn’t become clear enough to actually, I think, pop
a flare and go back to Intel and Security and say, clearly, we're not
going to meet that milestone.

So, all I'm saying is, Senator, both of these problems were quite
bad for what they—one, OPIS for what it could have been, because
as you've said, we did recover the 90 terabytes of data, thankfully.
That was a failure to follow internal controls, meaning that we had
an employee, some employees together, that did not follow the
proper procedures for the ways in which we would clear storage
memory on the system. And instead, issued an order that wiped
out 90 terabytes of data.

Now again, it’s great, we have magnetic tapes that have the
backup on it. But the root cause of that is a failure of account-
ability, a failure to follow proper procedure. Concurrently, we had
longstanding problems related to NBIS.

Chairman WARNER. This is where I think Senator Kelly and I
were both trying to hit a little bit on. I was informed or told that—
going back to the fixed-price contract, the nature of the contract,
there was no incentive for the contractor to say, oh, by the way,
we believe we are contractually meeting your requirement. But by
the way, we could never scale this to meet the full needs of the
Community.

Director CATTLER. Senator, I'd say——

Chairman WARNER. Is that fair, or not fair?

Director CATTLER. I'm not sure it’s entirely fair, but it’s not un-
fair. I think what I would say in response is, the contractor doesn’t
get paid unless the software they develop meets the specification
and is successful. So, in that regard, the government gets what it
pays for. The government gets what it tells the contractor it needs
to do.

However, it is not the contractor’s primary responsibility to in-
form the government that it might not scale or it might not be able
to be aggregated as the government performs the role of the soft-
ware integrator.

But you could ask the question of whether it’s incumbent upon
the contractor to inform the government: Hey, government, your
ideas don’t make sense.

Chairman WARNER. Right. Well, that wouldn’t—you know, espe-
cially if DCSA didn’t write the specs. But isn’t there some obliga-
tion, moral or otherwise—maybe not legal—but moral or otherwise
to say, hey, we're building a machine that’s not going to be able
to service the scope of the problem that we’re trying to address?

Director CATTLER. Well, Senator, I can’t comment too much on
that piece of it in the past, but just to say that again, as we review
the procurement approach and the ways in which we will move for-
ward, these are all key factors we have in mind.

Chairman WARNER. And the company’s got a good reputation.
Let me state that. The company has—the contractor’s got a good
reputation. I remember as a new Senator having a lot of contrac-
tors based in Virginia, in the beginning of the Obama Administra-
tion, I thought I'm going to figure out defense contracting.
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And the then-number-two at DOD came over and brought in four
contracting officers and twelve volumes. And I was cured of my
thought that I was going to fix this in any shape or form. But at
least, in terms of what we've got—ability to, say, have purview
over, and this is one of those areas where we’re going to stay ob-
sessed about this until at least as long as I'm here.

Is there legislative authority? And maybe this is for not just for
Secretary Harris and Director Cattler, but Dr. Plumb or Dr. Dixon,
either in terms of a stick of a penalty if you don’t inform or an in-
centive if you do—oh, by the way, we'll give you a little extra spliff
here if you tell us, government, that we are completely screwed up
in our requirements, or we’re not building something that’s going
to meet the problem.

Director CATTLER. Senator, that’s just not the way we built that
contract architecture. That’s not to say we couldn’t in the future or
that we shouldn’t, but we did not.

Chairman WARNER. Right, but again, this is not just your prob-
lem, it is across—as we all cite our various examples. But it is a
little frustrating that when we see—and it’s not like every large
corporate software problem project doesn’t have problems. But we
do seem to have an extraordinarily higher failure rate on big soft-
ware projects in government than almost anything else.

And Dr. Plumb, it looked like you were going to hit your button.

Dr. PLuMB. 1 was just going to add, Senator, I think a big part
of the issue that our Defense Digital Service team identified, that
we’re working closely with DCSA, is making sure the right tech-
nical talent exists inside the government to vet and review what’s
going on. In this case, just as an example, the decision was made
on this contract in 2018 to have essentially a low code solution,
which means it’s like a sort of simple drag-and-drop coding solution
to solve a massive data architecture engineering problem, including
with some legacy systems that use code that doesn’t exist anymore,
that people don’t use anymore.

That’s not traditionally—we would not consider that a best prac-
tice. We wouldn’t even consider that an advisable practice because
you want a true programing language, a Java or a SQL, to be able
to manage the interaction between those databases in a flexible
and continuous development way. So as just a concrete example,
the lack of technical expertise in the government to review those
types of decisions, the decisions to how to meet the requirements,
which as were mentioned, I think were clear how to translate that
into a technical solution was missing.

I think what we have now is a team of technical experts with our
Defense Digital Services that are working hand in glove with the
program management office and are working with that office to
identify and hire inherent technical talent that will help DOD out.

Chairman WARNER. But let’s take it out of DCSA. Let’s take an-
other part of the government, another part of DOD. You know, are
we going to bring your SWAT team in on the frontend before we
put these contracts out in other areas?

Dr. PLuMB. Well, that’s what we’re trying. I mean, yes, we're try-
ing to do that for future solutions. I think better to solve it on the
frontend of the procurement than the backend. And I think there
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are broader efforts to do this across the department that don’t that
have technical talent in them that don’t need us——

Chairman WARNER. But what you guys are doing in your De-
fense Digital Services, how long has that enterprise been around?

Dr. PLumMB. I think—I can get the exact answer, but I think since
roughly about 2017 or 2018.

Chairman WARNER. Okay, so it has been around. So I keep
thinking about, like, under the Obama Administration there was
18(F) and there were the digital services.

Dr. PLuMB. Right, exactly.

Chairman WARNER. It feels like these kind of crack SWAT teams,
though, come and go inside the government enterprise in a way
that we don’t build that at least review part of the process in
enough of our systems. Is that fair?

Dr. PLuMB. That probably is fair, I think. Inside of the Depart-
ment of Defense, we've tried to establish this chief digital and Al
office, my office, as the lead staff assistant inside the Department
to oversee that data, data architecture, data oversight, data prin-
ciples to help drive alignment both in how we build—the technical
requirements we're talking—about and what the procurement re-
quirements are. So what does it mean to be interoperable? What
does it mean for the government to have data rights, so that that’s
baked into the contracts, the government rights, instead of trying
to solve that problem over and over again? And that’s work we
have ongoing. And we have sort of large-scale initiatives underway
to do that.

Chairman WARNER. And Dr. Cattler, you mentioned the fact that
maybe your predecessors weren’t aware or asked for too much
power and authority without enough oversight. Or didn’t recognize
they didn’t have the technology components. Is there a way to build
in somebody with—you know, you got an agency with 5400 people.
Somebody’s got to have been willing to say, hey, you know, we're
biting off more than we can chew.

Or are there any things—again, with your agency and specifi-
cally——. But are there other ways to build in some kind of incen-
tive within the agency to say before we bite this, we ought to think
twice or——7?

Director CATTLER. Well, yes, Sir. And I think that these are some
of the issues I'm alluding to when I talk about having a culture of
accountability. We also needed to look hard inside ourselves as well
and determine, were we organized in the proper way, broadly, but
specifically on these issues, to be the right people in the right
places, and have we segregated the decision authority in a way
that will give us, first, internal checks and balances and also some
different expertise and some differences of view as we take these
decisions.

So, I already mentioned we lacked a firm understanding of the
complexity, the technical features required to deliver. We under-
estimated the timelines it would take. Now, those are both about
expertise. We had a shortage of critical technical/agile acquisition
and integration skills within the program when the program was
transferred to us, but then also over time within DCSA.

When I talk about leadership, I think it’s important to point out
I also hired another new program executive officer. The role of the
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program executive officer here is to look across in my agency, nine
programs—NBIS is but one of them—to make sure that they’re
compliant with proper acquisition strategies and the documentation
is robust, is also compliant.

Chairman WARNER. Well, why were we able to set up DCSA
without having a program executive in place as part of the initial
structure of the agency?

Director CATTLER. Well, Senator, in this case, we had the two bil-
lets. But for a period of time, the NBIS program manager and the
program executive officer were in fact the same individual person,
which is why I'm saying the decision authority was a bit too con-
centrated.

Chairman WARNER. It’s been a while since I've been in business,
but I realized you're supposed to have these functions check each
other or somebody overseeing the actual program management
itself at somewhat of a checkpoint level.

Director CATTLER. Senator, I completely agree. And again, if I'm
not in a position to record properly diagnostic and accurate internal
information, nor report it up to my higher headquarters where I'm
held accountable, then it’s easy to see where you’ll have a break-
down in process that can, over time, lead to these sorts of problems
that we’re experiencing with NBIS. And that’s why, again, I say
this 90-day period that the Acting Under Secretary called for this
90-day review has been critical and really fruitful, well timed, be-
cause she did bring in new leadership at the agency level. By ex-
tension, then, brought in a new PEO and a new program manager.
We're able to look comprehensively with partners from CDAO,
DDS. Counted on GAO here also to go back through those reports.
We invited them in. They came in to see me at my invitation the
first week of May. It was just critically important that we brought
the right people to the table.

Chairman WARNER. Well, I would ask again: if there are addi-
tional legislative authorities, but I do think you know, and maybe
we are not being harsh enough. I mean, it’s a strange time in lots
of government at this point. But you know, to me, in many ways,
this is in a different setting with maybe a different membership
here that was more willing to just kind of flog the heck out of you
guys.

This is as, as you know a holy heck—government abuse contract
problem as pretty much anything I've seen. You know, you could
make a lot of hay with how this started, a new agency, we're five
years behind, we didn’t get fully notified, you know, hey
didn’t——. Your predecessor, Secretary Harris, wasn’t even fully
notified in an appropriate way. And where what was supposed to
be probably wrong-sized at $700 million to start, but we’re roughly
$1.7 billion now, five years late with another 18 months and no
cost estimate to go. I'm glad we got the new team here, because if
it was the old team, it would just be too easy not to just whack the
heck out of you guys.

But the next time you come, if we’re not seeing marked improve-
ment—and you just need to be straight with us, if it’s . I do
think this is broader than your respective roles. But the incentives
to get the contractor to raise their hand, that says, hey, we’re not
building something that can scale or we’re not building something
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that’s going to really meet the need or within the agency. There’s
got to be somebody that kind of felt this doesn’t pass the smell test.
And I obviously think—remember when your predecessor came in
and said, we’re going to bring it up into Big DOD and bring more
of the expertise. How we let it get this far along the way is a real
challenge. Because if we go back to where we start—and Dr. Dixon,
you're not going to get away completely unscathed here—where
was the PAC through all of this?

Director DixoN. Uh, Senator Warner, thank you for that. You're
absolutely right. We did not recognize that there was an issue. We
talked about NBIS every time we met as PAC principals which was
very frequent. But we were also working across all the other things
that we’re trying to deliver as part of Trusted Workforce 2.0, so we
did not dedicate enough time diving in and asking the hard ques-
tions.

I think we all made assumptions that some of these other levels
of oversight actually existed when it turns out that they did not.
But we did not ask the questions that would have gotten us to real-
ize that there was a problem earlier.

Chairman WARNER. But again, that doesn’t totally pass the smell
test either, because we knew this was a problem. It was supposed
to be delivered in 2019. Didn’t somebody say in 2022 or 20237 Then
again, you could argue if we’ve asked that question, too, but you
had a more direct ongoing responsibility. Why didn’t somebody in
the PAC say we ought to dig into this a little more?

Director DIXoON. I think when the group of us that—the former
people that were at the table with me back in March of 23, all of
us came in '21—and so we actually thought that we were on track
for the redo in the new process, in the new plan for NBIS. And
every time we looked at the slides, there were not so many tremen-
dous changes in the deliverables to raise the concern to us. It
looked like they were minimal slips that happened.

Chairman WARNER. So, when you came in, in '21, they were still
expecting a September of 24 deliverable?

Director DixoN. Correct. Correct. I don’t remember the exact
date, but it was definitely something in the future, beyond ’21.

Chairman WARNER. But did you have in September when you
came in, in '21, did you have a plan that says: Okay, by September
of 24, we’re going to get it done and it’s going to cost x ? You
]ronust have had some presumption of what the costs were going to

e.

Director DIXON. I'm absolutely sure that we did. As PAC prin-
ciples, we sort of were all looking at our own particular pieces of
the puzzle. And so, I don’t know that we were——

Chairman WARNER. Well, how do we make sure the PAC doesn’t
miss this again? Or, because, again, NBIS is just one piece of this
glorified idea. I mean, I had a lot of problems with the previous Ad-
ministration, but the previous Administration did at least start to
take on this and help work to bring down the backlog.

But I feel like we knock out one of these issues—we knocked out
the backlog. Then we had to deal with the adjudication piece. And
you know, again, I'm preaching to the choir here when we, you
know, didn’t have enough polygraph trainers. Then we didn’t have
people to train the polygraphers.
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You know, I think we keep knocking these things down, but then
you get this. We got this glorified great new system and this is an
embarrassment.

Director DiXON. I agree. What I can say is, I am much more com-
fortable now with the level of oversight that’s going to be provided
with Dr. Plumb. With an acquisition and sustainment as well as
with what the Honorable Harris and her staff are going to do. This
is what should have been in place beforehand.

Now that it is in place, we will do our part.

Chairman WARNER. Well, one of the things we can ask the PAC
is how many other of these potential ticking time bombs or not-
ticking time bombs, potential, oh, my gosh, we’re not going to hit
these metrics?

Director DIXON. Very little of what is left to be delivered is IT
solutions. Most of what’s left to be delivered include how do you
take the guidelines and the standards we’ve created and then roll
them out into the workforce. How do you get everyone ready to do
the types of investigations? And so a lot of things are dependent
on NBIS. But NBIS is by far the largest IT part of Trusted Work-
force 2.0.

Chairman WARNER. Oh, well, I would say this. I have great re-
spect for you. I also have great respect for your predecessor, Sue
Gordon.

She promised me she was not going to leave the job until we had
reciprocity with CIA.

Director DIXON. We are making a great deal of progress on reci-
procity.

Chairman WARNER. Across the whole Intelligence Community?

Director DIXON. Across the Intelligence Community. When you
talk about specifically someone that’s going from a similar level of
security classification, or security clearance needed, that person, as
I mentioned before, that process can take as little as five days
when it is apples to apples. In many cases though, it’s not. You're
going from an agency where the responsibilities you have in one job
are actually less and require less sensitive information than the
other one.

And so, then you have to look at, Okay, does the person
need ? Do we have to go back and look at continuous vetting
alerts? Did something come in between the time the person was
hired in the one agency or the other one? Does this one agency, the
second agency, now require medical screening or psychological
screening or a different kind of polygraph?

So, there are other things that make it not a simple movement,
but when it is exactly the same level of clearance, same responsibil-
ities and same process from one agency to another, that process is
very quick. And we are working on the other one.

Chairman WARNER. Okay. And is there any way as well that I
can hold our former staff director, Mike Casey, responsible for any-
thing screwing up going forward?

Director DixoN. Mike Casey and his organization are going to de-
liver a tool that’s going to significantly help with reciprocity. And
I'm absolutely sure that they are listening.

Chairman WARNER. On what timeline? Now he’s—to your left.
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Director DIXON. We are in the requirements-definition stage, and
we may actually reach out to

Chairman WARNER. Requirements definition stage, we may need
Dr. Plumb’s—or a team.

Director DixoN. Exactly. Exactly. I think we have some oversight
that we’re already talking about and how do we make sure that
we——

Chairman WARNER. Honorable Casey does not want to be up
here in front of this panel talking about this issue at some point
in the future.

Secretary HARRIS. I am absolutely sure he would agree with that
statement. [Laughter]

Chairman WARNER. Well, I'm disappointed that we’re here. I do
appreciate the new members of the team who are trying to get this,
but we have to stay on it. You know, at end of the day, we get
caught up on these details, but end of the day, we got to make sure
we've got a security clearance process that works; that we can still
recruit the best and the brightest into the Community; that our
government contracting workforce cannot be delayed and you
know, driven to not be as efficient because they have to waste so
much time. And we didn’t even get today to the whole question of
smaller companies who don’t even have billets based upon butts in
the seats, so that your CFO, you make it the CEO is a clearance,
but the CFO doesn’t know.

And how do you have a CFO that didn’t even know what the
projects they’re working on?

Director DIXON. We are actually making progress on that too. We
heard you loud and clear that there are individuals who can’t
charge to a contract who need to have clearances.

Chairman WARNER. Dr. Dixon? Right, who need to have you—
their senior executive team has to have those billets or have to
have those numbers.

Director DIxON. We're trying to work with our contracting orga-
nizations to actually make sure that can happen.

Chairman WARNER. I know. But that, respectfully, and I know
you've only been saying it for two-and-a-half years, but I've had
other people sit in this seat now for the 7 or 8 years now, almost
10 years, that I've been talking about it and I just don’t understand
why it’s taken so darn long and why some of this is so hard. And
maybe that will be the function of our next hearing.

For those of you at DCSA and NBIS, we've got great expecta-
tions. But I strongly, strongly suggest that if you've got a need for
different authorities, I'd like to hear them.

Dr. PLumB, I know you say this is not the way we structure soft-
ware in government contracting, but maybe we ought to take some
experiments.

You know, we can call it AI. That means we can get funding for
it no matter what if we call it Al in your office. But think about
where we actually try to align the agency and the contractor’s in-
terest to come to the same technology-driven success goal which I
think, again—and I don’t think this is unique to NBIS but is too
often a problem where they are not aligned.

I think I've driven all my other colleagues away. I was actually
surprised that we got as many showing up as we did. But as long




56

as I'm here, we're going to stay on this and we’re going to get it
fixed. We are adjourned.

Thank you.

(Whereupon at 4:40 p.m. the hearing was adjourned.)
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