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Mr. SHELBY, from the Select Committee on Intelligence,
submitted the following

REPORT

[To accompany S. 2052]

The Select Committee on Intelligence, having considered the
original bill (S. 2052), which authorizes appropriations for fiscal
year 1999 for intelligence-related activities and programs of the
United States Government, the Community Management Account,
and the Central Intelligence Agency Retirement and Disability Sys-
tem, and which accomplishes other purposes, reports favorably
thereon and recommends that the bill pass.

PURPOSE OF THE BILL

This bill will:

(1) Authorize appropriations for fiscal year 1999 for (a) the
intelligence activities and programs of the United States Gov-
ernment; (b) the Central Intelligence Agency Retirement and
Disability System; and (c) the Community Management Ac-
count of the Director of Central Intelligence;

(2) Authorize the personnel ceilings as of September 30,
1999, for intelligence activities of the United States Govern-
ment and for the Community Management Account of the Di-
rector of Central Intelligence;

(3) Authorize the Director of Central Intelligence, with Office
of Management and Budget approval, to exceed the personnel
ceilings by up to two percent;

(4) Extend for one additional year the President’s authority
to delay the imposition of proliferation-related sanctions when
necessary to protect an intelligence source or method or an on-
going criminal investigation;
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(5) Extend for two additional years the Secretary of Defense’s
authority to engage in commercial activities as security for in-
telligence collection activities;

(6) Amend the National Security Education Act of 1991 to in-
clude the study of counter-proliferation within the scope of the
Act;

(7) Extend for two additional years the Director of Central
Intelligence’s authority under the Central Intelligence Agency
Voluntary Separation Pay Act of 1993 to offer separation pay
to employees;

(8) Authorize the Director of Central Intelligence to des-
ignate personnel to carry firearms to protect current and
former Agency personnel and their immediate families;

(9) Authorize the Central Intelligence Agency’s Inspector
General to review and comment in the Inspector General’s
semiannual reports on existing and proposed legislation relat-
ing to programs and operations of the Agency;

(10) Authorize the Attorney General or a designated attorney
for the Government to apply for a court order authorizing the
installation and use of a pen register or trap and trace device
for an investigation to gather foreign intelligence information
or information concerning international terrorism,;

(11) Authorize the Director of the Federal Bureau of Inves-
tigation or a designee to apply for a court order to require com-
mon carriers, public accommodation facilities, or vehicle rental
facilities to release certain records in their possession relating
to a foreign intelligence or international terrorism investiga-
tion; and

(12) Ensure that employees within the Intelligence Commu-
nity are made aware that they may, without prior authoriza-
tion, disclose certain information to Congress, including classi-
fied information, that they reasonably believe is specific and di-
rect evidence of—a violation of law, rule or regulation; a false
statement to Congress on an issue of material fact; or gross
mismanagement, a gross waste of funds, a flagrant abuse of
authority, or a substantial and specific danger to public health
or safety.

CLASSIFIED SUPPLEMENT TO THE COMMITTEE REPORT

The classified nature of United States intelligence activities pre-
vents the Committee from disclosing the details of its budgetary
recommendations in this Report.

The Committee has prepared a classified supplement to this Re-
port, which contains (a) the classified annex to this Report and (b)
the classified schedule of authorizations which is incorporated by
reference in the Act and has the same legal status as public law.
The classified annex to this report explains the full scope and in-
tent of the Committee’s action as set forth in the classified schedule
of authorizations. The classified annex has the same status as any
Senate Report, and the Committee fully expects the Intelligence
Community to comply with the limitations, guidelines, directions,
and recommendations contained therein.
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The classified supplement to the Committee Report is available
for review by any Member of the Senate, subject to the provisions
of Senate Resolution 400 of the 94th Congress.

The classified supplement is made available to the Committees
on Appropriations of the Senate and the House of Representatives
and to the President. The President shall provide for appropriate
distribution within the Executive Branch.

SCOPE OF COMMITTEE REVIEW

The Committee conducted a detailed review of the fiscal year
1999 budget requests for the National Foreign Intelligence Pro-
gram (NFIP) of the Director of Central Intelligence; the Joint Mili-
tary Intelligence Program (JMIP) of the Deputy Secretary of De-
fense; and the Tactical Intelligence and Related Activities (TIARA)
of the military services. The Committee’s review entailed a series
of briefings and hearings with senior intelligence officials, numer-
ous staff briefings, review of budget justification materials, and nu-
merous written responses provided by the Intelligence Community
to specific questions posed by the Committee. The Committee also
monitors compliance with numerous reporting requirements con-
tained in statute. Each report is scrutinized by the Committee and
appropriate action is taken when necessary.

In accordance with a Memorandum of Agreement with the Sen-
ate Armed Services Committee (SASC), the Committee is including
its recommendations on both JMIP and TIARA in its public report
and classified annex. The Senate Select Committee on Intelligence
(SSCI) has agreed that JMIP and TIARA issues will continue to be
authorized in the defense authorization bill. The SASC has also
agreed to involve the SSCI staff in staff-level defense authorization
conference meetings and to provide the Chairman and Vice Chair-
man of the SSCI the opportunity to consult with the SASC Chair-
man and Ranking Member before a JMIP or TIARA issue is finally
closed out in conference in a manner with which they disagree. The
Committee looks forward to continuing its productive relationship
with the SASC on all issues of mutual concern.

In addition to its annual review of the Administration’s budget
request, the Committee performs continuing oversight of various
intelligence activities and programs. The Committee has a dedi-
cated audit staff that conducts indepth audits and reviews of spe-
cific programs and activities identified by the Committee as need-
ing a thorough and concentrated scrutiny. For example, the Com-
mittee audit staff recently concluded examinations of the use of
cover by the Central Intelligence Agency and the administration of
the Foreign Intelligence Surveillance Act of 1978. These inquiries
frequently lead to Committee action with respect to the authorities,
applicable laws, and budget of the activity or program concerned.

The Committee also established a Technical Advisory Group
(TAG) in 1997. The TAG is an independent panel of twenty-two ex-
perts drawn from the private sector. Each member of the TAG was
selected by the Committee for their extensive expertise in a par-
ticular discipline. The purpose of the TAG is to provide the Com-
mittee an objective and comprehensive evaluation of various intel-
ligence programs and activities. Many of the TAG members have
never worked within the Intelligence Community and therefore
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being a fresh and independent perspective to intelligence programs
and activities. The results of these examinations and the TAG will
be discussed later in its report.

COMMITTEE RECOMMENDATIONS

The vast majority of the Committee’s specific recommendations
relating to the Administration’s budget request for intelligence and
intelligence-related activities are classified and are contained in the
classified schedule of authorizations and the classified annex. The
Committee is committed, however, to making its concerns and pri-
orities for intelligence programs and activities public to the great-
est extent possible consistent with the nation’s security. Therefore,
the Committee has included in this report information that is un-
classified and available to the public.

NATIONAL FOREIGN INTELLIGENCE PROGRAM

Areas of committee emphasis

The Committee has continued its bipartisan efforts to “right-size”
and “re-tool” U.S. Intelligence Community programs and activities
to reflect the new, post-Cold War era threats and challenges to U.S.
national security.

Specifically, the Committee recommends important new invest-
ments and initiatives in high-priority areas. These include: aggres-
sive efforts in what the committee chairman has called the “five
C’s” (counter-proliferation, counter-narcotics, counter-terrorism,
counter-intelligence, and covert action); bolstering advanced re-
search and development across the Intelligence Community to
maintain the U.S. technological edge; improving the skills and tools
of clandestine service personnel; developing new and innovative ap-
proaches to understanding “hard target” countries; building up ca-
pabilities in the area of measurments and signatures intelligence;
and enhancing analytical capabilities as well as tools for conduct-
ing information operations.

The Commission recommends significant funding increases in
each of the priority areas listed above. At the same time, however,
the Committee recommends reductions in programs and activities
that are lower-priority or poorly justified, redundant, or that can-
not be executed. Details of the Committee’s recommendations are
included in the Classified Annex accompanying this report.

Department of Defense Foreign Counterintelligence Program (DoD
FCIP)

The Committee notes the precipitous decrease in personnel and
funding requested for the DoD FCIP since fiscal year 1993. The re-
sources dedicated to the military’s counterintelligence mission have
decreased by nearly one half in five years. This significant decline,
however, has been accompanied by a marked increase in oper-
ational tempo and increased emphasis on force protection which
draws heavily on counterintelligence resources.

As Congress strives to achieve and maintain a balanced budget,
the Committee recognizes the need to reduce spending in many
areas. The Committee is concerned, however, that certain programs
and activities within the DoD FCIP have been cut without a realis-
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tic evaluation of the impact on the Department’s counterintel-
ligence mission. It appears to the Committee that the concept of
doing more with less has led to declining morale, lack of training,
and attrition of personnel with a corresponding loss of expertise.
Further, the decreases in FCIP funding belie the growing depend-
ence by commanders in the field on information collected by coun-
terintelligence personnel. A 1996 Director of Central Intelligence
study estimated that nearly 70% of the information used by com-
batant commanders for force protection comes from counterintel-
ligence and HUMINT personnel. If this is indeed the case, the
Committee would expect the counterintelligence mission to be tar-
geted for funding increases to strengthen our collection capabilities
and enhance our analytical capability in the field.

Therefore, the Secretary of Defense shall submit, by March 15,
1999, a report to the Congressional Intelligence Committee compar-
ing the decrease in DoD FCIP, service TIARA, and Security and In-
telligence Activities funding over the last five years with the oper-
ational demands placed on the Department’s counterintelligence
forces. The comparison shall address the average deployment
schedule of counterintelligence personnel for each of the past five
years. The report shall also explain the analytical methodology
used by the Department to conduct mission impact analysis before
it mandates cuts to the counterintelligence force structure. If such
an analysis is conducted, the report shall include the Department’s
mission impact conclusions for the past five years. If no impact
analysis is conducted, the report shall explain why no such analy-
sis 1s conducted. The report shall also determine the optimum
counterintelligence force structure considering intelligence require-
ments, operational tempo, and increased emphasis on force protec-
tion over the last five years.

Federal Bureau of Investigation foreign counterintelligence

The Committee’s audit staff recently completed a comprehensive
review of the implementation and administration of the Foreign In-
telligence Surveillance Act of 1978. During the course of this exam-
ination, the audit staff encountered many instances where the FBI
has failed to address technological challenges that may, in time, de-
grade the Bureau’s ability to collected critical counterintelligence
and counter-terrorism information. Further, the audit revealed a
Bureau-wide deficiency in information systems modernization and
implementation. The dearth and diversity of information systems
technology throughout the National Security Division, in particu-
lar, suggests that the Bureau has yet to develop a unified and com-
prehensive plan to address this challenge. The Committee believe
that the Bureau either has neglected an opportunity to maximize
the efficiencies available through automation, or lack the requisite
resources, expertise and vision to develop, install, and operate Bu-
reau-wide systems.

The Committee understands that a Strategic Management Task
Force within the Bureau is conducting a comprehensive review of
the use of collection and information systems technology through-
out the FBI. While this effort is long overdue, the Committee is en-
couraged by this initiative. The Committee urges the Director to
share the findings and recommendations of this review with the
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Congressional Intelligence Committees. The Committee is con-
cerned that the ability to conduct electronic surveillance may fall
prey to the advance of technology if the Bureau does not keep pace
with new software and hardware developments. Additionally, the
Committee wishes to emphasize the need for systems that link ele-
ments within the National Security Division so that counterintel-
ligence and counter-terrorism information may be disseminated,
shared, and accessed simultaneously by agents, language special-
ists, and analysts.

National Drug Intelligence Center

As the Managers indicated in the Conference Report accompany-
ing S. 858, the Intelligence Authorization Act for Fiscal Year 1998,
the continued funding of the National Drug Intelligence Center
(NDIC) from the National Foreign Intelligence Program deserves
study. The Committee is prepared to support and provide addi-
tional resources for meritorious initiatives generated by the NDIC
to the extent that the NDIC is truly an element of the Intelligence
Community. The Committee cannot evaluate such initiatives, how-
ever, until it receives the report mandated in last year’s Act. Con-
gress urged the President to carefully examine the operations of
the NDIC and report to the Congressional Intelligence Committees
before April 1, 1998. Additionally, the managers directed that this
examination should be undertaken and reported as a part of the
National Counter-Narcotics Architecture Review being prepared by
the Office of National Drug Control Policy (ONDCP). To date, no
report has been received.

Despite numerous attempts to obtain this information from the
ONDCP, no information has been made available to support accu-
rate and responsible budgeting of NDIC activities. The mandated
report required detailed information on current and proposed ef-
forts to structure the NDIC to effectively coordinate and consoli-
date strategic drug intelligence from national security and law en-
forcement agencies. It also required a detailed description of those
steps that have been taken to ensure that the relevant national se-
curity and law enforcement agencies are providing the NDIC with
access to data needed to accomplish this task.

The Manager’s also agreed that upon receipt of this report, the
Committees would reconsider whether it is appropriate to continue
funding the NDIC as a part of the National Foreign Intelligence
Program.

Therefore, because the report has not yet been received, the
transfer of funds described in Section 104(e)(2), shall not be under-
taken until 30 days after the Congressional Intelligence Commit-
tees are in receipt of the report mandated in the Intelligence Au-
thorization Act for Fiscal Year 1998.

Money laundering activity by foreign narcotics traffickers

The Committee is concerned by the number and magnitude of il-
licit financial transactions that take place within American finan-
cial systems initiated by foreign narcotics trafficking organizations.
The Committee has received several briefings and reports from var-
ious government agencies, conducted hearings on this and related
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issues, and understands that the magnitude of the problem may
exceed several hundred billion dollars annually.

The Committee has concluded that there is not enough emphasis
being placed on combating this serious problem. Accordingly, the
Committee has augmented the resources of the DCI's Crime and
Narcotics Center to begin to address this shortfall. It is also the
Committee’s intention to investigate this area further and consider,
when appropriate, legislative initiatives.

Central Services Program Working Capital Fund (CSPWCF)

The Committee strongly supports the Central Intelligence Agen-
cy’s Directorate of Administration (DA) as it continues to make
steady progress in its initiative—begun in fiscal year 1998—to put
administrative service providers on a business-like footing through
use of the CSPWCF. The Logistics Operation Center (LOC) was the
first business area shifted into the CSP.

The budget request did not include funds for CSPWCF because
the DA continues to refine estimates of the funds required to shift
six additional business areas—transportation services, facilities
management and maintenance, foreign field communications, appli-
cations development, training, and telephone services—into
CSPWCEF in fiscal year 1999. By the end of fiscal year 1998, how-
ever, the DA will be able to determine the exact amount of funds
needed for the CSPWCEF in fiscal year 1999 and will address fund-
ing as a fiscal year 1999 issue. Once those estimates are known,
the Committee urges the Director of Central Intelligence to ade-
quately fund any CSPWCF needs.

Commercial imagery

Since 1993, the Committee has advocated the acquisition and use
of commercial imagery where practicable. The Committee has
urged the Department of Defense and the Intelligence Community
to more aggressively pursue the use of commercial imagery.

Through numerous briefings with the National Imagery and
Mapping Agency, the National Reconnaissance Office, and industry
representatives, the Committee is convinced that commercial im-
agery can satisfy a significant quantity of U.S. medium resolution
imagery requirements. Current private sector launch plans will
provide possibly up to six U.S.-owned satellites that can provide
imagery with resolution of one meter prior to the launch of the first
satellite in a follow-on, government operated satellite imagery con-
stellation. Unfortunately, NIMA has yet to solicit private sector
proposals for acquisition of medium resolution imagery, nor has
NIMA evaluated the potential purchase of a commercial satellite to
meet future U.S. needs for medium resolution imagery.

In an effort to implement increased use of domestic commercial
imagery, the Committee recommends that the Senate Armed Serv-
ices Committee adopt a “buy America” legislative provision related
to acquisition of commercial imagery and further recommends an
additional $10.0 million authorization for appropriations for pur-
chase of commercial imagery.



Imagery archiving

The Committee is concerned that the Intelligence Community
and Defense have not adequately addressed the preservation of
space and airborne reconnaissance imagery. While much of the cur-
rent value of the investment in imagery reflects national defense
requirements, the future value cannot adequately be estimated.
The Committee recognizes that the life expectancy of archived im-
agery is dependent on the media on which it is stored and that
some types of media may not survive for long-term use. Therefore
the Committee directs the Director of Central Intelligence and Dep-
uty Secretary of Defense to conduct a review of archiving and pres-
ervation practices for imagery collected from space and airborne
platforms, and deliver to the Committee, not later than March 15,
1999, a report on current and future plans to maintain those ar-
chives indefinitely at the lowest cost. The report should also ad-
dress the architecture for accessing the imagery digitally in a
geospatial reference frame. If the study projects a reduction in im-
agery holdings, the rationale for such reduction shall be explained.
Finally, the Committee directs the Director, National Imagery and
Mapping Agency, to investigate new data storage technologies to
determine whether their application will decrease archival costs by
allowing, among other things, higher density storage, longer term
storage between restorations, or less stringent storage-environment
requirements, while maintaining data quality.

Intelligence dissemination architecture

The Committee notes the progress being made by the Depart-
ment of Defense in developing a coherent, near-real time intel-
ligence data dissemination architecture. Plans being developed for
the Integrated Broadcast System (IBS) will serve as a focal point
for continued progress in this regard. The Navy, as Executive
Agent for IBS, is to be commended for moving quickly to get the
initial broadcast service platform in space. There remains, how-
ever, an area of some concern with respect to the overall dissemi-
nation architecture relating to the specific bandwidths being ac-
quired within the National Foreign Intelligence Program to support
specific broadcast needs that do not seem to have any validated
linkage to the IBS program.

The Committee is aware that the Tactical Related Applications
(TRAP) Data Dissemination system (TDDS) will provide multiple
channels for rapid broadcast of critical intelligence information in
support of tactical operations. The distribution center for TDDS is
called Upgraded Dissemination Ground Segment (UDGS) and will
become operational in fiscal year 1999. This is a very capable sys-
tem with capacity that is global in scope and flexible in format.
This bandwidth must be factored into the IBS architecture and
managed as part of that architecture.

Therefore the Committee directs that the Assistant Secretary of
Defense for Command, Control, Communications, and Intelligence,
with the Executive Agent for IBS and the Acquisition Agent for
IBS, prepare a study that shows the integration of broadcast sys-
tems into the IBS program. This study should validate the location
of the UDGS as optimum for the IBS program and give detailed de-
scriptions of the various intelligence source inputs, as well as the
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information management scheme that will be implemented to en-
sure the military customer is getting the necessary information in
a usable format. Specifically, the Committee seeks to ensure that
the adjudication and deconfliction authorities are adequate to
maintain broadcast discipline and ensure that the customer identi-
fies and receives critical intelligence information, as defined by the
customer, in a timely manner.

The Committee does not believe that a robust architecture im-
plies a single dissemination system. The Committee is concerned
that broadcast services are being buried within intelligence “stove-
pipes”, when they could better serve the same customers in a more
efficient and effective manner if they were brought under central-
ized control within the Department of Defense. This issue has lan-
guished in the Department for several years and acquisition deci-
sions have been effected that are not consistent with a “system of
systems” approach. The report directed above shall be due not later
than March 15, 1999.

NSA declassification

The National Security Agency has several declassification pro-
grams, which are split among many offices, and funding for which
is buried in the budget submissions of those offices. NSA was un-
able to provide the Committee with the total amount requested for
all declassification programs in fiscal year 1999. In addition, with
respect to the only declassification program specifically identified
in the Congressional Budget Justification Book, NSA was unable to
explain how those resources would be allocated. It is impossible for
the Committee to determine the scale of the declassification effort,
the effectiveness of declassification tools, and how well NSA is
meeting declassification requirements. To enhance oversight, the
Committee directs the Director of NSA to consolidate all declas-
sification programs into a single budget submission beginning in
fiscal year 2000, to include a breakdown of how the resources will
be allocated.

JOINT MILITARY INTELLIGENCE PROGRAM

Joint SIGINT Avionics Family

The objective of Joint SIGINT Avionics (JSAF) is the creation of
functional commonality and interoperability among all U.S. air-
borne reconnaissance platforms, regardless of service or airframe
type. Commonality and interoperability are accomplished through
an open architecture, common sensor payload, and software
reconfigurable processors. The development is being accomplished
through a series of technology modules that can be incrementally
integrated into existing systems and platforms.

The JSAF is designed to adapt to rapidly changing future threat
capabilities through software exploitation rather than by more cost-
ly hardware alterations and upgrades. The program is divided into
a low band subsystem (LBSS) and a high band subsystem (HBSS).
The system design relies on commercial off-the-shelf software and
hardware to increase affordability. Initial system implementation is
planned for completion in fiscal year 2007.
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Currently, there are four platforms scheduled to receive either
the LBSS, the HBSS, or both. The Air force plans to install JSAF
on two platforms, the RC-135 Rivet Joint and the Air Force special
platform. There are 16 of each of the two platforms in the Air
Force. The navy plans to install JSAF on its EP-3E aircraft. The
Navy maintains 12 EP-3E platforms. The Army plans to install
JSAF on nine Airborne Reconnaissance Low (ARL) aircraft for a
total of 53 manned platforms. Under the present plan, the Air
Force special platform will be the only aircraft equipped with the
LBSS and the HBSS.

The LBSS/HBSS production schedule (including development
units) is as follows:

Fiscal years—

2000 2001 2002 2003 2004 2005 2006 2007

LBSS 13 9 10 10 9 7 4 1
HBSS 1] 3 3 3 3 3 |

1 Developmental units.

In an effort to expedite delivery of this capability, the Committee
reviewed as accelerated production effort that would not increase
program risk. The Committee found that the delivery schedule
could be accelerated by up to three years in the case of the Air
Force special platform, and two years with other platforms, by re-
quiring that platforms be equipped with JSAF components at their
next depot maintenance (PDM).

Under the current plan, both low and high band subsystems
begin delivery to the services in fiscal year 2001 and conclude de-
livery in fiscal year 2007. During this period, some aircraft will go
through a PDM cycle and not have the new component installed
even though the components could be readily available. Maintain-
ing these older systems when they could be replaced will increase
support costs. An accelerated delivery schedule consistent with
platform PDM schedules would be as follows:

Fiscal years—

2000 2001 2002 2003 2004 2005

LBSS 13 10 14 14 7 5
HBSS 1] 4 .. [ J— 6

1 Developmental units.

The accelerated schedule does not increase risk and has no budg-
etary impact in fiscal year 1999. It requires that funding be accel-
erated in fiscal years 2000 through 2003 over current plans. The
accelerated schedule not only delivers capability faster, but also
saves $44 million in initial JSAF costs over the current acquisition
plan. The alternative funding profile would be as follows:

[In millions of dollars]

Fiscal years—
Prior 1 Total
yrs. 2000 2001 2002 2003 2004

Baseline 34.6 241 1920 1735 1641 1054 1524 846.1
Acclerated 34.6 297 2121 2384 2185 42.9 2569 8021
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[In millions of dollars]

Fiscal years—
Prior 1 Total
yrs. 2000 2001 2002 2003 2004

Delta 0 +5.6  +201 +649 +544 —625 —1265 —44.0

The Committee recommends the adoption of language directing
the Department of Defense to adopt an accelerated JSAF acquisi-
tion strategy consistent with the earliest platform availability for
PDM schedules.

Defense Airborne Reconnaissance Program integration & support

The budget request included $17.04 million, an increase of more
than 100 percent over fiscal year 1998, for program integration and
support. The budget justification materials did not demonstrate a
convincing requirement for such a dramatic increase. One of the
stated justifications for these funds is development of transfer
plans of Unmanned Aerial Vehicle (UAV) capabilities to the serv-
ices. Given the serious delays in both the High Altitude Endurance
UAV and Tactical UAV programs, coupled with the Air Force’s neg-
ative experience with the Predator program and the fact that the
Air Force has conducted detailed planning for assumption of re-
sponsibility for the High Altitude Endurance UAV program, the
Committee finds the administration’s rationale redundant.

Therefore, the Committee recommends a reduction of $8.0 mil-
lion for Defense Airborne Reconnaissance Program Integration and
Support for fiscal year 1999.

Common ground segment

The Committee remains concerned about the delays in the High
Altitude Endurance Unmanned Aerial Vehicle (HAE UAV) Ad-
vanced Concept Technology Demonstration (ACTD), especially with
regard to the Dark Star UAV, which continues to fall further be-
hind schedule. Information provided to the Committee casts serious
doubt on the viability of the Dark Star portion of the ACTD.

Because of repeated schedule delays and program problems the
Committee believes that the administration request for fiscal year
1999 for the Common Ground Segment cannot be executed in an
efficient manner. Therefore, the Committee recommends a reduc-
tion of $8.0 million in Common Ground Segment for fiscal year
1999.

Dark Star

Dark Star is the Low Observation air vehicle component in the
HAE UAV Advanced Concept Technology Demonstration (ACTD)
currently managed by the Defense Advanced Research Projects
Agency (DARPA). The Dark Star program remains plagued by pro-
gram delays and is substantially behind the projected schedule.
The Congress has appropriated more than $100.0 million for fiscal
years 1997 and 1998 combined, and the administration has re-
quested $40.5 million for fiscal year 1999.

The Committee believes that the unexpended prior year funds
and a reduced fiscal year 1999 authorization for appropriations will
be sufficient to sustain the Dark Star ACTD through the upcoming
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fiscal year. Therefore, the Committee recommends a reduction of
$10.0 million for Dark Star in fiscal year 1999.

Interferometric synthetic aperture radar

Forward deployed U.S. armed forces have a need for up-to-date
and highly accurate maps that provide three-dimensional location
of targets, including altitude, latitude and longitude, and for recon-
struction of terrain in a three-dimensional setting for planning
combat missions. Airborne interferometric synthetic aperture radar
(IFSAR) has the potential to provide such maps with an accuracy
and timeliness that meets the demanding digital terrain elevation
data (DTED) Level 5 specifications. Such performance would meet
all validated Army and Air Force requirements for battlefield vis-
ualization and precision strike. A demonstration IFSAR at some-
what lower performance parameters flew successfully on a commer-
cial jet in support of U.S. forces in Bosnia. The Committee believes
that this capability can now be transferred to an operational mili-
tary platform.

Therefore, the Committee recommends an addition of $4.0 mil-
lion within the Advanced Topographic Mapping System (ATOMS)
program for fiscal year 1999 to expedite development of a DTED
Level 5 IFSAR for installation on the Army’s Airborne Reconnais-
sance Low (ARL) platform.

IMPROVING INTELLIGENCE COMMUNITY MANAGEMENT AND OPERATION

The biological and chemical weapons threat

In March and April 1998, the Committee held a series of joint
hearings with the Judiciary Subcommittee on Technology, Terror-
ism & Government Information to receive both open and classified
testimony on the subject of the biological and chemical threats to
the United States by states and non-state actors such as terrorists,
and on the United States government’s strategy and capabilities to
prevent or respond to such an attack. Witnesses included the Attor-
ney General, the Director of the FBI, senior intelligence community
officials, medical experts from the U.S. Army and the Centers for
Disease Control, and expert private witnesses. In addition, Com-
mittee staff met with and debriefed a defector who until 1992
served as a senior scientist in the Soviet/Russian offensive biologi-
cal weapons program.

In the wake of the 1993 World Trade Center bombing, the 1995
Aum Shinrikyo attack in the Tokyo subway, and most recently, the
arrests in Las Vegas of persons suspected of possessing deadly an-
thrax agent, the Committee has been concerned by the proliferation
of biological and chemical weapons and the growing prospect of a
terrorist attack against the United States using biological or chemi-
cal agents. The Committee has initiated or supported a number of
programs to enhance the Intelligence Community’s capabilities to
monitor this threat, including new legislative authorities in the In-
telligence Authorization Act of Fiscal Year 1999 to collect certain
kinds of critical preliminary information of relevance to FBI inves-
tigations into international terrorism, and to provide policymakers
with the information and tools needed to support U.S. counter-pro-
liferation and counter-terrorism policies. The Classified Annex to
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the Intelligence Authorization Act for Fiscal Year 1999 continues
the Committee’s efforts in this regard.

The threat of biological or chemical attack poses extraordinary
and, in some cases, unique challenges, ranging from the difficulty
of detecting the production of such agents and providing timely
warning of a potential attack, to the consequences of a biological
event, which could under certain circumstances be more lethal than
a nuclear explosion. Of particular concern, from the Committee’s
viewpoint, are the ready availability and dual use nature of the
materials and equipment used to prepare biological and chemical
agents; the relative ease with which a small group of terrorists
could produce such substances (compared, for example, with nu-
clear weapons); the possibility of genetic engineering to defeat
countermeasures and increase the virulence and infectivity of bio-
logical agents; the threats posed by the Iraqi and Iranian biological
weapons programs; and concerns over Russia’s remaining offensive
biological warfare program, which according to published reports
could include biological warheads on ICBMs, as well as the poten-
tial for transfer of scientific expertise, or actual biological agents,
from the Russian program to rogue states or terrorist groups.

Many of the challenges cited above are intrinsic to the nature of
biological and chemical weapons, or otherwise largely beyond the
capacity of the U.S. Government to influence. The Committee is
disturbed, however, by public reports that a major interagency
study has revealed widespread problems and deficiencies in the
U.S. Government’s counter-terrorism strategy and capabilities, in-
cluding intelligence programs and activities under the Committee’s
jurisdiction. This is discussed in greater detail in the Classified
Annex, where the Committee is directing that the Director of Cen-
tral Intelligence and the Attorney General report to the Committee
on measures they are taking or intend to take to address any
shortcomings they have identified.

DoD IG oversight of intelligence issues

In 1995, responding to Congressional concerns about DoD IG
oversight of DoD organizations within the Intelligence Community,
the DoD IG established an Office of Intelligence Review. The Office
of Intelligence Review’s mission includes overseeing DoD intel-
ligence programs and activities as well as coordinating activities of
the Inspectors General within DoD intelligence agencies such as
NSA, NRO, and DIA. Many products of the Office of Intelligence
Review have been very useful to this Committee.

In January 1998, as a result of overall DoD IG downsizing, the
Office of Intelligence Review was made a separate entity reporting
directly to the DoD IG. However, as part of this reorganization, the
staffing of the Office of Intelligence Review was cut nearly in half.
While the Committee applauds the increased oversight potential
created by establishing a separate DoD IG office dedicated to re-
viewing intelligence programs and activities, it is concerned that
current DoD IG resource constraints could result in the Office of
Intelligence Review being reduced to an ineffective level or elimi-
nated completely. Over the next fiscal year the Committee will be
evaluating the Office of Intelligence Review’s ability to continue to
provide quality products at its current staffing level.
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Computer-proliferation education and training

The United States faces a qualitatively new proliferation chal-
lenge to its national security interests. Because the proliferation of
weapons of mass destruction (WMD) and their delivery systems
poses a paramount, long term threat to the country, the Committee
is of the view that the country should utilize education as an essen-
tial tool in support of the training of counter-proliferation special-
ists equipped to address this threat.

At the present time, however, explicit program authority is not
available to train American students adequately to confront the
proliferation challenge. Particularly noticeable by its absence is
government support for graduate training in the counter-prolifera-
tion area, which includes WMD technologies and capabilities, mis-
sile and other delivery system technologies and capabilities, exist-
ing and required domestic response capabilities, motivations and
techniques of state and subnational proliferators, and a careful as-
sessment of existing counter-proliferation regimes.

The National Security Education Act (NSEA) was enacted in
1991 “to provide the necessary resources, accountability, and flexi-
bility to meet the national security education needs of the United
States, especially as such needs change over time”. As drafted in
1991, the NSEA emphasized language and area studies. Since
then, the national security needs of the country have changed. In
an effort to generate limited but sustained Federal support for
counter-proliferation activities and studies, the Committee amends
the National Security Education Act of 1991 to (1) specify counter-
proliferation studies as a primary area for Federal support, and (2)
require that the National Security Education Board established by
the Act include the Secretary of Energy. The Committee has as a
goal the allocation of not less than one-third of the amounts speci-
fied under the Act for the awarding of fellowships to graduate stu-
dents and grants to institutions of higher learning in the field of
counter-proliferation training and studies.

In addressing the threats posed by the proliferation of weapons
of mass destruction, the Committee has not only been supportive
of the funding requests of the Intelligence Community in combating
this threat, but has also pointed the way toward enhanced efforts
by the community in newer, nontraditional areas. Committee sup-
port for funding of counter-proliferation education and training
through an amended National Security Education Act is not only
consistent with these efforts but can ultimately contribute to their
success.

IMPACT OF TECHNOLOGY ON THE INTELLIGENCE COMMUNITY

Technical Advisory Group

In 1997, the Committee established a Technical Advisory Group
(TAG) to consider selected, highly significant technical issues relat-
ing to national security or intelligence. The TAG is comprised of
leading U.S. scientists and experts in technology and intelligence.
The Committee wishes to thank the TAG members for the many
hours they devoted to examining both the HUMINT and SIGINT
capabilities of the Intelligence Community (IC). The TAG concluded
that intelligence collection will pay an increasingly important role
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in defending U.S. national security interests, and recommended
that the IC develop a comprehensive plan for transition to the fu-
ture which recognizes the technically sophisticated, rapidly chang-
ing world that now confronts the IC. The Committee will continue
to review the recommendations of this distinguished group and
work with the Director of Central Intelligence to implement them.
Many of the initial recommendations of the TAG have been incor-
porated throughout the Intelligence Authorization Act of 1999.

Encryption

The Committee remains concerned about efforts to inappropri-
ately ease or remove export restrictions on hardware and software
encryption products. Export controls on encryption and other prod-
ucts serve a clearly defined purpose—to protect our nation’s secu-
rity. Therefore, the Committee believes that the effects on U.S. na-
tional security must be the paramount concern when considering
any proposed change to encryption export policy, and will seek re-
ferral of any legislation regarding encryption export policy under
its jurisdiction established under Senate Resolution 400.

Export restrictions on encryption products assist the Intelligence
Community in its signals intelligence mission. By collecting and
analyzing signals intelligence, U.S. intelligence agencies seek to
understand the policies, intentions, and plans of foreign state and
nonstate actors. Signals intelligence plays an important role in the
formation of American foreign and defense policy. It is also a sig-
nificant factor in U.S. efforts to protect its citizens and soldiers
against terrorism, the proliferation of weapons of mass destruction,
narcotics trafficking, international crime and other threats to our
nation’s security.

While the Committee recognizes the commercial interest in eas-
ing or removing export restrictions, it believes the safety of our citi-
zens and soldiers should be the predominant concern when consid-
ering U.S. policy towards the export of any product. The Committee
supports the continued control of encryption products, and believes
that a comprehensive strategy on encryption export policy can and
must be developed that addresses national security concerns as
well as the promotion of American commercial interests abroad.
The Committee looks forward to working with senior Administra-
tion officials in developing such a strategy.

Intelligence Community role in national infrastructure protection

The Committee believes the Intelligence Community has an im-
portant role to play in the protection of our nation’s critical infra-
structure. The President’s Commission on Critical Infrastructure
Protection (PCCIP) issued a report in October 1997 which identi-
fied five critical infrastructures—energy, banking and finance,
transportation, vital human services, and telecommunications—
that are essential to national defense, public safety, economic pros-
perity, and quality of life. In pursuit of greater effectiveness and
efficiency, the private and public sector entities which manage
these infrastructures have integrated advanced information and
communications technologies into their systems. However, the
widespread use and interlinkage of computer and telecommuni-
cations throughout these infrastructures has created new
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vulnerabilities which, if not addressed, pose significant risks to our
national security.

In response to the recommendations included in the PCCIP Re-
port, the Administration in February 1998 created a National In-
frastructure Protection Center (NIPC) within the Federal Bureau
of Investigation. The NIPC will be composed of the former Com-
puter Investigations and Infrastructure Threat Assessment Center
(CITAC), originally funded through the NFIP, and other offices
whose responsibilities include operational response to computer in-
trusion incidents, and indications and warnings for infrastructure
and key asset protection. To be successful in performing its mis-
sion, the NIPC must rely on the Intelligence Community to provide
timely and reliable information regarding possible intrusions, dis-
ruptions, and attacks committed by foreign actors on the critical in-
frastructures.

In its version of the Intelligence Authorization Act for Fiscal
Year 1998 the Committee directed the Director of Central Intel-
ligence, the Secretary of Defense, and the Director of the Federal
Bureau of Investigation to submit a report articulating a counter-
intelligence strategy for critical infrastructure protection. The Com-
mittee received this report on March 30, 1998. While describing
how intelligence agencies have chosen to approach the infrastruc-
ture protection issue, this report did not provide a detailed counter-
intelligence strategy nor did it provide adequate information re-
garding current or planned counterintelligence activities. With the
creation of the NIPC, the Committee believes the Intelligence Com-
munity needs a comprehensive strategy to address counterintel-
ligence, threat assessment, indications and warnings, and other in-
telligence requirements necessary to assist the NIPC in its infra-
structure protection mission. Therefore, the Committee directs the
Director of Central Intelligence and the Secretary of Defense to
perform a joint review to determine the proper role of the Intel-
ligence Community in critical infrastructure protection.

This review should: identify the assets and capabilities of the In-
telligence Community which may be of value to the protection of
the critical infrastructures; identify which capabilities or tech-
nologies useful to intelligence collection or analysis on infrastruc-
ture protection are presently lacking within the Intelligence Com-
munity, including the capability to provide indications and warn-
ings; provide a counterintelligence strategy designed to protect in-
formation regarding vulnerabilities in United States infrastructure;
state what, if any, additional collection requirements have been im-
plemented to gain insight into activity against U.S. systems; de-
scribe any training programs developed to increase awareness and
knowledge of analysts and collectors regarding infrastructure pro-
tection concerns; explain how the Intelligence Community will use
its expertise and assets to assist the critical infrastructures protec-
tion mission of the NIPC and other government entities; and detail
how the Intelligence Community will provide timely and actionable
intelligence regarding foreign intrusions and attacks to the NIPC
and other government entities involved in critical infrastructure
protection. This review should also propose how protective tech-
niques and technologies developed or identified by the Intelligence
Community may be shared with the private and public sector ac-
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tors that manage these infrastructures. The Committee directs that
the review of the Intelligence Community’s role in infrastructure
protection be provided to the Congressional Intelligence Commit-
tees not later than March 15, 1999.

Assessment of the Intelligence Community’s information infrastruc-
ture

In recent years, the Intelligence Community has incorporated ad-
vanced computer and telecommunications technologies into its or-
ganizations to improve their intelligence collection and analytical
capabilities, to increase the productivity of its workforce, and to fa-
cilitate communications between different member organizations.
As the agencies and offices of the Intelligence Community become
more reliant on these technologies, they have become more vulner-
able to intrusions, disruptions, and attacks against these systems.
The Committee realizes that any breakdown in the information in-
frastructure of the Intelligence Community will adversely affect its
ability to provide timely intelligence to our national security policy-
makers and military leaders.

To address this potential vulnerability, the Committee directs
the Director of Central Intelligence and the Secretary Of Defense
to formulate an Intelligence Community information infrastructure
security program to ensure the viability and effectiveness of the In-
telligence Community’s information infrastructure. This program
shall develop and implement procedures, practices, policies, and
technologies designed to secure and protect the IC’s information in-
frastructure from intrusion, disruptions, and attacks. It should also
provide internal controls, audit features, and other necessary ele-
ments to address possible insider attacks and other counterintel-
ligence concerns. The Committee directs that the Director of Cen-
tral Intelligence and the Secretary of Defense forward a report to
the Congressional Intelligence Committees not later than March
15, 1999.

The Committee is also concerned that there is no formal, periodic
review of the technologies and practices used by the Intelligence
Community to provide security and protection for its information
infrastructure. Therefore, the Committee directs the Director of
Central Intelligence and the Secretary of Defense to perform regu-
lar, periodic assessments of the procedures, policies, and tech-
nologies implemented by the various intelligence agencies and of-
fices to secure and protect their computer and telecommunications
systems. These assessments shall be performed on at least an an-
nual basis. Further, the Committee directs that the Intelligence
Community complete an initial series of assessments by the end of
fiscal year 1999.

These assessments should include the following: a determination
of the adequacy of information infrastructure security procedures
and policies; a review of any technologies in use to provide security
and/or protect information infrastructure; and the result of aggres-
sive systematic, controlled testing of the Intelligence Community’s
computer and telecommunications systems for vulnerabilities to in-
trusion, denial of use, attack, or other disruptive activity. These as-
sessments shall be provided by the Director of Central Intelligence
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and the Secretary of Defense to the Congressional Defense Com-
mittees not later than March 15, 1999.

DISCLOSURE OF INFORMATION TO CONGRESS

Background and need for legislation

It is not generally known that the “Whistle Blower Protection
Act” does not cover employees of the agencies within the Intel-
ligence Community. See 5 U.S.C. §§ 2301 et seq. The “whistle blow-
er”’ statute also expressly proscribes the disclosure of information
that is specifically required by Executive Order to be kept secret
in the interest of national defense or the conduct of foreign affairs.
Therefore, employees within the Intelligence Community are not
protected from adverse personnel action if they choose to disclose
such information, irrespective of its classification, to Congress. In
fact, an employee who discloses classified information to Congress
without prior approval is specifically subject to sanctions which
may include reprimand, termination of security clearance, suspen-
sion without pay, or removal. See Exec. Order No. 12,958, 60 Fed.
Reg. 19825 (1995). Some types of unauthorized disclosures are also
subject to criminal sanctions. See 18 U.S.C. §§ 641, 793, 794, 798,
952 (1996); 50 U.S.C. § 783(b) (1996).

In accordance with Executive Order No. 12,958, classified infor-
mation must remain under the control of the originating agency
and may not be disseminated without proper authorization. Con-
sequently, an Executive Branch employee may not disclose classi-
fied information to Congress without prior approval. In fact, em-
ployees are advised that the agency will provide “access as is nec-
essary for Congress to perform its legislative functions. * * *” “In-
formation Security Oversight Office, General Services Administra-
tion, Classified Information Nondislcosure Agreement (SF-312)
Briefing Booklet,” at 66. In other words, the executive agency will
decide what Members of Congress may “need to know” to perform
their constitutional oversight functions. The President, in effect, as-
serts that he has exclusive or plenary authority to oversee the reg-
ulation of national security information.

In response to the Administration’s position, the Select Commit-
tee on Intelligence of the United States Senate reported the Intel-
ligence Authorization Act for Fiscal Year 1998, which included a
provision that specifically addressed this issue. See S. 858, 105th
Cong., 1st Sess. §306 (1997). The Senate passed the bill by a vote
of ninety-eight to one. Shortly after the Senate vote, the Adminis-
tration issued a Statement of Administration Policy stating that
section 306 was unconstitutional, and that if it remained in the bill
in its present form, senior advisers would recommend that the
President veto the bill.

Section 306 directed the President to inform all Executive
Branch employees that disclosing classified information to an ap-
propriate oversight committee to their Congressional representative
is not prohibited by any law, executive order, or regulation or oth-
erwise contrary to public policy, if the employee reasonably believes
that the classified information evidences: a violation of any law,
rule, or regulation; a false statement to Congress on an issue of
material fact; or gross mismanagement, a gross waste of funds, an



19

abuse of authority, or a substantial and specific danger to public
health or safety. This provision was intended to ensure that Con-
gress received information necessary to fulfill its constitutional
oversight responsibilities. It was also intended to protect employees
from adverse actions based on what was heretofore considered an
unauthorized disclosure to Congress.

The Committee intended disclosure to an appropriate oversight
committee to mean disclosure to cleared staff or a member of the
committee with jurisdiction over the agency involved in the wrong-
doing. Members or committee staff who received such information
from an employee were to be presumed to have received it in their
capacity as members or staff of the appropriate oversight commit-
tee. The Committee believed that this presumption was necessary
because Members and staff are responsible for ensuring that the
information is protected in accordance with committee rules and
brought to the attention of the leadership of the committee. The
President, by informing Executive Branch employees as directed in
section 306, would have authorized disclosure to the appropriate
oversight committee or members, thereby recognizing that these
committees and members have a “need to know” the information as
required by current Executive Branch restrictions on disclosure of
classified information.

In conference, members of the House Permanent Select Commit-
tee on Intelligence (HPSCI) and the Senate Select Committee
(SSCI) did not agree to include section 306 as passed by the Sen-
ate. The Senate offered to amend section 306, thereby significantly
narrowing the scope of the provision to cover only employees of
agencies within the Intelligence Community (the Senate-passed
version covered all executive employees). The Senate amendment
further narrowed the provision by allowing disclosure only to com-
mittees with primary jurisdiction over the agencies involved (the
original language also allowed disclosure to a Member of Congress
who represented the employee).

The Chairman and Ranking Member of the House Committee ex-
pressed concern over the possible constitutional implications of
such language. They were also mindful of the Administration’s veto
threat as expressed in the Statement of Administration Policy. The
Chairman and vice Chairman of the Senate Select Committee, in
deference to their House colleague’s concerns, agreed to amend the
provision to express a sense of the Congress that Members of Con-
gress have equal standing with officials of the Executive Branch to
receive classified information so that Congress may carry out its
oversight responsibilities.

The managers’ decision not to include section 306 of the Senate
bill in the conference report, however, was not intended by either
body to be interpreted as agreement with the Administration’s posi-
tion on whether it is constitutional for Congress to legislate on this
subject matter. The managers’ actions were also not to be inter-
preted as expressing agreement with the opinion of the Justice De-
partment’s Office of Legal Counsel, which explicitly stated that
only the President may determine when Executive Branch employ-
ees may disclose classified information to Members of Congress.
The managers asserted in their Conference Report that members
of congressional committees have a need to know information, clas-
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sified or otherwise, that directly relates to their responsibility to
conduct vigorous and thorough oversight of the activities of the ex-
ecutive departments and agencies within their committees’ jurisdic-
tion. Therefore, the President may not assert an unimpeded au-
thority to determine otherwise.

While the managers recognized the Chief Executive’s derived
constitutional authority to protect sensitive national security infor-
mation, they did not agree with the Administration that the au-
thority is exclusive. Members of both committees also agreed that
whatever the scope of the President’s authority, it may not be as-
serted against Congress to withhold evidence of misconduct or
wrongdoing and thereby impede Congress in exercising its constitu-
tional legislative and oversight authority. Therefore, the managers
committed to hold hearings on this issue and develop appropriate
legislative solutions in the second session of the 105th Congress.

The Senate Select Committee held public hearings on February
4 and 11, 1998 to examine the constitutional implications of legisla-
tion such as section 306. The Committee heard from constitutional
scholars and legal experts on both sides of the issue. Mr. Randolph
D. Moss, Deputy Assistant Attorney General from the Department
of Justice Office of Legal Counsel, testified in support of the Ad-
ministration’s position that section 306 and any similar language
represents an unconstitutional infringement on the President’s au-
thority as Commander in Chief and Chief Executive. Mr. Moss as-
serted the following:

(A) The President, as Commander in Chief, Chief Executive, and
sole organ of the Nation in its external relations has ultimate and
unimpeded authority over the collection, retention, and dissemina-
tion of intelligence and other national security information.

(B) Any congressional enactment that may be interpreted to di-
vest the President of his ultimate control over national security in-
formation is an unconstitutional usurpation of the exclusive au-
thority of the Executive.

(C) The Senate’s language vests lower-ranking personnel in the
Executive Branch with a “right” to furnish such information to a
Member of Congress without prior official authorization from the
President or his delegee. Therefore, section 306 and any similar
provision is unconstitutional.

The Committee also heard Professor Peter Raven-Hansen, Glen
Earl Weston Research Professor of Law from the George Washing-
ton University Law School, and Dr. Louis Fisher, Senior Specialist
(Separation of Powers) from the Congressional Research Service,
testify that the President’s authority in this area is not exclusive.
Hence, these experts believed that Congress already has authority
to regulate the collection, retention, and dissemination of national
security information. Professor Raven-Hansen and Dr. Fisher as-
serted the following:

(A) A claim of exclusive authority must be substantiated by an
explicit textual grant of such authority by the Constitution.

(B) There is no express constitutional language regarding the
regulation of national security information as it pertains to the
President.
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(C) The President’s authority to regulate national security infor-
mation is an implied authority flowing from his responsibilities as
Commander in Chief and Chief Executive.

(D) As the regulation of national security information is implicit
in the command authority of the President, it is equally implicit in
the broad array of national security and foreign affairs authorities
vested in the Congress by the Constitution. In fact, Congress has
legislated extensively over a long period of time to require the
President to provide information to Congress.

(E) Congress may legislate in this area because the Executive
and Legislative Branches share constitutional authority to regulate
national security information.

(F) The Supreme Court has never decided a case that specifically
addressed this issue.

(G) The provision is constitutional because it does not prevent
the President from accomplishing his constitutionally assigned
functions, and because any intrusion upon his authority is justified
by an overriding need to promote objectives within the constitu-
tional authority of Congress.

The Committee found the last argument to be persuasive and de-
termined that the Administration’s intransigence on this issue com-
pelled the Committee to act.

Following the public hearing on February 11th, the Committee
met to mark up a modified version of section 306. One amendment
was offered by a member of the Committee and was adopted unani-
mously. The bill was favorably reported from the Committee on
February 23, 1998. The Senate considered the bill (S. 1668) on
March 9, 1998 and passed it on a roll call vote of 93 to one. The
bill was sent to the House of Representatives and has yet to be con-
sidered by that body. Despite assurances by the Chairman and
Ranking Member of the Permanent Select Committee on Intel-
ligence of the House of Representatives, the HPSCI has not, as of
this printing, held a hearing or met to consider similar legislation.
Therefore, in light of the relatively short legislative calendar in this
session, the Committee has included this provision in order to give
the House of Representatives another opportunity to consider the
benefits of this type of legislation.

This bill as passed by the U.S. Senate is contained in title V of
this bill and is explained in the section by section analysis.

SECTION-BY-SECTION ANALYSIS AND EXPLANATION
TITLE I—INTELLIGENCE ACTIVITIES

Sec. 101. Authorization for appropriations

Section 101 lists departments, agencies, and other elements of
the United States Government for whose intelligence and intel-
ligence-related activities the Act authorizes appropriations for fis-
cal year 1999.

Sec. 102. Classified schedule of authorizations

Section 102 makes clear that the details of the amounts author-
ized to be appropriated for intelligence and intelligence-related ac-
tivities and personnel ceilings for the entities listed in section 101
for fiscal year 1999 are contained in a classified Schedule of Au-
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thorizations. The Schedule of Authorizations is incorporated into
the Act by this section.

Sec. 103. Personnel ceiling adjustments

Section 103 authorizes the Director of Central Intelligence, with
the approval of the Director of the Office of Management and
Budget, in fiscal year 1999 to exceed the personnel ceilings applica-
ble to the components of the Intelligence Community under section
102 by an amount not to exceed 2 percent of the total of the ceil-
ings applicable under section 102. The Director may exercise this
authority only when necessary to the performance of important in-
telligence functions or to the maintenance of a stable personnel
force, and any exercise of this authority must be reported to the
two intelligence committees of the Congress.

Sec. 104. Community management account

Section 104 provides certain details concerning the amount and
composition of the Community Management Account (CMA) of the
Director of Central Intelligence.

Subsection (a) authorizes appropriations in the amount of
$138,623,000 for fiscal year 1999 for the staffing and administra-
tion of various components under the CMA. Subsection (a) also au-
thorizes funds identified for the Advanced Research and Develop-
ment Committee and the Environmental Intelligence and Applica-
tions Program to remain available for two years.

Subsection (b) authorizes a total of 283 full-time personnel for
elements within the CMA for fiscal year 1999 and provides that
such personnel may be permanent employees of the CMA element
or detailed from other elements of the United States Government.

Subsection (c) explicitly authorizes the classified portion of the
CMA.

Subsection (d) requires that personnel be detailed on a reimburs-
able basis, with certain exceptions.

Subsection (e) authorizes $27,000,000 of the amount authorized
for the CMA under subsection (a) to be made available for the Na-
tional Drug Intelligence Center (NDIC) in Johnstown, Pennsyl-
vania. Subsection (c¢) requires the Director of Central Intelligence
to transfer the $27,000,000 to the Department of Justice to be used
for NDIC activities under authority of the Attorney General, and
subject to section 103(d)(1) of the National Security Act. The Com-
mittee has also restricted the transfer of the funds authorized in
subsection (e) pending the receipt by the congressional intelligence
committees of a report mandated in the Intelligence Authorization
Act for Fiscal Year 1998.

TILE II—CENTRAL INTELLIGENCE AGENCY RETIREMENT
AND DISABILITY SYSTEM
Sec. 201. Authorization of appropriations

Section 201 authorizes appropriations in the amount of
$201,500,000 for fiscal year 1999 for the Central Intelligence Agen-
cy Retirement and Disability Fund.
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TITLE III—GENERAL PROVISIONS

Sec. 301. Increase in employee compensation and benefits author-
ized by law

Section 301 provides that appropriations authorized by the con-
ference report for salary, pay, retirement and other benefits for fed-
eral employees may be increased by such additional or supple-
mental amounts as may be necessary for increases in such com-
pensation or benefits authorized by law.

Sec. 302. Restriction on conduct of intelligence activities

Section 302 provides that the authorization of appropriations by
the conference report shall not be deemed to constitute authority
for the conduct of any intelligence activity which is not otherwise
authorized by the Constitution or laws of the United States.

Sec. 303. Extension of application of sanctions laws to intelligence
activities

Section 303 extends until January 6, 2000, the authority first
granted by section 303 of the Intelligence Authorization Act for Fis-
cal Year 1996 for the President to delay the imposition of an eco-
nomic, cultural, diplomatic, or other sanction upon his determina-
tion that proceeding with the sanction could compromise an ongo-
ing criminal investigation or an intelligence source or method. This
authority was extended until January 6, 1998, by section 304 of the
Intelligence Authorization Act for Fiscal Year 1997, and again until
January 6, 1999, by section 304 of the Intelligence Authorization
Act for Fiscal Year 1998. There is a continuing need for this au-
thority in the event that an automatic or immediate imposition of
sanctions would seriously jeopardize a criminal investigation or
sources and methods of intelligence collection.

Sec. 304. Extension of authority to engage in commercial activities
as security for intelligence collection activities

Section 304 amends section 431(a) of title 10 to extend current
Department of Defense authority to engage in commercial activities
as security for intelligence collection activities until December 31,
2000.

Sec. 305. Modification of National Security Education Program

Section 305 amends the David C. Boren National Security Edu-
cation Act of 1991, by adding counter-proliferation studies as an
area of primary emphasis in the Act. Section 305 substitutes the
Secretary of Energy for the Director of the United States Informa-
tion Service as a Member of the National Security Education
Board, which continues to include the Secretaries of Defense, Edu-
cation, State, and Commerce, and the Director of Central Intel-
ligence.

Sec. 306. Technical amendments

Section 306 makes technical corrections to section 5(a)(1) and
section 6 of the Central Intelligence Agency (CIA) Act of 1949 and
section 201(c) of the CIA Retirement Act. The cross-reference in
section 5(a)(1) of the CIA Act to subparagraphs (B) and (C) of sec-
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tion 102(a)(2) of the National Security Act is no longer current or
accurate, and should cite instead to subsections (a)(2) and (a)(3) of
section 102. Section 805(a) of the Intelligence Authorization Act for
Fiscal Year 1997 (Pub. L. No. 104-293) changed what had been
sections 102 (a)(2)(B) and (C) of the National Security Act to sec-
tions 102 (a)(2) and (a)(3) of the Act. Similarly, the cross-references
in section 5 (a)(1) and section 6 of the CIA Act to “subsection (c)(5)
of section 103” and to “section 103 (c)(5) of the National Security
Act of 1947 (50 U.S.C. §403-3 (c)(5));” respectively, are no longer
current or accurate. The cross-reference in section 201 (c¢) of the
CIA Retirement Act to that same provision of the National Security
Act is also outdated. Section 807 (a)(2) of the Intelligence Author-
ization Act for Fiscal Year 1997 changed what had been section 103
(e)(5) to section 103 (c)(6) (50 U.S.C. §403—-3 (¢)(6)). Section 401 of
the present legislation simply updates the cross-references in sec-
tion 5 (a)(1) and section 6 of the CIA Act and section 201 (c¢) of the
CIA Retirement Act to the pertinent provision of the National Se-
curity Act.

TITLE IV—CENTRAL INTELLIGENCE AGENCY

Sec. 401. Extension of separation pay program for voluntary separa-
tion of CIA employees

Section 401 amends section 2(f) of the CIA Voluntary Separation
Pay Act, Public Law 103-36, 50 U.S.C. §403—4 note, to extend the
Agency’s authority to offer separation incentives until September
30, 2001. Without this amendment, the Agency’s authority to offer
such incentives would expire on September 30, 1999.

The net impact of the six CIA “early out” exercises thus far,
along with normal attrition and reduced hiring, has been a signifi-
cant drop in the Agency’s on-duty strength since the separation in-
centive program began in FY 1993. However, rapid worldwide tech-
nological change and increasing concern about such diverse issues
as international terrorism, proliferation, drug trafficking, and polit-
ical instability require the Agency to do more to address the skills
mix of the Agency population.

The Agency must continue to reduce or eliminate outdated pro-
fessions, accelerate the transfer of resources from support to mis-
sion-critical work, and hire people with state-of-the-art skills. Vol-
untary Separation Incentive Pay authority—used for specific, tar-
geted populations—will help the CIA achieve those goals without
resorting to involuntary separations in certain occupational cat-
egories. The incentive pay would be targeted principally at individ-
uals in outdated occupations and skill categories who would not be
separating via regular attrition or switching to another work area
after retraining.

Incentive authority through the year 2001 will help enable the
Agency to ensure its workforce has the right skills in the right
areas at the right time.

Sec. 402. Additional duties for Inspector General of Central Intel-
ligence Agency

Section 402 gives the CIA Office of Inspector General (OIG) re-
sponsibility to review and comment in the Inspector General’s (IG)
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semiannual reports on existing and proposed legislation relating to
programs and operations of the Agency. Review and comment by
the IG on legislation will complement the IG’s responsibility to pro-
mote economy and efficiency in Agency programs and operations
and will be useful to the DCI and the intelligence committees of
Congress as an independent source of analysis.

This function enables the IG to express OIG’s views concerning
the impact of legislation on the economy and efficiency of Agency
activities and the prevention and detection of fraud in such activi-
ties. While such a function is implicit in the broad mandate of the
Inspector General, the Committee believes that authority for legis-
lative review should be recognized explicitly in the statute.

TITLE V—DISCLOSURE OF CLASSIFIED INFORMATION TO
CONGRESS

Sec. 501. Encouragement of disclosure of certain information to
Congress

Section 501 is divided into subsections (a) through (d). Subsection
(a)(1) directs the President to take appropriate actions to inform
the employees of agencies covered in subsection (d) and employees
of contractors of such agencies that the disclosure of information
described in paragraph (2) to individuals referred to in paragraph
(3) is not prohibited by law, executive order, or regulation or other-
wise contrary to public policy. In other words, the President is di-
rected to inform “covered employees” that it will not be considered
an “unauthorized disclosure” if they provide certain information to
Congress, if that information is provided to the appropriate mem-
ber and the information falls within the specified categories.

Subsection (a)(1) does not, however, define the means by which
the President must implement this direction. The Committee re-
frained from expressly stating the types of actions that the Presi-
dent should take as we have in previous measures. See, e.g., Coun-
terintelligence and Security Enhancements Act of 1994, Pub. L. No.
103-359, title VIII, § 802(a), 108 Stat. 3435 (1994). The Committee
has intentionally allowed the President a great deal of latitude to
implement this legislation. The Committee does not, however, in-
tend this permissive approach to be interpreted as license ity to
promote economy and efficiency in Agency programs and operations
and will be useful to the DCI and the intelligence committees of
Congress as an independent source of analysis.

This function enables the IG to express OIG’s views concerning
the impact of legislation on the economy and efficiency of Agency
activities and the prevention and detection of fraud in such activi-
ties. While such a function is implicit in the broad mandate of the
Inspectuch information. This language is consistent with the argu-
ment propounded by the Administration in a brief that it filed in
the Supreme Court in 1989. See Brief for Appellees, American For-
eign Service Association v. Garfinkel, 488 U.S. 923 (1988) (No. 87—
2127). In the Garfinkel brief the Department of Justice stated that
“the President has uniformly limited access to classified informa-
tion to persons who have a need to know the particular informa-
tion, such as a congressional committee having specific jurisdiction
over the subject matter.” Id at 16 (emphasis added).
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Paragraph (1)(C) is intended to ensure that members receive in-
formation only in their capacity as a member of the committee con-
cerned. The Committee is adamant that any information received
by a member of one of the appropriate committees be protected in
accordance with that committee’s rules for safeguarding classified
material and be reported to the committee’s leadership. Accord-
ingly, a member is not free to accept covered information as a
member of a committee unrestrained by such rules or to withhold
knowledge of the information from the committee’s leadership. The
various national security committees enjoy a long history of trust
with the Executive Branch and that record will be continued.

Paragraph (2) defines the type of information that an employee
may bring to Congress. It is intended to cover all information in
the covered categories, including classified information. Paragraphs
(2)(A) and (C) are taken nearly verbatim from the text of the
“Whistle Blower Protection Act” and are intended to have the same
meaning. See 5 U.S.C. §2302(b)(8)(A)(1)—(ii) (1994 & Supp. II 1996).
The Committee did slightly narrow the language, however, to cover
only flagrant abuses of authority. The Committee intended to ad-
dress only those abuses that are so objectionable as to warrant the
attention of Congress.

Paragraph (2)(B) is not found in the “whistle blower” statute and
was added to ensure that information pertaining to a false state-
ment to Congress is brought to our attention. In the interest of leg-
islative efficiency, however, the Committee is most concerned with
those false statements that pertain to an issue of material fact. The
material facts of an issue are those facts that a reasonable person
would consider important in reviewing that particular issue. Con-
gress depends on the accuracy of the information provided to it,
and when our oversight is based on false information, we must be
made aware of it even if the President would prefer to withhold the
fact that false information has been provided.

Paragraph (3) refers to the individuals to whom information de-
scribed in paragraph (2) may be disclosed. Although the Senate Se-
lect Committee on Intelligence is composed, inter alia, of members
from the Committee on Appropriations, Armed Services, and the
Judiciary, we recognize that those committees share jurisdiction
with this Committee and each has as its primary responsibilities
the oversight of some of the department, agencies or elements of
the Federal Government to which such information relates. As
noted earlier, the individuals to whom information may be dis-
closed was narrowed significantly from section 306 of the Intel-
ligence Authorization Act of Fiscal Year 1998 to further ensure the
protection of the information.

Paragraph (4) recognizes the inviolability of the rule of secrecy
in grand jury proceedings. The Committee does not intend this leg-
islation to circumvent the obligation of secrecy imposed by Rule
6(e) of the Federal Rules of Criminal Procedure and therefore para-
graph (1)(A) does not apply to such information. The Committee
does not believe, however, that disclosures to Congress fall under
the rubric or other statutes that prohibit the disclosure of certain
information. The Congress is an entity of the federal government
and is capable of protecting such information in the same manner
as an executive agency or department. Accordingly, the Committee
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does not view a disclosure to Congress as a disclosure outside of
the government.

Subsection (b) directs the President to submit a report to Con-
gress on the actions taken under subsection (a). The Committee ex-
pects to see a report that describes any procedures established or
guidance given to the various agencies, departments, or elements.
If the President gives wide discretion to agency heads, the Commit-
tee would also like the report to address how each agency or de-
partment has implemented this legislation.

Section (c) is intended to protect the integrity of other reporting
requirements enacted into relevant law.

Section (d) defines the covered agencies. These are the agencies
exempted from the “whistle blower” statute. See 5 U.S.C.
§2302(a)(2)(C)(i1) (1994 & Supp. II 1996).

TITLE VI—FOREIGN INTELLIGENCE AND INTERNATIONAL
TERRORISM INVESTIGATIONS

Sec. 601. Pen registers and trap and trace devices in foreign intel-
ligence and international terrorism investigations

Section 601 amends the Foreign Intelligence Surveillance Act of
1978, 50 U.S.C. §1802, et seq. (FISA) to authorize pen registers
and trap and trace devices in foreign intelligence and international
terrorism investigations being conducted by the FBI under guide-
lines approved by the Attorney General. In particular, it authorizes
FISA judges to issue a pen register or a trap and trace order upon
a certification that the information sought is relevant to such an
ongoing investigation.

The amendment allows the use of pen registers and trap and
trace devices in foreign intelligence and international terrorism in-
vestigations. Although such devices can be utilized at present, cur-
rent procedures do not reflect changes in the law since FISA was
enacted. Before the use of such device today, the complete FISA
predicate for actual interception of the oral or verbal contents on
the communication itself must be satisfied. That predicate is de-
signed to satisfy strict constitutional requirements or the conduct
of a “search” within the meaning of the Fourth Amendment. How-
ever, and subsequent to passage of FISA in 1978, the Supreme
Court held in Smith v. Maryland, 442 U.S. 735 (1979), that access-
ing numbers dialed to contact another communications facility is
not a Fourth Amendment “search”. Thus, current procedures im-
pose a standard that is more rigorous than the constitution re-
quires. Section 501 establishes a predicate for the use of pen reg-
isters or trap and trace devices that is consistent with that opinion
and is analogous to the statutory standard for the use of these de-
vices in criminal investigations. This authority is necessary in
order to permit, as is the case in criminal investigations, the use
of this very valuable investigative tool at the critical early stages
of foreign intelligence and international terrorism investigations.

Unlike the criminal standard, however, this section requires sub-
stantially more than mere “relevance” to an ongoing investigation
see 18 U.S.C. §3122(b)(2). In addition to relevancy, the government
must also demonstrate that the telephone line involved has been
or is about to be used in communication with an international ter-
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rorist or a person engaged in clandestine intelligence activities that
may involve a violation of law.

Each application must also be approved by the Attorney General
or a designated attorney for the Government, with certification by
the Federal Bureau of Investigation that the underlying investiga-
tion is being conducted under guidelines approved by the Attorney
General. It is the committees understanding that the “designated
attorney” for the Government will be the Counsel for Intelligence
Policy in the Department of Justice. Further delegation of this au-
thority should be done only after the committee is briefed on the
compelling need for it.

Applications must be submitted to the Foreign Intelligence Sur-
veillance Court established by FISA; however, the section also al-
lows the designation of Federal magistrates to hear applications for
and grant orders approving the installation and use of pen reg-
isters or trap and trace devices. This procedure will possibly permit
these applications to be heard in a more timely manner and is an
appropriate analog to that used in criminal investigations. The
committee expects that the exercise of this new authority will be
carefully monitored by the Justice Department, and that no mag-
istrates will be designated to hear applications until the committee
is briefed on the compelling need to do so, which could be dem-
onstrated, for example, by the number of applications presented to
the FISA Court under this new procedure.

Upon request of the applicant, the order authorizing the use of
such devices can require that the provider of a wire or electronic
communication service, landlord, custodian, or other person not dis-
close the existence of the investigation or of the pen register until
ordered by the Court. The order can also direct hat any records
concerning the pen register or trap and trace device held by such
persons be maintained under security procedures approved by the
Attorney General and the Director of Central Intelligence. These
two provisions are identical to existing FISA provisions regarding
electronic surveillance and are necessary to protect the FBI’s for-
eign intelligence investigations from disclosure to hostile powers or
international terrorist organizations. In addition, the new section
includes restrictions or the use of information and the requirement
for continuing congressional oversight, similar to provisions in
§ 106 and 107 of the FISA.

Sec. 602. Access to certain business records for foreign intelligence
and international terrorism investigations

Section 602 also amends the Foreign Intelligence Surveillance
Act (FISA) by giving the Federal Bureau of Investigation, in con-
ducting foreign intelligence and international terrorism investiga-
tions, authority to apply for court orders to obtain records to com-
mon carriers, hotels, communications providers, and storage facili-
ties.

Under existing criminal law, grand jury subpoenas may be
issued, and the Attorney General has delegated authority to certain
Federal agencies in narcotics investigations to issue administrative
subpoenas. No analogue to these authorities exists in foreign intel-
ligence and international terrorism investigations. When the FBI
seeks common carrier records relating to the clandestine activities
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of an agent of a foreign power or an international terrorist, compli-
ance is voluntary, and some entities have chosen not to cooperate.

This new section requires that any or all of the four entities
(common carrier, hotel, communications provider, and/or storage fa-
cility) comply with a court order based on the certification by the
FBI that the records are sought for foreign intelligence purposes,
and that there are specific and articulable facts giving reason to be-
lieve that the person to whom the records pertain is a foreign
power or an agent of a foreign power.

The section also requires that any or all of the four covered enti-
ties not disclose the fact that the FBI has sought or obtained the
records in question. This is necessary to protect the existence of the
investigation from hostile foreign powers or international terrorist
groups.

The terms “common carrier,” public accommodation facility,”
“physical storage facility,” and “vehicle rental facility” are defined.
These are the four entities where the greatest need for compulsory
access exists because of their frequent use by subjects of FBI for-
eign intelligence and international terrorism investigations.

In additional, the section includes provisions for continuing con-
gressional oversight. The committee feels strongly that these provi-
sions are necessary to insure that these new authorities are care-
fully executed.

COMMITTEE ACTION

On May 7, 1998 the Select Committee on Intelligence approved
the bill and ordered that it be favorably reported.

ESTIMATE OF COSTS

Pursuant to paragraph 11(a) of rule XXVI of the Standing Rules
of the Senate, the estimated costs incurred in carrying out the pro-
visions of this bill, for fiscal year 1999, are set forth in the classi-
fied annex to this bill. Estimates of the costs incurred in carrying
out this bill in the five fiscal years thereafter are not available
from the Executive Branch, and therefore the Committee deems it
impractical, pursuant to paragraph 11(a)(3) of rule XXVI of the
Standing Rules of the Senate, to include such estimates in this re-
port.

EVALUATION OF REGULATORY IMPACT

In accordance with paragraph 11(b) of rule XXXVI of the Stand-
ing Rules of the Senate, the Committee finds that no regulatory
impact will be incurred by implementing the provisions of this leg-
islation.

CHANGES IN EXISTING LAW

In the opinion of the Committee, it is necessary to dispense with
the requirements of section 12 of rule XXVI of the Standing Rules
of the Senate in order to expedite the business of the Senate.

O
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