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S. 1566
FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978

TUESDAY, JULY 19, 1977

T.S. Sexarte,
SoBCOMMITIEE 0¥ INTELLIGENCE
axbTir RionTs oF AMERICANS
o ran Skt Coarrren oX INTRELLIGENGE,
Waskington, 1.0,

The subcommitice metf, pursuant to notice, at 10:01 a.m., in room
6226, Divksen Senate Office Building, Senator Bireh Bayh {chairman
of the subcommittee} presiding.

Present: Senators Bayh (presiding), Inouye, Mathuway, Hud-
dleston, Movgan, Hart, Garn, and Chafee,

Also present: William G. Miller, staff director; Audrey Hatry,
chief clerk of the committee,

Senator Bavi. We will convene our hearings. Our full eornmitice
chalrman 1s en route, and pending his arrival, perhaps I would ask the
Attorney General’s indulgence for a brief opening statement to i
to put the foundation on what we are doing and why we are here, an
T will ask my colleague from Norih Carolina and other colleagues if
they eare to also have any opening comments.

The Subcommitice on Intelligence and the Rights of Americans of
the Senate Select Committee on Intelligence is today bughming hear-
ings on S 1566, the Foreign Intelligence Surveillance Act of 1978,
Onr first witness is the distingnished Attorney General Grifin Bell,
and Mr. Attorney General, as busy as you are, we appreciate that yon
and vour iop staff people wonld take time to be with us here I know
from the disenssions we hiave had, really from our first meeting, of vour
intense interest in resolving this problem, and T think what you have
done while Attorney General nieans that the words you spoke during
vour confirmation hearings were words of snbstance and not words of
vhatoric. Those of us whe knew you had no doubt, and hopefully some
of the doubting Thomases lave had their donbts removed.

'T'he hearings will continue on Thursday, July 21, when we will hear
from the Director of Central Intelligence and representatives of the
Departiments of State and Defense. An additional hearing is scheduled
for Monday, August 1,% to receive testimony from outside witnesses
and representatives of intercsted groups. All the members of the full
eommyittee have been invited to participate in thege hearings,

*This hearing was cancelled and took place Wednesday, Webruary 8, 1918,

o8
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Because some aspects of foreign intelligence surveillance will re-
guire the discussion of classified information, the subcommittee in-
tends to take further festimony frem administration witnesses in
executive session. These will include representatives of the Depari-
ment of State, Department of Defense, Justice Department, the FBL,
the CIA, and the National Security Agency.

The subcommittee is taking up the bill before the Judiciary Com-
mitfee has reported it because of the importance of completing ouy
hearings by the August recess. T will say to my colleagues of the com-
mittee I have discassed this with the chairman of the Judiciary Com-
mittee and both of the ranking members of the subcommitiee that is
considering this, and they are glad that we are moving as rapidly as
Wi e,

We anticipate that the Judiciary Committee will report the bill,
with some modifications, before our hearings are over. Until then, the
subcommittee will examine the act in the form it was originally
introduced.

This bill is an important first step towards full-scale legislative
regulation of the intelligence activities of our country. We hope to
furnish to the people of our country the kind of legislative charter,
the kind of wiretap legislation that they have every right to deserve,
and we hope to finish our considerations of this bill promptly so that
the committee can move on to deal with further measures net only to
clarify the authority and stracture of the intelligence community, but
alse to place clear logal Hmits on the full range of intelligence activi-
ties which may affect the rights of Americans.

One of the main subjects we have asked the Attorney General to
address is whether this act conld be amended to cover surveillance of
1.8, persons abroad. The present bill profects Americans only when
they are in the United States, and there are no minimization pro-
cedures to limit the use of information abont Americans acquired in-
directly from international and foreign communications, _

We have also asked the Attorney General to disenss with ns the
practical comsequences of the act. the standards and procedures con-
tempiated for making the Executive certifications required by the act,
and appropriate procedures for congressional oversight. An additional
mafter of concern to the subcorimittee is the cireumstances in which
the information acquired about Americans who are not targets of
surveillance may nevertheless be nsed or disseminated.

. Other questions involve the relationship of the act to the Vienna
Convention, and to the legal and human rights obligations of the
United States toward foreign visitors in this country.

Last vear, as all members of this committes know, the Tntelligence
Committee renorted a similar bill, 8. 8197, which failed to-reach the
Senate floor, During the Attorney General’s confirmation hearings, 1
asked abont the possibility of the administration snpportine a new
bill with changes designed to resolve the mispivings some of us had
abost the original bill. A number of areas for improvement were dis-
cussed with officials of the Justice Department. The bill before us to-
dav incornorates at least in part three significant changes proposed
in those discussions.
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tions of Americans who are in the United States. T might point out this
is a very important feature that was not covered in the bill last year,
For the first time, now, targeting of international communications of
Americans who are in the United States is covered in this ll

A second significant improvement is judicial review of the exeen-
tive certification that surveillance of an American is necessary to ob-
fain foreign intelligence information. Third, the bill states clearly
that its standards and procedures are the exclusive means by which
electronic surveillance as defined in this act may be conducted. Therais
no cxception for the President to anthorize such surveillance on his
own for matters that were not contemplated by Congress, and I think
it speaks well of the President of the United States, For the first time,
to my knowledge, in history we have a President of the United States
who does not claim implied suthority, but sends his ¥ight arm, the
Attorney General of the United States, up Lerc to support and indeed
to help in drafting of legislation which governs the exclusive means by
which Presidential antliority may be exercised in this very contro-
versial vet evitical grew,

However, and here again I spesk, I guess, just in my judgment,
but as one who has gtudied this over a couple or 3 years, T just want
to say thik even thongh this loophole is now ¢Josed for the surveillance
covered by this bill, in iy jndgment there is still room for the Presi-
dent to claim inherent authority to target Americans abroad far sur-
veillanee and to use information abont Americans acquired directly
from surveillance of international communications. Until Congress
enacts legislation in this area, the foreign intelligence surveillance
activities of the Excentive branch will continne to raise serions prob-
lems for the rights of Aunericans,

T think it is important for us to look at how we can make what I
think is & much better bill an even better bill, and T want to thank
von again, Mr, Attorney General, and your sssistants for their close
cooperation with the committee during the development of this bilk
We have not yet resolved all of our differences, and sometimes the
Justice Department must represent the views of other agencies as
well as its own positien, bnt 1§ has been a privilege to have a chance
to develop the kind of working relationship we have had.

We ave all sware of the delicate combinaiion of interests that
bring us together. Nobody is naive enough to not understand the need
to hnve good, cificient, honest intelligence gathering agencies that
have the best expertisc available to protect us from those who would
take away our freedom, but certainly in this day and age we don't
need to be reminded that it is equally important for us to give those
tools and provide that framework to those who serve our intelligence
commmuity in a manner that also protects the rights of individual
Amerieans.

This is supposed to be und T firmly believe it is one of the veal
distinetions hetween onr soclety and othiers, that we are sble to meet
tlie needs of the Governinent as a whole without fransgressing on the
rights of individnal American cifizens, and it 1s to that goal that this
committee 15 working, and I am snre the Attorney General is equally
dedicated,

Could T ask my colleague from Kentncky if he has opening re-
marks he wonld like to make at thistime?
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Senator Hunpyeston, Thank you, Mr. Chairman. I-would like to
join you and the other members in weleoming the Attorney General;
My, Bell, to the opening day of hearings by the Senate Select Com-
mittee on Intelligence on the Foreign %Ztel]igez}ce Surveillance Act
of 1977. Now, this bill has generated considerable discussion, as we
all kuow, and in many ways is a product of congressional investiga-~
tions of our intelligence agencies. The abuses which were discovered
in the area of warraniless wiretaps made clear the necessity for
legislative action, and unlike many previons administrations, the Ford
administration, particularly Attorney General Levy, the Carter ad-
ministration, particularly Attorney Geners] Bell, have worked closely
with the Congress in fashioning corrective legislation,

I would like the record to sliow my appreciation for the work of
these two administrations and for the leadership shown by the dis-
tingnished senior Senator from Indiana, the chairman of the Scnate
Select Committee’s Subcommittee on Intelligence and the Rights of
Americans, along with Senator Garn, the vice chairman of the Sub-
committee on Intelligence and the Rights of Americans, He has donc
a masterful job in preparing legislation in this area. He did so last
year, and his work this vear has Jed to a number of improvements in
the bill that is before us as he himself detailed.

Now, the abuses which have led to the presentation of this legis-
Iation were the resull of actions taken on the basis of claims of in-
herent Presidential power. Like so many other fields or other areas in
the field of intelligence, there was no legislative guidance for the
officials of our intelligence comnumnity. Neither the need to sarveil
Americans for forcign intelligence purpeses nor the procedures to
be followed were ever established by Congress, and I believe thnt
it is important that Congress now make such determinations, striking
a balance between the need to protect our national security and the
need to protect the rights of Americans.

This legislation is the first piece of charter legislation for the
intelligence community, and is the first of many which will be brought
before the Sclect Committee. Other legislation which 1 intend to intro-
duee during the session will provide a charter for what is now ihe
Director of Central Intelligence, as well as charters for the CIA, the
NSA, and the domestic security activities of the FBI. Special eare
will ba taken to protect the rights of Americans. At the same time, the
need for strengthening our vital intelligence agencies will be given
the utinost attention.

So, because of the importance of this bill and because of its strong
ties to other charter legislation that is now being reviewed by the
Subeommittee on Charfers and Guidelines, I am looking forward with
great interest to hearing the Atforney General this morning, and I
appreciate the opportunity, Mr. Chairman, to participate in the Com-
mittec’s activities. . '

Senator Baym. I will say to my distingnished colleague from Ken-
tucky, I appreciate your thoughtful observations relative to the
Senator from Indiana, and it has been a privilege, I think, to see this
committee work {ogether and to understand the need to have a close
relationship between its subeomnmittees and the missions that we are
carrying, and the importance of establishing charters on which our
intelligence activitics can be based cannot be exaggerated as far as its.

‘importéfice is concerned, ind indeed, it is in good hands.
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Dioea the distingnished Senator from Novth Carolina eare to get us
off to 2 good start this worning? .

Senator Morean. My, Chairman, just a word. Judge Bell, where I
am from, we are not used to opening statements in court. We go ahead
and try a ease and then take the last sprech to the jury, but it is not
oftenr T have a chance to leeture the Attorney General of the United
Htates, so I might as well take advantage of it o

Judge Bell, 1 have some apprehensions about this bill ¥ might just
say by way of introduction that when I came to the Senate 234 years
agn, 1 gness you could have clussified me a5 u ruther conservative,
stanneh law and order man, having come from a posttion as atlorney
gereral of my State, and hend of a department m wlich 1 hud the
Stote Burean of Investigation, und I had a great deal of respect for
Fudera! law enforcement agencies,

To he sure, T complaimed about the Jack of cooperation hutween the
Federal Borean and the Jocal law enforcement agencies, but that, 1
think, was to be expected, but after sitting through months, wecks
and months and almost years, & yenr and 2 half of heavings abont the
intelligence agencies, and when I say that 1 include all of them, I
have become dabions of everything we do, and perhaps too mnch zo.
1 was one of those who did not vole for the wiretap bill that was
before this committee Inst year. I had a number of reservations
ahont it.

First of all, the seven jndges, it seemed fo e, left room to do a
little judge shopping if yon wanted to. Sccond, as T vecall it, there
was no real provision for the jndges to look back of the certification
to see whaother or not the certification was based upon reusonable or
probable-—facta, Let's pub it that way rather than getting into the
probable eause aren.

1 was disturbed about the lack of criminal standards, Oue of the
things I was distnrbed about was the statement which could have been
interpreted as recognizing the inherent power of the Presidency to
wiretap in terms of national seeurity, aud of course some of those
things have been eliminated, but as I have studied your testimony
before the Judiciary Committee, and as 1 have studied other matters
hefore me, snd T have got more here than I can study, T just want to
sny that each time T keep coming buck, time after time after time
again, to the statement that was attributed to Attorney General Harlan
Stone tn 1924, and the meore T am convineced, the more [ see, the more
T lrear, the wore I mm convineed that Justice Stone was right, and that
maybe we ought to stick to that guideline, aud if we can't stick to it
with the present state of the crimninal laws, maybe we ought to ehangy
the crivmnal laws, : -

At the 1isk of being repetitious, T just want te read this one state-
mend, bueanse 1 have made a conscientious effort 1o read everything
that, I can about this, and every time I think I have reconciled myself
to these new thenries, and new thresholds, 1 find myself coming right
back to what he had to say, and here is what he had to say,

There is always 8 possibiHey that o seerel police way becomsa 4 menirce io free
governnumt and free {nstitutions, because it carries with it the possihility of
abuses of power which nre not always quickly apprehended or understood.
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We found that out, that many of the things, abuses that we are
Jeamning now in all of the agencies that took place years ago, they
were not quickly apprehended, _ o

“T# s imporfant,” he said, “that setivities be strictly limited {o per-
formance of those functions for which it was created, and that 3ts
agents themselves be not above the law or beyond its veach.” The
Burcan of Investigation i3 not concerned with political or other
opinions of individuals. It is concerned only with onmr condnet, and
then only with sich econdnet as is forbidden by the Jaws of the United
States. When a police system passes beyond these limits, it s danger-
ons to the proper administration of justice, and the hwman liberty
%vhich should be our first conceru to cherish, and that 15 where I start

rom.

It yon have anything that you could help persuade me of the cor-
rectness, or that this bill is better, T wonld be glad to hear from you
as we go along. Thank you.

Senator Baym Thank you, Senator Morgan. As I have said to you,
sir, I, too, have struggled with the eriminal standards test, and T want
to come down foursquare where you just put us. I finaily was able to
resolve this in my own mind with a very carefully drawn exception,
but that was a part of the negotiating process, not a matter ¢f first
wishes, and I appreciate your bringing our attention to this matter.
We cannot overemphasize 15,

Senator Morean. When I think I have it resolved, I wake up the
next morning and it is not.

Senator Bavw, I have gone through that same kind of sleep-and-
awake process. We appreciate the fact that as busy as our full com-
mitiee echairman is, that he has had the opportunity to get with us at
the start of our hearings. Senator Tnouye, do you have some opening
comments that we might share this morning?

CHammax Inovye. I just wounld like to weleome our Attorney Gen-
eral and thank him for his ecoperation. General, your staff has been
extremely cooperative with the committes and we are very grateful
for that. T think with this spirit of cooperation this matter should be
law soon.

Senator Bays. T should note that a distinguished ranking member
of our subcommitiee, Senator Garn, had every intention of being here
this morning. He got caught up in some emergency problems like we
all have on oceasion. I understand he will be along s ortly, as quickly
as he can get here, and we are looking forward to his being here.

Also, Senator Biden hag submitfed a statement that he wounld Lke
included in the record, along with his additional views on S. 3197,
which our full committee considered in the last Congress. Without
obiection, they will be inserted in the record at this point.

i’.’i‘he statement of Senator Biden along with his additional views re-
garding 8. 3197, 94th Congress, follow:

STaTEMENT oF SENATOR BIDEN AND ADBITIONAL VIRWs o & 8197

T welcome the hearings that begin foday on 8. 1586, the Carter administra-
tlon's electronie surveillance legislation, ¥ view S, 1508 as s substantial improve-
ment over 8. 3187, similar legislntion proposed by President Ford 1n the inst
£ongress.

Last year T was 2 member of this Subeommitioe and spent considerabie time
with the Chalrmaz and other members attemnting to bring § 8197 inte line with
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our view of the Fourth Amendment, The Commitice adopied, with a fesw wmedi
fiestions, an amendment I proposed to 8. 3187 that would have erealed & wore
precise standard for the use of electronic surveillance in national scenrity euses -
a standard mere consistent with the Fourth Amendment. T am pleased {0 see
that much of thet language remains in the presest legislation,

When 8. 3197 was reported from the Select Committee last semmicr, I voted
in fnvor of reporting the bill but I expressed my iack of enthusiasm in additionsl
views. I ask unanimous consent that those additional views be reprinted at this
peint In the Subecmmittee’s record. I nsk that those views be incorporated be.
wause they summarize many of wy present cotcerns with the legislation,

In brief I mentioned three basic areas which I thonght required additional
attention and which served as the basis of my objection te hasty censideration
of the legisiation. Those concerns were as follows: (1) The coustitutionaliry
of the lepisiation; {2) the “inherent authority™ provizion; and, finally, {3} the
impaet of the legisiation upon legisiative charters to be draffed by the
Committes.

As the resulf of negotiationg hetween the Committee, the staff and the Infeill
gence Community, substantial progress was made in the Iast year. The legisia-
tion eliminates the so-called “inherent authority” provision of 8. 3197 and covers
NBA infercepts, an idea which I sand other critics of the Bill proposed in the
lasi Cougress.

‘I'he new legisintion does not, however, resoive my concerng about ifz con.
stitutionality. As I pointed out in my staternent Iast summer, the Fourth Amend
ment has basically two components in its profection of the privacy of Americans,
¥ivst, a citlzen's privacy eannet be invaded uniess a judicial offfcer issues a
warrant authorizing n search and second, the judge must have probuable cuuse
te helieve the search will seize particuiar evidence of eriminal activity, Un.
fartunately the focug of the debate over the constitutionality of thig legisiation
has been upon the fivst elewent of the Fourth Amendment—iwhether or not &
warrant need be reguired. In expanding the warrant regnirenient to N8SA inter-
cepis amd eliminating the so-egiled "inherent anthority” exception, msny he
lieve the constirutional preblems with this legisiation have been soived. As I
pointed out iast summer, and as I reiterate today, I do not believe the constitu-
tional issues have been totally resolved uniil ibe second element of the Fourth
Amendment bas been addressed. So Iong as this legislaifon perwmits intercep
tion of private comversations where the judge has not regnired the government
to prove that spectfic evidence of crime will be seized, then I believe the legis
lation is constitutionally defective.

I still have doubis about proceeding with legisiation such as fhis which
addresses oniy one basle technigue used by the Intelligence Compmunity before
it bas developed legislation which churters the Intelligence Community fo con.
dnct investigations in the first instance. In adepting legisintion such as this,
out of vontext, the Coinmitiee and the Congress might prefudice their efforts to
regulate the use of informants, physical survelllance and other necessary intri.
sive technigques. This Commiftee has still not formally proposed Iis legishstive
charters for the Intelligence Commuiity and, therefore, I still fert the wirctap
hi#! should be a second priority to the development of those charters.

Fiaally, isst summer I pointed ouf that at the same iime we were attempting
to clarify the responsibilities of natlonsl securities agencies, thai we would alsc
nftempt to medernize statutes such as the Esplonage Statute which control the
behavior of private persoms who might in some way jeopardize fhe natinnal
security, At the heart of this concern was the debate which raged last sminmer
over appiication of electronic surveiliance to unwitting 0.8, citizens who might
violate some old vague criminai statute or violate no siafute but simpir be
engaged in communicuations with a forelgn agent. In the conrse of my study of
the problem of secrecy in the Intelligence Community {n my capaeify as chair
man of the Secrecy Subrommittee, I have became increasingly aware of thls
problem. I have found that our espionape statutes and other stninies relating to
the use of classified infermation are exceedingly vague. Ambiguities in these
stofnfey are a threat not only to civil Hbertics but fo national seenrify. Rasing
electronie surveillances upon a viciation of these statutes doesn't seem a par-
ticularly wise course at this time,

Since last summer and as a result of my work on the Secrecy Subcommlites,
1 have become inereasingty aware that the probiem of secrecy and concern in the
Intelligence Community over protecting sources and methods has & way of under
cutting the equal and just enforcement of the crimingl laws, I have discovered
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cases in which the Intelligence Community’s overriding concern for secrecy has
led them fo forego legitimsie espionage investigations and other enforcement of
the crimlnal statuies ont of fear that sensitive information might be disclosed
1z the course of ceiminal trials. I am aware thaf this basic issue has been fouched
upon in the course of negotiations over 8. 1566. For example, there are seetions of
fhig legislaiion that derl with the requirement that the Intelligence Community
disciose to judges passing en warrants information relevant te the request for
elecironie surveillance,

Since the Recrecy Suhcommitiee will be lcehing further st many of these
same issues, it is of sclme concern Lo me that the Cemmittee is proceeding with
legisiafion which may in some way prejudice our inquiry. This Iatter point is
just one more reason why this Commitiee should be exceedingly careful in
pracessing this legislation and should make it clear to the Executive Branch
and ir partieniar to the Intelllgence Community that although we are taking
positions on matters that have an impact an other parts of ony work we do
nel infend fhem te prejudice positions we wmight take on subsequent legislation.

In conclusion, I view this legislation 1s ntuch the same Hght as I 4id 8, 3197
after It had been processed by this Commiftes last summer. It 1s a substantial
improvement over its predecessors. However, I am noé gure whether it is an
adeqguate improvement over existing law. I, therefore, wili work to iimprove it
witlin this Cammittee and will reserve the right to vole against the hifl when it
comes up in this Committee and, if necessary, when it reaches the Floor,

AIToNAL ViEws oF SexaroR Bivex ox 8. 3197

1 am not enthusiastic ubout & 3197, even as amended by the Senate Select
Commitiee. However, lnasmuch as the J ustice Departiaent agreed to & good faith
effort to compromise, 1 am veting to report this bilh The Committee adopted, with
a few modifications, an amendment I proposed on the controvesial definition of
“agent of a foreign power,”

My eoncerns ahont this blli fail inte three major areas: {1} I am stil} concerned
about the constitntionality of this hiil; (2) I wish the Committee kad modified or
eliminated the so-calied “Inherent authority” provision of the bill; and finally (3)
T am concerned that the Commitiee's action In approving this hill not prejndice
its efforts to develop legisiative charters for intelligence agencies.

1. THE CONSTITUTIONALITY OF 8. 3187

In 1867, in twe landmark decisions, Berger v. New York, 358 U8, 41, and
Katz v. United States, 889 1.8, 847, the Supreme Court Beld that the Fonrth
Amendment to the Constitution applied te elecironle survelllance, In essence,
that meant that the basic right to privecey of American citizens encempassed
private conversafions and ceuzd net be violated hy the governmeni wlithout 8
compeliing need.

The scheme the founding fathers developed, in the Fourth Amendment, to
police invasions of privacy has two basle parts. First, zn American's privacy
cannol he invaded unless & judiclal officer issues a searrgnt authorizing the
gearch and second, the judge must have probable canse to believe that the
senreh will seize particular evidence of specifie crimminal actlvity.

Ever since the Kotz and Berger cases the Justice Department has been at-
tempting te engrafl exceptions to these standards for national secnrify elec-
tronte snrveillance. Affer a brief, and I-must say, gnite corsory review of the
national security electronie survelliance program of the FBI, I aow under-
stand why they feel compelled to engraft such an exception upon these rules.
Mueh of their electronic sarveillanee has not metb these fwo standards. Of caurse,
£heir inabllity to meet these standards resnited In dangerous invasion of pri.
vacy, including the abusive electroniec surveiilance revealed by the Church
Commitiee.

Thig bill is an attempt te regularize national security eleciranic surveillance
through a statutory warrant procedure. Unfortunately the emphasis in drafting
this procedure has been upon the frst part of the Fourth Amendment, that is
the warrant precedure, and net the second, that there be probabie cause that
the seareh will seixe particular evidence of specific erlines. Therefore, 8. 3197,
as introduced, had an elaborate warrant procednre for indicial review of requests
for electronic surveillance but prohihifed the Jue}ge fmm roquiring that the gm»

“eriminal acts threatenmg o the natlonal seuzrlty
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To my mind both parts of the Fourth Amendment are of egual importance.
After all it wus the whuse of so-ealied “General warrants” and “¥rifs af assist-
anee” in coloninl Anicrica and 18fh century ingiapd which led to the Fonrth
Amendment. Both of these abusive warrant procedures were nsed by the British
Crown to suppress dissent through the harassmeat of gross invasions of yrivacy
in the name of enforcing the tax laws in the colontes and the so-calied seditions
tibel lawsy in Great Britain. ‘The Framers of the Fourts Amendment recognized
us the major abuse ip these warrant procedures their fatiure to “parficniarly
duseriie’ the piace fo be searched or things to be seized. Ironically, these
abusive searches, which gave rise to the Fourth Amendmeni, were aiso con-
ducted in the name of national security—the revolutionary refusal of our fore
fathers fo be taxed without representation and the propensity of eritics of the
Crown in 18th century England {0 engage in seditions libel.

At the beginnlng of our negotiations, Attorney Generai Tevi ipsisted that it
was impossibie for the FHT to compiy with bath paris of the Fourth Awend
ment. Indeed, he argued that the FRT did not have {o comply with both parts,
relyving on u series of so-called administrative search Supreme Court eases
whicvh permitted loozer Fourth Amendment standards. These cases, jovolving
one-time searches of houses violating housing codes or car searches for illegnl
nliens, simply canoat be relied upon for 90 days of electronie survetllance of
Americans who, under the bill as arigizally proposed, may be engaged in legal
politieal aetivities {such as lobbying Congress for more arms for lIsreal or
iyt At the behest of either country},

Apparently. the Attorney General saw the frailty of that argument and, in
the course of our megofiations, nccepted amendments to the definttions section
of tho biH. These amendments refince sueh vague terms as “clandestine inteilt-
genve metivities," so that before authorizing clectronic surveillance the judge
must be zatisfied that the Americonn s engaged in specific ncis, with very limited
exceptions, erliminal acts. 1t was the Attorney General's movement on this ques-
tinn that convinced me that, in good falth, T should acquiesce with Commities
approval of the bl

I am =£i8 troubied by the outcome. We may uot have gone far enough to pass
constitutional muster, For example, the blli stiil permits elecironic surveillance
of some activities which in and of themseives are nof ¢riminai Forthermore,
on & more fundamental level this bill goes weil beyond existing elecironi¢ sur-
veillanee law and Fourthh Ainendwent exses and says in effect thal where there is
probabie csuse that the subject of & search 18 engaged in criminal activity, there
is no need 1o satisfy the judge that the search will seize evidence of that eriminal
activity (in the ease of siectronie surveiliance that the subjeet will engage in
criminal converseations on the phone). I have suhstantial douhis ahout fhe con-
stitntionality of that doctrine, aithough the majority of my colleagntes and the
Department of Justice do not. As the Bupreme Court said in another lavdmark
Fourth Amendment case, the same year i decided Kaiz and Berger:

"There must of eourse be g nexus—automatically provided in the case of
fruits, instrumentalities or contraband—between the ltem fo be seized and
criminal behovior. Thus, in #he cnse of “mere evidence", probable cause must be
examined in terms of cause to belleve that the evidence sought wiil ald in A
particnlar apprehension or convietion.! Werden v. Hayden, 387 U.8. 254 {1967).

H THEE INHERENT AUTHORITY SECTION

Seetion 2528 of the bill preserves intaet the concept of inherent presidential
authority to spv on Americans. This was of ¢ourse the basic argument in de-
fouse of many Watergate lilegalities. Tt is the only nuthority for the Federal
government's huge Nattonai Security Ageney electrenle surveilinnce program.

The Department of Justice and my c¢oileagues have mude an bonest effort
{0 wrifc this language with nentrality so that Congress is pnof ao reeord
for or against the doctrine of inherent authority. The reazons for dolng so are
persuasive. The Federa! governmeat must be ahble to continue its essentinl NSA
Iragrams directed at hostile foreign powers.

Unfortunately. it may be impossible to wrlie language on this matler which
ig peuntral in effect. Congress is on notive of NSA nbuses. including praject
SHAMROCK and the watchllsts both documented by the Church Committee.
Clongress is on notice of the myriad of abuses engaged in by other inteiligence
agencies and by non-intelligence nfiicials, in the course of the Watergate matter,
undertaken in the nane of this doctrine. For Congress to net in this area and
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deiiberateiy skirt NEA pnd at the same fime leave undisturbed inherent authority
may be viewed by sone courts as sanciiening ihe doctrine,

I can imagine the defendants iz the present ¥RBI burglary investigation argu-
ing that Congress did not abeiish fhe doctrine of inkerent aunthority when it
had the chande | and therefore the doctrine exists:; and that they were acting pur-
snant to what they believed was g valid exercise of that decirine, Indeed any
Watergate defendant, and former intelligence official who engaged in {ilegal
surveillance might make that argument, )

Furthermore, I anl ot convinced that Congress is aware of every inteiligence
program engaged in or planned by the Federal governmeni. What addifional
programs have been or will be underfaken in the name of “inherent authority"
withont congressionai kuowiedge? Are we giving a signal to the courts and
the Mxzecntive braneh fhat there sfiil ig an grea which we feei ig beyond pubiie
serutiny through tiie Congress in enacting section 28287 That is certainly not
the message we bntended and I hope that is Bot the message that Is received.

I THEE IMPACT OF 8. 2197 ON THE LEGISLATIVE CHARTER DRAFTING

- Certainly ane af the most troublesome aspecty of 8. 3197 is s impact upon
our efforfs ta develop meaningful legisiation is in effeck & “backdoor” churter
for foreign iatelligence activities.

Untortunately, we have not had time to have & comprelensive staff or agency
briefing on the so-called counterintelligence and positive intelilgence activities of
the Federal governient within the United States, Speecifically, we have not care-
fuily examined the existing statutory authority for sich activities, We know, in-
deed Attorney Genersi Levi has admitted, that there are nof undeqnate stafutes
for their present pregrams, This is the reason why we have had to authorize,
in the revised definitions of §. 2197, electronie surveiilance of Americans not
engaged in criminal activities. ~ - T
- We legrned in the ¢ourse of hearings on thig bill that fhe FRI and other com-
ponents of the federal intelilgenee community eoilect information on the clap-
destine inteliigence efforis of foreign nations—counterinteiligence, The Federal
government is also engaged in so-called positive intelligence programs. As I under-
stand if, positive infellizence includes eollection within the United States of in.
formation on ail the activities of 3 foreign power or ity agents regardiess of
whether the activities are intended fo harm the United States.

“In the past the Eweeptive branch has fsken s rather expansive view of its
respongibiiities to seek positlve inteiligence and counterinteliigence. For ex-
ampie, counterinteliigence might Inelude 'not oniy efforts te counter Soviet
espionage programs directed af onr military and defense secrets buf the relation-
ship of American ofl companles to ARAMCOO in anticipation of an oi! bhoyeoit.
Pouitive intelligence conld involve not only surveillance to determine the Soviat
Union's probiem with its wheat harvesf, but efforis on the part of Soviet or
Indias trafle-attachés to discrectly eontact grain ceoperatives in this country in
anticipation of seéking grain to supplement their inadegnate harvests,
© Fhe iegal anthorify fol such investigations by the Depariment of Justice, es-
pectaily investipations directed ai American citizens, iz dublous at hest. The
;t:’xit:z'te which ‘1 asuaily. cited as anthority for FBI investigations reads as

cliows .

“28 1180 533, Investigative and other oficials; Appoiniment

“The Attorgey General may appeint officiaige— oo

(1) todetect and prosecute crimes against the United States,
coL 623 to assist in the protection of the person of the President: and
... %4B) io conduet such other investigations regarding official matfers under
" .the control of the Department of Justice and the Department of State as
. may be direeted by the Attorney General”
. Thig section Goes not Hmit the anthority of departments and agencies to in
vestigate critnes against the United States when investigative jurisdietion has
been assigned by law to such departments and ageneies,
. Bince such investigations are by definliion pon-crimlnal and, of course, un-
reiated to the protection of the President, ali such aunthority rests on the eryptic
“such ether investigations” inngnage of 538(3), This vague section has an inter-
esting history, It was originally enacted in the code before the enactment of the
Espidnage Act of 1917 te provide nuthority for ciassie counterespionage inveath-
gations, However, the vagne language was also the authority which J. Tdgar

‘Heover eited for thé_ (linitiation of domestic Inteliigence programs of recenf,. .

R _infamy. [
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The statntes upon which other intelligence agencies base ti_xeir cf)untermtem-
genee and positive intelligence responsibilities within the Tnited States hre no
more precize. The Matioral Security Act which created the Central inteiligence
Agency assumed that all of the existing agencies had snel intelligence collection
authority within the United States. The extent fo which it grants such authority
o the CIA ig 1ot clear at ull. The National Secntity Agency, which eoud:mt.s .'b:.?
far the lnrgest amount of foreign intelligence {counterinteilipence and positive
inteiliyence} elecironie collection, is nof even a crenture of federat s_tatute ﬂ_nd
furthermore, is compietely exewmpi from the restrietions of the wiretap t}xll.
Inglead. one of the few federal stotntes which might be said to confer any f{}refgn
intelligence jnrisdiction on the Federal government {the xport Administraiion
Act [56 TLE.C. App. § 2401, et #eq.}, setting somme limits upon the export of
industrinl teehinologs) expires in September of this year. 150 1.8.C. § 24133

Therefore the basic federal statutes omtlining the prohibited or regulated
Activities of ‘Americnn oitizens who work with forelgn governmentis and the
statubes outlining the responsibilities of the infelligenee community to iovesti
pute such uctivities are in & complete shamhbles. Indeed, present state of these
statutes is etenrly n threat fo civil liberties. The ambiguities and conflicting
jurisdictions inherent in these siatutes undermine the nafionnl security as well
e bave reinctantly decided to proceed with legislation authorizing eleetronic
surveillinee of setivities without first elarifying whether they are covered by
exisiing Iaw. ’

T helieve thut it s incumbent spon this Committee nnd the Congress to comnit
onrselves to revising these stnfutes and creating mesningful sfafutory charters
and criminal and regulatory stotufes in this aren. The Americans who routinely
deal with forelgn entltles and the apencies of the intelligence epmmunity must
hoth know what their government expects of fhem in ierms of the national
security.

1 wonld have preferred to see the Commiffee create {twithin the coniext of
4. 81971 an incentive to correct this chaoz in the United States Code, u chaas
which may permit innocent Americans to uvoknowingly jeopardize the nationul
security and may lead the lutelligence agencies to abuse the rights of ARLETiCAaS.
I wonld bave preferred to see u provision of fhe bill requiring thal tremblesome
areas of 8. 3197-—warrantless surveillance of Amerieans by NSA and sorveil-
lance of noneriminal activities by all agencies—he terminated in twa vears
unless explicitly authorlzed in new legislative charters, This assumes that both
the Executive braneh and the Congress conecur on the high priority of sefiing
thix arew of the law in order. T believe that it can be done within two yenrs and
if if cannot by Lhe end of that period Congress can grant an extension. Regard-
less, the nationzl secarity, the Constitutlon and the painful lesson of abuses
which have grown out of the failure {0 elarify these laws requlre such a com
mitment. Tnfortunately, the Pepartment of Justice would sccept no sueh
amendment.

In conclusion, I view 8. 3197, as amended by the Select Committee, 05 =
definite and snhstantial improvement over the bill as approved by the Judiciary
Committee. I am not sure whether it is an zdequate improvement over existing
;}aw. I therefore reserve the right to vote against the bill when it reaches the

06T, .

* Mr. Attorney General, T think we have vented onr spleen moderately
here this morning, and now why don’t we get down to the reason for
being here? We would like fo hear your thoughts on this legislation,

TESTIMONY OF GRIFFIN B. BELL, ATTORNEY GENERAL OF THE
UNITED STATES, ACCOMPANIED BY JOEN M. HARMON, ASSIST.
ANT ATTORNEY GENERAL, OFFICE OF LEGAL COURSEL; FRED-
ERICK D. BARON, SPECIAL ASSISTANT TO THE ATTOBNEY
GENERAL; AND WILLIAK FUNK, OFFICE OF LEGAL COUNSEL

At'zom.ey General Beri Senator Bayh, Chairman Inouye, Senator
Huddleston, and Senator Morgan, 1 have a very short statement. It
would probably be more productive to have a question-and-answer
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session. [ know many of you have questions, That has come out in your
opening staterments, So, I will read this short statement, and then try
to answer questions,

I am pleased to appear before you today to testify in support of
S. 1566, a bill to authorize applications for a court order approving
the use of electronic snrveﬁ{’ nee to obtain foreign intelligence in-
formation within the United States,

1 wish to take this opportunity to thank this committes for holding
these hearings prompily, without waiting for the Judiciary Com-
mittee’s report of the bill. Given the crowded legislative docket facing
the Senate, if 8. 1566 is to pass the Senate this session, the same spirit
of cooperation between the Administration and Congress, and indeed
within Congress, which has been demonstrated thus far must continue.

Except for one matter, which I know concerns several of the mem-
bers of this commitiee, I would like to submit my prepared statement
before the Judiciary Committee as my prepared statement before this

commitiee,
Senator Baym, Without objection, it 18 so ordered,
{The prepared statement of Hon. Griffin B, Bell follows:]

Prirarsp STATEMENT or Hox, Guirein B. Bers, ATroRney GENERAL 0¥ TIT% {INTTHD
BrATeEs, BEFORE THE SENATE JUDICLARY COMMITTEL, SURBCOMMITIEE OR CRIMINAL
Lawg AND PROCERBURES

Mr. Chairman and Members of the Committee, I am plensed to appear here
today to testify in support of 8. 15686, 2 bill to auntherize spplientions for g conurt
order approving the use of electronie survelilance to obtain foreign intelligenca
information within the United States

There are many diffieuit gnestions involved in striking a balance between the
need te coliect foreign intelligence te seeure the safefy snd well being of this
nation and the concurrent need fo proiect the civil Itherties of all persons in
the United States and United $tates citizens abroad. Only in the iast few vears
kas thiz problem received the publie scrutiny which it has se long deserved.
Past administrations and this administration have confronted this problem daily
in dealing with particular cases withouf fhe aid of legistation to aunthorize that
which ig proper, to prokibit that which is not, &nd te effectiveiy draw fhe line
between the two

This bill is the first step in what will be for me and many others a continuing
effort te fill that void. We in the Execuntive branch are well aware of the abuses
of the past; internal measures have been taken both by the prior administration
and by this sdministration te assure that those abuses cannet recur. Hven if
these safeguards are a5 effective as we believe, they have not been arrived at
throngh the process of legislation,

This is sigaifieant for two reasong First, no matier how well intentioned er
ingenicus the persons in the- Executive branch who formniate these measures,
the crucibie of the legislative process will ensure that the procedures will be.
affirmed by that branch of government which Is more directly responsibie to
the electorate. Secound, any lingering doubts as to the legality of proper intel-
ligence activities will be taid to resf.

As you are aware, the biii before ng has been the product of very close co-
ardination betwees members of the Executive branch representing ail the affected
agencies and members of this Committee, the Benate Intelligence Commiifee,
and the House Judiciary Committee. As Senator Bayh said on the oceasion of
the President’s announcement of this biil, this iz one of the lnest examples of
cooperation between the Executive branch and the Legisiative braneh, and
I hope that staternent will be as accarate after the passage of thiz bill as ¥ was
at the time it was originaily made.

1 believe this bill is remarksehle not oniy in the way it has been developed, but
also in the fact that for ihe first thme in our society the clandestine intelligence
activities of our government shall be subject to fhe regulation and recelve the
positive suthority of a pnblia law for 8l1 te inspect. President Carter stated it
very. well_in annonzeing. this bill when bhe .said that “one.cf the—mest-diffcult -
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tagks in g free society ke onr own i the correlution between adequaie intel
Hence fo guarantee our patlon's security on ihe one hand, und tlie preservation
of basic human rights on the other™ it ls a very delleute balance to sttike, but
obie which 1s nevesary in our society, and 4 Babunee which cunnot be achieved
by sacrificing either ony nation's seearity or our civil Hberties, frromy view this
Bt siribes phe balanhece, sacrifices Beither our secyirlty uor our civii liberttes, and
asstres that the abuses of the past will remuln ln the past and that the dedlh
cared and patriotle men and women who serve this country in intelligence
positions, often upder substaniinl bacdships and even dunper, will bave the
atfirmation of Congress that their setivities are proper and Necessary.

Before discussing some of the more lmportant provisiouns of the bill in any
detail, I beliove it would be belpful at this point to give ar overview of the BIL

The bili provides a procedure by wiich the Attorney Generad may authorize
applications {o (he courds for swrrants to condoct cleetronie survelilunce wishin
the United States for forelgn intelligetnce purposes. Applicitions for warrnts
are o bhe made to ohe of seven district court judges publicly designated by the
Chlef Justice of the Supreme Court. Denlals of sueh applications may be ap
pealed to & special three judge courk of review aud ultimately fe the Soprewse
Cotirt,

Approval of 4 warrant applieantion ynder this bill would require & fisding by
the indge that the target of the surveillance is a "foreign power" or an “agent
aof 4 foreign power.” Thete terms, defined in the bill, ensure that no Usnited
States citizen or permancnt reshdent alien moy be turgeled for clectromie sy
veillance uniess o judge flnds probable cgnse to belleve either that he is engaged
i elaadestine intelligence, sabotnge, or terrorist actlvities for or an behalf of a
forelgn power lu violatiou of the law, or that, pursuunt to the divestion of a
forelgn intelligence servles, he is coliccting or transmitiing in & clandestive
manner Information or material lkely to harn the seenrity of the nited States
The judge wouid be regquired to fing that the faciiitles or place at whieh the
clecironic aurvelliance is fo be directed wre being used ¢r are about to be nsed
by # foreign power or an agent of & forelgn power,

As a safeguard, approval of the warrant would also requive a finding that pro-
cedures will be foliowed in the course of the surveillnnee to mintmize the acqul-
sition, retesiion, nad dissomination of luformation relating to tinited States per
sous which does not relate to national defense, foreign affairs, or the terroxist
netivitles, sabotage activities, er clandesiine intelligence activities of u fureign
power. Speclal minkmization procedures for electronic survailinnce targeting on-
tities dlrected and controlled by foreign governments which are largely staffed
by Americans are aiso subjoet to jndicial review,

Finally, the judge would be required to find that a certification has been made
by the Assiztant to the President for National Security Afrairs or 8 similar of
flein] that the Information sought by ihe survelllance ig “forelzn fntelHgence In.
formation” necessary {o the natlonsl defense or the conduct of foreign affales of
the United States or s necessary to the ability of the Usited States to protect
ngainst the clandestine Intelligence, terrorist, or sabotage activitles of a foreign
power, Where the survelllance s targeted sgalnst 2 United States person, the
indge can review the certification.

The bill creates two different types of warranis. A special warrsnt which wii
not require as much sensitive Information fo be given to the judge is only avall
able with respect fo "official” foreign powers—7Porelgn governments and thefr
components, factions of forelgn nations, and entities which are openly acknowl
edged by n forelgn government to be directed and controlled by that govern.
ment, The other warrant is applicable to all V.S, citfzens and permanent rest
dont ailens,

The judge eould approve electronic surveillance for forelgn Intellizence par
poses for a period of ninely dars except where the surveillance is targeted against
the special class of foreign powers, and in such eases the approval can be as long
a% ope Year, Any extension of the surveiilance bevond that periocd womld require
a reappileation to the fndge and new Hndingy as required for the origingl order.

Emergeney warrantless surveillancey would he permitted in limited circum.
stances. provided that & warrant iy obtained within 24 hours of the Inltistion of
fhe surveiilance,

_For purposes of eversipght, the bill requlres annual reports to the Administra.
tive Ofiee of the United States Conrts and fo the Congress of varions statlstics
relnted to applications and warrants fer slectranie surveiliance, The President {a
enmmlitted to providing to the approprinte comrittes of Congress in executive
session such other information as Is necessary for effoctive overslght,

B B2 B 2
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Turning new to specifie provislons of the bill of pazticu}ar importance, 1 unid
ilke to peint out the three specific areas in which this bill increases protections
for Amerleans as against a similar bill proposed last year {8. 312?7) .-

- First, the cnrrent biil recognizes no lulierent power of the President to condar;t
electronie surveillance. Whereas the bill introduced last year contained an-expieit
reservation of Presidentinl power for electronic surveillance within the {inlted
Htates, this bill specifeslly states that the procedures in the bili are the_gxc!uslve
1means by which electronte surveillance, as defined In the blil, and the intercep-
tion of demestic wire and oral communications may be conducted.

Second, the bill closes a gap that was present in last year's blli-by which
Americans iz the United States could be targeted for electronic survelllance of
their international communleations. In his bill such targeting will require a prior
judicial warrant, .

Third, in the bill last year judges were never -allowed to lock behind the ex-
ecutive certificatlon that the information sought was foreign intelligence infor-
mation, that the purpose of the survelllance was to obtain such information, and
that such information could not reasonably be obtained by normal investigative
techniques. En this blil, when United States persons are the target of the survell-
lance, the judge is required to determine that the above certificatlons are not
cleatly erromecns. While the clearly erronecus standard is not the same as a
probabie cause standard, 1t is the same basls of Teview which courts ordinarily
apply te review of administrative sctlon by executive officiuls, which adminis
trative getioll may alse direcily and substantiaily impinge on the rights of
Amerleans We believe it ie not unreasonable that where high executive officials
wlth expertlse in this area have cestified fo such facts, some degree of deference
by the conrt is appropriate. This i sspeclally so because the judges wili be called
upon to consiger highly sephlsifeated maiters of national defense, foreign affalrs,
and eounterintelligence. The wide difference befween such issues and the questions
normaliy addressed by judges iz warrant proceedings, conducied ex parte withent
an adversary hearing, is & major reason for adopting a standard ofher than prob-
abie cause, R : . . L .

. Thus, the protections for Americans In this year's bill have been substantially
liicreased over the protections of last year's blil .

- Fhe biil provides for warrant appiications to be authorized by the Attorney
General or & designated Assistani Attorney General. This provision will permit
the option of eventually delegating some of the substantial adminlgtrative bur-
den of reviewing individual case #les. I am committed to personaily reviewlng
and authorvizing sl electrenic snrveillance requests of the types covered by the
bill antil the bill has been signed into law and, sfter that, for a sufilcient period
1o determing how the bill is working in practice and how the courts are interpret-
ing the standards of the bifl. The purpose of an eventusl delegation of anthorliy fo
make warrant applications would be to ensore that esch individust survelllance
reguest. fle recelves a thorough review by an Assistant Attorney General whose
time ig not ng constrained as fhat of the Attorney General. I would follow the
same practice as I do now for appHeations for nse of electronie surveillance In
general crimina) cases under 18 U,8.0. 2510, ef seq. which are delegated to the
Assistant Attorney General for the Criminal Divisiop—I1 would recelve weekly
reporis on applications authorized and refused. I would 2lso direet my designee
te consuld with me oD cased which present difienlt policy problems in light of
standards ¥ would set for consideration of warrant applications. IR

In response to-last year’s bill, & .concern was expressed Involving the so
called non-eriminal standard for the definltion of an agent of & foreign powet..
A United States person may be made the target of an electronie surveiliance
under thiz Dbiil, as I have said before, oniy If he engages in clandestine in
telligence activities, saboiage .activities, or terrorist activities for or om behalf
of a forelgn power which sefivities.invelve or will invelve violations of federal
ériminal Iaws, or if he engages in activities under the circumstances described
in Section 2521(b){(2)(B) (iii} found en page 4 of the Commltice print.

. Thls soealled non-criminal stendard in Subparagraph (iil) 1s extremely nar-
rowly drawn. There are few, I believe, who-would malniain ‘that the aciivliy
dleserlbed - thereln should not -be a basly for electronie surveillsnee or even the
hasiy for & criminal prosecution. The objeciion fo this subparagraph, ¥ feel. is
not. based-upon a betief that the subparagraph's standards are too broad, but
rather that as & matter of principie a United States person should not he made
atarget of an electroniec surveilinnce uniess there is probable canze foc belleve

he has violated the law,
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As u privciple this is a worthy goal, but it is imporiant to keep certain fac-
tors fuomind. First, this prineiple ts not constitutionally required: there are
munergus searches which the Supreme Court has found consiitutionn: both
with and without & warrant where there is no probable cause L0 believe % erinwe
has been commltted. These range from adminisirafive searches and custom
searches o stop-and frisks and atepory searches. In the case of United Stutes
v. United States DHstrict Court the Suprome Court indicated that the probable
cinze standard of the Fourth Awendmient in {steiligence searches dld nol nee
essarily menn probablie chuse to beliove that o erime had beey coumittond, Thits,
it iz eur constdered belief that the standard in Subpnragraph (1) g consti-
tutional. Beeond, even though we mighi desire that the setivities described in
subparagraph {iii) be made eriwingl, I helieve that, depending upon the facts,
it 15 possible that the setivity deserlbed therein would not be held fo Lo a
violation of any current federal eriminal statute.

Ony the ather hand, whet a United Stutes person furtively, ciundestinely col-

fects or fransmits information or materizl to n fareipn Infelligence service
rsuant o the direction of a forelpn Inteilipence service and where the el
wimstances surrounding thle setivicy Indicate that the frausmission of {he ma-
terinl ar information wonld be harigful to our security or thai the fullure of
the goversment to be able to monitor such activity would be Snrmeut to the
socurlty of the Dnited Btates, then I belleve {hat whether or not that activity
s tadny 4 violation of our criminal stsiutes, the government has & duty to
monltor that aetlvity to safeguard the secenrity and welfare of the nation. Thi i,
there is o certiin danger in extending the crimingl law, the purpese of which
i to prosecute, couviet and nortally inearcerate the perpetrator, meraly o
satisty the prineiple that electronic surveiilance shoudd not he yndertaken absent
A criumual violatlon. :
- The Department of Justice is underfaking st this fme to review the espio-
nige laws for the purpose of makiug them comprehensive in the areas in whicl
prosecution is warrapted and gonerally to rationalize this aren of the law,
This wdertaking is quite difficult, as Hustrated by the faet Lhat the controver
sinl esplanuge provislons of the former & 1 svere the rosult of lust such an
andertaiing, I can only assure you todar thut we wll do our nimost to drafi
revised espionage laws in such & way that the non-eriminal standard HITEY 4
be repenied.

Another Issue which Ly beon the cause of some concern in the frentment of
nen-United Stales personst that is, llegal atens, forelgn cresmen, tourists,
femporary sworkers, and other ailens not admitted for permanent residence,
Direotor Keliey will present to you persuasive reasons why the facts require
different treatment for such persons whose oontacts with or time within the
Uinited States is Hkely to be extremely Umited, T would like only to make the
point that 1t is our considered view thut such differing frestment wholly con
forms to the Constilutlon. There iz no doubt that ihe Fourth Amendment pPro-
tects alions in the United States ns well #s United States cliizens And nader
thiz bitl & prior fudicial warrant iy equally required for sll ailens wiihin Lhe
United States, whether permanent residents or not. The standards for this war
rant are slightly different for certrin atlens, howaver. The bil reflects fen-
eraily a distinetion between different types of persons or entities: that is, the
showing far 5 forelgn power 1s less than for o natura) person ) the shewing for
ng slen whe is an officer or employee of n forelgn power is less than that
which 8 requlred of other sliens: and the showing required for pon resident
atiens is less thar that for United Stntes pervons, which fncindes residont aHons,
There is a rations! basls for ench of these distinetions. and this is sufelent to
nasure that ihe differing standards do not violate the Hqual Protection Ciause,
Therelore, we belleve this differing trealment is wholly in secord with ihe
Canstitntion of the Dnited States

There have bean some questions ralsed 0 to what ageneies of the Tuited Stntes
Government would he involved in electronle survelllance under £he B and what
if any change this would mean from current operating provedures. T do not
belfeve fhat this bil would make sny change in which agencies would in fact
eondict electronle survelllance or receive 1t product, Generaliy only two apencles
would be engaging in clectronic survelllance under this bit} and fhnt would be
the FBI and the Natlenal Security Agency. Which ggeney wonld be involved
wight depend on various factors, inciudlng the nature of the ta rget, the purpose
nf the surveillance {whether the purpose was for positive foreign iuteiligence
or counterintelligence}, and the type of eiectronic survelllanco involved, The



16

respective milbiary services would have the power to engage in electronic surveil~
lauce for counterintelligence purposes on military reservatlons. The CIA is, of
eourse, barred from conducting electronic survelilanee within the Linited States
here is, Bowever, & large degree of cooperation and coordination between ihe
varlous intelligence agencies on partleniar electronle surveiliances,

For example, the need for a particslar electronic gurveilinuce might com
from the State Peparfment, the CIA might be the agency whoe had developed the
particniar eqnipmesnt to be used, the FBI might be the agency to in fact conduct
the electronic survelilance, the produet of the surveiliance might go to another
agency for snalysis, with oniy the analyzed product then going $o the State
Department, The bill does not make any specific Himitations on which agency may
conduct electronie sarveillance, and I do not believe that sach & limitation would
be advisable. Not only are the organization, structure, and duties of the intel-
HBgence community subject to some change, but the development of capabilities
and technologies by differing agencies cannot be securntely predicted in advance.
There will of course be restrictions on the dissemination of information obtained,
frown electronle surveillance not only for security purposes but alse t0 comply
with the minimization procedures that the court wonid order Again, 1 de not
believe specific limitations as fo specific agencies would be advisable in the statute
tself,

There i8, I know, a desire on the part of severat members of both this Com-.
mittee and the Renate Select Committee on Intelligence to extend statutory pro-.
tections te Americans abrogd who may be subjected to electronic surveillamce.
fhis desive is shared by this Administration, The Fustice Department, in co-
ordinatior with members of the varions affected lmtelligence ngencies, is ac-
tively at work on developing a proposed bill to extend stafutory safeguardg to.
_Americans abroad with respect to electronic surveillance for Intelligence or law
enforcement purposes. There are, however, special problems involved in over.
seas surveiilances, some of which sarise ount of the fact that the Unlied States
legislative jurisdiction iz limited overseas. In the next several months, again
afier cioge coordination with interested Members of Congress, we expect $o be
able to present proposed legislation on this subject.

In closing, I would urge that this hill be swiftly eascted into iaw.ag & sig-
nificant frst step toward ouilining by statute the authority and responsibility
of the Government in eonducting inteiligence activities.

Attorney General Brrx, Thank you. The one matter not covered in.
detail in that statement is the question of extending S. 1566 to cover:
all U.8. Government surveillances worldwide.

Before 8. 1566 was introduced, the administration seriously con-.
sidered proposing a bill which would cover all electronic surveil-
lances, not just those within the United States, Because the work on
a bill limited to surveillance in the United States was already far
advanced and beeause thers was a desire to enact legislation on this:
subject as soon as possible, it was decided not to attempt to expand,
the bill to cover overseas surveillances. It was expected to fake several
months t0 iron out the problems which are unique to overseds surveil-
lances, and such a-delay would have doomed any hope of iegislation
on electronic surveillance this vear,

At the time S. 1566 was introduced, the administration announced
that it wounld sndertske, in cooperation with interested Members of
Congress, to draft separate legislation covering overseas surveillance,
We have been engaged in that task for aimost £ months, and the issues
are still not resolved within the executive branch,

_ This is due to the number and complexity of the problems uniquely-
involved in overseas suyrveillances, and the difficulty in creating and
meintaining meaningful safeguards in Jight of those problems,

‘While T am not prepared to go into great detai] over these problems.
here, some of which could only be discussed in executive session, I can
say that many of the probiems arise ont of the fact that overseas there

-is o fairdegree of cooperation between our Goveriiment and the police:
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and intulligence services of other nutions, and surveillances under-
taken are not exclusively for onr purposes. The level of cooperation m
surveillances, moreover, ean span the entire spectrum from sitnubions
where wo effectively can control all aspevts of the surveiliance to
sttuations where we have virtually no control, _

Restrictions or Imitalions on such surveillances conld result in
the loss of cooperation. These cooperative ventnres wonld require ad-
justments of one form or another in all aspects of 8, 1566, 1 16 wore
to be nsed as the vehicle for reaching overseas surveillances. Tt will
not be o simple matter to apply to electronic surveillances abroad the
provisions of & 1568 relnting to the standards for approval, the in-
1’0r1;na.{ion to be given to the jndge, and the Bmitations in the order
itself.

A separate problem, not directly related to the joint operation prob-
Tom iy the standard under wilich Americans may be made the target
of a surveillance. Undoer 8. 1568 in almosat all cases an American will
have to be violating Federa! law to be targaeted for elecironie snr-
veillanee, Yet in most cases our laws do not have extraterritorial effect,
so that activiky in tha United States which would violute our laws
wouh] not b o violition if committed abroad. Even more problematic
is the fact that overseas there may be o need for electronic surveil-
lance against Amerieans for positive forcign intelligence purposes,
as opposed to connterintelligence purposus, _ ,

An essy example is the American citizen who emigrates or defects
to another country and rises to & position of power and influence in &
foreign government, '

In dealing with these problems one mnst keep in mind that over-
seas the foreign intelligence need for electronie survelllance is prob-
ably moare erition] than within the Tinited States. The conditions
ander whieh onr persoune! must operate can inelude dandestine ne-
tivities in hostile arens and often involves activities where our ability
to engagd in eledtronic snrveitlance at all is extremely fragile, bécause
it must bo covertly conduated in territory not under onr control,

Tu raising these problams, howaver, T do nob mean to suggest, that
they are unsurmountable. T do not believe they ure. I mention them
only 1o Hllustrate what T believa to be the inadvisability of attempting
to cover ovaerseas survellance in 8. 1566, Tt just cannot be done by
means of a few shmple amendments. The yet unresolved problems,
some of which I have mentioned, suggest that if S 1566 were to be
delayed pending their resolution, there would he no legislation this
session, ' )

1 am, therefore, restuting the adninistrafion’s commitiment to draft
separate legislation providing safeguards for Americans abroad from
clectronia snrveillance by this Government for both intelligence and
Tuw enforcement purposes. T cannot provide n date by which such
legislation will be ready, because it depends In purt upon the resohu-
tion of same difficult poliey problems, T can pledoe, however, to move
forward with my part of this preject as expeditiously as T ean re-
sponsibly de so. | o

My staff has alreadv reporfed to me on productive meatings that
have Been hold with the staff of this committee on this subject. In
closing, T urge that this issue not he allowed fo canse delay of the
passage of 8, 1566, '
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T know, Mr."Chairman, there are a lot of guestions, and I will do my
best to answer them. I have brought my brains along with me to All
the breach where I fail, so I have John Harmen and Frederick Baron
and William Funk on my staff who work in this area. John Harmon
is the liead of the Office of Legal Counsel.

Senator Baym, Thank you, Mr. Attorney General, We recognize
the presence of your able assistants, Fortunafely for them, you bronght
your own brains as well as the ones you referred to sested on either
side of you. { Laughter.]

Liet me pursue the one major point thai you mentioned in your
statement. You know in the deliberations we had prior to the intro-
duction of the bill I expressed a willingness, the desire, really, to co-
operate so we could move the best possible bill, I did express concern,
both an obligation to try to look more carefully, more definitively at
this particular problem than you were prepared to, understandably.

Now, you mentioned the example of an American who might be in
hostile territory, our agents would be operating in hostile territory,
thus it would be difficult to utilize the same kind of standard abroad
as 1t is to be utilized in the United States, Tt would be helpful if we
differentiated. This is not unique in the way our Government has tried
to- govern its response to problems in the collection of intelligence,
governing intelligence, to try to separate out some countries where it
might be more difficult to operate than others, and in those countries
where we have a close working relationship, part of a mutual reliance
and support mutual principles, we would regnire the same standards
a5 We require in our own country, but in other conntries that would
meet the definition that you deseribe. hostile territory, however you
might want o describe it, T don’t think we wanté to gef into that here,
but wonld it be possible to differentiate on that basis to help resoive
some of the problems that you might see? B

Attorney General Brrr, That is possible. I have not been working
with my committee on this bill. My interest in protecting ‘American
cibizens overseas stems from the conversations we had at my Senate
confirmation hearings, When Vice President Mondale and I tock this
legislation to the President, we told him we were both committed to
some protection for Americans overseas, and that when he annonnced
the administration’s support of this’ particalar bill, we would ap-
preciafe him saying that we were going to move forward inmmediately
on some protection for overseas Americans—Americans who happened
to be overseas, ' A '

I had -people working on this problem even before that time. T have
not reviewed all of the problems and obstacles they have 'found, but
I can say that my staff is working on it, and they are not frying o
find obstacles. They have an affirmative attitude. They are trying to
find ways to do this. T am committed to it. and as I say, the Vice
President is and our President is. The only thing I can say about the
sort of suggestion you made is that the committee ought to con-
sider it, and the staff ought fo consider it, and we ought to move as
fast as we can. S

Senator Bavir. I would like to explore any obstacles or suggestions
for overcoming obstacles we can right down te the witching hour
on this bill. T know vou and the President are committed, and I have

said so publicly, and I believe you, to try.to_move a. bill.te. protect
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American eitizens wherever they might go. We all recognize the fact
that as far as intelligence gathering, the impact thal has on Amen:-
can eitizens or any other rights that American citivens have, we don’t
take off our cilizenship and leave it when we depart the shores of
ilis country, and to establish a dnal standard really concerns me.
I am not unaware of the legislative complexitics, the diffienlt nature
of resolving these problems, but the concern I have is nlso u legis-
lative one.

As well-intentioned zs you are and the Viee President is and the
President is, this bill hus been like trying to run in sevghum molasses
in Jaunnary. I mean, it is a tough, difficalt, straining kind of job, or
wore important, and what concerns me is that onee we have given
birth to this bill, and it is siatutory on the books, I wondar if we
might not have run out of gas us far as the ability to move any kind
of Jegislation. In other words, we have u groat deal here to deal with
the problem at home. We understand it is more impor{imt, Tt offects
move Americans than those abroad, and once we have discharged that
responstbility, I wonder how many of our colleagues and how many
citizens will huve said, well, they bave done enongh already,

Attorney General Brrr, There is a devision here i the District of
Columbia by district Judee Jones invelving Amerung overseas.
Onve we enacied this legislation, we could make o respectable urgu-
ment to a court that if yon wanted to snrvell an Ameriran overseas
we conld go to one of the seven judges and got an order, the same as
wo would on an American in this country, If we can build on this one
court decision, it is possible that the appamius of this bill might
cover Americans overseas,

We dow’t know that now, I started out thinking that we ought to
extend this bill to Americans overseas, T viewed it as u simple thing
but people who ave experionced think it is not shmple. I don’t know.
If we go ahead and pass this, we would commit to try to use this b
as a vehicle for getting orders covering surveillance of Ameriean
cifizens overseas.

A lot of times vou can get u statute and butld on it by court de-
aision. In fact, o lot of people probubly object to that sometimes. Tt
groes beyond filling the interstices, as Cardoz calls it. Some people suy
the court just changes laws or statutes. I think this would be mayhe
in the nature of ﬁf}ing in inferstlces, H wa could ask one of these
seven Judges Lo 1ssne ardars on oversaas snrveilianee, T wonld try that
That might shuplify it if weeould do that,

Senator Bava, If & case like that were to arise, wounld you be pre-
pared to have the Justice Department grgue on the side of exiending
the provisions of this act tc cover American citizens abroad?

Attorney General Brir. T wonld. We took that position on seme
matier the other day that might involve someihing vverseas, and the
snme district court decision. Before that decision was rendeved, it
way not thought possible to get 8 court order in such circumstances,
because there is no statufory method for such a thing. Now, throngh
this bill we are going to build in a conrt procedure. We would com-
mit to try to do this with respect to overseas surveillance and it might
solve the problem. . :

Senator Bava, Well, that commitment rests easier than no commit-
ment, Let me say in all respect I think wa all understand that is wmore



20

to the chance or the whim, if you please, or the good judgment of a
given judge at a given time in the futare, and it is not as cerfain as
trying to get it in this particular legislation. Let me ask you-—

Attorney General Berr. I am not trying to keep you from going
ahead with yonr own thoughts. -

Senator Bavm. I understand. )

Attorney Genera! Brrr. I am jnst telling you what we might be able
to do,

Senator Bavu. Tt is comforting to know that you would be prepared
to do that. Let me ook at two types of problems that you refer to in
your statement to see if there is perhaps room in which we can at least
move into this area to some extent with yonr sapport. The first is that
the surveillance abroad, of eomrse, offen if not always has to be
done with the cooperation or invelve the cooperation of foreign police
and intelligence services, and the second is that there must be different
targeting standards for Americans abroad.

Now, as I read the bill, a requirement for minimization procedures,
o Himit the uge of information, that is one of the things we are con-
cerned about, how information fonnd abroad or anything else is nsed
as it relates to Americans, whether they are targeted or not. I don’t
think the minimization, which is a crifical thing, would be affected by
these problems. The requirement applies to the nse of information by
the T.S. Government. Tt does not make any difference whois targeted,
or it seers to me ik conld be stractured in such & way it deesn’s make
any difference where the information is picked up. .

In other words, wonid it cause any problem to add a requirement
in the minigdzation section that minimization: procedures be followed
for handling any informstion acquired abroad about U.S. persons?
In other words, when owr Government gety the information, whether i
is acquired or that citizen is abroad or at home, as far ns the minimiza-
tion, having those machines or having onr system automatically throw
into the wastebasket information about citizens that don't meet a
certain standard, couldn’s that be applied to citizens while they are
sbroad, information that is collected abroad? .

Attorney General Brrn, Well, T would have to say that is haif a
loaf. If we go that far, then you have just got one more step td apply to
Americans oversess, fo put them under this bili: the minimization
procedures, Now, if 1t i3 up to me to put them in, the Attorney General,
I will do it. T have no objection to telling me to do it.-Who else would
do it? Wonld it be some judge? Wonld we go to some American judge,
one of these seven, and say, we are getting ready to sarvell somebody
in West-Berlin, and we want you to approve minimization?

If we are going to do that, we might as well say, well, what about an
order? So, T don’t know that that fits in well. If the Attorney General
is to be charged with that duty, it suits me fine, becanse we do that now,
and maybe we should be on a statatory injunction todo it.

Senafor Bavs. Well, that could be a temporary, at least certainly
& better step than having nothing there at all, it seems to me, because
the collection of information per se is not what is dangerens, but what
is dangerous is the philosophy expressed by a colleague from Nerth
Carolina in quoting Justice Stone that sort of on the present they are
waiting, and that information can come back to haunt you later on.
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Attorney General Brii, ‘Well, I think you might charge the
Altorney General, whoever the Atforney General r{;i?ht be, 1 think
that would be & great improvement over what Chief Justice Stone
did. Senator Morgan was talking abont Stome. Ii is too bad Stone
didn't do something to insure his words. We never had any stututes.
Yon know, he selected J. Edgar Hoover as head of the FBI, and I
have been looking since T arrived in Washington for some charter
or statufory authority on domestic security matters. I don't object
fo statutory commands or mjunctions. ¥ think that the ¥BI does not
objﬁ}*.lct. So if you want to put that in the legisiation, it would be fine
with us,

Senator Baya. Thank you, sir. What about the targeting, tlie other
part of this particular problem where this has to be done, und oft-
times is done, anyhow, with fhe cooperation of foreign governmants.
Couldn’t we establish certain standards, legally enforeeuble standards,
50 that when we were cooperating with a foreign government, they
would understand what standurds we intended to be upplicd to Awmert-
can citizens if they were targeting on them? '

Attorney General Bra. That is a problem. How can we tall a
foreign government that they have got to get nuder our standard ?
Maybe we are just cooperating. Maybe we are just going along with
foreign police. _

Senator Baym. Let me tell you how. Let me just give you a specific
example which I think we both know is probably tlie rule rather
than the exception. Mr, X, a citizen of the United States, suspeeted
of being invelved in clandestine uctivities with a foreign power, oper-
ating abroad, would not be applied in this country, might not be
applicable under this standard. We donw’t have the capacity to bug
Mr, X’s telephones, so we go to the German secret, police, or the police
m Bonn, and ask them to do it for ns.

Now, it seems to me that 1f we ask a foreign power to do something
like that for us, we also can suggest what the standards are to ho
apphed before they do it, can wenot 2 '

Attorney General Brir. Right. That is an easy case. Now, let's
take a hard case, one where the Forcign Intelligence service is going
to surveil anyway,

Senator Baym. But do you have any objection to that particular?

Attorpey General Brrr, No, not the Brst, one, not the one you posed.
But the Foreign Service they might be preparing to surveil an Ameri-
can citizen anyway, and they fell us they are going to do it, We can't
stop them, and yct we know about it, We are tainted. Tlutt can happen.
Or there can be one where you are just working a casc together, and
maybe in that middle ground yon can got an American court order.
It would take a good %eai of judgment about this, This iz, sce, the
case I am committed to, where we wounld go to the judge ourselves,
and that would be where our people wanted to do something, but
based on what I have learned abont, say the DEA operations over-
seas, there is & great deal of cooperation with foreign governments,
foregn police.

Frederick Baron just handed me a note that we onglt to discuss
this further in executive session. What we are suping now, of COUTSe,
15 perfectly all right to be talking about here, but we cannot cover
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too many details. Somctimes it is necessary to discuss particular cases
as examples. Last week 1 was working with my staff on what to do
about some of the FBI domestic security investigations, and we were
trying to devise a rule to help guide our thinking, along with Senator
Tuddleston on charter legislation. T concluded we never would get &
good rale until we could ran through about 10 or 15 cases, study facts,
and we would come up with a rule. We started dom;é that, and I think
this is that sort of a thing. I think we would probably have to talk
to our friends in CTA about this. . -
" Senator Baym. I understand there are some things that we know
what the hardships are when we mcet the tough case, and what I
"would like for us fo try to do, and here again I just get back to what
T said & moment ago, which T guess is a matter of legislative judgment,
taking your judgment and our collective judgments and see whether
we feel there is going to be enough staying power to pass two bills in
the foreign intelligence area. I am very concerned, Mr. Attorney Gen-
eral, that it is going to take all of us, mustering our strength and
cooperation, to get one good bill passed, without discharging that re-
sponsibility and then having to come back and get what we all under-
stand is a very minor part of the problem compared to the major one
of how we conduet intelligence in this country. : i )

Attorney General Beir. I think that is a very good point. It is
hard to get a major piece of legislation enacted. We will not take the
process lightly, T will be glad to meet with my people again and see
if there 1s any way possible to devise some-kind of an amendment
here, so that we could argue to an American court that they had
authority. . _—

Senator Bavm. T think there is common ground. We will proceed,
but I have a number of guestions, and I have been watching the clock.
T would rather confine my questions so we will have time and then I
can come back if I have others, : e
- Our distinguished ranking member, Senator Garn, is lere. Do you
have questions or comments, Senator Garn? '

Senator Garx. Jnst & bricf comment, Mr. Chairman, onthis partic-
ular point. I am sorry, Mr. Attorney General, I was late, but I only
serve on three committees, and all three of them met at 10 o’clock this
morning, as usual. That Senafe reorganization really helped us, didn’t
it? But on this particular point of whether this problem of American
citizens overseas should be in two bills or incorporated in this area,
T de helieve we need to address that problem. .

You know from our previous conversations that althongh I am s
co-sponsor of this bill, I am not an enthusiastic supported. 1 think if is
# good bill. If T were writing it 'alone, there wonld be some things that
T would change, but on balauee it is suflicient that T could cosponsor it.
I do think we run the danger if we try fo put too much ‘more into the
bitl that T could no longer sapport it, for whatever that is worth, It
may not be wortl very mnch, but nevertheless, I would prefer—Ilet’s
inalke that statement at this fime—io see the problem of Americans
abroad handled separately, as we originally talked about doing. That
was one of the reasons T decided to snpport this particular bill since
we would address that problem in a separate onc. There are trade-offs
that are going to have to be decided, we must decide whether to push

-and-incorporate-everything into-one omnibus bill ornot: -~ -
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Attorney General Berr. The thought I intended to conyey was that
T did not, want to appenr recalcitrant, to have 4 closed mind, 1f some
way oi the merils it appeared that we ought to amend the bill, we
would cortainly consider it. We think it is very much in the public in-
terest to puss this bill If we can do what Senator Bayh wants, we
would cavtainly look at it

Senator Ganrx. Well, T agree with you completely, and I hope you
don’t misunderstand what I say, because Senator Bayh and I worked
on this similar bill last year at great length, It scems like we spent
most of the year on it, We saw each other more thuu we did onr wives,
which 1 der’t prefer either, but nevertheless

Senstor Bavn, I am plad to hear that,

Senator Gany. We were not able to got it through due to the late-
ness of the session, and I do think that it is highly important that we do
pass n bill, becanse in the current situation a lot of people seem to
forget that there i no lnw covering this aren at all; that the President,
whoever ho might be, can simply order olectronic surveillance if e
declares it is in the national securiy intercst, and I think that is
wiong. 1 think we have a good chance of passing this bill by falking to
a lot of onr colleagnes. It is a controversial bill Tam afraid if we fry to
put too wmuny things into it we lessen the chances of passing it. T
naderstand what Senator Bayh is saying, that on the other hapd maybe
it Jessens the chance of passing the second purt, I£ I have to choose, [
wonld vather take S. 1566 and get, it passed—take our chanees on the
soeond purt—than lose the whole bull game. That is the point that I
trying to make. ’ '

Attorney General Brir, Lugree with that.

Senator Bavn, Thank yon, Senator Garn.

Senator Huddleston? ‘

Senntor Hooveesrux, Thank you, Mr, Chawrman.

Mr. Attorney General, one of the grewd potentinls for use frem
intelligence gathering once you have established the procedore nnder
which electronie surveillance may be conducted is the use of the infor-
mation that might be gathered in such surveillance, much information
that may have no reltionship fo the origingl objective or intent for
the survenllonee, bat sehicl if placed in cortain hands or vsed inn
certain wiy could be very damuging to an individand

Are vou sntisfied that the so-called minimization procedures estab-
lished in this bill are adeguate to protect the citizen from the misuse
of information that may C{w gathered?

Attorney General Brra, T ain, I have had some experience with the
subicet since 1 have been here. Of conrse, the only mintmization that
we have now is whatever I prescribe.

Senator Hropresron, Right, .

Attorney General Bror, I think we would have n double safeguard,
e have the Attorney General plus the people i the chuin who snggest
minhmization as it comes up to the Attorney Genernly and then we also
huve the court. The court is charged under this bill with imposing
mitimization standards, :

Senator Huppesrox, That is corrcet,

I.fiit.t.m-ney General Buwn. I think that is a very good feature in this
L )
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Senator Huppreston, Do you believe that is important?

Attorney (General Bevr. I think it is very important, We have had
too much dissemination. Not even gossip-level dissemination so much
ae digsemination due fo carelessness or without thinking, Who needs
this? Who is harmed by 1t? Those are the two things you net;,:d to
think about, need and harm, and constitutional rights, privacy. So, T
think the American people need the imposition of mimmzation
standards. . . . )

Senator HuppLeston, Because we uncovered in previous investiga-
tions where one agency would take information gathered by another
and nse for its purposes, althongh the original pnrpese of the gather-
ing had no relationship to what the second agency was trying to accom-
plish, but found that it might be very effective In carrying out some
of its objectives and this seems fo me to be a real serious cfanger and
a serions problem that we have in the information we gather on onr
citizens. .

The question of congressional oversight, I thought last year's bill
was much stronger in giving Congress the oversight that it might need,
and in particular this committee. The present bill requires reporting
to Congress only the number of applications made for court orders
and extensions and the nnmber of orders and extensions granted, modi-
fied, or denied, as T understand it. Is there any reason why the bill
should not also contain more specific reporting regqnirements for this
committee, so that we can fully discharge our responsibilities nnder
Senate Resolution 400¢

Attorney General Burr, I think it would be a mistake to freight the
bill with a ot of reporting procednres when we are already reporting.
We are negotinting a reporting system with your committee stafl
right now and T am told it is 12 pages long. We will report anything
to yon nnder your Senate resolution o create the commitiee. Tt seems
to me you are never going to have enough in the statute to cover it
anyway, so why do that? Why not just leave it to the normal rela-
tionship between ws and the committee ? _

Senator Honoreston, Last year's statute, thongh, was & little more
direet in saying that nothing shall be deemed to himit the authority
of the Select Committee on Intelligence {0 obtamn such information as
it may need. They left the initiative more or less, T guess, with the
committes in defermining what it needed and what it conld ask for.

Attorney General Brri, Now, we don't have any objection o some
general requirement, I am objecting to specifics, and I wouldu't think
vou would want to inject gpecifics,

Senator Heppuestox. T just don’t want any himitations on the com-
mittee to ask for whatever it might deem to be necessary to carry out
its responsibility.

Attorney General Brir. We don't object o that. Now, when we get
to the Flouse side, this could be a problem. You know, we are under
seven committees there, They are in the process of ereating a commit-
tee, but I am not aware of what preemption of junisdiction is pro-
posed. T hope you will have that in mind. .

Senator Hoonrzsron., Well, we certainly will. We understand the

roblems on the Fouse side, too, although I think maybe they are
rginning to move in a more desirable direction. In the past, of course,
intelligence agencies have used warrantless physical search techniques,
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ineluding surveptitions entry and mmil opening, to gathér foreign -
telligence information in the United States. This bill, of course, does
not mention these particular technigues. If Congress does not elearly
prohibit them or st standards for them, could they still be used on
the basis of inherent Presidentiad powers? : _ .

Attorney General Bris. 1t conld be, but we are working on legisla-
tion n that vegard alse. o

Senator Hoporrsrox, Yon plan to have separate legislation relating
fo snrreplitions cuiry ? _ ' ' :

Attorney General Berr. We made o considered judgment that we
conld not pass all of that in one bill, that we would not get anything.
While ¥ may seem strapge for me to be indicating that we want to
give up power that wa new have, we do. We have the same objectives,
and we don't think wi can pass all that snbject matter In one piece of
legiglation. i

Sengtor Huooprgsron, 80 we can expect farther legislation on thai
subjeet? '

Attorney General Brrr, Right . '

Senator Huppresrox, Welly us T poluted ont earlier, this is the first
piece of charter legisiation for the intelligence comunity, and 1 um
somewhat concerned about the impact on the future charter legislation
that, 18 you know, we have heen working on, Would the adoption of 2
noncrhmmal standard for clectronic surveillange lesd to the-adoption
of similiar standarde for other activities such as surreptitious entry
or mail opening in feture charter legislation ? S

Attorney General Bear. I have to say that apart from that, under
this 2521 {b) (8} (1}, that if those same circumstances applied, 1 wanld
be in favor of using the power of the President to aliow entries or
sexrelies or whatever is needed, ‘FThat provision svems to be the subject
of a good bit of wniting these days, but 1f-vou will read that care-
fully, I think yon will have to say that whoever fit into those cireum.
stances ought to be swrveiled, aund that is pretby nese w eriminal stan-
dard in itself, Muybe you are writing one when you ave putiing it in
this bill, but I have some trouble finding how anybody could argue
against that. Now, you c¢an argue abont something cise off on the
periphery somewhers, & general thing, like we ought to always have
a cviminal stundard, but when you read this, that in itself is tanta-
mount toa criminal standard, ' S

Se, what I say is, yes, if we fonnd these cireumstances T think it
would be against the national interest for me not to take note of it

Senator Hovoresron, I just have one other item. The question of the
terms of the judges, Sepator Morgan used the term leading to the
possibility of judge shopping, which I hadn’t heurd of before, but T
guess these fellows that practice luw aré accustomed to i,

Senator Moneax. The judge knows what L am talking about.

Senator Fluppresroy, I am sure the Attorney Geners] knows what
he is talking about. Do you see anything wrong with setting terms
perhaps for these judges? As the Bil} is %ritten now; I understand
there are no terins, so that they would be reappeinted from time to
time, They would be serving on a staggered-term basis of » given
mumber of yearseacht )
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Attorney General Brrz. No, no, I really hadn’t thought about that
until this morning, and I must say that I favor terms. I would favor
that amendment. T think it would be bad to put judges on the panel
and leave them there forever.

Senator Hupprestox. There ought to be some procedure to replace
them or to at least have to eonsider 1. .

Attorney General Brrr. This idea of somebody having a 1-year
term-—staggered o replace one every year—wouldn't e s bad approach
to it. T might as well speak to the judge chopping because there are
415 Federal District jndges, and we are only putting seven in the bill.
There is a judge shopping in the sense that you conld go to any one of
those seven. Whereas 1f vou had & venue requirermnent, you might have
to go somewhere where there is only one. Of course there are very few
districts Jeft now where theve is only one judge, so I don’t think there
is that much of & problem. We had one not long ago where we got a lot.
of title TIPS, a3 you know, and sometimes those are in places where
they have 95 judges, sometimes maybe they haye one or two judges.
'We have to go to the district where the wiretap is going to take place.

1 think seven is a reasonable approsch to 1t, but I do favor some
definite terms. T had not thought about that. I just had it in my mind
that probably the Chief Justice would rotate them, but it would.
probably be better to specify. - - o L

Senator Hupsresrox. Specify it in the legislation?

. Attorney General Brrr. I think the more specification we have, the.
betier off we are, . . : : .
Senator Funpresron, Thank you, sir. Thank you, Mr, Chairman.
- Senator Bave. Senator Chafee? C '

‘Senator Craree. T have no questions; Mr. Chairman.

. Senstor Baysm, Thank you, Senator Morgan? C

Senator Morasx. Judge, could you tell me, you stated garlier that.
you thought it would be m the public interest that we pass this legisia~
tion. Could you fell me what you consider. o be the difference between
the law as it is now and what it will be under this legislation, with.
regard to electronic surveillance of Americans? :
- Attorney (leneral Brrr. The difference will be the use of a judge
who will be superimposed on the chain of command above me, above:
the Attorney General. T perceive: that to.be in the public interest, be--
causs the American people trust courts. Even if they didn’t trast courts:
as much as they do, they would feel better if there were someone else
in"the chain'of command. Even if we added the chairman of:this coms
mittee to the chain of eommand, that would bolster the confidence of
the people in the system, I think the system, based on what I know:
about it—during this administration—the system works well as it s
and there are no abuses taking place. It is important nonetheless for the:
American people to have confidence in the system of government, and
this is.nowhere more frue than in.an area where there is some secrecy
involved. - - n : : . C

So, that.is why T say it is in the public interest. That is why:
T am pushing this. T am not worried about anybody losing their rights:
now. - - S I . : . ' ) :

Senator Moreax, Judge, what do you eonsider to be your authority #:
What do you consider to be your authority now to engage in electronic

_surveillance of an Awnerican nnder the present law?
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Attorney General Brrr. Of an Amerdenn citizen?

Senator Morcax, Yos, as Attorney General. : )

Attorney General Bevr. T have none whatsoever. T have not surveiled
an American citizen,

Senstor Morgan. Do you consider that anyone, including the Prost-
dent, has the inherent right to engage in electronic surveillance of an
American citizen in this country?

Attorney General Becr. I do. I think he has & constitutional right
to do that, and Lo has & concomitant constitntional duty to do it under
cortain cireumstances. T have said in the confirmation hearings that 1
would not do it on my own. I believe those were the words 1 used, “on
my ovwn.” )

Senator Moncan. ¥ assume vou base that on the national security
aspect. .

Attorney Genera] Brrr. Foreign intelligence, What is it7 What is
the exact langnage in the Constitution? Foreign policy powers.

Senator Moroan. Judge, do vou have a brief on what you consider
to be the inherent powers of the President with regard to eleetronic
snrveillance that might be available to this committee?

Attorney Genersl Brrr, We don’t know of one offhand but we would
be glad to prepare one for you.

Senator Morcax, I think it would be interesting, becsuse T have
some difference with regard to what I conceive to be the President’s
right in this connection. ' : :

Attorney General Brre. We would be glad to try to support that by
brief if you would like to have us do so. :

Senator Moroax, All right, sir. Now, in this bili T understand that,
of course, to geb & warrank to engage in surveillance you have to have
& certification. Is that-from the President or the Attorney General?

[The material referred to follows:] o S
' : ' SeprEMBbrR 2, 1977,
Hon. Roaerr MoRcAR, .

0.8, Renate, : '
Washington, DO oL .

C Dean Sexaron Morgan: During my testhmony concersing §. 1566, you nsked
if the Departient of Justice could provide you with 5 statement outlining the
irasts for the Department's conelusion that the President may approve warrani-
lese elaotronic surveilisnce in the United States under certain circumstances, ..

In every.case in which-the lusue has been direelly raised, the deelslon has been,
that the President may lawiully approve warmantless elecironic surreillinees
of foreipn powers aad thelr agents. Seo United States v. Buck, 548 F.24 871 (My
Cir, 1677Y7 United Stales v. Butenko. 484 .24 5923 (84 Cir. 1974). (en babe)y
United Siates v. Brown, 4584 894 418 (8th Clr. 1973) ;. United Biales v. Clay,
430 .24 165 {Sth Cir: 1870), .rev'd on other grounds, 403 3.8, 608 (3971 ¢
United Siales v. Enfen, 488 F. Supp. 97 {D.D.C. 1971), aff'd in past and vocated,
in purt sulb nom., Dnsied Siates v. Lemonakis, 485 F.24 841 (D.C. Olr. 1973)7
Onited States v, Hoffman, 334 ¥ Sopp. 504 {D.D.OISTLY ] dn Buek, the most
recent czse, the Nipth Cireult referred to’ such warrantiess survelllances 485 8
“recopnized exception to the general warrant requirement.” The SBupreme Court
Bos not sddressed the question, but has taken palns to make clear that jte de.
cistons requiring warrants in other cirenmstances do not apply to surveillances
involving forelgn powers ov their agents. Sce Kefz v, Uniled Slates, 830 1.8
347, 3568 n.23 {1067} ; United States v. United States IHalriet Court, 407 UL
201308, 202 & na20 (30723, S : .

In Butenke, the opinton which sndertook the most substantial analysis of the
{ssues invoived, the "Third Circuit indtinlly determined that the-President had
as incident to his Article Il powers the power 16 gathor forelgn intelligence
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information. 484 ¥.24 at 601, 603, The court then detdrmined that this poser
could be exercised only in accordance with the Feurth Amendment. 404 F.24 at
603, The eouri recognized that the Fourth Amendment bars only unreasonable
searches but acknowledged that a prior warrant is the normal test of whether
# search 18 reasonable. Referring to ofher exceptions fo the warrant require-
ment, however, the court weighed the costs of requiring s warrant against its
henefits and determined that beeause of the need for secrecy and speed in foreign
intelligence surveiflances and the opporiunity for oceastonal post surveiilance
review, & warrant. was not requited, 404 F.2d af 605, The court made clear that
this exception only applies where the primary purpose of a surveiliznce is o
gather foreign intelligence, 494 ¥.24 atf 606, : . . :

The holding of the District of Colmmbla Circuit in Zweibon v, Mitchell, 516
24 594 (197H) {en banc), iz nof inconsistent with Brown and Buienko, In
Zweibon the court held that a prior judiclal warrant was reguired for electronic
surveillanee of .persons who were nelther agents of nor collaborators with a
foreign power, While in dletum a pluralifty of the court suggested that a warrant
should be required even wheve the subject of the surveiliance was &n sgent
gf zidforeign power, the court mide elear that its sctual decision was not s0

road, . oo

In light of this case law and in the sbsence of statute, the Department of
Justice has consistently maintained that reasonable surveillances conducted
against foreign powers and their agents, personally authorized by the Atforney
General pursnant to an express Presidential delegation of power, are Iawiul
absont a warrant, '

Yours sincereiy, :
: - , GrirFIN B, Beix,
S - AT Co Attorney General,
Attorney General Brra.- Attorney General, - S
Senator Morean. And it is proposed--— e
Attorney General Berr. The Assistant to the President in charge of
the National Security Council would certify tome, - S
. Benator Monrean., Andthen certify toyou? _
Attorney General Bort., I certify to the court, . o : .
Senator Morean. Now; you.can delegate that authority to an As-.
sistant Attorney General? e e
Attorney (reneral Brrr. Well, I put that in the bill thinking it
would be a good thing, but in the Judiciary Committee there seemed
to be some objection to it. I don’t know if that is going to $urvive or
not. T was hoping it would, I spend & lot of time on these matters, and
the guestion is one of indgment. Does the Congress_ want the Attorney.
General personally to do it or would it be satisfied to have an Assistant
do'it with the Attorney General? I do that in title IIT, wiretap, T del-
egated that to Mr. Civiletti, head of the Criminal Division, but he
gives me a weekly report on what he has done, and I see that every
weelt, That 1sthe way% handle this, and I also told the Judiciary Com-
mittee that I would agreeto do it for a certain length of time to get
it running right, to. get the safeguards in it and the kinks out of 1t
before I delegate it. ' _ _ L
- Senator Morean. Well, Judge, T might say I think it is a two-edged
sword, I fear that delegation of the power to an Assistant Attorney
Gleneral, if it is done routinely or laxidasical, and yet on the other
hand, knowing the demands upon the. office of Atforney General, 1
am afraid that the Attorney General might be put in a position where
he had to routihely approve someone else’s recomnmendations, and so it
might be better to give i to an Assistant, provided this Assistant has
had powers specifically confitmed or considered in his confirmation
hearings, . - : : : S

o .
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Attorney General Brrr That is a good point. I ought not to be
atlowed to select any Assistant, 1 think the Assistant, i1f he I3 going
to be delegated, ought to be known. You onght to know that when yon
canfirn him,

Senator Morcan. Quite frankly, I think I weuld be better satisfied
with one who was confirmed knowing that that was going to be & part
of his responsibility than I would be suying thut the Attomey Genernl
himself Iud to do i, knowing of all the vesponsibilities that you have,
beesuse you would have to do it rontinely apon whai somebody put
bufore you _

Attorney Genernl Bere, I think that i 2 very good poat, Nobody
made that point before

Senntor Mongax, Let me go a hitle further, Now, if this certification
Irad come from the President's udviser, as 1 understood the bill, last
year the judge conldn’t look back of 4 certifieation, Now, it is not quite
closr to me how far the judge con look back of it this time, Can he go
baek into the facts on which the President's udviser made the cortifica-
tion, or is he Himited solely to the facts certified? :

Attorney General Brisn, He can examine the facts nnd he uses a
vlearly ervoneous stundard in muking his decision, and he can ask for
additonal facts, In other words, we go down to Judge A, and he says,
1 donr't know about this, give me some facts.

This i1s my present practice.  tell the Bureas fo bring me some more
Duets on this i T am nob satished with i Sowdines T turn thun down
without asking for additional facts, but that is what the judge conld
do, and thut is new in the bill. 1 don't think yon onght to ask a judge
te rnbbear stamp things, and T don't think yon on it to vestrict him
so that he hus to suy yes or no

Senator Moneax. I don't think any real judge would even want o
carry out responsibilities of issuing o warrunt if he could not look at
the $acts, bot it is not quite clear fo me from the bill that he can go
beliind those facts. ¥ notice that Frederiek—1 wander if Frederich
has the section there,

Attorney General Berr, Yes: here it is right here. “C: 'The judge
may require the applicant to furnish such other information as may
L necesvary to muke a detarmination regnived by seetion 2525 of this
chapter.”

Senator Moreax. What page isthat?

Mr. Barow, Prge 15 of the Judiciary Committee print for July 18,
seetion 8524,

Attorney General Brun, And then the stundard is on page 16, On
15, he can get some more information, und then he is tested overon 16
hy the clearly evroneons standard.

Senntor Moweas. The thing T am still not qute clear on, I think
from what you say the judge may be nhle to go baek to the facts on
whi¢h the President's advisor based his certificntion, bub are we snre
of that facet? .

Attorney Genernl RBewe. Well, this is broad langange. That is the
way I would construe it, and { would get the facts for a indge, if any
one of these seven 1udges wanted some more facts. Now, 1f, we will say,
the chairman, or the assistant for national seenrity were to say, well,
we can't give those facts ont, I wonld say, that is the end of the deal,

B9 B T oo}
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thei, and we can’t get the order, so forget the whole thing. I can seo
how you wonld run into something like that. The judge doesn’t have
to grant the order. He has the upper hand. He has the final say.

Senator Moreax. Mr. Attorney Genersl, I am satisfied, knowing
you, that you would do exactly that, and 1am also satisfied, knowing
fhis administration, that they would do exactly that, but it kind of
worries me, Jooking down the road, as to who might be occupy ing yom

_position or who might be occupying the White House. :

Attorney General Bewr, Well, you might want to doctor that lan-
guage some and make it a little more explicit. There would be nothing
wrong with that, because that is our intention, that this judge have
the authority to get information on which to make a judgment.

Senator Moreax. Well, my time is a little close. T will make a note
of that and get with some of your stafl and maybe we will talk some
on that. With regard to the term of jndges, you liave no objection to
some rotation system? '

Attorney (General Beor. Not at ail. ' o

Senator Morean. Now, is it your idea or your understanding, Judge,
that these seven judges would be located in the District of Columbia,
or would they be around the country ? _ '

Attorney General Bern. Well, they onght to be in the environs of

“Washington, but I don’t think they all onght. to be in the District of
Columbia. I think the American people think that thers it too mmch
power already vested in ‘Washington. At least that is what the ones
toll me that T have talked to, and I think they might feel better if we
had some judges in Maryland and Virginia that it wouldn’t take &
day’s travel to get to. ' o

Senator Moreax. I certainly would agree with that. With regard
to my thonght on judge shopping—and I started to say I didn’t mean
this to reflect one way or the other, it is just that I will make the state-
ment. It is a fact that— _

Attorney General Barr, Well, you and I both practice law, We
know it is & lawyer’s practice. . ‘

Genator Moraax. And what bothers me is, if these seven—to give
you an illugtration, there is a judge in my home capital that absolutely
will Testrain the State of North Carolina—a State judge from doing
anything, and the lawyers knew this, and they knew that eny time
they-wanted to restrain an act of any kind of regulatory board or the
commuissioner of revenue, that this jndge would restrain them, and
also in my State we had a judge that would restrain law énforcement
officers from doing anything just on any preliminary showing.

As a result, lawyers secking injunctions shopped for these judges.

Now, how are we going to prevent this from happening with these

seven judges?

Attorney General Brrr. I will tell you exactly how to do it. Put in
one of your staff reporting requirements a requirement that we report
on the names of judges and the number of petitions presented to partic-
ular judges, Then you will be able to see that we are using one judge
more. than all the others. You can see that in some types of cases In
the Justice Department in years gone by, where they shopped. You
will pick that up and you will make us do something about it. -

Senator Moreax. What can we do about it? That 1s an interesting

thought—
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Attorney General Brri, Yon can simply call the Attorney General
over here and tell him, I believe you are abusing yonr authority.

Senstor Morcax. Would someonc then have a right to designate
another judge? Do you think maybe we ought to preserve that right
for the Chief Justice or the Atforney General to change? It may be
von have a judge that just won't ¢ver grant any, and it might be the
other way.

Attorney General Berr. That is right, it conld be the other way,

Senator Morean. It scems to me we might wani to put some kind
of a saving clause in there, too.

Attorney Geners]l Brrr., Wonld you think that we could agree that
the judge would serve at the pleasure of the Chief Justice and for no
longer than 7 vears?

Senator Morean. It would suit me better, because I think the At-
torney General and this committee and the Congresg——— _

Attorney General Berr, Also, you could have a judge that might
become senile or become an invalid, have u stroke or something, so yon
need some way that yon could change the judges.

Sunator Morean, Withont having to walt for the 7.

Attorney General Bery, Foy the 7 vears to run, I think at the pleasure
of the Chief Justice would be a good propesal for it, _

Senator Moroan. Judge, one other guestion, I fear I am cncroaching
on someone else’s time, Suppose, as I understand the standards, and 1
don’t have them before me, but as T understand it, if the advisor to the
President hes reason to believe that T as an Avnerican citizen may be
passing mformation to a foreign government, can they go in and get
an order for electronic surveiilance without specifying the kind of
mformation they think I might be passing, and how far beyond mere
suspicion do they have to gof

Attorney General Berr, Well, there has to be probable cause. We use
& prohable cause standard, and we now have something along that line
going, and have had in the past, where we used title IIT, which de-
pends on what sort of a erime was invelved, So it is not unheard of to
do this now in title I1I. This facilitates it. Sometimes you have some-
thing that is in foreign intelligence, and it fits into a criminal statute
also and you can function under title 111, but not very often.

In the warrant application, we have to put in the facts as to the Lype
of mformation sought to be acquired, and when the target is a foreigh
power, the designation of the type of foreign intelligence and nature
sought to be acquired, What the Judge wanis to know are the facts on
which you eould ascertain probable cause. Now, we have got a certifi-
cate that 1s like an affidevit, when you get a warrant. The certifieale
would contain the facts, When I certify new, they give me¢—the FBI
sends me over something, sometimes three pages, sometimes maybe
seven or eight pages, and it gives all the facts, as tantamount to what
you de when you go beforc & magistrate to get & warrant, a search
warrant.

Senator Morean. Judge, would you certify now, and maybe thisis too
direct, but I will ask it: Would you make a certification which would
entitle an agency to surveillance for the person who is accused of pass-
ing information which in your opinion would not constitute o crime,
such s espionage? I understand the law does not require that, but what.
I am talking about is, as a matter of practice, would yon now permit
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surveillance on an American eifizen just on the information that 1
might be passing information to a foreign power, even if you knew
that I was deing it, and if that information—if I was passing it, & still
would not constitute a exime?

Attorney General Bruw, Well, that is a hard question, You have got
to know what the information is, and under the espionage law, as I
understand it, they restrict it to defense material, and some. of this 1s
not defensc material, Some are documents that have something to do
‘with the State Department, with diplomatic matters, or they migfilt just,
be technological information that could be either way, and that would
gét down to what you asked me, what would I do abont it.

You would have to give me a case. I could give you a case or two n
executive sessiomn. R

Senator Moneax, Suppose we are talking about, I am passing com-
puter technology to one of the Soviet nations, which could be helpful
and might be helpful to them in many ways. Would not national
defense, couldn’t that have a broad-—wouldn’t it have & broad enough
interpratation to let us use the criminal threshold, and if it does not,
couldn’t we broaden it easily enough to satisfy some’of the Giestions
that some of us have or the fears we have? R

Attorney General Berr, Well, Judge Hand gave an éxpanded intex-
pretation of national defense in Gorin v. Uneted Stades, 1941, Judge
Hand who, as you know, was & judge of some nofe,.said he construed
it narrowly. Now, we who are worried about the security of the Na-
tion, we haven’t got time to worry about every judge in the country
deciding whether if, s going to be narrow or broad.

Senator Moraan. Well, couldn’t we in this Congress, in this bill,
broaden it? Of course, T think we would have to all acknowledge that
since Learned Hand wrote that opinion the courts have been more
inclined to construe things liberally, but what T am trying to say, and
T am not trying to argue, but I am trying to say, can’t we make the
criminal threshold

Attorney General Brre, Here is what I wonld like for the commit.
tee to do. Yon have been an Attorney General, and you understand
statutory construction. I would like for you to leok at this provision
we have. this so-calied noncriminal standard everybody wants to
attack, Four, under (3) (1), page 4. It scems to me that is as near to &

. criminal standard as it can be. It is Iike a crime, where a1l the specifics
are sot out.

- Senator Bavyr. If the Senator will yield, I came very close. We put
most of that definition together last year, as you know, and it was to
try to get at the deep eoncern that many of us had about departing
from the criminal standard. We are talking about somebody acting
‘under the direction of s foreign intelligence mechanism, agency,; on
the payroil of some foreign intelligence gathering. They are directing
or aching in a manner that is clandestine, where information that is
being passed could damage the country. I share the Senator from
North Carolina’s concern, but I guess--and I apologize for inter-
rupting here, because I know you are just about throngh; bat the one
legitimate area where it seemed to me that perhaps intelligence people
had 2 leg to stand on that normally T wouldn't think they would 18
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in that ares where you just don't know exactly what kind of informa-
tion is being passed, but you have every reason to believe, and you
know this person is acting under the direction of a foreign intelligence
gathering or foreign intelligence agency. Then maybe that exception
could bemw _

Attorney General Brrr. If you put a parenthesis here and said,
“T'his section constitutes g erime,” paventhesis closed, this would end
all this argument. That is all it is. )

Senstor Morgax, Well, you know, that may be what I am trymg
t say, because it worries me that we are going to open a door. .

Attorn _L Genern]l Brur. If T see many more editorial columns, L
may put that parenthesis in there. [Laughter.}

Senator Moreax, Thank you, Mr. Attorney General. Thank you,
My, Chairman. I apologize for exceeding my time, but L will talk
with Mr, Harmon and Mr. Baron,

Attorney Gienersl Berr, By the way, we will be glad to nnswex any
questions 1n writing 3f any member has a question they want to sub-
b {0 us,

Senator Bavm. I just want to read this. You know it and all of
ns kuow i, but some of us may not have had the latest version of the
noneriminal “erime” standurd. “Pursuant to the direction of an intel-
ligence service or intelligence network of a forcign power”—that is
the way this American citizen is being prompted or acted—“knowingly
colleats ov transmits information or material 1o an intelligence serviee
or intelligence network of a foreign power”-so there you have that
nexus-—1m a manner intended to conceal the nature of such wforma-
tion"--that 35 where you have the problem; if you knew what kind of
information # was, you could nail them dead center, but you don’t
quite know, but vou have every reason to believe, because of the
nature—"such information and material, the manner in which it is
concenled, or the fact of such transmission or collection under cir-
cumstances which indicate the transmission of such information or
material would be harmful to the security of the United States, or that
lsck of knowledge by the United States of such collection or trans-
mission would be harmful to the security of the United States,” and
that cones as close as you can come, I think, but I guess we would all
rest easier if 1t came there,

Senntor Morean, Well, how close does it.come?

Attorney General Berr, I think it is o erime mysclf,

Senator Moroan. I would agree with you.

Attorney General Bere. But we haven’t called it that. It 1s ke
giving a dog another name.

Senator Moreaxn, Mr. Chairman, could T pursus one other question?
And I am way over my time J ud’ge, the next provision that bothers
me is the conspiraey thing. Having tried & few lignor cases in the
Federal Court, where my clients got hooked right exsily when one
act had been caught, does that encompass all of the broad rules of
conspiracy that vou and T

Attorney General Brri, It is as broad as the Feders]l law of
conspiracy.

Sanator Monreax. Then it is pretty broad.

Attorney General Brrr. It is pretty broad, but we never have felt
sorry for any of our bootleggers before.
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Senator Moreax. Well, T have been on the other side, o

Attorney General Berr, T wouldn’t worry too much about the spies
if we are not going to worry about the bootleggers. Many lawyersand
lay people, as you know, obiect to the breadth of the Federal con-
spiracy law, :

Senator Moraaw. In all seriousness, it is o broad law, and when we
look at this new criminal code bill T hope we will look at the con-
spiracy, because I do feel like thers have been times when injustices
have been done to individuals because of the broadness. Once you
establish an act, theh you can bring anybody under the sun, but we
will talk about that lafer. o .

Attorney General Beir. All right. -

Senator Baym, Well, just. for the record, My, Attorney General, one
of the concerns I have, and 1 think the Senator from North Carolina
and others have, is the interpretation of this standard not being nailed
down the way I think most of us feel it ought to be, and I think we
have reason to believe it is with this language. If we are talking about
a citizen here, a citizen of the United States who is on a first hame
basis with the ambassador of another power in this country, the am-
bassador or somebody in the agency or in the embassy who might in-
deed be on one of the foreign government'’s intelligence agencies, and
Tet’s say it is'a traditional kind of ‘ethnic problem of ethsilc eoncern
that many of our citizens have, if that embassy person or if the am-
bassador asks the American national that particular country’s Ameri-
can nationality, I mean, Greek American, you ean name it, there conld
ba half a dozen where there would be important issues, and that
eitizen then talks to somebody in Congress or to the President, urges
themt to pursue a given policy, would you feel that that would apply?

In other words, ‘the ndrmal kind of citizen lobbying that we all
recognize as an important right of the citizen, If it hag a relationship
that might exist as far as some people are concerned and involving
an official of another government, wounld that then fall in this
eategory ? ' : '

Attorney General Brrr. You mean, on conspiracy?

Senator Bave. Yes. sir. Under the definition right here of subsec-
tion ITI, the noncriminal standard, would that be enough for you to
tap that person? ‘

Attorney General Brir. No, I don’t think so. I can’t believe that it
wonld be.

Senator Baym. T can’t either, but, you are the Attorney General, and
thig is important, sir. .

Attorney General Berr. Tf you go to some embassy and get under
their direction, and they tell you, now we are engaged in intelligence
work, and we want you to do this and we want yon to conceal it while
vou are doing it, and what you are doing is something that might be
harmful to the secuvity of the United States, then you would be guilty.
But you are nof. going to do all those things. You are not going to first
act nnder the direction of a foreign government. If you acted under
the direction, to wrife a letter, to engage in public relations, we'll say,
or something like that, you wouldn’t conceal the nature of what you
were doing, and then second, you wouldn’t do anything if it was
harmful to the security of the Nation,
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Now, if some Amerjean citizen wants to do those things, then T wonid
say we would have to go do something to him. It would not be & crime.
Apparently we are not going to make that a crime, except in the sense
we are going to allow him to be surveiled,

Senator Bayw. Well, now, do we not have one importaut factor?
I mean, T think the fact that the normal kinds of petitions that yon
aet from citizens of the United Stales to help ns in Cyprus, help the
Greeks, help the Turks, help the Israelis, help the Arabs. I mnean, you
Luow, you can go rght down the pecking hst of deep concerns that
Americans with roots in other countries have,

Attorney General Brrr, Let me give you an answer that I believe i3
better than anvthing I have thought of. Under the Foreign Agents
Rogistration Act, we would not be able to surveil under that act unless
there was aleo clandestine intelligence gathering, Bo what you ave
deseribing 1s not clandestine, and we have plenty of Americans
registere I as foreign agents. We handle that in the Justice Depariment,
aued we don't consider that to be a clandestine intelligence sctivity.

Sanator Bavi Even if ik were clandestine, could it be—T mean,
certainly the relationship belween the goverment in question and the
American citizen could be elandestine, but we have the eolleetion and
trangmission, T mean, the statute says right here, you have to colleet and
transmit, Just wetting to Congress or talking to your favorite Senator
and saying, listen, we nced more money for X and ¥, that does not
conform to the definition as ¥ see it, but I want us to mwtle suve that onr
legislative record s abselutely clear here.

Attorney General Bere. Itis clear. There is no idea of anything like
that, and 3t 1s not an iden, it is what the statnte says. It tics it down,

Senator Bayn. All right. Now, may 1 ask you to—I would like for
vent to clarify a conple of other points that might perhaps be made a
little bit beiter heve. The way T imderstand it, the current procedures
now where vou huve surveillance requires high level lixecutive braneh
veview, including the Attorney General, in, what, every 80 days?

Attorney General Brre, Nmety days.

Senator Bamir, And this one goes on a year in this hill now. Why
is it that shouldn't sort of shorten that length of time for review!

Attorney General Berr. Well, we think it s u {air frade-off when
vou are nsing o jndge, and the 1 year only applies to » foreign estab-
lishment, A year is a reasonable #ime. You don't want to go back to
the judge every 90 days on that sort of & survetllance.

Senator Baxmie, Would it be too mueh to go back to the Attorney
General every 80 days?

Attorney General Berr. Noy T spend alot of my time now reviewing
matters I reviewed 3 months ngo. According to what the activity is;
we put the 1-vear activity in the category thut did not seem to us to
need roviewing every 90 days, but that is the sort of thing 1 woulda't
want to say too much about here now, outside an executive session,

Senator Baym. If we are talking about u narrowly defined foreign
power, T wonld net be as coneerned as I frankly am sbout the fact I
think the bill broadly interprets foreign power. We are talking about
directed and controlled by a foreign government. There is no require:
ment here that the group be engaged in clandestine infelligence activi-
ties, sabotage ov terrorism, and 1 am concerned that we not have a
back door mesans to surveil American citizens. '
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For example, suppose you have an airline that is run by a foreign
ower.
P Attorney General Berr. An airline? '

Senator Bayu. An airline, and some of the business activities in
which you have at least a few, maybe several agents of the foreign
power’s intelligence machinery. You alse have & number of Americans,
particaiarty if it is 8 commercial enterprise, and we know the Rus-
sians have this one operation out here that is just a {ront, but there
are » number of substantial commercigl enterprises, legitimate com-
mercial enferprises that are part of a foreign government, yet you
have & lot of American citizens working in that government, in that
government-owned enterprise. Now, I am concerned that we nof pro-
vide a back door means of lowering the staudards as far as the protec-
tion chat these American citizens get. Do you have any thoughts on
that?

Attorney General Brera. Well, T frankly hadn't thought of a forcign
airfine. I think in terms of embassies and trading offices and that sort
of thing, where everybody there is from the forcign country, and 1
hadn’s thought of au airline. T don't object to protecting something
iike an airline that is fiylng between some other country and this coun-
try. That just shows what the human mind can do and why it is good
to have hearings,

Senator Bays, Well, let’s give some thought to that in the bill, 1
would like for yon and your staff to give some specific attention there,
I am not particularly happy with what we have done there, but as I
recall, we have in the langnage of the bill specified that the surveillance
has to be directed at the corporate officiais involved, and as near as
we can fo confine that fo those who are involved in the iunteiligence
activity, but still ¥ think we need to look carefully at how we can
minimize the potential of sweeping in an American who might be
using that phone, and in the event we do, make sure that we crank
out any information and minimize that out of the process.

Attorney CGencral Brrr. We could in the minimization procedure
put in restrictions. That might not be the whole answer, bnt that might
be part of it. I think that since yon have raised the point that might
e something cur stafls onght to look at .

Senator Baym. Well, let’s look at that. To move on here, we have
done & lot of discussing abont the eriminal standszd, and we are all
a little nervous about that. One of the things that 1mgkes me nervons
is the fact that we use the phrase there, in the eriminal standard, not
the non-¢riminal standard, bat 1f we look at the criminsl standard,
we use the phrase, “will involve™—in quotes—“will involve a criminal
violation,” There is no requirement that the violation is about to
occur or that it will soon oceur, and I wonder, would there be any
problem as far as ihe Government is concerned and those who must
perform this mission, if we either limited the standard or set shout
requiring that the crime will soon be committed or is about to be com-
mitted, or tighten it up.

Attorney %eneml Bripr. 1 hope you won't take it out, because that
is the very point that is going to come up in the FBI charter on
domestic matters. Are we limited to a crime that has already been
committed, or can we take note of something that is about to hapypen ?
That ig a very close question, In the ¥'BI, we are subject to whatever



37

Congress tells us to do, and if the American people want to restrict
the F DI to crimes that have already happened, we would accept that.
Senator Bavm. Well, that's not what 'm s::.yinﬁ, sir, Let me try to
be move speeific here, It seems to me if we say “will involve,” that
is sort of some nebulous time length there that could reasonably be
interproted to be will involve ¢rime maybe 10 years from now,

Attorney General Berr, Yes,

Senator Bavr Bat if we 1se some of the words of art that arc used
in ather criminal statules, reason to believe a erime is about to be
committed, or will soon oceur, to just narrow down the time frame
s0 you're not going ou » fishing expedition, but you lave reason to
vebeve in the near Tubure,

Attorney General Brrr. We'll look at that. T see what you maan.
You want to restrict it time-wise, Or, you think it is too open-ended.
" Senator Bavw, Yes, I think if you look st those wonds, 3t doesnt
veally say in 10 days or 30 days, but you're really forcing =)l of vs
to focus on the fact that well, all right, this fsn't something that jnst
may happen out here in 80 days or 30 years, maybe, because it hnp-
pened onee before, but that all the evidence wo have indicates that
there's samething about to happen ont thére, will soou Liappen, that it
really iy close to the kind of crimes, because we're talking here in this
aren about g erime. | ' : -

Attorney General Berr. All right, we'll look at that, - _

Senator Bays, Let me yield to my colleague from Maine who i
see is here now. We appreciate your beinghere, -~ 7

Senator Farmawar., Thank you, very much, Mr, Chairman.

Before T ask my questions, T want. to commend the subcomunittec
chairman and the Attorney Genersl for their hard work and their
dedication which has given us the very complivated bill that we have
before us that we may need to take a post graduate course at MIT to
thoroughly understand, : .
- ¥ am working on a simplification, General. T hope to run it by you
when I'm finished if T ever finish it, just to make it casicr foranyself.

There aro two aveas I'd like to question yvon on. One is inregard to
a situntion I thought the chaiyman was going to allude o where you
lave say, & Canadian or someone from some cbvionsly friendly country
visiting liere, representing some “foreign power.” Arc we going to
allow surveillance in cases like that, or should we think about narrow-
ing the scope of forcign powers to those conntries that we now consider
to be adversaries, and therefore not run the risk of wiretapping our
friends and creating a great deal of alienation bobween our conntry and
counbrios turd are friendly to ns? : '

Attornoy General Brrr, Well, I think perhaps the State Depart-
ment might answer that better than I, but the point is we are not
just going around tapping our friends willy-nilly. They are engaged
in clandesting intelhigence activities to begin with,

Senator Harmawar, I don't think it is a foreign power that has to
be olandestine, does it?

- Attorney General Bern. Agent of a foreign power.- :

Senator Harmaway, But can’t we just tap them for foreign intelli
gence information or purposes. I forget-where that is—swhat section.

Attorney Gieneral Brrr. My staff tells me that T am gefting in deep
water, that T onght to leave this to-the State Departiment and other
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intelligence agencies, without speaking for them. So I think I had
better take the advice of my stafl, _ '

Senator Harmaway. Because if you take, first of all, on page 2,
“forelgn power? means & foreign government, which would inclade
Canada. And then “Foreign intelligence information” on page 5 means
information to conduct the successful conduct of foreign affairs. So it
could mean that we could tap some—

Attorney (eneral Berr, Yes,

Senator Hatmaway [continuing]. Emissary or visiter from Canada
if we had reason to believe they were connected with soine company or
connected with the government and could give us some information to
help us conduct, say, our fishing boundaries negotiations that we are
now engaged in, or minerals or whatnot.

[Paunse.} )

Attorney General Bewn. 1 had always thought that the foreign
friend that you were speaking of, to be surveilled on page 3, would
have to be an “officer or employee of a foreign power.” Now you may
object to that—or he “knowingly engages in ciandestine intellipence
activities for or on behalf of & foreign power.” '

Senator Harmaway. Yes, but those are in the alternatives, right?

Attorney General Berx. Yes, “or”, : .

Senator Hatmaway. So if he is an officer or employee of a foreign
power, he conld be an officer of & Canadian bank or an airiine.

Attorney General Dewr. That’s the way I understand it.

On that part of it I think you ought fo ask the State Depart-
ment or the EIA withesses, o y .

Senator Harmaway. 'We ought to have them testify.

Attorney Geners] Beri. They are going to testify and they can tell
you the réason for that. ' :

Senator Harkaway. You wouldn’t care If we eliminated that, or if
we just restricted this to adversaries, Eliminated friendly countries.

“Attorney General Brrr, Well, T couldn’t agree {o that right now
without thinking about if. T see a lot of countries, and there are shades
of countries. You're on a relative basis when you talk about #friends.”
© Senator Harmaway., Well, we could have some kind of a mecha-
nism. We wouldn’t have to specify in the law which ones are friendly
and which ones are not. We wouldn’t want t6 offend anybody or
make any mistakes.

f}lttomey General Brre. I don’t want to get into an argument
with you. : :

Sega,tor Harmaway. If we had some kind of a mechanism where
we could agres which ones should be on the list and which ones
shonldn’t be. I recognize that that could change from day to day, or,
mayhe hour to hour.

Attorney General Beri. Maybe we could get up a morning list of
friendly countries. :

Senator Harmaway, Well, anyway, it’s an area where there is some
coniroversy.

The other area is that although this hill limits itself to wirefapping,
it does not apply to hidden cameras or break-ins or anything like that.

Attorney General Brrr. Right. _

Senator Harmaway. Why shouldn’t we cover every kind of mecha-

_nism that’s going to invade the privacy of individuals?... . . .. .
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Attorney General Bers. We are preparing legisiation on those other
areas. -

Senator Harmaway, Will that be part of this bill, or will it be »
supplementsl billd ) : L

Attorney General Burr. No, other bills. :

Senator HaTraway, When will that be ready? _

Attorney General Berr. We're working on 1t now, The next, item of
priority is electronic surveillance of Americans overseas. Welve agreed
{0 do that next, But we're also working right now on the physical
searches, too, We plan to cover the whole area,

Pause, . .

But I'm looking st page 7 now whore we define electronic gurveil-
lance. We've got “electronic, mechanical, or other surveiliance de-
vice, " This wouid inelude s camera,

‘Wonld it.include a camera?

}C{)rxsu?tatian with aides.] o

It would. These young people with me helped write this bill, and
they know more about it than I do. They say that is intended to in-
cluae f camers.

Senstor Harmaway. Oh, good.

gPsmsc.}

. Senator Harmaway. Or any kind of bug— -

Attorney General Brir, But not g seareh.

Senator Harmaway. Not a break-in.

Attorney General Brir. Right, :

Seénator Bayw. 1f the Senator would permit me, T was just going to
point out, that in the bill that we had last year, this Jangnage, that we
wanted the definition to be broadly inclusive, and I am more com-
fortable with yoeur second response than I wus the first, because it
would seem to me that those motion picture camers, still camers, pri-
vate home, all the kinds of th'm%s, we're talking about devices that
onght to fit into this definition. We're not talking sbout the surrep-
titious entry, this kind of thing. .

Attorney General Berr, Yes, : :

Senator Haraway, T undorstand now that that is included. Talking
abouni photography—— '

Attorney General Brrr, Television surveillance,

Senator Haruaway. Right, Hidden camera, what have you,

. And just one last question. I wondered, in the procedure that is es-
tablished for getting the judge to issue an order—1I realize that it’s not
much different than it is from any other procedure where you get a
search warrant—but it seems to me it's extremely important that we
votect the rights of people, particularly of our own citizens, from
cing tapped. I considered last year offering an amendment where we
eould hiave someone designated to protect the rights of the individual
who is geing to ba tapped, so it wouldn't be strictly an ew parfe pro-
ceedings, so vou wonld have some adversarial aspeet to it

Attorney General Berr, Yes, .

Senator Harmaway [continning]. Like a pablic defender, only—

Attorney (Jeneral Brrn, Pm not willing to do that.

Senator Harmaway [continuing]. Who would be able to appear
and be able to contest the sllegations made by the Attorney Genernl
or his degignee.
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Was that considered-in your draft? : ' -

Attorney General Brrr. Yes. Ive considered it. I'm not willing to
do that. '

Senator Harmaway. Could you tell me whyt )

Aftorney General Berr. Well, as you know, I was a judge myself
one thne I passed on some of these matters,

Senator Haraaway, T understand. :

- Attorney General Beon, Bz parte always. I looked at the papers, 1
looked at the Attorney Generals certificate, and decided the rele-
vancy, But now we even have more than a judge-and we’re gomg to
have & judge under this bill—we've got all these elaborate procedares
in the executive department. It’s finally up to me as the Attorney
(General, I pass on it, and some of this information is very sensitive,
and as long as we have a safe system, I don’t see any need to expand
the number of people who are in the information eonduit or ¢ircle.
And I don't see any need for having an adversary proceeding. While
somebody is about to. get the secrets of the State, we're off having an
argument between the public defender and the Justice Department
about whether or not we ought to surveil, Some of thése things are
gerious and we just don’t have time to have an adversary proceeding.
If we’re to have {o do that, we'd better leave it like it is, and just let
the President handle it. = = - o

But, as I said earlier, and you may not have beerr in here at'the time,
we're willing to give np this power. We'want to give’it np ini the inter-
ests of the American people and their rights, But at the same time,
though, the Président has his constitational duty, and T just don’t see
Hiow we can have anadversary proceeding. I just couldn’t agree-to that.

Senator” Harmawsy., Well, what if it's propérly circumscribed so
that it’s not nndaly lengthy? _ o
Attorney General Bgix. I've never seen an adversary proceeding
that was e1reninseribed. It's about to break the conrts down novw,

Senator HArHAWAY. We conld draft it that way. o

Attorney General Beri. I don’t mean to just— g

Senator Harsaway. No, T understand. ™ B -

Attomey General By, [continuing]. Flatly refnge, but that’s the
way 1 think now. y ) _ '

enator Harmaway, Thank you. Thank vou, very much.

‘Thank you, Mr, Chairman, : BT

Senator Baysr. Senator Garn, : S

Senator Ganx. Let ine go back and make comments on s conple of
things that Senator Morgan said, '

I think one thing that was left out when he was talking abont judge
shopping, and T avould agree with what you suggested, that it would
be a good thing to rotate the judges; I think that would be a good
addifion to the bill. But we addressed the judge-shopping situation
last vear in S. 1397 by suggesting that & person could not go from one
judge to another if they were tirned down. 1 just wanted to make that
point. Senator Morgan has left, but this wounld further strengthen it.
But certainly that was our intent last year. They can go to one judge
and that’s it ' _ '

Attorney General Brrr. That' it.

Senator Garx. If they don’ like him, they ean’t say, well, he turaned

. me down, we've got.to go to.another. That was already in-the law. —— -
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Attorney General Brur., And it is n veal snfegunrd,

Seuator (Fauxs. But I do think it is a good suggestion to go abead
and votate the indges. We have done that with ourscives. There will
be rotation of committes members ou the Intelligenee Conunitlee, so
that we can't stuy here for 30 or 40 yonys even if our constituents decide
to keep us in the Senate for that long.

Getting back to wll the dialog on the criminal standard on page 4, it
seemned 80 me that when we were wriding that Inst year, that o wany
cases this almost scems tougher than o probable cause ariminel
standard, T wonder 1f you would agree that we ean always come up
with hypothetical sibustions—we sut for hours and hours with At-
torney General Levi doing the sawe thing to hin thad we're domg to
you--what about this situntion, the cnse of au nivhine or whatever,
wise 1 seemed to me that all of the hypethetical sitvations would meet
one oy two of the tests, bt vever all Ton's that the key here, the way
it's bean defined, that you've gob Lo sueet ull of the staudards, There's
one after gnother, under the direction of n foreign power fov exumnple,
and thers muy be some sifuations, comebody casunlly going to an
puthassy that does not moeet the standurds. 1 go to an embassy for
example and talk to ambassadors, T uay be mz'ﬁmg lo o KGB agent.
1 don't know. But the poiut of it {s thut when you start applyiug all
of those, don’t yon feel it's rather & strict definition and that iths diffi-
cult for wn Asmovican citizen to weet all of those yless he is deliber-
ately engaged to esplonage? Alimost be impousible by necident to weet
each one of thens, wouldn't it? . '

Attorney (Gieneral Bere. T think it is an extremely strict standard,
and could well be 2 evime to do those things. If somebady fits ail these
elements, meets all these vavions eleraents, then it seews to e it wonld
be very reasonable for Congress to say that is a erime, and Congress
has not gone that fay, Nobody ismaking thisgcrime. -~

Senator Garw. Well, of course, T agree with yon, but that's the
point 1 wanted to makeemm o e '

Attorney General Brry, This s strict staudard, -

Senator Ganx [continuingl. 1f there was any doubt mnong the peo-
ple listening that we have a steict standard in this bill that consists of
mieny different elaments, and i would be cery difficult for an American
citizen to maet necidontly sli of those tests, T fact, I don's think it
would be possible personally to mect ail of those tests accidentally,
You wonld have to be dehberniely conspiring agalpst.the United
Stades to deliver information and ali of these things, Veu just
couldn’t fiE into thal category. T suppose nil of us a4 one thne ov an-
other, particulariy those of us in government, might meet one or two
of than, aceldentally, unknowingly, and we wouldn't want to be
surveilled for that, But 1 just wanted to sec if you agreed that i was
g very striet definition. _

Attorney GGeneral Brivr, I do agree o

Senator Garw, Getting back to this I-year category, and I know you
recoguize what I wm going lo say, that i's something that we really
cannot give sufficient answers here in open session us to why that 1
needed, but would you agree that it is a very limited area that we
carved out, that the vast majority of cases would be involved in the
90-day situation? This is only a very Iimited area Involving extremely
sensifive hatioual securily sitrations wnd to discuss it Jurther would
have to be in closed session.
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Attorney General Brrr. Right, I agree with that. That is my under-
standing of it, and based on my own experience, I think that's true.

Senator (Garw. Indirectly in that 1-year situation, do you feel that
the minimization procedures are sufficient to handle that, if indirectly
someone else is picked up in that year-long situation?

Attorney General Beir. They already now employ minimization
standards in those circumstances. We're very carefal to minimize
the use of information from any incidental overhear of an American
citizen.

Senator Gary. Regarding Senator FHathaway's discussion of an
adversary situstion, one other point we talked sbout a great deal last
year, there may be one other reason for not having an adversary situ-
ation. It may be cven more important than the problem of delaying
while national seerets were being given away. That is that there
would lead to be much less activity or willingness in an adversary
position for the Justice Tepariment or law enforcement agencies, to
give up information that would prejudice criminal cases. You see, an
adversarial relationship may require the disclosure of information
which shouid speil an investigation and make prosecution impossible.

Attorney General Beir. Yes, that could happen and would happen.

 Senator (tarxy. That’s the point I wanted to make, J wanted fo see

if you agreed that beyond the time delay, that you could prejudice
some eriminal case prosecutions if you had to go through that
procedure.

Attorney Genera] Bruv. That's how T happened fo hear those in
court. They had gotten into the public domain and then the defendant
said, well, they prejudiced my case. Listen to my iswyer, listen to me,
and then we'd have to have & hearing in camera, no adversary pro-
ceeding, to determine relevancy. This is where somebody would be
on trisl— not as we are discussing here now just to be surveilled, but
on trial for their liberty, where they are going to be put in the pen-
itentiary. We didn't have an adversary proceeding. The law doesn’®
require that. ' -

“Senator (rarwn. Senator Hathaway, if I might just respond to your

westion of a camera, I think section D is very clear on the camera
situation. It says, “the installation or use of an electronic, mechanical,
or other survelllance device in the United States for monitoring to
acquire iuformation, other than from wire or radio communication.”
So, it specifically singles itself out from the wiretap, the radio, that
kind of thing I's very clear that “other surveillance device” in that
paragraph Dg would have to include cameras. I just wanted to
reassure you, if you weren’t, that I think that’s very, very clear,

T have no other questions at this time, Mr, Chairman.

Senator Baym. Mr. Attorney General, I don’t want to burden you
a great deal further here, but T would like to ask you and your staff,
if you might, to look at the lJanguage in the minimization procedures,
where it talks about information relative to a U.S, person being dis-
seminated if it, and the magic words ave, “relates to” such subjects as
national security or the conduct of foreign afiairs.

‘Now, in order to be able to disseminate that information, the in-
formation has to be important or significant. I'm sorry, that’s not in
the current bill. - : o
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We wers wondering if we don’t need some—1I think the word in the
sresent bill is “relevant,” and that is such a broad, all encompassing
f{ind of thing, it's almost impossible for me to imagine anything that
you pick up that couldnt be construed as relevant, and wonder if
wo don’t need to give some serious consideration to tying that down
lo muke it “important” or “significant” or something clse that’s a
little bit more than relevant, _

You might just look at that and get back to us if you don’t have
any

Attorney General Brrr. Could we answer that in writing?

Senator Rayy. Yos, that’s fine. T mean, ¥ just think that’s an urea
where I think we can tighten up, get away from-—-

Attorney General Brir. You know, I was just thinking how, if the
thing was in my office, how I would know it was important. How
would T know that? T would have 1o get a certificate from the Secre-
tary of State or somebody that knew enough about foreign affairs to
know. T could see that it would be relovant, but not assess the im-
portance. We'll answer that.

Scnutor Bayr., T mean, if it’s just relevant, there are all sorts of
things where you-you could have a member of this committee tali-
ing to an ambassador of a forcign country about something totally
unrelated, and this Senator gives his position on that and describes
what sort of action he’s going to do legislatively which may be con-
trary to what tho administration, whatever that administration might
be at the time, would be contrary to the administration’s position, so
that ambassador then relates that back to the home country and it's
picked up and then disseminated because it’s relevant because it gives
the government more information about what the foreign govern.
ment has in the way of knowledge about what’s going to happen in
our Government. '

Well, just give that some thought, if you would, please.

Attorney General BeLn We will '

Senator Baym. I have no further guestions at this time. Senator
Hathawny, do vou have other questions?

Senator Maraaway. Just one more, '

On page 12, in regards to the application for an order, T under.
stand that if vou're asking for a warrant fo search somebody’s house
hecause there’s w certain piece of paper, that yow've got to say that
vou're Tikely to find it. But there’s no assertion in this application of
that nature. In other words, what if you tap this person, vou're likely
to gef. the information that vou say you're seeking, and I wonder why
that’s omitted ? And wonld von eonsider putting it in? v

Attorney General Brrr. We don’t want to. We could say that it’s
likely to produce, you know, we could say that. But T see eauns now
where nothing 1s produced, say, in 90 days, and in the next 90 days
something is produced, becanse people may change their habits.

I don’t see anything wrong with saying that, because otherwise we
wouldn't be doing it if we didn’t think it wasg likely to produce. So
we'll work on that sith the staff,

Senator Hatuaway. Good,

Now, there is just one other question that T want fo ask you. It
relates to what I asked you before sbout this provision where you can
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wiretap in a foreign power for the purpese of “the successful conduct
of the foreign affairs of the United States” Now, I suppose you can
say, “well,'the State Departinent asked to have that in here,” but you
are going to have to pass on all of these, and it seems to me that that’s
an gwiully bread category and allows considerable surveillance.

Attorney General Bers. It ig— :

Senator Harmaway. Almost anything can be tied to *the successful
conduct of the foreign affairs of the United States.”

Attorney General Brrr, Well, we’d have to get a certificate from
the o : ' :

Senator Iarmaway, What we're really interested in is whether
1'..11L;(Unibed States is in jeopardy, whether our national security is at
sk, '
 Attorney General Brrz, Well, you know, when you’re negotiating
a treat . ' ' :

Sena};w Hartnaway, Although we're interested in i, I don’t think
we should be conducting wirefaps to get information that would
help us “in the successful conduct of the foreign affairg of the United
States.” It could pertain to just about anything that’s going on in
that foreign country. I can’t think of anything that wouldn't be
related in.some way to the successful conduct of foreign affairs,

- Attorney General Bure, That is broad language. 1 agree with that:
I kpow thate—. - ’ ) : '. :

Senator Hagftaway, 1 realize that State Department withesses ale
going to be up and they’re going to testify, but I thought I'd ask you,
gince you're going to have to pass on all these applications .

Attorney Greneral Brrz. T believe they can answer it better than I,
but I’ve seen some information that, where you're dealing with one
nation which is not friendly with the next nation, and somebody ob-
taing some papers and may give them to the other nation, papers
which might cause us great embarrassinent and really impede any
hope of dealing with the two nations separately. That ig the kind of
thing that wouid fit. But this language is broad.

Sensator Harmaway. Very broad. ‘ .
Attorney (General Berxr. Yes. But we would not want fo get it to
the point where we could not cover the case, '

Senator Harmawax. I hope that you and your staff will consider
some modifications to narrow it down somewhat.

Attorney (General Berr. Restrict it

Senator Hateaway, Thank you Thank you, My, Chairman.

Senator Baym. Senator (Giarn, do you have anything further?

Senator Garx, No, I have no fnrther questions.

Senator Bave., Mr. Attorney (eneral, gentlemen, we appreciate
your being here and we look forward to working with you until we
get this matter in the statute books, '

Astorney General Brrr. Thank you, very much.

[ Wherenpon, at 12:04 p.m., the subcommittee was recessed to recon-
vene at 10 a.m., Thursday, July 21, 1977.]
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1.8, Seram,
SURCOMMITIEE ON INTRLRLIGENCE
axp rHe Rricars or AMBRICANS
oF TaE SELect Cosrsreres on INTRLLIGENCE,
Washington, D.C..

“The snbeommittes met, pursmunt to notice, at 10:07 a.m., in room
6226, Dirksen Semate Office Building, Senator Bircl Bayh (chairmnan
of the subcommitice) presiding

Present: Senaters Bayh {presiding), Stevenzon, Hathaway, Mor-
gan, Hart, Moynihan, Garn, and Case.

- Also presant; Willimn G, Miller, staff director.

Senator Bavu. We wili convene our hearings, if vou please,

- The Rights of Americans Subcommittec of the Senate Intelliyence

Commitice iy confinuing its hesrings this morning on 8. 1566, the
Foreign Intelligence Surveitlance Act, Our witnesses are Admiral
Stansfield Tarner, the Divector of Central Intelligence; Ms. Deanne
Sieraer, General Counsel of the Department of PDefense: Admirsi
Inman, who is Director of the National Security Agoency; Mr. Harold
Satnders, Director of the Burean of Intelligonce and Rescarch, Stute
Departiment; and Mr, Herbert J, Hansell, State Depurtment Legal
Advisey, Now, who did I Jeave out here!? '

Admiral Turner. Anthony Lapham, General Counsel of the Cen-
tral Intelligence Agency, sir '

Senater Bavn, I think that covers everybody. Forgive me for the
temporary omission. :

We Iiave invited all of you to testify becanse your agencies have
been invelved in the development of this legislation, and all of vou
will have an important role to one extent or another in its success-
ful implementaiion, T assume, i 1t is enacted.

However, we also realize that there are aspects of your testimony
which toneh on classified information. Thus we plan an executive ses-
sion to handle those matters which you feel wa eannot handle com-
fortably here today, S

The State Department has already indicated to us that they would
prefer to deal with any guestions about the Vienna Convention in
exceutive session. I think this is an approriate request at this time.

The witnesses have been invited to appear as a panel so we can dis-
args matters relating to several sgencles at the same thne. We huve
coples of your prepared statemenis, You may handle your testimony
moany way you sea fit, as far as 1 am concerned.

Thig of course, is a matter of long term discussion, in which all of
you and your predecessors, I assume, have been involved. This com-
mittee, Senator Garn and I and others, studied this issue lust year.

{43)
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Wae are starfing again. As you know, there is joint jurisdiction be-
tween the Judiclary Committee and this commitiee, and there has been
geueral agreement with the administration on the content of this
legisiation, -

Some of us are still concerned sbout particnlar aspects. Some feel
we may have gone too far. Some foel we may not have gone far enough
in several areas. The best place to start is your reaction to the legis-
lation as it now is, pointing out any concerns you may have, and
then hopefully we can address ourselves to some problem areas where
we would like perhaps to do a liftle bit more or perhaps Senator Garn
woﬁd like for 15 to do & little less, to see what the impact is going
to be.

We want to have, after we are through, legislation that will make
1t possible for those of you who are charged with the rather burden-
some responsibility of conducting the most sophisticated and’ far-
ranging intelligence mechanism in the world to do that in a way that
can protect our country, and at the same time do it under guidelines
and in a charter and with restrictions that protect the rights of Amer-
ican citizens. _

That is not an easy mixture. It is one that tests us, but one I think
we must meet and pass, I assume we can, _

Admiral Turner, we will let you initinte our dialog here this
mornisg. .

TESTIMONY OF ADM. STANSFIELD TURNER, DIRECTOR OF CENTRAL

 INTELLIGENCE; ACCOMPANIED BY ANTHONY LAPHAM, GENERAL
COUNSEL; ADM. DONALD M. SHOWERS, SPECIAL ASSISTANT,
INTELLIGENCE COMMUNITY STAFF; AND GEORGE L. CARY,
LEGISLATIVE COUNSEL ;

 Admiral Turxer. Thank you, Mr, Chairman, Senators, C

- I previously indicated my support for this bill in my prepared state
ment and testimony before the Senate Judiciary Committee in June.
1 would like to resubmit that staternent here, and respond to youf re-

quest yust now, Mr. Chairman, to comment on specific provisions of this
bill or iterns that are not included in this bill. T
{{The prepared statements of Admiral Turner follow:)

Prepaned STATEMENT oF Apsipstr STAnsisrn TURNER, Disrotor oF OENTRAT Ine
TEriGENes o B, 1566 .

Mr. Chairman and members of this Subecommittee: I welcome il opportu-
nity to testify concerning S. 1566, the Foreign Intelligence Surveiilance Act of
1978, I hdve previously indicated my support for this important legisiation in
4 prepared stateigent 1 presented In June te a subheommittee of the Senate Judi-
ciary Cominittee. At this time I would like to resubmit that statement, with
one change noted on page 2, and ndd a few remarks concerning issues that you
identifed, Mr. Chairman, in your letter of 1 July inviting me o appear at'this
hearing, as being of special interest snd concern fo the Subcommitice. Gne of
those issues has to do with the provisions in the bill covering the certifidations
that must be made by executive branch officials in support of warrant appi.
cationg. The ofher has fo de with the appropriatencss ef amending the bill so
ai te bring within its coverage electronie survelilance directed at 108, persons
abroad.

- Pirst, as to the certification process, I "wouid expect to be among those offi-
ciaig sppointed by the President to make the determinations rulied for by the
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pill, regarding the purpose and ofber aspects _02 a rvequested survetiiance, As-
suming my designation as & certifying authority, T would expect to carry out
my responsibifitios o much the same way that I do today in the absence of
Tegisiation,

%is matters now stand, I chalr an Interagency panel that reviews pertain re
quests to undertake electrone survelllance agaipst forelgn intelligence {avgets,
Representsatives of the Seeretaries of State and Defense serve ay {he other mem-
bers of that panel Surveillanee reguests are considered ot panel wmeebings al-
tended by the members and other intelligence community oficials, In eeh case
the requests sre supported by mwemoranda that justify the operations In terms of
standards that closely resemble the targeling standards set forth in 8. 1506, In no
case is any request approved except after consideration st & meeting of the panel
and except after review of the justification memorandom. During my term of
office there hag been no occasion in which approval was given to 81} requoests con-
sidered af apy one time, 8 point I make to indicate that {he process Is careful and
seloctive, Approved requests sre forwarded to the National Beenrity Adviser to
the President, and those that reeeive his endorsement are In turn forwarded by
bim to the Attorney General for review snd final approval Each fnal approval
is valid for oniy §0 days, and consequently the entire review process Is repeated
at 90-day intervaly with respect to esch surveillance activity requested for
renewsl,

Should 8 1568 become law 1 can assure the Commitiee that I woul continue
to devote my personal attention to matlers within my anthority as a certifying
officia), and I enviston that 1 yeould base my certifoations on review and approval
provedures akin {o those that are already In use,

Second, as to the ides of broadening the provisions of the bill so a5 to make
them spplicable to elecironic survelllance activities conducted abroad, I belleve
that such a2 step weuld be inappropriate and wnwise In my view the clroum-
stanced that gre relevant to the gathering of forelgn Intelligence and connterintel.
Hgence information abroad, including the seguisition of sweh information by
menns of elecironie survelllance, sre materially different from the eircumstaneces
surrounding such activities when conducted in the United States, A eritleal differ
ence Is that activities conducted abroad are henvily dependent on the codperation
of foreign governments and forelgn intelllgence mervices, and any enlarre
ment of the seope of {he bili to cover such activities could have fur resehing con-
mquiences in our refationships with those forelgn governments snd intellipence
BTV IORH,

Tn ite present form the bill denls comprehensively with s large and complex
subject, namely 21 types of electronie surveillance earried on in the Duited
Btates that are not already regulated by other legisiation, Electroniv suryveiflance
abroad is another large and complex subject In Itself, snd ¥ believe It should be
ilef{i t"&f"a’“t" legtalation, which 44 you know this Administration is now engaged
n draftioy.

SrateMuENT oF Apyiral Staxrmin Tuaser Dmecron oF CentiaL INTELLIGERGE,
AT IIgaRines Derort THE SUBCOMMITIEE ON CRIMINAYL LAWS AND PROCEDURES
oF THE Jubicrany CoMMITIEE O THE BENATE oX THE Fosmron Ivrsuiiapsce
SURVEILLANCE Agr oF 1977

Mr. Cluieman: Thank you, Mr, Ohalrman and members of this subcommittee,
for your Invitation to appear and express my views on 8, 1586, the proposed legis-
lation which deals with electronic survelllance undertaken in the Uinited Stntog to
obtain foreign inteiligence ¥ have n brief statement that I wonld Hke to present
and I will then be happy io expand on any particular aspect of my statement or o
respond Lo any othor guestion which may be of interest Lo the subcammiten,

1 support the proposed legislstion, I support 1t becanse 1 belleve It strikes o
fair haiance between infeiligence needs and privacy Interswls, both of whieh
are eritieally tmportant. I sapport {t ag well because ¥ belleve it will place the
activities with which It deals on & solld and reliable legal footing, and thus hope.
fully bring an end to the uncertalnty about the Umits of lemitimate autliortty
with respect to thess getivities, and about how, by whom, and under what ofr.
cumstances that authority ean rightfally be exercised. I favor the proposed togis.
latlon for additional reasons, not the lenst of which Is my view that its engetment
wil! help to rebulld publie confidence In the national Intellirence rollection effort
14 in the agencles of Government principnlly engaged in that effort. .
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Flectronic snrveillanee is of course an intrusive technique, Involving as it does
the interception of non-public communications. At the same time it is & necessary
fechuiaue, and in.my epinton a proper one, so far a9 concerns the ga:thermg of
foreign futelligence and counterintelligence within the Ynited States, The f-lméa—
menta) igsne therefore, as I see if, is how to regulate the use of electronic sar.
veiltance so as to safeguard agrinst abuse and overreaching w_ithout crippling
the ability to actmire Uformation that is vifal to the formulation and conduet
of forelgn poiiey and to the netional defense and the proteetion of the nai_;ierzal
securify. In part that is a legal issue. In targer part, however, the question is cne
of policy. . .

ga mgtters new stand, electronic survelilance in the field of foreign intelligence
iz carrled out without judielal warrant, under o written delegation of authority
from the President and pursuant to procedures issued by the Attorney General.
Under the delegation and the procedures, all surveillance requests must be sub-
mitted to the Aiforney General No surveiilanee may be underiaken withoui the
wrlor approval of the Attorney General, or the Acting Attorney General, based on
hls determination thab the request satisfies specific criferis refating te the quality
of the Information sought to be obtalned, the means of seguisition, snd the char-
acter of the target as a foreign power or agent of a forelgn power. These eriteria
closely resemble the standards that would apply, by force of statute, were the
proposed legislation to be enacted. Indeed, to the extent T have knowledge of these
matters, F am not aware of any electronic survelllance now being conducted for
foreign inteiligence parposes under circumsiances that would not justify {he ls-
surance of a judicial warrant were 8. 1568 to become law, barring any significant
amendments. . : .
..I am advised that the present practices conform to all applicable legal reguire-
ments, including the requirements of the Fourth Amendment. However, assuming
as I do that the President has the constitutional power to auihdrize warrantless
electronic. surveillance to gather foreign Intelligence, it must stlil be answered
swhether the present arrangements, nunder which the appreval:aothority is re-
served to the executive branch, represent the wisest pubiic policy given the pri-
vacy values that gre at stake and given the potentisl for the subversion of those
vales. - . .

.The proposed legislatlon refiects s concinsion that the existing arrangements
do not represest the wisest policy and that the power 16 #pprove natlonal securliy
electronic surveillance within the United States shonld he shared. with the courts.
I accept £hat conclusion, as does the President, and I nceept as well the warrant
requirement that is the central feature of the dili. As the-Director of Centra) In-
teliigence,.of course I am necessarily concerned sbout the capmeity of the T.8.
intelligence establishment to collect and provide a fow of acenrate and timely
foreign intellizence information, and I have a responsibility to, prevent the un-
anfhorized dlselosure of the sources of that infermation and the methods by
which it iz obitained. T have therefore tried to assess what the enactment, of
8. 1566 might cost in terms of lost infelligence or Teduced security. Based on my
carefnl review of the bili, T eannot say te you fatly that there will not be such
costy, It is possible, for example, that the bill's definltions of foreign infellifence
Information will prove to be too narrew, or wiil be too narrowly construed, to
permit the sequisition of genvinely sipnificant communleations, '

L ois Hkewise possible that justiied warrant applleations wi¥ he denied. or
that the application poapers will be mishandied and compromised. These pos
sihiiities are difficuif fo measure, but they ars rigsks. In the end. however, I
think they ave risks worth taklng. 'The fact of the matier is that we are already
paxlag a price. equally difficult to mensare bit nonetheless real, Iu ferios of
rubiic suspicions and perceptions that surround the present srrancemerita A
relexse from these burdens of mistrost i= jteelf a consideration thut argues in
favor of the bill Tn addition, ay I read the bill, specifically sertions 2523(¢)
amdi 2525{D), the Director of Central Infelligence will have a role in determining
the security procedures that wiil applv fo the warrant applieation papers and
the records of any resulting surveillanee. and that is.a responsibélity to which ¥
Intend to devete serious attention. : o
Asg the subeoynmitiee knows, much of the information thst is lkely to be
nhialned e elecironie sarveillance covered by this bill will not relate, even
Incidentally, to Y8, persons, with whese privacy rights the bil? i3 apeclally
concerned. Even se, as assurance that all such activity within the United States
s conducted lawfuliv, under rigid contr-Te and with full aceorntohilite for the
actien taken. whether or not if imvpinges in any way on the communleations of
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1i.5. persons, would be a major step forward, and in my estimation this hill

wiil provide that nssurance. . . .
In sum. 1 regard fhe proposed legisiation as desirable atd urge its early

consideration and adoption.

In your letter to me of the Ist of July, asking for an appearance hiere,
von mentioned two points that I think merit a smal] comment before we
proceed. The first is the question of the certification process w hich is
preseribed in the bill, and the second is the question of whether the
bill skould be extendad to cover electronic surveillance against Ameri-
auns abroad. _

On the first part, the certification procedures, I wonld expect to be one
of the officials designated under the provisions of the bill to make deter-
minations regarding the purpose of the requested surveilluuce.
Assuming that I am so designated, 1 will expect to carry onl my
responsibilities in the future in a manner very similar to that whicli is
performed today. . i :

Today T chair an interagency pancl on which both the State De-
partment, the Defonse Depariment, and other a ppropriate agencies
as necessary are represented, That panel reviews all surveitlance re-
quests at panel meetings. Those requests must be supported by memo-
randim that jnstify the operations in terms of standards that vlosely
resemble the targeting standards which are set forth in the bill before
us today: o . I . o

In'ng case is any reguest approved oxcept after an actual meeting
of the panel and after a.review of these mhemorandum of justification.
During the relatively short time [ have been here, T would:polnt out
there has heen no meeting of the panel at which all of the requests
hefore it were approved. I méntion that only to say that this is not a
rubber stamp process. Onee approved, these reguests are sent to the
National Security Adviser to the President. If he further approves
them, they are forwarded to the Attorney General for final approval.
Each approval lasts for 90 days, and thns we must renew these and go
throngh this procedure again every 90 days. T

Should this bill hecome law, Mr. Chairman, 1 would unticipate de-
voting my perseuzl attention to these matters in much the same way
as I do now, and I believe these procednres are very solid. .

On the second subject of extending -this bill to cover Americans
abroad; T helieve that would not be appropriate af this tune. The
circumstances that aie relevant to the gathering of foreign intelh
gence and counterintelligence information abroad, including the ac
quisition of such information by means of electronic survelllance, are
materially different from the circuinstances surrounding snch activities
when conducted in the Tinited States. A eritical difference is that the
activities conducted abroad are heavily dependeni upon the coopera-
tion of foreign governments and foreign intelligence services.

Any enlargement in the scope of this bill 1o cover such activities
counld have adverse consequences in our relationships with these gov-
ernments and intelitgence services. In ifs present form, thiy bill deals
comprehensively with a very large and complex snbject, namely, all
types of clectronic surveillunce carried out in the United States not
alrendy regulated by other legislation.

Electronic surveillance abroad is another large and complex sub-
ject tn ifzelf, and T believe that it would be better to handle this in
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separate Jegislation. I believe the Attorney General has mentioned to
you that the administration is pledged to prepare this legzislation 1n
an appropriate time frame. ' S

Thank you, Mr. Chairman. o

-Senator Bavm. Do the other members of the panel mind if we
sddress ourselves to the Admiral here right now? He has another
legislative responsibility shortly, as indeed does the Chairman of this
subcommittee. I am hopeful my colleague, Senator Garn can help keep
a hand in the dike here. Do you mind, gentlemen and Ms. Siemer, 1f
we address a couple of questions to the Admiral here first?

Have you been consulted or is your staff now preparing fo make 2
contribution to this legislation that the Attorney General referred to?

Admiral Tusner. Yes, sir, we are actively participating in that deci-
S10N Process. : . )

Senator Bavm, What conecerns me is, I am convinced you are sin-
cere, and the Attorney General and the President are sincere that we
will have other legislation to deal with this, but frankiy, 1 don’t know
how much gas we have in our gas tank as far as legislative resolve to
deal with t]%is problem. It is a very difficult one across the board, and
I think: there are abuses that could exist, and as my distinguished
colleague, Senator Garn, has mentioned, there is no Jaw now covering
it : ,

. Once we have legislation covering the bulk of the problem; then I
wonder how much effort we are going to have, how much support we
will have for additional legislation to cover what is a relatively small
p}?z'tgfof the problem. How far along are you in your deliberations on
thig _ ) - o S
Admiral Tornen. It is very difficult in any bureaucratic-process to
prediet how close you are to the finish, because you can have almost
all the work done and the last 10 percent may take 50 percent of the
time, I think we are quite well along, but there could be some eritical
decisions shead that will be difficult to iron ount between the varions
interests involved. I assure you that there is no dilatoriness involved,
We are proceeding as rapidiy as we possibly can with due account for
the various interests concerned. ;

Senator Bava. I eertainly don’t mean to imply any dilatory tactics.
This is & difficult probiem, and it affects the ability of you and your
people to do your budiness. What I would think might be helpful, and
1 ami sure part of it is not at all appropriate here, but I would like
for us o be more definitive than the response you have given. I would
like to know specific case histories. You can strike the name and serial
number out of them, but T would like to know just why it is not pos-
sible for us to be able to at least move forward in'a couple of areas
that I will address myself to. Could yon give some specific examples
that show that applying the same kind of protfection to American
citizens abroad would be too onerous? ' -

We do not leave our citizenship at the coastline. I am suve you realize
that. When you talk about the panel, Admiral, would you rather do
this in executive session, or can you tell us, when you say not all of
the requests granted—or all requested have been granted, how many
are we talking sbout? I would like to know, targeting Americans
v;;hez% they are abroad, what are we talking about, or can we talk about
that ' ’ '
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Ms., Siemcr, gre you shuking your head, donw’t answer, o nonc?

Admiral Torxnsr. At the present time the panel does not concern
itself with surveillance of Americans abroad. That is a different

rocedure. We are talking about electronic surveillance in the United
tates as covered by this bill, as covered in the analogy I drew in my
upening comments with this panel, siin

Might T add one point? I am, of course, nof in a position to judge
how mueh the legislative fruflic will bear here as to whether there
will bo adequate interest if the bill comes up separately, but my par-
ticalar interest from an intelligence point of view witf} ovirseas sur-
veillance is protecting our relationship with these foreign agencies,
because it is almost out of the guestion to perform this kind of setivity
without their cooperation.

In my view, separating the bills will help us, because any bill we
pass regarding foreign surveiliance of Amevicans ahoard will to some
degree inhibit these yelationships, These agéncies, purticularly after
ail the disclosures we have had in public in this eountry in recent
years regarding our intelligence activities, will be wary of continning
# relationship with us, but it would be an easier explanation for us if
there was a disarete bill that Lhandled just the foreign aspects of
things, so there was no confusion with the procedures in the United
States

Senator Bave. I would think, Admirs], msofar as the discreteness
and the separate nature, I thisde we could make it very clear as & part
of this package that we are talking about a different problem, really
a different mission. T guess we are going to have to resolve in'our own
minds how much tm%ﬁc the legisiative mule will bear. Maybe that
guestion aboul the size of the burden had best be feft to executive ses-
sion, where we are going to meet nost weekv

Admiral Torxen All right, sir -

Senator Bavm [continuing]. And if we can, have a discussien o
some of the specifies so we will koow just exactly in more deiall what
we are talking about here. Let me deal with two types of arcas that 1
addressed {o gxe Attorney Genersl. What about minimization? Would
it not he possible by requiring appropriate minimization to allevi-
ate or greatly lessen the danger of this information being abused us it
1s collected? In other words, if we are talking about an American
citizen that is fargeted or picked up even coincidentally by a foreign
ageney, there is not much we can do about that, partieularly unless we
initiste ¥ or are advised about it in advance. The concern we have is,
what hapgens to that information, or what is likely to happen if
it is stored improperly in one of these big computer systems?

Now, if we could say that we would use the same standard of mini-
mization, if it involved an American citizen, if that information is
picked up abroad, it seems fo me we would have gone a long way to
eliminating or allevisting possible abuse.

Admiral Teaver, We are in agreemnent with you, Senalor, on the
desirability of minimization procedures, and minimization procedures
are in effect foday under the direction of the Attorney General of the
United States with regard to all Centrsl Intelligence Agency elec-
tronic surveillance abroad. So, as to your suggestion that we might put
it into this legislation. I would not have & fundamental objection. 1
wotld suy I do not think it is an urgent issue, since we are following
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minimization procedures already, and that it would be better fo in-
corporate it in the bill that contains all other matters regarding elec-
tronic surveillance abroad, rather than to mix apples and oranges,

Senator Bave. I hope you will exeuse me. I have an Appropriations

Committec meeting. : O

Admiral Torysz, Thank you, sir. :

+ Senator Gary-[presiding]. Admiral Turner, I wonder if T might
ask about this diseussion which we might pursue further in executive
session about the legislative load. We are really dealing with two ques-
tions here: On the one hand, what interest wil} thergﬁ)e in a spearate
bill if we do not address the foreign aspects at this time; but the other
%aestmn is really, if yon load it up, do you get any bill at all? Now,
L fall on that side of it, strictly from a political standpoint, which
we can’t ask you {o judge. That is in our realm. I think we-are in
suizeh a critical balance on this bill and votes on the floor, at least itis
1y opinion, purely from 4 political standpoint, forgetiing the merits,
which we will talk more about, that we load it up too much and it may
be the straw that keeps the bill from passing on the Senate floor.

.- That brings me: to another point about the balance of this whole
bill, Senator Bayh aud I have been involved in it for over.a-year now,
and getting to that balance of where.you adequately profect the rights
of American citizens but still not inhibit oo much the legitimate in-
teligence-gathering sctivities that are nécessary for natiohal:security,
50 we.are on a very teeter-tottery situation there as far as.votes, too.
“Tn this committee, the division.is. very close; Senator Bayh and I
are both cosponsors 6f this bill. He would like {o tip it & little'more to-
wards. more protection of the individual, and I would like $o tip it
a:little more back the other way for legitimate intelligence-gathering
activity, So what we are really dealing with for all of you as we look
at this is, right now, I think it is about where it needs to be, and if we
tip:it one way or another, you start losing votes on the liberal or so-
calied conservative side so you don’t get any bill at all. That is after
months of discussion Jast year. I think we have reached sort'of a'com-
promise or & balanced position some place in the middle, that: if we
tinker with it too much one way or another we are just net going to
haveany. - . .. .- - o L ST
- T.dothink we need something, I think, as T said yesterday that wé
have no law at- all controlling these activities.. That is why T puzzle
a littie bit with some of the groups who. want tough criminal stand-
ards- for using this, because apparently they would rather have the
present situation than no bill at all, which 1 don'understand, where
we have almost no protection for the individnal American citizen at
this time. e ST e
- Let me ask you a ¢ouple of questions. In your statément before the
Judiciary Committee, on page 4, you stated that it is possible, for
example, that the bilPs definition .of foreign intelligence information
will prove too narrow or will be too narrowly construéd to permit
the acqnisition of génuinely significant communications. Can you tell
me what part of the definition you are referring to, and does the
definition require that certain information be esséntial to national
security or the conduct-of foreign policy? I share your concern.

Admiral Torwer. Well, it is the word “essential” on page 5; para-
.graph_5-B,-and_how_that_is_construed, Sexiator, that:is gbing-to_be a.
critical point when this bill is interpreted,
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Scnator Garx; Well, your feur is that it could be too narrow and
restrict you toomuch?

Admiral Tre~er That is a possibility. T think a lot depends on
the legislative history and how that is weitten regarding what the
comnuttee veully interpreis us the mesning of “essential” becanse
ycu can stretch “essentisl” to be very, very narrow.

Senator Garx. Do vou have any specific suggestions then how we
could clarify the legislative mtent so that we make certain that that
partienlar werd or foreign intelligence information is not interpreted
fuo narrowly f

Admiral Porxsn. It is my understandiug that there lizs been a
general agreement on the wording of the report on this point. That
will help a gnnd deal.

Senator Garx. Well, if you do not have specific auswers now, cer-
tainly in writing, It 12 an area that I agrec with you could be too
narrowly interpreted or too broadly, and if you can help ns in being
specific here, so that again we reach that proper balance, we would
he gratefi} for that.

Admiral Toryrr All right,

Senator Garx. You have already deseribed your current situation
on Exeentive branch review procedures previding for review hy flis
imteragency pauel, inclnding vou, the Secretaries of State and Defense,
every 80 days, Would you expect thah this procedure for 90-duy ve-
view will be changed 1f the bill is enacled to provide court orders
lasting for as long as a year? Now, we did do the dual situation with
20 days. and also the vear in specific situations.

Admiral Torxer My personal melination, and this is not entirely
muder my anthority, so I caunot promise or guarantee this, would
be that we would continue with the sume procedures we have now,
reviewing at 90-day intervals, even though we wonld only be re-
quired to go back to the courts on a yearly interval for the oue
type of surveiilance,

Senator (Gary. Do you find in this interagency group the 80-day
periods would be burdensome to you?

Admiral Torxer. Not unduly, Tt is obviously a burden, bui the
load is not that heavy., When T say that, I want to say with great
sweerity that 1t hus got Lo be a burden, beeanse yon have got to take
it serlously, If it bhecomes too little a burden, tliat means you are pass-
ing over things lightly, and we cannot afford fo do that, but T think
we are willing to accept that degree of burden, sin

Senator Gars. Not nearly the burden that we apply on the execu
tive branch of Government to coustantly appear hefore congressional
commitiees, ¥ suppose.

Admiral Turyer T will take the Fifih Amendment on that, sir.

Senator (Ganx. We give vou little time to work.

I lmve no further gnestlons at this tine. Senator Morgan?

Senator Moreax., Admiral, we will try sgain. As T understand vour
statement, von say that surveiliance of foreign intelligence ix now
being carried out by your agency without o judicial warrant in the
United States.

Admira] Torxer In the United States, yes, sir. If yon sny my
agency, it is riot done by the Central Intelligence Agency, In wy hat
as the Director of Central Tntelligence, yes, it 1 being done,
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. Senator Morean. And you say this is done under a written dele-
gation of authority from the President, which I assume that you
feel he has the inherent right to do. _

Admiral Torser. Yes, sir, .

Senator Moraan. How far does the inherent right of the President
to direct electronic surveillance of American citizens go in the in-
terest of national security?

Admiral Torver, In my view he has the right to conduct such
surveillanee as he believes is necessary, but what we are all doing
here, and the President supports this general measure, is to Jay down
the guidelines, the rules under which he will operate i the future.

Senator Moraax. I think we all agree that this President is trying
to do what is within reason, but I think we are trying to write a
Iaw that will last for years to come, which might encompass and
would encompass the terms of office of other Presidents.

Admiral Turwern, Yes, sizx
. Senator Morean. But it is yonr feeling, then, that the President
hias an inherent vight to do whatever he in his judgment thinks is
necessary in the area of electronic surveillance, as long as it is done
in the interest of national secarity 4 Co :

Admiral Torser. My answer to that is generally yos, but I would
like legal advice to make sure I baven't left out a nuance here.-

Sengtor Moraaw. T say to you, Admiral, in my own mind I have a
areat deal of reservations about that, and I asked the Attorney
General yesterday if he had a brief stating his position, and that is
why I am pursuing it today, and then 1 was going to ask if you had
any briefs prepared on this. : :

Admiral Torver. We don't have a brief of our own, and if I were
asked to produce one, T would almost have to go to the Attorney
Gieneral to get the anthoritative one, e .

Senator Moresan. Does counsel have an opinion as to how far or
whether or not there are any limitations on the President’s inherent
right to engage in electronic surveillance so long as he is doing it in
the interest of what he believes to be nationa] security?

Admiral Tonryen, T am certain, Senator, that there are limifs on
any inherent power that may exist, but under the delegation that you
have referenced, the sorts of electronic surveillances that are carried
ont ave already limited in much the same way as they would be fimifed
by the terms of this legislation.

Senator Morean. 1 understand that, but I am looking down the
road. In the electronie surveillance that you are now carrying ont,
would the need for that surveillance or the reason for it meet the
eriminal Inw standards or standards of probable canse?

Admiral Torsrr. I believe it wonld meet the standards of probable
cause, Senator. In many instances it would not meet a criminal stand-
ard, and indeed in many of the instances in which the surveillance
would be eonducted pursnant fo the legislation there would be no
1@1}11'11'(&111&:}& that a eriminal standard be met. I am taiking now princi-
pally abont siurveillances conducted sgainst those organizations or
entities defined as foreign powers under the bill,

Senator Moreax. Well, T understand thaf, and that is one of my
concerns about this legislation, whether or not we should require it.
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Can you give me an gxample in open session—if vou eannot, we will

wait nntil later—of a type of surveillance that you are now carrying
oud against Arperiean citizens in this conntry which would not meet
the crminal law standavds, and then a type in which you couid meet
them?

Mr. Tarrass Senator, T think that question would be better put to
the FBI The Director 15 not involved mn the approval of any surven-
lance direcied against a Umted States person i the UUnited Siates.

Senator Moreas. Did I not nnderstand yon, Admiral. to say that
von dhd sif on the bourd or would sit on the board of certification with
reanrd to the need for electronia survelllance? _

Admiral Traner On foragn infelligence, Seuator, not on domestic
intercept of United States citizens. ' '

Senator Morusx. Now, when ¥ou say foregn intelliaence, are you
talking about surveillance condncted m foreign conntries? _

Admiral Turxer. No, sir, survelllance conducted against foreign
entities in the United States

Senator Morcax, Well, that iz what T am asking yon for. Woll, that
wonld necessarily or conld invelve Ameriean citizens, could 1t not 2

Admiral Tewsen, If it does, wo come under the minimization pro-
codures here. We do not target Amoerican eitizens for fhis prrpose.

Senalor Monean, Tow about an cmployee of a foreign eniity, guch
a5 Adr France, one that 1s frequently referred to, an Amerienn om-
ploveo of Air Franee?

Admiral Torxer That we have to leave to the ¥BI to handle.,

Senator Momsan. Even though you ave seeking it for foreigm
intelligence?

Admiral Turser, Yes, siv

Senator Mokeax, Now, vou siid not all reguests that have been
made have been approved. Can yon give me any idea of the frequency
of the requests that are made? How much clectronic surveillance do
we do in this comntry for foreign intelligence purposes?

Admiral Toaxer. T prefer to talk about the quantities n executive
session, =i, T would only say that when we review these every 90 days,
there is always one or more that we have some question abont, and do
not approve. That is what T wastrying to get at,

Senator Moreax. Admiral, T know yon are in a hurry, and we will

- pnrsne this later, but let me just give you my thonghts The more 1
study the bill and the more T study and recall the testimony during
the 18 months of the Church Committee, the more T am nclined fo
beliove that in the Harlan Stoue Yine, that there ought to be a ¢rimmal
standard, either reasonably, eithey the person 13 committing a crime
or 15 about to commit a ertme, and I am not so swee that almost every
purpose that you surveil for would not meet those standurds.

T know there is some question as to how you interpret national
defense, as narrow as 1t was mterpreted in 1941, or whethar yon would
interpret, it in light, of more recent conrt decistous, but when we come
back in executive sussion, those are some of the guestions 1 wonld like
to pnrsne with counsel and with yon.

Admiral Toaxen Thank yon, sir ,

Senator Morcax. I have no further questions.

Senator (3anx. Senator Case, do youn have any questions?
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Senator Case: No questions, Mr. Chairman,

- Senator Garw, Senator Hart? )

Senator Hart. Only a couple of questions, Admiral, regarding con-
gressional oversight, which we got 1nto a little bit yesterday with the
Attorney General. Of the varying proposals concerning last year's
bill and this year’s, and so forth, concerning reporting requirements
to appropriate committees of Congress, including this one, most have
contained provisions having to do with reporting that is limited to
the number of applications for orders and the number of orders
granted. Do you belicve that is adequate for this committee’s pnrposes,
or do yon believe this committee shonld have the snthority fo gel more
speeific information about the nature of the orders applied for and
granied, the details of the case, in other words? _

Admiral Turwyen, [ certainly think the committee has the anthority
and ¢an obtain as much defail as necessary. I have some reluctance,
Senator, to see us engrave into legislation the speeific types of infor-
mation that will be provided Congress. In particnlar I have felt that
the exchange of information and the overall relationship between the
Senate Select Committee and the intelligence community has been
developing so well, and we have been working out reporting pro-
cedures, that it seems to me it is better to keep it on that basis rather
than get something in legislation here that would be more diffienit to
change if we did mutually want to change if in the future.

Senator Harr. Therefore, it is your understanding that there pres-
ently exists under Scnate Resolution 400 or other authority, authonty
for this committee to request from you and other clements of the In-
teiligence Commumty information regarding elecironic surveillance,
and that authorization in legislation of this sort would be more by
way of Iimitation than anything else.

Admiral Torver, Yes, sir, and my understanding is that the de-
tailed reporting procedures that we are talking about are under ne-
gotiation now between the Justice Department and the staff of your
committee. While these would not go into the legislation, they will be
very specific so that there 13 no ambiguity when this bill is enacted,

Senator Harr. We constantly have to make, and I think Senator

Morgan appropriately made the point about the differences between

and among personalities and Administrations and Congresses, and
that the infent of one Administration may be benign and the next not
so benign, and I think the problem: here is how to construct a rule
of law and a set of procedures which will govern those who may not
have the same intent and the same understanding of the present law
that youn and this present Administration have, and that is s matter, T
think, of concern, that even though all of us seem to be working all
together now, no one here today is going to be here forever, and we
have to gunarantee somehow that future committees, future members
of this committee, future Directors of the Central Intelligence Agency,
and fature Presidents have the same relationship. and this commt-
tee has the same access to that kind of information. I think that is the
problem.

Let me just ask one correlated question, and that is whether yon
have a system for evaluating the retnrns on electronic surveillance of
foreign sources at the present time, of going back and determining
whether in retrospect that surveillance was worthwhile and the_in-
formation gathered wags beneficial compared to the risk taken.
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Admiral Toryer Yes, sir, we do that every 90 days, specific for
each target. _ _ .

Senator Hart. And has that resulted in any case in your judgment
that for one reason or another the rish takei or the—well, any legal
questions that muy have arisen outweighed the results that you
cbiained ¥ :

Admiral Torner Yes, it has. -

Senator Harr. And that in turn is factored into future decisions?

Admiral Perver, Yes, sir, that has Jed to cessation of authorization,

Senator Fart. And w decision, in fact, not to even scek authoriza-
tion in some cases? : _ .

Admiral Trexer, When we do thut evalustion, Senator, it is be-
cause it is an ongoing activity, and then if the evaluution says the risk
is too high, we cance] it. We aisg make a risk evaluation of & proposed
surveillance. We cannot evalunie what we collected, but wé can evalu-
ate what we_might collect against what the risk wounld be, and in both
instances I don't think I have been fo a meeting in cither one of those
in which something hasn’t been tarned down. Is that your recollec-
tion, Fial? T

Mr. Sauxpers, That is certuinly troce

Admiral Tonrxer. Yes

Senator Hawr, Thank you very much,

Admiral Turxer In short, 3T we have enough meetings there will
be nothing left, _

Senator Hagrr, That might be good.

Senator Garx, Admiral, may I ask you, in light of several ques-
Lions fron difforent Senators, and we need fo handle it in executive
session, but it might be well 1f you could when you come hack for that
session provide us maybe with some written exwinples or synopses of
your committes meefings, of what you have approved and have not
Tor the sxecutive session, so they could have thelr questions more
specifically answoered, if that would be possible.

Admiral Torxer, Yes, sin

Senator Gar~. Senator Case?

Senator Casg. Thank you, Mr. Chairman,

Admirsl, I do not want to repeat anything that has been dene
before, before T got here, but T was interested in that question of
whether in regard to foreign surveiliance and also information picked
up accidentally, whether the minimization provisions of the present
bili might not apply to them before a complete statutory framewark
18 set up #s you propose under new legislation,

Admiral Tugwer Yes, sir, we believe minimization procedures
should be included in the regulation of foreign electronic surveillance,
Wo do follow such procedures today with respect to CIA
intercepts oversess, uwnd my only hesiation is  regarding
whether minimization procedures for foreign electronic surveillance
should he incorporated in this bill, which iscioztsic:z-lly domestie, When
we come o a bl {or the foreign intercepts, we would favor u niini-
mization procedure. _

Senator Cask. But is there any reason why the minimization proce-
dures should not be made applhicable in this bill to those ecategorivs
without waiting for & whoele now legislution governing ganeruify the
tuestion of surveillance abroad? - ' : : :
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Admiral Toanez. No strong objection to it. I think it is mixing
apples and oranges; I would prefer to treat the 1ssues regarding elec-
ironic surveillance abroad in one bill. It is a matter of tidiness.

Senator Case. What about minimization procedures being made
applicable to information accidentally acquired in the course of other
wiretapping here in this country ¥ Is there any reason why that should
not be made applicable? : L

Admiral Torser. No, sir, not in my opinion. I think it 1s already.

Senator Case. Thank you. I do have a few more questions, but I
want to read the record before I ask them, so if I could I would like
to have them submitted for the record. - . o ]

Senator Gagw. At this point, Admiral, what I would like to do is
go on with the prepared statements of some of the other witnesses,
recognizing that you have another legislative commitment. 1f you
would stay with us in case there are other questions as long as you ¢an,
and without further guestioning er stalements, when you feel you
have to leave, feel free to just get up and depart, and we will undex-
stand why you are going. E :

Admiral Torxer. Thank you, sir. : ' o

Senator Garw. At this time, we would like to ask Ms. Siemer if
she would present her statement. . -

TESTIMONY OF MS. DEANNE C. STEMER, GENERAL COUNSEL, DE.
PARTMENT OF DEFENSE; ACCOMPANIED BY ADM. BOB INMAR,
DIRECTOR, NATIONAL SECURITY AGENCY; AND ROWLAND
MORROW, DIRECTOR, COUNTER-INTELLIGENCE, DEPARTMENT

OF DEFENSE

Ms, Stemss. Thank you, Senator.

I appreciate the opportunity to appear before you today as the
representative of the Secretary of Defense to testify with respect to
S. 1566, the proposed Foreign Intelligence Surveillance Act. With me
is Admiral Beb Inman, the Director of the National Secarity Ageucy,
and Rowland Morrow, who is head of DOD Counterintelligence s
alse with us, if there are detailed questions on thal subject. .

‘When Secretary Brown testified before the Judiciary Committee,
he described in detail the procedures that the Department will use if
8. 1566 is enacted. He also emphasized the importance to the Depart-
ment of Defense of the provisions of the bill that protect the security
of intelligence information once it enters the judicial system. If it is
seceptable to the committee, the Department would hke to submit
the Secretary’s prepared statement as part of our statement before
this Commititee.

Senator Gary. Without objection, we will be happy to include that
in the record.

[The prepared statement of Farold Brown follows:]

PrEFARED STATEMENT oF FAROLp Browrx, SECRETARY OF DEFENSE

Mr. Chairman and members of the commitiee, I appear before you today at
vour invitation fo testify with respect to 8. 1566, the proposed Forelgn Intel-
Hgence Surveiliance Act, .

Various agencies of the Department of Defense have an important role in the
coltection and analysis of foreign intelligence of all kinds, Our intelligence activi-
ties provide information sbout foreign military capabilities, the intentions of
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forcign powers, and other netivities of foreign governments as well. These various
soris of inteliigence often are inextricably intertwined. A single channel of com-
munication under surveillance may yleld information on subjeels ranging from
troop deployments and morale 0 grain harvests, A single bit of inteiligence—
suel 83 inforinntion that a division of an Kastern European army is advancing
to s horder sres-wcnn be vitally inporiant sot only e the United States military
commander on the other slde of thnt border, but slso the President, the Beeretnry
of State, the Director of Central Intelligence, and the Secrefury of Defenso
From the point of view of the Department of Defense, adequate and dependable
surveillanes for wilitary defense and planning is esseatlsl, and therefore the
legislation you are considering today iy imporiant 10 me. .

Agencles of the Department having an importunt role in the foreign intelligence

colleetion effort gre:
The Army Assistant Chief of Staff for Intelligence,
The Director of Naval Intelllgence,
Tho Alr Foree Assigtant Chiaf of 8{aff for Intelligence
"The Deputy Assistant Secretary of Defense for Administration (who hnn.
dles military counterinteiligence); : :
~ Thé Defense Intelligence Agency; and
The Nations] Seenrity Agency.

Al work closely together. Egch bax both generad responsibilities and 2 special
ized mission which is coordinsted with the activities of other entitios in the
Intelligence Community by the PMrector of Central Intelligence. .

Bince coming inte effice { have personally taken action to fighten the controls
an approval of elecironie surveillance and {o assure that each of the DOUD intel-
Hgenes entittes operates within the requirements for electronde surveiliance set
cut pursuant to Execttive Order 11005, One of my first actions on sssuming office
was to establish a speclal committee to make recommendations for improvements
in the way intelligence acfivities are handled withln the Department, On Febru
ury 8, 1977, T issved 8 memoranduty which states my position clearly. It says!

b wiit not copdone Defonse infellipence getivities which vislite or infrings
on the constitutional vights of Uunited Sfates Citizens. In this connection I
expect that all intelligence and counter-intelligence functions carried out by your
departnient or ngeney sre strietly within the law™

A eopy bas been supplied to the Committee. I slse met in February with the
Mreetars of the Nubional Seearily Apgency and the Defense Intelligonee Agency
atd with the Joint Chlefs of Staff to emphasize personaily to them my colmmit
mant that tighter controls be appiied.

The operations of prost of the Infelllgence comaponants of the Defense Departs
went are carried oot overseas Since I became Secretary of Defense, the Depart
wment of Defense reguested approval from the Atterpey General for new electronic
surveillance within the United Stafes ou only six occasions This b does not
apply to surveillance aciivities conducted ontside the United States. The relevant
legal requirements for those setivities will be set out in an oversens counier
part 0 the Bili you are considering today. The President hns given you s
sssuranes thet the Administration will support an appropriate bill regulating
overseas electronie survelilnnee activities and the effort to draff such & bill is
npderway. I think 1t 1s bsportant that the rogulation of damestic und forvign
elecironie survelllanee for intelligence purposes be kept separate. The operatists
ire different, the problems are different, and the impact of fegal restrictions on
the intelligence gathering effort are different. Frrying {o accommodate ail of these
differences in ane Inw ineviiably makes the inw more difficalt. 'Phe Intelligence
agencies need cloar pmndntes nud guideiines. and o separation of the legul re
quirements for domestic operations and forevign operations will best accomplish
ihat end.

in my view, the mest important aceomplishment of 8. 1586, the propesed legls
Iatlon you have before you, is the ereation of a uniform systewn of acesuntability
for ail of the agencies and components of the Intelligence Commurnity with
pespect t6 electronic sureeilltnce condacled within the United States. The collec.
tion of foreign intelilgence through electronic survelilanee, Hhe other sspocts of
wur foreign intelligence activities, benefits from a Abversity of approaches and
the purticipntion of & number of different government entities with different
needs and expert rosources. A uniform system of accountability permits us to
continue to reup the benefity of this diversity of approaches and at the sume time
secomplish oar goal of restoring public confidence {hat our foreign inteiligence
capability wili not be diverted to lisproper purpises.
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I view this bill as requiring the active participation of the ehiefs of each of
the intefligence activities within the Pepariment of Defense. T view the certifi
ention reqmmmm{s as mandating my personal attention to.and decision shont
the appropristeness of a request for a warrant to conduct electronic surveitlance
within the {nited States

I the Bill were enfncted in ifs prf_senl: form and 1 were designated by the
Prosident as a cerlifying suthority, 1 would establish fonr genersl procedures
for carrying ouf my responsibilities,

- First, I woitid limif the anthority to make application for a warrant fe the
chiefs of theintelligence activities within the Depariment of Defense. This wonild
nlean that each applicant for a warrant would be backed by the personal oath or
uffirmatiosn of oue-of {he six senier officigls who has operating responsibility for
foreign intelligence ealiet_tzon setivities withln the Department. F-would probabily
have to make some provizions for emergencies and absences, bz:t it wonld be my
intention to reqmre the personal sttention und undertaking of my | m(}st senior
intetiigence gides in this regard. - |

. Seeond, I would reguire the preparatlon of defailed ha(:l\zzp mformatmn to be
pmtmted either in written form or orally, This backup material wmﬁd address
pach of the five items required by the Bifl:

(1) The ideniity of the target and the basis. for the' mmqsary deferminations
we have {0 make about the target lnc}ading whether The target is.a Ublted States
persos; ..

(2) The type of 1nfoz'm&ti(}zz we can e‘cpect to ab{auz from electronic shrveil-
lance of the targef and the basis for the necessary determinsiions we hive to
make about that irzf‘orznation including wheti}er the mformatlon is foz'elg'n
intelligence;.

(2} Fhe type.of electremc surveillance we will have to usé te get the infor-
maiion and the hasis for the necessary determinations abotit these means, inciud-
ing whether the information can be ebtained by normal investigative technigues
not requiring electronie surveillance,

{4} "The period of time for which we would have to use electronic suweillanee,
to gef the informution we are seeking; and

(5) The type of minimization procedures we will have fo use to ensure that
information eoneerning United States perscons is not acguired, refained, or dis
seminated unless It is foreign infeiligence,

Not ali of this information would be required to be set out in the appiication,
puat I wosld reguire it to be prepared in each casze so that I mn assured that egeh
of the siafufory reguirements has been mel. The Attorney General could, of
course, be provided this backup Information if he needed it

Trivd, I wogld reguire the appiication and backup informsation to be reviewed
by the General Counsel of the Department of Defense so fhat we would have an
independent legal jndgment a3 te the sufficlency of the basis for the certification
atnd the statements required to be made In the appiication.

Tourth, I would persengaliy review the applicition and would personaily make
the reqnired certificafion subjeef oniy fo confingency arrangements to fake care
of in my absence.

That procedure wolild impose a substantial burden on me and on the Depart-
ment of Defense, but T thiuk the end resulf will be & workable system that will
provide the necessary accounrtability for ail intelligence aecfivities condueted by
the Department.

That procedure would ziso create subsiantinl needs for profection of foreign
inteiligence sources and methods and T want to emphasize how lmportant it is
that the Bill also be adeguaie in these repards. We will be generating documents
that contain some of opr most valuable infellipence secrets:

The identity of the targefs of our intelligence gathering activities;
The type of information we expect fo get from those targets, and
The maans we use o get that inforsnation.

Phese doeuments wiil pass out of the controt of the Intelligence Commanity
and into the judicial system. They will become the subject of intense dlscovery
efforts both by clandesting means, through the efforts of intelligence services of
ofher governuments, and by normal litigation means, throlgh the efforis of lawyers
representing clients whose communications may have been acquired.

Several of the provisions of the Bill are important in proteciing the security
of this information and I hope any changes made fo these provisions during the
legislative process expand these pretections

First, Section 2522(¢) provides for secnrity measures to protect the appiica.

‘—tiong for warrants, the orders granting or denying warrants, and the records of =
the warrant proceedings. This should remsain Hexihle se {hat if no satisfactory
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grrangement can be worked oui using existing court procedures and facilities,
suthority aud funds pecessary will be avallable to ereate siternatives, The most
skilled foretgn intelligence agents in the world will be seeldag this information’
and we should not be pindered in onr e¢ffords {0 keep it from them.

. Becond, Section 2524(¢) and Bection 2525{c} provide thut n judge mey require
an applieation to be supplemented by such other information {other than the
application undg the certification) as is necessary to muke the determinations or
fndings mandated by the statute It §s Smportant that the qualifying term “neces
sary” remain an integral part of this provision and that it be made clear that
the term “necessary” when used in this context means substentialiy more than
inst “oseful” or “helpful" The statute is designed so that, i properly imple-
mented, the applicntion and certification provide ali the information necessary
to these Andings and determiinations, Only is an unusual case should a judge neod
wore, . )

. Phird, Section 2526 (a) provides that Information obtained from forelgn intel-
ligence efectranic surveiliapee may be used for law enforcement purposes only
if its use outweighs the possible harm to the natlonal securify. Phig gives the
Attorney General explicit authority to decilue to prosecute where to do 80 wonld
entanil o risk of exposure of intelligence informution, Sinee these determinations
are, of necessily, made within the Executive Braneh snd without explanation, it
is important that there e an acknowledgment that the Congress intended this
balanoing process to take piuce, Thiy provision will also deter udletal interpres
tntious of this bill in.the future to creste any right to disclosure of nationul
seenrity infomuation,

~Fourth, Sectlon 2526(c) provides for Nmited disclosure in litigation It a
motion is made to diseover or suppress evidence on grounds that 1t was ebtained
from an-unlawful etectronle surveiilance the statute authorizes disclosure to the
judge in that proceeding, for an in cnmera review, and suthorizes disclosure feo
the aggrieved person in special circumstances, There are two important limita-
tions that, i my view, sre essentinl The only information that may be disclosed
1o either the judge ot the aggrieved person is the appiestion, the order, and
relevapt portions of the transeript of the surveillance,

."Phis Hmitation is mecessary to profect sgainst an expansive interpretation of
the Bil fn the falure that would permll access to any backup documents that
may exist, Further, the application, erder and transeript may be disclozed to the
sudge enly to the extent necesssry to make a determination ng o whether the
Plectronic surveillance was lawful, upd may be diselosed te an aggrisved person
only to the extent that this persos's participation i necessary to make that deter
mination, Here gpuin, the qualifier “necessary™ in extremely important and must
he infended tomean substantially more than “useful”’ or “aeipful” }

in eonciysion, Mr Chalrman, 1 svoulg polnt out that fhe Bill belore you pro-
teots the rights of Americans not only to the extent that they are reguired to be
protected by the courts’ interpretations of the Fourtk Amendment, but beyand
that to the extent they are required to bhe protected to meet the reasonable ex.
pectations of otr people. The Bill also protects our vohunbie foreign intelligonce
souress and information from unnecessary disclosure which wen kens our national -
seenrity, The gecommodatton of both these important national interests. roghuires
provisiony thel ndght appear tess than idenl if considered from only one of the
various points of view that are involved, I am sutinfled with this Bill which basg
heen worked out over severnl months of effort by your winffs and mine. I hope
tho members of the Committes will find it satisfactory as well.

-Thank you, :

Ms, Smsrer, TE it is acceptable to the Committee, the Department
wonld also submit the rest of our prepared statement for the record,
and we w1l move on to answer (uestions.

Senator Gann, Tt is so ovdered.

['The prepared stuterhent of Ms, Siemer follows:]

TREPARED STATEMERT oF How Deaxve C Smues, Genesal COUNSEL DEpAst
’ MEXT 08 DEFENRE .

Mr, Chatrmsn, I appreciate the opportunity te nppear hefore you today as the
réprosentative of the Secretary of Defense to testify with respect to 5. 1568,
the proposed Forelgn Intoifgone Burveiliance Act With me s Admiral Hob
Inman, the Director of the Natlonal Security Agency,

B4 828 T By
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When Secretary Brows testified before the Judiciary Committee, be described
in detail the procedures that the Department will use if 8. 1566 is enacted. He:
alsoemphasized the tmportance to the Department of Defense of the provisions:
of the hill that protect the security of intelligence information once it enters.
the judicia]l system. Ff it is acceptable te the committee, the Bepartment would-
Bke to submit the Secretary’s prepaved statement as part of our statement

‘before this commiitee, : .

" Most_of the complexities of the bili arise out of provisions that ake intended -
to govern the counterintelllgence netivities of the FBI becanse these activities
are more Likely fo Involve surveiliance of Americans. ‘While the Defense De-
partment eopducts military counterintelligence aetivities within the United
Gtates, the oniy non-consensyal electronie surveillanee coudueted in connetiion.
with these activities in the United States is done by the ¥B81, : o

The Department of Pefense also has substantial functions in collecting posi.
tive intelligence as distinef from connterintelligence, The Secretary of Defense-
i the executive agent for signals intelligence activitles on behalf of the Fxecu-
tive Branch., These activities are carried out by the National Sedurliy Agency,.
gome within the United States. The military departments do not cenduel elee-
tronic surveilianee for positive inteliigence purposes within the United Stafes.

Kignals intelligence operatlons covered by this bill are directed against the
types of foreign powers defined by snbparagraphs A, B'dnd O 6f Seetion 2521
(b} (1}—Ehat is foreign ‘governmenis, factions of foreign nations, and.entifies.
that are openly acknowledged hy foreign governments to be directed and .con-
trolled by them. These operatictis do not involve the targeting of individuals:

_and are not divected against the communications of Amerienns, - .
T "The intelligence galned from these aectivities is'of eritieal importsnce -to the-
Deparimént of Defenze and othéyr users of intelligence. The profections of thig-
pill that are designed for Americans and resident allens will not impair these-
aperations against foreign powers If they are pot extended fo sitoations where .
there are only remote possibilitles that écomimunications by Americans will be
acguired. The bill contains a carefyl dichotomy which provides motre striugent
requiremenis for itargefing the iypes of foreign groups in which Antericans:
-might be invoived, and lesy stringent requirements for tnrgeting foreign govern--
ments and their entitles where, on the basis of past experience, Americans are-
never the commmunicating parties. Different standards are applied to the in--
formation required to be set ont in the appleation, the extent of the certifica--
tion, the substance of the review by the court, the duration of the order, and!
the information to be produced in support of extensions of orders. It is im-
portaut fo the capability of the Department of Defense to provide effective for..
eign intelligence that this dichotomy be maintained, :

The positive inteiligence information sought through signaly Intelligence ope.
erations is almost entirely that described by subparagraphs A and B of Section
2521 {b) (B)—informaticn relating to the ability of the United States to profect:
itself agmingt hostlle acts, ta the mainfensnce of national defense ot seeurity,
or to the snecessful conduet of foreign affairs, h

The bill contains a difficnit differentiation in this regard. The definition of
“foreign intelligence information” includes Infermation that Is necoysary fo
profection against a hostile attack and infarmation that is essential to the na-
tlonal defense or the conduct of foreign affalrs I is of great importance o the
zignals intelligence effort that the Commitiee wake ¢lear that information ecan
e necessary or essential in the coutext of the natlonsi defense because of jtg

Telationship Lo other information—either fu defermining the valse of cther-
information or completing a data =eries necessnry fo an assesement. In dealing:
with signals intelligence from foreign government sources, 14 seldom ocours that
fUY One mMessuge or Sny one source ¢an, standing alone, meet either the “neces..
sary” or Yessential” fest. But pot together, a number of messages or information
from n number of sources eam provide extremely valnable intelligence that
plainly meets either test, A fair and clesr explanation by the Commitiee of the-
“uecessary” and “essenficl”’ reguirements will set the standards high enough
s0 thaf not every bit of infermation abont any forelgn government wonld qualify
o fareign Intelligence information—hbut not so high as to cripple fhe signals
intelligence offorf, which by its very nature requires Biting together pieces of”
information to discover the shape of the whole

The Irefense Department conducts electronle surveilinnee against forelgn
porers both in the Tnited Siates and nverzeas, The geographic distinetions now
ineluded in the hiil are important to the Departiment. This bl was designed to
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-deal with the problems of electronic survelllance of Americans within the United
States. An amendment to graft onte %. 1566 provisions desling with electronie
surveilinnee overseas would be opposed by the Department of Defensge for the
following Teasens: '

First—Frying to accommodate ail of the differences bhetween foreign and
domestic eleelronic surveillance in one bl wonld muke the law very complex
The intelligones ugencies need clear mandates and guideiines, and a separation
of the legni reguirements for demestic operations and forelgn operations will
best gecomplizh that end. o

Second~—Cooperative foreign intelligence arrangements with allies are im-
portsat te the inteligence effort. Controls on ciectronic surveillance overseas
wmust be drufted carefully zo as to toke into aecount cirenmstunces created by
these lgreaments 2nd to avoid, where possible, adverse effects on these iuteiligence
sources. .

Third—The laws of foreign jnrisdictions create special problems. In soma
-epuntries the legal reguirements and proccdures involved sre substantigily difs
ferent thaup Dnited States law with respect to cicetremic surveillunce, and the
expectation of privicy §§ often alse substantinlly different.

Fourth—Maony Americuns overseas are military personmel, and electronie
surveiliznce, both on-base and oft-base, of military personnel presents special
probloms in both law enforcement und iutelligence conlexts. ot

Fifth~The problems of identifving 1.8, citizens and resident aliens, as wuch,
when they are shroud is very diflicult, partieniarly in shnuls inteiligence work.

Stwikh—The very restrictive definition of “agent of a forcign power” appropri-
ate to limit snrveillance io the United 8tates should be expanded to cover other
10.8. persons whose overseas activities way be of legitimate foreign Intelligence
interest, such as defectors to Soviet bloc mations and officials of foreign govery-
ments who also hold U.5. citizenship : .

The Department of Defense believes that a workable bill to govern eleetronic
surveitlance of Awericans ubrond can be drafied, and my office is mow working
with the Department of Justice on'such & bilk ' :

The Department of Defense believes that 8. 1566, in its present form, wonid
successfully create a workuble, effective system for protecting the rights of
Amerieans and, at the same time, preserve the effectiveness of the very valuadle
foreign intelligence and counterintelligence capabilities of the Department of
Defense.

Thank you,

Senator Garx. Senator Morgan?

Senator Moneax. T have no gnestions.

Senator (Garw, Senator Hart?

Senator Harr, No questions.

Senator Ganwy. Senator Casef :

Senator Case. You rendered me almost speechless as you are by your
brevity. I commend vou for it I want to read this, and then I would
ask any questions I might have. '

Ms. Srearer, Senator Case, I might be able to help with one of the
questions. '

S}egatpr Case. If there is anvthing you want to emphasize, go ahead.
and do it )

Ms, Sigarer. One of the gqnestions yvou asked was why we simply
shouldn't engraft on this bill minimization procedures with respect
to international communications that are not covered by this bill
One of the problems, as Admiral Turner has emphasized, s, thut it
brings into this bill all the complicated definitions that will be necded
in the foreign bill, and there is one good example of that, that 1 could
point out here. Tf vou look at page 28, under scetion 4{f}, it applies
to acquisition by the U.8. Government of these kinds of communica-
tiong : '

Now, the problem we would have if we engrafted mimimization
procedures formally in this bill, as Admiral Turner has told you, i8
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that we already apply minimization procedures to these through the
‘Attorney General’s requirements. , _ ;
1f we do # formally with respect to this bill, we will be required to

‘definé the term, “by the United States Government.” Docs it involve
only situations when the United States acts alone, or when it acts in
-coneert with other governments, or when there is some cooperation but
not in concert? There are a great number of shades of difference there
‘of those kinds of operations which are difficult for us to define. We
think you have sufficient protection in the Attorney General’s current
“procedures, and that these definitions will be made applicable in a bill
that deals only with foreign communication or international commu-
nications interception abroad. That will provide the kind of clarity
-and guidance that our intelligence agencies need to be able to know
precisely what the requircments are.

“*- Qenator Case. Would your concern apply also to the application
‘5§ minimization procedures to-information aceidentally or coliaterally
_obtained, not in connection with people examined abroad ?

.. Ms. SEnEr, No; it does not,
- Senator Case. I think that is all. Thank you.

** Benator Garx. With the approval of the Committee, I think we
‘might expedite by asking Mr. Saunders and Mr. Flanseil to pro-
ceed with their statements, and then we will be able to ask guestions
“of any of the witnesses, Mr. Saunders, if you will go ahead with your
‘stateinent, and handle it in any way you would like.

“TESTIMONY OF HAROLD SAUNDERS, DIRECTOR OF INTELLIGENCE
. AND RESEARCH, DEPARTMENT OF STATE

Mr. Saunorgs. Yes; with your permission we would like to-present
a joint statement with me concentrating on the intelligence aspect of
the legislation, and with Mr, Hansell the Department’s legal adviser,
talking about the legal aspects of the biil.

We welcome the opportunity here fo put formally on the record
the State Department’s support for this legislation, the Fortign Intel-
JHgence Surveillance Act of 1978, We support this bill for two broad

"

“reasons. First of all, we support i} because we believé it will create a
‘élear sthtutory basis for the conduct of electronic surveillance for
_foreign intelligence purposes. As such, we believe the enactment ofthis
biil can do much to vestore the faith of the American public In the
Intelligence Community and in our government a5 a whole, including
“the sbility of the Congress and the Executive branches to work
together to protect liberty and security. , :
- Our second reason 15 that, having the need to form a statutory basis
" for this kind of activity, we believe that in this bill there is a correct
balance between the needs of 3 free sociely to maintain a strong foreign
intelligence service and capability and the rights of citizens and inhab-

ifantsin a free society.
We sce some risks in the bill, the risks that it might be interpreted
in the courts in such a way as o render us unable to obtain the intel-
“ligence inforthation we think necessary, but we feel that those risks are
manageable and that the risks are worth taking in the light of the

‘ shiectives which we have in proposing the enactment of this bill,
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The bill also, we believe, has the additional advantage of climinat-
ing the risk that the authority to conduct electronic surveillance with-
out o warrant would be abused. We note and suppert; the fact that the-
bill requires the Execntive branch to meet very high standards in
the certification and application for a warrant. These are procedures
which, as Admiral ‘Tarner has indicated, we are following now. The,
procedures in the bill are nearly identical to those standards which
are being followed now, and our fecling is that one of the strong points
in the bill is that it codifies these stringent requirements into law, and
we weleome that.

Finally, the committee, T am sure, appreciates the importance of
foreizm mtelligence activities that will be conducted under tle eriteria’
and procedures of this legislation. These activities form an integral
part of our total forcign intelligence efflort, and they contribute in-
formation required to [the] suppert [of] the process of formulating
and carrying ocut the foreign policy of the United States which is the
responsibility of the State Depariment. :

T am confident that the information needed for this purpose can bo
acquired within the terms of this bill without violating the rights of
United States persons. I am also confident, that the committee ap-
preciates the sensitivity of going into an evaluation of the product of
this activity in open session, but we will be prepared iz execnfive ses-
sion, to the extent the committee wishes, to share with Admiral Turner
in answering the questions thut liave already been posed, namely, what
i the evaluative process, how does this kind of material contribute
to the condnet of foreign relations, and I think we can examine that
just as fully as you wislt next week, and we will be prepared to be quite
concrete in any ways that you wish,

That is the extent of my comment. I would be prepared to answer
questions, Mr. Hansell has « few comments about the legal side of the
bill, if he may proceed. '

TESTIMONY OF HERBERT ¥ HANSELL, LEGAL ADVISER,
' DEPARTMENT OF STATE

Mr. Hawnsuin, M. Chairman, Senators, von have copies of my pre-
pared statement, and since it deals mainly with issnes that you have
already addressed either this morning or in the session with the At-
torney General, I am inclined to think we would advance the objective
if T simiply submit that statement for the record, and go forward with
your questions, which I am certainly happy to do.

Senator Garn. We will make certain that all of your prepared state-
ments are printed in full in the record. '

['The prepared statements of Harold Saunders and Herbert J. Han-
sell follows:]

PrEpanren STATEMENT oF HArRoLD SAUNDERS, DIRECTOR oF INTELLIGENCE AND |
ResBaRcH, PEPARTMENT OF STAIE

Mr. Chairman, T welcome the opportunity to appear before thiz Commitfee and
testify on beball of the Btate Depariment in favor of §. 1566, the Forelgn Intel-
ligence Surveillance Act of 1978, The Department fully supports the ennctment
of this important legislation,
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I would like to propose 2 joint presentatian teday with AMe Ilert}ert J. Hansedl,
the Department’s Legal Adviser, sharing the witness chair. T will address wy
vemuarks o £he impact of this legislation on intelligence matters and Mr, Hlanszetl,
wiil address the Iegnl aspects, Both of us propose to make very short statements.
and then will be happy to answer any questicus the Committee might have.

We note, Mr. Chairman, that yon have scheduled executive session heariags for
next week and it may be that guring the caprse of our testimony issues will
arise which shanld more properly be discussed in execulive session.

The Department of Sfate snprorts this bill because we Dbelieve it sirikes a
eorrect balanee between needs of a free society to waintain a strong farveign
intelligence capabitify and the righis of the citizens aud inkabltants of a free
society. We alse support the bili because it wilt ercate a clear stntutory basis
for the conduct of eleetronic surveiliunce for foreign intelligence pnrposes. As
such, the enactment of this bill can do much o help restore the faith of the Amer-
fean puhbiic in the intelligence community and in the government as a whole—
incinding the ability of Congress and Executive to work together to protect
our liberties and security. :

- We recognize that there are some 1isks in this hifl There are risks that it may
be interpreted by eouris in such g way that we are unable to obtain iufetligence
information thut we think is necesshry, but we believe this risk is slight and we
helieve it is worth taking in order to accompiish the objectives I have already
digeussed. This biil has the additional advantage of eliminating the rigk that the
gutherity to cosduct electronie surveillance withount & warrant will be abused,

We also note that the bii requires the Executive Branch to meeb very high
and exactivg stapdards in fhe certifieation and application for s warrant. I
would like te point out for fhe record fhat the executive hranch has recenily
sdopted standards nearly identical with the standards propased in this bill
One of the strong points of the bili is, in my judgment, & ¢odification of these
stringent requirements into Iaw, .

Finaily, I aw cerfain that this Committee appreciates the importance of the
foreign intelligence activities that wili be conducted nuder the eriteria and pro-
cedures of this legisiation. Whese uetivities form an integral pard of onr tofal
foreign intelligence effart. They gontribute information required to suppoert the
processes of formalating and carrring ont U8, foreign poliey. T awm confident
that the informeatfion needed far this purpose can be acquired within the terms
of this bill without viclating the righis of U.8, persons. ¥ am also eonfident thet
the _cmumittee appreciites the sensitivity of discussing this in detall in open
sespion. : . o

Thank you very much, Mr, Hanzcll will make & very hrief statement afier
which we wiil be happy to take your questions.

"PrepaRED STATEMEXT OF ¥HeRmewr J. Hawssry, THE LECGAL ADvISnE,
DEPARTMENT oF STATE

* Mr. Chairman and members of the committee, T appreciute this dpporfunity to
partieipate in your review of 8. 1568, aud iu particulsr, varions legal issues
presented by that legisiation: Since the Attorney Generai has estified before
you regarding many of those legal Issues, I will not attempt to duplicate the
matters you discussed with him. However, there are several legal guestlons
that have been raised which have been referred o the Department of State.

Mr, Saunders has expressed the Department’s support for the bill. W also
want {o affirm ou behaH of the Depariment the desire of the Hxecntive hranch
to work with vour Commitiee and the Congress fo gtchieve a solnfion of the
difficnlt and complicated issnes thaf are addressed by this legislation.

A question ks been raised as to whether this bili should be amended to deal
with sarveiliauee netivities abroad sfiecting Unlted Biates persons, We fally
reeognive the importance of emactment of legislation eostablishing authority
&1_26 standards for such surveillance ; but cur strong preference wonid be to deal
with thai sabject in separate legislation, in view of the complex fssues presented
and the circumstances.in which we nosw find curselves with regard fo the bili
that is before you,

We fear that introduction of that subjeet info this legisiafion would nndaly
delay the consideration and enaebrment of this bill. We ure working with the
Peparitment af Justice and the members of the staff of this Commitiee to develop

fegisintion on that subject. T assure you that, Seeretary Vance.and the Depsrt- .. ..

“ment of" State are esger te complete the drafting and introduction of such
legislation, and will work diligently with you fo that end.
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1t is my undersizuding that the Attorney General has discussed with you
the matter of use or dissemimation of information acquired with respect te a
United States person who is not a sorveiliance farget. I assume his discusgion of
the so-called minimizetion procedures satisfied the desires of the Committee in
this regard, sad will not go further into that subject mufter at this tims,

We look forward to discussing with you in Executive Session various other
matters ind legal issues refative to this iegistation.

ATr. €hairman. this concludes the formal presentation by the Department of
wiate, Mr. Saunders and 1 will be glad to participate with the cther witnesses
Jiiu responding to (uestions fhat You ot other membars of the Suhcommittee may

ave.

Thank you very much.

Any other comments any of you wonld like to make before we
proceed to general questioning? o

If not, let me ask a couple of questions here, primarily of the State
Department situation. Minimization procedure, referred to on page 8,

“restricts the distribution and use of information nnless that informa-
tion relates to the ability of the United States to provide for the na-
tional defense or security of the Nation, to provide for the conduct of
the foreign sffairs of the United States, Both of these are quite broad
areas. Perhaps the minimization enght to obtain such information asis
cssentinlly relafed to or significantly related to national security or
the conduct of foreign affairs.

What I am really wondering here is, how do you inferpret particn-
larly the cecond statement denling with the State Department, related
to the ability of the United Stuies fo provide for the condnct of the
foreign affairs of the United States? Is that overly broad? Does that
give vou a blank check to operate? What is your interpretation of
that partienlar statement? .

Mr, Sauxnurs, 1 I may just provide o general angwer, it has been
and remainy difficult to interpret limits of that kind, but jnst to provide
a human analogy for & moment, I think you have to make some basie
decisions to begin with ubont what kind of environment yon need to
operate in, what kinds of knewledge you need to have to conduct
foreign relations. I remember when T was 16 and had to get glasses,
my doctor asked me, or I asked my doctor, how long do I have to wear

“these things, and he said, it depends on how much you want to sce,
and it 1s that kind of guestion that has to be answered first, before you
can angwer your gquestion

T think the assumption of the State Department und, I believe, the
agsuniption of this comniittee is that the United States should have the
best intelligence possible within stated Hmits as g basis for the condnet
of foreign relations. In our view, what is essentinl then to the conduct
of foreign relatlons is what is essential for us to operate with full vi-
ston? What Is cssential for ns to operate not in the dark? What is
essential for us to operate without denving to oursclves inforniation
that is available to other people operating in 2 global environment?

"Therefore, we have inferpreted the word “essential” in the liternl sense
‘of the word, that it is—this knowledge is an essential, un integral purt
of operating in thiskind of environment. N

That has been onr interpretation, and perbaps it is a bit broad, but
e are very conscious, when we gign a certifieation, of the fact that
there are Iimits in'the nse of that word, so we do not regard, it 2s a
blank check at all, We ave very conscions of limits of propriety, sensi-
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tivity, or potential damage to foreign relations, and so on, but we do
have t6 &ccept certain hasic assumptions about how we are going to
‘operate in the world and once we are agreed on that, then I think your
definition of the word “essential” becomes onethat people canagree on.

Perhaps Mr, Hansell would like to add a more precise legal response.

Mr, Haxserrn. Well, T think we do need to acknowledge candidly
that it 15 & broad standard, and one that in the drafting process we
thought and, I believe, still think would be appropriate. I suppose
that in-the context of the full bill this is soinething we might at an
appropriate stage want to take ancther hard look at, but initially on
our review of this we felt that although broad, we would prefer to
have that flexibility, if it were feasible to do so. Therefore, it was
;vm;i;tezz in this form, but I think we would be prepared to take a hard

00k at 1k, '

Senator (farn. Well, the reason I asked the question, I think both
of you know, not only from this year but last year, I am one who wants
to draw that balance, as I have said, and not be too restricted, where
we so overly protect the rights of the individual that we are endanger-
ing the national security, %ut even being on that side of the issue, this
seems like rather a broad, open-ended standard. :

I am not saying that you would misinterpret this point, but again
what Senator Hart was saying, who is here now and who is here in
the future, and I certainly hope none of us are here forever, Senator
Hart. I don’t really want to be around that long, even if the people of
Utah want me to be, so it is something that T wounld appreciate if you
would take a look at, because it does seem rather broad, I am not
questioning anybody’s integrity of interpreting it too broadly.

Also, from a State Department standpoint, could you explain to us
what sort of obligations are incurred when we ag a couniry license
foreign businesses? T am specifically referring to the many hypothet-
ical sifuations that have been used. We have talked a great deal about
airlines in the last 2 years, as well, employees of a foreign airline.
What kind of obligations do we incur when we license a foreign
business to operate in our country in general terms? I do not want a
Jong legal discourse.

Mr. Haxserr, Well, a great many businesses, of course, can conduct
their activities without any license, approval, or permission, whatever,
but in the case, for example, of a foreign air carrier, to use the example
that was mentioned earlier, there are landing rights and operating
rights that would be pmviéed through established processes, and in
the case of foreign air carriers, under international agreements, When
you say obligations, there would be, of course, nnder particular inter-
national agreements which confer rights or henefits on businesses of a
foreign country, obligations that might be imposed by the terms of
those agreements or treaties, ' '

Now, however, if you are thinking about obligations in_respect of
issues that are addressed by this bill, with a few exceptions I think our
snswer would be, there are not significant obligations that are under-
taken that would be impinged upon by this bill or the activities that
are dealt with in this bill,

Senator Gtarx. Ms. Siemer, did you have any desire to comment on
the first part of my first question to them about the phrase, “to provide
for the national defense or security of the Nation?”
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" Ms, Srester. With respect to minimization procedures, Senntor?
. Senator Grarw, Yes ) )

Ms, Smaer. Well, I would point out that there is an mxg)oz-mnt

tradeoff here. The minimization procedures under 2521(b} (8) cover
ull information concerning United States persons, Now, that covers
information and the communications of people or entitics that are not
United States persons. U'hat is a very broad coverage for minimization
procedures. So when you trade off the very brond coverage of the mini-
mization procedures against the semewhat more lenient standard that
wo would apply, that is, “relate to” the ability of the United States
“to provide for the national defense,” you prebably have a fair balance
in this bill. We would urge thut you give attention to the enormous
coverage that you have here instend of only foeusing on the kind of
s’tandaé"(i that we will apply to all of these communications that are
covered. :
_ Senstor Gary, Well, T appreciate that answer, because I do {eel that
even asking the questions ]I am pulling out of context of the whole
bill in asking it, so 1 appreciate your answer, becanse I agree with you,
1 think there are other parts of the bill that narrow those definitions
sufficiently, at Jeast, for thig particular Senator. )

Senator Stevenson, von have had no opportunity to ask questions.

All of them have made their prepared statements, so anyone that you
would like to address vour questions to, and I might add that on any
of these questions where you are operuting as & panel, if you have sonie-
thing vou would like to say in addition to what the person to whom the
q_zzestio{? is addressed, please feel free to let us know so that you can
respond,
- Senator Srevexsox, Thank yon, Mr, Chairman, I think there are
two principal causes for public anxiety about electronic surveillauce
in this Jegiclation, and that anxicty is not nnreesonable, in my judg-
ment. The first cause is owing to the inability of the public to perceive
the peed for surveillunce, So, T would hope that you could do more to
describe for the public the product as you do for us. We are in a far
better position to understand the need than is the public, and based on
what we know 1 do not see any good resson for not doing more than
you have done to deseribe in general terms the prodnct and the na-
tional benefit from electronic surveillance in termy of enhanced na-
tional seourity end individual security. That is not a question, That
is a most respectinl suggestion,

The question I have goes to the secoud canse of anxiety; and that
has to do with the adequacy of the safegunrds, trying to strike that
balance between the vights fo be sective as a nation against onr rights
ag individuals to be secure, and realizing that in this legislation we
would rely principully on ex parte and jndicial procedure, and being
an ex parte procedure, no one can have wbsolute wholehearted con-
fidence in i,

Now, to provide the public with additional assurances and ourscives
a8 pubiic offivials with additional assurances that surveillance will
not be used to ubuse the rights of American citizens, this commitiee
has in the past worked out with the Justice Department procedures
which have ussured us as elected represantatives of the people access
to information about snrveillance, Those procedures have been worked
out informally, embodied in the law, and they are consequently falli-
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ble, and they are subject to change as personalities change. They are,
in my judgment, the most eflective means there is of guaranteeing
that there will not be abuses, and of giving the public greater con-
fidence in this process, . , .

¥t goes beyond the ex parte judicial procedure to actively invelve
elected representatives of the people in that process, .

Now, that is a long question. In the past there have been some
difficulties with this procedure because, one, it has not involved our
counterpart on the House side, TUntil now we have had no counterpart
on the House side, and there have been, I think, on the part of the
Intelligence Community and the Justice Department some reasonable
concerns about disclosure and notification on the Honse side, largely
beeause there hasn’t been such a committee as this in that body.

There is now a House Intelligence Committee, or there soon will be,
I don’t know what the status of the proposal is at the moment, There
will be if there isn't aiready a counterpari for this commitiee in the
House of Representatives. That being the case, everything else having
been said, how would you ail feel about nailing the kind of procedures
that we have all worked out, that we have worked out inférmally with
thig Senafe body, with the Justice Department, in the statute, in order
not only to give the public that ew parfe judicial procedure, but a
statutory assurance that personalities can come and go and the politi-
cal climate can move around but there is going fo be continuing
oversight by agencies of the two bodies of the Congress? Also, that
oversight is going to include statutory obligation on the part of the
appropriate agencies fo keep us continvously and fully and cwrently.
informed about surveillance?

Mr, Lapmanm, Senator, I think the Director, while he was here,
indieated his preference not to see more detailed reporting require-
ments go into the bill, but rather leave such requirements to ﬁe worked
out &g they have been in the past with this committee and in a counter-
part committee that is created in the House. There is, as you know,.
in draft 1ight now a 12- or 18-page set of procedures which have to do
with reporting to this committee the kind of information relevant to
the activities covered by this bill,

That procedure has not yet resulted in a full meeting of the minds,
I don’t think, but such a procedure, I am sure, will be established,
I think it is the Director’s preference to work through those kinds of
letter agreements rather than by legislation, and I take his main rea-
son to be that you may well find over time that you are going to want
to change some aspects of these reporting requivements. You are go-
ing to want less or more, as the case may be, so it is desirsble to have
the flexibility that those kinds of arrangements would give, rather
than the more inflexible arrangements that legislation would create,

Senator StevExson. Well, speaking for one Senator, that is not a
satisfactory response. Does it represent the position of the other
agencies?

Mr. Hawserr. Senator, may T ask, just to explore a bit some of the
parameters of the suggestion, what kind of reporting are you envision-
g here? The product of the surveillance would be reported, or
simply descriptions of the activities that sre undertaken? It is not
quite clear to me what you have in mind,
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Senator Stevenson. Well, what 1 have in mind is & requirement
similar fo that which is now in S, Res. 400, that would not have to
entail pre-notification. Tt would not except upon request—this is my
tentative thinking—have to include the names of specific individuals,
but currently, in a timely fashion would require notification to the
appropriate agencies of the Congress, and its counterpart, that cir-
cumstances have led the agency to seek the order and it has been exe-
cuted. Also, with suffieient detail to enable us to get back to the agency
in such circumstances to seck further information,

In that sort of situation there would be some flexibility. Now, at
that point 1 would agree with Mr. Lapham that on the basie proposi-
tion that there will be a timely notification in sufficient detail as to
inform us of the circnmstances, if not the personalities. I think there
shfg%iﬁ be ]ﬁexii)i]it.y, and the pubiic should accept flexibility.

quse.

Mr. Hangers, Well, T am sure I can speak for the Department of
State, and I think for the whole—

Senator Srevexsox, Well, T am sorry to interrapt, but to go one
step further, 1 do not think what I am suggesting as a mutter of
statute is very different from what is already happening as a matier
of informal arrangement and agreement.

Mr. ITawseLL. %thirlk we wonid all share your opening commment,
that the concerns and anxieties of the public 1n regard to the subject
matter arc not unreasonable, That is, of course, why we are all here.
I suppose the question really would be whether a procedure such ag
the one you ocutline would in fact serve the objective of pnblic re-
assurance that the balance is heing struck properly. T think it s one
that I wonld not personally waus to try.to resolve or reach a judgment,
on the spur of the moment. 1 can think of some considerations, frankly,
that would lead me to think that it would nof advance that cause,
Therefore, T would want to think about it

Senator (Garx. Tf the Senator will yield for a moment, I do not
think youn are as far apart as you appenr fo be, ns I listen, We disenssed
this ab great length lnst year, primarily in terms of additional specific
reporting requirements in detail, besides number of cases, looking at
just this particular area of foreign intelligence electronic surveillance,
and whether that was necessary or not, the discussion abont the raw
figures were rather meaningless nnless there swere some explanation,

I think what we came to last year, Adlai, was under Senate Resoln-
tion 400. We have the ability to ask for any further defail that we
wanted. We have that legal nuthority to do so. If T am not mistaken,
1 do not think the Senator from Illincis is asking for that kind of
procedure to be formalized, a lot of detail, and I think he is merely
saying that what we worked out in general, that yon report and then
1f we desire further information we can get it. Is that correct, Senator?

Senator SteveExsoy, Well, that is correct as far as it goes.

Senator Gary. Well, you are asking for notification statutorily.

Senator Srevaxsox. I am asking for it in the law, and perhaps one
way of complying with this statutory requiremnent as opposed fo the
procedures that have been worked out in the past would be to simply
supply these two agencies of the public with the applications to the
courts, and you know, the supporting justifications for them, Now, that
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would be a prqéednie ‘which would gii:‘e'ué more detail than I had
suggested originally. It was & mechanistic matter to make compliance.
easy. S . . _— .
* T had thought that we might be able to give the public their reas-
surance and in fact prevent any abuses by settling for somewhat less
detail than that, but sufficient information to enzble us to move if it
wasg indicated.

Pause.] ) 3 )
_ Senator Stevexson. The Senate has already acted on this proposi-
tion somewhat generally. It did so when it created this committee. It
said
" It is the sense of the Senate that the head of each department and agency of
fhe Tnited States should heep the Select Committee fully and currently informed
with respeet to intelligence activities, including any significant anticipated activ-
ities, which are the responsibiiity of or are engaged in by such department or
agency, provided that this does nok constifute a condition precedent £o the fmple.
mentation of any sueh anticipated intelligence activity.

It goes on to say: _

1t 15 the sense of the Senate that the head of any department or the United
States involved in any intelligence aciivities should furnish sny information or
document in the possession, eustody, or control of the depariment or ageney
or person paid by such department or agency, whenever requested by the Select
Committee with respeet {o any watter within such Committee’s jurisdiction.

We would not be here today if this whole subiect were not within our
jurisdiction.

Ms. Steasrr. Senator, is it your position that that resclution is insuffi-
cient for the purposes of reassuring the publict

Senator Strvensow, Yes,

Ms, Stemsr. In what respect is it insufcient?
© Senator Stevexsoxn, Tt does not have the effect or the foree of law,
and of course it does not include the House, and it is general,

Ms. Srenmer, Is it your view

Senator Srevenson. And we are considering a law now, and not to
sut it in the law would be & rather conspicnous omission and would

e regarded by some as a retreat.

Ms. Smaen, Is it vour view that the bolstering of the public confi-
dence that is needed, is needed with respeet to surveillances of foreign
powers as well ag United States persons, or that that is limited to
United States persons? .

Senator Srevenson. I don’t think there is any question but what it
goes across the board, but on 90 percent of that board we are already
operating, I think, quite effectively, What we are concerned with here
is & bill, and we all know what it entails, and if you are suggesting
that what I suggested is that the only concern is reassurance to the
American public, von are wrong. It is not just to assure the American
public that everything is hunky-dory, and then forget about it. If is to
assure the American public by making damn certain that there are not
going to be any abnseg, and it is for that related but twofold reason
that I want to see that obligation 1aid by law on the agencies of the
Executive branch, instead of some informal procedure which can be
changed, ag Mr, Lapham indicated. It can be forgotien or left to some
resolution of the Senate which only applies to one House and does not
have the force of law.
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Ms. Soomyn. No; I was concerned, Senator, and T will explore
‘whether there is a possibility we could arrive at some accommodation
of your concern with respect to a notifieation requirement by ‘m{:iudmg
‘notification with respect to surveiliances that affect United States per-
sons, and leaving to the current estabiished, and to my understanding,
very effective informal procedures those that are more sensitive, in
which the security concerns are enormously important, These are the
surveillances of foreign governments in whose communieations Amerr-
cans are never parties und rarely mentioned. S
Senator Stevessoxs, 1 personally would, you know, be willing to
consider some such differentiation, partly because once we go beyond
citizens, it is hard for me at the moment to perceive whers you do
stop. My principal concern is for the rights of American citizens, and
it is those rights that I am seeking to assure will be protected. The
other procedures have worked well, and Lhey applied in a varicty of
difcrent contexts, and might weil be used {0 cover the other part of
the situation. ﬁ
Mr. Hanseoi, Why don’t we take that nnder consideration? I think
one difference between the procedure as it now exists informally, of
course, and what would exist under the statutc is the warrant provi-
sion, which as s new element brings the judicial branch into the
picture, and I think it is worth considering how the three branches
of Government will all be invelved 1n one type activily, but why don't
we give some thought to it? e
Senator Stevenson, Thark you.
- Senator Garw. Senator Hart? _
Senator Harr. Mr. Saunders, just one question. Under your cnr-
rent procedures and questions, what role does the Secretary of State
play in making determinations about electronic surveillance of
foreigners? 2 : ‘
Mr, Savxpers. He is personally very aware of zll of the problems
that are being addressed in this legisiation,.and we have discussed the
legislation itself extensively with him, Now, coming to the procedures,
we do not normally take to him necessarily every single case that may
be invelved in onr Department of that kKind, We go to the highest Tevel
where we feel that a reasonable position can be arrived at by some-
body speaking for the Secretary. _ . )
In any case, where there is the slightest question or where there i3
sensitivity that may particularly involve things that he or the Presi-
dent are concerned about, we err on the side of taking the case to the
Sceretary, and the procednres normally, rontinely wonld stop short
of the Secretary, but only for the routine. :
Senator ITant. One can make an argument that none of these cases
s routine. What fuctors differentiate beiween those that stop some-
where short and those that go all the way?
Mr. Sausprrs, Well, T think what we gre involved in hore is, when
vou have a new Secretary of State, he has a maximum opportumty
to look at every case and that has been indeed the process that we
have engaged in. Once vou learn what his views are, fyou learn] what
ke regards as roniine and what lie rerards ag the limits within which
you may speak for him, and [then] also [you learn}] what eases are
particularly sensitive‘in hisview and soyoir' take it to lint and so he has

P
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been involved in an extensive review of our entire program. We are
now beyond that, and when I say routine, I am speaking in terms of
my understanding of what in his view would be acceptable limits.

Senator Flazr. In other words, over a period of time an informal
personal policy emerges,

Mr. Sauwxpers. That is right. That would be the case with each
new ineumbent, I wonld think,

Senator Harr. Is there any element of deniability involved there,
that there may be some cases where you do not want the Secretary to

“have known because if it blows up he can say he didn’t know?

My, Savwsners, Quite the reverse. Tt seems o mo that the principle
I bave to operate on is that the President and the Secretary cannot be
taken by surprise by anything of this kind, so if there is any -doubt
at all about any agpect of a program, I would consult with him,

. Senator Hart. So you are able to assure us that under present prac-
tices the possibility of a surveillance which has serious foreign policy
implications being undertaken without the Secretary’s knowledge is
for all purposes impossible? ' '

Mr, Savspers. That is right. T regard my vote on the panel that
Admiral Turner spoke about as my speaking for the State Department,
and I do not take lightly my speaking for the State Department. When
T do, Lam sure I am speaking for whatever elements of the Department
need to be involved in that process, including the Secretary where that
is warranted.

Senator Hary. Thank you, Mr. Chairman, '

Senator Garx. Senator Stevenson, do you have any other questions?

Senator Stevensow, I will pags, Mr. Chairman! '

- Senator Garw. I just have onemore] would like to ask of Ms. Siemer,
On page 2 of your prepared stateinent, signals inteiligence operations
covered by this bill do not involve the targeting of individuals. I would
like to clarify one point in the bill. The first definition of electronic sur-
veillance reads as follows: X _ LT

The acquisition by an electrenic, mechanical, or other surveillance device of the
contents of any wire or radio communication sent by or intended fo be received
by a particalar known U.8. person who is in the United Staies, where the contents
are acquired by intentlonally targeting that T7.5. person under the-circumatances
under which 8 person has a reasonable expectation of privacy and a warrant
would be required for iaw enforcement purposes. ’ o

As you read this definition, do.you believe it would authorize signals
iz:telhgeénce operations involving the targeting of individual U.S.
citizens? :

Ms. Sremer. That provision, Senator, is intended to apply in a situa-
tion where you have identified s person and know he is 3 1.8, person,
and you know he is in the United States, and then to authorize—not
only to authorize surveillance but to include in the definition of elec-
tronic surveillance, that kind of activity, This provision is designed to
make more precise the definition of electronic surveillance, so that we
know what 1s in it and what is out of if.

Senator Gaan. Thank you. Mr. Chairman, I might just state I think
we have covered pretty much what we can cover in open session, There
are several questions ieft unanswered, and the necessity of going into
executive session exists. All of these witnesses, I am sure, are awaiting
and looking forward to an executive session where they can give us
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more specific details or information, but with that T will turn it back

fo you,

éenatnr Bavw. Well, thank you, Senator Garn, To you and the other
members of the committee who were not here when 1 left, 1 apologize
to you us well as to our witnesses that I had to leave for an hour.
Doos the Senator from New York have any questions? _

Senator Moyxirax, Thank vou, My, Chairman, T must apologize.
Senator Hathaway and T were in another such meeting and could not
be lore,

1 wanted to just take this opportunity to ask, and I hope this does
not appear to be an ignorant question, of Ms Siemer, this is tho
Foreign Intelligence Surveillance Act of 1978, Ms, Siemer, recently,
the President in & press conference acknowledged that the Soviet Umon
iy intercepting the telephone ealls of American citizens here in Wash-
ington and New York, and apparently San Francisco. The Soviet
Union 15 systematieally bugging the Amcrican citizens and thewr
conversations, _

He wid that the Defense Department was secure and the White
House was secure, He left & at that, and he left it that the rest of us
were not, and | wondered, is there nny provision vegarding this—we
assume this is a crime, somebody 15 committing crimes on o massive
seale, Probably in the history of such criminal] activity there has never
boen sueh s widespread and sustained and sophisticated form of erime.
1t is o violation of the fourth nmendment rights of American citizens,

Does your bill make any such provision--It snys, I gather, the
United States cannot violate the fourth smendment rights of Ameri-
cans, bt does it say the Soviet Union ean or cannot?

Ms, Spesrer. Well, Senutor, this s net my bill, but there are two
provisions that are important in that regard. One appoars on page 28,
which is section 4(e) (i1}, which permits the Department of Defense
and the other intelligence apencies to defermine the existence and
capability of clectronic surveillance equipment heing nsed unlawfully.
That i ¢ provision that is very important to us in Lhis regard, and we
urge that that provision not be amended, '

he second part of yeur guestion, I think, would be covered by
title TIT of the Omnibus Crime Act, and should nnlgwiul electronic
sarveillance ever be discovered in time and in & situstion where there
was 5 eapability with respect to prosecution, there certainly is u stat-
ute that permits the Justice Department to do that. The problem is
finding it and finding it in a cireumstance where the parties who are
doing it can be progecuted. :

Senator Movnoman, That is & very direct answer of the kind we
have learned to expect from you in a very admiring way.

Now, the Russians are over on 16th Street bugging our telephones
right now. That is against the law but we are not deing anything
about it now, but wou}g we do something under the new law?

Ms, Smeaer, Under this Jaw, with respect to the Defense Depart-
ment's responsthilities, we would continue our activities to defermine
the existence and capability that the Russians have in that regard,
and that information wounld be made available both to the §€-atq
Depuartment and to the Justice Department, who have the responsi-
bilities of determining whethe . '
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- Senator Movnaan: You would tell us. Now, evidently for the last
couple of years the U.S. Government has known that a foreign gov-
erament has been systematically invading the privacy and violating
the fourth amendment rights of American citizens, and our Govern-
ment has not told us this. We learned about it from the New York
Times. The President confirmed it. Was the Government committing
a crime when it did not reveal its knowledge of the commission by
others of a crime? T am not a lawyer, but isn’t there a form of partici-
pation when you observe & crime taking place and neither report it
nor intervene to prevent it :

Ms. StEmER. You are referring to misprision of & felony ¢

Senator Moynimax., Misprision, that is the word. Is there mispyi-
sion of 3 felony by the Secretary of Defense?

Ms. Seemzg. No, Senator, I believe there is not.

Senator Moynzmax. But would you think that is something the
general counsel should decide or a jury should decide?

Ms. Sremur. Senator, on those matters we defer to the State Depart-
ment and to the Justice Department with vespect to whether-—m.

Senator MoxnsmaN, How do you feel about misprision of a felony
with respect to the Secretary of State? _

Ms, Simxmer. On that T certainly would defer fo Mr, Hansell, sinee
I do not advise the Secretary of State. My job is to keep the Secretary
of Defense aware of these kinds of difffenlties, and I do not believe
that he has any legal problem in that regard, but it is important that
the Defense Department defer to the Secretary of State in those in-
stances beeause it is their provinee. '

Senator Moynrean. I would like to make a point, though, We know
that the Soviet Union is committing a crime on a massive seale, a par-
ticularly heinous crime, in our view, one which we very much find
offensive, A dirty business, we would e¢all, Didn’t Holmes call it a
dirty business? A dirty business, and here they arc doing it to us, We
certainly don’t want our Govermnent to do if, and our Government
shouldn’t do i to us, but it is OK if the Communist Government
does it? Not being demoeratic, it is not expected to maintain demo-
cratic forms. Is that it? I wonder if the State Department representa-
tive would say, the Secretary of State, who knows about this, and his
gredgeessor, who knew about it, are they guilty of & misprision of a

elony ! Isanybody guilty ? _ -

Mr. Hlanssre. Senator, I think we will answer—

Senator Moxnrman. One question at a time?

Mr, Hawsers [eontinuing]. That question no.

Senator Moy~imax. I'll bet you always say that.

Mr. Hawsern. I can’t say that T have been asked the question before.

Senator Baym. You never had Senator Moynihan before.

Mr, Haxsera. T can’t speak with any authority as to what has taken
place, what took place with respect to the subject matter prior to this
year, _ \

Senator Moynman. I cantell you. The President told us. Secretary
Kissinger knew about it. Secretary Vance knows about it, S

My, Hansurr. There has been a great deal of work and effort that
has been done and is being done with respect to this, .

“Senator Moy~rman, The President said that, too, He said, I have
taken care of myself, and the Defense Department has taken care.of

itself. He said, that is enough.
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Mr, ITaxseern, But a good dent more. The dollars involved, of course,
conld run inte the billions in terms of responsive, protective measures,
Thers are some limilations. There are some aspects of this that I sus-
pect we conld pretty prodnctively discuss in executive session, There
15, a5 I understand it, at least, and has been, though as Isny I wonldn't
choose to speak of the past—1 have not been agsociated with if—a great
deal of effort underway to develop appropriate responses to various
facets of the problem.

You ave aware, of course, of the diplomatic imunity aspects of
the probleny,

Senator Moysruan. There is nothing in diplomatic immunity that
enables a representutive of a foreign power to corunit erimes without
let or hindeance. What diplomatic immunity provides is that we ean-
not pub them in Jail but we ¢an ask them to get the hell out of the
copntry, Thut is wimt diplomatic immanity means .
; Mr. Haxsrpe, Well, T guess T would repeat all that T have said thus
‘ar, ' :

Senator Movxinax, Ves, sure. T am not trying to press you,

Mr. Wasszon It is u complex, difficnit p:-oh?em that 1s engagin
and has been engaging a gieat deal of Unw on e part of 4 ot o%
people, and it is not simple. ,

‘Senator Moyimax. Sir, I think I am pressing you beyond the point,
and I don’t want to keep the Chuirman beyond this point.. Let me say,
to you one thing. It is a very difficult problum, and at great expense
the 1.8, Government Is trying to take protective meusures for itself
in such a way toavold having to tell the Rugsians that you are com-
mitting a erime on our soil, not just randemly and incidentally, but
systematically on a scale never known to lechnelogy or history or
eviminal behavier

1 will suy somathing else to you, sir, to whielh you do not have to
respond, Our government hag acted in a pusillaninious manner in this
regard. We are sworn, the members of this panel are sworn, the Secre-
taries of the Departments are sworn to protect the Constitntion of the
United States agninst all enemies, foreign and domestic, and we nre
not doing 6. We are letling constitntional rights be systematically
trampled on. We are letting the Russiuns treat us as if we were Rus-
sians, not freehorn Americans, and wé are dolng It out of-a fear of
offending the prineiples of defente. _

Senator Bavir. With all respect to the Senator, 1 do not know that
ke 1s aware of this, but T must say it is a nnueh more complicated situa-
tion. 1 don't want to interrupt his train of thought liere, becanse I
share hiz concern, but perhaps T should let you answer the question, .

Senator Mov~rman, May I'say, Mr, Chairmany T did not address
that question to him, becanse I think it isnot fair. Twas stating cearly
o judgment to which it would not be fair to gsh u reprasentative of
the Department to respond. ~ .

My Larmay, Senator, before you leave the subject, I must cross i
legnl sword, As much as we would like fo think that the fourth
amendment applies to the Soviet Union, I do not think the Constitn-
tion supports vou on that, That ameudment, of course, is & restramt
on the T8, Government, . e - -

Senator Movninax. I recognize that fourlh amendment rights are
only American-given. Tl e '

94 628G T B §
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Mr. Larmam, Yes :

Senator Moxniman. And you are quite correct in saying that the
fourth amendment applies to the American Government, but you
would agree, would you not, that the Bill of Rights establishes a pre-
sumption of what is legal and what is not legai? If you remember the
constitutional history of those who oppesed the Bill of Rights on the
grounds that to list what Government could not do would be to sug-
gest that what was not listed the Government conld do, and in the
end T think & legally illogical but prudential decision was made to
say, let’s list these things anyway. You cannot invade privacy, you
cannot do thus and such, All right, : :

T do not say that the Soviet Unien is violating our fourth arend-
ment rights. T say they are violating the statutes of the State of New
York. I say they are treating Americans, they are treating our citi-
zens the way they treat their citizens, and I say fo hell with that, T
think it is time we stood up and told them, stop it, and it is the spec-
tacle of the American Government letting the rights of its people be
trampled on for fear of incurring the displeasure of the most savage
totalitarian government in the history of the 20th century, in the his-
tory of mankind, that ought to strile fear into our hearts.

Are we so frightened of the disapproval of the Soviet Union that
wo will not even protect the rights of American citizens on our own
so0il ¥ The avoidance of the reality, the fear of revelation, the dismissal
by the Administration, saying, well, we have protected the Pentagon
and the White House, so what 1s left to be done-1 don’t want to press
the point, Mr. Chairman. T have already spoken longer than my infen-
tion, T know the Chairman is eoncerned about this. There is not a
member of this committec whose concern about transgression by our
Government does not extend fo transgressions by other governments
as well T think it is important that thig legislation will in fact require
the Department of Defense to be open about things that previously
they may not have heen open about or they may not bave known about.

T think thst is an important provision and yet another reason to
support this legislation, which I do, of course, acknowledge as yours,
and not only the most recent service you have done this-Republic,
Mr. Chairman. ' ' )

Senator Baym. If you had just started there, T wonld have been &
lot happier. [General Jaughter.]

T want to say to my colleague, and I have talked to him personally,
that we were all concerned and perhaps frightened when we learned
what was happening. This committee was informed some time ago
abont this. Tt has been going on quite some time before we were, and
T think to make certain that we convey perhaps g Iittle greater sensi-
tivity on the part of the administration than could be gathered from
the dialog so far

Senator Moyxiuay. Diatribe so far, Mr. Chairman.

Senator Bavir. Noy dinlog, dialog. You are not going fo catch me
on that one. [General laughter.] I think it is fair {o say, is it not, gentle-
men and Ms, Siemer, that the administration is really geared up, try-
ing to resolve the problem, and that they are trying to use various
techniques to secure a lot more than the White Flouse and the Penta-
gon. We are very close to the old adage of, he who lives in glass
Liouses theory, as far as how we address ourselyes to this problem. 1
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may have said too much to have said that, but the rest of it perhaps
should be dealt with in closed scssion.

Is there anything further, Senator?

Senator Moywimax. I don't want to cut this off, but I think we are
very close—at least T think what T said is very close to us far as I
onght to go. Somebody else may eare to go further,

Senator Bava. Senaier Huthaway?

Senator Hatuaway. Mr. Chairman, thank you very much. T had one
question that I wanted to ask Mr. Saunders in particular, but anybody
else could comment on it. I am concerned about the basis for a tap
where it is deemed essential to the successful conduct of the foreign
affairs of the United Stutes. That scems to me to be falrly broad, and
particaiarly heinous when you are applying it to friendly nations, for
cxample, Canada. I suppose if an airline pilot for Canadian Airiines,
whiclt is owned by and run by the country, by Canada, is in the United
States, lic could be subject to such & tap on the grounds that he has
some information that is deemed essentizl to the successful conduct of
the forcign affairg of the United States,

I am even concerned sbout it when you are talking about that same
individaal being an sgent of a foreign power if the foreign power is
the Soviet Unjon, beeause it seems to be a very broad basis. T wonder
if you can justify it ¥ ' o :

Mr, Sauxprrs, Well, before you came in we had & discussion about
the way the word “‘essential’ can be interprefed or has to be interpreted,
Certainly one of the aspects, going to your first ease, one of the aspects
that one fivst takes into account in dealing with the proposal to surveil
a particular target is the question of the relationship which the United
States has with the nation under consideration at that point.

Certainly we are very aware of the fact that there are some nations
who are close o us and who shonld not be dealt with in that way,
That just goes without saying. The sensitivity question s uppermost
in our minds. :

Senator Harsaway, Yes; but you are still not precluded under the
law: Even thongh you as an individnal think you shouldn't tap some
Ca-ria-dian, your-successor or somebody clse might think, “Well, we
ought to.”

Mr, SavNpers. That might be true, but I would suspect that the
canons that govern how you conduct your relationships go well
beyond the tenure of one particular individugl, when the relationship
1s so large and so important that it would dictate thie same kinds of
Eons_iéiemt-ions in the obvious cases to one person as to another. Whas

sal

Senator Harriaway, What you said is, ag a practical matter, you
would not do it. Is that what you are saying?

Mr. Savxpers. That is right.

Senator Hatmawasy, Of course, we have the Micronesian situation,
where it was actnally done, and I think prior to that you wouid have
said you would not do it there.

Mr. Ssuxperg. Well, the State Department did take a position
against it. .

Senator Haruaway. But somebody in the United States Govern-.
ment did it.
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*Mr. Satnpers. I think what yon are doing with the passage of this
law and with the increased consciousness both here in the Congress and
in the Execntive branch that is developed by there being such & law
sug%est.s that some cases which should not have happeneﬁ in the past
would not happen in the fuiure beeause they will be the subject of
much more intensive review than wag the case in the past. The pro-
cedures are more airtight now than they were before, I hope.

Sex}zator Harmaway., The procedures within the Depariment, you.
mean? .

Mr. Savnpsrs. Within the Executive branch. T was thinking of the
intelligence community at large.

Senator Farmaway. Well, would you have any objection if we sim-
ply eliminated all friendly countries, for example, or even listed the
countries that you say you should be able to tap for this purpose?

Mr, Savnoers. I think one getsto the old problem here that it is
very difficult to write every case into law, and I think all of us recog-
nize that the President and the Secretary of State need a certain
amount of flexibility in the conduct of & program like this. The ques:
tion is whether or not the Congress is in a. position through the
knowledge it has to exercise on behalf of the people the appropriate
oversi%ht. “‘Writing a list into Jaw, it scems to me, is unduly restric-
tive, It seems to me that the purpose of doing that can be ac-
complished in other ways through review procedures in which you
participate. ' -

Senator Hareaway, But it seems we have an interest, not only in
proteciing, as Senator Moynihan and others have said, the rights of
Amérieans from being tapped, but certainly the rights of those who
are visiting this Nation, particularly from friendly foreign:coun:
tries, to feel free that they can make telephone calls and not be
overheard. | ' o " ' g ' '

Mr. Saunpers. I think the State Department,.in. general terms, i§
the organization in the executive branch that is most deeply aware
of the damage that is done when something improper.is done in the
context of a relationship with another country. And we weigh very
carefully every time any intelligence operation comes up, the gaing
from that proposed operation and the risks from its disclosure, and
this is the essence of the judgment that we’re called on to make,

Ms, SmemEr. Senator,could I add to'that; it seems to.me that your
airline pilet from a friendly nation is covered and does have substan-
tial protection under this bill, because this is the type of surveiliance
that the Secretary of State could not cerfify withont stating in his
certification the basis for his conclusion that the information songht
is foreign intelligence inforrition, He must not only state his eon-
clusion that it is, but state the basis, in detail, for his conclusion, and
it seems to me that with respect to any friendly power, that basis
will be very diffcult to state, indeed, if it is not a very speecial situa-
tion, And the Socretary of State is limited by this bill, and that limi-
tation is effective. ' ' o
- Seénator Hataaway. Well, would you have any objection if we sim-
cessful conduct of the foreign affairs of the United Stales with respect
to Canada, I suppose, would ihclude all the information that we conld
get about how they feel about the line that we’re trying to draw for
the fishing limit, Wouldn't that be correct? And there could be, you
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know, numerous Canadians that come to this country who might have
some information in that regard. _ N

Ms. Smamrr. Well, T think the purpose, Senator, of including the
word “necessary” or “cssentisl” is, as Mr. Saunders says, to set not
an impossible lovel or task with respect to that, but indeed—but 1n
net, a fairly strict standard,

Mr, Tarman. Senntor, if vou're talking about a person, a foreign
visitor, somebody who comes to this country and has informution of
the type you just described, as I wnderstand the bill, any request
for surveillance would have to meet the standard of showing that
he was involved in clandestine intelligence aclivities.

Senntor Harusway, No.

Mr Lapuad. 1 believe so, sir, at leust, that's my nnderstanding of
this bill, ;

Senator Marmaway. Not an employee or an officer of a foreign
power,

Mr. Larmas. You are talking move generally about—

Serator Harmaway, No: 1 am just talking about an officer of &
foreign power, and all you would have to show is that the individnal
hns mformation deemed essential to the successful conduct of foreign
affairs. That secms to be w very broad standard.

Mr. Laruan. § had not understood your question in the context of
employment or the official relntionship of that person with his govern-
ment, : -

Senator Flarmaway, Well, now that you nnderstand it, how do you
{eel about it? .

My, Larnan. I tend to sce the standard “deemed ossential” as not a
loose one, but rather a very tight one. Somebody is going 1o have fo
imitiate sincere judgment.

Senalor Harmaway. How do you tell what is essential fo the success-
ful couduct of foreign affairs and what is not essential? Can you give
me examples onit, or ean any of you?

Mr. Larna T am going to defer to the State Department witnesses
on that one, sir, o :

Senator Harsaway. Go back o the fishing example, where at the
present time they arve trying to negotiate somp agreement as fo what
the fishing rights will be. 3o I suppose any information hat any
Canadian had in thai regard would be essential to us.

My, Haxsera. T dor’t think yon would regard that as egsential to
tho suecessful conduct of the foreign affairs of the United States, but
Senator, T would make another—or two other vomments “really”
with vespeet to this. A standard that speaks in terms of identifying
friendly or sllicd countries and nationals of those countries or agents
of those countries produces or would produce sdministrative problems
that yon want to think through at great length before you would decide
how you could write an exception.

There are specinl eirewmnstances. You know, there are Canadian
terrorists, tos, :

Senator Harmawaz, I am not talking about terrorism or sbout that
part of the Lill, That is fine, That is something that jeopardizes the
rational security. Bud here you mre talking nbont something very
broad, the conduct of our foreign affairs which could nclude just
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about everything conceivable that relates fo our relationship with any
country in the world.

Mr. Sauxpers. I think in the definition of the word “essential” you
would be leoking to a kind of material that would add & real margin
to your knowledge, an additional dimension to your knowledge that
wounld be so important that it would clarify or alter your percepiion
of the problem, and just o cite your example, which is hypothetical,
you have the Canadian fisheries, I cannot conceive of an open negotia-
tion like that where the positions would not be so well-known that
there is anything that could really be added.

Senator HaTmaway. Unless you take the Canadian negotiator at
GATT. He happens o be in this country, and we are concerned
about the tariff on potatoes. He may have in his mind what he is go-
ing to bargain for and what he is going to settle for. Wouldn’t it be
important for us to know just what he is going to put on the table, as
to what the tariff ought to be and what he will really take as the bottom
line? If he is making a telephone call for that purpose, I think it
would be essential for the conduct of our foreign affairs to know that.

Mz, Savxvpers. I would suspect that given the kind of exchanges
between governments like that, that you wounld be pretty well able to
guess what that position might be, and therefore you would judge
that the margin that could be added by that kind of operation would
not be worth it .
~ Benator Harmaway. I would doubt very much, knowing what our
Gwn negotiators do, that we would know just what they had in mind
or what they actually would take, without getiing information
through & wiretap or opesning a letter or something like that. They
certainly don’t pi that ont on the table. Otherwise, they wouldn®
be very good negotiators. So, all T am really getting at is that T think
this is way too broad, and I would appreciate it if you would come
up with some narrower definition, because I would be In & position
right now if we ware in mark-up just to move to strike it altogether.

Mr. Hansern, You are talking, Senator, about the last two lines,
iines 24 and 25 on page 25. Ig that correct?

Senator Harmaway, That is correct.

Mr. Hawnsgrn, Why don’t we give some thought to that and see
what we would recommend te you !

Senator Harmaway, Good. Thank youn, very much.

Senator Bayer. Let me ask you to explore a related srea. The ques-
tions directed by the Senator from Maine in that section of the bill
dealt with targeted individuals, where certification has to be made. I
am concerned about the fact that although I might accept that stand-
ard there, deemed essential, we might differ as fo whether that is
restrictive or not. Certainly it is more restrictive than related fo. vet
in the minimization procedures on page 8, where we tajk about infor-
mation that is picked np accidentially, in this area of foreign policy,
we are talking ahout American citizens here, of course, and we do not
even use the word “essential® We nse the words. “relates to.”

Now, shouldn’t we use the same standard, or would it eanse yon prob-
lerss i we did ¢ T don’t want to put words in the mouth of my colleague
from Maine, but if he iz apprehensive abont “essential” he has got to
be frightened about “relates to.”
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Mr. Laeman. Senator, I will take a stab at it. There is, us I read the
bill, an additional protection in the minimization procedures section
requiring that where the iuformation about a U.8. person has to do
only with the successful conduct of foreign affairs, thal information
cannot be maintained in & way such that it is retrievable by that per-
son’s name, so that there is that additions] safegunrd against any
possible nse of the information in the bill.

Additionally, as & reason to distinguish the one situation, the target-
ing sitnation, from the use and dissemination situation, in the one case
you are talking about protected fourth smendment rights. You are
going to seek to acquire communications of that person, In the other
case you have incidentally acquired some information about such a per-
son 11 the cowsse of conducting a sarveillance directed against some
other target, and for constitutional reasons I think the vessons for
protection in the second case gre less than in the first. )

Senator Bays. That might be a good legal argument. It hardly dif-
ferentiates between damage thut can be caused to an individual and the
test we ought to apply before we risk that damage. Now, if we arxe go-
ing to get into the whole foreign policy arca, which is & very nebnlons
aren, as we know, we have really never done this legally at all, and it
Is & big step, It scems to me If we are going to risk exposing American
citizens in this very nebulous area, hard to define, that we ought to
have a high standard. If we are talling about “relates 16V protecting
the United States against actnal ar potential attack or other hostile
acts of o forelgn power, maybe “relates to” is good enough. Or if it is
profoction against terrorism, maybe “relates to® is good enough there.
Or protection against sabotage by foreign power or an agent, and pro-
tection against clandestine intelligence activity by an intelligonce sorv-
ice of a forcign power, maybe “relates to” is all right there, because
you have u pretty good ldeq of what the definition is. We are talking
about & crime there, really, but if we ave talking abant foreign policy,
that is o sort of a fishing net out here. -

Besides, T think if yon will read carefully, you will find out that
what vou said is true, but it is true only to information pathered from
a person who is a party fo the conversation. Senator Huthaway has
breakfast at Blair Honse with the Ambassador or the Prime Minister
of Israel or Saudi Arabin, and afterwards he calls—Go ghead.

Mr. Larnas. Go ahead, sir. T am sorry.

Senator Bayr, That is all right. Mr. Baron might have the answer,
I don’t Jmow. Maybe vou both had better listen to the question and
then have vour collogny.

Senator Hathaway talks to some of his constituents. T don't know
how many von have in Maine,

Senator [Tarraway, Three,

[General laughter.,}

Senator Bava. You talked to the three of them, the Jewish citizens.
On the other hand, yon may buve more than three. You talk to them,
ind yon relate the conversations vou had, and then yon call Simeha
Dinitz down at the Tsraeli embassy. Yon conld have a conversation
with some Arabs and then call Simeha Dinitz.
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" The minimization procedures that you related to on the top of page
9 and the bottom of page § would protect Senator Hathaway if he is'a’
party to that conversation. The way I read that bill, it would not pro-
tect him if Dinitz picks up the wire and calls somebody else, picks up
the phone and calis somagody else. Hathaway is not a party to that
conversation, but Dinitz is relating a conversation that he had. I would
assume if Senator Hathaway or Senator Bayh or somebody else is sold
on g, position and is about to cireulate it to a colleague, or to go to the
President and urge him to do X, Y, and Z, the President or the Secre-
tary of State might think that that is important but maybe not, essen-
tigl._ They might even think it is essential to the conduct of our foreign
aflairs,
- Now, why don’t we put “essential” in there instead of “relates to” if
we.are going to talk about American citizens? )

Mr. Lapriane. I think we have a misunderstanding about what the
bill says on that poeint, Senator, and I need to consult further to clarify
my own view, but I understood it to mean that in the situation in
which Senator Hathaway might be mentioned in a conversation to
which he was not a party that was overheard pursuant to this bill, his
name would receive that additional protection which is specified at the
top of page 9, namely, his name could not be maintained in a way to
make the information retrievable, ‘
© Senator Bavs. Tt says right here, if I might quote, “A United States
person without his consent who was a party to the communication.”
What i he’s not & party to the communication, which is the second hy-
pothetical that T raised.

Mr. Larrrasm. Where are you reading, sir? ‘

Senator Bavm. The bottom of page 8, the Tast three words, the first
four words on the top of page 9, “who was a party o a
communication.”

Mr. Larsam. T may have to regroup on that and amend my view.

Senator Baym, Well, we don’t need to have the angwer right now,
but T think those of us who have been working with this legislation
are concerned about thaf, and T think what we have here is a different
standard if someone is & party to the conversation than we have if
someone i8 not a party to the conversation. The information could be
the same whether it i3 out of my lips or somebody in a hearsay sito-
ation, it could be just as important to the eonduct of foreign affairs,
and just as damaging to the individual if it were disclosed.

So I find it difficult to understand why we require essential as far
ag its impact on foreign affairs in one area and nof another. You
might run that through channels and study it and get back to us if
you would.

Mr. Lapmase, Yes, sir,

Senator Bavm. Any other questions?
 Senator Hathaway? '

Fhank you wery much. We'll look forward to having a chance to
try to consummate this,
Admiral ? )

Admiral Inman, Senator Bayh, may I add one brief statement.
This is my first appearance before the committee, I'm delighted to he
here, I Jook forward to working closely with the committee and s

“stafl, T'm somewhat concerned from' a couple of ‘questions and from



85

some press ireatment yesterday. Let there be no doubt from my exam-
ination of my predecessor’s stewardship on relieving him on the hth
of July, there are no U.8. citizens now targeted by NSA in the _{_Tmied
States or abroad, none. And the procedures in place from the Attorney
General are as stringent, as strict and as well eomplied with in pro-
tecting the inadverient as it conceivably eonld occur, _

And 1 look forward in esecutive séssion in exploring that with as
much detail as the committee might ever want to do, _

Senator Bavm., Yes, well, I stayed until close to the end but then
had to go to another mission, so 1 don’t know what happened after-
wards. T don't recall myself or anybody else inferring that American
citizens were being targeted by NSA, but if that came out in the news,
I am glad you set the record straight. _

An%i Admiral, we will look forward to working with you, sir,

Senator Hatsaway. Mr. Chairman, may I make a comment before
we leave?

There is & story that many in the audience might have heard sbout,
When Robert Benchley was in college, he didn’s study very hard, and
he came into a Government cxamination not having studied too hard,
and the first question was to explain the North Atlantic Fisheries
Treaty of some year, and not knowing anything about it he said,
“Well, I think I’J explain it from the point of view of the fish.”

I think that one of the shortcomings of this entire bill is that 1t
should have been drafted from the point of view of the person who
is being tapped, and if that had been done I think we would have
come up with g much better bill,

And those who arc here and those who tesiified earlier should re-
view it again with that in mind, because what we are really trying to
do is safeguard the individnal, particularly the American citizen, and
aven agents of foreign powers to a certain extent,

Senator Baym Well, I just want to say as somebody who has been
very intimately involved in this, I thought the major thrust of thig
legislation was designed to do what the Senator from Maine thinks
we should do, and I share a very common concern about individuals,
We have a rather difficult line to walk here, on one side of which we
have = responsibilily to protect the rights of American citizens as in-
dividuals, and also to protect them collectively as & nation, And it is
a test that I think we can pass, but as we are trying to deal with the
nnances and the sophisticated mechanisms in which those of you who
have been kind to be with us this morning are cairying out your
charge, we have an equai if not greater responsibility to see that you
use those fools and discharge your responsibilify in such a way that
it doesn’t infringe on those who you are protecting collectively,

And I just want to say, as one persen who has been invelved in this,
we, some of us, have been very sensitive to that.

The Senator from Maine is one who is a leader in this and I appre-
ciste his partienlar concern, I'm glad he’s on the committee, frankly,
. Do you have any disavewals or any savings clauses you want to slip
in hefore we go into executive session the next time?

If not, 1f you would pursue some of these things we have discussed
and he ready to go at it again, we would appreciate it very much,

{Whereupon, at 12:12 p.m., the subcommittce recessed subject to
the call of the Chair.]
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Washington, 1).€.

‘Fhe committee met, pursuant to notice, at 10:22 am., in room G328,
Dirksen Senate Office Building, Senator Bireli Bayh (chairman of
the connnittee} presiding.

Present: Senators Bayh {(presiding), Huddleston, Case, and Lugar,

Also present: William G, Miller, staff dxrector; Aundrey Hatry,
<lerk of the commitiee.

The Crarsyan, The commiites will coine to order. Members of
the committee, distinguished witnesses, lel me just take a fow minutes
1o put in perspective where we ure, by looking at whure we have been,
56 wa will know we are going.

We resume, today, the llealmtrq on 8, 1866, the Foreign Inteliigence
Shattuck and Mr. Jervy Berman, of the Ameriean Civil Liberties
November 15 last year, und referred to this committee, Our hearings on
this bill began Iast July with testimony from administration officials.
We poctp{mef} testimony frem expert wibnesses and representatives
of interested gronps so they could address the bill as amended by the
Judiciary Comumnittec,

We have fwo panels this morning. The first includes My, John
Shattnek and My, Jerry Berman, of the American. Civil Liberties
Union, and Dr. Merton Halperin, of the Center for National Security
Studics. The sceend paned will inclnde Mr, Steven Rosenfeld, of the
Associntion of the Bar of the City of New Yorl, and Mr. David Wat-
ters, of the Ameriean Privacy Foundation, and in absentia, Dr. Chris-
topher Pyle, of Mount Holyoke College, who is at this time some-
where in & snowdrift i Massachusetts, We will all look forward to
having Dr. Pyle's prepared statement subanitted . in the record,

[The prepared statement of Dr. Christopher H. Pyle follo“ﬁ']

PrEPARER STATEMRENT or Pror. Curistornes IL Pyie, MounTt FIOLTORE (OLLEGE

My, Chairman: T am pleased to have the opportunity to festify today., Tho
subhjeet of these hearings has long heen of interest to me, as a {eacher of con-
stitntional iaw, s a consnltant to Senator Ereein's Snbeommitte on Constitn-
tional Tights, :mti %Lnator Chureh’s Intelligence Committes, and 45 & capiain in
Armuy Intelligence.

I way first confronted with the problem fiat faces thiz Committee fen renrs
aga when, as an officer on the faenlty of the Army Tntelligence Sehool T had
ocension to take a book down from my ‘offtce shelf. Toside the cover wis the fadod
imprint of a4 rubber stamp, whigh read :

“Ihis publication is melnded in the counterinieliigence corps schond i
brary {or resentel pnrposes oniv. Ifs presence on the library shelf dnes not
inctigitte that the views expressed in the pnbliention represent the policies or
opinians of the ConnterIntelligence Corps er the military establishment”

The book was the Constltufion of the United States,

{87}
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Ovey the years, I have reflected on the significance, and the symbolism, of that
discirimer. The men wlho stamped it there did rot intend to disassociate them-
selves from the Constituiion they had swora te uphoid; they had no sirong feel-
ings about the Constiiution ene way or the cther, They simply respended-—in an
essentially mindless way-—to pressures placed upon them by an outspoken Mem-
ber of Congress who, in his zeal to ferret out Cominunism, sent his staff ouk 4o
purge military Hbraries of “subversive’” writings, . -

Today, of course, the situafion is different, Congress 15 pressing the Executive
branch fo erase those disclaimers and ¥, for one, am ging of it, Yet I fear that
Congress may achleve little more than cosmetic reform-—new rabber stamps.
prociziming fealty {o the Constitution in place of the old ones disclaiming it—
while the same, eszentially mindiess behavlor continues,

The gist of what T have to say today is that despite all of the offort that has
gone into thig bill, it may ackleve little more than cosmetic reform. Indeed, it
couid be worse. It ¢ould turn intc a “backdoor charter” asthorizing many of
the gurvelliance excesses Congress hag so recently deplored,

PEEUDO- WARRANTE

The most disturbing aspect of the bill to me iz ity disregard for Fourih Amend-
ment principles. The biil purports to extend traditlenal warrani procedures to
foreign Inteiligence taps, hugs, and microwave intercepts, bui, in fact, it does no
such thing, Rather, if invents two new “pseudo-warrants,” unlike anything the
American judicial system has ever sean.

Probabie cause to believe fhat a crime has been, is being, or {8 about {0 be
committed is the sine que won of 4 judicial search warrani, The Bupreme Court
hag copslstently condemnped searches and seizures made swithout g search war
ranf, subject only te & few “jealousiy aad carefully drawn” exceptions. E.z.
Hehneckloth v, Bugtamonte, 432 TU.B, 218, 219 {1978) (dictum); Coclidge v. Now
Hampshire, 403 U.8, 443, 454455, 478-482 (1971} Vale v, Louisigne, 360 (L8
30, 34-35 (1970) Chimel v. California, 305 TR 782, 762 (19693 ; Maencusi v.
I(Jegﬁéorte, 302 U.8. 8064 (1968); Kalz v. United States, 389 1.8, 347, 2306-567

1867,

The enly oceasion on which g judge may izsve & search warrant in the absence
of probable cause is when # person refuses to comply with a reasenable inspection
raquest by a publie health, housing or fire inspector. B.g. Camare v. Municipal
Cowrt, 88T T8, 823 (1967) and See v. Seatfle, 387 LB, B4l £3967). In these
instances direct advance nolice fo the subject of the search mifigafes the In-
vasion of privaey.}

Moreover, the Conrt orders reguired in Camere are really nof search warrants
ot ali, but “certificates of need” legifimizing inspections and lending the con-
¢empt powers of judges fo inspeetors to hasten their eniry. The fact that the
Court hag mislabelied these orders is no reason for Congress now to compound
the erpor. Let there be no mistake about if: fhe “certificates of need” proposed
in this Bili eannof be eslled warrants without doing irreparable harm to the
200.year-old definitlon of a search warranis, Eudick v, Carringion, 2, Wils: KB,
291 (1785), Leach v. Three of the Hing's Messengers, 19 How. 8t Tri 1001,
1027 {1765) 5 oral argument of James Otis, Jr., in Pelition of Lechmere {the
Writs of Assistance Case}. 2 Legal Papers of John Adams 1389-144 {Wroth &
Zobel ed., 1965), and T.S. Constitntion, Amendment IV. It thig Commiitee does
nothing else o Tevise thiy bill, if should at least practice fruth-in-labelling and
replace the ferm “warrant” wherever it appesrs with the more acenrafe term
Hepriificate of need.” Then ne one can acceuse Congress of perpetrating a hoax
on the American people and the departure from Fourth Amendment standards
wiii be plaln for ail {0 see.

One need not imagine how the certificates wiil be worded if the bili passes.
Jorn Mitcheil’'s affidavit explalalng the need for warrantiess taps against the
Jewish Defense League provides a perfect example:

+ A geporaiized form of notice lkewise mitizates warraniiess searches of perzons and
chijecty entering the Unlted States, of places llcensed to seil firearrns and liquor, nnd of
vehiclog for llcenss repistration. and safety checks, E.g.. Atmelda Savcher ¥. Unifed Stotes.
418 1.9 266 {3978} United States v, Biswell, 408 U8, 311 (1_9?2}: Harrig v, U?ziterj
Htater, 290 T5L8. 234 {1988}, as inferpreted by Cady v. Dombreski, 413 U8, 488, 444445
(1973). Notice, both genaral and direct is zlso present where warrantless welfare Inspes
‘tiong are aiiowed., Wian v. Jemes, 400 (L8, 309 {31971).
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‘The surveillance of this telephone instailation was authorized by the Presi-
deuf of the Uuniled States acting through the Attorney General, in the exer-
cige of his authority relating to the nation's foreign affairs and was deemed
essential to protect this nation and iis citizens sagainst hostile acts of &
foreign power ond to obtaln intelligence information deemed essenfial to
the security of the Unifed States.
Quoted in Foreign Iotellizence Surveillance Act of 1976, 8. Rep. Neo. 541035,
G4tk Cong, 2d Sess. (1976} ot 136, C
In short, nnyone who belleves that the certification procedures in this bhili
wiil protect liberty must believe thai we will never again huve an Atforney Gen-
eral ke Drisoner No, 24173157, : :

BREADING THE FOUBTH AMENDMERT

I know of only one way to bring non probable canse search warrants under
the Fourth Amendment, und thuat is fo read the two c¢lauses of that Amend.
ment separately, as Professor Telford Tayior onee proposed. Tarlor, Tiwoe Studics
i Constitutional Interpretation of ¥9-93 {1669}, By reading the second clause
prescribing warrants as appliying £o searches for tangible thlngs only, it is pos
sible to freat wiretap warrants as.if they were not warravls at ail, but mere
“surveillance orders” subjoet only to tbe reasonablcness reguircment of the
Amendment's first clause, Thus, like searches incident to lawful arrests, and
street corner frisks for weapons, wireiapping and bugging could be authorived
on less thab probable cause. .

Whatever the merifs of this idea migh! have heen, say, in the wake of United
States v. Rabinowifz, 339 V.S 58 (1850), time has passed it by, Durlng the
past lweniy years, the Supremme Court has increasingly rcag the fwoe clznses
together where plenned searches are concerned.” In Silvcrman v, United Staics,
265 U8 BO5 (1061}, the Court held that the taking of information by an elec
tronie bup consfifuted g search apd seizure within the meabing of the Fourth
Amendment and s warrant clause. In Katz v. Unilted States, 380 U.B. 347
{1967}, the Court declared thaf the mere existence of probable cause was not
euagh to jnstify the hug; o farmal warrant had to be obtuined, The Radinoicifs
theory granting independent poieney of the reascnableness clause wnhs specl
fically rejected in Chimel v, California, 395 {I.8. 752 (1889}, and in Unifed
Ntetcs v, U8 Districe Cowrf, the Court took pains fo emphasize that “the
definition of '‘reasonableness turns, at least in part, on the more specific eom-
mwaods of the warrgnd elause,” 407 108,287, 315 {(1872).° Congress ecommifted
itseif fo the snme principle by passing title I of the Ompibns. Crime Control
und Hafe Streets Act of 1568, See 18 U.8.C. See. 2518, apd 8, Rep. No. 1097, 80th
Cong., 2d Sess. {1968} ai 94.

.. A KATIONAL BECURITY EXCEVTION TO THE FOURTE AMENIMENIS

Today Congress is faced with {he guestion, net resolved i Hafz Keith, or
Title TiT, of whether elecironic snrveillance to colicef fareign inteliigence and
nationnl gecurity information is constitutionally distinguishable from electranic
surveiliance to gather evidence of 2 erime.

. The Nixon adminisiration elaimed that the president’s prerogatives as com-
munder-in-chief and as the principal officer In {hie conduct of foreign affairs gave
him absoiute giseretion to employ cloctronie surveillance to collect both donestic
and foreign intelligonce. Nixon's Justice Department insisted thut neither the
I*onrth Amendment nor Congress contd restrain him In the use of “his" surveil
lanee forves. Govis Answer of Def’'s Motinn for Disclosnre of Electronie Sor.
veillance, United Slates v. Dellinger, Mo, 88 Cr, 180 (N.D. I}, Feb. 20, 1670},

A ¢hilling recerd of intelligence abuses persuaded the Ford administration to
cense cliiming immunity from legisiation ever xs it sought to persunde Con-
grexs thut it must pive statufors reeognition to the idea of inherent Presidentinl
powers. Attorney General Levl insisted that a national seeurity wirctapping law

*Of eonrse, the Conrt sH1 reads the clauses sepavately where searches aesociated with
arrest and rouline inspections aTe concermed, [nited: Stotes v, Weisen, 423 T8, 411
(1998) + Finited Rates v Martiner Fuertes, 422 U5, 543 {10768). .

3 Rahinamite retains full eitality only in the arten of senTohes inaldent to valtd arrests,
Yiarited States v Walganm, 483 ILE. 431 (1976}, Where health, safety, and roving 1.>9r<1a:=r
inspections nre condacted, Varea warrants” may be reqnired, C_mjirz.m ¥, Municipal Court,
38T 1.5, 528 (1068T); Abmelde-Sanchez v, Linited Stotes, 413 U.5. 266 {1873} :
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cemld be drafted without reference to the Fourth Amendmeni because a "un-
tioual security exception” fo the Fourth Amendment bad sirveady been estab
Hshed Dy fhe lower couris. Heariogs Before the Seleet Comumittee to 3tudy
Governmental Organization With Respect to Intfeiligence Activities, Ydth Cong.,
1st Bess. (1975), Vol 5 at 81-82 (hereinafter the Chureh Committee Hearlngs).

To its credit, the Carter administration has dvopped Levi's demands for
tegislation acknowledging inhereat surveillance powers. However, the new add
ministration does Imaintain that 2 national security exeception to the Fonrth
Amendment exists, and thereby asserts that Congress may write thig bill on a
clean slate. Foreign Intetligence Surveiliemce Act of 1977 Hearings Betore
the Subeommittee on Cruminal Laws and Procedures. Committee on the Judl-
¢iary, 1.8, Senate, 95th Cong,, Ist Sess, {1977), p. 26.

in wy oploion, Congress eanuot write this blll on & clgan glate, free from the
Himitations of the Fourth Amendwuent. Fo do so would be fo adopt the dangerous
asswmpiion that where pational security and foreiyu inteiligance are coneeried,
the fundamental principles of limited government, guaranteed libevties, nud
chéehs and balances do not apply. . : - :

Nothing in the text of the ¥ourih Amendment, the history which gave rise
to its adoption, or the generzl prizciples whick lave evolved since, supports
suell o view. 'Fhe fundamental pringiple, to which ali nine justices agreed in
Abel v, United States, 362 L8 217 (1960}, is that.the Fourth Apmudment's
protection exfends to all pecpie within the United States—even alieged spies
who enfor the conutry iliegaily. B . ) I '

To my hnowledge, only one Hupreme Court Jusfice has ever -guggested thal
there wight be a national security exception to ibe Fourth Awmendment, That
wais Jiistice White whe, concurring separately in Hefe v. United Stafes, sald:
“Wa shonld not reguire the warrasnt procefure and the magisirate’s judgmeut
1# the President . . . or the Aftornéy General, hus cansidered the reguirvewients
of national security and anthorized electrofiic surveillance as reasonable” BEY
U.8, 847, 864 (I1967). In White’s view there'conld be an absalufe uatious] secw.
rity exception t¢ the cniire Fourth Amendment provided thut the Presidents
‘or the Abfarney Geueral persenally decides that the surveiliance way reasonabie.

The Bupreme Court refused fo adopt White's position in United Siefcs v.
1.8 Disirict Cowrt, despite urgiug from the Fustice Departwent. Gov'ts Brief’
at 11, Ou the eontrary, Justice Powell’s opinien for the majority held that both
clanses of the Fourfh Awendment, with their attendant Indieial supervisisu,.
appiy to nationul security taps and bugs Having suid ithis Powell went on to-
{mply that the Conrt might e willing to accept Congressional iegisintion that
previded for & “reasonable” system ef judicial warrants hesed on less thon
prosable cruse, 407 U.8. 297 (1972) {popularly known as the Keith BLETER
© In United Stateg v. Rutenkn, the Third Cireuit Couvrt of Appeals ignored the
holding in Keith sad judicially deereed a national security axceplion to the
warrant clause. 494 F. 2@ 593 {3rd Cir. 1974}, corl. denied. snb non Tvanoen v,
1.8, 4310 1.8, 881 {1974}, However, that court did not Beld that judiclal review:
nuder the reasenableness clause was not regnired. Rather, it plously declared!
"T'he opportunity for post search reviews represents an hmporfant safégunrd af’
Fourth Amendment rights and shonld defer abuses that might be caused by the:
necessary relaxation of the warraut requirement.” Id, at 606, .

The Supreme Court hag leen far weore concerned about "hindsight coloriug:
ihe evpiuation of the rensonabieness of a search or selpure” Unifed Stafrz v,
Martines Frerte, 428 U8 543, 565 (1978). As the Caurt observed in Beck v
Ohis, 879 1.8 80, 96 {1064}, omission of prior warmants by passes the aafe--
gnards provided by an objective predetermination of probable cansce and Elbe
stitutes instend the far Iess rellable procedure of an sfter-the-event inatification
for the . .. search, teo likely to be subtly infiuenced by the familiar short--
comings of hindsight!” The coustitutional reqnitemuent of priar jndietal review
was reemnhasized in United States v. U.8. Pistrict Court. 407 U5 207, 317-318
(1972). where the Supreme Court deciared: "The independent check npou exec.
ntive disereticn s not satisfed. * * * by ‘extremely Hmited post-survelllance
judicial review.! Indeed, post-surveillance review where intelligence survaillones:
i5 invelred would never reach the snvveillruces which failed te result in proseci-
tion.” Sep also Katz v. Fnuiled Niates, 389 T8 247, 358 (1867, and DUeited’
Rtates v. Wotgen, 493 D8, 411, 455436, n. 22 {1976} (Marshall J. dissentiug).
In lght of these clear statements of principle by the Suvreme Conrf, 7 find it
Aiffenlt to accord any precedential value fo the Third Clrewif's opialoar in:

. Buienko.
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Moresver, the Justice Department misreads Rufenko when it argues, as if did
before the Charch Conmitfes, that the decision may be jnterpreted as a brond
stotement of law, Church Committee Hearings, Vol 5 ut 81 The Butenko court
carefuily confined its Qecision to “the circumstunces of this cuge,t in which an
American and 4 Russian were cowvicted of espionage. So fimited, Butenhy ig
ng precedent for the sweeping power to collect economic aod political inteliigence
sought in this biil, :

In United States v. Brown, the other ease cited by Attormey General fevi,
the Fifth Circuit Court of Appeals did not dechire a nationu! security exception,
to the entire Fourth Awmendment, therchy obviating the need for any judicial
scruting, [bmerely reiterated it holding in United States v. Cley, 430 F. 2d 165,
1T0-170, rev'd on other groundy, 408 U.&, 681 (1071}, thal the President has 1
surveiliance power “over and above the Warrant Clinse of the Fourth Amends
ment.” * That power, 1t said, is based on “the President's constlrutional duty,
inthe fleld of foreign relations, and hiz inherent power to profect nationad
security in the context of forelgn nffairs.” 484 F, 24 418, 420.

Iz bis seminai lecture “Towards Neutrnl Principles of Constitutionai e, ™
Prof. Herbert Wechsler wrote: " {'I'}he main constitnent of fhe Judicial provess,
is precisely that it must be goenuiwely principled, resting with respect to every
step on analysis and ressons gnite transcending the immedinte result that is
achieved.” It must employ “criteria that cah be framed and tested s to excrcisa
for reason and not merely a5 an act of wilifulness or will.” Weehsler, Principles,
Politics, and Fundumentet Faw at 21, 16 (19681}, By Weehsiers stnndard, the
decigions in Browsn and Bufewke ure no more than naked esercises of Judicial
will. None of the cases cited in them supports the holding they proposed; nup
dloey either opinion examine the scope of the Fourth Amendment or offer my
explapstion of why wivetapping for foreign intelligence pnrposcs should not
reguive a warrant. '

Viewed togethur, Brown, Bulenko, and Keith indicate a judicind dizspogifinn o
aApprove f narrow cxception to the warrant einuse only. Bulenko aml RBrown
suggest thut all elements of the warront clause may be ignored where fareizn
intelligence or national seeurity taps and hugs are comcerncd. Justice Powoils
dieta in Keith is less expansive; it soggests merely that Cangress might con
stitntionglly tinker with some of the elements, such as probable cruse, set forth
in Title ITTL. 407 11, 8. at 3087

HOUBLE STANDARDS

Brown, Butenko, and Keith all calt for a constitutional donble standard. In
Brown, the court holds that “domestic secnrity” taps and bugs come under rhe
warrant clause but those seeking "foreign intelligence” do not In Butenkn, the
court ruled thut the snrveillance clearly would have been “iliegal” had the
sitbjocts of the warrantiess taps been “members of a domestic politien] arzaniza-,
tion.” but since they were suspected of the extrzordinnry crime of espionage,
thy wirrant clanse did nat apply, 494 F. 2¢ at 808, In Keith the propazed doable.
standard would distinguish between “the survelllance of ‘ordinacy crime,’ ™
which would be governed by the Fourth Amendinent. and “{tihe gathering ol
secnrily infelligence” and “domestic intefligence.” whiell wonid not. 407 1.8
ub 322 (10672}, Thus 6l three eases evidunce confusion as to the scope of the.
so-cilled “national security exception.” ' '

As a matter of mw power, I have ne Asubt that the courts could docres any
exceptions to the Fourth Amendinent they wish, What I do not understimi is
the canceptual basis for the distinctions they draw. Nor, frankly, do 1 nnder.

YOS v. Clow, ke RButanke, Wéli fhat postdudielsi review nnder the Foorth Amend-
ment's repsonahlencss einuse was still constitutionally required, 420 B 2% st 171

SMuch Tas heen mpde of the fact that the Cenrt fn Keifh reserved judzment In the.
auestinn of foreizn Intelligener taps and hugs. This reservation, and the denisix of sep-
tlarart in Buienke nod Frovan, are taken by some as avidence that tha Courd, i driven ta
iP.. Frant n far more sweeping excepiton to tire Fourth Amendment than $s advoentod in
this bill. Azalnat thia poitilent Indoment, it is worth contrasting the fenrs of. ot lenst ong.
Assistant Attorney Genered. In an interoffce memorandum to Attorney Generni Hichardson,
Robert G, Dixon wrote:

“Adbhengzi It is true that the Court aspectfiendly reserved the forelen inteliigenen IRzne,
at no polnr 414 it caluntesr sBv reasens why It might be willlng to make tiis distinction
when presented with a proper ense, To the contrary the reasoning in Keith sevms to notie-
ipare »nd roject the prenments fhe Tepertment is making af this fime in fhe Jower
courtn Warrantlear Wirctapping and Flecfronie Rureetiinnes, Tolnt iTearings iefora,
Suhcommitiee of the Commitiee an Judtcliry and Fareipn Reinlions, 1LS. Senate, #irg
Cong., 2d Sess. (1874} at 33, g :
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]

stand the bagis for the distinction which $. 1566 draws between nalional security
and foreign inieiligence survetilanee on the one band, and law ezz_forc_e‘ment_
surveillance on the other, ] ) T
Why should intelligence surveilinnce be treated differently flom law enforce-
ment surveillance? Both are egually intrusive. Both breach the same valiles
that the FPourth Amendment was desigsed to protect. Whut theory can justify
u finding that the Fourth Amendment bars wirrantiess searches for evidence
of the most heinous crimes, but does not bar such searches where economic 6I°
foreign policy information is songht? Can it truly be sald that each of the many
purposes {disciosed ang undisclosed} for which the intelligence ugencies seek
gurvelliance powers under this Bill is more compeiling, or even ag compelling)
as the need bo investigate felonies?® ' . ) )
. The government’s main argument in support of a constitutionsl distinction is
that where intelligence surveillance is concerned, its intentions are benign. Be-
cpnse itg intentions are benign, ihe probable canse standard may be ignored.
After twenty years of intelligeuce ahuses—IRY dirty trieks, CIA drag tests,
and White House “horrors’—it inkes nerve to make such 2 claim:, O perhaps It
is just naiveté: the kind of welhineaning naiveté that inipels each generstion
of official housecleaners to assure. Congress that their good intestlons gione
will cleanse the buremicracy of all evil and banish wrongdoing forever. o
. Aecerding to Attorney General Levi, good intentions on the part of his tran-
sient staff were sufficient to transforsm the Fourth Amendment from & staunelh’
Barrier against official Intrnsien into a shell of its formet seif, Whes the pur-
pose of a suryeillance Is to obtain evidence of & erime, Tovi told the Chureh’
Committee, the Fourth Amendment has lts greatest ciout, bui where the pur-
[0se is mainly to gather intelligence {and only “incidentally” to put eriminals
behing bars}, the Amendment nas littie vltality and can be easily overridden by
unsubstantiated assertions of a nationat secnrity need. (Hearings, Vol § o TRy
. We-inve come & long way from the “izalienable rights” of the common iaw
when an Attorney General as learned as Mr. Levi can make suell a claim,
Clenziy ours is an age of moral relativism, in which few rights are abselute 4 nd
“gompelling” astate interests may “override” individuai rights. But even if the
‘inrivacies of life” extolied by the Supreme Court \n Boyd v. Tnited States, 16
1.8, 616, 630 (1886}, are not as “gaered” as they once were, 1 would be wrong
to value them as lightly as Levi did. As Justice White obzerved in his opinion
for the Court in Camoerg v, Musdcipal Court, "1t is snrely anomalous to say that
the individdal is fully protected by the Téurth Amendment only when fle i
dividunl is suspected of criminal bebavior.” 387 U.8. 523, B30 {1067). )
. Vet €. 1568 devalues the Fonrth Amendment abont ag far as cue €ian go. At
the legislative level, the bili assigns minimnm welght {o the right to he let
alone ané maximnm welght $o nnsubstantiated claims of official need, At the In-
dicial level, the welghting of the scales 1s no different: minimnm weight to the
privaey maximum weight fo nnsubstantiated certificates of need .
Refore Congress strikes its final balance, 1 hope that it will accord greater
weight £o privacy and discount the government's unsubstantiated elaims with &
healthy dose of Madisonian skepticism. Moreover, 1 hope thpt this Committee
will 1ead the way by expressing willingness to sacrifice some governmental effl-
ciency, even in the nitional seeurity and foreign policy arenas, for the sake.
of Hherty. In £his arves, af least. it is time to drop onr Fery falth in the inherent
gaodness of government and refurn fo the Whig view that the worth of any
government, is to be measured by the degree fo which it accepts additicnal bar-
dens go that the people may be left alone. -

THE BORDEN OF PROOF

. On many issnes Congress may, ke the courts, properly defer to the expertise
of the executive, Thig deference may even £o 5o far as to shift the hurden of Jrer-
snasion to the opponents of ceriain gavernment-sponsored mensures. However,
where individnal liberties ate at stake, no deferance should be Indnlged, When, -
A% here, the agencies baecking the bill have been gullly of gross viclatlons of

¢ finited States v, Ehriichman adds il snother dowble standard fo the Hat Thore
tha District Contt held that the so-crlled national seentlty exeeption had bepn “enrefully
fomited to the issue of wiretapplng, & relatively non-intruslve search.” V6 F. Sunp. 29,
2% (DB 18743, Bt if the exception iy valid, why should it be jimitad te any one tech.
rlanet. The dlztinetion smacks of John Ehrlichman's argument hefore the Watspenie
committee—burglaries for ihe sake of nationsi securlty are eonstitntlonel ; mprders are not,
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liverty and law, they sbould bave {o overcome n presimption that their bill is
poconstitnfionsl. What Lord Acton wrote to Bishop Creighton should have specind
mesning 1o us teday: »1 cahnot aceept your canown that we gre to judge Pope sad
Biog unlike other wmen, with & favourable presemption thut they did o wroung.
if therc s any presumption it is the other wuy sguinst the Liolders of .power,
inereasing us the power inereases.” J. Acton, Bssayys on Freedom end Power 504
{H. Fincr ed, 19483,

1f Congress is rejuctant to go that far (out of courtesy to the men with the new
broous), then 1t shovld ut least place both the burden of coming forward and
the burden of persuision squarely ou the agencies.

THE IEOVOSFD NON-CERIMINAL STANDARD FOR ISSUING PSEUDRO-WAHRANTS

The mosf extraordinary aspect of the debate over this bill hus been the defer-
auce which Congress has given to the P8I's demwand for hroad powers to wiretup
und bugp persons unsuspected of criminul netivity, I tind this deference exirn-
ordinary becunse bothk the Secretury of Nefense snd the director of the Central
Inteiligence Ageney have admitted that their agencies o not need suchk powers.
Mearings on 8, 1566 Before the Subcommittee on Intelligence and the Rights of
Americans, Select Conmittee on Infelligence. U8, Senale, 95th Cong., ist Bess,
July 21, 19%7 {to be published} at — -, No oune seems to have asked the Admin-
igtration tq explain why the FREY needs these powers hut the CIA and military
inteiligenes do not. I would bave thought it would be the other way around:
that the foreign apd military intelligence sgencies would want the power io
collect positive intelligence and stem leaks, while the PRI, stifl recovering from
ity excessive Indulgence in dewestic intellicence work, would be content to return
{o Lhe truditional eriminnl standard of the Fourth Amendment.

Becond, the argnments advanced on behalf of (e non-criminal standard gre
30 weak as to seem contrived, Of the six hypothetical cases advanced by the
Justice Depurtiment, not one I8 drawn from tle real of positive intelligence.
Foreigpn Infelligeilee Swreeillonce At of 2837, Henrings Before the Sub.
comiiitee on Criminst Laws and Procedures, Committee on the Judichiry,
U8, Senate, O3th Conug., I8t Sess. (1077}, pp. 510, Yet, as 1 shall explain laler
in this statement, the ehief beneficiuries of this Bill would not be the spy chusers.
but the colluctors of positive intelligence. Certainly that must have heen the
Ford Administraiion’s origing! intent 8. 1566 i3 not “The Counterinteliigene
Act of 18777 it is the “Foreign Intelligence Aot of 19977 If the Justice Depari
ment's hypothetienls nre fruly representative of the government’s needs, then the
Lill should be relabeled.

The American Civil Liberties Union has analyzed ihe Justice Department's siv
Iypotheticnls and finds them unpersuasive, I'd., Part ¥, Appendix to the Minority
View of Benator James Abourezk. I agree, but for different reasons,

Hypothetical No. !.The first bypothetical sttempts to state an instapce of
industrial spyiog that does not teehnieally violate the laws against espiomige:

A freliabie] informant reporis that A has, pursusnt ta a foreign infel
ligence service's directiol. collected and . transmitted sensitive economic
infarmution concerning YBM trade secrets and advanced technological re
search which nlfimately counl@ have a variety of uses including possible use
in & sophisticated weapons svstems, but which is uet done pursuunt fo u
government contract, A ls placed under phyaical surveillanee and is soen
{o il dead drops which ure clearcd by a member of a Communist bloe em-
bassy suspected of heing an agent of ifs foreipn intellipence service.

The Justice Department argues that “Stealing IBM trade secrets and research
and transmitting this material to a foreign intelligence sorviee s probably nof n
violation of espionage laws.” ciling I8 1L8.€. Sections 708 and 794, The ACLY
argmes that it is. Their dispnte turns on the Bcope of the terms “pational e
fense information” ang “information relating fo national defense,” both found
in Sectlon 794, The ACLTU argues that electronic survelifsnce of “A" would he
lawful under a traditional erimingl warrant because the Supreme Court iu
Gorin v, United Stetes, 312 TLA. 18, 95 (1941} defined "nationnl defense” az &
“gelleric concept of broad cennotationy, referring to the military and naval es
tnblishments and the related activities of military and naval establishments
and the related setivities of national preparedness.” The Justice Deparlment
refds fhat term mare narrowly, presumably because ifs indeterminafe Iangnage
is vulnerahle ts being declared vnconstitutionsily “void for vagueness.”

54-628—TR——T
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I agree with the Justice Department. In Gorin, the Court held that the Es-
pionage Acts were designed only to protect “secrets,” and in Heine V. United
Gtates. 151 F. 26 818 1924 Cir. 1945), eari. denied, 328 L8 833 (19463, a dig-
tinguished Conrt of Appeais held that information cannot be “secret” uniess the
government takes afiirmative steps to deslgnate it as such and preveni its
dizsemination,

Hat I do not agree with the Justice Department’s effort to get areund the
Heing decislon by having & non-erlmingl standard for psendo-warranis writien
into thls hill. Glven the imyportance which the Pepartment gsslgns to industriai
spring, 1t is worth examinlng {he Heine case in some detail. Edmund €. Heine
was & German-born, naturalized citizen who was emploved by the Yolkswagen
eompany on the eve of World War T1 to make confidential reports on the Ameri-
ean aireraft Industry. Helne coflected his Informatlon from magazines, books,
newspapers, technienl catalogues, handbooks and journals. He alse corresponded
with sairpiane manufacturers, falked with one or two workers in airplane fac-
tories, and guestioned attendants at aireraft exhibiis at the 146 New York
World's Fair. In talking with people in the aircraft industry, he used & “cover
story” to misrepresent his purposes and when his reports were completed he sent
them, not to Volkswagen directly, but to “eut-outs” in New York City and Lilma,
Pory. But #ihee he never stole classified information the charge of esplonage
was digmissed. I7 a eriminal standard for the issuance of pseudo-wnrranis ia
adopted, the Justice Departiment srgues pursnaslvely, future spies like Heine also
wiil go free. )

I agree with the courts; future Heines cught o be free of electronie surveil-
fnnee npil they eonspire to steal classified information. The ACLU argues for
an impermisslbly Indeterminate criminal aw; the Justice Department assomes,
as Judge Learned Hand put it so well in the Heine case, “that there are sone
kinds of information ‘relating to the national defense’ which must not be given
to & frlendly power, not even an ally, no matier how innccent, or even commendsa-
blie the purpese of the sender may be.” ' Wriling for a unanimeus panei Jndge
Hand sdded with characteristic mnderstafement, “Obviously, so drastic a re-
pression of the free exchange of information it is wise earefully to serutinize,
fost extravagant and absord consequences pesull.” 153 B 28 at 8107

T find the Justice Department's first hypolhetieal disingenuous because the
Department’s sofution—the nop-criminal standard—goes far beyond the prob-
lem. tinder the sweeping language of 8. 156¢, any American whe confidentially
advises a Toreign corporation on a varlety of non-mliltary matters eculd be tapped
or bugged not because he is engaged in g nefarious scheme, but becnuse the core
poration which he advises iz, unkaown to him, a “proprletary” front for & foreign
inte¥igence serviee. .

o provisions of Section 2321's definition of an “agent of a foreign power”
made this possible. First under Heetion 2521 {b)(2){B} (i}, the confdential
reporis can be viewed as “olandestine inteiligence activities for or on behalf of
s forelgn power, which . . . will involve & violation of the crimlnal statutes of
the United Sfates” Thig is possible becanse the term “clandestine Intelligence
activities” is not defined and the *will invoive" ciause permits highly speentative
judgments. The predicted violatlon of the coriminal laws that the government
sugpects “will” ocenr may be no more than a technleal violation of the extremely
vague Forelgn Agents Registration Aets, 18 T.8.C. Sec. 951 and 22 UL.3.C. Sees.
612, 818, 614 (a}, 815, 817, and 618(a}, or of the equally vague criminal provisions
of the Export Administration Act. 50 U.8,C. App. Bec. 2401-2413. '

Second, a pseudo-warrant for 4 Heine-{ype investigation eould issue under Sec.
an2t{h) (23 {B) {1i}. 'That provision, if read as dlsingenuously as Aftorney Gen-
eral Yackson read section 605 of the Federal Communications Act, wouid permit
eagy surveillunce of ¢ person who collects or iransmits Information not knowing
that the request for it came “aursuant to the direction of an intelilgence servies
or intelfigence network of a forelgn power” Mere unwitting compiiance conld

? The Justice Department’™s hypothetical imaginea that the spy 1t wants to wiretap wo
for a Roviet bleck Intelligence perviss, but the statutory mngugge it advances wounid celx"]g
sz)lse?} of aik I{a!:icns, ¢ : a Ib - ’ " of th f re
ne “extrevagant and ebsurd eongequense” 9 is kind ef reescning toek place lasé
£sii when offclels of the Natlonel Securlty &§cuc:sr cast ahout for somegw&y topszmpress
publicatien st Internatipnal eonferences and im scademle jourmals of new Jdevelopmenis
in ihecretienl mathematics which conld pive all povernments secuve eryptographicil sys-
tesna. Por hetter or worse, loss of our scientific. expertise to forelgn governmenta ls one of
f&ﬁpﬁgﬁ? :ve pay for the freedom of research nné pubileation gusranteed by the First
y ot ’
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expose the individual to a surveillanee that would invade his most seositive com-
munications. (Given the eagernesy of some pdministrations to know what is
going op in law firms, commodity lohbies, and other political and businesy groupy
with foreiga conpections and clients, 7 do not think this power shouid be piven
to the Executive branch, even if the minimization procedures were more strin-
gent fhan they were in this bill Indeed, T am surprised that multi-national cor-
porations gre not up in arms over thiy bill. Section 2521 (b) {R) (1) is & “slecper
provision” which, if read In conjunction with the Export Administration Act's
prokibitions on the export of certnin materials, information, and technology
to “Communist-dominafed"” countries could give the CIA and the White Mouse
a substantial economic and political weapon against companies and industriea
they wish to manipulate or punish.

Nor nesit Congress permit easy gorveillance of law firms, advertising agencies,
multi-national corporations, and other U.B. represeniatives of forelgn firms in
order to punlsh deliberate spies ke Heine. An amendment to the espionage laws
cottld make probable eause warrants possibie hy declaring it n crime to transmit
certain kinds of defense-related Informsation to r foreign power without special
ciearsnce where the individual knows that the information has been requested by,
or ou helalf of, a foreign intelligence ngency or network, or a foreign defense
establishment.

Drafting such a provision would iske time, bot T cannot imagine that the
temporary lack of authorily fo wiretap resenrchers in the New York Publie
Libraty wonld cripple our comnterintelligence efforts, One way to find out wozuld be
to ask the ¥BI how many electronic surveillances of the Heine variety it is
conducting now, My guess ig that there are none.

Hypotheticat No. Z.—The second hypothetical sdvanced in support of the
non-ctiminal standard for pseudo-warrants is the case of & person who shinks
about like & spy

Pursnant to the physical surveillance of & known foreizn intelligence officer,
B is seen fo ¢lear dead drops fliled by that officer. On the second Tuesday of
every month B drives by the officer’s residence, nfter engaging in driving
wanenvers intended to shake any surveillance. Within one bloek of the
officer's residence, B always sends 0 coded citizen's band radio transmission.
B is discovered to have coltivated a close relationship with a State Depart.
ment employee of the opposite sex specializing in matfers denllng with the
country of the infelligence agent.
The Justice Department assmmes, and the ACLTU agrees, that the government
wonld have probable cause under the Bsplonage Acts to wiretap K and the intel-
ligence office’ But the Justice Department wants to tap the phone rnd hug the
bedroom of the State Department lover and for that, it knows, it lzcks probable
cnse.

Again, my answer is “tough.” The Foorth Amendment exists to protect the
privacy of innocent lovers, even st some cost to the efficlency of counterintels
ligence investigations. Cases will vary, but wiretapping and bugging are not the
oniy ways to determine whether presumptively innocent lovers are reaHy spics™

Hypotheticat No, 8—The Fustice Department's third hypothetiea] postulates
thut

€, using highly sophisticated egoipment developed in & hoztile foreizn
country, taps the data transmission Unes of several electronics corporations.
These lines 4o not carry communications which can be aurslly scouired,
nor do they cairy ¢lassified information, hut the information cerried, which is
not pvailahle to the public, when put together, can give valushle information
concerning components which zre psed in Tinited States weapons
gysatems.
Supet-broad spy powers are nof needed to capture these sples; Congress ean
simply amend the Omnibus Crime Control and Safe Streets Act of 1968 to

P This, I take tf, in a retreat from the Department's eariier position {ne! published, to
my knowiedge) that probable cuuse wonld not exist vaiess the FBI could prove that class)-
fisd Informatlon was being transmitted throngh the dead drop.

WIn this case one way woild be to arrabge a temporary reassignment for the lover o
see iF the londlog of the desd drop stopa. Another would be to inspect the dead dmﬁ. it
possible, to sea whether documents from the lover's office Rre belng transmitted. A third
wonid be to plant & “test document” with the lover and see if it comey out at the other
end of the z)lpx’)eiiaa. agsuming that there is a way of finding that out. A fourth wonld ha
temporarily to cat off the lover's sccess fo clnsstfied information {Ip a way that does not
harm bls or her career} and ste If the love affalr Is termineted.
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make it is a crime o intercept digital communicstions transmitied within
interstate communications grids. This should have been done years ago, when
Professor Arthur R. Miller frst proposed it, gsimply to protect the econfidentiality
and privacy of those communications. Miller, Assanlt on Privecy 162-163 (1871).

“Hypothetical No. STiypothetical No, 4 is the Perennial Pimp Problem:

P, a bendwalter in a faskionable Washingtor, D. C. resturant, acts &8 &

.. hookmaker and proaurer for several weil-kenewn ang highly placed customers.

A [reliabie} informant reports that I> has been instrucied by 4 fo_reign
'intelligence service to relay 511 embarrassing and persenaliy damagi ng_mfor-
mation about these eustomers to & resident agent of the foreign intelligence
service in Washington. The informant reports that at least oue customer
has been biackmailed in his job as a Government exeentive into taking posi-
tions favorablie to the nation for which the resident agent works.
As.X read the hypothetical, it attempts to postulate a sitnation in which the
information souglitis simply Yembarrassing and personaily damaging_” and there
fore does not trigger application of the tederal extortion statute, which regnires
information that the person to be.biackmai led has violated the iaw. Ezzrmerpmm,_
the extortion law might not come into play because there is noe Hnk fo inters
state comimerce. : . . .

The problem posed by this hypothatical goes far beyond mere inteliigence col
lection: biackmail and bribery threaten the very integrity of the democratic
process. But again, the most sensible golution would be fo amend the er_immal
taw to make-if & crime to Blackmail pubiic afficialz, just as it is mow 4 crife to
pribe them (18 ¥.8.C. Section 201) and fo add blackmail of pablic oiﬁclai_s to_the
fist of crimes (in¢inding bribery of public oficials} for which wimtap@mg is s
permissible Investigatory technigne. 18 11.6.0, Section 2516, Section 1357 of the
proposed Tevision of the Federal €iriminal Code wonld seem to lay the eriminai
predicate by making ita erime to ¥tamper with g publie servant.”.

Hypothetical No. f~The Justice Department's Afth case postulates & burglar
seeking stray scraps of classified information iying sround the homes or apart-
ments of government officials hoiding sengitive positions !

A Irelisble) informant reports that B has, pursuant to the divection of 4
“foveign intelligence service, engaged in various burglaries in the New Tork
area of lames of United States emplayees of the Tnited Nations to. obtain
information concerning lintted States posifions at the BN

Tiere T agree with the ACLY) ; the hypothetical ig frivolons, Physical snrveiilance
rather than wiretapping is the more likely way in which & burglar wili be caught
in the set- Put where, as here, there is probable cause to believe that the burglar
ig engaged in & conspiracy to ecommit espionage, a eriminal warrant already is
avaiiable, 18 U.8.C, Section 2516{1} {a}. :

Hypothetical No. §~The #inal hypothetical argues for slectronie surveillance
in the very earliest stages of a possible espionage operation.. . .

A telephone tap of o foreign inteiligence officer in the {fnited States reveals
tuat F, acting pursvant to the officer’s direction, has infitirated several
refugee organizations in the United States. ¥iis instructions ave to recrnit
members of these organizations under the guise thaf he is an agent of 4
refngee terrorist leader and fhen fo target these reernited persors against
the FRI, fhe Dade County Police. and the CIA, the nHimate goal betng fo
infilerate these agenices. I' is to keep the inteiligence officer informed as to
his progress in this regard but his reports are to be made by mail, because the
“15.8. Government cannof open the mail uniess a erime is being committed.

fthe polnt of thig hypothetical.is far from clear. If the ¥'BI wanis to tap the
phones or bug the rooms of refugee organizations; it should be denied the power
for obvious First and Fourtk Amendment rezsons. I it wants to fap F, i omny
aiready have anthority nnder the 1968 Act to do so, on the theory that & con-
spiracy to infilirate the CIA and fhe BT is presumplively a eongpiracy either to
commit espionage or to obstruct justice. 18 U.S.C. Bection 2516(1}(a} and {¢)
yespectively. S . . . o

‘Third_ eountry spying-There is one other hypothetical net on the offcial
ligt of six that has been advanced from time bo time to itiustrate a need for non-
erbninal warranie. Tt involved “third conntry spring™--spying in the United
States not against the United States, but sgalost a third country. Such spying.
.g ?Siice Tepartment officials have argued, Is not espionage against the Timited

ates, o : .

Actuaily, that Is not entirely true. Under 18 U.8.C Sec. 7T8L it fs hn ‘ofense for
anyone to “knowingly and .wilifally make -any sketch,.photograph . . . map,
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model . . . or any other representation of any w::';sgi, airc{aft. eqummcr’it o}' qtlﬁﬁr
property relating to the retionul gefense .. awaiting dc}mlzry to. .. tl;e&s,,t‘n.e: :E
ment of any country whose defense (he President deems vifal to the delepse o

the United States. . . . It weuld be Intoresting {o know why the Justice Depart-

H 4 s Al 3 gy oo Ly - " o ¥ ] h.". }3
1t rexards this law as inadequate to the FBIs investigative nceds. _1 erhay
mett regards this Ia b qut e e risdiction

it 1§ Deonusge laws sgaiust spying are no help In patablishing X :
to investigate ferei;:u agt:nffs {ronp r{i}ml erk;m}tthries_f who, while on American soil,
vioiate state law in thelr attempis to do edch other in, . o

Whatever the reason, crimina! jurisdiction could be established by ad_dmg
failnre to register ns a foreign agenf to fhe list of crimes for‘wiucfh probabie
cauge WHFMEE now way issue under title XIT of the Ounibus Crimme Qont.r<>l Aot
Thig solution s advoenied iu fhe House version of this bill, LR, 5632, spohzored
by Representative Kastenmaior, However, it the registration ol are psed 85 4
predicate fer probable cause warrsnts, the Congress should make it clear }I:&t:t
adoepts the morew reading of them employed by Judge Hand in the Heine de-
cision, Tn that case, Heine's other conviction—for fulinre fo register as 4 Nk
ngent--was upheld Becanse ibe court could fnd, within tho kegislnt_avc history,
an intestlon to use the act mainly ngainst spies. 151 F. 2d at $16-817, Appropri-
ate lapguare in the Committen's report on §. 1568 conld mike it clenr that the
surveillanee suthority granted by reference £o the regisiralion acts doees not en-
compags 81 persons who might be nominal “foreign agents,” but only the officers,
emplovees and pald Informunts of any foreign inteiligencd or !zt!k.wurk.j"

1# this were done, the govermment wonld uot necd the broad powers It sreks
in order to dead with the hypotheticals 18 has ruised. In each instance, wWarrants
woauld be available on a showing of probable cause,

OF conrss, the Tustice Department would have this Committee boelleve that the
probabie ennge standard is too high and that the federal ndiciary might prave
unsrmpathetio to nntionat security warrunl applications, Given the extranrdinary
dofarcnee whichh fodernd judges have paid to vugue clalms of national seenyity
over the vears, the ussertion zeems preposterons.

Morcover. 1L is commen knowledge that warrants for electronie surveiliance
are given out Hke candy. Bebwesn January 196D and Uecember 1973 the federal
government sought 1,006 warrants under title XY and was turned dows only once,
“Annual Meports on Applications far Oedors Amtborizing or Approving the In.
terception of Wire or Oral Communications.” Administrative Oifice of the Vnited
Jfatey Conpris, Washington, DO, When ihe Justice Department iz geiting 909
porcent of 01! the warraniy it requests, it fnkes ehutzps to clalm that the nation's
seertty wiil he threstoned unless {he probulie cause standard is not watered
aown furilier®

CASE O CONTROVERSY

{yaite apart from the Fourth Amendment, there is reasan to doubt whether
federal conrty wonld have jurisdietion fo issue the non-criminal warrants avthor-
fred by this il Artiele JIE SBection 2, of the Constiiution provides that the
judicial potwer of the Dinited States sholl exteud only fo “cases™ and “eou-
troversies” Traditional search warrants, us an Integral clement in g developing
Yegse’ would seem to fall within the judicial power of fhe United Slates, and
50 the courts have glways assumed. But the information sought pursuant fo this
Bils warrants would have nothing to do with criminal “eases” Accordingly, by
what anthority msy 8 court issue than®®

L Similay pepistrution requirements could ereats federal eriminal jurisdlction to jnvesti-
gale farcign ferrarists or sabotage activity sgainst privade persots and property, or asaingt
offiviniz and property of state or looal governments.

HThig dx the same Jostice Deptrtment which, in 1675, sought and obtained fwo wap

rants from o federad digtriet judge under title 3T even thwgh( &% it toid the conrt, it
larked probable cuuse lo belleve that any of the corimes ilsted in thaf nct had boen, op
were aboud £ he committed, Jostive Deparbment memmgrandam olted §n the Flual Report
of the Selert Commirtes te Study Govermmental Operstinms with Respeet fo Inteiligenes
Adtivities, U8, Senate, U4th Cong., 24 Sess. L1576}, Book YIT 29843, 'n. 1.
2 Por dizeusgions of this issue see Hobert H. Yaekson, The Supreme Court {n the Amer
feun Sysiem of Gopernment at 12 {18301 Telford Tuvior. Pws Btudies {n Gometitutional
Inferpreiation at 85-58 (1889} and the testimony of John P. Walsh in  TWirglapping,
Hearings Hefore Subcommities Noo 57, Commbties on the Judictary, 108, Hause of Repre-
sentatives, Béth Cong., st Sess {1955). of 2301 Marray Gordon, {4, at 20440 Charles 4.
Leich in Wirclapping end Hevesdropping Legislation, Hearlngs Before the Suleommittes
on Congtitutional Hights, Committes on fhe Judiclary, U8 Sennte, 8Ttk Cong., Igt Seyn
{1461}, at 18384 ; and Herman Schwariez, id. &t 431
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THE BEVEN HANIFICKEZR JUDGES

Not satisfied with a 99.9 percent sceeptance rate on probable cause warranis,
the Justice Department has insisted on limifing the number of judges who ean
i}vsszze psuedo-warranis £o seven, and demands that each be chosen by the Chief
dnstice.

As Professor Lobis Henkin of Colwmnbia Law School noted in his festimony
last year before a House Judiciery subcommittee, “the bill eontemplafes . . .
handpicked judges.” It loads “the dice very heavily in favor of the search and
against the individual right."” Foreign Intelligence Snrveiilance Act. Hearings
Before the Subcommittee on Qourts, Givil Liberties, and the Administration of
Justice, U.5. House of Representatives, 84th Cong., 24 Sess. (1976} at T4,

All of the inecentives ran in favor of granting applications. A judge who refuses
must pay the penalty of writing an oplnion and must run the risk of being
overruled. On the other hand, granting applications requires no work and in.
volves ne risk, Section 2523,

The bili goes further asd permifs judge-shopping in two directions. ¥irst, if
ene of the handpicked judges develops & reputation for skepticism, the govern-
ment can avoid him forever. Indeed, there 18 nothing in the hill to prevent the
government from faking all of its applications to the most gullible or pro-govern-
ment judge on the bench,

Second, if for some reason the goversment choses the “wrong” district court
judge, it iz entitied to two mew hearings euphemistically called “appeais.” Of
course these are not appeals in the traditional sense, sinee the government ywill
rarely be guestioning & ruling of law. Rather, they will be de novo hearings on
the factual questlons: is the target a “forelgn power” or “agent of a foreign
nower ' Accordingly, the higher court will not employ the usual presumption
that the tris! judge's assessment of the faets was correct,

Is an ordinary case of treason, esplenage, or sabolage, the government has
no right te appes] the denial of o warrant; the decislon of the trial Indge is final
Why would the government get two appeals on matters of lesser importance?
Moreover, the government geis to argue both “sppeals” unopposed. The biil
does not even permit the district court judge to defend bis ruling at these secret
proceedings.

In my opinics, the appeais procedure should be scrapped. There is no reason
why the government should have three de nove hearings on the sasme infelligence
warrant, when in all criminal cases it is entitled only to one. Given the few
appeals that are likely {about one every eight years), the review structnre is
totally unnecessary.™ In Eght of all the advantages this bili now gives the intel-
ligence agencies, for them alse to insist on appeals smacks of greed,

Furthermore, there is no reason why the FBI shenld not take its chances
with any judge now sitfing on the federal bench. To imply that judees as a class
are more prone to leak than, say Justice Department employees, is an insult fo
the judiciary and an afront to common sense’® Certainiy the storage of docn-
ments poses no problem that can't be golved with a little ingenuity, as the Court
pointed out in Keith. 407 U.8, af 321

Nor is there any reason to believe that every district ecourt would have to be
equipped with the latest GS8A-spproved securify containers, If the government's
fpures from past years are accurate, there shenld be about a hundred and sixiy
warrant applications each year. If I had to make a guess, 80 or 90 witl be sought
annually in Washington, 39 or 40 in New York, #nd the rest in three or four
other major cities, Thug, a8 a practical matter, this means the instaliation of
security containers in perhaps & halfdozen courthouses for the very occastonal
nuse of ne more than Afteen Judges,

# [inder tho more etﬂnigent probekle cause standards, denials weuld ocour fn approxi-
muately 0009 esses annualiy, Assuming that there nre about 159 appifeations each year
{(the average number of taps and hugs nsed suaually for naflonal securify purposes from
1965 to 1974}, an appesl mlght ccenr once every ten years, Yearly averages {rom Chureh
Committen hearings, Vol. § af 63-79,

51t lg Instruoetive, I thlnk, that the Justice Department has not cited & sinple hresch
of judleis? seenrity in seven years experience pnder title YIL Attornmey Genersl Ball png
It best In tostlmony isst June before the McClellan subeommiftee : “The most leakproof
hesnch of the Govérament is the Jndiciary.” Forefon Intelligence Aot of 1977, Hearings
Bofore the Subcommities on Uriminal Lawe and Procedures, Commiftee on tho Judlelary,
11,5, Henate, 95th Cong., 18t Sosa. {1977), p. 27, Morveover, i the governmaent lg so afrald
of judpges leaklng Information from warrant epplientlons, why is it willag to give any
fadersi judpe in Ameries the records of an entlre sensltive surveillance, posslhbly invoiv.

infgﬁglg;:;zgs;ogs,.,qf.._tl;_e_zz_gﬁg::fs most closely held_secrets, for in camers faspection at Bime | |
© &
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However, if the Committee betleves that federal judges are so untrastworthy
8 olaze that # select fow must be chosen, then ihe number should be raised to
twenty two--one princlpai dudge and one alternate for each judicial cirenfi—
and the selection should be placed where it normally resides, with the ehief
judge of each cirenit whe has the power to designnte judges within his elreuit
for specis) review, Provision could be made for the appolntment of ndditienal
judpes in the mse event that the prineipa] judge is in danger of being drowned
by a Bood of appientions. Qivisg the pssignment task to a busy Chlef Justice,
who cannot possibly know sl of the judges from whom the selection should take
place, seems an gnnecessary burden, ag woll 28 & possible affront Lo the integrity
of the Iower courts, To some, 1t my even suggest an mworthy schome Lo assure
that eniy pro-gevermuent jurists will be chosen in the first rouhd,

Assigning judges by clrenit also would make it possible to eliminate horizontal
iudge shopping by Umiting ench judge's mandate to his circuit only. In turn,
that would assure that no one judge is “burdencd” with too many appilcationy,
A fized {erm, say of five years, cught to be set so that the nppointing suthority
eannot assert 8 paiver of removal,

In addition, there s no reason why the government should be free to piend
for its warrant usopposed, The target of the surveiilance msy not be represented,
hut that shouid not bar Congress from authorizing the judpges e seek assistance
from o properiy cleared amici curige. Given the Tew apphentions thatf are likely
o be handled cach year, apd Congress' obvious interesi ln the matter, it might
make sense to allow the jndees to cali upon the staff counsel of the Intelligence
commlttees’™ So long as the connsel funclion as friends of the court, no BepaTS.
tion of powers problem shonld arise,

HOW COMPELLING I$ THE NEED?

The Justlee Peparbmoent and iy cllens continue to insist that the need for
counterintelligence taps and bigs is compeliing The need is s¢ great, they argue,
that the traditions! Fourth Amendment requirement of probable eause should
be gwept aside,

White the need for taps aud bugs may be compelllng In the context of 4 given
espionage, sabotage, or freasen cuse, the gverall significance of the technique ig
auestionsble, Former Attorney Geperal Ramsey Clurk has lestified that if afl
nationgl secuvity intelligence taps were torned off, the adverse hmpact on na-
tional security would be “absolutely zero.” Warraniless Surveilionce. Hesrings
Betore the Administrative Praciiee sud Procedure Subcommlttee, Committes
an the Judiciary, U.S, Senate, 028 Cong., 24 Sess, (1872}, p. 3. Attorney General
Tevi testified that he had found no reason to use the power agulnst Americans
{Chureit Committee Hearings, Yol 5, p. 80}, and ¥FDI Director Kelley testifted
lngt Fune thai no Amerieans were then targets of national security electronie
snrveilinnee, Foreign Intollipence Surveiiionce 4ot of 1877, Hearings Before the
Subeommittee on Oriming! Laws and Procedures, Committer on the Judiclary,
1.8 Senate, 95th Cong., 1st Seas, (1977}, p 24

Another skeptic is Willlam: € Sullivan, former assistant to the Director of
the FRY and bend of ity inteiligence section. In & paper prepared in 1074, Sulijvan
urged that “Consideration be given to {ordering) thnd no teleplone survelilance or
mlerophones be used by any federal agency during the next three years At the
same time & vehicle should be set up to study .. . the effects of this ban to deter-
mine if the erimsingl and security-Inteligence investigations suffered . . . ornot”’
Privavy and o Free Society st 80 (1974},

Whiiam Sullivan was not one to play fast and loose with the national security,
If he thought so litle of electronle surveillance g5 to propose banning it entirely
for three years, then the proponents of ihis bili ciearly bave a hesvy burden of
persuasion to enrey.

Just to be sure, this Committee might ask the FBI to review all of its espio.
nage prosecutions snd spy deportations sloee World War 1 snd report any lo-
stences in which electronic surveillance provided signlficant evidence or crmelal
leads. If my suspicions are correct, that report wili be very shord.

“Dean Louis Poflak of the University of Ponnsyivanin Law School has propesed that
opposttion epunsel he drawn from the Department of Justice. Farcign Intelligence Sur-
velllance Act of 1976, Hearlogy Before the Suheommitiee on Crimins] Lawe and Proce
dures, Committee on the Judicisry, 1.8, Segate, 04tk Cong. 24 Sesn {1374 at 63
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POSITIVE 1NYTELLIGENCE

The primary purpose of this bill is not to enhance counterintelligence opera-
tioms, but to legitimize the mueh breader, less foensed, and less controliable
positive intelligence operations of the ¥FBI, the (YA, and the National Secusity
Agency. The hypotheticals about non-criminal spying are red herrings: the main
objective of this bill is fo obialn Congressional blessing for faps and bugs
directed at foreign embassies and consuiates, the homes of diplomats, military
attaches, and embassy legal officers, the hotel roomns and offices of foreign trade
detegrtions, the boardrooms of selected corporntions dealing in strategic com-
ledities like wheat and ¢il, and the telephones of Washington iaw Srms with
foreign governments and corporations as their clients,

I there is a counterinteilizence purpose to this biil that cannet be accom.
piished through the investigation of crimes, it {s fo gather information to biack.
mgil foreigners into spying for the Unifed States or fo facilitate “preventive
action” operations against the so-cailed "legal spies" attached io foreign
embsagsies.

IThere has been virtnally ne public inguiry inte these purposes of the biil, In
part, that silenee is due to concerns for secrecy and fear of international embar-
rassment; no ene wanuts to foree our governnent to admif oficially what every
foreign government knows unofficially. Fer the most part, however, I suspect
that the inteiligence agencies deliberately disconrage inguiries inte their diplo.
matie sarveillance operations for fear of dispelling 4 number of myths which ald
the annual search for appropriations. They want Cengress to go on heileving
that such monitering is cost efficienf. They do net want to admit that the in-
stailation of embassy bugs offen requires the commission of burglaries with the
"fap potential” of the U-2 inecident, and, most of all, they do net want Wash-
ington peliticians to realize that it is their conversations with foreigners that are
of greafest interest fo the embassy tappers.

EMBABSY SURVEILLANCE

The primary function of wiretaps on the domestic telephone lines into foreign
embissies is not' fe uncever spies. The military attaches, legal officers, and
politieal officers who condnet that function Fnow betier than o communicate
with their sources over these lines, and they wonid shun those telephones even 1
Congress banned embassy tapping aitegether. The chief function of embassy
tapping is te know whe is tatlking to foreigners abont what,

For example, in the early 1060's, Attorney General Kennedy authorized the
FBI to use electronic surveillance against certain foreign targeds in Washingten,
.G, in order o learn wmore about the attempis of a foreign government to in-
fiuence Congressional action on sugar imports. From this surveillance the Af-
torney General reeeived significant information sot only about pessible foreign
infinence on the Congress, bnt about the views of koy members of fhe House
Agricuiture Committee on the Administration's proposed sugar quots.

In 1966, President Johnson direcied the FBI to report to him on all contacts
hetween Senators, Congressmen, ang prominent, citizens and the representatives
of certnin foreign countries. ¥rom May 1966 untii January 1968, Johusen re-
ceived biweekly reports on members of Conpress and their staffs,

Johnsen zlso ordered the FBI to put the South Vietngmese embassy under
eleetronic survelliance because be suspected the Mrs. Anna Chennauit, & prowmi-
nent Repubiican, wenid attempt te persusde South Vieinamese officials to boy-
cott the Paris peace falks.

In addition to these political nses of embassy wirefaps, reported by the Chureh
Committee {Final Report, Book IIT at 313-815, 2340}, the FRI alse kept separafe
files on the embassy calls of American journalists, Morton H. Halperin, '"Fhe
Administration's Wiretap Reform Bifl—8, 1566,” Firsé Principies, June 1977, p. 6.

MINIMIZATION

8. 1566 would not effectively end these abuses. Where the so-calied “foreign
pewer’ warrantg are concerned, the iudge's role is very limited. He can decide
whetker there is probable cause o believe that the target is a forelgn power and
that the facilities or place to De monitored are being used by a foreign power,
bat beyond that all he can do is decide whether fhe government's promlse to
minimize the invasion of privacy sounds piausible. Section 2523(a) {53} and {4}.
Tilie fha infamons write af aceictanes that gn snesrad snfaninl Roacten fhooo eo.
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called warrants are not veiurnalie. Unless the goveranment returns to the original
indge for a renewsl of the autborization, there is po way in which a judge can
serutinize the “take,” cheek FBI files, er otherwise determine that the minimiza-
tion promises were kept,

TFailure to make these warranis refurnsble rzises jurisdictional problems.
‘Tlhe Supreme Court’s decisions on what constitntes a “case” or “¢olITOversy”
are far from lueid, but a procedure that makes subsequent adversary challenge
impossibie wonld secm to violate Article 111, Bection 2, of the Constitution,

"'he minimizetion procedures do oothing ta prevent ihe eontinued storage of
tapes and logs of conversations involving legislators and journalists or other
Americans, provided that those conversations somehow “relate to . .. the seenrity
of the prtion (er) the coundnet of forelgn affairs.” Bection ZBFL{b} (V). “Margin-
ally related to™ would scem to sufficn, for the bili does not insist ihat the informa-
tion be “hecessiry’’ or “esseniial” to either purpose. This loophole alone {rans
forms the minimization procedures of the bill info an elaborate hoax.

Nothing in the bill would guarantee that appropriafe commitiees of Congress
wauid audit the files, logs, and tapes on a systematic hasis, Sgetion 2327 provides
for statistical reports only. Given the excellent record of this committee and s
predecessor in safegnarding the privacy of individoals, there iz no reason why
audifing procedures should not be arranged. Should Congress retura to its old
witys, there will be time enougl for the executive branch to deny access Again,

The controls on dizsemination and use are likewise weak., Nothing in the
Liil requires the judpe fo see to it that the government is complying with the rules
governing dissemination und use. Ieeanse the government is free to use and
disclose information for the undefined purpoze of providing for the “security of
the nation,” it is free to engage in "preventive action” nbuses of the sort the
Church Committee so recently disclesed.

Notice of the genrch has tradilionsily been regurded as an infegral element of
tie judicial warrant procedure, However, 8. 1560 would deny defendants the
right to cxumine the logs and tupes that may he used against them, nuless
invited to do so by a puzzied jndge, Section 25240{c}. Whenever the govennent
fears for its security (and when doesn't it?), the judge must examine the docn-
menty in camere and make 4 secred determination as to whether the defendant's
rights wore violated. If tho jndge decides that the surveillance was lawful,
information hased on it can be introdueed svithont the defendant knowing whenos
it came. Unlike the government, whieh can pick its jndge and appesal the denial
of & warrant, the defendant has no choice of judee and no knowledge on which to
challenge the indge's decision an uppeal, Justice may be blind, ot whoever
drafied section 2528 wus not.

In short, the "forelgn power” warrant provisions gre a sham, They da nothing
to restrain the Execnfive branch and they make & mockery of {he courts.

TIE LEGAL BASIS OF "FOREIGN POWER" SURVEILLANCE

The legal basiz of the “foreipgn power?” warrant provisious is far from clear.

Uinder international law, the United States has a duty 1o “protect the residence
of an ambassador or minister sgainst invasion as well as any other uct tending
to disturb the prace ar dignity of the mission or the member of the mission.”
Frend v, Dnited States, 100 I, 2d 891 (D.C. Cir. 1938, cerl. denicd, 306 U.B. 640
£1939). Article 11 of the Viemna Conventlon on Diplomatic Relations, 23 1.5
S237-38, provides:

1. The premises of the mission shall be inviolable. The nzents of the receiving
States may not enter them, except with the consent of the hend of the mission,

2, The receiving Sinte iz under g spectad dury ta ke ol steps to protect {he
premises of the wission aghinsgt any intrnsion . ..

3. Fhe premises of the mission, their fmraishiogs aad ather property thereon
and the means of tramsport of the wission shall be immune from saurch, . .

In addition, Article 30 extends the sime protection to the "private” residence
of a diplomatic agent.”” 23 U.8. at §240.

In 1976, Attorney Genoral Levi assured a Honse Judiciary Spubeommittee that
this Bill {iz its carlicr ivearoation) wos ol incousistent with our obligations
uvuder internationnt Inw, Cong, Bee, June 3, 1077 o H34235. To support bis argu-
ulent, Tevi referred to o lezal memarandum prepered hy bis Office of Tegul
Coungel, whiel be permitted members of the subeommittes to read, It which
he refused to make public. One can oply guess that the Department has chosen
to iterpret both the Cenevn Convention and enstomary infernational law fo bar
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physical “invasions,” unauthorized entries, and physical searches for tangible
items, but to permit the use of telephone company wiretaps and eavesdropplng by
parabolic microphones beamed from outside, it is alse possible that the Depart-
ment woult not regard a bug carried by, or planted by, an inside informant or
“upofficial” person as & violation of international law. And, given the general
practice of nations, 1& would probably be inappropriate te resd the Genevs
Convention mote broadiy.

However, 28 1 read 8. 1586, it conternpiates mlerophone survelllance of em-
hassies which would require surreptitious entries in this conntry. If not, then the
Nizen administration against Chilesn diplomats in this country. If not, then the
bilt should g8y s in no uncertain terms. If so, then perhaps Congress may wish
to reconsider the wisdem and propriety of dlrecting oar courty te rubber stamp
executive decisions ghrogating internationallaw,

¥f Congress rejects the “clean glate” theory of this bill and agrees that the
Fourth Amendment protects ail persons on American soil, then it alse shonld
recensider the comstitutiona! basiz of “foreign power™ taps and bugs. Attorney
General Levi's seliztion was to make all pon-resident aliens Fourth Amendmesnt
outlaws, My own preference is for something less drastic,

The most gsensible sclution may be to treat electronic surveillance of embassles
and consulates (and perbaps the private resldences of persons bearlng diplematic
passports or eredentialg) 2s a new category of “routine” searches, like customs
inspections, for which no twarrand is necessary. If 8. 1586 made it clear thatf
certaln facillties and telephones of foreign powers located in the United States
are not immune from national security or foreign intelligence electronie sur-
veillanes at the directlon of the President, it would effectively put people on
constructive notlee not to harbor any “‘expectations of privacy™ when telephoning
or vislting those facilliies.

The bili could identify the “places to be searched” as belonping to, or prineipaily
cecupied by, persons enjoying diplomatice immunity. This wounld help obviate the
Yourth Amendment’s copeern with warrantiess searches for ineriminatfing evi-
dence, and would permlt use of the concept of “assumption of the risk™ fo rebur
dlpiematic claims te Fourth Amendmeont warrant protection.

Elimination of the “foreign power” warrants would hardiy be regressive; they
are only rubber stamps now. Elimlnatlon would save the courts from embarrass-
ment and the pablic from a deception. AL the same Hme, the elimlnntion of
“warrants’” for this kind of survelliznce would not prevent Oongress from fm-
posing substantlal nse restrictions and providing for auditing and minimizatlon.
Whoether these restrictions could be administered by the courts is doubiful; juris.
diatlon of the federal courts reguires the existence of a case or eontroversy and
an applicatlon for an ex parie order that does not fit the traditional defnifionof 1
warrant might not fu1fil that requlrement. Adminlatratl ve supervision with legis-
istive anditlng, however, could suffice. Precadent for legisiation regnlating war-
rantless searches noder the Amendment's first clause can be found in 19 U.8.C.
SBee. 4582, as recently interprefed by the Bupreme Court in United Stoles v
Rameey, 45 LR LW, 4577 (JIngne 6, 19773,

If this approaeh makes embassy faps and bugs constitutional, 1t does nothing
to legitimize the surveillance of visifing trade delepations, jowrnalists, or others
whom the government would like te tap and bug, mainiy for eccnemic and
politica] intefligence. For reasons which F shall now develop, 1 do not belleve
electronle surveillance of nonesident ailens is permigsible nnder the Fonril
Amendment wlthout fuli warrant clause protection.

NONRESIDENT ALIENE AND THE FOURTH AMENDMENT

When this bill was first conceived, the Jnstice Pepartment took the position that
nonresldent ailens are not “peonle” within the meaning of the Fourth Amend-
ment. Reviving a theory used by A. Mitchell Palmer to justify his infamous
“Red Raide” Attorney General Levl told the Church Commlitee that the only
“people’ protected by the Constitutlen against anreascnable searches and seiznres
are “We, the people” who “ordain and establish this Constitution.” Church
Committee Hearings, Vol 5 at 74,

It was a shamefu! fheory, internally 1lisgiesl and st variance with ffty vears
of judleial dectrine. Qulte predictably, the Carter administration has ahandoned
it for the seemingly more reascnable assertion {hat “the Fourth Amendment
protects alfens In the Tnited States as well as Tinited States citizens.” but that
the standards for issuing warrents can dlffer. Foreion Intclligence Surveillunce
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Act, Hearings Before the Subcommittee on Urlminal Laws and Procedures, Com-
witter on the Judiciary, {48 Senste, 00th Cong,, Ist Sess. {1877}, po. 16, 42. In
other words, sil persons arc eqonl ander the Fourth Awmendment, only soine are
wore equal than others, 8. 1566 emnbodles this Orwelllan spirit:

Where the prlvacy of "U.8, persons” {s at stake, the judge can 1t the vell and
ook behing the governmeni's cerfificate of need to make certgin that it Is ot
“elenrly erronecns’ But IF the privaey of & nonpesident alien bhangs in the
Lalanen, the judge may not look, Section 2028 (n) (8).

Fhe minimization procedures are designed to proteet UG, persons only. [he
poversment can acquire, retain, and disseminate ail the information it pleases on
nenresident allevs, free from any judicial restraint whatever. Sections 2821
(b1 {¥) and 2524, Among othey things, this ack of protection wounld epen nonresi-
dent uliens to g varlety of “dirky tricks” including blackmail to persuade thewm to
spy for the United Siates and disclosure of thelr whereabouts to a foreign intelli
gence agency seeking fo kil them,

Notive of g wrongful emergency use of electronle survelllance may be served
on 8 U8, person, but not on & nonresident alien. Section 2027{4}.

A stotufory cnuse of netlon seainst violators of this acd f8 grapied to U8,
persons, but not to nonregident aifens whe, ke many people who lve in socialist
countries, are only noninal "officer{s} or employee(s) of a forelgn power."
Bection 4(1} on p. 28

it is eommon knowledpe that Congress hag broad snthority to regulate the
conditions under which allens can enter this country, remein here, apply for
citivenship, and enjoy henlth, edpcation, snd welfare benefits, Bat thin bill has
nafhisg to 9o with the exercise of those powers, What it asserts is that there are
two Fourth Amendments: one for eitlzens (and, by legisiative suflrance, for
residunt allens), the other for nonresident aliens, However, the Fourth Amend-
ment draws no distinctions among "people.’ I does not condition the right to he
free from unressonsble searches and seizures on sceeplance of 1L8. nationality
iLextonds the right {indiseriminntely and comprahensively to all "people” The
s policy s evident in a1 the goaranitees of the Bill of Ttights,

The logie of this constitutional polioy should be obwiocus. Creation of a class
of First, Fourth, Fifth, or Sixth Awendment “outlaws” would affect us al, just
as it affected those loval Americans who. because of forelen-sounding numes ar
alfen refgtives, were swepl up in the antk Gennan persecutions of World War 1,
the Rod Hatls of 10190 nnd 1920, and the Jnpanese internment of World War I1.

Of course, both federal and state Jaw has long dizscriminated against aliens in
malters of employment, property holding, licenses 1o practice professions. and
entitlement to welfare benefits, Cushman, Cases on Conslitulional Law, 4th od
ab 6852-04 (18T58Y. In recent yours, the Soprome Counrt has moved vigorously
against state diserimination, subjecting it to the strictest serutiny under #
“swispect elnvsifioation test, g Grehem v, Richerdson, 403 U8, 385 (1971} and
Sugarman v, Dougall, 413 1.8, 034 (1973}, Deference to federal classifications
continnes, bub gt & somwewhst higher level of serutiny iban hefore Homplon v,
Mo Sun Wong. 428 1.8, 88 (1076, but soe Mothows v Doz, 426 118 87 (10714).

Wihere Tourth Amendment righis are concernad, the courts have rejected a
sitthia standard for alians, Az early a3 1620, the Second Circult Court of Appeals,
in an opinion by Judge Hard, raled that the Fonrth Amendmeni's ful] protection
oxtends tn foreimn molionsls, Fu re Weinglein, 271 F 678 affg 211 F. 5 Thiree
yoaen lnter, the Supreme Conrt Beld thnt an slen conld fnvoeke the exelusionnry
evidence rule in g deportation proceading. United States ca rel. Rilokumeky v,
Pod, 268 1.8, 149 {1823). And, in 1080, a1l nine justices of the Court agreed that
even a Boviet esplenswe agent whe entered (he United Biates Hlemally was en.
titled to full Fonrth Amendment protection. Abel v. United Stales, 382 1.8, 217
CIO6),

1t may be argned that the majority In 436l actually made an exeception fo fhe
principle of Fourth Amendment equality by upheolding the admissibility of
ovidence obtained in g planned search by Ymmigration officlzls ncting withont a
Indlein] warrsnt bud with an adminisfrodive warraut which Congress ane
thorized in deportntion enses. The Court split 5-4 ou this fssue, FHowever, with
the demize of the Rabinowmwity theory of an independent reasenableness elnyse,
and the passing of srrest waypants, United States v, Waison, 423 U.8. 411 (1876},
that Qlspuade I8 moot, What remaing of Akl todny s the ynanimous principle
thut the Pourth Amendment spplies to all “people’” squally, As the Seventh
Circuit Court of Appenls ruled Inst vear, even the plenarv power of Congress
to deport gllens “egnnot be Interpreted so broadly as to limit the Fourth Amend
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ment rights of theose present in the Unifed States.” Fllinois Migrant Council v.
Pilliod, 540 F. 24.1082 {¥th Cir, 1976},

- Buech, at least i3 the siate of Supreme Court doctyine. Glven the deference
which the Couri still shows for both Congressienal regulation of aliens and
claims of nndional secarity, it is possible that the current court mlght depart
from precedent und uphold ihe antl-alien provisions of 8, 1568, Mnch probubly
wonid depend on the context in which the first case arese. If the defendant ig
convicted of csplonage, the Conrt car be expected fo lesn over backwards to
keep him in Jail, If he is a visiting foreiga stndent, caughf up in a dragnet
sneveilinnee, - the antialien provisions might be strnck down.

Bowever, what. the Supreme Court may or may nok do with this 151 1s es
gentially beside the peint. Congress must decide fhe coustitutionality of ihe
bill's anti-alien provisions in the first insfance, ¥un so doing; it should be aware
that neither case law nor the concept of egnal profection evident in the wording
of the entire Bili of Rights supports ilre government's fheory of twg Fourth
Amendments, To enact the anti-slien provisions is to set a stiinfory precedent
for stiil farthey diserimination against aliens &f a time when both Congresy and
the conris have been moving to end that discrimination,

Were the psendo-warrants authorized by this bill Immited fo the surveilinnee
of emhassies and consnlnies, it would be difficuit to ralse & Fourth Amendment,
equul protection ebjection, Or, ¥ the surveillance wers limifed fo nonresident
aliens serving as officers, employecs, or paid informants of A foreign intelligence
agency, miktary establishinent, or diplomatic corps, an exemption from nil or
part of the Fonrih Awendment might be reasonakie, However, this bill sweeps
fur berond, raising serious questions of constifationsi overbreadth. Section
2521y definition of “officer{s) or employeé(s) of a foreign power” wonld permit
ensy fapping and bugging of sullway condietors from Purls, doclors from Great
Britain, and professors from West Germany. Sueh persons conld well be your
relatives or mine, here on a holiday, T see no reason why they shonid be treated
differently from s Bot if this Dil passes in Its corrent form, they wost cer-
toinly will be, and visitlng the United States conld become as naplaasant for
forcigners as golng to the Soviet Unicn or Senth Korea now is for Americans.

RIGHTE OF 1.8, PERSONE OVERSEAS

To the extent that Congressional snpporfers of this blil have persuasded the
President to admit fhat hig power o tap and hng for intelligence pnrposes is
limifable by legisiation, they lave achieved an historic advance, Unfortunately,
the eoill seems fo substitute legisiative power for executive power withont
acknowledging that beth Congress and the President are bonnd feo legisiute
within the limits of the Fourth Amendment.

Nowhere is this "clean slate’ theory more evident than In the provision de-
fining the kinds of ‘“electronic surveillance” regulated by this bill Az T read
Section 2321 (b} (6), i azsures that the hill will do nothing whatever to curb:

Wiretepping of U.8, persons overseas by the CIA aud the military;

Bugging of U8 persons abroad by the CFA and the military

Inferception of the long distance telephone calls and eables of 1.8, persons
abroad to other persons ahroad by the Nafional SBecurity Agency fhrough com
puterized searches of microwave iransmissions:

Moniforing, by microwave Inferception and cable-fapping, of communications
from .8, persins located alivond Lo nonresident aliens in the United States:

Monitoring, by the same meaus, of telephone calls and enbles from foreigners

abrond fo .5, persons in the Ynited States, provided that the contents of the
messige are nof acanired by “intenticnally targeting fbat U.S. person”
By fsiling fo ping these holes, Congress gives the impression #hat it believes
that Americans iose their constitniional righf against uniessonable searches
and seizures the moment they leave our shores. Moreover, it invites foture
Presidents to assnme {hat they have an "inherent power” fo violnte the privacy
of hundreds of thonsinds of Americans who live and sork abroad.

Most Americans are not awnre of the exfenf {o which their government Ling
spied on its citizens abroad. A typical example ocenrred in West Bertin in 31972
#nd 1973, where Army infelligence infilitated an afllinte of the Amarican
Democratle Pnriy, infilirated a German church misston in order te spy en
American ministers, persnaded German autborities to wiretap American attor-
neys and jonrnaiists, and persnaded private employers to deny several Americans
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thelr fobe, The monitaving was carrled out, the Avmy later clnimed. to protesct
witional security and foveign relations, altbough it admitted that it did net
have any reason {o believe that the Americans were pgents of u foreipgn power
Fufarmation collected inclnded the names of persons signing a petition eniling
for the hinpeachmeni of President Nixow sud cawfideuntinl lawserclient coun
minnieations. Asked to expluin where it got the power to spy on Awmerican
poiitieal welivity overseas, the Arty cited its Status of Porees Agreement with
West Germany, Berlin Democrelic Club v, Rumsfeld, 410 ¥, Supp. 144 {1976}
and Miltary Sureeiilancs, Hearings Before the Subconnnittes on Constitutional
Rights, Committes on the Judiciavy, .8 Senule, 93rd Cong., 2d Sess, {1974) at
106 See also Pyie, “Spies Without Masters: Phe Army SLil Wafehes Civilan
Daditios," 1 Ciy, Libk, Rep. 38 (1974).

Ahis was pot the first tnstance in which the militnyy eltined that the Bill of
Rishix could be suspended by  meve exercise of inhorent oxecntive power. In
1008, the First Circuit Conrt of Appenls rejeeted 5 ointm that the Fourth Anend
mant did not protect 1he proawmises of ap Amertean citizen is Vienna from a U.S.
military search, Best v United Stetes, 184 ¥, 28 133 {1st Cir, 18309), cert. denied,
340 T8 939 (19513, The Court of Clatins liter vuled thut the Fifth Amendmoent's
jnst compensation elanse applies to the seinire of the oversens properts helonging
to Amerieans and esunet be nullified by excentive agreements with foreign gov:
ermuents. Turtey v, Tnited States, 115 F. Supp. 457, 404 {1953) : Seery v. United
Slataz, 127 ¥, Supp, 601 {1053). See also Sutheriand, “The ¥lag, The Constitn.
tion. and Internstional Agreemoents” Comment, 68 Haov, T. Rev. 31274 (1853).
In 1857, she Supreme Court declared thut not oven the combined foreign affairs
powers of the Prestdent and Congress wers gufficient to abrogute the Constitu
tionul rights of Americhing overseas, 854 118, 1, 16 {10573,

In light of these cnxes, it seams to e that Congress is under & constitutional
obligntion to bring all forms of electronie surveilinnee by ithe United Sfafes
agaﬁinsiwv.s. persons iocnted gbrosd under o Fomrih Amendmoent warrsnt
system.

BEA MIOROWAVE INTERCEETS AND THE FOURTH AMENDMENT

The fact that the Fourth Amendment riles ouf delibernte warrantiess electronic
surreillance of U8, persons by thelr government anywhere poses speeinl problems
for the Nuational Becurity Apeney which rountinely swearches microwave radio
transmissions apd fuiernutionn) cable trafe for sensitive informution. Testhrony
of Gen. Atlen, Chureh Commnittee Hearings, Vol. 5, 5-585, o

5. 1566 would require the government to obtain pseudo-warrants before inter-
copting any domestic nlerowave transmissions. Preudo wayrants alse would bave
Lo be obiained before targeting UG.5. persons jovated iw the Eniled States who
receive communieations from abrosd, Hawever, the BT wonld fenve NSA com-
pletely freo to eavesdrop on U8, persens located abroad communicating with
others locnied abroad, or with nouresident allens {u the United States, And i
woukl permit the use of communicstions of L8, persons “incidentaliy™ inter.
cepted by watchlisiipg fheir Torcign associates. Section 2021 (b} (4). These
leophioles fmply the existence of Viehorent” executive poswers Incopsisteud with
Feourth Amendment principles,

It is not difenit to undersinsnd wby the Justice Department is rebuetand fo
aeknowiedge the constitutional righis of Ameriesns vig-wiz N8A overseas. To
a0 50 wonld be to admit thnt the Agency may not eollect economic and political
inteliigence from the commmuniesiions of oversens Amerieans. Monttoring the
communientions of drig traflickers, terrorvists, and sples would still be possible,
hit listaping to Mobil Oil executives in Afriea, midwestern grain dealers In Indisa,
and Pepst-Cole represeniatives in the Soviet Union would be impermissible,

1 wander §F the peneral counsels of major U.S. corporations engaged in inter
national trade renlize the exfent te which this b would legitimize fedeval
survetliance of their most confidential business {ransaetions.

7 Tha ahxence of A wapistrate or Judge located abrend has been heid to be an lnsofll
clent reasen for not doing 0. Morlis Domocratic (lub v, Rumsfield, 110 . Bupp. at 160
Seo plae Dndred Stetes v Robinaon, S50 B 34 878 (DO Clr, 10781 approving the com-
munication of warrant requests by felephone, provided that thew are “based on sworn
orit testtmony ., . . with provedures for recerding, transeribing and certifying the
statement.”
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COMPTLSORY BPY BEAVICE

Tinally, it ssems to me that this bill's priovities and valwes come throngh
most clearly in Section 2325 (1) (2) (B} and () which would enable the
Justice Department to get orders directing landlords, custodisus, and other
persons to help install and maintain lstening devices—even to snoop on their

own relatives.
T find it extraordinary that, at a time when our government ¢an lo longer

draft men into the armed forces, Congress would allow it to conseript them into
its spy corps. Bven General Gage, who quartered hig troops in private hemes,
would not have heen so hold as to eompel colonists to spy for him. On the theory
that any liberty has its price, the bill thoughtinlly provides that the conscripied
spies must be eompensated “at the prevatling rate,” but it says nothing about
death benefits to Miami landlords who are hauled into court and ordered o
betray their CIA-frained Cubsn tepants.
- % - ] + - -

“fPhere is mueh more that T could say about the bilt and its lackof a firm con-
sittutional foundation. In closing, however, T would simply Hie to reming the
Committes of some words written by Justice Frankfurter, dissenting in United

Statea v. Robinowitz, 339 1.8, 56, 60 (1950) :
“It ig true also of journeys in the law that the place you reach depends on

the direction youm are takimg And so where one comes ouf . .. depends on
where one goes in. It muakes ali the difference in the world whether one ap-
proaches the Fourth Amendment as the Court approached it in Boyd v. Unifed
Htetes, . , . or one approachesitss . . . 8 formality. I¢ makes all the difference
in the world whether one recognizes the central fact about the Fourth Amend
ment, namely. that it was.a safeguard against recurrence of abuses so Geeply feit
hy the colonies as to be one of the potent causes of the Revolution, or one thinks
of it a5 merely a requirement for a piece of paper.”

The Cmamman. Before we begin, let’s take a minute to bring the
committes and the witnesses up to date on the committee’s discussions
with the Justice Department and the FBI regarding some of the prin-
cipal issues raised by 5. 1566,

As our witnesses know very well, and as this committee, T am sore
will recall, though this bill was introduced this year, its predecessor
was introduced in the previous session of Congress and was & product
of consideration in the Judiciary Committee, and T think it is fair to
say, a significant refinement as a result of this committee’s activities.
And the witnesses that are now seated before us played an important
role in this analysis,

We owe to Attorney General Levi a vote of thanks for the efforts
that he made in this regard.

The first issue involves the standard for electronic surveillance of
Americans, The bill provides that a court must find probable cause
that an American citizen or resident alien is an “agent of a foreign
power” before he is targeted for surveillance. However, as we recall,
problems arose with the definition of “agent of a foreign power.” In
1976 this committee reached an agreement with Attorney General
Edward Levi on a three-part definition, trying to increase the protec-
tion of American citizens and narrow the target as far as electronic
surveillance was concerned. :

None of us were completely happy with the standards, frankly. They
were clearly a compromise. The third part did not require any indica-
tion of Federal erime. It was written very strictly so it would not allow
surveillance based on a person’s political activities, The first part of the
standard also posed some pmbl%ms because the term “clandestine in-
telligenco activities” was so nebulous. “Clandestine intelligence ac-
tivities” eould include not-only espionage and other forms of spying,
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but also political activities on behalf of any foreign power. The way
the standard was written, we could not rule out the %ossszhty of sur-
veillance of Americans whose political efforts on behalf of a foreign
rovernment might be labeled clandestine and who might be considered
ikely sometime in the indefinite future to violate the broad Foreign
Agents Registration Act. )

e are not talking about the obvious spy and saboteur, espionage
activity in a relationship with a foreign government. We are talking
about an American citizen who shares & similar coneern for the inter-
ests of another country and engages in legitimate expression in the
political process to get this country to follow certnin procedures, We
are all familiar with the strong ethnie ties many Americans have that
increase their sensitivity as far as world problems, and particularly
regional and other nation problems,

We recognized these problems in 1976, and we were willing to accept
them for the sake of reaching agreement on the bill. However, we were
concerned about any noncriminzal standard for wiretaps or bugs, no
matter how tightly written, Last July Attorney Genersl Bell toid us
that it was almost equivalent to a eriminal standard, and although I
was concerned about the lack of & eriminal standard, I think by any
assessment, the bill after it came ont of this commitfes, was in much
better shape in this regard than the one that came out of the Judiciary
Committee in 1976,

But in the interim, this last year, we have been working to try to
deal with this problem, working with the Justice Department, the
FBI, as well as interested citizens such as those present here today,
and others, to reconsider the definition of agent of & foreign power.

With this in mind, I intend to join with others who may be similarly
concerned ahont this problem in offering an amendment, The definition
of “agent of a foreign power” which would read as follows: “(B) any
person who— (1) knowingly engages in clandestine intelligence gather-
ing activities for or on behalf of a foreign power, which aetivities in-
volve or may involve a violation of the criminal statutes of the United
States.” I want to eyophasize, “may involve a violation of the eriminal
statutes of the T/nited States,”

Also, “(ii) pursuant to the direction of an intelligence scrvice or
network of & foreign power, knowingly engages in any other clandes-
ting intelligence activities for or on behalf of such foreign power,
which activities invelve or are about to involve a viclation of the
criminal statutes of the United States;” or in addition #(iii) is or may
he knowingly engaged in sabotage or terrorism or activities in fur-
therance thereaf, for or on behalf of & foreign power.”

The conspiracy standard would be retained, bnt we will make clear
that the conspirator must meet all the “knowingly” requirements of
the other standards. Another provision may be added to say that no
American should be surveilled solely on the basis of activities pro-
teeted by the first amendment.

This definition eliminates the noneriminal standard, and provides
new safeguards against unjustified surveillance of political activitics.
The standard for clandestine political activities requires proof of di-
rection by an intelligence service or network and an imminent eriminal
violation. On the_otﬁfar hand, the Government has somewhat more lee-
way to protect against clandestine intelligence gathering activities, that
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is, spying, which may involve a Federal cxlme, as well as persons who
may be engaged in sabotage or terrorism, which is a matter of great
concern fo us. o .

I will say to you just briefly before vielding, asa civil libertarian T
am still not totally satisfied with two or three words in that compro-
mises or that amended language. As one who feels that we have a dnal
responsibility not only to protect the civil libertics of American citi-
zens bnt also to protect cur country and to give our governmental
agencies the tools they need to legitimately, legally, Tet me emphasize
legitimately and legally, protect the rights of all of s from those
who would fake away our freedoms, I think in the exergise of both
of those responsibilities, this 1s abont as close as we are going to come.

- 1 want to salute all of those and thank all of those who have worked

on this language. I hope they will share my feeling that we are not,
wed to every dot and every title. We are anxious to have an exami-
nation by those who may not be as familiar with it as we are and
also who may possess a broader experience of the impact of the word-
Ing, of the intention in the langnage, . : .

On & separate issue, the snrveillance of Americans abroad, we will
introduce legislation tomorrew. My distinguished colleague from Ken-
tucky, Senator Hnddleston, has been laboring mightily in this regard.
We are going to introduce those charters tomorrow, and in this logis-
lation will be requirements of a court order for all electronic or signals
intelligence activities targeted against Americans abroad. This bill
will be part of the committee’s intelligence charter legislation covering
the CIA, the National Security Agency, and any other intelligence
agency that may conduct snrveillance abroad.

We have decided that overseas surveillance should be dealt with in
charter legislation, along with similar techniques like physical
searches and mail opening, We will be taking up S. 1566 separately,
and we hope to report it fo the Senate floor in the near future, Fleo-
tronic surveillance abroad, dealing with the subject of the hearing
process, give and take where everyone who will he affected will have a
chance to be heard so we can decide fo see whether those provisions
act%aily do what we need to do to fulfl] the dual responsibility that
we have.

In closing, T think it is fair to sav we have made significant prog-
ress in our. consideration of S, 1566, and we are interested in other
1ssues hesides the criminal standard. We hope we can resolve these jg-
sues promptly so the bill can be enascted into Iaw this year, because
I think it will be the most significant step we can take in a relatively
short period of time to begin the rebuilding of confidence in our
agencies and in our political system.

I vield to the distinguished Senator from Kentucky,

Senator Hupprestox. Thank you, Mr. Chatrman, .

In the interest of time, and since our witnesses have already been
waiting for a period, T wonld ask unanimous consent to submt into
the record an opening statement and just say that I am pleased that
we are back on the traek in the development of this legislation, the
need for whieh X think has been amply demonstrated. I think that en-
actment, with the proper refinements, of the bill that i3 before us and,
hopefully, of the charter legislation that will be intreduced by the
committee tommorrow, will have broucht ns a long, long way toward.
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the protection of our rights and liberties in this conntry and toward
the more eonstitutional operation of all of our intelligence ugenclies
At the same time we will have cstablished & framework within which
those iigencies can operate efficiently and effectively and provide us
with the intelligence thut our country needs.

I am hopefnl that we aan proceed without delay on all of these
nctivities, giving umple time, of course, for the necessary refinements
and modifications that may have to be made,

Thank you very mueh, My, Chairman.

[ The prepured statement of Seuntor Huddleston follows:]

Prepares Svateymess oF Hon, Wapses L Hoewsgsros, TS Sexaton Enow
wrE STaTE oF KeNtoeny

T am certuin thut everyone js piensed thaf we will soon reach the end of
our guest for legislation fo curiail and control the use of electronie surveillance
techniques for intelligence purposes by federn] uapeneics. The misose of the
surveiilubee teehpigues was well docnmented by the origingd Select Committes
an Intedipence, and there [& vo doubd o my mind that this legislotion {s nrgendly
necded. MHowever, i case somwe of our memories on the subject have dimived
with the passapge of time I will quote ove paragraph from the ndirgs of the
Compnitiee whieh states very sureinetly why ihin lepislution i nosded

“These intrnsive techniques by thelr vory atire invaded the privafe com-
manientions and activibles beth of the individuuls they were directed agsinst
and of the persons with whon the larget eomupupicated or assoeigted. {Son
sequently, they provided the pieans by which all types of information—inglyd.
ing personul snd poiitiesl Inforpstion totally nurelated to uny leghifimmngs
govermnental ohicctive- -were cullected and in some cases disseminated to the
Ligboest fevels of the government.”

T believe that we need a strong hill which will assure that an individual's
privacy will not be winecessarily invaded through the vwse of these technigues
or that hix o her rigbts will not be lpnored by fedoral nuents doing whst they
arbitrarily congider te bhe In the best interest of natlonal security. The Cone
stilntion goarntees individoaly in this country certain righls, asd it is the duty
of Qungress (o profect these rights from intrusion either from within or without,

B. 1566 has been the subject of a inng and protracied debante and is a mueh
better bilt than 8 3197 becsuse of thiz debate. However there Is 5t room
for improvement, and T will spppord ol apuroprinte offorts to tighten further
somne of {he provisions of the bill (o assure that the abuses of the past do net
reburn to bavnt s in the futura,

I commend all the parties who have been invelved in rofining nnd shaping
this bill, The members and staff of both the Dielligence and Jodiciary Conp
mittees nvve devoled many long hours o this B and deserve o grest doal of
oradiif for Lheir efforks.

Tho spirit of compromise, which is absnlutely necestary fo produce s cine
troversial plece of legisintion such as this, bhas been exemplary. As the dis
tinguished Chairman indieated, there is tentative agreement on elimingiing {he
non-criminal standard in the b3l which Bes been g mndor shinnbiing block, |
gupport thig efford to hrprove the bil, a¥hough ¥ 42l am concernad aboyt fhe
vagueness of some of the proposed lpnpagee,

1 nm certain fhat the witneskes we have before us fodar will have important
recovamendations to make, and T can assure them that I will be listening with
Hn onen mind, :

The Cuamstan, Senator Case?

" Senator Casr, Thank you, Mr, Chairman,

I shan't take any time af sall. 1 concur with vour remarks, Mn
Chairman, and those that the Senator from Kentucky has made, A lot
of hard work hug been put in on this by u grent many people, including
many of my colleagues. T uppreciate this and T am anxious to get the
herring under way so that we can hear from coneerned people about.
this very diffienlt and I would almost say tricky subject.

B4 B8 T Rl
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Thank you, Mr. Chairman.

The Caaraax, The Senator from Indiana,

Senator Luaar. Mr. Chairman, I would join you and our colleagues
on this committee in welcoming this hearing for additional refinement
on this legislation. I think it is an impertant bill and T appreciate the
two faciors, Mr. Chairman, that you brought forward in your state-
ment. We have & tremendous obligation to protect civil liberties in this
country and a tremendous obligation in ferms of obtaining intel-
ligence, and these two are not necessarily incompatible, and I think it
is important in this bearing to refine this bill, and I look forward to
ifs early reporting and passing,

The Cuamsran. Thank you very much.

Gentlemen, you are familiar with why we are here, The ball is in
your eourt,

TESTIMONY OF JOHN SEATTUCK, DIRECTOR, WASHINGTON 0FFICE,
AMERICAN CIVIL LIBERTIES UNION; JERRY J. BERMAN, LEGIS-
LATIVE COUNSEL, AMERICAN CIVIL LIBERTIES UNION; AXND
MORTON HALPERIN, CENTER FOR NATIONAL SECURITY STUDIES

Mr, Smarrock. Thank you, Mr. Chairman. T would like to start by
recognizing that I have the privilege, I believe, of being the first
witness before you, Mr. Chairman, in your new position ag chairman
of this distingnished committee, and to congratnlate you on your
elevation to that position and say that we are delighted to be working
with you and hope to work closely with you on this and other matters
in the months shead,

The Caamman, We ook forward to that kind of working
arrangement, :

Mr. Smarroer, Thank you,

I have a statement, Mr, Chairman, that Mr, Berman and ¥ sub-
mitted to the House Intelligence Committee approximately 8 weeks
ago, and we have made it available to this committee, and T would like
to ask eonsent that it be admitted in the record,

[The prepared statement of Mr. Shattuck and Mr, Berman follows:]

PREPARED STATEMENT of JoEN H. F. Sparroex, Digsorer, WasHireron OPrFIoR
AND JERRY J. BraMma¥N, LEegLaTive CoUNssL, AMERICAN Civir LisrrTies TINIoN

Mr. Chairman: We weleome this opportunity to testify before this Commiltee
on leginlative propesaly to control electronie surveillance for forelgn intelligenee
parpeses. It is a matter of obvious importance fo the natien and one of vifnl
concern fo the members of the American Civil Liberties 1inion, a nationwide,
nonpartisan organization devoted to protecting individual rights and lbertes
guaranteed by the Constitontien, .

Thiz legisiation has been proposed for the same reasons that this pew Intel.
Iigence Committee was constituted; the recognition, In the wake of Watergate
and revelations of massive illegal programs conducted by the FBI, C1A, NSA and
other T.8. intelligence agencies, that the Congress must exercise meaningful
oversight and eontre! of the inteliigence community and enact legislation and
charters for the agencies which insure that intelligence activities will no Jonger
violate the ¢ivil and constitntiona) rights of Americans,

_ The enactment of legisiation to prohibit warrantless and overbroad electronic
surveillance would be a major step toward reform and would signify a resolve
on the part of Congress to bring our Intelligence agencies under the rula of Iaw.
Leglstation setting forth a striet and narrow standard for the vse of this most
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Fourth Amendment rights of citizens and would et a positive precedent for
legislation deBning the general investigative anthorlty of U.8. intelligence
ageheips and the ¢ircumstances under which they may use other covert investiga-
tive technigues soeh a5 the search of private records and the use of Informants.

We stress the Interrelationship between wiretapplog iegislation and the pro-
posed ¢harters to emphasize at the ouisel that the Committee cannot view these
Rills in isolatlon. Yehatever investlgative standard iy approved in the wiretap
aren will be a signlficant precedent with far-regching ramifeations. I Congress
enncts wiretapping legislation with an overbroad or indefinite stendard for
employing this most Intrusive of all inveatigative techniques, 1ntefligence agen-
aies will {nevitably continue to violate the First and Fourth Amendment rights
of citizens in a wide range of investigstive areas, 1t iz only logical that future
charter legisiation, governing the use of less Intruslve covert techniques, will
huild on this precedent. This could result in broad investlgative authorily to
conduct surveiliance of political activity. ¥f the wiretap standard is too low,
Congress could end up authorizing rather then curtailing intelligence sgency

abuses.
THE CENTRAL IBBUE: THE CRIMINAL STANDAED

While four bills are under consideration by this Committee—FLR. 5632, H.R.
5704, H.R. 7308 and H.R. 8745—we wili focus on H.R. 7308, the Administration
proposal introduced on May 18, 1977 In hoth the House and Senate (8. 1568).

Before we discuss out central objection to HL.R. 4808 g5 presentiy drgfted—its
fafture to set forth a criminal standerd as the basis for all natiopal secutity
electronie anrveillance and to restriet the application of thig standard to scricus
erimes sffecting national securify—we want to commend certain features of the
hitl, particularly

Tis specificity &s to the showing the Government must make to obialn & war-
rantless national security wiretap;

Its reguirement that all such wiretnps be conducted pursvant to a judicial
warrant, making ¢ clearly preferable to H.R. 9745 whlch permifs warrantless
electronie surveillance, and

its specificity &8 to the showlng the Government must make to obtain g war-
rant to condnet clecironic surveiliance for foreign intelligence parposes.

Trespite the positive aspects of the bii, which we stronpgly encourage the
Commitice to retain, ILR. T308 is seriously flawed because 1t permits the Gov-
ernment to target persons for electronic surveillance without probable cause—
or even & reasonable suspleion—to helieve they are engaged in crime. Accerd-
ingly, we oppose the blll ln its current formm because we nelieve its low imvesti-
gative standard would Invite abuse and would be a dangerous precedent for
futare intelilgence legisiatlon.

THE NOX-CRIMINAY STANDAED IN H.R bt

Before discussing the investigative standard for wiretapping which we be-
lieve iz minlmally necessary to satisfy the Constitution and curtail abuse, lct
us look gt who could be routinely wiretapped under H.1L. 7308, The hili anthor:
izes continuous surveilisnee for three months or more of at least four classes
of pecple who are noil eves reasonahly suspected of engaging in eriminal
activity.

First, the bill permlig surveiilance of officers or employvees of 2 foreign power
withont any showing that they are engaged in either criminal or lntelllgence
sctivities, In effect, the bill declates open seasot O foreign employees of
government corporations like Alr France, who are subject to wiretap at any
time simply because of their stains. The second cztegory of persons who csn
ba tapped without any suspiclon that they are committing crifpes ls forelgnets
engaged in nodefined “clandestine intelligence activliles” which might be harm.
ful te the security of the United Siates. In the absence of any definltion of
sclandesting intelligence sotivitles"” there are no safeguards to protect innocent
forelgn bustnessmen, visiting forelgn relatives, fonrists, or any other foreign
visltors te the United States from becoming the targets of "inteillgence” wire-
tapping.

The third catopory of persens covered hy the non-criminal standard i3 Amer-
feans who secretly collest or transmit Information pursuant to the direction of
& toreign intelligence service “ander clreumstances which indicate the trans-
misston or eollection of such information or material would be harmful to the
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geenrity of the Ynited States, or that lack of knowledge by the United States
of snch eollection or fransmission would be harmful to the seeurity of the
Umited States This complicated formula ameunnts o 4 new, allinciusive and
overbroad definition of espionuge, with the resnit thaf the President is given
the anthority to swiretap Americans whose conduct has not been wade eriminat
by Congress. _

Fipally, the most disturbing category of persons whose lawfui eonduct ean
trigger surveillanee is Amerieans or foreigners whe knowingly aid or abet per-
sons engaged in nndefined clandestine intelligence activities or the sccref trans-
mission er coliection of harmfsul information, These people are fwice removed
from the eriminal standard: they ean be tapped for aiding or abefting others
whese conduct is lawful, and they need not even Runow the nuture of that
condnet s0 leng as they are "knowingly” aiding the persons engaged in it
Inder this standard Martin Lnther King conld arguabiy have been tapped, 4s
he was, for "hnowingiy” usscciating with a person suspected of seeret Com-
maneigt activities, even thongh King knew nothing of these activities

The non-crimipng! standard in H.R 7308 would permit an Aftorney General
insensitive to civii liberties to define "ciandestine intelligence netivitieg' or
the seeret coliection or transmitial of nationul security Infermation, to warrant
eloctronic snrveiilsnce similar fe the so-called "XKissinger sevenieen taps” on
jonrnatists andg government exapioyees. Surveillance similay to the "sugar lehby”
taps of a Congressman ané his aides in the eariy 19605 {buased apen an allegs-
tion that & foreign conntry was attempting to infiuence congressionai delibera-
tioms aboui sngar quota legislation) would arguably be permissible, Felitical
aefivity profected by the First Amendment conld be reached in a variefy of
circomstances, sued ag the fnnd-raising activities of American religions nand
¢ivie groups on belalf of Isthel, or the receipt of an honorarive te speak o a
foreigan lobbying grenp. in short, the wiretap net could be cast very widely over
non-¢rimingl conduct under HUR. Y308,

A CRIMIKATL ETANDARD | THE MINTMUM CONSTITUTIONAT REQUINEMENT FORB WIRETAPS

Why is it so impertant o limit the wiretapping suthorized by HLR. 7308 to a
"epiminal standard”? A wiretap is probabiyv the most intrusive and inherently
unreasonahie form of scarch angd seizure. Even when & fap ig placed on a4 person
suspected of engaging in criminal activity, it offends the Fourth Amendment
hecause it vecessarily resuits in & "general search” of ali private conversations,
incriminating or not, which oceur over the period of the surveiliance, The sur-
veilinnee technology itself severely impedes any kind of effective control, such
as # conventlonal seareh warrant whieh {1) sutherizes the selzure of fangible
evidence, {2) "particulariy deseribes'” the things to he selzed, and (3} gives notice
to the subject of the search exeept under narrowly defined “exigent cirenm-
stances.” Cf, Osborn v, United States, 385 UL, 323, 320-30 (1566).

The technoelogy of eleetromic surveillance makes the search and seizure of
teleplione conversations infinitely more intrusive than the physical search of a
haowme ¢r o persoy, evel) when a ap is condueied pursuant to a conrt order, Statis
ties released recently by the Administrative Office of the U.8, Cenris, for esample,
show that the average court.ordered federal wireiap in 1996 involved the inter-
ception of 1,038 separaie conversations between 88 persons over a peried of three
weeks, These statistics demonstrate dramatically that even in the case of a
ormingl investigation—7ayr more Hmited than the open-ended 99 day or one
year "intelligence” investigations anthorized by H.R. U308—a wiretap scarch
inevitabiy lhas a dragnef effect which strains fhe Fourth Ameddment to the
breaking peint, As Fastice Brandeis warned in Gimatead v, United Stafes, 2T¢
17.8. 438, 473 (1928), "discovery and invention have made it possible for the
government, by means fur more effective than stretching npen fhe rack, to
ohfzin disciosure in court of what i whispered in the eloset Hven where cir-
enmseribed within the confines of a eriminsl investigation, wiretapping rep
resents an invasion of private apeech and thought with almest no paraliel

Sigee wiretnps are Inherently so intrnsive, the ACLU has long maintained
that they canncet be conducted at all without violating the Fourth Amendment.
If this viclaiion is fo be minimized, no snrveillinee should be permitied uniless
a jndicial warrant has been issned based upen probabie cause to believe that the
}EI(‘{I;‘:(}I; to be tapped is engaged in crime. See Kcatz v. Umtad States, B8O 1.8, 347

1067
. Those wha seek £ 1'ust1fs i c}eparmre from the eriminal standarg for "intel
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Uinited Sigtes v. Tnited Stofes District Cowrt, 407 U.B. 297, 322-323 {1872):
“Different standards may be compatible with the Fourth Amendment if
they are reasonable both in relation to the legitimafe need of Government
for intelligence information aand the protected rights of onr ci:.ize_ns. For
the swwarrant application may vary according to the governmental interest
to be enforced and the painre of citizen rlghta deserving protection”
Justice Powell's dicta are based on two leading administrative search cases.
Camars v. Municipsi fourt, 387 U.B, 522 {1967} and See v. Seeile, 357 U.S.
541 {1967). In these cases the Court sanctipned the use of area warrahis for
manicipal antheritics to condact inspections for honsing code viointions, nef
npoen probable ¢ause of o parlicnlar housing code vielation, but upon generat
experience that dwellings in a particulsr area are likely to be in vielation of
the code.

The administrative search cases are a weak reed upon which to rest such a
dangerous relaxation of Fourth Amendment standards. These cases did not
involve a deliberate scareh for specifie informatlon, as does HLE. 7808, The
searches were part of a general regulalory scheme te protect public heaith and
safetv. Second, none of these rases deal with potentialiy sensitive political
activities. The Courf hns recognized the convergence of the Hourth and First
Amendments: “‘Historicaliy the struggle for freedom of specch und press in
England was bound up with the Issue of the scope of the search and seizure
power.” Marcus v. Search Werrant, 3687 U.B, 717, 724 (1961). See alse Uniled
Statez v. Uniled Stales Distriet Court, 407 U.B. af 315, Third, the adminisirative
search cases deal with a munch less intrnsive invasion of privacy. A walk through
of a dwelling seeking compliance with a honsing code iz bardly comparable to
) days of electronic surveillance, gathering every communleation—whether or
not relevant—made from a particular facility.

The degree of infrnsiveness is the decisive factor in defermining the gquality
and degree of justification ibat must be provided for a gearch., A wiretap, of
course, is the most infrusive of ali xearches and therefore requires strict adher
ence to the criminal stapdard.

FORETGN NATIONALS ATND THR FOURTH AMENDMENT

It is argued that foreign vlsifors and employees of a foreign power in the
United Stutes are loss protected by the Bill of Rights than American ¢itizens
and resident aliens. This is one of the premises of H.R. 7308, Thore is little basis
for it in constitutional aw.

The Fourth Amendment, of course, vefers not to the righis of cifizens or
residents, but to the “right of the people' to be free from unreasonable searches
and seizures. Just gz the fterm “person'' ln the Fifth Amendment hag long been
hield to be *broad enough to inelude any and every human being within the
jurisdiction of the republic Weng v. Uniled Stoies, 163 L8, 228, 247 {1833)
{Fieid, 1., concurring), the “peaple" who are protecte:]l by the Fourth Amend-
ment have been held to inelude all persons within the ferritorinl jurisdiction
of the United Siates. More than Afty years ago, for exaniple, the Supreme Court
establizshed that 2n zlien could invoke the exclogsionury raie in a deporfation
proceeding. Pnited Stales or rel. Bilokumaslky v, Tod, 263 1.5, 149 (1523}, The
extension of full Fourth Amendmoent protection to foreign nationals has been
long revognized by lower conrts, egr. In re Weingtein, 271 P56 (SDUNY. 18200,
aff'd, 271 F68T3 {2nd Cir. 1820) (Tearned Hand, 1.} and was noted by the
Supreme Court in Abel v, [Mnited Slates, 362 11L& 217 (19600, Abel involved
joint investipation by the FBI and Immigration officinls of a suspected Hns
slan spy. A search was made of the suspert's hotel room af the time of hig
administrative arrest preliminary to deportiution, with ¥FBI conducting a sub-
seguent search on ifs gwn. These searches tnraed up not only proof of Abel's
alennge and illegal eniry inte f{he United States, but of espionuge (coded
mesgages. microfilme), and the government brought an esiponage prosecution
and obinined a convietion. Abel appealed on the gronnd that the evidence on
which he wasg convicted was the fruil of an iHegal search, and thercfore should
have been exeluded,

The Supreme Court aflirmed the convietion hy finding that the search had
heen Incidenial fto a valid deportation arrest and was therefore legal ibself.
But the impertant point i1 thaf it was assumed by the majority {and siressed
by the dissenters) that alicns. even these who had cntered this country iliegally
and who were engaged in espionagze, were entitied to full Fonrth Amendiment
protection. .



114

Although a deportation arrest like the one conducted in Abel! may be based
on less than probable cause, an alien who is investigated for purpeses oiher
than deportation is fully protected by the Fourth Amendment. As the Seventh
Cirenit Court of Appeals recently stated, plemary Congresslomal powers fo
deport allens “eannot be interpreted so broadly as to limit the Fourth Amend-
ment rlghts of fhose present in the United States” Ilincis Migrant Couneil v,
Pitloid, 540 1.2¢ 1082 (7ih Cir. 1976). By the same token, the border seare_hes
of mutomobiies for iilegal aliens on less than probable cause, see, e.g United
States v. Martinez Puerte, 96 S.Ct. 3074 (1976), cannot be taken to permit
gweeping and intrusive non-eriminal surveillance of foreign visitors anywhere in
the United States, See Alomeida-Senchez v. Uniled States, 418 U.8. 266 (1978).

Kven the argument that foreign power embassies and employees--as dis-
tinguished from a larger class of forelgn visitors—ean be subjected to broad
surveiflance is leeking in constitutiona} support and contrary fo international
1aw. There is Little bagis in Supreme Couwrt case law for a distinction between
types of forelgners lawfully in the Unlied States, Moreover, the federal courts
have long recognized the duty imposed by international law to “protect the
residence of an ambassador or minister againkt invasion as well as amy other
set tending to disturb the peace or dignity of ihe mission or the member of
the mission.” Frend v, United States, 100 .24 651 (D.C. Cir. 1988}, ceri, dended,
808 1.8, 640 {1080}, This obligation s more than a genersl principle of inter-
national law. The Vienna Convention on Diplomatic Relations, signed &y the
President and ratified by the Senate in 1974 expressiy provides im Article 22
that:

1. The premises of the mission shall be inviclable. The agents of the receiving
State moy not enter them, except with the consent of the head of the mission. . ..

3, The premises of the mission, thelr furnlshings and other property thereon
and the means of transport of the misslon shall be invnune from search, reguisi-
tion, attachment or execution. {emphasis ndded.}

The Constitution expressiy directs the President to earry out the iaws and
treaty obligations of the tinited States. Neither the Constitution nor the Viezma
Conference Treaty will support the bread surveillance of foreigners which H.R.
T308 would permit. In considerlng the distinctions which the bill attempis to
make between classes of forelgners lawfuily In the United States, it i3 worth
bearing in mind the Suprerne Court’s words of caution more than a cenfury ago.

“The Constitution of the United States is a law for rulers and people, equaily
in war and peace, and covery with the shield of its protection al} classes of men,
at S%g times and under &l dreumstances," Ex Parie Milligen, 4 Wall, 120, 123
{18663,

BHEOUTS CONGRESS CREATE A NATIONAL SECURITY EXCEPTION TO THE CRIMINAL
SPANDARD FOR WIRETAPPING

Even if the Constitution were fo permit a “foreign intelligence” exception to
the eriminal standard for wiretapping, the guestion would remain: Should Con-
zress create suck an exceptisn? Fhiz question hes been answered unequivoecably
in the negative by the Senate Select Committee on Infelligence Activities (ihe
“Church Commlttee”) and by Vice-President Mondale both at the time be was 1
member of the Church Committee ang as recently as last August in an address
before the American Bar Associntion, Furthermore, no evidenee has been offered
in the Senate hearings on . 1566, the counterpart to HLE. 7308, to justify any
departnre from the eriminal standard, and Sepator Kennedy, s principal spongor
of §. 1568, has repestedly expressed reservations about the bhill's proposed excop-
tion to the crimingl stendard.

The Chureh Commlttee carefuily reviewed the problem of national securify
wiretapping and reached the conclusiem fhat '"no American be targetted for
electronie surveillance amcept upon o judicial finding of probable oriminal
aotivity.” Inielligence Activities end the Righis of Americans, Final Report of
the Select Commitiee to Sindy Governmental Operations with Respect to Inteili-
gence Activities, Boek II, U.8, Senate, 94th Cong., 2d Sess, (19763, at 325
[emphasis added]. The extraordinary degree to which nationsl security wiretaps
have been misssed for political purposes was well Gocumented by the Comnittee
gnd has been further demonstrated throngh successful litigrtion, See, e.g., Fwei-
bon v, Mitchell, 170 U5 App. D.C. 1, 516 F 24 594 (D.C. Cir. 1875} ; Halperin v
Kissinger, 424 B Supp. 838 (D.D.C. 1878) ; Berlin Demoeratic Olub v, Rumsfeld,

- 410 . Supp, 144--(DD.C; 1078), In lighi of this history of wiretapabuses, the
Church Committee concinded that if the existlng crimingl stendard for wiretaps
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should prove o be toe restrictive "to tover modern forms of industrial, tech-
nological or econcinle espionsge nof pow probibited,” then the criminal laws
should be srsended rather than create s new dangerous basis for inltrusive sur-
voiflanee” Bk IL st 326.

The rationale for the Chureh Committee's conclusion was incisively expressed
by then Senator Walter Mondale when hoe testified n July 1078 in oppesition to
the noscriminal standard Ia 8. 3197, the predecessor to L RB. 7308,

“i'{'Ihe fact is that if you get the right of Government to investigite Awericans
for things that are pet crimes, there sre ways of desiroying persong withont
ever appearing in o courtroom . . . [13f you cloak an administration with an 8-
defined power to investigate Americans ouiside the law, snd in tolsl disregard
of their comstitutional rights, it is iaevitable that the police will be used to
seldeve polities] purposes, which is the mest abhorrent objective snd fant that
wa sought to avedd in the erention of the Censtitution and the adoption of the
Bili of Rights 8o 1 Isee} the enormity of the dungers bere, particuiarly where
we pass legislation to permit it—up untti new It has been helr faull, buf Row
we know, amd i we authorize it from here on out, it is our fauit”

Eleclronic Surveillonce Within the United States for Foreign iciligince Pur
poses, Hearings before the Subeounmililes on Infelligence and the Rights of
Americans, Select Commiffee on Intelligence 118, Sennte, $4th Congress, 24
Bess, on 8. 8187 {June 29, 1978}, at 36-57.

As Vive President, My, Mondale reaffirmed his position on the mportance of
the ceriiminnl standard o & spegel before the American Bar Association o Aw
gust &, 1977, The Viee President’s statemoent ou the criminal standard issne came
after the Benate Judiciary Committee hearings on 8. 1568 hud been compisted,
ard in this respect it appeared to refiect an awareness within the Adwinistra.
tion thal o pen-criming! excepiion in the bill is net necesstry. In any event, the
case for the exception hag uot been made,

The Adminlstration has now had two opportunities te expiain to Congress
why @ non-erimingl standard 15 necessary. Nelther oconsion has producsd any
pursnRslve ressons why legitimate foreign intelligence investigntions would be
ampored by complinnee with a crindral standard, As Senitor Kennedy pointed
sut at the conciusion of the Sennte Judiciary Committee hearings on 8. 1566, the
Administration witnesses dig not meet thoir burden of proof. Hearings on 8, 1566
bafore the Committee on the Judiciary, 1.8, Senate, 80th Coug., 1st bess, June 14,
1977 [hereafter "Judlciary Hearings']. No additional evidence to suppert the
exception was offered al hearings conducied subseguently by the SBubecommiftes
on Intsiligence and the Righis of Americans of the Henate Select Committee on
Intelligence.

Hoth Defense Secretary Harold Brown and CIA Director Stansfleld Yurner
conceded Lefore the Judiciary Comimlittee that thelr agencies do nol regulre
authority to wiretap American citizens or foreign visitors not enguped in eritne.
As Seoreiary Brows put i, “the non-criminal standard is principuily an FRI
reguirement rather than a DOD requirmsent” Thls pesition was repeited atl
the Intelligence Committee bearings, Admirnl Toeer neted {hat any non
criminal snrvelllance the CTA would conduct wonld prinelpally be directed
agninst foreign powers and pot against lndividuals. Hearings on % 1566 bofore
the Subeommitien on Iulelligence and Bights of Americans, Select Committes
on Inteligence, 1.5, Sennte, 95th Cong., lat Sess, July 23, 1837 {unpublished)
{hereinafier "Intelligence Hearings"},

The arguments for the Inclusion of & non-criminal stundard In 8, 1546 snd
H.R. 7308 have come from the Department of Justice, Attorner Gencral Griffin
Ball nt firsd sugpested to the Judiclary Comimittee that a ldss siringent stand
ard was needed for the lnvesiizalion of forelgn visitors {altheugh the Ford
Administration bad deelded It was not needed the year before) bevsuse of an
jncrease ln the number of “communist.-bloe offleinls” traveillog to the United
Siales. Bu! when ashed by Senator Kennedy what speclfically had ¢banged in
ong yesr “in terms of the uature of the threat,” the Attorney Genernl conid
otily sagiest that “maybe you're dealing with a different set of peaple” Judiciary
Tlearings, This assertlon was not repested in the subseguent hearings, al
though Senator Kenmedy bad invited the Departmoent to stlempt fo show
whether there wis "an additlonal threat . . . to our securlty interosts” that
wourld warrant broader investigatory authority.

‘Farning to the guestion of why 1t is pecessary to authorize wiretaps on Ameri-
enn ¢itizens and restdent sllenw nob enpaged in crime, the Justice Department
witnesses took the position that “the current capionsge isws are pol yet com-
prete encugh and clear enough to . ., reach all forms of esplouage that need o
be covernd”, They asserted that the “national defense” Inferests profectnd by
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the espicnage laws are narrower thah the “natlonal security” interests protected
by H.R, T308 As several other witnoses psinted cut, however, the Supreme Court
in the leading esplenape case of Gorin v. nited States, 812 1.8, 19, 28 {1%41)
has construed the ferms “national defense” and “national security” fo have
similar meanings for & judge considering whether to issue a warrant. This peint
wag brought out by the Aftorney General himseld, who stated in response fo 4
request for an explanation of the suppesed distinction between ™national de-
fense” and “pafional security”: I don’t know if T can give yon any more, other
than fo say: "National Seenrity to me is broader than naticns! defense’”. Judi-
ciary Hearings. e ’
This is the exient of the Administration’s testimony to date relating to the
need for a mon-criminal standard in H.R. 7308 Following the Semate Judiciary
Committee hearings on 8. 1566, Attorney General Bell sent a lester $o the Com-
mittee responding to certain written gnestions In this letter the Attorney Gen-
erzl amplified his tegtimony by deseribing sly hypothetical eases in which he as-
serted the government would be anthorized fo conduct a wiretup ander 8. 1586,
bnt nof under the expionage laws, It is evident, however, that the esplonage laws
wouid be sufficient to authorize & wiretap in each ease where it would also be
anthorized under the non-criminal standard in 8 15686 and H.R. 72308

THE APPROPHIATE STANDARD FOE H.R. 73068

H.R, 7308 should refiect the fundamental principie $hat no persons protecied by
the Constituflon should be subjected to intrusive surveiilance nniess there is evi-
dence that they are engaged in serlous eriminal conduet, Otherwise they should
be ieff alone, In the context of national secarlty, no persons shonid be tarpetted
for electronic surveillanee nniess the Government has evidence they are engag-
ing in eriminal conduct whiekh directly threatens national seeurity. Fo bring H.R.
7368 in line with this principle, we recommend the following alternatives:

1. Amend or Omit the Non-Criminal Standard for Americans

‘Fhe non-eriminal definition of "agent of & foreign power,” Section 25321{2) (B}
{1il}, should either be amended to reflect a eriminal standard or omitied from the
bill, Fo accomplish this, we esli the Commiifes’s attention to a proposed amend-
ment to the companion bl 8. 1366, which would add "likely to viclate the
criminai statutes of the United States’ to thig gnbseetion, Alternatively, we wefer
te the recommendation of the Church Committee which ealls for the omission of
any nos-criminal standard with the nederstanding that If certain conduet is
considered dangercus to national security but not viclative of the iaws of the
Hnited Stafes, amendment of the espionage Iaws should be considered. In any
event, Congress shonid not set 8 dangercus precedent by asthorizing the wire-
tapping of persons engaged in fuwful condnet.

As we have pointed out, the Government has not met its burden of proof that
this snbsection Is warranfed. On the other hand, the governmesnt has interpreted
thiy section far foo broadly in arguing that all of the hypotheticel cases can be
rexehed under this standard. In either case this argues for deletion or amendment.

2. Amend the Criminal Deflnition of Agent of a Forelgn Power Applicable to
Americans

The criminal definifion of “apent of a foreigh power,” 2421{B3{i) shonid be
tightened considerably, First, to Insure that the Government does uot wiretap
any Americans based on the specuiation that they may ene day in the Indefinite
future violate the law, the words "will invoive” should be modificd by the word
Useon,” Move important, the seetion should be amended o insure that It wiil
be invoked only when fhere is evidence of a crime directly affecting national
security,

In the biil as introduced, the term “cisndestine intelligence asotivities” is not
defined and evidence ef any crirminal law violation eah trigger a wiretap, Withont
specifie definition, clandestine infelligence aetivity could be interproted te mesn
any form of private political activity, including attending meectings or lobhying,
It enuld appiy to planning g demonstration against our invelvement in & foreign
confiiet {like the Vietnnm War) or lobbying for arms to Tsrael Arguably, if
picketing without a permit or civil disobedience were planned, persons engaging
in these activifies conld he wiretapped. While this mniy seem far-fetehed, we
must remember that OPERATION CHAOQS, COINTELPRQ, and the NSA cable
intercept programs wereail based on such interpretations of “counterintelligence.”

To. avold abnse, we believe that Congress-should narrowly- define-"elandesting
intelligence activity” in the bili and see that it reflects activity which amounts
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to evidence of possible esplonage. In addilton, Congress shounid speelfy in the sub
seelion thore mutionul securily erimes or related offenses which are preper coiv
cerps for counterintellipence investigative agencies—for example, those erimes
Listed in Section 2516413 {a} of the Ompibns Crime Ceonirol and Safe Streels Act
having to 40 with national securits.! In other words, the principie foliowed by
Congress in “Pitle I1} of the Safe Streets Act that ail crimes do not warrant
wiretapping should be followed in this lagislation as well, gince it woutd deler
the wovernpmert from cugaging in overbroad surveillance. For example, fo In
¢lnde the vagre Forelgn Agents Repizfrution Acb as a possible basis for wire
tapping can result in extensive surveillance of Lywiul politics! uclivity and asso
¢iation. Enumeration of crimes wonld avoid thiz probles,

We emphasize that in the ong history of executive anthorization of natlonni
seenpity wirclupping duting back to the 1940 order of President Roosevell, the
Executive brinch bas always speeified that siretnpphuy could only be conducted
whay there was evidence of esplonage, frensen, sthotuge, or vielations of the
neutrality laws, %ee Warrantless FBI Electronie Survelllsnee, in Beok Fii,
Final Report of the Select Committes to Study Governmental Operations with
respect to Infeiligence Activitjes, 94th Congress, 23 Sess. Teport Noo 405
1f Congress intends to reform efelligence uctivities, it wonld be uncenscionable
to nnthorize even brosder surveillinnce thaon wag permitied by execntive order
i the past,

8 Amend the Conspiracy Sectiony Applicable fo Americans

As we pointed oub esriier, the consplracy section of 2521{2) is far too broad.
1f the non-erbwinnd stawrdsrd remuing dn the hill, the conspiracy section should
not apply to this subseetion. A eomepliroer ta 8ld ond abet ethers i what fs by
defisition lawful conduct ts two steps removed from eriminal activity, Az npplied
to criminal conduel, subsection 2321(B) (21 {iv) wust be changed o cover unly
those who knoewingly aid or abet &ny person whom they know to be engugud in
activities deseribed i the section. Aw presectly drafted, o person conid aid or
abet o operson in fwisl netivifies and be wiretapped heesuvse the persen s ep
gaged in seme other possible iMegal er nen-criming “chindestine fntelligence”
netivity,

4 Amend Definitions of Agont of @ Porcign Potser Applicable to Forcignors and
Vigifors

Employees of a foreign povernment ix lhe Uniled Btates should not e aul-
jected to wirelapuing simply beesuse of their status, and there should he ne sep-
arale standured for foreign visitors and studonts, We believe fhat with adequate
definltion of “clandestine tutelligence activities” amid & clear relationship be-
tween such setivities ond national security erimes, the government will hase
suficient suthority te protect vital national security inlerests. The Cosnstitn.
tion requires no leys. Moreover, If we are Lo get af the problem of massive sure
veillance by forelyn wovernmments of the communientions of United Stufes eifi-
sOus, we mist not ourselves engiige iu shinllar sweeping survelilanes,

I our testimony today, we have foensed on the criticnl issve presented by
ihls legislation. However, in an attached appendis we suggest other important
asnendments that must be made in H.B. 7308, having to do with the procedure
tor approving wirelap authorizutions, obtairing judicial certifeation for eolec-
tronic surveillance, permitting 2 fudge to go hehind o certification, and Insuring
thal intercepted conversatlons sre minimized. We haere call your attention 1o
Lhese Importaud junendments and again reiterate our concern about the over
hroad investigative standard In the currant draft.

. Under our constitutional system the wiretapping of persons who are engaged
in lawful aetivity hus to place. Morcover, In logislating contrels over wiretap.
ping, Congress must not sef o precedent for legisinted charters that would aw.
therix_c continned infrusive surveiliance of politieal activity by U.8. intelligence
apencies,

ADDITIONAL AMBNDMENTS

L B 2E2I(LY(E)Y (€Y shonld be amended 1o dociare the soord inlentional®
, Comment...The word “intentionnl™ is an unnecessary gualification of “acguisi.
;tmn.“ Tt is not contained ln subsections (A}, {0} or {P} and should Le deleted
Tere,
t Thig is the underiring concept of HLR. 5842 which we endorse,
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2. § 238103 (8) should be amended to add the following provision af the end of
the section:

“Information obtained under the procedures of ihis chapter from a United
States person who is not the farget of survelilance shali not be maintained in
such a mahner as to permit its refrieval by the name of that person nnless It is:
{a} evidence of & ¢rime; or {b) in a file maintained soiely to respond fo court
orders related to eiecironic surveiilance.”

Comment.—QODe way in which national security wiretaps have been abused is
ny the storing of information in the files of Americans whe are overkeard on the
suvelllance of forelgn powers. The minimization procedures in § 2521(b) (8) do
pot require minimlzation of surveiliances directed at non.U.8. persens. Informa.
tion aequired about & T.8. person ¢an be stored so that it ig routinely retrievabie
under the person’s mame. The amendment is intended to protect U.B. persons
against sueh routine storage and retrieval practices.

8. § 252¥(a) should be amended 1o provide as follows:

“fiach application for an order approving electronic surveitlance under this
chapier shall be made by the Aftorney Genercl in writing npon oath or affirma-
tion te # indge havlng jurisdiction under section 2528 of this chapter. It shali
include the following information—"

Comment.—The requirement that ail applications be made by the Attorney
jeneral should he an essentiai element in the legislative scheme of H.R. 7368,
and must be restored o 8. 1566, Since the bill is a radical departure from the
Fourth Amendment, no further erosion of constitutional safeguards should be
permitted by allowing wlretap applications to be made by any “federal officer.”

b §25240a) (B (D (DY, (7Y (F), (8} and (10) should be amended to delote the
clause, “When the fargei of the surveillanoe i8¢ not ¢ foreign power as de-
fined i section 521 {DY (1Y {4}, {BYor (C). . . "

Comment 8. 8197 required a factual deseription of the nature of the infor-
mation sought and the niethod of surveiliance t0 be provided te the judge with
Tespect to ell wiretap warrant appiications. Jf the warrant proeedure is fo have
meaning 8t all, the judge should be told what information is sought in all
cirenmstances,

5.8 2325¢a) (7)Y should be amended ¢ follows:

“(5y The appiication which has been filed contains the description snd
certification or certifications specified in seetion 2524{s)(7), the certification
or certifications are not arbifrary or capricious, and 8 judicisl finding has been
mude that the certification or certifichtions are eorrect on the basis of the state-
ment made under section 2524 {a) (7) (B} "

Commenty.—One of the principal new features of ILRE. 7308 15 supposed fo
he that it *“provides for jndicial review of the certification by Hxeentiive
branch officials that foreign Inteliigence information iz songht” (Justiee De-
partment Memorandum accompanying 4/27/77 Draft, p. 1]. This ciaim is in.
fiated. The “arbitrary and capricious” standard of review ig sn inadequate
standard for Fourth Amendment purposes. Unlike an administrative proceed-
ing in which such a standard is applied, the warrant application is made In an
ex parte, non-adversarial setting, If the warranf procedure is to have any
meaping af ail, the judge must be permlited to probe the certification to detex-
mine whether there is probabie cause to heHeve that if i3 accurate.

. § 2E25{0Y{1) (D) should be amended fo delate fhe clause, “when the farged
of the surveillance iz not 4 foreign power, o defined in scclion 252I{b)
(Hy{4), By or (€} . .

Comment—The court should be reguired in sli euses to specify in the order

the means by whlch the electronic surveillanee will be effected,

.08 BAZS(BY(2)(B) should be amended fo insert the word “may’ belween
Ypersen” and “Ffurnish.”?

Commeni —Private persons shouwld nol be required fo cooperate in placiag
wiretaps., This provigion shonid permif them to cooperate, therehy protecting
them against iiability. No penaity should atiach to private persons who decline
to nssist in placing surveillances.

8 § 2525{¢) should be amended o eliminaie the one yeor quthorization period
for foreign power surveillance end Wmdt ol authorizations to ninety days.

-Commente—The extraordinary-inirusions permitied-by ~thig blii-are-dramati=

cally demonstraied in the prevision authorizing surveillance of foreign power
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without review for one year periods. The nipety day pericds permitted for
United States persons are aiready far beyond the limits of Fourth Amendment
reasonableness,

5. § 2586(c) should be amended by deleting the lost nine lines of the seclion,
beginning with, “provided that, in meking this deferminafion . | 7 and
substituting in its place the follmwing:

“In making sweh o determination, the court, after reviewing a copy of the
court order and msccompsnying application in camere, shall order disclosed to
the person against whom the evidence is to be introduced the order and appli-
cation, or porfions thercof, if it finds that there is & ressonable gquestion as
to the legality of ihe surveiilance and that such disclosure would promote a
more accurate determination of such legality, or that snch disclosure would
not harm the national security. If the court defermines ihat the electromic
surveiilance of the persoun aggrieved wus conducted unlawfuily, it shail tnrn
over the information obtained or derived fromn the surveiilance to such per-
son, 1f the eourt determines that the electropic surveillance of the person
ugprieved was conducted lawfuily, it shali turn over a copy of the court order
and accompanying appiieation to such person enly if the Government enters info
evidence information obiained or derived from the survelilance”

Comment.—The procedure in the biil &8 it reintes to the government using
the friits of an electronie surveillance in a trisi raises serious 4lderman and
constitutional issuves. Where the government seeks to nse such evidence it should
be regquired to disclose the warrant. Moreover, it is not snfiicient for the court
to suppress the evidence if iilegally obtsined: it must turn the evidence over
to the defendant for a2 taint hearing.

0. § 2327 should be emcnded io add the following ¢l ke end]

“(c) the periods of time for whieh applications granted autborized electronic
surveillances nnd the acfoa!l duration of such electronic surveillances; and {4}
the number of such surveillance ferminated during the preceding year'

Comment.—These important reporting provisions were contained in 8§ 5197
and should be reinstated tn H.R. 7308 und 3. 1566,

1 §4{a) (1) of ihe conforming amendwments should be amended io deleie
the clauge, “as otherwise euthorized by a scorch warrant or order of G
court of compeiend jurisdiction.”

Comment.—This ciause would reader meaningless the requirement that the
procednres of this bili or Titie 1FI be followed for ali electronic snrveillance.
Common law warrants which de not follow the procedures of this iegisiation
should not be pernitted to authorize any surveillence.

12. 8. 1566 should be amcnded to prohibit surveillance of U.S. persona gveriecs
orcept pursugni {0 the proeedures of the bill

Comment.—TFhe Tecord of the Chureh Commitiee and the Senate Inteiligence
Tommittee indicates that there is m substantisl amount of warrantiess wire-
tanping of 1.8 persons overseas by federal intelligence agencles. The Constitu.
tion protects the rights of Americans overseas againmst aciions by the U5
Government, Reid v. Covert, 354 U.8. 1 {1957}, and at least one conrf has held
that warraniless wiretapping of Americans oversess {s illegal under the Fourth
Amendment. Beorlin Democratic Club v, Rumefeld, 410 F. Supp. 144 (D.D.C
1978).

AFPERDIX

The Justice Department Hypotheticals

Iz response to questions posed by Senator James Abourezk, Atforney (eneral
Ceifin Bell sent a letter ta the Senstie Judiciary Committee wheyrein he outilned
%ix hypotheticai cases which Justice Department officials coutend warrant a
departure from 4 criminal standard in the Foreign Inteiligence Surveiiiance
Act of 1977. According to the Justice Department, these cases counid not be
reached under eurrent caplonage laws After studying the cases, it I= our con-
tention that in three of the cases cutlined, 8 judge wonld issue & warrant ander
current espionage iaws and that in the remaining three cases. a judge would
not issue g warrant even under 8. 1568 as currentiy drafted. In som, the Ad-
ministration kas not made 3 case for departing from the criminal stundard in
this Act
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Caze No. [

2 A Spinelli-guatified* informant reperis that A has, pursuant to a foreign
intelligence service's direction, collected and fransmitted sensitive eeonomic in-
fermation concerning IBM trade secrets and advanced technoiogical research
which uitimately would@ bave a variety of uses including possible use in a
sophistieated weapons sysfem, but which is not done pursnant to a government
contract. A is piaced under physieal sprveillance and 18 seen to 81 dead dreps
whiclt are cleared by a rmember of a Communrist blee embassy suspected of
heing an agent of ifs forelgn inieliigence service.”

Comment—This case thres en whether commercial information such as an
IBM trade secref which might be nsed in a sophisticaied weapons system con
stitntes "natienal defense” information or information "relating” to the national
defense nnder 18 U.8.C, 784, The Justice Department confends fhaf # may not.
Flowever, the Supreme Court, in forin v. 0.8 312 U5 18 (31941}, stated:
“National defenge . . | i3 a 'generic concept of broad connotations, referring to
the military and naval establishinents and the reinted activities of military
and naval establishments and the reluted setivities of national preparedness” We
agree that the words 'national defense’ in the espionige act earry that meaning.”
Id. at 28 Thus, if a conrt found that & persen £ all of the elber criteria of
2421.{1) (2) (B) and that the information being gathered was from an industrial
sonree, it still would bave ne diffionity finding that there was probable canse
to believe that 18 U8, 784 was being violated,

Cage No, 2

“Pursnant to the physical surveillance of & known Toreign infeliigence officer,
B is zeen to clear dend drops flled by thag officer. On the second Tnesday of
every month B drives by the officer’s residence, after engaging in driving manen-
vers intended to ghake any snrveillance. Within one block of the officer’s resi
dence B always sends a eoded cifizen’s band radio transmission. B is discovered
to have enltivaied & close relafionship with a State Department employee of the
oppr)fi E.e sex speciglizing on matiers denling with the conniry of the inteliigence
agent,” )

Comment.—First it is not clear who fhe government wants te plice under
electronic anrveillines, Unless fhe vagne “conspiracy” section, 2821{h) (2) (iii}
remaing in the hill, the Stafe Depariment employes could not be wiretapped. Of
conrse, the conspiracy sgection shonid be stricken frowm the bill. The Jlustice
Tepuriment does believe it hag probable canse to tap B under 8 1566, However,
it wouid alse have the anthority te seek a warrant if 18 VU.S.C. 794 were the
standard,

The Tnstice Department seems o assnine that it is necessary fo kuow pre-
cisely what the content of the informatien is to establish what law is being vie
lated, if any, in order to secnte & warrant. Heowever, the faet that the informa-
tion is being passed to & "known foreign intelligence officer” should be suficient
te establish probable canse under 784, Moreover, 2521{(b) (2){B}{i} does nol
appear to require that the conrt find thut a partieniar statnie will be viclated
bui only that the aetivities "iavolye or will invoive 2 violntion of the criminal
statntes of the Tnited Biates.” And given the very broad interpretation of the
phrase ‘nuitional defense’” by the Supreme Court, #t is doubtful that any conrt
wonid pauase fo inquire infto the confentis of the material bhefore fasuing a war-
rant, Certainiy singe all ofher elements required by 8. 1568 have been met,
a eaurt would bave prebablic canse fo helieve that u conspiracy to vioiaie 18
T.8.C. 794 was nnderway.

Case No. 8 '

"G, using highiy sophisticated egnipment developed in a hostile foreign conn-
fry, tnps the data transmissions lines of several elecironics corporations. Fhese
lines do not carry ¢commmnications which ean be anrally acquired, nor do they
carry classified information, nt the information carried, which is net available
to the pnbie, when pnt fogether, can give valuable Information concerning
components which are nged in Tnited States weapons systems.”

Comment—Ehis case, like Case Number One, tnrns on the meaning of "na
tional defense” and “related” infermation in current espiomage law. Notiing in
Beetion 793 of Witle 18 limits snch information te data that is elassified or
developed pursuant to eonfract. Again, given the Court’s broad reading in Gorin,
the “valuable information concerning components which are used in Tnited

T T 8pinelli ¥ Tnited Stutes, 392 .5 E10 (1569}, sates the requirements by which the

relinbility of an informoant and his informsation must be tested for purposes of obtalning
a search wirrant,
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Statex weapouns systems” would be eovered under 18 T.S.C T84, Rinee sl the
other elementx under 2821{b)}(2) (B) have Leen met, there would he probuthie
catge to find that a conspiviey to viointe Section 194 of Title 18 existed,

Case Ne, 4

"1, a headwaiter in o fashionable Washington, NG, restaurant, sels us a
hookamker and procarer for several wel known and highly placed customers,
A Spinetidapnlifed informant reports that I} has been Instructed by s forelgn
inteiligenee sorviee to reiny all embareassing apd persenally domaging mfor-
mation abiout these customers to 4 vosidont ngont of the foreinn inteiligence sery.
jee in Washington, The informant reports that at least one customer hus heeh
bisekmaiied in his job as g government exccutive into taking positions favoruble
te the nation for which the resident agent works”

Commont. N warrant could be issued cirher under section 194 of Title IS
or undar 8, 1566, D is not collecting or framsnifting nlormation of the kind
referred to by B, 1568 o section 704 of 'Fltle 18, ¥f the Jostiee Depirtmont's
argnment Is that by getting one kind of infermation, P cauld trade it for another,
then the Justice Department is iuterpreting 8. 1566 I a way which efiminates
the snfeguards bulit lpto it Moreover, one should alse ask iF it is pecessary fo
tap £his persen, For exaople, his contset at the embassy conld Le tapped under
the “fareipgn power” provision of 8, 1566 and D cunld be sureeilied by lesy
introgive menns, Those who come Mito contact with I¥ could be warned.

Case ¥a. 5

“A Spinelliguaiified informant reports that ¥ has, pursusnt to the direction
af a foreign inteliigerce service, engaged in various Hurglaries fn the New York
aren of homnes of Unibed Stafes cmplorees of the United Nations to obiain infer
mution on some of the Untied Stntes positions in the LN

Comment —¥irst of all, U.8 employees ut the (LN, do not have advance in
formation on U.5. positions af the United Nations. In any case, this situstion is
trivisl Buch information should not be in an employes’s home and I eould be ar
reated for burgiary., Or is the Justice Departinent assuming that £ discusses his
horglary turgete an the phone

Coso No. 6

»A felephone fap of 4 foreign inielligence officer in the United Sfates reveals
that ¥, acting pursaant to the officer’s direction, hay infilirated several refupee
erganizations in the United 2iates, Hiz instructions are o reorslt members of
these organizations ander the gulse that he Is an agent of g pefugee torrorist
ieader and then o target these recruited persons spuinst the FBE the Dade.
Cannty Polter, and the CEA, the nitimate gosl being to infiltrate these agencies. F
is to RKeep the intelligence offcer informed as to his progress in this regard but his
reports are to be made by mail, because the U.S. Government eannot open the mail
unless g crime 18 belng commitied.

Comament,—As in Unase Number Four, no tap would be pernuitied under 8, 1588,
Fis is not the kind of information contewpiated nnder the Act A top wonid not
he permitied under seetion 794 of Title 18 ax well, If ¥ is to report in *by mail”
ig ¥ going to do this recriitment by telephone? Does the government pian fo reud
B, 1B66 to permit the refugee organizations to be wiretapped to find outf if they
are infiitrated ? These are dangerous readings of 8. 1568, The proper action iz fo
alow the F'BI, having this mueckh informatlon, to foll F's schente,

In sum, the Justice Department ia “reaching” for fhe exceptlonn] csse to o
inkbiish the noed for o devistion from the erimingl stondard, Contrary to all
exparience with judieial warranis 4o the wiretapping areas the Departmest
jireSumes "strict construction” by judges will hamper legitimate intellpence. 'Fhe
dustice Department should be reminded that only seven judges, picked by the
Chief Justice of the U.8, Supreme Court, wiil review these warrant rogquests. Of
course, this does not give the Justice Department sy cortainty that aif applica-
tiens will be approved, But the eriminal standerd does not apprecinbly make the
process more risky for the goverhment. On the other hand, the non-oriminad
standard is a dangerous precedent for abuse, ’

Mr. Snarrves. I will summarize a number of points in that state-
ment, and try to give soma overall perspective to the importance of the
legislation before this committed which is-extremely important to ¢ivil
libertarians in the Senate and to the ¢ountry. The wiretap legishition
before you has been proposed, we belidvd, for'the same reason that this
committes was constituted, and that is the: Congress must exercise
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meaningful oversight over the intelligence community to insure that
intelligence activities will no longer violate the civil and constitutional
rights of citizens, We have & long and somewhat tortuous history in
recent years of disclosures of these intelligence violations, and we ave
ep]ease&y that this committee is now seeking to put those abuses behind

The enactment of a bill to prohibit warrantless and overbroad elee-
tronic surveillance would be a major step toward intelligence reform
and would signify & resolve on the part of Congress to bring our intel-
ligence agencies under the rule of law.

We believe that legislation setting forth a strict and narrow stand-
ard for this most intrusive of all investigative techniques would pro-
tect the first and fourth amendment rights of citizens, and would set a
positive precedent~and for charters defining the general investigative
authority of the intelligence agencies. It 1s important for us all to
understand, Mr. Chairman, as you yourself so well understand, that
the wiretapping legislation and the proposed charters are very closely
related, Inevitably so. Whatever investigative standard is approved
in the wiretap area will be a significant precedent, with far-reaching
ramifications as the committee moves ahead in the charter field.

If Congress enacts & wiretap bill with an overbroad or indefinite
standard, or a standard that does not link investigative activity to the
investigation of erime, the intelligence agencies, we fear. will con-
tinue to violate the first and fourth amendment rights of citizens in a
wide range of other investigative areas. In other words, if the wiretap
standard is too low, Congress could end up suthorizing rather than
curtailing many of the abuses that have come to light in recent years.

The American Civil Liberties Union pesition on wiretapping is
well Jmown, and that is that the very conduct of wiretapping neces-
sarily strains the fourth amendment which protects us against unrea~
sonable searches and seizures, to the breaking point. Wiretaps are so
intrusive that all conversations are picked up over a period of time,
which means that s wiretap is very difficult to minimize in terms of
the scope of the search and seizure that is conducted, :

This is why—in addition to the precedent that this legislation will
set for the-future of legislation to control the intelligence agencies—
this is why the criminal standard is so important to this bill.

Now, the criminal standard, as your opening remarks, Mr. Chair-

an, suggested, is a very complicated issue. There are many elements.

in the issue; for example, four classes of persons now in the legisla-
tion, prior to any introduction of amendments, can be wiretapped
without any reasonable suspicion or probable cause that they are en-
gaged in criminal activities. These Include foreign powers, foreign
visitors, businessmen, students, other people coming and visiting this
country, .S, persons, and conspirators or persons who aid or abet per-
sons in those othér three eategories, :
Now, we are deeply concerned about all of those categories, Mr,
Chairman, T think that what we have heard this morning indicates
that the committes is ec{;zaliy concerned asbout many of those areas, We
are concerned about the interception of first amendment informa-
tion—-information about the political activities of a person—and I
think that the chairman has indicated an equal concern with that by

-supporting-the inclusion-in-this hill-6f 2 provision-that would make it -

clear that even if we go to & criminal standard, there will be no author-
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jzation of interceptions of information protected by the first
amendment. .

The tightness of the definitions is also very important to us. The
clandestine intelligence activity definition which has yet to emerge m
the course of these hearings is one example, There are many concerns,
in other words, and I think instead of going into each of them in detail,
we would prefer to open ourselves to questions by members of the
committee.

'We are, of course, also interested in improving the bill, as the chair-
man has indicated, in other areas, apart from the standard fo be used
with respect to the investigations that would be permitted.

So without further comment on the opening statement you made,
Mr. Chuirman, we are prepared to proceed to answer any guestions
that you might have.

The Crrarrmax. Are you familiar with the language of the proposed
amendment, and if so, would you give us your critique of its strengths
and weaknesses, please?

Mr., Smarroek. I think T will turn the mierophone over to Dr.
Halperin.

The Cramuan. Who has had some significant personal experience
in this field.

Mr. Havreriy, First of all, I try not to let that get in the way of
my position. I think the elimination of the old paragraph (3) which
involved the so-called noncriminal standard is clearly s substantial
step forward, The section 1, which in offect is & substitute for the old
section 3, clearly Iinks now any surveillance of persons believed to be
engaged in clandestine intelligence eollection to a criminal standard.
I think that is a step forward,

The additional provisions in the new paragraph (2) do provide ad-
ditional requirements in relation to other clandestine inteiligence ac-
tivities, T think we would prefer to limit the bill simply to clandestine
intelligence gathering, but these additional provisions to tighten and
provide additional protection, particularly if there is provision which
yonr statement suggests, Whicﬁ may be added to the bill, which we
think is absolutely essential; that is, a provision seying that no person
can be the subject of surveillance solely on the basis of first amend-
ment protected activities,

So whatever the definition of other clandestine intelligenee nctivity,
it cannot include 4 person who is simply engaging in activities which
are protected by the first amondment of the Constitution. T think that
provision is essential in connection with 1 and 2 fo make it clear that
political activity protected by the first amendment cannot be the sole
basis for wiretapping somebody.

Now, paragraph 3 raises some additional problems because what it
docs is to move terrorism and sabotage to a reasonable suspicion stand-
ard rather than a probable cause standard, and I think clearly we would
prefer, would still prefer to have that provision left the way it wasin
teIEIfIS of requiring probable cause.

The Cmamuan. Excuse me for interrupting, but I am sure you are
asware that T much prefer the probable cause standard, hut what we are
trying to do is see if there is room for a trrdeoff which could deal with
terrorism before the deed is performed.
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Mr. Havpgray. The argument as I understand it is that thisprovision
should be parallel with 1, relating to conventional intelligence activl-
ties. I think that the problem is that the way it was drafted—and 1
think this is probably just a drafting problem-—it is not paraliel be-.
cause section 1 requires that you be engaged in the present in what is.
ealled clandestine intelligence activities. The ordy thing that is un-
certain or may be in the future is whether it will involve a violation of
the eriminal statutes, so that it snys knowingly engages in clandestine-
intelligence activities, which activities irivolve or may involve n viola-
tion, But the way section 8 is drafied it does not require any current:
activity at all because it says is or may be knowingly engaged or sabo-
tage or terrorism or activifies in furtherance thereof: So there need be
no current activity at all becanse they simply could find that you may.
be in the fature engaged in activities in furtherance of terrorism.

The Caamuman. So you are concerned about “may” being defined as
a matter of time, not 8¢ a matter of a certainty. ' ' :

Mr. Hareeron, Right. :

The Cramyax. I think that isa fair assessment.

Mr. Flapessen, T is important that it be rewritten so that it parallels
section 1, so that it says that you are engaged in activities which are,
relate to, or involved in sabotage and terror which may be violations of’
a criminal statute, the way 1 is written. There are problems in draft-
ing to do that, and I think this was an atteinpt to do'that. 1 just think
the language is not quite to the point where it accomplishes that. :

The Crarrman. W}%e are glad to have some help from you as to how
vou might do that from that standpoint. .

If we understand vour coneern, again, let me try to pin this down.
First of all, our concern in talking about terrorisni and sabotage is the
loss of a large number of lives if you don’t get something stopped. I am
sure you coneur, that because of the time factor involved, you have to
act quickly, at which time you may not have sufficient facts for or-
dinary probable canse, but you do have good, reasonable suspicion as
far as the kind of activities involved here.. - '

Now, that is what we meant “may” fo mean, nof “may” sometime in
the futare. ' ' S

Now, yon are concerned that the “may® could involve almost anyone,

Mr. Harrverrn. 1 think we wounld obviously prefer to have probable
enuse and not have “may” at all, bub leaving that aside, the concern is
that the “may? relute to whether it will actually produce the terror o1
sabotage, as is defined in the bill, bnt that their activities already be
underway at the time that the request for surveillance go into effect,
just as some activity must be underway for clandestine intelligence
gathering. Tt should simply be a belief that sometime in the future
somebody may do sometiing which will be in furtherance of sabotage
or terror, I think we would be glad to submit language and try to
worlk with the staff o develop language that, does ghat. '

The Caamaran. May T ask this, an advance appraisal, and then I
awill have a chance to study it. o .

‘We'd better have a chance to make sure what we are talking about
on this end before we get vour reaction. ;

Mr. Harverrow. § think Mr. Shattonck would like to comment on that
aﬁ well, and then T would like to make two dther comments related to

thnt, -— R ' |

The Crarrman, Please.
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Mr. Saarroer. Also in that same section, Mr. Chalrman, releting to
sabotage and ferrorism, we are disturbed abont two other matiers 1n
addition to the standard which Mr. Halperin has been discussing
First is the definition of terrorism, It seems to us that it is appropriate,
given the purpose of this bill, in guarding against foreign power ac-
tivities, to define terrorism as international terrorism so that we are
not talking about the investigation of domestic groups under & lower
standurd, Domestic groups onght to be investigated under title 171
That is cartainly the purpose of the title 111 investigation. But this is
going to be a broader investigative anthority, and therefore we would
urge that the terrorisin be amended to make it clear, as the IExecntive
Order does, that we are talking sbout juteruationsl, or internationally
based gronps and not domestic groups.

'The second point that 1 wanted to make about that section, Mr.
Chairman, was the—w

The Cuamorax, Would vou excuse me just g minnte, please?

Mr. Saamuck. Yes,

[Pause, ]

The Cusmryvax, Excuse me, Go ahead,

Mr. Saarruox: The seccoud point I wanted to makhe abont that sec-
tion concerns what we belicve 1s reslly the use of & superflucus term,
“in furtherance thereof”—"is or may be knowingly engaged in sabo-
tago or tervorism ov actlvities in furtherance thereof.” In light of the
congpiracy section that 1s already in the bill, we don't understand the
pnrpose of the “in furtherance thereof™ lnngnage, st least insofar as
1t s any otler purpose than that which is already contemplated 1n
the conspiracy and aiding and abetting section.

So those are two additional points we wanted to bring to your at-
“tention in this section,

The Cualrwan. Let us explore that. We are talking abont a signifi-
eant standard of invelvement, not jnst & casnal, unwitting incidenial
involvement.

By, Harerrry, Mr Chairman, if T can make one comment on the
conspiracy provision, I think we are all agreed, but just to be sure, I
think it is important that the person be alding in the activities speci-
fied in the stutnic. As 1§ is now written, Hterally, one could be aiding
or abetting a person engaged 1n, say, clundestine intelligence, but not
be niding them in that. be aiding them in a lawful pelitical activity,
alnd I think it is just imporiant to add a provision that makes that
clenr.

You say in yonr statement that they meet all the knowing require-
ments of the other standards. That doesn’t quite meet the point.

The Cuarazan. I den’t think you are familiar with the latest
revision,

M1, Harrepme, No, T haven't seen 18,

The Crarman. In whicl we try to deal with that by saying “know-
in;:]yhaids or abets activities™ deseribed in the previous three para-

vaphs.

# IV})P. Havprrey. That would solve it, That would doit.

Now let me just make one other point, nnd that eoncerns the for-
elgn visitors provision of the statute, and this is a point T have made
now before several other committees considering this biil,

I think it 1s mmportani to find a way to limit that to the sinall
rinber of countries where it is believed. that they regularly and syste-

948281 Booe-B
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matically exploit foreign visitors to the United States for the purpose
of clandestine intelligence. Mr. Kelley, in his testinony, has constantly
justified this provision in relation to the large number of Russian
visitors and Russian seamen who ecome o the United States.

As the langnage is now written, it conld be used for Japan, France,
Israel, Venezuela, or any eountry, and again, this is a matter that has
been discussed extensively, and I would hope language could be found
which limits the applieability of that provision to countries which
have a record of systematically using foreign visitors for this purpose.

The Cramyax, Wonld you be more comfortable with this langnage:

* * * gpenly acis in the United Siates in the eapacity of an officer or amployee
of a foreign power, or is 8 nationa} of & foreign nation which engages in clan-
destine activities in the United States vnder circumsiances fhat make it lkely
thai snch a person present in the United States id or may be engaged in activities
aguinst the TUnited States. :

That does narrow it down to those persons who are involved in those
kinds of activities in the United States.

Mr, Harremw, T wonld want to see the language in writing, but as
you read it, it sounds like a significant. improvement.

Mr. Srarrocek. Mr, Chairman, I think Mr. Berman wanted to add
something to that point, .

Mr. Cuammax., Well, before he does, let me just peint out, you
might look when we get thig revision to you here, at subsection (3)
{iil} where we talk abont sabotage or terrorism or activities in fur-
theranee thereof, we gay for or on behalf of a foreign power.

Does that deal, Mr. Shattuck, with the eoncern you had aboat do-
mestic terrorism being eovered in title TTT?

Mr. Bervaw. T wanted to spesk to that point. There is a definition
of international terrorist activity which is in the executive order
issned by President Carter which-makes clear that terrorisin not only
be for or on behalf of a foreien power, but nnder section 4-209{c)
of the executive order, that the terrorism must transcend national
boundaries in terms of the means by which it is aceomplished, the
civilian population, government or internstional organization it ap-
pears intended to coeree or intimidate, or the locale in which its perpe-
traors operate or seek asylum. That wonld seem to be more definite in
terms of limiting this legislation to terroriem for or on behalf of &
foreign power. We don’t want a repetition of the previons situation of
surveilling groups like the Communist Party USA because they alleg-
edly were acting for or on behalf of & forelgn power in some abstract
sense. This.would, I think, make it clear that we are talking about
international terrorist-activities, and second of all, make it clear that
we are not in any of these sections talking about political activities,
I think that it is essential for his amended lsneouage also to inclade
the provision that no American may be snrveilled because of his politi-
cal egtivities- or first amendment activities if we are not going to
define clandestine intelligence activities in this legislation, or make it
clear as it is drafted; T think we can at least make it clear that speech,
and even provocative speech, is not included within the definition of
either sabotage or terrorism or clandestine intellipence activities. -

- The Cmarmmaxn. That is a point well taken. T mentioned that in
my onening remarks. In considering it, our problem is we have it
specifically included .in the charters, but we were having difficulty
knowing where to-put:it-here; Let me just ask the'staff to find a place
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to put it I understand that the Justice Department has no reserva-
tions abont this, ‘They are willing to accept this, and it is the kind of
protection we nre all concerned about.

Mr. Brieax, We think it should be s medification or clarification
of the defimtional scction of this bill because the minhnizntion.
criteria, which D Halperin will talk about, get at this problem from
another angle of mirhinizing the dissemination of information about.
first amendiment activity, We think that the uncertainty about ovar-
broad definitions can be made clear by including this provision and
then making clear in report language that first amendiment setivily
is not reached by this stntute.

The Cuswerax, I think we will examine that, :

L the whole terrorism area, where wonld vou categorize the group
of American citizens who are planning and conspiring lo participute
m a terroristic act in this convtry where the leadership or u significant
part of the consplucy involves American citizens who ure ut thut
time abroad, financing it, directing it, but the activitics are condncted
by American eitizens in the Vinited States?

My, Suarrocs. Pursuant to u forelgn power, T tuke it T fuke it you
are talking about the sdditional qualifiestion that wonld be in the bill
under Gile TIT which wonld be pursuant to the direction of a foreign
power. Certainly 1f it were not on belalf or directed by « forvign
power, that activity would not be cluded within this bill, T think,
and 1t would he necessary to proceed under title 111 for a eriminal
wirrant to wirelap such a group,

Mr. Barsrax, We are trying to restrict all of these sections to a
definition of agent of a foreign power that does not inelnde Anericun
Troups simply because they %.wr: some coneern for people ubroad, or
ﬁecauﬁe of thetr foreign policy views, I think that is not part of a
counterintelligence jurisdiction,

The Cratrazan, Any other observations?

I have a few questions, .

Senator Casn. Mr. Chairman, T think the suggestion was thut we
go after domestic luw, and what is that?

Mr Smarroox. Under title 31T of the Omnibus Crime Control and
Safe Streets Act of 1868, the Government would have to go to 2
judge and show probable cuose thut evidence of w erime eonid be
seized pursnant to o wiretap and have that judge then issue a warrunt
for a tap to be placed on that particular organizetion, That is the
lnw at the moment. Certuinly the Bupreme Court in the Keith case,
und farther, the D.C. Civenit Court of Appeals in the Zweibon case,
indicated that in the absence of forcign direction, financing or control
of such a group, it would he essentinl fo proceed undar title ITL We
are very eoncerned that this il not change the constitutional balance
that has already been establiched by the Suprane Court. T think
the qnestion that Senator Bayh was asking me would suggest that
in'the absence of direction by a foreign power, if the bill were uble to
reach sueh a group, then there would be a basic change in the con-
stitutional balance, and that s something we would be very concerned
about, o -

The Cuannan, Any further questions?

Senator Case, No; 1 am sorry to interrupt you,

The Cuamyan, Senator Huddleston, do you have any questions?
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Senstor Hunpresron, No guestions.

The Cmareman. Senator Langar?

‘Well, gentlemen, thank you very much,

Senator Huppreston, I thought Dr. Halperin was going to make
& comment.

The Cramman, Well, T was going to say 1 was going to be sending
questions on ninimization. You might want to deal with that here
while you are here. :

Mr. Harreren. T would like to coniment on tsvo other provisions of
the statute, or perhaps three. One has to do with minimization in the
form of indexing, and it is & problem of whether or not the FBI can
maintain indexes of the names of American citizens which will enable
it to retrieve information from these electronic survelllances by leook-
mgiu'p the records of Aserican citizens.

Yow, we kmow that this has been one of the forms of abusge in the
past. Presidents have asked the FBI what it knew about the views
of U.S. Senators, for example, on the Vietnam war. The Bureau then
was able by the Indexing it maintained to discover if any U.S. Sen-
ators talked to foreign embassies on the phone, that the views were
then obtained, and that that information was then provided to the
‘White. House, both in the Johnson and Nixon administrations.

The bill as it is now written prohibits the indexing of information
under the name of an American citizen if that information, 1t says on
page 9, “relates solely to the conduct of foreign affairs,” and therefore
T think it clearly contemplates that information will be maintained so
that it can be vetrieved under the name of an American if it relates to,
for example, national defense or to national security of the Nsation.

Now, I think there should bea general prohibition on indexing under
the names of American citizens with some exceptions that have to do
with an ongoing investigation of whether a person is an agent of a
foreign power or evidence of criminal activity, but that there should
not be & general authorization to index information under the name
of an American citizen simply because the American citizen talked fo
a foreign embassy about national defense or national security of the
United States,

The second issue has to do with the possible use of information from
such electronic surveillance in a court in a criminal proceeding. There
T think the bill viclates what I understand to be the settled constitn-
tional prineiple, and that is that if a criminal defendant would be en-
titled to information which the Government declines to release on na-
tional security grounds, the Government faces the choice of making
the information available or dropping the prosecution. National se-
carity cannot be the basis for withholding information from & ¢riminal
defendant that he or she would otherwise be entitled.

The bill violates that principle in two places. One, it suggests that
even if the Government intends to nse the fruits of a national security
electronic surveillance in a eriminal case, it need not turn over the
suthorization to the defendant nnless the court finds that that is neces-
sary for the purpose of making a finding about legality. 1 think the
normal procedure, the one that has to be followed here as weli, ig that
it the Government wants to nse the fruits of one of these wiretaps in a
oriminal prosecution, it mmist turn over the authorization to the de-
. feudant so-shat lie-or she can contest the legality of the surveillance or
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whether the surveillance was conducted pursant to the court order,
that the judge simply cannot do that alone withont depriving the de-
fendant of due process,

Second, the provisions of the hill seem to me to clearly violate the
Supreme Court's interpretation of the Constitution in the Alderman
decision. Alderman says very clearly that if u judge finds that the
surveillance is illegal, the fruits of the surveillance must be turned
over to the defendant so tliat the defendant can prove that the evi-
dence presented in the case was tainted by the illegal electronic
surveillance.

Phe bill provides simply that if 2 judge finds that the surveiliance
is illegal, he should suppresss any evidence that the Government in-
tends to introduce based on that iilegal surveillance, and I think that
that linlitation is & violation of Alderman and a violation of the con-
stitutional principle.

The Cruamman. Well, now, maybe this dowsi’t go as far as you
would like it to go. It does say information obtained or uvidence
derived from unlawful survcillunce.

Mr. Harermn, Suppress the information, but Alderman says that
yon are entitled to the record in order to prove that the evidence that
the Government in fact is introducing derived from clectronic sur-
veillance. The Court in Alderman pointed cut that that is not a deci-
sion that the judge can make becanse he docs not know enough abont
the facts of the vase to he able to tall whether the illegal surveillance
provided the clues that led to the evidence that is actually introduced.
Therefore, the Conrt said if there s an illegal surveillance, the per-
son who was illegally surveilled is entitled to the logs to prove that
the evidence introduced is tainted,

The Crrammarax. Of course, what we say here, Mr. Halperin, is “in
accordance with the requirements of law, snppress information ob-
tained or evidence derived from an illegal or unlawful electronic
surveillance.” '

My, HavLperin, Yes, but the provision says—the provision, nobwith-
standing any other law, if the Govermment asserts that it would harm
national security, these procedures should be used.

Now, it may simply be a drafting problem, but 1 tlunk 1t has got to
say that if the court defernines that the electronic surveillance of the
aggrieved person was not lawful or authorized to be conducted, the
Court shall in accordance with the requirements of law, suppress
the evidence obtamed, and provide the fruits of the survciliance to
the defendant. That is the ruguirement of the Constitution as the
Supreme Court has interpreted it '

The Cirairaan, Well, let us look at that to make certain that what
wo are saying here 15 what we are trying to accomplish. We are ad-
vised that one of the sensitive problems in this ares ig certain foreign
emhnssies. o

Mr. Harerrin, Well, T nnderstand that, and as'I nnderstand it, »
foreign embassy tap would not be illegal, and the provision to turn
over the logs only arises if thie Conrt finds the surveillance 1s 1legal
The Conrt can. under 4lderman, make an ew parte, in camera deter-
mination that the surveillance is legal. If 1 makes that determination
and the Government chooses not to introduc the logs themselves into
evidence, then there is no reguirement to turn the information over.



130

The Crammax. Let’s see if we can’t clarify this. What you are in
essence saying is that reghirements of law require more than just sup-
pression, making available information so that ¥ou see whether other
evidence is used as 4 resylt.

Mr. Harerris. Right, where there is a findin gofillegality,

The Crarrsran. Let’s see if we ean be more speci%c on that.

Mr. Smarruck. A couple of other points, Mr. Chairman. We recog-
uize that you did want our informed view on the, bill, and T apologize
if in some respects we are not covering all the territory that we might.

The Caamuman. Well, we have your statement.

Mr. Smarrvor, We wish to study the proposal that has been far-
nished fo us this morning in some detail, but we do recognize it as a
substantial step forward, and are pleased, of course, to be able to re~
view it for you, -

A couple of additional points that don’t appear in the proposal thig
morning. One is the question of the review t{]at the Court might make
of the certification by the Attorney General that foreign infelligence
information is in fact likely to be obtained through a particalar
wiretap. .

We share the concerns that yon expressed in the Judiciary Commit-
tee and last year as well, about the scope of review thai the Court
might, conduct to defermine thai in fact foreign intelligence informa-~
tion is going to be obtained. Under this bill, the standard is limited
to clearly erroneons, and we would suggest that it should be broadened
s0 the Court can play a more significant role in determining wheiher
or not the information that is at stake is in faet foreign intelligence
information.

An additional peint concerns the reporting obligations the bill
would impose on the Attorncy General, to this committee and to the
Congress. In order to make sure that this scheme, if it is to be enacted,
works properly, it is necessary for Congress to obtain more informa-
tion about the operation of wiretaps conducted under the bill than
fhey. can now obtain under the bill ag drafted. We stggest that an-
thorization information—not logs, but. authorizations of particular
taps—be made available to Congress either on a request basis or on a
routine basis, but certainly so the Congress can look more searchingly
into the conduct of the scheme that. wouald be set up by the bill.

And lef me conclude by reiterating how important we feel the solu-
tion of the foreign. visitor problem is. T know it has been discussed in
your opening statement, and we went. to be sure that foreign visitors,
not simply foreign powers, businessmen, tourists, mothers-in-law, of
cetera, are given substantial protection, considerably more than they
100w have under the bill, and I think the proposal for determining
‘whether the country from which they are traveline is in fact a country
that engages in the kinds of activities that the bill is intended to look
into is one for the committes to explore,

Then the terrorism definition prehibition against-the targeting is
extremely important to us. And finslly, the political activity, the intar-
-ception of political information protected by the first amendment, is
extremely important, '
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Wo will be reviewing all of this langnage in a more careful and de-
tuiled way than we have been able to this morning, but we do ¢ommend
the committee and you, Mr, Chairman, for this effort to advance the
legislation by moving toward a criminal standard,

Of courss, the improveauent that we see is by no wmeans every-
thing that we feel 1s necessary under the fourth amendment law, but
wo do want to recognize it as an advancement, and to commend you
for going in that dircetion,

The Cusmyay, Thauk you, gentlemen.

Arc there questions from the committee?

Senator Ilupbrstox. Docs the pancl consider the definition of
terrorism in the Excentive order to be adeguate?

Mr, Bumytaw, Excuse me, sir?

~Senator Hupbrsron, Do yon consider that & correct definition or
adequate definition?

Mr. Brraax. We think it is a more definite statement of what the
intentions of this legislation ave ainmed at by really nailing it down
to international terrorist setivity, I don't think we are happy with
all of the definition in the Executive order. We eall atiention Lo sec-
tion 4-208{c¢}, There is a part of the defimition of section £-209(b)
which siys ‘appears intended to endanger a protectee of the Secret
Service or the l.DL-.paz-i.;'zmnt of State” It is diffienlt to undersiand why
that is tervorism. The gist of terrorism is it 1s violent activity which
is intended to intimidate and influcncs a popniation in terms of its
political secial or economic goals, and therefore is an ambiguity i the
definition, but we do commiend to the commiitee the scetion that deals
with tryiug to define international terrorism,

The Crrarrasan. Well, if there are no further questions and no
further comments, gentiemen, thauk you very much, We will continue.

Mr. Bramax. One final point. I hope that we can work toward
clarifying the eriminal standard on terrorism, which s the most
troublesome of what hax been discussed this morning, in temms of
nailing it down to activities that parallel the other sections, The pro-
posed langnage here scems to allow surveillance vven if there is 1o
activity whatsoever, I mean, just a suspicion on the part of an intelli-
gence ageney. That is toe broad for the nse of an intrusive techninue
snch as wiretapping, and we have to ranember that you have to view
the nse of these teahniques in terms of different mvestigntive jrrisdie-
tions that will be spelied cut in the charter. 'The FBI or the CTA will
not have their hands totally tied walting for violence to occur even
if they ean't wiretan.

The Cranarax, Well, T hope you will look at this new language
that T addressed myself to o moment ago and get your counsel on that.

Thanle you very much, gentlemen.

Mr, Srrarroex, Thank you very muceh.

Mr. Brrarax, Thank you.

The Crramstan. Onr next panel this morning is Mr. Steven Rosen-
feld of the New York Bar Association and Mr. David Watters of tho
American Privacy Foundation.

Gentlomen, thank you for appearing. Why don't you go ahead and
start,
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TESTIMONY OF STEVEN B, ROSENFELD ON BEHALF OF THE COM-
MITTEE ON FEDERAL LEGISLATION, THE ASSOCIATION OF THE
" BAR OF THE CITY OF NEW YORK

- Mr, Rosexseep. Thank you, Mr, Chairman, The train just got me
liere about 11 o'clock so I did not hear most of what went on this
mornng, I have not had a chance to review your opening statement,
but your staft did read the language to me on the telephone, and T thiuk
I can address myself at least provisionally to it

T am pleased to be here today to represent the views of the Commit-
tee on Federal Legislation of the Association of the Bar of the City
of New York concerning S, 1566,

Our Committee is charged with the responsibility of developing and
presenting the views of the association on proposed federal legisla~

tion of a diverse nature, For the past several years our committes has

maintained a keen interest in the areas of domestic and foreign intel-
ligence and has produced several reports on this subject. Onr full
views on S, 1566 are set forth in a longer prepared statement which is

dated January 24, and which has been previocusly made available to
the committee staff, and which I respectfully request be made part of

the record.
The Cramman. Without objection, so ordered.
' ["The prepared statement of Mr. Rosenfeld follows:]

PrEPARED STATEMENT 0F STEVEN B, RoSeNrFELD ox Bemanp OF THE COMMIT

T on FEsEzal, LEGISLATION, THE ASROCIATION OF THE BAR OF THE Crry
oF New Yori

I s gratified to be bere today to present the views of the Committes on Fed-
eral Legislation of The Association of the Bar of the €ity of New York con
cerning 8. 1566, the Foreign Intelligance Snrveiliance Act.

As this Committee s undoubiedly aware. our Commitiee is charged with the
responsibility of developing and presenting the views of The Assceation of the
Bur of the City of New York on proposed federal legisiation of a dlverse nature.
For the past several years, our Committee has maintained s keen interest in the
areas of domestic and foreign intelligence. In sddition to cominenfing on nrevi-
ous versions of the legislation cnrrently under congideration, we relensed last
year a majer veport on Legislative Control of the FBI {Federal Legisiation
Beport, May 1, 1977} which tonches upon many of the same guastions raised by
the present BilL A review of that rdport wmay provide further ingight into onr
Compmittec’'s views on these issnes. Finally, & formal Report on S, 1566, which
wilt contaln all of the comments which follow, will be fortheoming very soon.

Fo begin with, enr Cemmiftee applands the basic intenton underlying 8. 1566,
which is, we believe, fo minimlze, not encourage, electronle surveillanee and to
safeguard individnal expectations of privacy against snwarranted government
infrasion. In 1976, we supported enactment, with merlifications, of 8 31497
{Letter {o Bponsors of 8. 3197, Juiy 1, 1976}, Three years ago, the Association
also recommended passage of Senator Nelson's Surveillance Practices and Pro-
cedures Act {8, 2820) jn a fuil report prepared by ony Commitiee and the Com-
mittee on Civil Rights (Federal Legisintlon RHeport No. 74-4, Fune 24, 1974,
While we do not deny the need for an effective foreign intelllgence-gathering
capabllity, disclesures of the past twe years make it apparent that the kind of
legislation we have supporied since 1974 ls alse needed fo protect lndividnals.
whether citizens oy aliens, from infrusion upon their fundamental rights and
libertles. ’I'he judicial warrant procedure established by § 1558 ls certainly
a‘major step in that dlrection. '

We d6 not agree wih the view that the bill legalizes more electronie snrveil
lance thau it inhibits, We are nade nneasy, however, by receat indieations® fhat

% Bee Mo Sehwarts, "Taps,” Buge end “Foollng th?'i’e;)gle”""{h*!eId Houndation, 19773

T. Wicker, "In the Naflon,” ¥he New York Times, Juiy

1977, p. 29 end July 13, 1977,
o AZE
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the warrant procedure established by the Omnibug Crime Contrel Act of 1668
for surveillance in domestie Iaw enforcemeni may not be working-—ihat sur-
veillanece applications and requests for extensions of surveiliamce are slmply
being rubber-siamped. As the Supreme Court reaffirmed last June In Unifed
Statez v. Chadwick, ——— (L8, ——, 43 U.B. LW, 4797, 4789 {(June 21, 1877}, the
judicial warrant ls supposed to provide “the detached scrutiny of a nentrmi
magistrate, whieh 18 & more reliable safeguard . . . than the harried judgment
of 2 law euforcement officer If we are not getting snch “detsched scrutlny,”
the fanlt lies with the judges who sre evading ibe responslidlities placed upon
thew by the Constitution snd the 1968 Aet, nor with the judicial warraut pro-
cednre itseif. We {hink the remedy iz ln the ¢nrefui selection of the judges who
will hear warrant applications under the new law and in expanded congressional
oversight provisions, noi in abaadoning the traditional concept of a judicisl
warrant as o safeguard {0 personal Hberties, We remain convineed that an
effective warrant procedure which mankes surveiliers stop, think and justify
their intended actions, especially when coupled with the nther procedural safe.
guards und saunctions contained in 8. 1566, is far more likely to minimize inva-
sions of privacy than reiying oz undefined concepts and haphazard judicial
review.

Our Commitiee is thus In sgreement with the purposes of 8. 1568 Our 1974
Report reviewedd the historieni Lackgronud snd cousidered the constitutional
questions presented by such legislation. Our eotciusion in the 1974 Report, that
fegigiation subjeeting foreign intelligence surveillauce to judicial warrsnt pro-
cedures does not unconstituticnally restrict presidential power is consistent
with the conclusion expressed by forier Attorney General Levi in &g Murch
1976 destimouy before the Subecommittes on (iriminal Laws and Procednres of
the Senate Fudiciary Committee.

We are gratified to nofe the siimination of Section 2528 of inst year's bill, and
the corresponding repeal of Section 2311(3) of Chapter 119, both of which pur
ported $o recognize an inkerent constltutional power ol the President to cons
duct snrveiilnuce aclivities. The Supreme Court in United Stetes v. United Sfafes
District Cowrt, 407 TR, 297 (1072) left open the quesilan of whether there was
any sueh inherent power with respect to foreipn Intelilgence activities. The hear
ings and reports of the iwo Select Commitiees have made it elear that the FBI
ity abways relied upon the alleged inherent constitutional pawer of the President
to conduet intelligelen actvities far the ressans set farth io I8 U.E.C. § 2511{3)
{i.a, to obtain lnformation "decmed essential to the security of the Uniled
States, or ta protect national security information against foreipn inteifigence
activities") as the princlpal, it not sole, source of its power to engupe in the very
aetivities which new legistation should seek to eliminaie. There is no reason why
Congress should expressiy recognize any such power in the text of pew Iegisiation.

A. THE COMMITTEE'S MAJOR CONCERNG

Notwithatanding our support for the basic goals embodied in 8. 1566, the mem-
bers of our Cammittee are troubled by five major features of the bitl:

1. The ndoption of a "non-criminal® standard for permitling electronic sur-
veilinnee apainst individuais:

2 The restriction of certain basie protections of indivldnal privacy only to
citizens angd resident sliens, exciuding all other persons;

3. The absence of any regulrement to jusiify before a2 judge the asserted need
for surveillance or the ilkelilood that foreign intelligence information will be
obinined ;

4. "Ihe possibility that the bill may be rend to sanction the use of evidence ob-
tained by foreign inielligence snrveillanee in crlminal and other proceedings
iiuse-(i only upon ez parte determinutions, without any adversary hearing of any

ind; and

5. The definition af “electronic survelllance” in § 2521(b)(6) appears to be
lmited in such a fashion as to permit both wholesala Interception of interna~
tiongl communications to and from the United States and unfetfered reicntion
and dissewnination of the information so obtained, so long as the commutlcationy
of particular United States persons are not targeted.

Before dlecussing the poiuts mentioned above, I might first express our <an-
cern over the hil's [silure to state in clear, recognizable and mnambipuous
tertus that the procednres set forth thereln constitute the sole lawfnl menns
of obtaining foreign inteiligence information through electronic surveiliance,
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and {kat any other meshs are prohibited. We note with satisfaction the Fud)
clary Committee’s statement {8, Rep No, 85-604, November 15, 1977, » 6 thut
this legisiation, when combined with titie 18, chapter 119, “constitutes the ex-
clusive means by whick electronic surveillance . . . and the interception of
domestle wire and oral communications may be comdneted” If is thai excin-
sivity which, i the iast analysis, wins our support. Bnt we are concerned
alout the location of the exclnsiviiy provisien, whick appears only deep after
the semicoton iz the second clause of §4{¢) (3} (D) of the bill. Sibsection 4(e)
is basically concerned with varions conforming amendments to pravisions of the
1988 Act which, #s & group, carve ouf various excepticns to the mundatory
warmlh procednres, We wonld prefer to see the expression of -this bill's busie
intention thaf there shall be no surveillance except in aceordance with the proece-
dnres mandated by Iaw slse appear in § 2522, which authorives application for
warrants unider the new procedures. In our view, that Is the proper place £
nitke 1t cleéar that such pracedures are the excinsive means of electronie survelh
lance and that any surveillanee which is net in Gecordance with sueh procedures
is prohibited. C .

- I fturn now ta onr Commities’s maior doneerns sbant the standards of sprveil-
tance nnd the required showing fo obfain a warrant under the bill. As the bill
ig structured, the definition section iz erucial Lo its seope, particniarly the defi-
nitions of “fureign power,” "agent of a foreign power,” and the term “elandestine
intelligence activities™ In their present forwm, these definiticns are in scime re-
spects at odds with the approaeh the Association of the Bar has consistently
adopted. As expressed In our 1974 Repori (p. 1d):

Fhiz Associntion has been on reesrd ginee the eariy 1980°s In favar of the
proposition thatf individual privicy must be protected by establishing a
narrowly and cleariy defined area of permissibie electronic sprveilisnce.
Bnaning through our successive reports there appears ns well to have been
4 ecopfinuing minocrity view that the prohibition against electronic surveil
lanee shonld be absointe.

‘With this appreach in mind, in our comments on the 1976 hill we guestioned
the vagnue definifion of the phrase “agent of a foreign power—particnlarly the
shgente of any requirement that the Indlvidual to be surveiited have knowledge
of the involvement of a foreiga power und il such Involvement be apparent
and direct. We are pleased fo nofe that 8. 1568 refines the definition of that
term to reqnire “knowing” aectlon underfaken *for or on behrif of" a foreign
power. The Commitiee neveribeless remuaing tronbled that, under 8. 1566, indi-
viduals may siill be snbject fo electronic survelllance without any showling that
they are engaged in, or iikely to be engnged in, erimmingl activity., Bven with
respect fto United Siates citizens and rexident aliens, § 2521(b} (2} (8) (it}
wonid perinit eléctronie survelllinee lsed npon alleged condnet—clandestine eol
lection of transmission of information to a forelgn lntelligence service—which iy
uot clearty erimingl. Qur Qommitier has always been wary of making any
exceptions to n sirictly eriminal standard where Individunl privacy is af stake
and we are not persnaded of the need to depart from that position in this bill

We are likewise dlsturbed thnt the bilPs fuli protection ¢f ndividual privicy
is extended only to Unifed Stutes citizens and resident alicns. The Fonrth and
Fifth Amendments protect ail “persons” und do not distinguish between United
Btates citizang or regident aliens on the oue hand, and other individuals within
our borders on the other.® We hope thut Congress will net fo insure that the
rights #nd liberties enunciated in the Constitutlon are equally available fo all
individuals whe come within our borders. Under the prosent definltion of “agent
of a foreign pawer,” thonsands of Innocent allens—suck as employees of foreign
nationgl airtnes and other businesses owrned or conirolled by foreign govern-
ments, a8 well ag fourists who simply happen to ba emplovees of foreign govern-
menis or entities controlled by forelgn governments, would he subject te elec-
trenic snrvelllance, without any further showing, the moment they arrive in
the United States. ]

We wonid thns strongly urge adoption of a standard which treais all indi
vidnals alike, and reguires & prabsble canse showing of eriminai clandestine
inteltigence activity te Justify a warrant. Recognizing, however, that the enact-
ment of this hill mnst reflect & balancing 6f interests between edanstitutionally
protected liberties amnd the responsibility of the Executive braneh fo protect

2 Undfed Stoter v. Tospenine, 506 . 24 207, 286 {212. Cir. 19%4Y Aw Fi Lan v, Unifed

Blates Tmm, & Nei. Sers, $45°F, 24 217, 223 (DO, Cir 1971), cert. denfed, 404 1.8, 864.....

{3971}
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uuntional security, {he Agsociation would support enactment of 8, 1568 even witly
the preseni definitions and the “nen-eriminal” standard. However, illustrative
of the strengih of the Associalion's preference for a strief criminal standard; I
should uote here that the Civil Rights Committee of the Assogintion would et
support This legislation with the “non-criminal” standard and would prefor to see
nv legistation rather than enactinent of this bill, That Commndties's views are set
forth in a separute lefter to the Commities, .

Wa wonld alse nrge the Tollowing changes to minimize the threat to individ-
ual privacy ipherent in the present defindtions :

(a1 We noted iy oup comments on the 1976 bifl that.the phrase ‘clundestine
intelligenee activities™ tacked auy .clear meaning, especially when gsed togeiber
with “sabotage” and “terrorism” which earry definite connotations of clear and
present danger to domestic well-heing., We are pleased that both “zabotage™ and.
“terroarism’ have heen expressly detined in §. 15066, buf are disuppointed. to fnd
1o commparable attempt to define the puch vaguer term “clandestine inteiligence
aetivities.” A sutisfuctory detinttion, which embudicd the concept of Coigniticant
threat to the national security,” appeared in the Judiciary Commiftee’s report
il N, 3107 (8, Hep, Noo 1025, at 24). We believe {hat this phrase, ke the
piher operative terms i the bill, should be given an coxpress definition in the
lerislation itself, nor relegated o a comumitiee report : :

D} While we simllarly approve the atteupt to make more explicif the defi-
gition of the term “foreign power” we are troulded by the expanded scope of
timt terp especially zince the bill now places practieally no burden of prosf
on the gpplicant, and grants praclicaily no power of review, where the target
ot the sarvelllance is a “foreigy power” az defiped. While we can understand
that there may be some peed for a different standard where the turget is in
faot f forchgy government entdty {or the equivaleut), us noted in our 1974 Report
{p 123, the Fourth Amendment does not lose Hs foree simply becaunse forrign
ffelligence gathering may be involved, Wiretnps and bugs on foreign embassies,
for cxample, musl necessarily extend to fhose individuals who comutiicate
with ihe enihassics. We wonder 7 the natioual interest would reatly be fhreat-
ened by requiring our Governmenl to fustify in court at least some need fox
sueveillanes of foreign embassies each time such sarveillavee s sought

Wintkever may he sald conerrning surveillance of forelgn governments, we
are not convineed fhat & peed has been shown for trealing in the same category
all entities “direvted and controlled” by forelgn governments—for exwmple
purely business corporations, such as airipes, or ilnited Siates corporations
engazed solely in commercinl and trade activities on hehall of foreign govern-
mentEe-without requiring the applicant v show prolable eause to believe that
the farget is in fact enguged In intelligesce activitics. Abzeut such evidenee of
need, we would favor freating such enrporations in the same way-as individual
“arents of u forrign power”

(e} As wo urged idst year, we still belleve that the judge who passes on an
application shentd he pmde aware of the sources of the appticant’s alleged
knowledge as to the facts required to be set forth in the application and the
Iusis for believing such sources. to be reliable. While we do not urge the dis
clusure of the identity of conlidential informants, we do believe thut inforumtion
showing the relinbility of sonrces will often be essential for the court to make
any meaningful findings as required by the Act, See, ¢.z., Spinelli v Enited
States, 8393 108, 410 (1969). At the very least, information as to sources of the
applicant’s knowledge should he within the scope of the “other nformation™
which the judge may require under § 2524{c}.

{3} The probable cause {luding required under §2523{a) (3} should inchude
% third element—a finding thut there is probahble cause to belleve that the in-
forinnlion sought to be obtained will jin faet he “foreign intelligence information™
ns defined in the bill. Without that third element. the warrant proeedure dods
rot really profect agalust sarveillance institnted mnder this Act, but wlhilch i8
relly desizmed to oblain information totally unrelated to foreign intelligence
purpases, when the npplicunt could not obtain & warrant under existing law.
Hhus, while it is certainly some improvement over last year's hill to permit the
eonrt—wlhere the target ks a “U.8. person''—to review the basig for the certifica-
eation specified in § 2524(a) {7}, we are pot at ail satisfied with the rigid stand-
ard of “not clearly erroneous™--ospeciaily since the finding can be bused only
on the facts seof forth in the certificaiion itsclf. If there is.in fact a growing
tendeney for rubberstamping such applieatious, we believe that the “not clenrly
erroneous” standard amounts, in effect, to no review zt all. That standard may
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the appropriate for appellate review of factua) findings after an adversary trial
‘on & full record, bat we eannot conceive of any situation in which, based only
apin the minlmal amonnt of infarmation whieh the applicsnt must piace before
‘the Judge, and with o one to present an opposing view, the certiflcation counid
ever be held “clearly erroneons,” .

What is really required is that, instead of simply Eling a ecertification which
can be distarbed only if found to be “clearly erroneous,” the appiicant sheuld be
required to show probable eduse to believe that the information songht g likely
to be “foreign intelligence information” snd thai susch information cannot be
obigined by other means.

Without these changes, we do not think the bill can completely “curb the
practice by which the Executive branch may conduct warrantless electronie
surveiflance on ifs awn unilatersl determingtion that mational security justifies
it,” ag clalmed in the Judiclary Commitiee’s Beport (8. Rep. No. 95-604, p, 8.

{e) As we urged Iast year, we think the bill would be strengthened by requiring
the snrveiliance order to ucinde an express fuding that the procedives of the
Act have been fully complied with, It is ene thing to legislate a set of procedures
and o enact eivil and ¢riminal sanctions for vislating thew, but there would be
more protection if the judge in \ssulng ihe warrant were regiired zf that peint
to satisfy himself that there had been no procedural violation,

Onr fourth major concern has to do with the provizious of § 2526 (c) which ean
be rexd to permit the elimination of any adversary hearing prior to the use of
infermation, obtained by foreign intelligence sirveiilance, against an individoal
in a triai, hearing or other proceeding, Notice and an opportunity o be heard is
the mainstay of onr system of due process. This bifl would appear to permif such
# hearing £0 be dispensed with, and & compietely ex parte determination made,
solely upon the fling of & government afBdavit asserting “that an adversary
hearing wonld harm the uational seeurity or the foreign affairy of the ¥nited
States.” We find the provision to be abhorrent fo basic concepts of due process.
and, belleve that there is a substantial possibility that it is uncoustitutional, at
least with respect te criminal proceedings. If the Government truly believes that
an adversary hearing would harm the eountry, its choice should be fo forget
abaut gsing the information, not te forget abont due Prieess. :

We do not oppose the requirement that, in appropriate cases, the surveillance
anplicati on, order and transeript of surveillance be reviewed initially in camera
{although we prefer iast year's Ianguage which permitted the Judge to disclose
portions thereof to the aggrieved person upon finding that disclosure “wonld
substantinily promote a wmere aceurate determination of the legality of the
surveillance,” to the langnage of 8. 1566 which would require a finding that such
disclosure “is necessary for au sceurate delermination’). We would, therefore,
favor retention of the #n cemere review, but stroagly urte elimination of the
language which ean be read to avoid the holding of any adversary hearing prier
to use of the information against an individual e

Our last mujor concern arises out of the Hmitations on the definition of “olec
tronie surveillanee.” Alithough we do not profess to have e technical expertise
to assess fully the impact of the definitlon in Section 2521(%) (6), it appears to
us that the detinition exclades frowm the bill's eoverage rontine intercepilon, hy
the National Seeurity Agency for example, of every telephone call frown the
United States to a foreign country, so leng as a parficalar United States person
is not tergeted and the call is intercepted at a location outside the United States
or at & point when it is not being sent by wire. Thus, since the exclusivity provi-
sian of Section 4{e}(3) is limited to "electronic survelllance” as so defined
{plus iznterceplion of domestic wire commnnications ander Witle 119), the bili
wonld nat cover wholesale \nterception of all international telephone ealls, either
from a ship stationed in interastional waters or from a peint in the United
States if the inferception ocenrs while the ealis are being transmitied by micro-
wave or by satellite. in such cases, not oniy would the interception not he cov.
ared by the bill's warrant procednre, bat there would be ne controis on reten-
tiam, dissemination or nse of any information s obtained, hecause the “minime
ization” provisions of the hill are also tied to the definition of "electronie sur«
veitlanee” Our interprefation of thiz deflnition is confirmed hy the Judiciary
Comrmittee’s Repork (S, Rep. No. 95-804 at pp. 33-85). . - )

We can see no justifestion for permitiing wholesale electronie surveillanee
against aii of us at once when we strictly 1imit sach surveiilanee against identi-
tied Individuals avd groups. Tven If the technical capability has mof vet heen o
-developed-to -intercent-at a peint-outside the United States record and analyze
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ail nternabicual telephone calls, snch an eventuality seelng io us to be disturb
ingiv within the realmr of possibility.

Even if wholesale interception of infernational culis is to be permitted, the bill
should at least Le umended to include udditionnl safeguards uguiust retention,
use or dissemingtion of mfarmatian abtuined from such interception. 'Fo acconn
mexdiite the needs of our intelligence agencies, the conteuts of any such ecow-
munications which constitnte foreign intelligence jnformatian shonig be dis-
seitinated or used solely for foreign Irtelligence purposes. Bnt so long as the
information bes not heen oltnined purspant o the judiclal warrant provisions
of fitles 119 or 120 aud the person sending, or the intended rectplent of, snch
esmmunication his a rensonable expeetation af grivacy, dissemimtion even for
eriminal law enforeenlent piiposes shonld be prolilifed. Adoption of such a re
striction would ut least ensnre ritat the lnw enlorceiuent npparatas of the coui-
try maust comntinne to abide by the Fonrth Amendment in using information
obtdined by wholesale, intrusive electronie survelilanee methods.

B, AOBTTIONAL COMMENTE AND BUGGESTIONS

We have the following sdditionul comments nnd snggestions fur improve.
ment of the B many of which were set fort® in our lertor of July 1, 1470
addressed to 8 3197, We present these comments section by zection.

I Section 2522, Most of our comments on the definition section were included
in our diseussion of the Comuwiltee's miajor concerns, We ndd only the follewing:

{a) Wo npplaml the atfempt £o nroke the detinition of "foreign intelligence
infarmation™ more explicit, Nevertheloss, for the peasans stated by former
Scenator Tunneyr in presentiug his disventing views in 3070 (& NRep No. M-
1035, %4th Cong., 2d Sess. at 135-361, we wonld favor insertion into §2521(b}
{63} {A) of the phrase “wilh respect ta g foreign power or fereign terriiery ™
which now appenrs only i sphsection {B) of that definition.

{hy With the major reservation previously oxpressed, we were pleased to
see the expansion, from the version appearing in 8. 3157 of $ie definition of “eler
tronie snrveillanes” (§2021{L} {6} to incinde interception aof wire nml radia
cemmuniciriiuns sent by or intended ro be recelved by Dinited States persons
within the Unlted States, Bnt we ulio share Senator Baplh's view that this
definition does not go Tar enongh and onght aiso to cover interceptionl by their
own governuent of communications seat or received by United Stutes persons
while onitside the United States.

2. Section 2328, Fspectally in vlew af recent indications that some jndges may
not be fulfiiling their resgonsibilitles under the 1968 Act, we lelleve that several
changes should be made to strengthen the seetion with respect to designation of
Jndges and {helr conduet under this bifl:

fa) Az we noted in 1876, we believe 1t would be wise to lmmit the service of
such indges fo finite terwmy, such as three yeurs, in order ta permit fresh
appreiiches and fresh Insights to be lrought fo bear on these prohiems,

{b) Also in order io permit the applicaiion of diversified upprouvhes, we
favor a requiremnent that ibc pumber of designaied distviet indges be in
ereased te ton, fo e selocted from ench of the ten jmiieinl cirenits iy the Chief
Judge of each circuit. Selection by the Chief Judge of cach cirenit, rather than
the Chief JTnstice of the Tinited States. avoids plicing the Cbiel Justice of the
United States in {he position of buving to pass umpan petitions for certisrari
from the detorminations of the very huiges he has personnily selected. like
wlse, we favor u requirement {which is probably lmplicit anyway} that the
three §npdaes designated to serve on the speciul court of review nat include any
of the mdges designated to lear appllealions and grant orders.

{¢) Y'he prohibition agninst sphmitting the same application to different
Judges for the same electromiec surveillunce once denied ls o sound addition ta
the hill. However, the provlsian for a specinl court of review in effect cousti
Infes an opportunity to “try agein” sinee §2523¢LY does not pive the speeial
eotrt any standard for review, other than to defermine whether “the uppiica.
tien was properiy denled.” We wonld not favor de #ovo review by the special
court und rhips nege that the bill set forth the reguirement for a reversal of
denigl of an application, such as o bolding-that the deaigl wis an. “abuse of
diseretion | ) ) . R C

AdL As weesaid in . 1976, we aiso favor's reqairemeént that the written sinte.
nlents of the distriet judges and of the special court of review, explaining the
“asons for denisls of warrants, be published, wlth suitable redaction to prevent
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ke disclosure of the identity of proposed targets of surveiilance and other con-
fidentinl details, We would be content o leuve to the diseretion of each court
‘precisely what material should be omitfed from the published statenents,: but
we think that publication of the sfnfements, and the development ef & body
of livw nnder the Aet, would substantiaily furil:cr s purpose,

B, Section 2524 Mast of ony comments concer:z:ng the warrant npx'oced e :tself
-are set forth above fn the statement of our major coneerns, We have the foliow.
ing additional comments: )

(2} Hven if there ig some need for a less rigld standaré when the target of
surveiilance is 2 foreign power, s defined, ratier than an individgunal, we are not
convinced of the need for excepting foreigr power surveiliance from each of the
regquirements from which it is now excepted. For examnple, we G kot see why
the appiicant should not be reguired fo set forth fhe hasiz for his belief that
the information songht is foreign intelligence information or that normal mves-
tigative techniques are insufficient, We would recommend. further conslderafion
of the need for each of these distinetions,

(b} Section 2524{c) of the 1974 bill provided that the Judge may regunire the
appiicant to furnish “such ofher information or evidence ss may be necessary
to make the deferminations required by § 2525, 8. 1566 eliminstes the phrase
“or evidence”. We are concerned that this change rmny be rexd ag an indication
of infent to prohibit the indge from requiring the “additional information” to
be presenfed in fhe form of sworn testimony or ofher competent evidence. We
understand that there was neo spch intention (and we wonld sericusty, question
any soeh intent}, We would, therefore, urge that the phrase “or evidence” be
restored to § 2524¢¢) or at ieast that the legislative history make ciear that
ﬂzc‘re was no infent fo preelude the judge from taking evidence,

4. Section 25725, We have the following additional comments.on this seeticn
of the hili:

{a) While, as noted aliove, we <;amrmn the exiremely narrow st‘m(iards of
reviewsbility of the eert:ﬁeai:oz: sef forth in § 2825 (a) {0y, even if thnt stundard
ig to be refained, we do not nnderstand tbe reasoning behind dimiting the review
to cases where the farget iz “Uniied States -pers,ml I all other similar sec-
tions of the hill, where a distinetion is made in the statutory szaudards, the
distinetion iy bet\\ een “Torelgn power” and “agent of a foreign power”. Recaunse,
as noted, we thivk {hat non-United Stutes persons have righis and liberties
worthy of proteciion, we would at least urge that the judicial review hiforded
in § 2525{a) {§) be extended o ali applications where the target is not a “foreign
power”" as defined.

{h) We appreelate that there may e rare emergency sifuntions in w%zlch the
provedures set forth in § 2325(a) will be required. Becanse we share with many
of the sponsors of The bili the assnnption that sueoh situations will be rare, we
wonld nrge that the bill fequire the Atiorney Genersl {o report to this Commit-
tee (or some other suifable congressional oversight committes) ench fime fhe
emergency powers are used, at the same fime as an upplication is made for the
after-the fact warrant provided for in the hill. We believe that-snch a prompé
‘veporting reguirement will go & long way to insuring that the SIMErgenty power
is not abnsed,

5 Section 2528, We hnve the following addltwnal suggestions. cﬂneerning the
section on nse of intefligence information |

{a} In its present form, § 2526{a) purports io limif the use of 'mfnrmatmn al-
tained by foreign mte%llgence surveillaree to “the purposes set forh in section
2521 (b} {8)” or for eriminal law enforeement, But § 2521°(5) {8} contdins only the
biil’s definition of “mintmization procedures” and does not sef forth nny specifie
_{le%ri piions of the manner in which information may be used, mneh fess any re-
strietions governing sueh nse. Misuse of intelligence information’ hés been nn
-dbrise at least us serious and far reaching as t}mse inwlved in the gaihoring of
suck information. Leglsiation whith regulates the inteiligenice gathering process,
-hat iz pmchr‘ailv silent on the permissible uses of intelligenca, accomplishes czzlv
“half the job. Reguliating the use of inteiligence information i neither impr‘leizcal
nor without precedent. Section 552(b) of the Privacy Act of 1974 (5/11.5.0. § 552a
{1}, governing permissible uses of personal dain in agency flew, provides a incdel
of ‘guch an effort which conld be adapbed with approprinte defeérence to, thé Sensi-
tive natnre of foreign inteligense information,

“{h) Weare alsc coneerned abhouf the new langnage in B 2526() which wonid
permit the ise of information sequired, from electrozic s rveillance for enforce
ent of thelcrimlinal law only “if its Use gitweighs. the poisible-Tarm'ito the na- —
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tianal securify.” The bill does nof gpecify who is to make the judgmont belween
the inforests of luw enforcement and posuible competing interesis of “nationgl
security.” If thal judgment is left to those wha condueied the surveiliance, the
strtuts might have the effect of preventing the use of Informalion aequired from
sueh snrvellliee sg ovidence Lo prosecnte vielattons of the Act ifeell. AL the very
least, we wonld favor an amendment Lo provige that sveh a determingtion may
be made only by the Attorhiey Ueneral,

{¢} We support the cengept of “minimization procedures” as set forth in the
biil, #s ene method of iasuring the Iast pessibie intrusion wpon individual priv
vacy and lihertios, We do. however, belleve that the provisions with respect to
mipimization in 8 1568 do nob go far enough. Specifically, we recommend the
foliowing : .

(1} %We note with appraval the Indiciary Committee’s nmendment which
makes it cleut that the reguired totice af intentlon and judicial review priov
to tse or disclosure of intelligence informmafien applies Lo stute and lowal
proveedings, 28 woll as o federal couriz and ngencies. However, while it
permits the disclosure of hiteliigence infonnation o stite and locul law
entorcemtent aunthorities $§2026fh1), Y. 1506 st} does not reqnire sueh
stabe and local anthorities to shserve the uotive of intentisg procedure which
£ 0826 (¢} wonld place upon federal authorities. As we nnderstatd the bill
Sihe (overnmont” as nsed ih § 2096{c; refers uanly fu the federal govern-
ment, sa that only foderal agepcies wonld be required to Notify a cdurt of
intention to nse or diselose the woformalion, and obiain that conrt’s sdvance
dotormination of the legality ¢f the surveillunce. State and looal antharltios
wonld enly be required to ohinln adevance autherization of the Atturney
Genernl ender §2526{1), but ho advance jwdicinl defermination We oan
wep N0 ressen for such 9 distinetion and we nate that the provisions tf
Chaprer 110 {(particulariy $§ 2510 and 2EIR(10) are nol 80 timiked. We
Cwonld thug urge that § 2528{¢) be made apphcable to nse or disclosnre of
intelligence information by state and leeal s well as federal, suthorities,

(i1} tWhile we ean anttcipate the argmments W Lpvor of permanent reten-
tion of information aecidenimlly acguired whleh s neither “forelgn intelli
ganes Informmiion” ner evidence of o evime, we belleve, that, in the long
run, there 1s no instifleation for preserving such informutiog in rOvOrTeLL
flex where it ean oniy Mo uisgsed and put to no legitimate nse, (See {his
Commities's Repart ol the Privaey Act of 18974, Fuoleral Legislution Report
No, 749, Neveinber 15, 19741 Aceordingly, we would propese that the bl
inelpde g reguirement that, within a speclfied fime affer the {ermination
of # surveillonee b eases where sueh extrapeous informathon is ablained.
antive of that fact be given to the turget of the surveiliance {(at lonst wheve
the target is nob 8 “forelps power”) and such porson be given the right to
demund destrnotion of all sueh powforeign infelligence information. To
guard agalnst dangerous or premuiyre disclosnre of the existence of on-
soing investizations, this section.could confnin (e smme procedures [op
indicial postponomoent of ibe notice reguirement as now Appenr ing 20248
{f1. An pven brosder netice sequirement, together wifh similar provishong
for indicial postponement, was lneloded in the 1974 Nelson bill and was
supported by onr 1974 Report, Wo again urge the udaption, as part af the
r&lermired minimization procedures, of the notice reghivewment suggested
ghove. ) )

(4} Wo sre concerned that § 2526(b}, which provides that mimindeation
procedures shoalt not he desmed to preclude refention and disclosure of
information incidentuily sequired which is evidence of a crime, might per.
mit law enforeement arenices to condpet Hlogal domestic survelllanee under
the wuise of foreign intelligence surveiBlance, where they eannet ool &
sarobable eatse’” standord lo obtaln warrants for snrvelllasies. We thns
Lelieve that the Bl shonid copinin an additional provise that information
ar evidence incldentally. obtnined in the course of foreign inteliigenee sur-
veillanes, while it may be discluzed o the appropriate domestle law en-
farcemient dponcies, wonld remain subject to a1t of the establivhed statutory
and Fourth and Fifth Amendment pratections and restrictions npon admls
sion into evidence or other nse {u the criminal law enforcement provess.
The second sentence of §2526({n} secomplishes this resnli only iu puet,
sinde inauy of the proteciions we have Hr mind mixht not he properiy char-
actorized ny “privileges” or fis pertulning fo “privileged infarmation”, We b
Hove the full protection nuted gbove is what is really required.
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(d} Just as we de¢ not approve a distinetion between “United States persons”
and other individoals with respect fo the avaiiabifity of judicial review of the
certification under § 25205(a) (5), we deo neif approve the snme distinction in
§25626(a). Although the sentence added to the end of § 2526{a) by the Judiciary
Commitiee heips somewhat that section wonld stiil permit information seguired
from electronic surveillance concerning persons who sre netl cifizens or resident
gliens to be nsed for undefined purposes at the discretion of the acguiring off-
cials, with the only restrietion being that soch purposes be *lawfnl”, As we have
said before, the pratectious of the Fonrth and Fifth Awmendments apply to all
persons, not ocnly citizens and resident aliens, and we ean see no reason to
give federal officiais undefined istitnde in the use against individuals of infor-
mation obtained from electronle surveiflance. ¥f there are “lawfui purpeses’—
such as deportation preceedings--which apuiy only to foreigners, they shonld Le
expresgly stated. But perpetnation of g distincetion with respect to use of ingel
ligence jnformation between “U.8. persons™ and all other individuals is, in onr
view, nnjustified and may create constitutionsl Infirmities,

{e} As we said in onr comments in 1976, we think that the conrt's determint.
tion nuder § 2526 (e} should inclode a specific finding that the procedures of this
Act were complied with wien the sureeillance was undertaken,

(f) For the reasons stated in onr 1974 Report we believe the notice require-
Jueng of § 2H26{f) with respeet to emergency surveillance whicl = subsequentir
not approved by the conrt, is an essenfial protection withont whick we wonld
gquestion the emergency power. We thiuk, therefore. thaf the court shonld re
tain sbsclute discretibn over any applications for dispeusing with the reguired
netice. Acvordingly, wé would prege that ehe verb “shail” in the last gsentonee of
§ 262641) be changed fo "mhy.”

6. Section 2527, We think that the Atforney General's annnal report to Con-
‘gress is an essential feature of the 1AM, providing the basis for a continning over- .
sight te insore fhat the statotory procednres are working ns intended. We were
thns dismayed to see thuf 5. 1566 confemplites an even briefer, less meaningfni,
annual report than would@ have been reguired by 8. 31897, We urge restoration
of the portions of the reguired report which appenred in 8. 3197—-such as listing
the number of surveliiances ferminated and the mumber currenfly in effect,
and wonld also snggest inetusion of the following additional information -
©ofa) A snmmary of flie reasens given during the year by the designated judges
for denial of applications for surveillance. (This wonld be especinlly valunble
in the event onr snggestion that such statemenis by the judges e published 15
not adopted. )

£hy A stutement af the iotal number of wses of the emergency power of
§ 25284d) und the nnmber of flmes subseqnent court approval wag not obfuined,

{€) As to eacll of the surveilluees terminated during the year, 2 stautement
of the time eaeh remained in effect.

{d) A deseription of ail pending ¢ivil and eriminal proceedings for nlleger-
viclations of fhe Act and the posttion falben by the Justice Pepartinent with
respect fo each.

T Ol and Criminal Senctions. We suppoert the incinsion of eriminal sane

tiong for wiilful viclations of the statutory procedures and civil remedies for
damiuge canged by surveillance not undertaken in ecnpliance with the statute.

We cannot emphasize too sfrongly that a bill of this sort withont criminal and

eivii snnetions is nof o medaningfod response fo the ahuses recently hrought o
Jight. We note expecialiy that §4(a) of the bl hos been amended, ag we urged
in 1978, to make the scope of the crime enunciated in 18 TLEC § 2511 eo-evten.

sive with the scope of the new hili's definition of “glectronic surveillance. How-
ever, the two specifie critieisms of the eivil remedy which we ennncizted i
1976, still apply . .

" (A) We recognize that the civil remedy is kered fo the existing remedr cre-

ated uwader the 1868 Act (18 UL.S.C. §£2520). But we think the opportnnity
shonld be tnken to make the civil damaye provisions of § 2526 wore meaningful.

Tu today’s economy, and cougidering the klnd= of sericns infrugions upon ner-
sonuei priviey which bave heen disciosed by the %enate and House Select Com-
mittees, a damage award lmited o $1.000 is neither meaningful compensstion
nor sufiicient inducement for Individuals ¢o nndestake federal conrt Hitigation

to vindicate their “rights. We believe tupt plalntiffs shonld be permitted fo
prove actnal damages in an amouut egnal fo the actus! ininries they have
suffered and that the formula of 3160 per day or $1,006 per viciation shontd he -

-g-minimnm.rather than-g- eeiling.~While we-approve of therprovision—for puniv~ "
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tive damages In egregious cases, the vatural relucfunce of jndges tn impose
punitive damages makes tuur provision no substitinte for asetusl eompensatorr
damages in eases where nnanthorized surveillance lag, s sometimes happens,
rained an individuals social life, seriously interfered with his Hvelihood or
cansed provabie dam ge to his regnta fion er his emotional stabilitx

(b} Fven more importont, the denial of stamling to commense rivil damags
actions to anyone weeting the definition of an “agent of o foreizn power” in
effect lini ks the civil damage remedy to vielations which resylted in surveillance
of & persan as to whom the Act does nat permit surveillaner. AN ather violations
of the statntory procedurés—snch asg fling folse applieations, misnse of ihe
ENTgEney powers, of even failure to obfain g warrant at all---wonld he immnne
from the ¢ivil sanetian so long as the injured party is semeone who conld bovi
heen snbject lo snoveiflance if the Act way countied with, ‘Chns. innocast indi-
vidoals, snck as non-resifent aliens working in forsign embassios or LN, mis
sioms, conld be nde targets of surveillance in vielation of the statulory mao-
dates or victims of wnauthorized disciosure of intelligence infarmation, and
conkd suffir damage thereby, and be powerless fo srek redress. Where syeh
violations gnd resnlting daipege can be proven, we see 10 rpuson to deny stand.
ing to maintaby an action.

We Rote in passing that this amendment preventing an “agent of & Foreign
power” from seeliing civli remedies is so hrondly drawn that v .8 eorporatizn
which Is owned by a forelgn government wenld be denied monctary regovety
from g UG.8. competitor which conduets industrinl espimagy agninst fhe hapleas
compady in violation of the anfiwirctupning provisionz of ehapter 119 of
Pitle 18

* * * [ » - »

On behalf of the Federal Legislotion Committes, 1 am deoply grateful o the
Connnittes for pennitting me to express these views. It shonld b ohvions that
there ave numercus ways ia which onr Comnittee heHeves thaf the Fareisn
Intelligence Surveillance Act can ami xhonld be strengthened to maxlmize $he
frrotection of cherisheld righis and liberties, Bot oz Chiel 2istice Burger wrote
last Jnoe in the Chedicick cage, requiring snrvishiers to obtain a jndieisl war
rant gues a long way toward pretectfing] people from unrcosonahie govern.
ment infrusions inte their legithnare expectations nf privacy. (45 1L.8.L.V. ot
#7003 Thng, we believe thot 8, I36¢ reprrsents 9n jmparrang siep toward wndding
the kiud of abuse of the intetligrnce pracrss which only serves to discredit nur
nation, and it kas nunr fnll snppart,

Tazter ™ SexaTorR Daxm), Txouve FroMm Geowsr M. Hasex, CHARMAN,
Consrryer ox v Rimuars
FJANTARY 24, 1073,
o Dasmet K, Ixonys,
Chaisman of fhe Kennte Scloct Committes on Inteiligence,
L& Benate, Washington, D.C,

ean Bexator IxovYe: We uuniderstanil fhat sonr Connnittes lus rpecivernl
trem 1 e Committee on Foleral Legisiation of the Associafion of the Biar pf the
Uity of New York ils critigre of the provisions of the proposed Foreigm Intelil.
gence Enrveillance Ant of 1977 {8, 3366). Our Committec mn Civil Rights asso-
riates itself, gemeraliy, with thai critigne, but we disagree with it in one im-
partant respeld,

Boill the Comnsittee on Federal Legislotion and the Committee an -Civil Rights
are roneerned beciuse fhe standards inposed by 8, 1566 for aldainine a warrent
fo engate in electronic survelllance do not, in some instances, reqnite o probabie
canse showing of eriminal condnet. It iz the consldered jndgment of the Con.
mittee on Civil Rights that o eriminal standard is essential to the W aad. nnlie
the Cammittes on ¥ederal Lepislution, we believe that nnless 5. 1566 is gmendial
treproviile snch o stanlard. it shonld nat be enacten.

We think it is importont fo remember why this lexislation is peeden, Cleyriy
Jt is unt needed to empower government agoencies to carry on eleetronic «nr
veillance. Rarher, the need is for legislation which will limit and contral elec
tronie sinveillance and the consequent goverimnent intrusion into the private lives
aF Ameriean diizens. The fndings of Congressiomal commitiees which over the
dust seversl years have jnvestigaten ntelligence ageney atmses have maorle this
need abmndantly cléo v Bosed on’such fndihgs: the’Churdl Cominittde syeeifically

94-028— %5 —10
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ecucinded that no American shoui@ “be targeted for clectronic surveillance except
upon & jndicial fnding of probable eriminal activity” and, further, that target-
ing “aa American for electronic surveillance in the abgence of probable cause
.t believe he might commit a crime iz ynwise and uunecessary.” {Intelligence
Activities and the Hights of Americans, Fiual Report of the Select Committee to
Stndy Governmental Ogperations with Respect te Infelligence Activities, U
Henate, Bdth Cong,, 2rad Sess, (1976), at 325}

Further the Supreme Court has warned of the danger to Hirst Amendment
rights inherent in national securify surveillanses:

“Nattonal secnrity eases . . . offen vefiect n convergence of Firs{ und Fourth
Amendinent values uot present in cases of ‘ordinary' crime, Though the investiga-
five duty of the executive may be stronger in such cuses, so aigo is there greater
jeopardy to constifutionally protected speech, ‘Historically the struygle for
freedom of speech and press in Bngland was bound up with the issie of the scope
of the search and seiznre power,” Mereus v. Scarch Warrant, 8687 U.8. V17, ¥24
£1961), History abundantly docnments the tendency of Governmenf-—how-
ever benevolent and benign its motives—to view with suspicion those who most
fervently -digpnte its policies. Fonrth Amendment profections become the more
pecessary when the targets of official surveiilance may be those suspected of
nnorthedoxy in their political beliefs, The danger to polifieal dissent is aente
where the Goverument attempts to act under s¢ vagre a concept as the power o
protect ‘domestic security.” Given the difficnity of defining the domestic secneily
interest, the danger of ahuse in acting te profeef that interest becomses appir-
ont! United States v. Pndted States Distriot Cowrd, 407 L8, 207, 313 (1871).

Notwithstanding these warnings, 8. 1566 would permit the electronie suryeil
fance of Dnited States citizens and other persous for 90 days or more withont
any showing that they are engaged in, or lkely fo he engaged in criminil
ackivity, Section 2521(b) (2) (B} v}y would go even further and wonld permit
the electronie snrveillance of individuals whoe “knowingly” aid and abet per-
suns whose eondnet may be entirely Iawful )

Surelv, the hnpden of jnstifying such & deparisre frem basic Fourth Armend-
ment principles—if indeed it can he jnstified—ought lo be ¢n the proponents of
sneh provistons. And, surely, they ought fo be able to specify precisely those
tawfol ackivities af Ameriean citivens which are so vital to the zafefy of the
nation that the Govermnent must be permitted to sarreptitiously gather informa-
tion shont them and, worse, to do so by snch an infrusive methed as electronic
surveillanee. In our opinion, however, £wo Attorneys General have been unable
to sustain that barden, aud the few exampies which huve been effered of lawful
activity requiring electronic snrveiliunce are gimply unconvinging. In our view,
the necessity of a nen-criminal standard has not been demonstrated, and it
should, therefore, he rejected.

Thera is another and perhaps even more impartant reason why such a standard
should not be sccepted. Tf, in thig first legislative attempt to contrel searches in
national seenrity matters, Congress authorizes the most intrusive and least pre-
gize of techniqnes—elecironic snrveillance—where no crime is involved, what
justifiention will there be for barring in similar sifuntions more speeific methods
sneh 8s snrreptitious entry and mail openings? And 1f a non-crinninal standard
iz necessary to protect the national security where the connection with u foreign
power cikn be 48 tennons as that provided in 8. 1566, what arguments can be made
againgt u similad standard in domestie sitnations where the percelved danger
to national seenrity may be just as great? i

8. 1566 represents in soma respects an advance over earlier proposals, but in
our view, if a non-eriminal standard is retained, enactment of this legisiation
will legitimize #he very conduct if eught to prohibit and will constitute a serious
piow $o civil iberties, :

If permitted by your procedures, it wonld be appreciated if this Jotter were
made n part of the record of the hearings of your Commitiee on this hill,

Fery truly yours, ’
‘OeEores M) TIasew,
Chairman, Commiltee on Civil Rights.

Mr. Rosewrrro, This morning T will ‘simply mentfion the major
pomts. e ’ _

* "To begin with, our committee applands the basic intention underly-
_ing S. 1566, which is, we believe, to minimize, not encourage, electronic
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surveillance, and to safeguard individusl expectations of privacy
against unwarranicd goverument intrusian. While we do not deny the
need for an effective foveign intelligence gathering capability, dis-
closures of the past 2 years meake it apparcut that &he kind of legis-
lation we have supported since 1874, when wo issued a report on the
Nelson bill, 18 needed to protect individaals, whether eitizens or aliens,
from inirusion upon their fandameutsl nghts and liberttes. The jo-
dicial warrant procedurves established by S, 1866 iz cerfainiy a wajor
step in that direction.

We do not agree with the view expressed by some that the bill le-
galize more electronie surveiilanes than 1t inhibits, We are made uu-
easy, however, by recent indications that the warrant procedure estab-
lished by the Omuibus Crime Control and Safe Strects Act of 1968
for surveillance in domestic law enforcemeut may nof be working, that
is, that the snvveillanee apphicntious and requests for extension of sur-
veillance ave sinply heiug rubber stamped,

As the Supremc Conrt reafivmed last June in U8, v, Chodwick, a
judicial warvaunt is supposed to provide “the detached scrutiny of g
neutral magistrate, which is & more rehiable safeguand than the har-
ried jndgment of a law euforcement officer™ and we think the sumne
applies to intelligence officers.

Tf we are not getfivg such detached sevutiny, the fault lies, we be-
ieve, with the judges who are evading the responsibilities placed npon
them by the Constituiion and the 1968 act and would be placed upon
them by the pendiug bill, and not with the wavrant procedure itself.
We think the rewedy ¢ in strengthening the provisions of this Jegis-
tation to insuve carveful selectiou of judges who will in fact carefully
weigh and not vubbevstamyp applications, and expanded congressional
oversight provisions, but not in abaudoning the traditional concept of
a judicial warrant as a safeguaid fo persounal libarties, We romain con-
vinced that an effective warraut procedure which makes surveillers
stop, think and jnstify their intended actions, especially when coupled
with the other procedural safeguards and sanctions contained in S.
15686, 1s far more likely to minimize invasions of privacy thau velyving
ou nndefined concepts and haphazard judicial veview,

So, notwithstanding, My, Chatrman, our support for the basic goals
embodied in 8, 1366, the members of our committee ave froubled by five
mator featurves of the bill as it has been reporied by the Judiciary
Committee,

Our major concerns are discussed at pages 5 through 16 of the
longer prepared statement; and they ave briefly as follows:

First, we have always been fronbled by any adoption of a non-
ertminal standard for permitting electronic surveillance against indi-
viduals, and we continue to prefer strongly a eriwinal standard at
least for 5.8, persons which relates to any actual ov impending crim-
inat activity, and indeed, iHustrative of the strength of feelings within
the city bar association on this subject. I should note here that the
Civil Rights Committee of the association would not support the
legislation in s present form with the non-ecriminal standavd, and
would prefer to see no legislation at all. That commitice’s views have
been set forth in a sepavate letter to the members of this committes
which they have also asked be includéd in the record. '
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Second, we question the restrictions of certain of the basic protec-
tions of the bill only to citizens and  resident aliens, excluding all
other individuals. I am sure the committee is aware that the Fourth
and Fifth amendments of the Constitntion protect persons and do-
not distinguish between U.8; citizens and resident aliens on the one:
hand, and all other individuals on the other band. ¥nder the present:
definition of “agent of a foreign power™ thausands of innocent aliens,,
and I heard the carlier panel referring to this, such as employees of’
foreign national airlines or other businesses owned or contro led by
foreign governments, as well as simply visitors who happen to be:
employecs of forelgn governments or entities controlled by foreign.
governments, would be subject to eleetronic surveillance without any-
further showing, )

Third, we strongly prefer to see a requirenient that the apphcant:
justifv befere a judge nnder the probable cause standard, not only-
that the target is'a foreign power or an agent of a foreign power, but
also the asserted need for surveillance and the likelihood that foreign:
intelligence information will be the resnlt.

We are very troubled by the not ¢learly erroneons standard of re--
view which appears in seetion 2525{a} (5}, and which applies to begin-
with only to U.S, persons. We are tronbled espeeially since the find-
ing, by the terms of the statute, of not clearly erroneons, can be baged’
only on the facts which are set forth in the ecertificate iself. T it s
true that there is a growing tendemcy of federal judges to rnbber-
stamp wareant applications, we wonder whether the not cleariy
erroneons standard amounts to any review at all. That standard may
he appropriate and in fact derives from the situation of appellate-
review of factual findings after an adversary trial on & fall record,
‘bt we cannot conceive of any sitnation in which based only upon the:
minimal amount of information which the applicant must place
before the judge, and with no one present to—no one to present an
opposing view, the certification’ conld ever be held on that hasis to:
be clearly ervoneous, S
- As long as the clearly erroneous standard stays in the bill, we-
wonder whether it is froe to. soy, as the Jndiciary Committee did in-
its report, that the bill-will enrh the practice by-which the Executive
hranch may conduct electronie- snrveillanee on its own unilateral
determination that nationa] security instifies it. :

Fonrth, we are concerned abou* section 2526(b}. partienlurlv the
possibility that it may be read to denv any adversary hesring of any
Lind to a person against whom snrveillance material might be used in
a criminal proceeding, '

. We understand the need for ¢ parfe determinatiors and the nossi-.
Bty that all of the material that would be available to a jadge in
the ex parte determination might not be made available to the acensed
i a eriminal proceeding, hnt a byl that allows for the possibility
af no adversary proceeding ab all, we think. is shhorvent to hasie
coneapts of due nrocees and raises nnnecessary constitntional gnestions..

Finaily, the definition of electronie snrveiliance in gection 25%21(b)
{6) appears to be limited in snch o fashion as to permit wholesale:
interecptions. for example;, by the National Security Agency, of all’
international-communieationg to and from-the United Statesand nn-
fotterdd retention and-dissemination of information.so.obtained,
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We acknowledge the statement in the Judiciary Committee’s report,
and.T think I noted 1t also, Senator Bayh, in your statement. this
morning, that there is an intention to deal with this problem in sepa-
rate legisintion, but until that s dene, we feel that this legisiation
‘should at least mmke it cloar that any informstion se obtained ﬁy & non-
‘targeted reception of camm_unicntiens not being transmitted by wire
-oF &t & point outside the United States, should at least be used only for
foreign intelligence purposes and ne other purposes, and that js not
in the present biik ]

Tn addition to these major concerns, our commiktes’s prepared state-
‘ment contains numerous additional recommendations for specific

changes in the bill which T will be glad to comment on when time per-
mits, Itk which T urge the committee and the staff to look at cavefully.
"These relate to such essential points as additiona} provisions govern-
ing the appointment und functioning of the designated judges, which
"we think might prevent the rubber stam ping of warrant appiications;
-second, making more meaningful the coutent of the warrant applica-
:tions, and making clear what kind of additional fufornution the judge
Anight, require; thivd, changes in the minimization and prenotification
‘procedures of section 2626, as mentioned by Mr. Shattuck earlier,
-expansion of the required content of the Attorney General’s annual
‘veport to Congress; and finally, and I personadly feel most strongly
whout this, with respoct to the limitations on damage awards, and what
we view as unfair limitations on standing fo sne in civil actions under
this legislation which we feel conld really eliminate eivil actions as
an effective enforcement mechanism,

Despite, and notwithstanding all of our specific concerns and sug-
‘gestions, Mr. Chairmun, our commities basically supports this legis-
Tation, As Chief Justice Burger wrote last June 1n the Chedwick
case, requirving surveillers to obtain a judicial warrant goes » long
way toward “protecting peeple from nnreasonable Government intru-
sions inty their legithnute expectutions of privacy.”

We think that S, 1566 represents ah intportant step toward that end
and we support i,

Thank von, Mr. Chairman,

_ The Cramaax, Tf we could, if you don’t mind Mr, Watters, just
tet us divect questions to Mr. Rosenfeld becuuse T think your testimony
18 coming from a little different direction.

Are vou more comfortable, or do you suppose that the civil rights
section of the bay would support the bill with the new language as far
s the eriminal standard is concerned ? -

Mr. Rosexrrin, Well, Mr. Chairman, insofar as the new bill, und
‘the section that is specifically related to violations of the eriminal laws
‘of the Tuited States, it eertainly goes a long way toward meeting our

committee’s concerns, and I did discuss it with the elmirman of the
-Civil Rights Committee who of course was only hearing it from me
-on the telephone and had not, especially in view of the weather in New
Yok yesterduy, had & chance to diseuss it with his Committee. but it
‘was his view that it sounded like a good step in the vight. divection. He
~wasn't prepared to go further than that at the time T discussed it with
him, but certainly it does resolve the concern expressed by our com-
mittes that aetivities which are not clearly eriminal could still be the
subject of surveillance.
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The CEamaan. You mentioned the resident alien . problem. -

Are you relieved any with the new langusge which specifies that,
this person is a national of a foreign nation 1 witich engages int clandes-
tzne activities in the United States, and the cireumstaneces of such per-
son’s presence in the United States makes it likely that sucl'a person
18 or may be engaged in such activities in the United States?

Mr. Roseneran, Well, Mr. Chairman, this is the first %,zrne I am hear-
ing that language, Is that in the iangmve

The Crairaran. That is in the revision.

My, Rosevrern. That sounds like it might solve the pz‘oi)}em of the
employvee of the foreign business concern which happens to be con-
trolled by & foreign government or of a easual visitor to.the United
States who }zappens to be the employee of a formon FOVErnment,

The Cmamuan. 1 think that pr ogabhr solves the second probleny;
but. that probably is not sufficient for the first ouc, if I recall y{}ur
concert,

In certification, we are trying to deal with the need for more infor-
mation, but the way I zmdemmnd your concern is that you believe that
the defendant under certain circumstances nght not receive the
information.

Mr. RoseNreip. Are we talkmg now ab{mt the uge of the ma-taz*ial i
a prosecntion or other proceeding ?

The Cramaman., The judge ou«ht fo receive more information in
making a determination.

Mr. Rosgxrrrp. We accept the need for ez parte communications.
Our conceri 1s that section 2526{c} can be read fo permit the dispens-
ing with any adversary hearing of the subject. I think the defendant
shonld always be given his day in court, even if he has to go on
the basis of not sceing the warrant fapp]mrt%,zon and the other mate.
rial on the basis of which the warrant was issued, but to say that the
material should be used against him without any adversary pro-
ceeding I ¢hink offends due process and 1 don’t see the need for it.
T can’t conceive of any situation in which the Government should be
permitted to say that an adversary proceedi: g of any kind is so
contrary to the hational security tlat it should be dispensed with.
I think if it gets to that point that is when the Government should
malke ifs election fo drop the prosecntion.

The Cramrarax, That is a question on how we best lzémdie t]m%L

Gentleman, do yon have any questions?

Senator Hopnizsrox. Nothank you.

The Cratraean. Senator Case.

Senator Case. You are talking about the nse against a dLEcndant.
in a trial, hearing or other proceeding. You are Tnot talking abont
%nefogznatlon that may enable police to circnmvent action that may
petaiken

Mr. Rosexerrn. Noj T was just referring to section 2526{e).

Senator Cass It's » littlo hard to say. You wonld just bhe using
information in conrt, in an ﬁdVCI‘S‘II'Y proceeding, a crzmmal pro-
ceeding? -

Mr, Roseneren, Yes

Mr. Chairman,-if T have I minute, I would like to go maybe a
little bit more fully into our concerns about the ¢ivil damage action
~-provision.
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As prosently drafted, the Jegislation Hmits standing to sue for any
violations of the act to those who are not foreign powers or ugbuls
af foreign powers. This in effect meang that the only thne an indi-
vidnal wonld have standing to bring a eivil damage action 1s when
he s subiect to survetllines, bub b un Individaal whe could ol have
been targeted for surveillance in the first place.

I he 15 an Individual who eould have been targeted for surveillance,
but any one of the other requirements of the act was dispensed with
or ignored, including the minimization procedures, which are the
procedures that are precisely designed to prevent damage to the indi-
vidnal, e would not Lisve standing to sue, :

In fact, as pregently drafted, the act would not give anyone stand-
Ing to sue where the whele procedure of the act was just igrored und
surveiliance was condueted withent & warrant atall.

We don't see any need for so dragticslly Hmiting the sbunding to
sue, especlally as the phrase “ugent of a foreign power™ has evolved
over the various provisions of this act, We can concelve of many in-
stances In which an individual person who is an agent of o foveign
power would have a legitinate grievance, would have probable dins-
ages and ought not to be deprived of the chance to redress the griev-
ance In a ¢ourt proceeding, :

The Crairaan, Senaior Lugur?

Sunator Loear, Yeos, Mr, Chairman, 1 would Hke to ask Mr. Rosen-
feld, he mentioned the Committee on Clvil Rights of the Bar Asso-
ciation of New York City, nnd I reviewed their letter as you mentioned.
Clondy they come to a concinsion on the first page, and this 1s roiter-
ated, that unless 8. 1566 1s nmended to provide such a standard, melnd-
ing probable canse of eriminul conduct, they feel we onght net to adopt
this legistation at ull,

Now, m your concluding statement, of course, you mentioned their
i{;t{f?‘ and your own concerns and that of the bay generally In New

ork, '

To wlut extent have any of the amendments that have been pra-
posed or even amendments suggested by the chatran today alleviated
either your concern or . what you nuderstand to be the roncern of the
Committee on Civil Rights? s it possible that thelr viewpoint wiieh
was viry severe, cortainly on January 24, has softened or 1s likely to,
given this dialogne.

Mr. Rosaxrrin, Well, as T said to Senstor Bavh, T think our com-
mittee’s concerns wonrld be substantially allevinted by thie new Iinguage
which was proposed in Senator Bavh’s opening statement because it
does In each of s sections relnte in some measure to violations of
crmingl taw, T did disenss i briefly with the chairema of the Civil
Rights Committee vesterday. He didn't bave the language in front of
him, of course, and was unahle becanse of the weather conditions yes
terday to discuss i1t with the members of s committee, but he did
anthorize me to say that it looked like a big step in the right direction,
thut they would study it and provide their views to the Committee in a
separate letier, : : :

Senator Lucar, This is what T wanted to ask, that in vicw of what is
ocenrrine and things that may ocenr foday in this hearing, would it
be possible that the Committer on Civil Rights, or for that matter, the
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entire association, {0 write to the commiftee again for the benefit
of the record ¢

Mr. Rosenrrrp. Well, I am hopeful that this change might com-
pletely eliminate the intramural differcnce of opinion that did crop
up over this one Issue.

Senator Lugar. Thank yon.

The Cmamryan, Does the Civil Rights Committes think we need
legislation in this area, or are they satisfied with the way things are
right now?

Mr. Rosexrep. No; T think they believe we do need legislation in
this area. The 1974 report on the Nelson bill was a report of the two
committees, and it did set forth the opinion that there should be only
a criminal standard.

As I remember the Nelson bill, it did have & eriminal standard,
so there was no oceasion for the {wo commitiess Lo part company.
Of course that was also 1974, A lot has happened since then.

Bat I definitely think I can represent that they think there is a
need for legisiation in this area.

The Cramman, As I said before you arrived, we spent a great
deal of time trying to resolve the criminal standard problem and
none of us were happy with the lack of it, You and the civil rights
section have performed sach a worthwhile service confinually to
warn us about the importance of being constantly aware of violations
in this area, I hope you might convey to them and fo those who don’t
already understand it, the great difficulty of getting any legislation in
this area, and that i involves a grest deal of give and fake to get
as far ag we are right now.

Mr. Rosenreip. Mr. Chairman, I think that was the major con-
sideration which in the final analysis won cur committee’s support
for this legislation.

The Crarmax. Well, T appreeiate that, plus 1 appreciate the con-
straetive comments von have made.

All right, Mr. Watters, thank vou for your patience.

['The prepared statement of Mr. Watters follows:]

PREPARER STATEMENT OF Davip L. Warrnss*

s Paimerais miene diner aves le bowurreau gu'svec le Directeur général des
Postes.” Quesnay.
Mroerowave HAVESDROPPING

An appropriate titie for the few remarzks I have foday is Microwave Baves-
droppiag.

Fn the enginering community, the Htle perhups would be "Broadband Enter.
ception Practices and the Interception of Non-Oral Commusication.”

A Constitntional lawyer might call it, “Considerations of Warrantiess Instan-
taneous Tlectronic ‘Search’ of Private Communications Without 'Seizure’ ”.

This is an issue that has not received significant publie airing before the com-
mitiee: one which may set o derrifying constitutional precedent if not reasonabiy
deadt with in 8. 1566,

*David Watters s a teiecommunication engineer and perospace scientist. He is # con-
suitant on poitey matters relatlng to eiectyonic surveliiance and geenrity. He iz the
‘Washingion representative for the Amerlcan Privacy Poundution. In eariler years he was
with the communleations Tesearch and development branck -of fhe Central Inteiligence
Agency. Earler vet, Mr. Watters was wlth the Western Hleotrle engineering arm of
ATET. He is a native of Qeorgle.
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INTRODGOTION

In hiz presentation op Lhiz subject last July, Senator Moyuiban tald s 1hat,
“For some vesrs now, we bave been copeertd with the munier in witel sophis-
tieated clectroule dechuology threntens the mruditional might to privaey guariue
teed Aupericans by the Constltution of the United $tates.” He said that, “Ihe
record is olear en this point: intelligence agencies of this {our ownl povernment
h;';\-e,bin (ihe past, acted improperiy, and individnal ctizens buve snffored
thereby. "

The resuls of My, Moyniluws effort was o bill elted as the “Foreign Surveil
hasce Prevention Act of 1077 presonted as o mieans 1o expel foreign agents of
tha Soviet Unlos ang other world powers whenever there s Tenson to believe that
sch person: are engsging i electronie survellbinee within the Dnited Stutes,

The reni thrnst of My Mopuihaw's assertions, bowever, is that both foreign
and Ameriean bsteillgence sgencies gre engaging in an suprecedented elevtronie
warfare within ony nationn! telephone network, prinmrily the microswnve evstety,
4 witrfure huvolving billions of dollurs, und at 8 seule greater thun that dering
the height of the Viet Nam war.

‘Phe ireny of this warfare is that Hois of guestionnble cosi effective valne to
eithor of the adversiries. nud that the real losers tn the battle nre the lnnocent
Ameriowss whose priviiey 18 being invaded”

Senntor Movnihan said thut, "yet & euriong-—even eerie-——unwillingnoess exists
to confront not merely the dhnensions of Lhe problem, but aise to jmapine that
we inthe United Staies can do anyihing abond this!”

Ay purpose is to show thot present Inws sre nof providing the protection the
Amerienn people need, under the Constitmtion urd that the proposed statule,
H,O1566, {s insdequate, and will continse lo be Insdeannte even if all the suggus-
Hons of the civil Hbertariins concerning the striet delinilions of “foreign agent”
and Perimiml standord” are mabitained.

1 hope to offer sene construciive Junguage fo be used In S 15486, aud fo sugeoest
SOMe ri0us why this Inugusge should be sdepted,

Incidentnllv, s 0 soithern conservariive, I stand beside the civil lbertnrians
in the line drive agninst the pomcriminnl standard for electronle eavesdropping.
The thrust of my presenlution, howgver, kg to enli attention o & steeper mnking
g end yrin on clever senpandios and sophisticated fechnology.

The things 1 shall spenk of are directiy from the pulilie record; smuc nve
fnferentinl, smne from frs-band experience. I will not disclose elassitied tnfor
mintlon not in the publie record

' THE BATTIEFIFLD

In order fo develop my sobisct, ot me direcl your atlontion fo Lhe scenirio
of n hattlefteld In this newest kind of electronic wirfira

You huve before vou the roadmap of o typiesl elestronic battiefield. This is
the hattle of Washinglon, D.C The war g quietly belng foughi as we now sit
It this ehnmber.

The lerudnnis Indleated by the crosses are ATET microwave long lnes towers.
The creles sra those of the Chesapenbe and Potomac Telephone Compnny, 4
stthelidiary of AT&T. The hexagons belong to e Western Union Company.

“Most fong dlstance lelephone enlls fravel peross the counbey throuph a vast
1attice of thousands of such mlerowave Hnka?

The great advantage of microwave transuission is s unusuaily broad band
width pormitting Iarge numbers of simultaneous talking clronlts to exist on n
single heam. '

pentel Patriek Moynihan £50, N7 press release, July %7, 1%W7.

EQangressional Quarterly, Weekly Honorl, vol, XXXV, Mo, B3, Dec 81 1077, p 2607,

f Zach microwsve ok, weually no longer than 15 to 20 miles In lensth, constets of
antenniu,  Eransmitbers, recelvers, repesters and associaled equipment emploss hichiy
directional, penell bepms of misrewnve rafio energy. These beams, trovellng I9 oppouite
directions hetween the terminals of the Hnk, cach carry the resperiive wides of telephonie
wonvereations——{ihose of the ealling and onlied pariins,

The super hluh frequencies of microware carrier cirenits are fyplealiy in the order of
four, six or eleven pizaHertz {thovsand-million cyeclex per second!.. Ordinary standnrd
AJM broadeasting at wedbum frequency is only about 1000 kiloilertz snd FM broadeasting:
at very high frequencies is down in the region of 3100 megaeriz (one hundred-miilion
exeles per sacopd),
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The advaniage of microwave communication becomes its weaknezs. By tapping
into the microwsave beam, the space-age eavesdropper immediately has access
#0 thousands of conversations, data transmissions, and telegraphic messages,
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A typical microwave Hnk wili bhave 2 muliiple of 1800 voice cliannels in each
dlirection.t

Esoterie electronic snoopitg info microwave clreuits may be achieved af
almest any geographical point within the beam pathal

Movemment of the Russisn embassy to ils new Washington, D.0. location on
Wisconsin Avente at Calvart Street will pluce the Soviels in an ideal geographl-
cal position for the interception of criticdl mferowave telecommunications cir
cuit paths used by the Pentagoen and other facilities carrying national security
informstlon®

This mew vantsge point, dicated by the star in the center of the microwave
elreuib map, will ix the extraterritorind cavesdropping foclliticos of the Russians
dlirectly astride two microwave beamns edeh terminatlng bn the “Garden City,”
Arlingron, Vieginia telephone tandem switching stution. The opposite ends of
ghose ks oneh respeciively lerminate i Beltsville and in Gambriils, Maryland,
One of these ciretits 8 & primary North-SBouth trank line for the easters sea-
Jboard aud inferconnects the Langley, Virginia fseilitics of the Consral ntolld
wence Agency with Baltimore, Philudelphia, New Yovk dand Burope, The other
cireuit carpies much of NASA's uissile and safeilite tracking swd data
fommnation,’

& These volee ehannels are Inferleaved across the band spoctrum In s hlerarehy of subar
JEnnre prouis and banky using an Intrleate technology known as woliljdexing.

el taae a loby distanee oall iz plaved. 8 pale of these wmulliplexed volee chaunely 1o
coctpied, one otroudt In each diresticn. Hefore the eemmunloating parties begin te talk,
bowever, thely conversatien is preceded by n series of “nddresy” multifragquency oodes,
Tidy set of o doxen Gr =0 s!gm.!s is the “besdlede-beeps™ heard o the bockground after
Adining ¢ jonwe distanes cail. These lones Mdentily tha called numbor and caose the switch-
ing system to Intepconncet the desired partles, The technbjue of sending the multifre-
guesey “address {ones gvor the same channol which subsequently will bo used for falking
A5 known as in-band’ slgasiling. Tlos techoology is used aimost exclusively across the
sovntey. Tt becemes especially usefnl to sopbisticated interlopers,

P Huel interception sy also oveyr onlside the path when o Hefening poal fs sefflelently
mear & mierowave tawer to plek vl the splilover energy in the alde lebes of the cutentasg,

taing madern miero-electeants techiology, lhe Ustening posi mey be complotely auts.
amntle, unmanned, and no Invger than an ordluary 150 receiver, The antennas need be no
bhpier than disper aves, one focing i each dlrectlon to eateh both sides of the eonver.
satiens, The receivers are configured to sepurnte tiie respective velee eirenlis, ull 1500
LBy the process of dewodulation and demultipjexing Mach of these Jines Is centinu.
sty seanned by sn sssoctated micro-computer to detec! the presence of coriain “watsh.

Sl tifreguency fone seguenods-—thowe ecorrssponding e targeted tolephons numberd
-of prrtlenbar bntorest. The wateh list may be chaoged dadly or eves hourly,

Furtiier sopddsUcation of the system may emidoy speeial programenisy permitiing the
targeting of any ditigal data message or telegrais having key lrigger words of interest,

When s wateh Ust telephone number ar {Tigger word ix scannod by the system, the whale
by af fhe wessape 15 Cdropped” into & tape peeopder for furthor analysis

. vfaviet Mondters Many Catle,” New York Thmes, July 10, 1977 Burnbawm and Flarrock.

T Rirnngely enough, the new Rovief site iy also crossed By tie microwave data etrouit be-
Aween the Pentagen and Western DUnlon's “Tenley Tower' just of Wisconsin Avenue ot
Forty-firgt Btreet'in the Districr of Columbia, Dhe Tenley Tower microwave sintion fu a pri-
wary Jatetion point theaueh whichi the Pertagon interconnects will vivtuslly sl natlonal
and tndernational U8, mlitery establlshments ereund the glolwe by means of 1{s AUTOIMN
system {Antomatie Digitnl Nelwoerk of cowmpuiers and teleprintorgy.

Alsu, because of ity positien and bighor ejevaiion, the new Sovie? real estate will allew
secess ba the two mlordwave eirosits from the Natlonal Secority dpencr factlity at Fort
Meande, Murrlsnd and the two corresponding terminals respeetively at Tenler Tower snd
At the Naval Security Stallor on Nebrashd Avesve pear Amwrlesn Unbversiiy in X@.
Washlogton, 12C. The main boams of these falrer {wo ferminals outward beund townrd
Fort Mende do nat pass divectly over the naw Russlan emhassy site. The frapsmitiing an.
tennns will bt g0 elose fe the Russian iistoning antennas, however, that lhe rodiatiog
glde Johes coantaining the targeted informabion mav e delected and provessed by the Soviets,

I{\. 1t manper, tha mievowsve link between Topley Tower and the “undersronnd penla-
gon' at Fore tehie, Marpland is in direet line with new Russisn embassy facilities. Heuve,
anpther eritien] clreuit bacomes valneraldo to intercaption,
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" Pians are now underway to néufralize this vulnerability by serambling mes-
sages, Iy reducing electranie aceossibiity, and Dy reducing physieal accessibiiity,
through dizect bnrial of coaxial eable® & % .

Enough s said here abent the activity of foreign agents intercepting domestic
telecommunleations. Perhaps it is expedient that the diseussion tan toward the
main suhiect of this presentation, namely the interception of the communications:
of Ameriean citizens by the Awerican inteiligence esiablishment without benefit
of conrt arder fnder the corimninal standard or under the nom-eriminal standard
as proposed in several versions of 8, 1566,

T ask vou to leok again at the diagram of the hattle scenario. The microwave:
stations designated by cireles all belong to the Chesapeake nnd Potomac Fele -
phone Company. Bach station is an 2 mlitary facility, Among these are the N&- -
tional Security Agency st Fort Meade, the Naval Intelligence Support Centfer in
Spitiand, Mnryiand, and the Army Facility at Ft Belvoir, Virginia. ¥t may HS
seen also thut there is an intereonnecticn hefween this system and the local
C&P Telgphane Company cirenifs, und thut there is an intercenuection with the-
nntiopwide microwave domestic telephooe gysiam owned by ATRT

*Fhe foregoing has little real significance taken by itself. The military require:
special high-voinme cirenitey, and at times it must imterconnect with fhe na--
tional domestic systen: for service. The military must telk baek apd forth samong
its elements, both here and abroad.

. The significanee of the system shown intercounecting ong domestic telephone-
system and the several gecret military facilities is that g greater portian of these-
cirenits are one way, receive oniy benms !

It is nnderstandable that radio and television, wenther and press wire con--
munieation services wonld require only one Way cirenits. ¥t is not nndersiand.
alite that the Natonsl Seenrify Agency wonid require thonsands of times the-
eirenit capacity of the world’s press gervices combined, AP, UPL Reufers, efc.
exeept that these one way eirenits are thousands of remote wiretaps!

X "WlhsimmHouse adminlsteative background briefing, Frank Press and David Aaren,.
Nov, 18, 3977,
¢ (b, CIf, N.Y. Times, Tnly 30, 1077,

0 Phe Alneriean Telephone and Telegraph Company and itz gubsidlary Long Lines Com.-
pany have hoen regnested to assist the federsl wavarntient In reduciag the vninersiliiy
of mictowsve “earth” elrenits Lo Intereeptlon. The zatellite commnuleatlon carriers thaf”
alen nse mlerowave transmlssions ate heing ashed likewlse to cooparate.

"here 1s mueh tWE of nondergronnd burlal of hlgh valnerablllty or high denslfy sensl--
tlve virenits by reverting te the coaxlal enble technoley of seversl decades ago, oy to-
pecelerate the pians for Installlng fher optle. LARTR cirenits In erlfieal arveas.

fixeept for a4 few speelad cugew 1t 18 highly unlikely that the common carrlers wlll’
sneemnh to pressnre by the sdministrafion te change DIkos te go underground slmply tor
achieve grester cowminleations seenrity, The eosf woald run 1ate bitllona of dollars.

Rather, 1t Is antlelpated thel the carriers will graduaily ghift te nsing speelal slgnalling,
mltiplexing. modulation. anl rerting and using schemes employing encrypting and’
serambllng. Infercepted Information therehy heecimes mea ningless gibberlsh to Lhe nninvited.

High smong the securlty methods on the drawlng boarde is & technlgue known as
Commun Chaunel Inforofes Slanalling {CCIR). ATAT, prior 1o 1he enrrant seenrity flap.
hagd slrpady nirnned 1o zo this ronie for lfs owp Teasons. Contrasted with the Lresent:
In-buni signalling methods, CCIS 1y an out-of -band approsch fo the tasks of controlllng
e swltehineg and rontlag of telephone calls.

Inalend of transmitting the mnlflfreqnener tone eods grouns on the same ehannel von:
taining the hody of a messare, namely the falking elrenlt. these “address” gignals wonld
be confined to p fow designated ehnnpels set aside for signalllng atone. Thos the contrel
slgnels far many Gif¥eront ealls would ne transmitted seqientlally over & comulon ehannel’
between felephone offices, toll exchanges. snd swltching centers.

A snoeplng “mlerotapper” whea afemptiug to llseover & tarpeted watehllat telephane
eall by looking for 1ts assogiated address codes in the OO system would experlence an
almost Impessible thsk ef loeating the conversation of Interest dewn among the vales
ehanael staeks,

Trurther sophistication of the seentlty systew belng vonsidered is 1o encode fhe mulfl..
frequenay slvnale 50 thlE the tapper wili not oaly lack ready acoess te the eomnnnica.
fian of Interest. bat he will also be genled mecess te the "Inet” that a ealled turget tele-
phone mumber hus passed throngh the mierowave link.

An addltional twlgt to the spnronelles helng considered 1s to perindleally and randomiy-
elange the nposiflons of eleh slife of two.way eonversatlon within flie channel bank mul
Halex Interleaving 8o thal the wirerapuer eolug. harafosted an s hlind nrowilng expedi.
tlon throngh the voice ehannels would fing {§ virmally hmpossible e mileh np beill sides
of rny canversaflon.

Whi Dats Enereptlon Standant {DERY developed by fhe Natlonsl Burenn of Stand.
ards In the pesf few vesars 1s an encoding seheme for the tranmnisslon und storage of
dirital deta. eompnter informllison. and telepraphle meszages Telex and TWEX. The
srathematien] winerllim of the DES Is hulit tnte & small integrated cireult ehln similar
to thome used ip pocket eleetrunic caloulators. The DES chip whan Installed In a com-
pnter data transmisglon terminal or even A simple taietvpe muchine will provide consld--

~grable privacy-to Information sent-from—and between these devices: -
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By way of Hustration, ¥ have just deseribed two means of the broadbaud
Nnterception of telecuminpniontions circults, one by interposing a receiving device
Iitte micrewave bemas, the other by direct, hardwire interconpection with our
“eteplone and tulegraph systoens. :

1 believe there (s substantial evidence to show that wholesale wirctapping of
.these peculiar types is being done in the United States by our own Intelligence
services, and tiat ordisary citizens who bave nothing to do with the business
.uf syning or espionage are thereby rogularly havinyg thely privacy Invaded.

1 beligve there is evidence to show .

(a3 That Operntion Shamrock to this date continues to oprrate wnder unother
tame and anotier tochnology, {(Hee p. 167)

Shamroek, o bratdband ferception of sorts, was that practice whereln the
N8A and FBI were secretly and visnally rending virtually every telegraph cable
messikge entering or leaving the U.RA, for the past thivty veurd. ‘Flis ractice

way diseoniinsed afier discovery by the Senate Commiitee. Sneh prachice
wits cotglderad o befn vielatlon of the Commnnicstions Aot of 14, the current
fitle TIT wiretap lnw, and the Constlintion iiself Now, however, there 18 reason
to belleve thut the NSA is using the domestic ond internations] comnunieations
lae e sypsfems, primsriiy the plevowsvo nebwoerks Lo accomplish the sawme
Cpxmininstion of eables onee attainable through Shamrock,
£3} That the NSA hag facitly assumed and secretly taken the posltion that
. no ordinary citiven has the gt to cobnnmunicate truly private miessuges through
oitr telephone and telecommnunications systoms-—messages which cannot be wder-
stood or read by the federal government. {See pp. 172, 178, 174, and 175.}

Phin e tanonount 16 the Post Office decreeing thit heiceforth e sealed en
velepes may be mailed—aenly posteards may be sent which are easily read by
the postal service,

fe) That the growth of surveillmiee teclinology s moving fasfer thaa he
ansking of laws to control it

(2} ‘Fhut there I3 rensan to beliove that the NSA continnes te diseolor and
sisreprosent to Conuress the true offectiveness of its misslon and the main Lyl
Hf s aetivity, and

{e} that fhe NBA continuoes to threntes and intimidate resenrch scientists
and American industry invelved i teleconugnnientions and infommtion trass
nbasion throwgd backhanded, exira-legal meany.

1 wish to retnrn to the Girst assertion, nmamely the continnancy of Operatien
Shamrack.

It appenrs that the pagitions taken by our intelligence community in goners!,
and the National Seewrity Ageucy in nartienlar, regarding the nse of broadbsnd
interception practices and the interception of noirorsl communications, teoh.
signes which gre puriteniacly applieahls to the microwave systems. are bighiy
cprestions hie In the teras of the Fonril Awmendment fo the Gaustitntion

‘“There 1s nn signlteant difference babween electronic broadband interception
pragiices and the early practiee wherein sgents of {he Crown of Eaglind. during
evienial times, armed with general warsant docnments or writs of assistance
wonitt punder ab random through the homes, offices and effects of citizens nod
conid roud, examine ar enrry off any docpment or property thought to ha In fhe
interest of the King.

Lord Comden, in 1763 condomned the sepers] warrant, and striek it down
through the conefs’”

in Bis famons dizssent, Yustice Brandeis wrate of government wireliinping that
“oL L wrile of assistance and peileral warrants are bat puny instruments of trr
wrary cornprred witls wirefaphing

Yoi, by sweeping through our telecomurinications system, Inoking for irigger
words, mkliifrequency address sequences, or peendiar duta patterns, all part and
parcel of eur private messages.™ the Natlanal Securify Agmmov. in effect, s
searehing throush the privite effects of thonsands of nntargeted ¢ifizens in order
to seenre furaered ohieetives. '

CThis 1s the s 85 3F the FRI were to go down youar =treet, bonse hy hiouse,
atter yonr hame, seareh threngh yary private correspapdence, aid by reading
anly the ontsides af envelopss snd file folder trbs watld make ndoomoents of
wwhether {Bere is & seintllln of 4 doubt that you are o loral American, or that you

n Eatiek v, Corvingten, 1703
T BImatend ¢, Linfted Hinfes. Runrema Cowrf, 1528 -
4 Hepdefinition of "Contentx'. title 11T U.5.C. chapter 119, § 2310,
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are engaged in activity that they, for one reason or another, thought your oughi
not to be invelved ie. All of this searching would be done becanse someone oL
yonz street, nuder the remotest possibility, might be a foreign ngent. ]

Not a persen here would stund for such a physieai search without the issnanee-
of a judicial warrant on probabie cause that a erime is involved. You would not
permit the search even if you had pothing to hide. ‘Who among us does not have-
sowetling that shouid be kept private? You would not permit an unwarranted
gearch oven if the ¥BI promised they would wot Vtake anything, just look.

For some strauge reason, however, there is less reluefance amoug us Lo aliow
slectronie seavches thvough our telecommunications if we just dow't kuow
about it .

1t pppears that the intelligence agencies are usiug the cloak of secrecy and the
mystigue of technology Lo cover up practices which are becoming fairly evidend
t0 any ove whoe wili study inta the subject

here is great doubs that the 0.8, inteliigence community iz hiding any realiy
significant intelligence interception methods and technigues from the Soviets or
any of the elher naticus of advauced techuclogy.

Only the people of the United States, the courts and the legislative bodies are-
being kept in the dark or in a state of confngion.

fhe yoots of these aséertlons are exposed in the hearings on 8. 1506, in the
ora} testimony, and in the texi of the bill itself . S :

KO CITIZEN TARGETED

According te Director Clarence Kelly of the TRBI, Reur Admiral Bobby Inman
of the Nalional Securlty Agency™ and Atforney General Grithn Beil™ "no citi-
zen is targeted” for elecirouie spying within the Usited States as of June 9, 1977
under the general rubrie of foreign intelligence.

his eryptic stock response sidesteps the direet guestion pnt by Senator 1d-
ward Keunedy and others as ey attempt to find out if there are any “Ti8. clii-
zens that are af the present time, subjeci to clecfronie surveiliance ., ,

1t iz eurious to observe that on these and other oceasions the federal v eu-
foreement and intelligence enclave ““Just bappened" to have terminated surveil-
lance programs only a few days or weeks before Lhey were brought up hefore
Congress. Such yractices were stopped, we are foid, with no explanation of why
it was necessary to coatinge them for s0 long, nor why they suddenly became
unuecessary.

These intelligence ageneies continue to this duy to dance sround the direct
question of electronic surveillanee of U8, eitizenz, Pressed for furiher clarifien-
tion of the stoek phrase “no eliizen & targefed”, they respond with an egualiy
stock retort that if \s not possible fo dizenss this lussmuceh as if deals with clagsi-
fied intelligence methods and technigues,

- The elever usage of the phrage “acquired by intentianaliy targeting that United

Stukes person" is perpeinaled in 5. 1866 under definition {6} (A}, §2521. The
hey word i3 “targeted," not intercepted™. If is recommended that this unforin-
uate phrase be strickev and in len thereof the words added:

“I'he gequisition by an electronie, wmechanical or other surveiilance devies of
the confents of any wire or radio commnnication sent or intended £o be received
Iy & partieular United States person where the contents are acgnired undey oip-
cumstances in which o person hus & reazoniible expectation of privacy"

In aetuality, the technology bhelng emploved \dentifies fargeted trigger words
in thousands of telegraphic or daia messages, or identifies peeunligr signalg as
zocinted with felephone ¢alls as ithey puss fthrongk the dragnet. An automatie
recorder then sraiches cut the whole message for later examination by agents.
Thus, it g not “persons” who are the primary targets of these insldious Linds
of surveiilinee, rather it is “luformation” which is tarpeted. Small consohition
that the private communieations of innocent cltizens are sucked up inte the NSA
vacunm cleaner!? o
- The Supreme Court declared that wirefapping, the interception of ¢common
carrier telecommaunications, falls under the search #nd seizure protection of the

- ¥ Hearings, Senafe Judiclary SBubeommlites on (rimlnel I:aws hnd Procedures, June 13,
léisini}??,] on ﬂi:? Foresig? Itnéeiiige;.uie Snrv;:illanee ‘Aet of 1977,
Tentlngs, House Sélect Committee on Intelllgence, Jan, 10, 1578, on the T »
teiﬁg&z}tce Snﬁreillalnce ﬁittgf z‘%??. ) & B orelgn o
Relence Magazine, y: “Helecommunieatlons Eavesdropping on Private Messages,
p 1061, § Sept. 1977. ' ' - PRInE sesiges
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Fourth Amendment to the Constitution; and that nationnd security taps, u§ any
other wirelup, must conform to eotrt ordered warrast reguireents. ™

Gu their own authority, however, g xvizll inner cirgle of Delense s Sustice
Gepartment empioyees Huve chosen fo inferpret the cowrt rudings aud current
Iws 1o amean thiut certidn esclerie Rhnds of wiretupping ure exeinded from ean.
sbittbionu! gusrrtess,

This inner ¢ivele i similur to the cabonat noir, the blaek chanber estublished
by f.ouis X1V of France und which continued through the Fifth Republie. During
tiss thise the private coresspondence of the mails of Franes were regmarly -
tercepted and read by this institution evan though pablie iy specified fhe dedth
pemiity for such vialation'™

Furtier evidence of the brondband sweeping of multicirenited domestie tele
communieation trunh lipes such us are conhiined ou terrestrind apd satellite mi-
eyownve bemms is hidden smong the mpendments to title [, chaptor 114, the
currelt wiretnp huw, by 8 1566 und 8 predecessor 8. 3107 A svipnlatian i3 0.
serted thereln which will permit wurrantiess siretapping “for the salo purposs of
detenmipiag the capubility of cqndpmeant” when such “test peried shall be lun
Had .. te . L. nliety dayg b #ew s '

Lot there be no isisundersianding here, There is ouly one category of wiretap-
piyg eguipmoent or systeir which requires up to uinety duys for tost and ndjnst
ment, and that system is brondbund electronte cavesdroppiig egtipment, the vae
winn clohuer approaeh to intelligence gathering, the genernd seareh of microwave
trank loes, T miake this assertion en the strength of behial experience in the
cleetronie intelligence trade und on the strength of evey fwveniy-five yanrs experi-
ense in the telecommunications profession. Au ordunury, single fHie wire thyp
reguires ouly Hve minntes to adinst and tesk

Additiona) roots of the aliempt in 8. 15066 to achieve warrantless wiretapping
thronuh the clover wne of "secret’ linguage are traced throush the sfipmiation of
the flrst sentence of the Act. Herein the definitions of the etrrent swigetn w,
ehnpter 119, are made to apply to the proposed siatule in chapter 120, It is stated
that “Except ps otherwise provided in this scetion the definitions of seetion 2510
of this title shall apply fo this chapter®

Through thiy loophole, & most dangerous roof 18 belng drawn into 8. 13688, ‘This
is found in the definitlon of “Infercept” stated to be “the aural acquisition of
the contents of 4oy wire or oral eommunication Hhrough use of any elepetronie,
mechantond, or other davice,”

The lnclusion of the word “aursl’ te the exciusion of any other kinds of
acqnisition kas intredoced untold eonfusion in the courts, and the jeghii pro-
fession in general. By exeluding “nonarsl’ communieations from the wiretap
law, the N84, the FBIL, and ather intelligence apencies bave justified the war
rintlesy wiretuppitigs of eitbzens for vears. In fact, it conid be remserably uraned
itk timy eftizen could engoge in warrantloss wiretapping of the nonorsi viriety
with Impunity,

It must be understood that Jhe ponoral, nonnursl provise execludes digita)
telegraphic messapes such as Telex, TWX, tolegrams, enbles and such other
similar dats as missile telometry, video television, facsimile manking, business,
credif, insuranes and medient information. It alse excludes awitobimy ung sigrals
f a';uf.urumtiml ased in the routhug aud billing of telephonic and telegraphic
cirenits,

The Ileuse Judiciary Bubeommitiee on the Courts, Civil Liberties snd the
Administration of Juatice, kuowa us the Kastenmneler subcominittee, has unant
mousty chosen to sirlkhe the word “aural® from the Chapter 119 defultion of
“intercept”. By this they intended the wiretap luw to inciude negoral “loxtual”
Information such as in telegrams, but slso nonoral “address” information stieh

FoRuwir v, United Stetes, The Supreme Court, 1967

HWinired Stales v, United States atried Courd, Phe Keolth Case, Seprome Court, 1072

¥ Renort No. 30, Senate of the Freneh Republie, Minutes of October 23, 1875, The Com
mitiee to Oversee the Publie Servicss Conductine Wirerapping.

*8ee also, The Amerloan Blaek Cabinet, p. 2% this repart,
. T Bonate Report No. #4-1080, & 2387 Whe Forelpn Zntem?eme Supvellinnee Act of 1678
(.m}:;:élttec on the Fudictarr | g § smending U0 Thle ITE, eb, 130, § 25351(2)(c) ! alno
p. 178, j

* Hearings, Senste Jndielory Subeommittes on Crimingl Laws snd Procodures on &
1560, 03eh Conuress. Fune 13 34, 3877, p. 107

# Benate Rapdrt Ko, (3-604, 8 1568, The [Movelgn Intelllgence Survelilance Aet of 1977,
Cominittee on the Judictarr, p. €9,

MHIvid, po T2 ' ) '
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as izzeigﬂgﬁ in communications signalling—ile king capitured by the pen-register
davice. :
 The staff of the Benate Select Committee on Tntelligence have indicated that
they intend that nonoral communications shall be incinded in the coverage of
8. 1566

The mere striking of the word “aural”’ from the definition of intercept, how-
erer, is pot explicit enough fo retard tie seanning of the nonoral cempouents of
trnnk Hoes and microwsave i{rapsmlssiens. Theve s too muck danger of eur
waking p thirty years hence and dlscovering that what we thought was covered
by the language was nof covered at all, and that we have had thirty years of
ahusive snrveillanee,

Better language for the definltions may be found in the “Telecommanications
Privacy Aect of 1977 LR, 7139.%

Incldentsily, the legislative and hndicial history of the use of the pen register,
a t¥pe of interception device using nronoral communications, is fragmented with
erroneous sssnmptions and fechnieal inpceurseles, These inacenracies have
persisted from the first landmark case ™ occurring after the passage of the wire-

#zophe BUD of Rights Procedures Aet of 1977, HR 214, HRE 215 B 14

= The ghnplest, mest wldely nsed, and perhaps the oldest awlich and slgnnal wlrefap.
ping devliee employed 1z the so-called “pen register.”™ Thiz type of devlgs iz known to
have been uneed widely for several decsdes. If is conneeted seross the tclephone llne of
a subserlber in a lecal exchange or suywhere in the llne between the snbseriber's handset
and the Ioesl exchunge and wlll “record” the @igits of all ontgolng telephone numbers
digled from the telephone.

The pen reglster will record both local and long dlstance cutgelng ealls. If wlll ldentify
Wil snbseriber Gisling setlon even if the telephome of the dlaled party ls bnsy, or out of
gervice, OF mot Unswered. it has an advastage over uslng fclephone compeuy Bllug ree-
ords 0% B souroe of intelligence sinmee 1t capturey the loeal eslis, lncomplete calls, and
no-charge toll enile (800" prefis calls} not reeorded on the telephone BlIL An addltlenal
advaniage of thls devlee over wslag teleplae eompany Bllling recovds s thar when
eonpled with & eloek tlnlng device, the pen register wlll provlde & reeord of the exmet
time euch telephons enll is placed. i .

A further asdvantage of the pen repister technigue to the investlgntor s that It may
invalve only one techuleal person In & telephons exchange for Iastallatlen, and thershy
avni@ the lnbyrinth of officials and elerks In the telephone buslness office. any one of whom
may piow the whistle on the whele operstion, The pen register, when nmetalled on fhe line
hatween the exechange und snbserlber’s telephone handset, need nof Invelee anyone In
‘the telephone eanpdny but rather only ko agent representlng whatever governmental
ageney 1s poerforming the tepplng operation.

The pen reglster sonnecllon to a falephone Hue or grenp of lines often lg nsed as &
“aigve' to gather Intelligence whileh will further dlreet an investlzating agency £o UN req
wherely they may wish to apply other peu registers or actunl “andio” tntareentlon wlretnps,

Again, under presant rulings, the nse of the nen regtster does net fall nnder the puy
vlew and eontrol of The wlretsp laws, namely Title 15, Chapter 1318

n fPelpcommmuleations Frivaer Aet of 1997, HR T13% Rep. Klldee {D) Mieh., May 12
1877, p. 25-24, “Intereept means (to} acanire—hy means of nony deviee—a transfer of
varial, symbolle, or otlier lnformatlon between persons or informaticn processing faetli.
tles, Inclndlng assoclated switehlng and slgnalllng informutlan....

{4) That {s made 1o whole or in part by wirs, eable, mlerewave radio. satrllite, or an
optieal sratem faridshed] or operafed by & commnnleatlons eowumon eRrTiar

{5} rhat s mede on a private comnnnleatlon system: or
. {0} That 1s an oral communiceaiion netered by & person having an exneatntlon in elr.
enm=innees Mstlfylng that expeetatlon that snek communieation ls not helug intereepted.”

BmEe lg Interestlng ta note that the first Inadmeark case involelng the use of the pen
register whleh oceurred after the establlshoent of the enrrent wlretap lews as deseribed
In the Omulbis Crkane B was decided npon agalnst the defendent. s telephone lne wis
fnnped nelag U pen register wlthout s warrant or wlthant Atterney General permisslan.

©The easze -was net rnled upon as a matter of hle eonstlfntiennl rights. Nor was the lssne
ane wlilch guestioned whether swlteh mad algnal lutercent wiretapplng was In faet, un
interceptlon uader the definltlon of Chapter 119, Rather, the rullng was made on the basla
£hat ane of the pariles to the conversatlen, the reeelvlng party, bad glven permlsslon for
the deviee to be plaesd on the clrenlt

Ve lpre pen reglster was altached by felephone eompany to dofendant'z felenbous lne
with knowiedge and consent of reclplént of threatenlng oalls, evldense that ealls wore
made from defendent's telephone to reciplent's telephone did not vilolats thle seetion {2518)
prohlblting e nnanthorlzed lutersentlon and dlvnigense of any telephaue eommunlentlon.
Stete v, Heolidey, Towa 1880 N W 24 708"

Tt tu clear thot the polut of law and the thrust of the arguinent 13 dlrected toward the
statement of § 25131{2) (¢} whleh reads:

w¥t ghall wot be nnkawfal neder £hls ehepter for o person actlng under color of law te
Intereent 1 wire or oral communieation. whrre suchl person ls & party fo the communiea.
ﬁﬁn or one of the partles to the commmnnleation has given prler consent to such Interesy-
CAEEE

Certaluly meklng threatenlng telephone calls wes and Iz probahle eanse to Investlzate
sueh bahavlor. Ang, If evidenee 1= In hand. lecally ebtalned; 1¢ enn be browght before the
eonres. and the plalntl® 1a jnstifed 1n bringine setlon ageinst the defendent, C

Wa objeet ln thls case, liowever. to the method of obtaludng fhe pen reglgter evldencoe,
gnd the Instifieatlon for the admlaslblllty of sneh ovldence, Apart from onr ohiszeflon to
the dlsmissal that this kind of wiretap; the switch and signal sert, g net.really .a wire
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tap ke in 10688 np throueh s Supreme Court case just heard and ruled before
the first of thig yedar™

The main argument of the recent Supreme Court ease to excinde the pen register
from the controls of the wiretap law was that the word "nural” in the definifion
of “intercept” linited the coverage to oral communications, .

The legisiative history of the Insertion of “aural” inly tle "intex‘c&xlt:' definition
shows ot it was thought fhat pen registers were used in the brawing of tele-
phone oalls™ This is simply not the way telephone culis are traced. The pon
register is u sprveithunee deviee put direstly on the felephone line of & known
suspect, or spspleions poy phone, ouly after that suspect or Instrament hag alrendy
bean traced by otlier monns,

The dnngerous aspects of allowing this procedurs o ccour ontsida the control
of the wiretap laws is that the language of these signiflcunt eourt ¢ases nsge fhe
phirase, 'pep registers, nd ke devices! The "und Hke devices” opens up the gate
for a host of unspecified surveillance deviees whieh sean non-oral connnnnien-
{lons, Telex, duts, multifregueney tones, und switehing and sipngling fnetlons
aperafions occurring osn broadband frupk lines such as ovr toll microvave
Chroutts,

The real issue of the Supreme Court pen-register case 15 that the currest prace
tice of insiloting this kind of syrveillance involves obtaining 4 court order under
Rule 41 of {he AN Writs Act of I7TRY, vis-w-vig the obtaining of another king of
coprt order under the Ommnibus Crime B, wiretap iaw of 1968,

{ther thun the fact that a Chapter 119 wiretap erder is a3 mife more ¢ifeult
to abtain—the probable cause reguirements g bit stiffer-why ail this fuss? A
conrt order is g court order.

The botlows Hine significunes of dhids whele ense hus never boen griiculated in
public, The significance hinges ob the reporting reqivirements of the wiretap law.

Apparently, fhere is grenb presgure from sgiabterrsncan halls to prevent the
assembliyse in oue place corypdete nud accuraie records of the scope and gl
tude of the clardestine ose of pen registers und e devices on the American
popnbsen.

The wirelap Iaw would raguire thnt such records be sent to the Administrative
icas of the Conrts in Whashington, 1LO. Here 1t would be gvaliagbie for exsming.
tion by Congress. Reduced and sunrifized stetistiond datn wonld be avniinble o the
mdile

Sneh devnsting nesws would become almost unbearable. Some huve estimated
it the numbers of telephone and telegraphie mesgnges within the United Stotos
fhitt are "sean” intercepted per year run into the biillous There are no public
records yet to that affeet.

In an earlier testhmeny on 8. 1566 before the Renate JFudiciary Subcommiites
o Criminni Loaws and Drocedures, it was recominended, as a Minimizution
Criterion, Hhal breoadband intercepiion for both eriminnl and inteHigenen purposes
be miade unlawful altogether™

The neguisition of the turgeted information may be effected on single telephone
lines; alboil with slightly more @ifeulty. Tt was further recomimended that nil
types of non-orpl commttications, including switthing and siguafling, be I
einded 1n the warrant protections of the current wiretap fnw und In 8. 1566,

fap; apart from onr objection fo the diumiszal that no warrant was needed for the in.
tercusition of this kind of wire communication; apd apart frewl our obijeetion to any Bind
of wiretapping under any prefmise; we Bud that the argument used by the conrt shows &
el of understamding of the most clemenfal operatton of & felephone system.

The pen repister deviet was not connactad to the felephose Hue of the reeiplent of the
threatening lelephone calls, but rather f¢ the Jine of the defedent. Tt may be argued that
these Unes were sl the same Hae onee intereonnectivn was estubilshed.” This, nnder the
most exivems streteh of ones tevhnienl imugination, may be true, But the pen register
“regording®, however, viig gof made st o fhwe when the defendant's jine was conpeeted
to the line of the reciptont. The fnterconnectipn between lines was aceomplished only affer
the st pulse of the last dlght of the disled telephone number was dlated by the deféndent.

Apparantly the courts, in fhis epss, wers umgware of the temeperal conditions of tela-
phone interconnection, aud the thne the pen reglstor recording was made, or the courts
<hase fo fpnare ihese facts.

In reest eoses of the use af pen registers, no parties to the communization have given
peemission For the recording to he made.

FHS v, Xew York Pelephone o, Supreme Court, cert No 76533

" Ibid, U5, Pettiian for Weit of Cert, a}%gendix A p B4,

a Minhmluntion Criteris”, Toslimony In E. Watters, Sen. Jud. Sub. ob Urindnal Laws,
#. 1868, 14 June 1077
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Fet there be ne misiake. Fons of electronic surveillance equipment st this
moment are interconnected within our domestic and international commeon carrier
telecommunication systems. Much more is under contract for instaliation. Perhaps
thin equipment is humming away in a semi-quiescent state wherein at present
"ne citizen is fargeted ;' simply scanued. Ity builders are iying low during the
present erltical time when embarrassing questions are being nsked. Fow soon wili
it be, however, before a punched card will guietly be dropped into the machine, a
card having yonr telephone number, my telephone number, or the nnmber of one
of our friends to whom we will be speaking”

What wiil happen when there 15 some international emergency, the firing of a
nuiciear device, the chinge of political perspectives, and, as i resuit, the full foree
of the electronic surveillance mouster is unlenshed? By comparison, the infern.
nent of Arserican citizens of Yapanese ancestry doring World War I will seem
like a Bunday school picsie,

We simply canuot continue such programs of buniiding clectronie surveillance
systems simply beeause it is possible, beeasse we hive the tecknological citpabilify
and the flnancial rescurces. It is better that we pull the plug and disassemdle
much of the equipment already in place.

. In recent testimony on this subject befare the Michigan State Judicliry Com
mittee, a prominent member of the White House Office of Telecommunications
Policy said:®

“The fime ig bere te begin to impese meuningful restrietions before the po-
tentisl Tor damage becomes irreversibie. Much of £he applicable Iaw regarding
protections against infercepfions rests on what is called the ‘sxpectation of
privacy' when such expectafion is deemed reasonable. It conld be at least theo.
retically interpreted that as a eonsequence of this declining expectation, the legal
protections I would normally have fire also declining, In ofhier words, Catch-22;
the more yon know about the problem, the less protection yon have fo prevent
it from happening to you. -

“My persenal concern and attention are mainly cenfered on the future; the
aext five to ten years. That g not fo suy thaf snme of the preseut and paszh
practices are net abusive, It only means that I fear the future will be much
WOTSe, .

"There is ., . . serfous quesiion abont whether eleoironic interceptian of a
private commnnication is inherently an unreasomahle search and whether it ig
thns uncenstitntional under the Fourth Amendment. This argument sfems from
the basieally random nature of the typical elestronic surveiliance activity, . .-
Given the seriafisness of that probiem today, how much more pervasive and in-
trosive will this kind of 'snooping’ become in the fnture when the intercepfing
party has immediate access to greatly incrensed amavuls of sven more sensitive
information than iz available af present.”

Tur NAroNanL SEcumity AsENCY

he feders] inteliigence agener of prime concern here is the Nationul Security
Agency (NSA). Odiein] published estimates of its sive in dollirs expentdod oy
manpawer employed, by elther the Legislative or Fxecuntive hranches do not
exist.® Unoficial estimates are that the NSA annuaiv spends 58 much us $ip
billion and employs up to 126,600 persons, when military agencies nnder the

2 AMichipan State Scnate Judielary Commitise, testimony, T, J. Stelehen, regarding wire.
tap: leglslation, 18 May 1677,

#¥'he Honge Seiect Commitiee on Intcllipence {herenfter alted as Pike Commlttes) noted
that the total annual Infelligence community budget was “more than &in Llllten ;" that
the NSA "bas one of the Iargest budgets in the Intclilgence community ;» that “roughly
20 pereent of the Natlonal Securlty Apeney's budget iz not ndded Inin the Intelligenca
budget ' that “the costs given Congress for mllitare intelligence {much of wlich would
be applleable to NSA's funetlong) 4o not include expendifures for tastieal milltary Intel.
Npenece, whlch would approximately double Intelllzence bndgets for the fhree milliary
sereices.” (Pike Commlitee Report, Vilage Volee, Fehruary 16, 1998, n. 72.)

\ Thls appenrs {0 confllot with a CIA briefing piven fo Presldent-elect Jimmy Carter, that
Vthe militare hranches of the Intelligonce community receive more than 80 horeent of the
reughly %4 billlon budgeted annusily for all Unfted States Intelilgence efforts, principally
for the photo reeonngissance snd radle sirnatn interception technolopgy used to montter
potential adversaries.” {Duavid Rinder, “U.8. InteBigence (ffetaly Apprehensive of New
Shake-Ups Under Carter’' New York Flmes, December 13, 1578, p. 43 Empbasis added.)
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NBA's dgirection are included.™ Whitever iis actual budget nn personnel levels,
it bag, throngh o network of over 2,008 speeinlized intercent positions aronnd
the workd, the teehnoloyicul capalility to intercept 5 significant poriien Gf_ HIH
telecommmuuicitions, world wide, "Ehis espability ¢an be bronght tn hear against
any conniry. 1f used against the Amneriean people, Senator ¥rank Church has
mite{l, “ng American wonld have any privacy ieft . . . flere would be na place
to hide” ®

tJ’I‘he NSA was created by o seven.-page Top Secrel memorandum from Presi-
dent Harry B 'Iruman to Heeretary of Siate Dean 6. Achesen and Secretary of
Drefense Robert A, Lovelt, on October 24, 1932 Tiniler this directive, which even
today remains ciassified, the NSA assumed the responsibilities of the Armed
Forres Security Agency, which in turn had lurgely inherited the intelligence
responsibilities of the Army Secnrity Agency {whieh even yet remains a fune
tiening Army entity ).

The NBA’s two basic functions, deriven from Top Secret Nationai Security
Counell and Director of Central Intelligence ilirectives, nre: {1} to proteet the
"Communicaiions Security” (COMSKEC) of .8, teleconmunuiticutious that are
miational seenrity related; and (23 to obfnin foreign intellirence relnted telveom-
mnnicatinas throngh the intercention of "Signals Intelligence” (SIGINT).

The BIGINT intercepticns nre the NSA's dowinant operational setivity, ¥t
consists of “Communientions Intelligence” (COMINT), whirh tnvolves the inter
ception of electronic message commnnicaticns (such as telegrams and telephones}
and “Electronie Intelligence” (ELINTY, which invelves the interception of signals
{snch as radgr and missile emissions).

Hery we are prinniriiy concerned with the NSA's COMINT activities in arous
of non-oral nnd Lroadband telecomnmmieations,” as they affect the constitu-
tHonally gnaranteed right of privacy of American cilizens. We also note, to a
lesser exient, one COMSEC activity thai extends hevond tho protection” of
communientions related fo npational security, that may lfikewise encrogelh on the
privaey of American citizens.®

PRE-WORLD WADR IT INTENCEPTION OF MNOX-ORAL COMMUNICATINGS

During Worid Wur |, T8 government intelllzence npents censored telepmphic
felecommunications by working in {he offices of private telegraph eompnnies: all
messuges entering or leaving the United Stutes were at the disposal of & ilitury
inteiligence unit of the War Dopartivent hnown as M-8 {(Military Intelligence—
Section 8).% Unlimited government zecess to messages censed when onble CENEO™
ship by U.8. anthorities wus discontinued in iate 1918 and enrly 1LY

MI-3, frow its inception in 1917, was direeted hy Ierbert Osborne Yardley,
considered by some erypiologists to be the most famous in hisfory. At war's end,

* David Knbn, anihor of "The Codebreakers,” g definitive work on ersptoiopy, deserlbes
Lhe N8A as-the Inrgest and most seeretive of all Amerlean intollipence orgaus' and
estimates that en its own It “spends about £1 bllllen & year.” But, he adds, Cibe sgeney
aleo dtsposes of about 80.000 servicomen and civillans sronnd the world, wha serve in
the eryptologle agencies of the Army, Navy, and Alr Force {that) siand mider X84 eon.
Erel, mod i these ageneles ank other collaternd costs are included, the tolal spent eonld
well pamount to 313 billion " {Souree: Duvid Katin, “Blg Rur of Big Brother”, New York
Times Mapgazine, May 16, 14676.3

Tal Bule deseribes MSA as “ihe largest, most Important, most expensive, and seeret
menber of Ameriea’s 'intelllgence cominnnity,” ” whicl “vosts pver 210 1Mon & year and
employs some 120,080 persons arcund the world.” Aecording 1o Sxule, “a vast array of
speeiditzed milltary apencles sunehl as the ASA {Aremy Security Ageneyl the USAFSES
(United Srates Al Porce Secarlty Serrviee}, and the K8G {Naval Security Sroup: .. .
fcennnt for the vasxt hmjerlty of NSA's mititary and eivilian employees.”” Apprexk
mately U0 percent work abread. {(Tnd Szale, "The NEA—Americds S Billlon Frank
enstein”, Penthouse, November IPF5.)

EMeet the Pross” mterview, August 17, 1975,

™ Een fonlkoty 34, -

T Non.orat” as nterpreted here ineludes cablepramg, radiograms, felex fransmisslons,
compnter transpssion {such &s used by banks for Sumueil tranafers), facslmile and
video transmisslons, telemetry, gnd telephionic switching ang sigralllng control SRIEICESE
(masoelated with telephone oalis),

8 Froul stadies by the Honse Government Operntlons Committee. eirca 1977-78.

®Army Seourity Apener, "Hisioricn) Bnckground of the Bigual Seenrity Apencr,"” Vol
g;;i'ﬂ]l' 4 preyared under the Direction of the Assistant Chief of Btaff, G-, Aprit 179,

© Fbid,
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fared with the phasing cat of his organization, and envisionihg it having a peace-
t?}ge role, Yardz;ey, in May 1019, convinced the Btate and ‘War Departments to
jeintly approve & plan for a “permanent organization for code and cipher inves-
figation and attack’® Foriy thousand doliars of the organizations $106,000 an-
ngal budget came from State Pepartment speciat funds, the batance from Con-
gress after military intelligence officials had taken selected Congressional leaders
into their confidence.” o

Although sepported by government funds, the resulting organization had ne
visibie govermment connection, Knowsn as "The Biack Chamber” by the few per-
sons Famifiar with its existence, it operated from 1919 untii 1929, under Yardiey's
lendership in New York City——under the cover name, "Code Compiiation Com-
pany.” ® The operation was initially situated in toycuhouses in the Bast Thirties;
following & 1025 break-in in which desks were rified, it was moved to a large
Manhattan office buailding

In 1928, President Hoover's newly appolnted Secretary of Stite, Henry L. Stim-

" son, was shocked to tearn of the Biaek Chamber's exisience #nd abraptly fermi-
' nated the operation * in the belief its activities were shameful in a “world [thatl
was striving with goodwill for lasting peace” ©

Suddenly without a job and in need of funds, and believing that since the Black
Chamber had been desireved there was no valid reason for withholding its
secrels, Yardley published “The American Black Chamber” in 1931, an inter-
national best-gselier which deseribed hig organization’s accomplishments, Trans
1ated into several languages, Yardiey boasted:

"We sclved over forty-five thousand eryptograms from 1219 to 31928, and at
on¢ time or ancther, we broke the ¢odes of Argentina, Brazil, Chile, China, Closta
Rica, Cubs, England, France, Germany, Japasn, Liberig, Mexice, Nicaragna, Pana-
ma, Peru, Russia {sic), 'San Salvador, S8anto Domingo, Soviet Union and Spajn”’ *

The Biack Chamber, he stated,

“Also made prefiminary analyses of the codes of many other governments,
This we did because we never Xew at what moment 0 ¢risis would arise which
would regnire guick sointion of 2 particular government's diplomatic telegrams,
Out:; persqpnei was Hmited and we could not hope to read the felegrams of all
nations.”

Iegpite hig prociivity towards sensational disclosures. Yardler coyly avoided
stating how, in the ten years of Mi-8's peacetime existence, from 1019 o 1929, the
Biack Chamber had obigined felegrams it had snalyzed .

"We emploved guards, replaced ali the locks and were ready to begin {in 1219}
our secret activities, ‘But there were now no code and cipher felegrams te work
on! The cable ¢ensorship had been Hfted and the supervision of messages vestored
%3 th_? private cable companies, Our problem was to obfain coples of messages.

L33

"I shall not answer this question directly. Instead T shail tell vou something
of the Soviet Government's iype of espionage as revealed by documents that
passed through onr hands, Affer you resd these, you can draw your own conciu
glons a9 to how the United Btates Governmest obfaiued the code and cipher
dipiematic messages of forelgn governments,” @

However, this question wag answered in a letter Tardiey sent to his publisher
on March 18, 1981, he wrote that nore of the messages sltuded o in the mang-
zeript of Y The American Biack Chamber”

“Other than eertaln wireless messages exchanged bebween Gormany and Mexi-
0, were sent by radio. They eame by cable. With respect to every cablegram
referred to 1n such book, the copies thereof fo which I refer therein were obinined

o David Knim; "The Coldelireskers’” (New York, The Macmiiian Company, 1987}, 1. 544,

© Herbert 0. Yardior, "“he Amerlean Hlaek Cb’amber" (Indianapolls, The Bobbs-ipierrizz
“lompany, 1981%, p. 240.

tArmny Seeurity Agener, op, oit, p, 48: "In order to concesl the true nature of 1y
activity, the office was called 'Cede Compilation Company’, a eever name for MI-8 but
%}{:gn é*:;zslm:}aézmz ;;!;} c%;z i;u%g:{poratfd bu&s&r:;-:saﬁsai firm ce:;tabétaheg bfd Sifa?zliey and Cheries J,
: i g venture. This firm produced zod so n 1y Inr
a code \mlle(’lp the Uanlversal Trade Code” k v iarge quaniity,

“ Yardley, op. oit., p 870, .

“guoted in Kahn, op. elt, . 360n, (In this regard, Seeretary Stimson aleo made his
weil-known declaration. "'Gentlemen do not resd each cther's meil™}

#Yargley, op. elf, }3 332 (This forty-five yenr old Hst is not digsimilar fo ose pos-
sessed by Western Unilen Internationsl whieh, when subpoensed by the House Gov. Ops,
Committee on Febroary 4, 1974, prompted President Ford to sttempt to extend the so-
mﬁe& _’{’]execuﬂve privilege” deetrine to a private corporation),
1

_ ‘{Y_aréley, ap., eit, pp._ 24043,
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by the consent and suthority of the respective presidents of the Western tnion
Yetegraph Company anil of the Postal Telegraph Compauy over the wires of one
or the other of such compniles such messages were transmitted.”

In the 1920%s, these two companies carried almost all ibe telegraphic com-
munications in and out of this country.”®

According to Yuardley's book, only ceded meszages were turned over to MI-B;
plain fext {ie nncoded) messiges were nover intercepted.®

MI-8 apparently obtained coded mesrsages in the form of printed telegrams or
paper tapes which were $0 be transmitted or had becn transmitted either by
radio or b andersea eahie. Presumably, at the time the “infereeption’ wis made,
MI-5 would not have kuown which means of fransmizsion would be used to carry
the messages, nor presumably, wonld it have cared. It is problemmatical, theres
fore, whether existing legal restrictions on the usec of interception of wire com-
munication or radio communication wonid apply to these interceplions.

The Army Securityr Agency's 523-page “Historical Backgraund of the Hignal
Security Agency 119-1038" in snnitized form, omits any mention of the srrange-
ment described by Yardler, whereby MI-R reeeived telegraph messages from the
Weastern Diion ami Festal Telegraph companics, or any other eempany. This
dorument stntes that:

“Plans for establishing MI-¥ en n peacetime basis in 1019 iveluded no provi-
sion for the development of ficilities for obtaining the necesmary intercepted
messages. A detailed meconnt of the sitnation will be given shortly it at this
point it will sufice to indieate fhat it was doubtless assnmed that the cably com-
panies wonld continie to supply copies of all messages passing through their
offices and that the Signal Corps would continne its war-time intereept facilities
which wonld be at the eall af MI-8, These assumptions proved to be nnwarrausted,
That no satisfactory solution for this problewms was ever renched was one of the
mime ¢ruses for the dectine of activity of MI-Rin New York. It was slso one of
the factors wizich Ied to the ahsorption of the Bureau of the Rignal Corps, nn orga-
nization which conld mere easily develop intercept facilities’

No “defailed pecount of the situntion' wvis-g-wis the telegraph companies par-
ticipation has vet been made nvailable. Xevertheless, Yardiey's acconnt indicates
AL1-8 ilid Beeome operafional with the cooperation of the two telegraph compa-
nies identified ahave.

fhe factor lending to MI-8g demise wis Secretnry Stimson's philozephical
and moral objections, not the telegraph companies’ reluctance to mi ke LIegsages
#yvailable,

TWhen World War T ended, the Radio Communications Act of August 13, ime2,
which provided that the Government would guarantee the secrecy of eommuni-
eations, was still in effect, That act provided. in pertinent part, that:

“Ng perscal of persons engirzed In or baving knowledge of the operatian of any
stition or statious shail divulge or publish the contents of any messages trade
niitied or received by such station, exeept to the person or persens to whom the
same may be direeted, or their nnthorized agent, or to another station employed
to forward such message lo itz destination, unless legaily requirved so to do by the
court of competent furisdiction or other competent guthority.” &

Thix law ¢id nof prohibit the interception of radie traffic per se, but mervely
prohibited the employees of common eirrlers ecovered by the Act from fhe «i-
vulging ar publishing of the contentg of messages te unanthorized persons, TE
remained in effect nntil the enactment of the Radio Act of 1927, which cousider-
abir brondencd the prohibition agninst unanthorized disclosures:

“No person receiving or assisting in receiving any radio communicafion shall
divulpe or publish the confents, substanee, purport, ellect, or meaning thereof
¢xcept throngh anthorized channels of transmission or reception to any persoh
other than the nddressee, his agent or attorney, or to o felephone, felegraph. cuble
or radio station empinyed or anthorized to forwiird such radio commmnicafion to
ity destination, or to proper pecounting or distribnting officers of the varicus com-

# Postal Felegraph. the holding compauy confroiiing Commerelal Cable, merged with
Wemtern Doton o 19432, {Of the three U8 companies now dominating the lnternational
telegraph bnginess in nad ont of this conntrr--ITF Werkl Communications, RCA {itobal
Communtentions, and Western Unlon Interngntional. an independent spin-off of Wostern
Unisn—-1wo were only minimally In the business in the 1920's, and one did not exist.}

®Y¥ardier. op cit., p. 342,

& Army Becurity Agency. op. oft. po. T3-T4.

s 4innet fo repninte radin comrpunlention's Angust 13, 1613, 62nd Cong., 2d Besy,
Ch. 287, Statntez at farge, Vol 87, Part L p. 307.
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municating centers over which the radic coramnnication may be passed, or to the
‘master of & shix nnder whom he is serving, or in response to a subpoong issued
4y a court of competent jurisdiction, or on demand of ofher lewful authority ; and
1o person not being authorized by the sender shall infercept any message and
divaige or publish the contents, substance, purperi, effect or meaning of such
"in_z;ereeptec! niessage to any person; and o person. not being entitled thereto
shall receive or assist in receiving any radio communication and use the same
or any. information thercin contained and no person having received such inter-
cepted radio ¢omfmnnicztion or having become acguainted with the contents,
substance, purport, effect, or meaning of the same or any part ‘thereof, knowing
thgt such infermation was so obtained, shali divulge or publish the contents,
sabstance, purpori, effect, or mesaning of the saine oy any part thereof, or use
the same or any information therein confained for his own benefit or for the
benefit of another not entitled thereto. . . 7 ® femphsis added)

Where as the 1912 Act applied only to emplorees of common carriers, the 1997
Act applied £o uli persons not authorized by the sender fo receive such communi-
cations. The Army Seeurity Agency’s historical Tecord stafes that the law's “or
on demand of other lawful anthority” provision was apparently never nsed to
instify the intercepiion of foreign diplomatie trafiic.

Ience, subsequent to 3927 at least, the Ameriean Black Chamber anparently
eperated in violation of the law. The Army Security Ageney’s historical record
snggests that the activites of milifary Intelligence gathering—inelnding MI-8's—
ware not intended to be covered by the 1027 Act's prohibitions:

“The purpase behind the legistation was of course the security of commnaica-
tions from the danger of interception by unantharized persons wie might have
1eade ase of intelligence contained therein for person profit. That the laws would
also hamper Governmental agencies engaged In fhe production of intelligence
npon which the safety of the United States might be based was probably far
from the minds of legisintorm Indeed, prior to World War I, ue such agency
existed, and nntil 1931, the fact that one had existed during the war period wis
unknewn either to the general publie or to most officers in the lArmy itself

S0 the other hand, inclasion in these acis of specific exemptions permitting
the intercepiion of radio communiciations for the purpeses of military intelligence
wouid have given nolice to the world in general, and thercfore fo a possible
enenly In parficnlar, thai eryptanalrtle units were indeed operatiag. Sneh u conrse
wortld have been highly undesirable. What sobution this thorny problem conid
have had is not clewr; the fact that no soiution was ever reached constifuted
one of the greatest obstacles to (e proper functioning of MT-8 ™

Yardley infers that the 1527 Act presented no obstacle at ull. X was shnply
ignared. .

The 1927 Act remained in effect nndil it wns seperseded by the Commanicationg
Act of 1934,

Fhe publicafion of Yardley's hook, in 1831, prompted the War Department fo
state that the American Black Chawber had nel existed for four rears {a date
which eoincided with the passage of {he Radio Act of 18271 General Donglas
MuacArtlor, then Army Chief of Staff, said be did not know anything ubont it
while Ttigh officers in the intelligenee divisions said no sueh bogean then existed
and they profeszed to have no knowledge of it in former yewrs™ State Napnrt:
ment offteinis similarly said they were sare there had been no snch practice and
ane official speaking on hebaif of Secretnry Stimsown, said he bad never heard of
any snch organization as the so-called “black chamber.) ™

Yardley, & man who had been revered as a erypianalytic genins, whe, in 1022
hd heen personally given the DHstingoished Serviee Medul by the Seeretury of
War®™ wius portraved in official commmentaries as an opportunist and braggoart
whoge actions bordered on frenson. ]

24 Sesg., Ch. 1IRS, Statntes ai Targe, Vobl 44, Part II, See. 27, po 1172,

5 Army Seonrity Agency, op. cit. po T

= Now York Times. Jone 203681 p 18,

™ e York Flerald Tribupa. June & 1931

6 New York Times, June 2 1931 ap. o,

W ¢ardler deserihed hie receleing fhe awnrnd, an foliows:

“Ta awarding vou the DVEAM.L fhe Genaral began agnin “we fnd it difflonit fo draft a
eitatiop thaf will deseribe ronr distinmnished serviess. and at the same time keen fhe
natnre of your activities secret. for of convse 811 citstions arve publlsbed. Have rou any
surgestinng. ' - '

“% nuforally fave pover siven the matter any thonght*

L Wl xee'ld draft something. so that. xour suecessos awill naf be.ravenled.. The ouly
repred 13 that the res? reason for confieming the DS can rof be glven .. "

S An aet for the reenistion of eadis eommunrication.” Pehruary 2'6 18R, G0Ih Cong,
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The Anmy Securily Agency bistory, wriften in 1946, described Yardley as a
wan who "had demoustroted g certain amonot of eryptanslytie ability asd had
achieved within the War Department a reputafion as a crepianalyst.” Tie was,
the report staied, a poor adminisirator who had “neither fhe initiative nor
foresight to build M-8 on a firm foundation” He ignored his duties, the report
continued, "while he profited from real estate uctivities; his enthusiasm for
cryptannlysis lagged as he hecame 3 consoltunt in more profituble code predue.
tion activifies for commercisl fimme 'Chen, when his own position was nboiishoed,
he divuiged information of the highest secreey and made himself noterious in
the annals of cryptology."

In 1932, Yurdley wrote a new hook enililed “Japanese Diplomatic Secrets” that
was never published. On Februury 26, 18338, U.8. marsbals 1o New York seized
the manpscrlpt in the publishing offices of The Mawnillan Company, on the
grounds Yardiey, as nn agent of the U.S. government, had approprinted secrof
doctiments.™ Yardley was never prosecuted, but to further counter him and
athers similarly inclined, the Congress passed, with Stute Depariment urging,
thoe “Protection of Govennneni Records” bill Now eodified gs 18 ©.8.C, U562, the
bill made the diselosure of diplomatie codes or eorrespondence a felony.

According fo the Army Security Apeney's historical chrenology, MI1-8 pri.
morily failed becaunse “its priucipal support was derived from a department of
the government which refiected political changes and the temper of the times
more directly than does the War Department.” ® I other words, such o sensitive
© netieity as MI-8 was not to be entrusted to the chapging whins of the country's
civilinn leadership. The Anay Securify Ageucy, in hindsighi, also saw other
reasous for Mi-®'s demise;

“{1)} The msn most responsible for secreey was the one who violnted it {thongh
there was no evidenee Yardiey compromised fhe '"Bluck Chamber™ in any way,
during iis twelve year existence}.

{21 Its isolation from divect supervision ns a resuit of {ts {ransfer to New
York produced neither the desired secrecy nor the attention it should have had
from the War Department (though iliere twas every eovidence, from Yardler's
narrition, itz existence was well konown at ibe highest State and War Depart-
ment levels).

(8} The separation of cryptanaiysiz (brenking the codes nngd cipbers of foreign
covernmentsy and cryptography {making codes and ciphers for ene’s gwn gov
eroment} wis: mistihe!! fMI-8 was not involved in cryplography.)

Fven yefore MI-R farmally termiuated its operations oun October 31, 1829, the
War Departinent hagd formed the Signal Intelligonce Service. By State Depart
ment defanli. most eryptological work was nnified within the Army in n single
arganization ®—a stepping stoue o the evointion, in 1952, of the Waticunl
focurity Agoneyr.

POST WORLD AN IT INTEICEPTION OF NOX-ORAL COMMUNICATIONS

Dnring Warld War 11, U8, government agents pursnant o the warlime powers
of the President. again censored non-oral telecommunications Ly working in the
offices of the telegraph companies, Three companies— ITE Communieations, ROA
Communicntions, and Western Union—transmitbed almost all international
cablegrnms and radiograms enfering or leaving the Tilted States. All snch
messages were placed at the Gisposal of military intelligence™

“T was to appear before Seerciary of Wayr Wesks at twa DAL to receiva the DAL On
the way to his uifee T ashed General Heintzelman I Secrotary Weeks really linew whr T
was being awarded the IPSM. He sssured me Lhat the Beersfary was one of the moat
ardent suppoiters of the Black Ghamber,

©1 falt TAther silly sinndinp bofore the Secrotary of War as he rund my cliation that
wepmed 1o have very little to do with fite hreaking of eedea of foreign rovernments trat
T was relieved when he pimied the medal on mz lapel, for with 4 twinkle fn his eve he
winked at me, The wink vleased me immernsely. {Yardley op. cif, pp, $22-2%.0

MArmy Seenrity Ageney, op oM, no 197,

M Now York Times, Fabraary 21, 1930 p. R \

o Primarily from Army Recurity Agener. op. clt, pn ITO-8D,

% The Navy alee had its own erypiolngle seetion, Ses Kahn, on oib. pp 38688

RTPT Communications is pow ILT World Comimmdeations. RCA Communlentions is
naw ROA Globel Communleattons Tn 1964, Western Union's internntionsl onerations were
teansferred to Western Iinton International, which waa establlzhed as an indepandent com.
pagy. Between 1971-1974. these fhree compnnies carried 344 percent of gll interna.
tionnl telegraph messages in and out of the U8
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Flowever, the War Department's post-World SWar 1Y actions to convince the
cable companies fo make interpational felegrams available to federail intelilgence
agents were markedly different than those taken after World War I The post
Workt War | peried was marked by inaction: six months afier the Armistice,
Herbert Yardley hiad o single-handedly persusde the government fo enter into
such an arrangement and his scheme provided that only coded messages wonld
e handed over, Bot in Avgust 1945, immedintely after ihe end of the war, -the
Army Signal Seenrity Ageney, the same gg the Signal Inteilfigence Service and
tha Army Security Agency, implemented a plan that led uitimately to maklag
most telegrams entering and leaving the Ypifed Sfates-—inciuding those iz plain
text-—available fo that ageney.® On August 18, M5 four daye after Japan
surrendered, “iwo Tepresenifatives of the Army Signal Security Agency were
sent te New York ‘tc make fhe necessary contsets with the heads of the Com-
merginl Communications Conmpanies In New York, secure their approval of the
interception of all [foreignl Governmental fraffic entering the United Siates,
leaving the United States, or transiting the United States, and make the neces.
sary arrangenents for this photographic intereept work!” ™ ITT and Western
Uzzia‘z}n hegan their particlpriion by September 1, 1945, and RCA by October 9,
1945, :

While the Army Slgnal Security Ageney was ostensibiy only interesied in the
Interception of foreigm government traffic, in practice it was given aecess fo all
trafiie. This wag necessary, former RCA Execntive Viee President Sidney Sparks
testifled, becsipse the procedores inltlally proposed by the governmeni-ihat -
sneclal electrical connections be put on ecertain tielines, or that tapes originating
and terminating with certain tielines be turned over—would resnlf in a stfuation
where “everybody and hig brother would know just exactly what we were doing
and why.”® To avoid thei revelation, the government was given, necording fo
My Sparks, “all of the perforated tapes,” i.e., access to all messages.™ ™

TP also agreed to allow the Army access to ali incoming, outgoing, and tran-
siting messages—private ag well as governmentai—passing over the facilitles
of its subsidigries invoived in internstionsl communications. ITT agreed to

M ¥n March 1976, when representatives of the three major American telepraph com

§;&n$es engaged In intcrnational communisations testified before the House Goverament
nformation and Individpal Rights Sabeommittes. the sghoemunittes beHeved that the
Government had net commenced its post Worid War TI interception of private messages
untll 1847, Thiz helief was haged on a report issued by the Church Committee on Noo
vemher £, 1575, ut which thme Scn, Chureh states:

“at meetings with Secretary of Defense James Porzestal In 1947, representatives of the
three compaitier were asenred thug if they cooperated with the Government in thls pro-
gram, they wonid suffer no erlminal Nability and no pyble exposyre, at least ay long as
the cnrrent administention way in office. They were told that sueh participation was in
the highest interests of natlonal seenrity.™ .

Shortiy after the subcommiftee’s Mareh 1878 hearlngs, & subcommittee staf inguiry
1ed to records heing nncovered in the Arehives whieh indleated fhat the Army Seeurity
Ageney had, in fact, taken steps to Initlate the inferception program as soen us the war
ended, Trier to making these records availuble to the subeoympittes, Archives sousrht De-
partment af Defepse permission [ thut permission was refuzed. The Depariment of Pefenss
then advised the Chureh Committes of the exisfence of these docnments, and ellewed 2
staff member of that comitiee to inspect (but nmot copy) them. This transpired inst
priar to the issuayes, In May 1976 of the Church Committes stalf renord on “National
Becurity Agency Enrveilignes Affecting Amcricans,” which was emended recondingiy,

. & Letter from Intelligence Officer of Army Slgnal Security Agency to Commanding Gen-
crs;é.ﬁfgggnst ’?Géq 1445, gnoted in Church Committee Pinat Report, Book I1¥, pp. 167-88
1d, po Y60,

© Honrings, Honze Government Operations Committes, 4th Cong, ; Gct, 21, 1475 Feb,
o5, Mur. 5 38 & 11, 1976; Interception of Nooverbal Communications By Federai Intetl
Zigénzcﬁdx&gencies. r 212

# 3T, Sparks, who was the mogt forthright of 8 telegranh company witnesses, tesfh
fied that within RCA he was the seie anthority for making sil messages available to gov.
ernment agents, and that this arrangement began In 1947, "Phere is ne reason to donbt the
agenracy of Mr. Sparks' tesfimony insofar as he wes aware of the facts, The 1947 date,
ar he recalled 16 was presumably a resnit of that belne the program’s generally sceepted
date of ecommencement. at the fime of his festimony. Hia heitef that he was responathie
far making the srrengements with the government apparently i3 based on Initiatives made
te him by Army Seenrltd Apengv represeniatives. subgeauent to arrangements nnknown
o Libm heing made with his snperiors. {8ee Ovtober §, 1545 tetter from ROA Viee.President
. M. Rarsby to Briz. General W. Preston Cordermsan, in Snbeommittee Henringa p. 208},
Afr. Sparks anbarentiv never knew ghouf the 1947 moeeting with Seeretary Forrestai:
f;ar:m' suparior, Gen, Harry C Tuples, then President of RCA Communications, represented

£ RATNTIREY.

The TAM delegstion o the 1847 Torrastal meefing was Ted by TTF Chairman and Pres
irient. Rosthenes Behn. Joseph L. Fgan, Western Unien Prest@ent, was Invited but did net
artend, and his company apparently was pof represented.
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record . . . &)l sich messages oo microfihm, which the Arnny Signals Securify
Ageney then developed.™

For the next thirty vears, between 1043 and 198%5, RCA and ITT-which
together handied approximately 70 percent of all internntional noemn-ornl iele.
communieations in and ont of this country—continued to make ail their cos
tomers communications available to the NSA™ Only the form in which these
imessages were turned over changed douring this thiriy.year period.

Western Luion's procedure wag far more sclective. 1t insisted from the time
it entered into the program in 1943, that its own personnel do the actnal handling
of all messages delivered, Moreover only messiges to ona foreign couniry
initially were made available to N8A.™ At an undetermined later date, ali fercign
goverament telegrams were wade available to NEAM

Woestern Union's participation was also of shorter duration. In 1843, Western
Linion divested iiself of its internationnl operiticns, whieh were taken over by
Western Union International, an independent company farmed for that purpose,
Sometime befween 1065 and 1972, an NBA Recordnk méchine locateq in the com-
mitny's New York operations room which company emplovees used £o copy forelgn
zovernment messages, was removed at the compaay's reqguest,’ °

There is no public evidence thai, after World War 11, the Army Security
Agency—or, ju 1952, {3 snecessor ageney, the NZA—made any affempts to hmit
its "take” fo ooded inessages from the telegraph companies, as was done by
Herbert Tardley's MI-8 organization after World Wur L Both coded angd uncoded
messages were received ang analyzed, seemingly in violation of the 1958 Natlonal
Security Council Intelligence Directive (NSCID number 6, duted September 15,
1958} setting out the functions af the NBA:

W Army Sipnat Seeurity Agency letter, Awgust g, 10435, op. elt. b 7720

 Por a detalied daseriplion of fhese procednres see Chureh Committee Final Report,
Boak ItI, p. 763-776.

“*ibid., n. TR

@ 0h, eit, Gov. Ous. Hearings, p. 1087, .

& Western Tnton Internationat's Executlve Vice-President testified he had the michine
removed tn 1905, Hewever, the Chureh Cominiitee reported al Hook IIT, p. 774: This
Fecatteclion Twas net horne ont by doemnenis furnished by NEA. The docwinents showoed
that on Fehruury 2, 1S, & compaioy vice.president (nel the one referred fo ahove} bad
discavered 1he existence of NSA's Recordak (microfitn) maching in the Westorn Union
fransmizsion room. 'Phe machine was reparted te the company president, whe 4lvected
tiis emptoyees to find ont 1o whom $he inaehine pelonged. . . . It ts ctesr that RS5A con.
tnued to recetve duplicates of alt messages to the foreign connlry referred to above wntil
1672 ; when again as & resuli of 'daesvery’ by company officiats, thix procedure was

11011@;1.2.”. . In effee!, Western Unlon Internaltonal’s participalion in SHAMROCK ended
tn 1672
On June T, 1078, Mr. Greenish advised the subcommities, throuph counset . . . that

the praetiees disoussed by him. copring foreign government teaftie on the Recordak.
Ermi”“t"d “ﬂihi §.he renioval of the one and oniy Recordak ‘eboulb 19637 {Commitiee
fenrings. o 11l

T In agdliion, the Western Unlon Infzrastionsl office in London turned ever epmutunt
cation enifnsted ta trs eare to the government of the United Kingdom. On Murch 3, 19746,
Preenlive Viee President Thomas S. Greenish tesiified that his eompany never made eabies
avniinhie to mnilorilies of any country olher than the Tinlied Biates, bul he subsequentiy
told the Committes that he "misunderstood Ms. Abrug's question.” and his attorney re-
anested that his testimony be changed 1o shew thal messages had been turned over to
British offfeinls. {See Commiitee Henrings, pp. 112-13.3

iy Greenish's amended testimony is congisten) with a FebInary 21, 1067 report iy the
London Doily Fxpress, which staled that telegrams senl owt of Tritein were ropntarty
maede avnlinbic to that eannipy's secyrity anthorliles the siory neted that internationat tete.
arams which pussed throngh foreign companles anerating in Britatn “are ootiected In vnns
ar eara ench moming snd taken to the Post Offer seentily department.” On Jame 20, 1967,
Prline Minister Tinreld Wilson told tarlimment lhat the practiee had heen going un since
10927, On Aary 12, 18768, the Brilish Fmbassy in Woshinglon vefused to state whether the

rnotice conftnnes, formaily advising the Committec thet "i s net in necordance with
I3 potley to espnment on snch malters”’ .

On Mareh 11, 1976, George Kpapp, Prasideni of I'T'Y World Communientions, tesified
that to his "personal knowiedge” his eompany had never made pommunieationg avatishie
to any foreltn government. {See Committee Hearings. 0. %06} HKepresentatives of RCA
Ginbal Commmntentions were not asked if their company had ever made gommunlealions
avoatlable ta any {oreign government

The Congress does nob know what uses the British povernment makes of the messiges
made aynitnble 1o It nor does tt know 1f 1he messages are diszeminated to any other gov.
arminents. ‘Che Hritish povernment malnlaing o Halsen office ol N3A peadgnarters in Fi.
Mende, Marriand, and the NSA mainjains & lialzon sffiee &t the Brittsh government’s Gen-
arat Commtnteattons Headquarters in Sheltenham, 75 miles narthwest of London, NEA
perzonnetl are also hased at sevaral nlher locations in Great Fritain., Dander the 1947 LK.
LSA Aprenments. ihe U.8. and the Yniled Ringdom-—as weil as Canrdn, Ansiratiz nnd
*.:iew Zostand—routinely exchange tnfermation ghenned from intergepted telecommunica.

13¢5 9
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“For the purpose of this directive, the terms “Cotnmunteations Intelligence’”
or “COMINT™ shall he construed to mean technical and intelligenece information
derived from fqreign commyunications by other than the intended recipients.

“COMINT activities shall be construed to menn those activities which produce
CO.-}iINT by the inferception and precessing of forelgn communicationy passed by
radio, wire, or other electromagnetic means, with speeific sxcentlon stated below,
and by the proeesging of foreign encrypted communicutions, however frans
nitted, an._ereeption COmprises gearch, intereept, ang direetion finding. Process
ing Comprizes range estimation, transmitter operator identification, signal
analysis, traffe angiysis, crypianalysis, desryplion, study of plain test, fhe
Insion of these processes, and the reporting of resnlts.

_ "COMINT and COMINT activities as defined harein sholl not include {@&) angy
inlercept oud processing of unencrypled written communications, press and
propagands breadeasts, or (b} censershin” (emphasis added)
. The A_‘-SA contends that the specific excinsion of naenerypted wriiten com-
-nianications, which woukld appear fo prohibit its inferception of tclegrams, "is
and alivays has been livited te mail and communications other than those sent
electronieaily.” ™ Hence, the N8A appenrs fo have interprefed this directive as o
carte blanche to intercept and process all foreign commyniaetions, Le., all fhose
in whieh at least one terminal is foreign, even though such communications were
unencrypted.”’

Operation SHAMROCK, the code name v dey whicl the enble companies made
most of their international telecommumications traffic available to the NSA,
und fa n Jesser extent to the FBI, was ferminated hy the Scerets ry of Defense
in May 19752 date coinclding with the Chnreh Commitiees first demonsiration
of infercst in fhe progran:.

The "take” from Operation BHAMROCK, and from sther NSA operations, was
-used by the NSA In the 1966's and early 1870's fo compile files on Ameriean
citlzens, The NSA maintiined n “wateh-list” of names of individuals and orga.
niyations ngainst which the “take” was sorted,

MINARET was the code name applied to the NSA efforts to proteet ity watch-
tist on American eitizens from disclosnre The watcli-list had actually begnn in
the eurly sixiles but the MINARET restrictions on disclosures were not apphied
nntil 19690, The MINARET charter described the wateh-lst program as envolving
“eommnuientions concerning individnals or organizations involved in elvil
disturhances, anfi-war movements hnd demonstrations and milltary deserters
involved in antl wur moevements,” ™

MINARET was eonsidered so sensitive that information heing disseninated was
ciassified Top Secret and labeled "Frackground (ise Only,” and while handled as
SIGINT and distributed to SIGINT recipients,® it was specificaliy not identified
ag having any NSA comneetton™ ® On May 12, 1978, material collected nnder fhe
NSA watch-list program was transferred o the office of the Principal Depnty
Assistant Seeretary of Defense for Intellizgence, Thomes XK. Latimer, for safe-
heening® The MINARET files remain, ag of March 1, 1877, in & =afe in Mr.
Latimer's office, retained pending g request for their production in a civil
litigation ™

™ Chureh Committer Final Report. Book FTI, . 737,

U Former CIA Divecior Allen Dulles has Gefined communleations Intellizence as “infor-
matlon whlch has bheen zained through snceessfnl erypianiirsis of other people's fraffe'”
He las defined cryptanalvsis ag certaln codes and ciphers that ean be the mathematleal an-
aiysie of intercented trafliec. (Allen Dnlles, “Fhe Craft of Iniellirence.”" Marper & Row, 1463 ;
I ¥8Y, Dulles’ characterization of COMINT exciudes the oiliization of plaln-text messnges,

“Church Commities, Ob, olt, p. Y89,

“ UEsteblishment of Scnsitlve SIGINT Operation Project Minaret,” dated July I, 1969,
fn Chureh Commities Tlearings, Vol 5, P 14954, )

® SIGINT reciplents lnelude, but are not Hmited to, the Presldent's Forclen Intelligence
Advisery Board {PFIAB). ihe Central Intelllgence Ageney {CEAY, the Podernd Burenn
of Investigatlon (WRI)., ihe Defonsa Intelllgence Apeney {DTAY, the (Army) Asslstant
Chief of Btaf for Intelligence (ACSI), the Office of Naval Intetfigence (ONI). the Alr
Foree Ofloe of Speclal Investigations (ARORY), the Fnergy Researeh and Pavclopment
Ageney (RRDA) and the Department of State's Office of Current intelligence,

® Chyeeh Committee Hearings, Vol, 5, p 150, .

5 For & detalled disenssion of NSA wateh.llst netivitien, gee Chirch Cormmittes Foar
iz;ﬁsiﬁ }jol. 5, pp. 1-65 and 145-16%; nise Church Commitiee final Reporf, Bosk IIT, pp.
KE i

= Letter from Comptroller General of the United States Elmer G, Staats to Cheirwoman
Bella 8. Abzug, November 12, 1976, p. 2.

& Hense Gov. Ops. Subeommiffee on Gov. Informstlon and Indlvidusl Rlghts siall tele.
phong interview with €ol. Stephen A, Harrlek, Offiee of Agslatan? Seeretary of Defense
for Tedsiatlee Affalrs, Mayeh 1, 1977, (The clvii Htigation. is. Ialkin v.- Hehna, TE-1T7Y, -
TEDIEtict Court, Dlgtriet’ of Columbia Clrouit.)



167

SHAMROCK

Pressure had been exerfed on the Senate Sclect Commitiee fo Stndy Goverd:
ment Operations with Reapect to Intelligence Activities. { Hereafter referred to
15 the Church Committer und eited as the PChnrel Comnittee Ifearings” and
“Chitrelr Conunitfee Final Report®.y On Qotober 1, 1973, Attorney Generzl
Edward Levi personally asked Bepator Chireh on behalf of the President to
postpone committee henrings on sclected Nutionul Scenrity Ageney petivities,
schednied for Oetober § and 9, at which N3A Director Lew Allen, Jr. was to
testify. The Church Conunittee agreed to delay Gen. Allen's appearmice
indefinitely.

Prompted by n press report,™ The Mouse Subcommitiee on Governmenf In
formation and Individusl Rights initiuted in August, 1975, an investigation info
the interception und munitoring, iy federal nfelligence agencies, of telegrans and
other forms of datn transmissions entering and leaving the United States. The
investigation was undertaken purspant to the Subcomnnitiee’s gversight respon-
sibility for matters eoncerning the rights of privacr of American citizens and
for the operations of the Federa! Commnnications Commissions, Puhlic hearings
were lteld on Octolier 23, 3075, and Tebruary 25 March 4, 10, and 11, 197G, These
Irearings were conducted in the face of intonse Execntive benuch efforts to Iave
thesn eartailed or postponed®

Whercas the Church Committee had conducted its NSA iuvestigation by going
directly to that Agency. the House Subcopupitiee approached no government
agency, going instead to {he internationel felegraph campunies who allegedly had
participaied in such activities, These companies were inttiaily responsive. It was
apparently not uniil Qetobor 21, 1975—1two days prior to the House Subcommits
tee's initind hearing—that the Administration beesme aware of the Iouse Sub
committec's investigation, at which time it reacted strongly. On ihat dar, fhe
ilouse Subrommittee received a letter fram FBI Bircetor Clurcnee Keler,
addvising 1hat u former FBI specinl agent, with whom the subeommittee hud been
denling directly, wonld not be nllowed to testlfe.™ On the same dax, as a result of
government pressure, the fwe largest interuational cowmmon carriers—ROCA
Global Comumunications aud JUF Worlg Communications—snddenly withdrew
their offers fo appear voluntarily and demanded that they be izsned snbpenns
prior to testilving, (A repreacntstive of gnother comminications carrler sob
seqnently informed the sobeomnmittee that highly placed Justice Department
officials, immedintaly prioe to the subcommittee's October 28rd hearings, urged
the compauy to dermund subpenax The company did nof accede to the Executive
branch reguest.)

On October 22, the Honse Snbeommittee Chairwoman, Representative Bella
5. Abzng, was visifed by Deputy Attortey General Harold Trler, NSA Director
Allen, Assistnnt Secretary of Defense for Intelligence Albert IHali, Specinl
Connsel to the President Jonathan Marsh, and Wxite House Congressional
Lialson Charles Leppert, all of whom requested the hearings net be held on
grounds of jeopardizing either z Justice Dopurtment oriminal investigation or
jeopardizing national secority.

On October 22, moments before the House Subcommittee’s hearing was to
hegin, Atforney General Lev!, unannounced and uninvited, srrived at the hear.
ing room to visit the Chairwoman, bearing essentlally the same message. Like
the previous visitors, Mr. Levi could neiilier say which national security”
interest were in jeopardy, nor soggest to the suhcommittee any gnidelines berond
postponenent or canceilition. The Honse Snbeominiftec’s hearings proceeded as
schednled, bnt former ¥BY special agent Joe R. Craig, nnd representatives of
RCA Global Communications and I'I'I’ Worlé Communications refused to testify
mless subhpoenaed. Testimony was taken from representatives of Awmerican ‘Fele.
phong and Telegraph Company and one of its operating snbsidiuries, the Chesa-
rake & Potomice Telephune Company.

Within two honrs of the close of the sitheammiitee’s October 23 hearings, the
'(Shulr(:b Commitiee reversed its earlier decision and voted fo hold public hearings
onihe NSA.

R =Frank Van Riper, “Pind 1.8, Apents %py on Embagstes Csbles” New York Diatly
News, July 28 1%75. p. 2
™ Hense Government Operations Snbeommiites on Government Information and Tn.
Aivigeal Rights. Hearinzs, Interception of Nonverha! Communieations, (et 23, 1075}
Feh 28 Aap 210 amd 11, 1016, pp. 213
& ibid., p. 62,
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On October 20, NSA Director Allen, accompanied by NSA Demnty Director
Benson Buaftham and NSA Gengrisi Counsel Roy Banner, gppeared before the
{Church Committee in pubiic session, esgentislly confining theiy testimony te the
Ageney’s “wabeh-list aotiviiy,” which primariiy operafed usnder the code name
MINARET. A second matier scheduled to be tnken up at the hearings, identified
ag Operation SHAMRBOGOCK was temporarily pot off,

On November 6, Sen. Chnreh read the commitiee’s SHAMROOK report, & sum-
mary of the Church Committee’s investigation of the WSA that was 0 be made
publie inte the record.™ No festimony, however, was elicited in pnblie session.

The report primarily deait with confacts between .8, telegraph compauies
snd government represeniatives befween 1947 and 1975, and procedures hy
whichk private coramunications enfrusted to the carriers were furhed over {o the
N#A and, te a lesser exfent, the FBI. The report did not discuss how the in-
formation made available to the infelligence sgencies was utilized by its ecol-
lectors, or to whom if was dizseminated. or the nses made of it by those
enfities—subjects of wital inferest to the House Government Operations
Committee,

Om February 4, 1676, the Honse Commitiee issned snbpeenas ad festifieandnm
and subpoenas doces teeum o fhree FBI gpecial agents, one former FBI special
agent, one NB8A empioyee, nnd executives of I'FT World Communications, ROA
Glcbai Commmunications, and Wesiern Dnien International. On February iF,
President Ford instricted Becretary of Defense Rnmafeld and Attorney General
Levi "to decline to comply with the snbpoenas” directed to the government and
government witnesses, stafing that disclosure of the records songht by the
Committee waz not in the public interest®® Fmmediztelyr, Secretary Rumsfeld
instructed the WHA employee, and Aterney General Tevi isstrneted the one
former and three cnyrent FHI employees, that the Commitiee’s subpoenas duces
tecum {due February 18) were not fo be eomnplied with, inasmuch as “Fresldent
Ford has asserted execntive privilege.” ™ On February 17, Attorney General Levl
alse requested “that Western Union International honor [President Ford's}
invoeation of executive privilege, and that if not produce and deliver deocuments
described by {he said subpoenns.'” * These applications of "exgeutive privilege” fo
private corporations #nd to former government employees, were unprecedented
expansions of that concept,

On Febraary 25, the aforementioned foriner TBI employee, fhree current TRI
agents, and cne NSA empioyes Nppeared hefore the stubeommities, byt refused
te testify. Both the present and former FBI agents refused to testify on In:
structions from the Aiforney General, while the NSA empliores refused on orders
from the Deputy Secretary of Defense, William P. Clements, Jr. Because of their
failnre to give testimony, the Honse Snbeommitiee recommended that all five be
¢ited, porsuant te 2 TLE8.C. 182, for contempt of Congress. Fonr of the witnessos
were ulso recommended for contempt citations for their failure to preduce
documents.

Om Mazrch 3, the Executive Vice President of Western Tnion Infernational
testified before the snbeommittes. and torned over an elght vear old list of NSA
targets, the preduction of which Presidert Ford had attempted o block by asking
the corporation te honer his elaim of the application of “exeentive privilege.,”

Attorney General Levi also asked RBCA Giobal Comwmmnnieasfions that their
representatives neither festify before the subcommitiee, nor produce dooi
ments, “untll procedures ean be agreed upon o assore fhat the President's
invocation of execuiive privilege is not effectively undone,” ™

Withont procedures being “agreed upon,” representntives of ROA Glabnt Com-
- munteations did testify on March 3, us well as on March 10, and snbzeguently
turned over to the subcommitiee additional records thai the company had pre
vicusiv considerad as not covered by the Honse Subcommities’'s snbpoena duces
tecum.® Alwe on March 10, the Fouse Snbeommittee received the testimony of the
Chatrman of the Federil Communications Commission, Richard I Wiler,

On March 311, represenfatives of VP World Commnnications, which did not
receive an “executive privilege” request from Attormey General Levi, testified
before the House Subcommittee.

#ohuerch Comumittes Fearings, wol. §, pp. S7-60.
o Gubseqnentty smended to 1945

M Haonze Subeommittee Begrlogs, o 536,

o Ihid., pp. 5E-59,

" Fhid., p. 99,

R Ihids pp. 125-26. -

M Ihid., P 249, et seqy,
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Tithiizing the folocowomuaicniions intercepted under Operation SHAMROOR,
the NE8A's Odlice of Recority maintained approxinately 75,000 files on American
citizens between 1952 and 19747 These files wers apparentiy created from in
formation obfained throvgh SHAMROCK, md N8A's ofhor nlercept progeams,
Porsons hiehnded In these files included elvil rights leaders, sntiwny netivists,
and Members of the Congress, For at least 18 yenrs, CIA employees were glven
aurestricted aecesy to these files, and one or mnore worked full time retrieving in.
formation that presomably wasg contribuied o the CGIA's Operation CHAGH,
which existed fcowm 1867 Lo 1874, 3t is nob publiely kunowa which componeat ¢f
e ©IA the N8A'g Office of Scenrity files on Amerioan olfizans were trnsfeered
pror fto INGT, cor by what suthority these Iransfers were made, The ClA's
npparent recelving of information on American citizens on an establiched and
regular busis, severnl yencs prior {o the heretofory believed commencement date
of that dgedaey's domestic surveiiipace activifies is distarbing According {o fhe
NEA, ity Office of Secnrity fdes oo Acieriens citizens wore doestroyed O 10747

While there is uo reason to belfovs that SHAMROCE continues today, wherein
the NBA, ur {ls representafives, 5 involved iq land to-hand sequisition of inter-
wational telecowamanications, the Congress enunot report that the NSA ne locger
intercepts swolt messpges by eleetronic menns, iodeed, Gtte ealy Argue thatb if
NEA were v, i would not be doing its job of (inhercepling forcign goversinent
telecomaoientions The NSA bhus—and bes had for sewral }genrﬂm—{l’,c tech.
nical enpability aml rerouvees to secomplish this task without the knowiedge of
compiicify of the cable companies™ Thus, from the NHA's point of view, a pro-
geam such as SHAMROUK is no longer un operiational vovessity,

LEGAL CONBIDERATIONS

The Fourtlt Amendment to the Constitntion gnsrantees to the people the right
te be “soomre . . . in their papers . .. agninst wwreasenable searches and
seizures." It furthey provides that “pe warrants shall issue, but upon probable
caase.’

W el thad NSA, wed (s predecsssors, bodiserimimdely obinined witloot
nowarmost coples of virtunily avery hHderhaticonl telegran lepving the Unided
States would thas appear to vielate this coastitutional guarintee of privacy,

‘these (afelligence activities would alze appear i have viclated section 805
of the Communications Act of 1954, That statuie, enacied elevey yeurs prior {o
the comaentcemcect of SEHAMBOOK, provided, (o pars:

CNo persoe roceiving, assisticg in recoiving, transmitiing, assistiog in trans.
mitling, nny {ntersinte or foreige communication by wire or radio shall divulge
or publish the existewcs, coniewis, substunce, purport, effeet or meaning thereof,
except through avthopized channels of teanymissioo op reception, . . .

81 on demnod of oblaer howinl satlority L

Mo court declsion prior to the start of RAFAMBOCK fhuas interpreted the phrose
“on demand of other fawful miudhority" to mean anyihing other {ban xome form
of officinl process, In partieular, no foreign intelligence amgeucy hud ever heen
designated by soy coartd as “other Iawlal aathorities" under this sectiow, nor
;lul tléedle wisfubive hisfory of the Act indicate thaf such un intsepreiafion was

ntende

The infernatioual telegraph compunies which partladpated in SHAMRBOOK
themselves did not iaferpref this Yother lnwful awthority" exception {1 svetion G5
a5 legai justiffeation for their participalion, To the contrary, they infornaly vt
tempted Lo lucve seetion 603 smended to permit, as & watier of Iaw, the actions
which ther weore being asked to ke by the govermpent. They wgreed Lo parti
cipinte, nonetheless, even (o the absence of such & statutory exceptien, upow the
assurpnces of the Attorney General and the President that they would not be
proseceted nnder the provisions of section 605, Whether these highvlemi ESHRE
anees satisfiod the Jegs! reguirement of seetion 603, Le coastifuled demauds of
ather ywfni uuthﬁrit\ M hing mever been the sublect of o Dudicinl delermiantion,

s ¥For a deiafled disoussinn of KSA Offies of Beeurity filey on Americin ellzlens, goe
{‘fle;lg}l}l C?ﬂ}éﬂitteﬂ; :ma} Relf){g“t, B?mﬁ I!’é !1?{) 7'.";——;8
urelt Cummittes Fing BT 00 . T
¥ Thin i onot $o argus for the amtinuslion of SHAMROUK, or any SITAMROCK

strreosafe,
# Sae, for exampie, tmti*mny of Whllam Colby, "Central Intelliysuce Agency Ryewntion

tn the Privaer Aet of 1974
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mS{;aetioa 605 remained in its original form unfi) 1968, when it was dnigiided 1o
ad ;

"Exc_czgt as a»zf-ﬂa.m_'vizfad by clmptcg- I18, Title 18, no person receiving, assisting
in receiving, transmitting, or assistivg in transmitting, any interstate or foreign
ecompunication by wlre or radie shali divulge or publish the existence, contents,
substanee, purpert, or meaning fhereof, except through authorized ehannels of
Iransmission or reception . .. {emphasis added}.

T!Je apparent purpose ¢f fhls amendment was to allow communications com-
panies to cooperate with federal ageucies for purposes related solely to foreign
intelligence collection, without fear of prosecution under secflon GOS.

The 1968 amendment fo zection 603 did not specily which provision in chapler
1319, Tlle 18 anthorized private commualeations cempunies covered by the Aot
o cooperate with fhe foreign fulelligence collection programs of the federad
government. Seeftion 2511(8) of Chapter 118 werely pravides that “nothing con-
tained in g chapfer or in section #03 of the Communications Act of 1934 . ..
:s_]m}] Limit the constitutionnd power of the President . . . to obtain foreign intel
ligence information deemed esseutinl lo the security of the United Sfafes . . "

The Supreme Conrt, however, in Interpreting this provision in the well-buswa
Kcith ense, held that it "eonfers no power' and instend “wmerely provides thit
‘the Aet shinll not be interpreted fo lunit or distnrb such power ns the President
may kave nuder the Constifutlen.”

The lepal effect of 1968 amendment fo section 465, therefore, ramains unelenr.
1t gtates that chapter 1319 of Title 18 "authorizes” commmientions companies,
and their employees—otherwise prohibifed by seetion 665 fram divolging the
confents of telegrams in their possession—Io divulge sneh mfornalion to the
President for forelgn intelligence purposes. Fhe Supreme Cowrt has rated. how-
ever, that this "antherizatian' provision contained in section 2531(3) of chanter
119 is no “sufhorization’ at ail, but rnther a recognifion of the Fresident's con-
stitulional Newers ag head of state. : s

Tu any enge, it wenld appear that even fthe 1068 amendment to section 605
would net permit communleations companies fram ditluging the contents of teles
grams to the government for other than foreizu intelligence purposes. Yot snclh
aciivity took place for seveml years after the 18968 amendment. Two of the
participating telegraph companies made Bo dislimetion eilher before or after
1668 with respect to the niinre of the materials furned over to N84, KNBA
received copies of ull messages, incinding those with no foreign intelfigence vnlne
whatsoever. NSA, for ity part, gleaned not only foreign inteliigence information
from such messuges, bot also information ralated to Iaw enforeement and infernai
secnrity matters. 14 wonld appear therefore Lhat section 6035, ever as nmended.
wis viclated Ny those eompanies wheo furuished telegrums confaining olher than
foreign intelligehice information.

WaA PRACTIH(E

From a privacy standpeint, the problem of intercepting “forsign intelligeuce’
leloeommiinicaticns—regardless of whether NSA ohfains them by wholesale
company furnover of hiard copy fraffie or hy more remele elgcironic menns—I1s
that in its effort to seeure all foreigs intelligence/nalional gecurily messages
of possible interest, the NS4 is obliged to Use o “egemnm cleanes'! appronch to
intercent all messages and then filter ont the nessages it does nat wautb, urier
to distributipg the messages it does want fo its government consnmers™ This
philosophy is prompled by a combinatlon of the government's desire to kuow
rgverything' that it considers to be “national seenrity” related. This hwindes
agriculmral, coitural and secial jnformation, as well as military and political
happenings, fAinancial transfers, economic matters of both governmental and pro-

Mot even £ single bianket “vaennm cdleaner approach” satisficd fhe appetite of gat.
esnment monitors, for FBI and NSA “esble drop” operations In Washington vartinliv
dupiiented apd tripiiented the New York Shamrock eoverage. In these operationa the
FRY physteally entered fhe Washingtes offices of RCA Global Communications asd It
Warld Communfentions during daylight howrs, to examine coble nessages, ind NSA
repeated the operatien between 3 and U am. {%ee House Governmend Ops. Hearings, p
241 ; the Committec alse was informally informed thut the same persons who made neo.
turnad vielts te ROCA similarly visited the Washington offices of 1T}

For sorting messages, the PRI pald BCA employees from 1080 fo 1678 sfarting in
1066 the FBI began withholding 20 pereent of these payinenis for income tAX purpases.
{Inig, pp. 242-43; the Commiftes dowy not know if ITF empiovees reecived comparable
message-soriing compensation from the FEL)
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prietary nature. Most telecommunications, whether they be individnal, corporuteo,
or governmental in nature, in fact travel over common cirenits, Thiz insnres the
NBA's necesy to all types of informution. Indeed, former CIA Director William
Colby clnimed, in testitnony given on Avgnst 4, 1975, “0n some oceasions, [the
interception of U.8. citizensg® telecommunications} eannot be sepinrated from the
traffic that is being monitored. It iz technotogically dmpossible to separate
them.” ™ In fict, Mr. Colby's se of the expression “uN some acensions™ ig misiond.
ing Inasiineh as the NBA ostensibly faces this problem i its search of interna-
tional eommunication links entering and leaving this conntry.™ Vice Adm. Robhy
R. Inmau is likewise faced with this same dilemma s he states {hat the NSA had
made what he calls “inadvertent pickops™ of the coumuunications of Dnited
Etutes citizeny¥®

Approximately 24,000,000 internationut telegraing and 50,000,000 telex messages
enter, laave, and transit the U.S. annually™ The great majority of these nies
sages are fo ami from T8, persens.® AMillions of additiongl] IMessiges are trans
mitted on leased lines, Computer data transmissions sceount fr billions of words
and nnmbers entering and leaving the conniry cach year,

The NSA monifors this vast quuntity of relecsmmntications by seanning these
messages—as well as eountless oflier overseas wessages Not ey tering or leaving
the U.B.—as they ure being transmitted by radio, micrownve, nnd transmission
nbles. Snehl messnges ave then processent ¢in renl Lime or at 1 Inter time) through
campnters that are progyamed o isolate enerypted megsages, as well ns messages
eontaining “triggey™ words, worl combinaiions, entitics, numes, aldresses, and
combinations of addresses—as, for example, when adiressce "3 apnd addressee
Y¥" are cnly conditional {urgefs, thaf Geeowe activated Uy A esnmunicating
with “¥', or vice verss,

The intercepted messnges that are in cade or cipher are. whenover porsible,
solved, sl they, along with messuages selected by “turget procedures. ™ nre then
inspected by Imman analysts'™ Messages which the NSA electronmieally seans,
aml judges hy errtain programed eriterin fo be of no interest to NRA or its
consmners for further gereening and sunlygis-—annuially nmonnting to tens of
millions of communlentions of 1.3, citlzens—are not constdered hy N84 to huve
oy intercepted or tegnireid,

ciecording fo the Clinreh Committec's yenort on the Shamrock program:

YOFf all the messages made available fo NSA cach year, it is estimated {hat
NBA i Tecont years selected nbout 150,000 messages a month fur NSA analvsts
fo review. Thonsands of those messages in onte form or another were distribyted
te other fgencies in response to “forvige inteiligence requirements.™

The “other ngrncies™ that receive these messiires “in one farm or anothes”
are those in SICINT/COMINT ebannels. Whese agencies are flso the essential
suppliers of the “triggers®—the progrimed o¥iterin--that asctivate target proee-
dnres, The usnsi {(bnt not escisive} form in which recipiont agenecies receive
messiges is in analytic reports prepared by the NSA, from excerpis of individual
cnmmunicationg intercepts.

NBA representatives have repeatedly given Cougress inforwmal oral nssur
anees that Infernai NSA directives exist fo prevent the miguse of intercepted

1% Pike Commlttee Tearlngs, po 241 L

= M, Colby's semantle gualifier.” on seme occasions.' 13 not anllke his testimony Lefora
the sabesmmities and others. that the CIA's 20 yenr wmall intercept progpram {which
apened ovar 100,000 letters), was among Uthe few™ individual instmiles of the Apeney's
domestie iHegalllles, €f, for exsnmple, “Central Iutellipenes Ageney Exemption In ihe
Privaey Aet of 1974" hearings, House Suheommittee on Uovernment Information and
Individual Rights, March 5, 1975 {p. 5} and June 2§, 1575 {pn. J38—40y.

' Hesrtags, Sennfe Snbeommittes on Iotelligenee and Humesn Righis. 21 July 1077,

1 Latter from E. Michael Senkowskl, Lowal Assistant to the Chalemnn, Pedaral Con
mtinications Commlssion. House Subeonuuittee on Governmen! Information and Inmiivid-
nal liphts, Iasuary 28, 10746

WL persons are LS. cibizens, resident aliens tn The U.8. and corporations with their
princinal place of husinesa In the [.5.

1% These are headqusrters procedures. Apparentls, at oversens lhases, MART messhpes
are alse intercepted by human analysts prisr to trigger word scroening. Chet Flippo, an
assoiate editer of Rolllng Stone, reported that he was, in 1867, In the Naoval Secarite
Gronp {the NSA's paval wingd, sssizned to intercenut telecommunicttions from a Besert
hase In $idl Yahla. Morcceo, In additlon to intereepting diplomatie rabiss, military mes.
sAfes, {elearams. traneerbpts of transatiantic phone enlls, Fllppo wrots, I also sereened
roRms and reams of {ransatlantle eabies to and from the U.5.. regarvdless of wheiher ther
eontalned any key words or names. Telegrauls e phioke onils 1velving Ameriean pon.
fressmeon  and Jennmilsts, ‘dissldents’ multinational corperatiens —were all fargets "
{Chet Wlppo, “Can the CTA Turn Students Tuto Sples?, Rettlde Btone, March 13, 10783,

W Church Colnmittes Hearligs, Vol. 5, p. 60 el ' C o
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telecommunieations that are not “foreigu-intelligence” relafed. Moreover, the
former Director of the NSA, Lt Gen, Lew Allen, Jr, has formaliy declared:
“rrhe executive directives appiying fto these efforts state: (a) TFhe purpose of
the signals intelligence activities of the Natlonal Security Agency is to obtain
foreign intelligence from foreign commmnnicsiions or foreign electronic signals,
{b) ¥oreign communications exciude commnnicafions befween or among eitizens
or entities"

Unfortunately, these statements shed litile light on what the N84 actually
doeg with the eomumunications of American citizens which it might acquire, Fur-
thermore, any related infernal NSA guldelines of substance, no matter how
tightly drawn they may be to prevent pofentiul abuses, are so closely held that
any violztions wili Hkely be nndetected by Congress or any ether authority oui~
zide the NSA. The oniy persons having access to these guldelines oufside the
NBA are a selecied group within the Executive branch and a handful of “need
to huow" members and staff within the Congress, il of whose access io the in-
formation ig based on the condition they will not disclose it. Morecver, briefings
on high-priority or potentially embarrassing intelligence matiers by federal in-
telligettee agencies glven fo “need-fo-know" individuals In Congress, are often
vague and incomplete.™ Furthermore, it ia virtually impossible for any person or
Apency outside the NSA to ascerinin if the gnidelines are, in practice, nefually
followed. 'I'he guidelines, therefore, being kept very secret, offer litile assurance
to the Amerliean people. Not only are they unknown, hut no pnblic evaination of
their effectiveness is presentiy permitted. In praetice, the “system" is nHimately
Iasged on the ruie of a very few men and nof on the rnle of law,

The Plhke Committee's finsl report noted that “preliminary investigation
reveals at ieast one pew uren of nonpolitieal and ronmilitary emphasis in inter-
national infercept—economic infetligence. Communications interceptions in this
arvea hag rapidly developed sinee 1972, parily in reaction to the Arab oil embargoe
and the fallure fo obirin good infortnation on Russian grain prodnction and
negotiations for the purchase with American corporations. **

I the NSA targets the teleconmmunications of governments of oil rieh Middle

Sastern countries, s appears likely, then presumably vast guantities of com.
mugications between these govermments and the UK, commercinl entities are-”
intercepted. 'The U.5 commercisl entities themselves may not be target of NSA
surveilinnce, but the effect is the same. This sort of indirect surveilianee might,
for example, be especialiy effective against (.8, banks, which serve as deposi-
tories for Arab oil conntzrles. As of December 33, 1975, these countries haq ever
%11 biliion on deposit with the slx Inrgest V.8, banks-—plug additionad billions in
other (L8 banks™ In fact, communieations of snch banks might concelvably
be viewed by the NSA or theintelligence community as “foreign intelligence” since
the precipitous withdravwsi of these funds can readily be seen as g foreign policy
weapon against the United Siates,

Indecd, & senior offfcial of a giant 1.8, multinational finanecisl institution, which
has well over $i billion on deposit from a single Middle Eastern oil producing

7 Lotter from Li. Gen. Lew Allen, fr. to Chairman (tis Plke, House Select Commlittee
on IntelHpence, Augpst 25, 1075 quoted in Commitiee's final report ns published in
ViHlage Voiee, Fehruary 16, 1876, p. 90.

S finéll the formation of the Chureh Committes, these Indvlidusals were Hmted to se-
{leoted gtaff mombers of the Arined Serviees committees 1n the Senante snd the Houso, and
the Defense sabeomuittees of the Appropristions eommittees in the Senate and the House,
The Houge Jovernment Operstlons Commilttee asked several of these siaft members if,
in the conrse of exercising their Committee's oversight functions, e NBA had ever briefed
Hiem on Opersilon SHAMEBOCK. Bome of these individuals repiied they were generally
aware that the Agency fromm time to time inadvertently Iofercerted private sectar com.
muplentlons ; others sald the first they knew of sueh actlvlty was when they rend it
1n the pewspaper. The House Commlitter s recelved no Indleatfon that sny of these in
dividuals ad a detalled knowledge of Operation SHAMROJK.

e Oh, cit., Village Veolee, February 14, 1878, p. 88. {Emphasis added.)

e Attnehment to letter from former Federal Reserve Charlmes Arthmr I Burng to
Ben, Trank Church, Chairmean of the Subecommittee on Multinationsl Corperations of the
Commlttee on Foreipn Relatlons, Mareh §, 1976, ''he Federal Reserve refused to supply
the Multinational Subcommittee wlth deporlt totals of individual Middle East sil-pro-
@cing pations, but the Wasbhington Fost noted that, In 1978, the government of Kuwalt
had 517 bitldon on deposit with the Clilbank of New York, sud In the same vear forelzn
deposits aceounted for nearly two.thirds of all monies deposited In both the Citthank
and Chase Manhatian Bonk, the natlon's seeond and third largest banks. {Ronpld Kess-
fer, “Bauks Hold Huge Fovelgn Deposits: U.8, Exgminers Worrled Ahout Pressire From
Governmenis” Washingten Post, Irouary 34, 1978, p. A-1) By June 34, 1978, the de.
gosits of the Middle Kast ell-exporting countrles In IL8. banks reportedly tofaled around

19 bilion, (Dan Morgan, “Senators, Benks Bloek Probe of Arab Deposits,” Washington
Post, Ocfober 18, 1976, p A-1.}



173

nifion—as well 85 subsfuntial deposits from several others—has ndvised the
House Gov. Ops. Subcommittee on Gov. Informatian and Individual Rights that
he has litle doubt the NSA is intercepting and analysing his company's inter-
national telecommunications™ But this official, knowledgeabie about the com-
pany’s telecommonnicifions #pigk safepuard inanagement’ stresses that the
company is not concerned ahout NS4 intercepts, wineh it feels are jegitimnate,
Hfather, the company ig oniy coneerned with private interception, and it protects
stself from this threat by enerypiing its telecommuniticntions at a level which
makes it inacecssible 1o non government third parties, but not uaceessible {0 thi
NEA, 'This corparate oflicisl also opined that his company, a8 well as most com-
purable businesses which use siznilar levels of eucrypiion, had the resources
and knowledge to encrypt their telecom nuniactions so they would nof be acces
sible to the NSA, The corporstion has ot mude encryption level operationaily
higher because £ would “run into 2 politicul mmorass with the Office of Munivions
Control” in ‘iWashingtop, and "we do not foel threatcued by governmant

monitoring. " ¥
Congross does not know
but it has received infermatian w

the paraincters of the eommmerciial monitoring prograun
nich suggests it is very broad in oue case
veloted to the House Government Operations Yubeommittee on Govenunent Tafor
mation and Individual Righis, a U.8. businessmun owning a snutll cowmpany was
nricfly cugaged in the seiling of commercisl building products to o Middle Fastera
oil shetkdom; the entire transaction was conducted by infernationni telephone
and telegram. Shartly after bis frst commnnication, he and his wife were inter-
viewed by federal intciligence agents Lwuowledgeable about the proposed EFI0
Fho couple was then kept nuder physical survetllauce until shortly aficr the
transiaction was completed, In another case, members of & Washiugton law firm,
involved in international trade, in ltigation with the Department of Justice on
Bohpif of o cilent, related to the Subeommitiee shat the government has nsed ev i-
denees whielh could only have been obtnined from intercepted cable and tuiex
messages. Regrettably, the finn feels it is not in its client’'s best intevests 1o

pursue the matier.
These allegations appear o partially eonflict with information supplied the
ouse (Government Operations Subeommittee on Government Information and
eral Accounting Office {GAD), which, aftcr re

Individual Itighis by the Gen
viewing NSA intellizence reporis by emploving sampling fechnigues, found Do
11 117
it has

unanthorized use of the names of L%, Persons.
But the GAQ has neither defined nmor chiaracterlzed “nniauthorized "
N&A "tnkes great pains to remove the ldentity of the
ence report,’ and noted that in the course

merely stated that the
1.8, person from any foreign intellig

A intelligence reports, if "did find {hree in-
t might identify the U.8. mannfzcturer

of making its random sempling of NS
nggests thaf the NBA is inter-

srances i whleh the mention of equipmai

tn o knowledgeable person The report thus §
ting information obtained from the telecommu-
tivs—whether or not such entities are betng

copting, nnaiyzing, and disseming
nieations of (L8, comimercial entl

igentifiod by name, which suggusts that the Pike Connmittee's observiiion that
sconomic intelligence of a nompolitical and non-militury nature is heing iuter
cepted is clearly sceurate.

10 Peieplione interview, Decemlber 14 1076
B ERe Muptnat Secnrlfy Act of 10804, &S nmended, establishes eontrois on “the export
and import of arms, ammunition. ang tmplemenis of war, inelnding rechnical data rolat

ing thereto, othar than by a United States povernment agency.'’ Category X111, "AusiHary
Miltary Hquipment ™ stbsectien D) includes:

“Epeech scramblers, prlvacy deviees, creptographic devlees {encading and decodingl,
and spevifionily designed components therofor, anciliary equipment, and especially devined
pmrecﬂ\'c apparstuk for such deviees, ¢components and squipment.”’ {Source; Toternational
‘Profie in Arms Regniallons, Department of Stpte; Fehruary 1976, p 0.

. The Act 1z administered be the Gtnte Depariment's Office of Munitlons Control, as
sisted by the Departinent of Defeise, which grants tand witiheids) export leenses, On
November 22, 1876, the Secretary of Commeree gigned a Datz Encrypting Standard de-
veloped by the Natienal Bureau of Stanpdardy, sasisted by the Natlonal Securliy Aegener.
Many critics of this standsrd malntain 1f Is sef 2t & lovel {08 binary digits, or “biis")
which allows the NSA and, in time, wery iarge corporations, to pepetrafe it A movember
18, 1078 Bell Laboratories memeorhndum characterizes the stundard ag having “ilttie
safety mergin,” and vrees that if e ayrengthened to 64 or 128 bits, An officigl of the
Office of AMfuniliona Confrol has advised that for export ure tanything above 04 hits vou
have to eame to us'' sdding that “one large 1.8, corporation wants to use more hils in
gaveral overscas sitnations fnd in some cases we are woing to grant permission’” (Veie
phone interview with Air. Cylde Bryant, January 5, 1977,

13 Letter from Comptrolier Genersl of the United States Elmer G, Staats to Chair
woman Befla S. Abzug, November 12, 1876, p & :

1w Ipid, p 5

64828 — 78— 12
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What is an “suthorized” use of the NSA's intercept cupabilities? Tf may be
very broad. In December 1876, for example, the Washington Post reported that
‘the CIA Nad, for years, been condncting-with fhe knowledge of President Ford
Aand Attoruey General Levi—eleetronic surveilisnee operations against Micro-
nesians who were negotiatiug with L8 officials over the future status of their
lands™ Asg suely, the Micronesiuns were "authorized” CIA targets, notwilk
standing Micronesia's being a United Nutions trusteeship admiunistered by the
Interior Department. Presumably the NSA was similnrly Uanthorized” to trent
telgecinmunications within Microuesia, as. weli ag befween Micronesia and the
continuental G.8., us being "foreign communientions” within “foreign intelligence
criteria.”

Auctler example of what might lie considered “foreign tutelligence” is S
Zested by fhe Bxecntive braneh's maintenance of up-fo-date iuventories of a
wyriad of raw materinds, worldwide. One pessible souree for this {nformation
conltt be the contents of felecomwunications of multinational eorporations, Could
‘the contents of these messiges—with the identity of the T, corporation deleted
from disseminaled intelligerce report--be considered as "foreign intelligence”?

Bimilur examples of what conld be cousidered nz “authorized” foreiga intel
ligence” targets ure comwnncications which revenrl international fuaneial traus
Actiony, and foreign commodity transacltions.

Tie eritieal point of these prespmptious 18 ot 50 muck their validity ag the
eae with whick they ean becomy true—if they are wot niready ! As presently
aangiituted, NSA procedures are established and waintained by the NSA and
fts BIGINT/COMINT “enstomers” under secret interunl directives whick malie
+the inteiligence cwunnity nnaccevutable fo the Congress, aud, on oceasion,
©ven the President.,™ .

_Another crreisl area keph equally secret by the NSA, in the quaniity and na-
trre af infercepted feleconupumnications that it can sefunlly read. Several knowl-
edgenble sonrees have advised tiwd the NS4, wlhile e fu eoliect virtunlly ai
telecomumuuications, 2% a practical mutter iz unslle to read the sensitive fraffic’
of developed nations, This resulis from advinces in eomputer fechoofogy, wiich
fuive enabled the codemakers to cutstrip the codebreukers, This position has been
prblicly expressed by Pavid Kalin: .

YEutk cryptology has advanced in the iast decade or o, to systems that, though
ust unbreakable in the absolute, are unbreakable in practice. They consist essen-
tially of mathematien] programs for comprteriike cipher machines. They eu-
gender so many possibilities that, even piven torrenis of intercepts, aud scores
of compuiers to hatter them with, ervptanalysts cauid not reaeh a solution for
thounands af yeqars. Moreover, the formulng are so congtructed that even if the
crypianalyst has the ideal situation-—the original plain text of one of the Toreign
erypiograms-—he caunct recresfe the formuis by comparing the fwo and then
uge it to crack the next message that comes along.

UFleciranie machines embodying these technigues replaced machines from
World War I¥ in the State Department shortly afier the Cuban misstie erisis
Ofher rieh countries have algo begun to use such devises. Buf poor couutries
still have not. Cousequenty, the NSA cun no longer solve the higli-level messuges
of the major powers, It hus earionds of intercepts of them on sidings at ifs lwad-
quarters at Fort Meade, Md —bud only those of the third, and fourth-rafe powers
fare being desfpliered], Their messages, however, seldow provide -Insights into
Hlans serionsty affecting the Tnited Sintes”” (New York Times, June 22, 3973}

If Buhn's assessnent, along with that of ofliers, is aceurate. and there {5 little
reason to dunbt ifs va¥dity,™ the WRA is largely Youf-of-business’! vie g vis the
understauding of the body of intercepted encrypled telegraphic foreign infel-

U Boh Woodwarnd, "CIA Bupglng Micrenesian Negotintions,” ‘Washingfon Post, Decem-
ber 12, 19Y6, p. A-1.

HEIn 1870, when President Nizon endorsed fhe zo.oxlled Huston Plan, under which ihe
NEA would intercept the private communteations of Ameriesn ciffzens, he wns unaware
that the MEA had for years been conducting a watchliat propram simllar to what he was
pronesing | there is-no imdiention the NSA ever Informed him of its wateh-llst activity,

‘37 Wahn in highly esteemed. Lyman 8. Rirkpatreiek, -J1, former Inspector General of
the CTA, hay characterized Rabn's VPhe Codebreakers™ as “the most nuthoritative ook sn
eompnieations intelligence” {In "The U8 Intellizence Community: Forelgs DPolley and
Domestie Actvitles,” Hili & Wang, 1873 5. 198y, Willlam Stevenzon, Wington Chnrohills
Chief of British Intelllgence in World War IL hes deseribed Kahn's work #3 Vindispensi.
e to the serfous student of eryptology” (in Wiliiam Stevenson, A Man Called Intrepld,”
Harconrt Brace Jovanovich, 3978, p. Sd4n}..
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Tgesee Felecopumunications traveling ou clrealts mest aften shated with 118,
citizens, into and out of the U85 1 )

The National Seeurity Agency has become so senwitive nhoul the fact their
primary raison d'étre iz evaporsiing that they sre nndermkizz’g hoerole :neasnrgs
ta nrevent the Administration tu general 4 md Cougross in ‘partacular frou xfznie:"
sabding the troe Hhnitations of the code breaking afdlty. Sach‘a‘ ﬁe“a:agima
would Hikely sugpest to Congress that the withdrwal af some of NBA's hilliony
of dollars would be fu the hest lnterest of the conptry. )

Computer sclentists and wmathematicians are being harassed and inthmidated by
the Natiennl Seeurity Agency as liwful resesyeh into information theory I tha
private, scndemie realin s being undertaken. In fach the NBA g rclm{tﬁ:ti‘m
Liave threatened physical damage fo aud “axtra-tegalt” action aguinst U.E ine
dustry in the manufietars of anclussilied eucryption eguipment for sale lo
Lanks aud other legiffmiate businosses™

CONGLUBIONS

AcHvities of the Natiohal Seonrity Agency become relovant fo us all when
ey infringe upon the privaey of Anerienn eitizens. As Ioug as that Ageney's
netbvities rewain essentially vucontroliod and cloaked in ondue sedrecy, Amen-
caus cannad be eortain that their privacy is uob heing stently invaded,

It appesys the NSA, despite its astounding technalogios) capabllities, tan no
toupger decipher most high-level messages of developed untlens: thut {iie coin-
prehensible COMINT “#ake” consists of 1 (a) relntively towdevel enorrptod
-meszages of developed countries: (b)Y telccoumunications of relatively unisoe-
whisticated countries: and (¢} plain-text telecomunnica tious.

The techisics} enpubilifies of the N8A are such that they offor suy enlity ina
pasition ta nse theme-the President. the Pepartment of Pefesse. or afher
ACOMINT veciplontseit stopping stone (o varying degrees of dowestic hyranur,
Former N&A Director Allen's fremquent assertion, that hig ngener dees not initiate
policies but only follows orders received fram the Lhuited Siates Intellizence
‘Board [now the National Fereign Intelligence Board] and {te members'™ doos
ok inspire coufidence fhat the NSA's boumdiess power will uob be amenably to
furiher abtise

Though the NSA's operation BHAMROCK roprosented au invasion of privaey
of American eitizens vastly greater than auy koown FRI oar OTA masil Interoopt
wrogram, and thongh s wateh lst activities visww-wis Aweriean cltivens werp
Aeemed by fonner Afforney Genera! Riliol Richardson, to raize “a numbor of
serlous legal auestlons which have yet o he resolved” ™ the NSA continnes to
funcetion under a wantle of secracy. Tt has not explnined. and presumasidy does
dutend fo explain, ifself to the American pesple. Tt simply asks the pubbie ta
et ns”

We should not helieve that such trust {s justified. JE s regrettable that 4 shroud
of geercer. as tightly deawn ag ever, continues to envelope all fhe activifies of
fhe NEA, 1t is farther belleved that oven If the N8A did uat pase o signifosat
threat o the privaey of American ¢ifizens and i7 1 had nef shosed its powers in
Hite vegnrd, Hiat much of the secreay surrounding its operations is obsessive and
wnfeunded, The [act that it deoes pose n significart threat to the peivaey of
Amerienn eirizons and has o record of vieltbing i for more Vhan thirty rears,
sirengthens one's helief that the NSA shanld expiain 1o the poablic what it does
with our comnuinientions, and should bLecowe phablicly acconntable for ifs aetiv-
‘irtes thaf affect Anericnus.

—————

B2 Perente communiontion with Terbart 8 Hright. President, Compuiation Pinnning,
‘Ine., Bethesdn, Wd. Bright, devejoper of commerainiir-avallable peporalized suptory sys.
1o for grypiograyphie privacy transformntion of datn, has challonpged the NEA o hreak
cenepyption methods developed by Biy eomgpany, Rather than suffer ombarrassment snd
cexposiia 0 failnra, the WHEA deelined thin face.off .

ut Gelenlific Amerioan, Mathematienl Games, “A new kind of clpher that would {ake
mitions of years to breal” Yol 220, Noo ¥ August I1D¥T.

”f ’;%ﬂﬁ'ﬂtf;gr%%r;zj-. On e Brink of Revolutlon ¥ Belence Magnziue, Vol 197, 13 An-
soeesd 30FT, o 74T

0% Intoid Stors,” Washington Merry Go.Round, by Jaek Andersan fnd Yes Whitten,
-I-“ehm;n:;r o1, 1874

e for exmmnple, letter from Ld Gan. Lew AMon, Jr. to Attorney Genorsl Elfiot
‘Richardson, October 4, IWTD in Chureh Dommlitee Hearingy, Vol 5 ;m.xm:a----sn, ‘

W Letter from Atterney General Blllot Richerdson to T4 Geno Lew Alen, Jo, Octo.
sber 3, 30VE, in Chuoreh Committee Hearings, Vol &, pp. 1686.81



176

Much of the basls for the NSA secrecy is historical habif, in which intelligente
agencies traditionally aftempt to keep everyihiig-—even, when possible, fheir
very existence—hidden. This secrecy is often maintained even when forelgn ad;
vergaries are admittedly familiar with many detsils of a particnlar operation™

The NSA has vigorousiy fought other possible disciosures which x_vill not en-
danger the mational security, Though the NSA acknowledges fhat it monitor$
telecommunications of "foreign infelligence interest,” and i is generally accep_ted‘
in diplomatic and intelligence cireles that the Ageney monitors the felecommunica-
tlons of most foreipn govermmnenis, the NSA, strongly reinforced hy the White
Honse and the Defense and Justice Departments, considers it nnﬂ:zi_nkaz)m, for
example, to identify even by categories, conniries in which it has an infelligence
interest ™ Thisg aitifnde ix waintained even though Herbert Yardiey had, in 1831,
listed 21 countries, Inclading some of our clogest allies, whose codes we were
breaking B years ago, in peace time, Foreign governments foday can hardiy
believe the NSA i currently doing any less, in view of the Cold War and the
ease with which modern technology allows the NSA—and counierpari organiza-
tiong of ofher governments-to acguire message traffie. Moreover, in 1972, in a
long narrative, a former NSA analyst stated thaf "NSA menifors every govern-
ment,” and went on to give defails of how the N8A moniters the fraffle of several
specific countries, including Great Britain, eur closest ally.™®

e monitoring of Brifish traffic has been confirmed to the House Government
Operations Subeommittee on Government Infermation and Individual Rights by o
former employee of the Army Security Agency facility at the Vist ¥l Parms
telecommunientions receiving station, 35 miles zouthwest of Washington, D.C. in
the Virginia couniryside. *We had a whole bank of machines,” he relates, T was

4 Fixampies of this sititude anre legendary. The government's reconnnissunce mateiiite
program, for instasce, !s managed and pianned hy the Natignai Reeconnnissance Office
{NXHOY, an intelligence agency of the TLE. Government that is probebly secend aniy te
NSBA in budget espenditure. SBo geeret is the NRO-wwhich performs missions for the e
partment ef Defenge and the CIA-——that instead of havipg an identifiabie struecture, its
offieinie operate undey the cover of ather organizations. But the oxistence and funcilons
of the RO are undeuttediy better known fo Sovief ieaders than te Amwmerican taxpayars,
most of whom pever Beard of the NRQ. (The detaited operations of the Soviet Union®s
eotmterpart te the NRO, which size as & woridwhie reconnaissanee satefiite program, js
gimtinsiv better kzown toe U.8. toteliigenee offlviniz than to Soviet eitizens}

he Washington Post lias deseribed the NRO ss spending “sn estimated 31.5 biilior a
Fegr aequiring and managing the most sophisticated, vinsive And expensive force of splies
that hag ever been recruited into the govermment's serviee,” {Laurence Stern, L5 Biiiion
Baeret in Sky: 1LE Spy Unit Sorfaces by Aecident,” Waszhington Post, Deeember 8, 1973,
. A-L} Two years infer, the New York Times degseribed the NRO a5 a semi-antonomoens
unit "under the Air Foree that rans the satelitte photograph program, set to apend under
22 pififon.” (Lesiie Geld, 118 Inteliigents Cost is Pué at $4 Biiilen,” The New York
Times, November 19, 3975, p. 44

Another ease in point is the CYIA's use of the Giomar Bxplerer to raize a snnien Saviet
nuelear sebmarine from tite floor of the Paejfic Deean : Hoviet leaders fnew of the C¥A'z
effort, onr government knew that they konew, and the Seviets knew thnt the YR govern.
ment knew that they kuew, Only the Amerlean {snd Engsian) peopie were sninformed, Simi
iarty, in 1868, while the 1.5, was gnrreptitionsiy boembing Csmbodia with B-852's the

nblic wag not feid—thongh it was certalziy no sevret to the Cambedisns, nor Soviet,

Binese, nor Vietnamere inteliigenece,

Tiese ineongruities often exist to hide embarrassments, often fo hide jilegaiities or
improprieties, often ont of the "spy mentaiity'’ or the mentaiity tiint wishes te eonfrof
fnfermation it would otherwise be obliged te share, In part, the NSA must be seen in
thig light. Tn itz wish fe aveld publiclty, te aveld making pubiie statements, it hog——up
nniil recent eongressionsi investipations—attonipted to funetion as if it 4id not infer-
cept the teieeommunientions of foreign governments. Indeed, it has attempted te fune
tion as if it did not exist. The congressional invesfigations brought forth sn NEA ad-
mission thet conid not have been s speprize to wny foreign govermmant, nameiy that the
Ageney doeg, in faet, intercept teieccommunteations of "foreign inteiiigence interest’

5 8o unthinkabie i saeh digelosure that President Ford invoked "execntive privijege”
te apply to a private corporation, in an attempt te prevent the turnover of an oid NEA
iis¢ of comntries wheso telecommnnications the Ageney had expressed an interest in in-
tereepting, The contents of fhis ifst had long been kmown te beih the company's outside
ecounsel and seiveted company employees. On Oetober 22, 1575, NSA Direetor Alien was
infermaiiy asked by a subeommitter stof member, “What security elearanee does & com-
pany employee who transmits meszages have?' Alien repiied. “Néne.™ Apparentiy, in the
view of NHA, there individuais are entitied to information that the Conpress is not,

= Wingiew Teck, "{LE Kiectronle Beplonage: A Memeir,” Ramparts, Angnst 1672, {Re-
porfing on Peek's allepations, the New York Times stited ; "Extensive independent check.
ing in Weshington with soureces In and ont of the Goversment whe were familar with
inteliigence matters has resuylted in the correboration of many of his reveintlons, Bat
experts strongiy deny that the United Stetes has firoken the sophistieated codes of the
Seviet {Iaten or other foreign powers,” PBenfamin Weiles, “Ability to Break Soviet Codes
Heported,” New York Times, Juiy 16, 1974 p 1)
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one of o whole team of men whose only jeb wins to read and process intercepied
British conpaunications.'' ™

©m n more mimdane level, the NSA, in order to kep i activities secret, has
interpreted the Privecy Act of 1874™ in & fur more restrictive way thun zay
other intelligence ageney, includioyg the CIA. That law requires, without excep-
tien. that each agency which maintains “systems of records” on individuais
must pubiish nofice of the axistence and ¢horncter of such systems. The CI4 has
necordingly listed, and described in seme detatl, 57 sysferns; *® while mmich of
the information contained therein is exempt froin disclosure, that Agency bas
complied with the Act by expimining its systems—including those containing
extremely sensitive information. Buf the NSA has responded v the Act by
naming only 12 systems ™ none of which relate to the N84A's operational activi-
ties. ‘Phe systems the NSA has iisted all refate to administrative matters, sneh
‘% "Time, Attendance znd Absence” of personuel, and “Equul Employment Op
portnuity Data,;* and initiaily these systems were 1ot deseribed in any way—
except to say that they were exemypf from disclosure. It was not nnti! January 20,
19764, that the NSA publiciy deseribed these i systems, all of which remained
rearively insignificant.™

he twelve filing systems reported by the NSA under the Freedom of Informa-
tion At do not contivin reference to the kinds of files which informmution nncoy:
ered by the Chureh, Pike, and Govermment Operations Committees, wouid
indiente are waintalned by the NSA. There is, far instunce, no record fisted of
there heing u filing system of U.S. citizens whose communications were analyzed
nnder NSA's Operation SHAMROCK for thirty years. Nor is therc mention that
fle NSA supplied information on 1.5, citizens to the GIA’s Operation CHAOS,
wotwithstanding that sueh transfers have been frequently confirmed B and the
I'riviiey Act stites that each agency shall keep an neenrate sccounting of “the
dnte, nature and purpese of exch disclosure of a recerd {uonder its control) to
any persoen or to another ugency . . "

On Mareh 20, 1876, the House Government Operations Snbcommities on Gov-
ynment information and Individual Rights requested, infer alia. that the Covern-
ment Accounting Office “eonduct a survey of ali fiies und records stored or main-
tnined by the Natlonal Beecurity Agency to determime whether the agenay has
arstems of records which might £all within the Privacy Act's coverage and which
have not heen lizted in the nolices published thus far” The subeommittee also
requested that the GAQ “exnmine the aceountlng logs maintaitted by NSA to
see that they fulfll the nceounting ond disclosure requirements of the [Privacy]
net The GAQ response of November 12, which concluded “That the Apency
hag substantiaily strengthened its policies and procednres, related to infercepted
electronie eommunications, to insure that the operations of the Agency are con
dueted in suck 1 way 5o as to provide proper safeguards to the rights and privacy
of 11.8. persons,” did net spenk to either of these segments of the subeommittes's
request, Thiz unresponsiveness is presumably because the GAO. according to its
report, viewad “The detailed nnderlying our findings Ens] highly classified and
their diselosure would nof materinlly alter [its] substance.

UT Comparable inteifipence activitles agalnst friendiy conntries have frequentily heen
spupested, ar specifically deseribed, n published accounte. For exanmgple, Lyman B, Kirk.
patriek. Jr.. a former senior CTA offiefal, has written : “No mission Incated on foreien soit
can consiler jiself tmmune from andin snryelifance. concarrently noting thet “The in.
safinble maw of the intelligence commmnity nnalyzed every eommunication of any con.
epivahle Interest, ontlous {o gein clves fo informatieon on the strenpths or intensions of
other nations’ {The TLE. Intelligence Community, Hill and Wang, 1673 pp. 7-3)

Wiitam Stevenson has wrltten © “The most dettonte field of cooporation {between Crant
Birtiain. Canada and the U.B. circa 1941} wae communloations intetllgence, bocause it
necessitated & disclosnre of aach conniry's sapparafus {or eavesdropping npon the coded
radio traffic of other natlons, an activity fo which nobody wished fo confess’' (™A Man
Colled Intrepit . Harconrt Brace Jovanovieh, n 2713

Franeis {ary Powers has writfen that of all the Information he withlield from the
Russianre, when eaptured In 1080, “the mnst dancerons, hecause of what the Hogsians
ennld do with 15" concerned the “aspecial™ Ui-2 fllghis that Dave the misston of spring on
ouyr ewn alltes, (Francis Gary Powers with Cort Genfry, “Operintion Overffight™ Holf,
Hinehart and Winsfon, 1879, po 311}

"’3:‘1_ TR0 55%a, effectlve Septembeor 27, 1075,

P Peders] Roplster, Vol. 40, Noo 108, August 2R IDTE nn. GRTTI-ROT.

¥ Federn] Reglstar, Vol 40, Mo Y68, Augnst 28, 16873, ppo 87370-082 ;) Federal Reglis-
ter. Val. 40, No. 187, Rentembey 23, 1575 pp. 44204. 297,

1% Fedoral Repister. Vab. 41, No. 14 Jannary 20, 1998, pp. 2025004,

W Ben, for examnie, Heuse Siheommities on Government Tnfarmatinn and Indlvldnal
Rights Hearlagps, “Central Inteliigence Ageney Esemption in the Privacy Act of 1974,
1975, po 104 flzo, Church Committes Final Report. Beok T po 161
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CLOSING REMARES -

Gentlemen, in the past few years we in Ameriez have turned 2 cem:z}anicm
tions cerner. It has generally become more expedient, more cost-effective, o
send electronic communication, a phone cali, » dafa transmission than lo write
a letter or send business tnbutalions by mail ) N

When our personal communications are being scanned in order to cateh & i'e\f\-_
targeted foreigo agents,” eur privacy has been invaded. When otr te}egrams_—
are dropped out for anaiysis simply because they contain the words Fide}, or
15288, or Viadavoestok, or whatever, the Constitation has been vielated,

When in the process of ieoking for sples and their activily we occasionaliy,
inndvertently ncguire Lhe messages of non-targeled citizens, say less than one--
half of one perceni, ¥ don't believe that any reasonabiy patriotic citizen woukd!

-eomplain, especinliy if he is promptly netified of the fact. L

When this “inadvertent” acquisition and scapning of our communieations
messages rises to several orders of magnitudes. over actval targeted messages..
then clearly minimization is nof takisg place; clearly a general warrant, & hropd
senreh and seizure is faking placa,

Gentlemen, et me put this gn a very persenal basls. There are a few of us:
in this reom who enlisted during World War II fo fight aggression threatening
the very existence of America, threats from without. Now, s then, ¥ see¢ a new’
threat, a threat from within, & threat as dangercus as then, .

"his new threaf is coming abent as several powerful Interest groups claim
special exemption from the Constitniion ou the strengih of expediency—special!
privilege to acquire eniry into the privacy of our communication i

To some, this may be s small thing, espeically when "nationsai Gefense” is:
said to be involved,

T wish te suggest, however, that thie issne of the privacy of our telecommunien.
tiong: the keeping of them inviclate, or the broadband scanning of our messages:

. under special provisions may lead fe a new Rind of republic, 2 new fyranny,.
nniike anything we have known in cur two-hundred year history.

1 wish to he quite blunt, w dramatic change in the guaiily of life in America:
is slowly coming abont as & result of the gradual erosion of telecommusications
DPrivacy.

in}ur deeisions on this vital isspe, as 8. 1566 is being markedup, wiil be-
pivotal.

¥ strongly suggest that fhe shofgun word “targeting” be removed from the-
glangzzaé;e of 8. 1566 and that more precise terms such as “intercept” and “acguire’™

e used.

T suggest that broadband sweeping of telecommunications cirewifs be made
sltogether uniawful, and that, if eriminal or antional seenrity wiretapping mnst
be done at all, that it be done on the single, ioeal subseriber telephone or fele-
graph line ot on our microwave irunk cireunits,

TESTIMONY OF MR, DAVID L WATTERS, WASHINGTON
REPRESENTATIVE, AMERICAN PRIVACY FOUNDATION

My, Warrers, Thank von, Mr. Chairman.

Mr. Chairman, I would like to say a few words about microwave
eavesdropping. A better title might be “Broadband Interception Prac-
tices and the Interception of Nonoral Communications.”

This is an issue that has not received significant public airing before
the committee, It is one which may set a terrifying constitutional
precedent if not reasonably dealf with in 8. 1566,

Senator Moynihan said that “yet a curions, even eerie, unwillingness
exists to confront not merely the dimensions of the problem, but also
to imagine that we in the United States can do anything about this™

I believe that we can do something about it. My purpose is to show
that present laws are not providing the protection the American peo-
ple need, under the Constitution, and that the proposed statute, S..
15686, is inadequate, and will continne to be inadequate even if all the-
‘suggestions-ofthe civil libertarians conceriiing the striet definitions
of “foreign agent” and “orimingl standard” are maintained.
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I hope to offer some constinctive langnage to be used in S. 1566 and
to snggest some reasons why this language shonld be adopted.

First et me say that I believe there 1s evidence to show thal Opera-
tion SHAMROCK, to this date, continnes to opurate nnder another
uame and another technology. SITAMROCK, a broadband intercep.
tion of sorts, you will recall, was that practice wherein the NSA and
FBI were secvetly and visnally reading virtnally every telegraph cable
message enfermyg or leaving the United States for the past 30 years,

*This practice was discontinued after discovery by this commitice,

Now, however, there is reason Lo belicve that the NSA is nsing the
domestic and international communicstions long line systems, pri-
marily the microwave networks, to seconsplish the same examination
of cables once attainable through SHAMROCK,

It appears that the positions taken by our intelligence commmity
general, and the National Security Agency in particalar, regarding the
use of broadband interception practices and the interception of non-
oral communications, techniques which are partieniarly applicable
tu the microwave systemns, are highly gqnestionable in the terms of the
Fourth Amendment to the Constibntlon forbidding general search and
suizure,

By sweeping throngh onr telecommunications systems, looking for
trigger words, multifrequency addresy sequences, or peenhar data
patferns, all part and parcel of onr private messages, the National
Seenrity Agency is seavching throngh the private effects of thonsands
of nntargefed eitizens in order to secive iargeted objectives

'Fhis 1s the sanie as if the ¥BI were to go down yont street, honse by
honse, enter your home, search throngh your private correspondence,
and by reading only the ontsides of envelopes and file folder tabs,
would make jndgments of whether there is a seintilin of doubt that you
are o loyal American or that you are engaged i activity that they, for
one reason or ancther, thought yvou onght not to e involved in. All
of this searching wonld be done beennse someony on your street, under
the remotest possibility, might be u foreign agent.

Not a person here would stand for snch a physieal seareh withont
the issnance of a judicial warrant on probable canse that you mre
involved in g crime. For some reason, however, there is less relnctance
ameng us to.allow electronic searches through our telecommunications
1f we just don’t know about .

Onr infelligence agencies contimue to this day to dance arennd the
drect question of electronic surveillanes on U8, eitizens. Pressed for
further clarification of the stock phiase ‘no eifizen is targeted.” they
respond with an equally stock retort that it is not possihle to discnss
this innsmmnch asat deals with classified intelligence methods and
techniques.

The clever use of the phrase “aguired by intentionally targeting that
ULS. person is perpetuated in % 15686, The word is “targeted” not
“intercepted.”

The technology being employed identifies targeted frigger words inr
thonsands of telegraphic or data messages, or identifies pecnliar signaly
associated with pheue ealls us they pass through the dragnet, An
automatic vecorder then snatches ouf the whole message for later ox-
amination by agents. Thus, it is not “persons” who are the primary
targets of these insidions kinds of sarveillance: it i information which
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i targeted. Tt is small consolation that the private communications of
innocent citizens are being sucked up mto the system. .

Further evidence of fhe broadband sweeping of trunkiines and
microware beams is hidden among the S. 1566 amendments to title 1XT,
chapter 119, the carrent wiretap law. A stipulation is inserted which
will permit. warrantless wiretapping “for the sole purpose of determin-
ing the capability of equipment” when such “test period shall be
limited to 90 days.” .

Tet there be no misunderstanding here. There is only one category
of wiretapping equipment or system which requires up to 90 days for
test and adjustment, and that system 1S broadband electromic eaves-
dropping cquipment, the vacuum cleaner approseh to intelligence
gathering, the general search of microwave trunklines. T make this
assertion on the strength of over 25 years experience i the telecom-
munications profession. An ordinary, single line wiretap requires only
5 minntes to adjust and test. )

Additional roots of the attempt in 8. 1566 to achieve warrantiess
wirctapping through the clever use of language are traced through the
stipulation of the first sentence of the act, Herein the definitions of the
emrrent wiretap law, chapter 119, are made to apply to the proposed
statute in chapter 120. Tt s stated that “Fixcept as otherwise provided
in this section, the definitions of section 2510 of this title shall apply
1o this chapter.”

The problem is found in the definition of intercept, stated to be “the
aural acquisition of the contents of any wire or oral communication.”

"The inelnsion of the word “aural” to the exclusion of any other kinds
of acguisition has introduced confusion. By excliding nonoral com-
mumications from the wiretap law, the intelligence agencies have
justified warrantless wiretapping of citizens for years. In fact, it conld
be Teasonably argued that any citizen could engage in warrantless
wiretapping of the nonoral variety with impunity.

Tt must bs understood that the nonoral, nenaural proviso excludes
digital telegraphic messages such as Telex, TWX, telagrams, cables,
and other such similar date as missile telemetry, video television,
facsimile. banking, business, credit, insarance, and medieal informa-
tion. It also excludes switching and signaling information nsed in the
ronking and billing of telephonic and telegraphic cirenits.

Gentlemen, in the past few years we in America have turned a ecm-
munications corner. It has generally become more expedient, more
cost. effective, to send electronic communications, a phone call, a data
{rangmission than to write a letter ox send business tabulations by mail.

When onr personal communications are being scanned in order to
eatch o few targeted foreign agents, our privacy has been invaded.
When onr telegrams are dropped out for analysis simply becanse
‘they contain the words Fidel or U®® or Viadivostok or whatever, the
Constitution has been violated.

When in the process of looking for spies and their activity, we oc-
casionally, inadvertently acquire the messages of nontargeted citizens,
say less than one-half of 1 percent, T don’t believe that any reasonably
‘patviotic citizen would complain, especially i he is promptly notified
-of the fact. :

_._ But, when this “inadvertent” acquisition and scanning of oyr com-
hunications messages rises to several orders of magnitude over the
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actnal targeted messages, then clearly minimzation is nok taking
piace; clearly a general warrant, a broad scarch ap& seizure is taking

ace. .

P Z\ng, to some this may be a small thing, especially when national
secnrity is said to be involved _ . _ _

I wish to suggest, however, that this wholesale 1nvasion of the pri-
vacy of our teleconymunications, the broadband scanning of our mes-
sages under special provisions may lead to a new kind of republe, a
gew tyranny, uniike anything we have ever known in our 200-year

istory,

1 wish to be quite blunt, a dramatic change in the qnality of life in
Amerien is slowly coming ubont as a resnlt of the gradual erosion of
telecommunications privacy. Your decisions on this vital issue, as S,
1566 is being marked up, will be pivotal, ,

1 strongly suggest that the shotgun word “targeting” be removed
from the language of $. 1566 und that more precise terms such as
“intercept” and “acquire” be used. . _

1 suggest that the broadband sweeping of telecommmunications cir-
enits be made altogether unlawful, and that if eriminal or natlonal
seenriby wiretapping must be done at all, that it e done on the single,,
local subscriber telephone or telegraph line, not on onr microwave
trunk lines

Thank yon, My, Chalrman. T reguest that the balance of my testi-
mony be enfered into the record,

The Cramyan. Mr. Watters, we appreciate your contribution this
morning, and thai of the members of the foundation. I think theve is
& good deal of merit in some of yonr points there.

T assnme that you and the foundation are familiar with the state
of the Inw us it s now, After hearing vour testunony, I wonder whether
there is any purpose for this bill at all.

Would you rather have no law?

Mr. Warrers. 1 believe we need 8, 1566, T belleve present law is in-
adegnate. As an exainple, the very first definition in the wiretap low
itself defines “wire communicuations.” I will cull it fo yonr aitention.
“Wire communication means any communication made in whele or in
part through the use of facilities for the transmission of commnnica-
tions by the aid of wire and eable. . . 7

This definition also meludes the stipulaiion that snch communica-
tion is carried by a “communicutions common carrier.” Some have
interpreted the definition fo exclude any communication which might
be transmitted through electromagnetic radiation such as radio. 1t
is a sloppy definition, but adequate. In reahty, it includes any radio
connnunication and microwave conumunication when sneh commnnien-
tion is provided by a commmmnications common cyrrier,

You will note in the very first part of the definition it says when any
such communiention is “made In whole ot in part”’ Now, the “in part”
may be that part wherein the wire communication fravels only 1 inch
by wire and then 100 miles by radio, but beeause 1t hus traveled 1 iuch
by wire, the whole must be ineluded in the definition of wire cam-
munication, However, our intelligence communnity has, in many cases,
secretly elected to exclude any communication that is traveling by
electromagnetic radiation as being covered by the wiretap law, The
present bill, 8. 1568, which would eventually be chapter 120, refers.
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hack to this definition in chapter 119. Again, I believe this is a sloppy

definition and I believe it needs to be clarified. A1l communications
which are transmitted through communications common CaRITiers
should be covered by the protection of both chapters, L

The Cmammyax, We are trying to deal with this very sensifive area
both in S. 1566 and the charters, and we have not had a chance to view
the way in which the charters will handle this. I would like for the
staff to provide Mr. Watters with a copy of this. It is going to be public
tomorrow, And we will want to see whether there are similar 1mper-
fections or whether one might shore up the other, and I appreciate
laving your thoughts, ' ) S T

But apparently you are not at all satisfied with the minimzation
procedures. We have tried to deal with the inadvertent acquisition
of knowledge, and we do use that word instead of “intereept” think-
ing that that would deal with the ¥aural” preblem.

My, Warrers. There is a problem here in the minimization, As you
read the existing wiretap law, the main thrust of the word “minhniza-
tion™ has to do with the acguisition, not the retenfion minimizafion.
However, most of the language that has come before the Senate Judi-
ciary Committee and before this committee has dealt with the reten-
tion minimization, the expungement of records, I think we need to deal
very seriously with acquisition minimization, We must set up some
procedure, some criteria. The acquisition miinimization procedure
needs to be included in the law, itsclf, rather than left open to some
nebulons type of criteria that happen to be invented on the spot by
an intelhgence or law enforcement agent. _

The Cuamsay, Well, we will examine your critique point by point,
T appreciaie your coming here and making it for ns.

- Senator Huddleston ?

Senator Hovouesrex. F would fnst comment that My, Watters® tes-
timeny ilinstrates a dilemma of the sort that we are faced with, Tech-
nology has advanced faster than legislation. I guessitis really & faster
process. Tt has just been in recens months that we have become awale
of the state of the urf in the feld of mierowave interception. As the
chairman has peinted out, we did address that problem in the charters,
and hopefully yorn will have an opportunity to review that; it wonld
be interesting fo have your comment on i,

Mr. Warrers, Thank vou. _

Tho Crizamacay. Thank you both, geatlonen,

Mr. Rogexrern. Mr. Chairman, if there 18 1 more minute, there 1s
one point 1 would like to mention, if there is a minute.

The Cuamarax. All vight.

Mr. Rosexrrrn, The Judiciary report mentions that they expect that
this commitice will be dealing move fully with the oversight provisions,
maybe adding additional oversight provisiens fo the bill. We were
very dismayed to see that S. 1566 has a more limited report by the At-
torney General to Congress than 8. 3197 did, and the reasons explained
in the Judiciary Committee’s report why some of the things were taken
ont don’t go fully to why the report was cut down. We think that re-
port was very esseniial and that there was no reason why it shouldn’t
melade things like & summary of the reasons given by judges for turn-
ing down a warrant applications when they are turhed down, espe-

“gially if thode aie to be K&Pt secret, as the bill now contemplates. And
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wtafements with regard to the use of the emergency powers, fov in-
stanee, the number of times 1t 1s used and the mstances in which the
Attorney Gieneral felt it necessary to use the cimergency powers, things
such as this we think go a long way to informing Congress how this
legislation was working, and merely giving n report that shows the
-aumber of apphcations made during & year und the nmuber that were
aranted zmrf the mumber tnrned down we den't think is terribly
mformative, :

So we would mrge the conumittee, if it 15 going to be adding over-
-sight provisions to the Iill, to consider reguiring the Attorney Gen-
-erals report to have those sections i it

The Cuamoaeax. Thank you.

We have got some lunguage which wonld require quarterly reports,
-as 1 recall, or inecluding this information you were talking about.

Maybe wo will lot you take « look st it and huve your thoughts on it.

Senator Huddleston, do yon have any guestions ¢ '

Senator HunpLrston, No further questions.

The Cramraran. Gentlemen, thank yon very much. We appreciate
your lelping us,

We will adjonrn our hearings.

[ Wherenpon, at 12 noon, the committee recessed subject to the enll
«of the Chair]



MARKUP HEARINGS ON §, 1566—FOREIGN
INTELLIGENCE SURVEILLANCE ACT OF 1978

FRIDAY, FEERUARY 24, 1978

1.8, Sexars,
Sereer CodpdarTTrE o INTELLIGENCY,
Washington, D.C.

The committee met, pursuant to notice, at 11:67 a.m,, in room 457,
‘Russell Senate Office Building, Senator Buvly Bayh {chairman of the
ccommittee) presiding,

Present: Senators Bayh {presiding), Huddleston, Case, and Garn.

Also present: William G. Miller, staff director; Andrey Hatry, chief
clerk of the committee; and John FIIff, Michael Epstein and Ed
“Leving, professionul staff meminrs,

The Caannean, May we convene, please.

I think everybody here is aware that we have been awaiting a quo-
rum, and in the process, refreshing our memnories about whaf is con-
‘tained in this legislnddon which is Tnther complicated and extremoly
-significant to the well being of the country.

1 don’t know whether we are going {o get a quorum or not, gentle-
‘men. May I suggest that pending the arrival of a quornm, we go
through the amendments which the staff and some of us feel are nec-
essary to perfeet the hill, diseuss those one at a time. If anybody else
‘has an independent amendment that might not fall in that previons
category, he is certainly free to offer it. Then we will discuss it and
hopefully will get a guornm.

Tt we don’t gub » gquorum, then ¥ will ask the staff, if there are no
-objections, to find a time when we ¢an get enongh Senators here to re-
port this bill out beeause our time expires on the 28th, and it will be
necessary for us to get additionun] time,

I shonld point out by way of providing an explanation, that this day
was supposed to be the day for final action and Wednesday was sup-
posed to be the day for the initial markup session, Almost everybody
“in this room knows we were engaged on the floor on Wednesday.

So if there nre no objections, then, shall we procesd on that format?

Al right, the first amendment goss {0 page 3, lines § through 19,

ANBIDPMENT NO. I—FoREIGN PERSON TARGETING BTANDARD

This amendment dlarifies the existing “officer or employec” standard and
-ensures that foreign visitors to the Tinited Stafes are treated the same way as
"U.B. persons, unless they act on behalf of certain foreign powers.

Puge 3, Hnes 6-19, delete and substitute

“{A} any person, oiher than 4 United States person, whow

"“{i} acts in the Tinited Btates us an officer ar emwployee of u foreign power;
or

¥{il} acts for or on behalf of & forelgn power which engages in clandestine
infellipence activities harmful to the security of the United States, when

{185}
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the cirepmstances of such person’s presence in the United States male it
reasonabie to conclude that such persen may engage in such activities in
the United Siates, or when guch person knowingly aids or abefy any person
in the conduct of such netivities or conspires with any person knowing
that such person is eagaged in sueh sebivities”

I point out that this part of the definition only applies to persons:
who are not T1.S. citizens, that is, not U8, citizens or permanent
resident aliens. There are two separate parsgraphs, Paragraph (1}
deals with officers or employees of a foreign power, As reported by the:
Judiciary Commitfee, this paragraph reads, and I will quote,. if you
will look there, “is an officer or an eniployee of a foreign power.” The-
problera with this iy 1% inclndes anyone who is empleved by his govern-
ment in his home country and visits the United States in a puvelir
private capaeity. In other words, someone who may be & school teacher
1s a public emplovee in France who visits his long lost second consin:
in the United States. That is really not the kind of person that we
isstend to cover under the bill,

Therefore, the amendment substitutes the words “acts in the United!
States ag an officer or employee of a foreign power.” This excludes the-
foreign tonrist who jnst happeas to be em;ﬂoyed by hig govermment
at home, and I think that is really what we had in mind.

Paragraph (i1) if you will look to that in the amendment, is the-
gtandard for snrveiilance of a foreign visitor or vigitors who are not
acting as officers or eraployees of 4 foreign power in this ceuntry. Un-
der 8. 8197, the earlier version of this bill reported by the committee-
in 1976, as you recall, snch fereign visitor was covered nuder the same
standard that applied to the U8, person, However, 8. 1566, as proposed
by the administration and reported by the Judiciary Committee, sels:
a lower standard for all foreign visitors to the United States. This
lower standard is broader than necessary to deal with the FBI’s for-
eign counterintelligence requirements. It seems to me we have a re-
sponsibility to make exceptions only when a good case has been made,.
and we have worked with the FBI and the Justice Department to de-
velop the new standard, and it is tatlored directly to the FBI's:
requirements.. :

We might just take 1 minute to define that. First of all, the person.
wmst be acting for or on behalf of a foreign power which engages in
clandestine infelligence activities harmfnl to the secarity of the United:
States. Persong acting for snch foreign powers are covered in fwo
sitnations.

They are covered when the civcumstances of their presence in the
United States indicate that they may engage in such activities, that Ix,.
harmin! elandestine intelligence activities, in the United States, where:
past experience of our intelligence agencies shows that certain classes
of people have a significant degree of probability or possibility of be-
g involved in the kind of activity that concerns ns.
 'Fo pick one example that T think can be used withont violating any -
thing secure, past experience has shown that middie aged students i
this country {rom the Soviet Union who have as their background a
high degree of technical skills have in the past had more than the
normal incidence of intelligence connections with the Soviet Union, 1¢
is that kind of person that we are trying to zero in on.

_The ¥FBI may know from this experience that a particular foreign

‘power uses cerfain classes of visiters or a certain class of visitors to
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carry ont secrel ntelligence assignments. I the visitor falls in thia
partieniar class, it is not necessary to show that he actually has an
intelligence assigmment, but at least to wateh and soo.

Visitors acting for such foreign powers mre also covered when they
knowingly—1I emphasize knowingly—aid or abet a person in the con-
duet of harminl clandestine intelligence setivities, or when they con-
spive with snch person knewing that sncl person is engaged n such
activitied,

Now, there are three relatively minor changes which I wonld like to
ask annnimons eonsent to include in the text of the amendment that
is before you. We are talking about (i), if von look at the second line,,
I wonld hke to strike oot “havmfud? and include “contrary” and strike
ont on the following Hne “security® and inclnde “inferests. And then
on the fonrth line. stvike out *it make 1£ reagonable to concinde and in-
sort “indieates.” “Indientes™ wonld he proper.

Now, that is where we ave on that one, gentiemen,

It s open for debate and disenssion. I would like to point ont for
the information of all the committee as well as interested eitizens who.
are here that the stage where we are in this bill has involved probably
the most intense negotiations between n nuinber of groups and individ-
nals who have a reason to be interested in this kind of legisiation that
I ave experienced in my 16 yoears in the U.8. Senate.

I want to compliment the staff for their tenacity and their patience.
1 think if we are going to be successful, which we will be, we must be.
we have to recognize that none of us vertainly are—and 1 assume T
speak for the ofher members of the committee as well as inferested
individnals and grenps—nonc of us are going to be 100 percent, happy
with what we have, and yet 1 think it is important for us to keep our
i:.yn on this goal of getting legislation cnacted such as this for the first
1nne,

Andhaving said that, I yield to my collengues,

Senator Garx. I have no questions or problems with the amendment.

The Cranorax, Is there further discussion on the first anendment?
Senater Casz, Excnse me.

The Cmammax, Do you have further discnssion on the first
amendment ?

Senator Casz, I jnst wani {o make exactly sure who is making the
suggestions and why. The one you read is the State Department
proposal?

My, Minrer Justice.

The Cuamsax, Tt is Justice Departinent.

Senator Case, Justice Depavtment. In any event it was discussed
with the Ageney.

I just want to get some iden.

The Caareax, I ean't speak for the Justice Departiment, but T am
sure if the Justice Deparimeni were writing it, it wouldn' eontain
some of the strictures that are in it, I mean, it is the product of some
significant negotiation. If we check with Mr. Enpstein, Senstor Hath-
away's staff, who had the greatest interest in this particular matter,
l1e seems to feel that that is within the bounds of our gozals there.

Senator Case. You mean the change from “security” to “interests”
and so forth? '

- The Ciramrorax, Yes




188

Senator Case. They ave important changes.

T wonder if they would like to give us any relevant reasons why
they are offered. . . :

The Crammax. Well, frankly, they provide a little more leeway
into, I think I can accurately deseribe this as lessening the protections
a little bit, giving our governmental agencies 2 bit more opportunity
to lock at what is going on. . ) )

1 have been very jealous or zealous, in my pursw of this bill, to

do that only when it looked like there was a reason. We are talking
here, 1 wonld be guick to point out, about foreign nationals, not about
American citizens. Additionally, in our history, our Constitution says
that, foreign nationals should be treated differently from U.S, citizens
only where there is a yeason,
The FBI and the Justice Department have convinced at least me
that this is & particular area Waere you are talking about a certain
clasg of people with a propensity to do the kind of damage that none
of us wants to have happen or oceur, but there is a reason; and that is
why I am prepared to support that, -

Tn the final analysis, the judge determines probable cause fo see
whether the individual invelved is the kind of individual to which
any of this would apply. ) :

Senator Case. This is, as you suggest, a broadening of the area which
the government has.

Mr, Erstrin, But the amendment itself was intended as a tightening
originally.

Senator Case, You mean the committee proposal.

My, Epsrrrn. As the bill in this particular section was reported out
by the Judiciary Committee, as I understand it, it wonld have per-
mitted the targeting of a foreign official who was in this country en-
gaged in clandestine intelligence activities, undefined, a visiting for-
eign dignitary, which would have permitted, even if he was acting in
his official capacity, the targeting of a visiting official from a forexgn
country which was a friendly country and was only here engaged in
lobbying, because clandestine intelligence activities are undeﬁnef%

So the original alteration of that particular frame of use defines
clandestine intelligence activities which are harmful to the security
of the United States, to make it clear that we were not Just targeting
foreign friendly officials who were visiting,

There was concern expressed by the Jushice Deparfment as to
whether or not the use of the phrase “harmful to the security of the
United States” might require them to prove almost a specific case of
harmful sct that was conducted against the United States, and they
requested that the “harmful to the security” be modified to what the
present language is, “contrary to the interest.” '

Senator Case. Bat is it necessary in order to accomplish some added
flexibility along those lines to suggest the coneern you have, to change
the noun? Can you not change the degres to which this activity is
likely to have this result by saying “is or may be,” something of that
kind, rather than changing it from “security” to “inferests” because
“Interests” is as wide as, you know—1I don’t know what you say, it is
a great canopy almost, ’

Mr. Ersverx. The phrase itself doesn’t go to the activity that the
official engages in. It relates to the activities that that country is en-
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gaged i, so we are really talking about hostile conntries taking nction
-contrary,

Senntor Cass, The interests may be economic and may involve trade,
conld even involve cultural matters. .

The Craman, How conld that be, my colleague, if we ure talking
about something that is harmiud to the United States?

Senator Case. Harmful to its interests, not to the United States,
but to its interests, I mean, it is just such a broad word, and vou could
keep “security.¥

Mr, Testery, Contrary to the sceurity interests?

Serator Ganx. Well, lot me say, if 1 might, that you are correet
when you say it tightens gnd then loosens the tightening.

1 think you need to recognize first of all the new defuntion. Tt ex-
<ludes someone, whether they nre 2 school teacher or whatever, thut
works for u foreign government, excludes them off the top from those
categories, the casual foreign tonrist that is coming through that has
soma govarnment connection bud is not working for or on behalf of
then I think it is actuslly necessary that we tighten that beenvse this
15 an obvions invitation for the Soviets or anyone else to then, if we
exclude them to begin with, to start using that kind of persons, say,
well. 15 long as you are over thers, check on this for us, do that

So then, (ii}, T think, becomus necossary to define i, OK, you
exelnde than to begin with bt if it is found ont that they are engag-
ing in some of these things, then vou can. I don't see 1t as great &
loosening for onr intelligence agencies as it might. appear hecgnse off
the top vou have suid yon can’t tonch those people to bagin with unless
they meet these clandestine standards, unless once they get here they
start deoing something,

The Cramwan. Here agony, the jndge is the one that makes this
finad determination. Perhaps we conld put in the report language the
kinds of concerns that we all have, to keep this inferest, as close to
the judicial areas that we are conecerned abont as we possibly can.

T understand that the FBT is concerned that. since they mmst go to
the judge—and we are talking sbout forvign persons when we are
establishing this requivement for the first time—since they must go
to the judge to get this anthorization, they ure concerned that if yon
talk about “harmful fo the seonrity of the United States” you mmst be
able to show specific Kinds of harm from individuals who historieally
hieve been o cligs of people who more often than not have been involved
in nationnl scanyity problems, but since yon can’t prove that abont
those individuals, von are not going to be able fo sustain yonr vermest.

T should point sut what Mr, EIW# hus just reminded me, that the
throst. of this whole amendment & & tightening thrust. The couple
or three words we are tatking shont are stepping back, but the oviginal
draft amendment. was just Lo lob the clundesting intelligence nctivity
stand on it own,

Senator Ganx, The overall effect. is still o tightening. To make suve
T understund i, Jat me try it once more. ' .

First of all, we are talking abont s countre whose interests nr whese
activities are harmful, bnt that deesn’t mean that vou ean arbomati-
cally farget that person because of that. Then you have got to go to
the second part, go to the conrt. the whole thing. so degpite the fact
that we are trving, by changing “barmful to the security? to “contrary

bR R s I, f S— T
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to the interests,” that person cannot be targeted unless you have got
the information in the second category here to %o to the judge and
get the warrant, So it is not really fair to say, at least in my opinion,
that it is 2 loosening. It is an overall tightening. It is quite a bit
tighter than the original bill, but if Joosens the tightening just a tiny
bit, but that person 1s still protected by the warrant procedures; is that
correct? :

The Crarrmax. Why don't we go on, unless there is further dis-
cussion, and everyone will have a chance in their own mind to resolve
where timy want to come down on this. :

The second amendment amends the second part of the definition of
“agent of a foreign power” on page 3 at line 20, It follows where we
have been, on to page 4 on line 23, about all the next page, and this
part of the definition applies to any person including & .S person,
and the main purpese of the amendment is fo establish a eriminal
standard for surveitlance of UJ.S. persons. - .

AMENDMERT No. 2.8, PErsoN TARGETIRG STANDARD

This amendment provides a eriminal standard for surveillance of U8, persons.
The standard is more Hexible for spying {i} and for sabotage or ferrorism
(ili}, than for other more nebulous clandestine infelligence activities {(ii).

Page 3, fine 20—page 4, line 28, delefe and substituie—

“{8) any person who—

“¢i} knowingly engages in elandestine intelligence gethering sciivities
for or on behaif of a foreign power, which activities involve or may invelve
‘a violation of the criminsgl statutes of the United Siates; )

“{ii)} pursuant to the direction of ay inteliigence service or notwork of &
foreign power, kmowingly engages in eny other clandestine intelligence
ackivities for or on behalf of such foreign power, which activities involve
or are aboui o invelve a viclation of the criminal statutes of the United
States;

*(iii} knowingly engages in sabotage or terrorism, or activities which are
or may be the furtherance thereof, for or on behalf of a forelgn power.

#¢iv) knowingly alds or asbels any person in the condurt of activities
deseribed in subparagraph {B) (1)-{iil} above, or conspires with any person
knowing that sueh person is engaged inm sctivitles desoribed in subpara-
graph {B)(i}—{Hi) above.” )

Tn my judgment, this amendment perhaps more than any other, has
been the product of very intense negotiations and probably has re-
sulted—yvell, T think we can strike “probably” and can say has resulted
in at least a tentative agreement on a standard which resolves the most
m}g)mﬁca:ﬂt concern a lot of people had about the abuse of individual
liberties. .

There are four soparate paragraphs as you note there. Paragraph
(i) deals with spying. It covers any person who knowingly engages in
clandestine intelligence gathering activities for or on behalf of a for-
eign power, which activities involve or may involve a violation of the
criminal statutes of the United States. Criminal statutes, violation of
eriminal statutes of the United States, that is the key phrase there,
The words “may involve” make the standard more comparable to
it L 113 : -
“reasonable suspicion” than ordinary probable canse. However, this
is an improvement over the previous noneriminal standard which is
paragraph (iii) of the bill as reported by the Judiciary Committee.

Here again, there are those of us who would have perhaps preferred
a little stricter standard here than we have now. This activity is tied
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with aetivities which will invelve or may involve a violation of the
criminal statutes of the United States. .

Paragraph (i1} deals with a more nebulons ares, “any other clan-
destine intelligenes activities” This is basieally covert political setion
by foreign intelligence sevvices, The term is so vague, however, that it
could border on political uetivities protected by the First Amendment,
Therefore, the standard is strieter than for “spying” m twao respects.
First, the person must act pursuant to the direction of un intelligence
servics or nebwork of a forelgn power. Second, the activities must -
volve or be about to lnvolve a Federal erime. Here again, nebulous as
we recognize it is, we still tie that in with the eriminal standard,

These safeguards, in my judgrent, arc needed to protect persons
who are primarily exercising their First Amendment rights.

1 understand that the Senator from Delaware will have an amend-
ment which, as far as T am concerindd, the commitiee shoald accept;
which will tie this down even more specifically ns fav us protecting
individusl Americans In the full nse of their politienl activitics, the
rights to be Involved in and engage in political activity. .

Why don’t 1 go through (111} becanse T understand from g drafting
standpoint, the Biden amendment, which I recommend to ull of you,
will eomeaftheend,

Paragraph (31} now, T say to my collengues, this negotintion has
gone right on to the wifehing hour, We jnst looked at o conple of words
that were proposed after we got into the roomn, and this process went
on info the evening last eveming, Paragraph (331} denls with sabotugn
and terrorism, snd this provison has turned out to be the hardest to
draft. As proposed by the aduministration and reporfed by the Judiehury
Committee. the standard is “knowingly engagoes 1n activities that in-
volve or will invelva sabotage or terrovism for or on behalf of a foreign
power.”® The problem with this standard s that the words “will in-
volve” require a high degree of cevtninty thet terrorism will take
place, especially when compared to the “may Involve” standard for
spying,  Therefore wa have tried to draft a standard that is more
realistic.

"The langusge of the proposed simendmoent reads “knowingly engages
in sahotage or terrorism, or activities which are or may be in fur-
therance thereof, for or nn behalf of a foreign power¥

This standard, frankiy, 15 not very satisfactory, becanse it s not
vory chour what sefivities “may be in furtherance of? terrorism. An
alernative would be “activities which are or may be in prepuration”
for terrorism. The term “preparation® is more concrete than further-
ance. It does not requirve evidence of preparation for a specifia terrosist
aah, beesiuse the definition of “lervorian™ speaks of “viclent uels” and
aenas & range of acts, not just ene specific wel. Thad goes to the defini-
tion of “tarrorism."

I hava asked the staff to rescarch the law, and they advise me that
“furtherance’ has » very broad meaning, broader than T think we are
really after here, and 1t is anything ut all that makes terrorism more
likely. On the other band, “preparation” normally means preparation
for a speaific crime, which 18 too strict in this field .

However, the term “preparation” wonid not have its normal mosn-
ing beenuse of the special definition of “torrorism.” It could reason-
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ably be interpreted to cover, for example, providing the means for the
commuission of acts of terrorism rather than one particular bombing.

Therefore, on the basis of this analysis, it may be better to change
the amendment by deleting “furtherance thereof” snd substituting
“preparation therefor.”

[Paunse.] :

The Crammoran. Se, just for the sake of having something to con-
sider here, I am going to suggest that we put in “p]‘e];):zration, P Hactive
ities which are or may be in preparation of terrorism.”

1 would be quick to point out for those who are concerned about
“furtherance” that “preparation” is more strict, but for those who are
concarned from a law enforcement standpoint that “preparation’’ is
too strict, that you have to deal with one specific act, we are talking
about *may be in preparation for” and we aiso go to the definition of
terrorism, which is broader than one act. It encompasses a pattern or a
ﬁiall, and for that reason I do not believe that it necessarily ties the

ands of the law enforcement agencies to get these characters and put
them where they ought to be put. _

Senator Cast. My, Chairman, is there not something to the point
an astute observer has made, that when you say “may,” you also include
“may not,” and isn't thai a pretty slippery word?

The Cramman. You are right, but yon see, the whole problem here,
wo have been falking about somebody that may be passing some in-
formation. The immediate impact of that information is not going to
be felt, so you have a little more time to deal with it and to prove
the case. But if yon are talking about somebody who is getting ready
to blow up the Federal building or to take over an airplane and
destroy it, we are talking about serious damage and lives. It seems to
me we want to give a little more flexibility and that the difference
is whetlier we are talking about before the fact or after the fact.
I straggle with it, but it seems fo me T come down on the side that the
broader standard is permissible under these cirenmstances because it 1s
better to give a little more leeway so you can keep this kind of an #et
from happening. What the Senator from New Jersey says is true, but
as slippery as that little word “may” may be, I am prepared to go with
it under the circumstances. ,

Senator Gagx, Mr. Chairman, let me add to what you have said.
1 an1 not, going to go back info the examples, bnt you have got to have
more flexibility when you are dealing with this. I don't want to ever
se in 2 position that I have tightened down something so much that—
and T have protected somebody’s free speech and have 150 people killed
to protect that person’s free spescli. We ave talking about tervoyism
ané sabotage, and I can give you all kinds of examples where 1 think
wo can prevent things from happening, as I say, terrorist activities,
because we knew about it in the past.

So although it is a slippery word, L think a slippery word ig necesgary
in this particular case.

And something else I would like to remind my colicagues and every-
one else about, regardless of what we talk about i these standards,
ultimately to get & warrant, you have got to go to one of these seven
judges. We have got to put some trust in those judges because right
tow that does not happen at all. If foreign intelligence 1s involv ed, any

administration can order that bugging. So we are tightened down
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considerably by having a warrant procedure, limiting the seven judges,
und all the protection. And it has been a long time since we disquss d
this, and T just wanted to bring that out again. We are establishing
some very strict svarrand proce{fures._ stricter, in many cases, than ony
present. domestic situation beeanse we ave limiting seven judges where
they can’t go judge shopping. The limitations on length are very
strict. So whethor we have “may” in there or not, they still have got
to go to a iudge and convinee him that these individuals should be
tapped.

Ganator Case. Mr. Chainnan, T don't disagree with anything you
and Senator (arn and anvbody else may have said on this. What it
points up is i this area, this whole business of constibuiional eights,
there are no absolute rules, and T wonder sometimes whether we do a
disservice, thinking that there are ahsolnte rules, Evervthing depends
upon the cirenmstances. ‘That is not-——naybe it. isn’t 2 good idea to sy
this very often, but it is true. We are not going to allow, whether yon
do what Mr. Lincoln said and Senator Garn was suggesting, we are
not going to allow an innocent bay to be hanged in order to prolect. the
constitutional tights of some scoundrel out. in Kansas to agitate, put
that guy i jail, and he did.

No, really, what the Constitation does here, und the (vl Liberties
Union support i doing for ns is keeping needling us to be aware of
the dangers, and I agree with you basically. There is no possible way
that von aan write absolute rules in this, and T think it would be just us
well Tor ns to keep that in_mind always and indicate degrees of
severity, danger, concorn, and just—at least, this is what T am going
to have to try, that there will always be o time when the police ehief
or somebody else i going to go in, where it was in that book by some-
body or other about n bird in the south that Janded in this country.
You wink st o guv who shoots at somebody who is just ahont to do a
dastardly act. If this wers not onr attitude, then eivil liberties would
be in danger all the time from dictators.

That's all T want tosay.

The Cuamsrax, Well, we appreciate the Senator from New
FOEBE e

Senator Case. Well, it is a trite thing, maybe, and it is so obvions
that it isn't said very often, but I think it onght to be said because von
cannot make these things as specifie as we pretend we are making
them,

The Cramaax. T share hig concern. T think we aye all yware of the
fact that what we nre teyving to do in this bill as well s the efforts that
wo have put in s far, and particulady the Senator from Kentueky. W
the charters. i3 not only for thess protections, but. perhaps equally im-
portant, to have the oversight function of our committer, of the in-
ternal working mechanisms of the Justice Department, und of the
indge who hands down these orders in the first place,

Now, vou know. here we are, it i sort of Nike a high wire act over
Niagara Falls, and T see very concerned and dedieated people sitfing
in this room who eringe at some of the words here, different words, I
mean, you have those who ave deeply concerned about eivil lberties
and aré concerned about “may” and ¥ am sure they are also concerned
sbout the “preparation.” They were concerned about “furtherance.”
Well, we. changed that to “preparation® and thon those who have the
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responsibility for conducting our law enforcement mechanisms are
concerned about that.

I think we have come as close here as we can to melding not the
different interests, but the different legitimate concerns. I think the
lagt thing this committee ought to do isto try to weigh this to see how
we can dampen down the pressure on this side and weigh it off against
the pressure on this side. I mean, we are not really in the business of
ﬁt?zmg to be popular. I mean, this provision, I think, is 2 good example
«0f the responsibility and we end up making neither one of these
sgroups happy, but I think we can take their experiences, their legiti-
amate concerns, and we look at them and we sort of know, putting them
together, that we have got to place as strong a provision in this area
as we are ever going to get, and it is strong where we are right now.

Senator Casn. I agree, and it isn’t a bad idea to recognize the kind of
thing we are engaged in.

The Caamaan, T think that is important to keep us on the mark.

Now, we did not deal with snbsection (iv} there, which improves
the aiding or abetting and conspiracy standard of the bill, as reported
by the Judiciary Committee, by making clear that the person must
“knowingly aid or abet any person in the conduct of activities”
desgeribed in the first three paragraphs.

All right, I want to make certain of the first part of that, that is
“knowingly aid or abet,” but. I think perhaps even more significant is
that he also has to know the kind of activities that the individual is
involved in so that you don’t have somebody blindsided as a good
Samaritan who doesn’t really know what is going on. -

[Pauge,] -

The Craammax. All right, before I yield to my patient colleagmes, I
think we should look at the amendment I referred to a moment. ago
that is recommended by our distinguished colleague from Delaware,
Senator Biden, who has other imporiant business and could net be
here right now, ‘

He has asked me to offer in his behalf an amendment o the defini-
tion of “agent of & foreign power” which I think is imporiant. I
would advigse that the Admimstration is not opposed to this amend-
menf. It wonld appear at the end of the “agent of a foreign power”
definition there on line 23, on page 4, and 1t reads as follows. Now,
I will read it and then Y will ask the staff to get a printed copy, be~
cause this has been revised in the last honr,

Senator Casr. Beyond this?

The Cmammman, Let me réad it and it is in the process of being typed
up right now, and I hope to get it to vou in the course of the meeting.
We didn’t have a chanee to study it before and make 4 final decision.

The amendment wonld read : .

Provided, That ne Tinited Stafes person may be considered an agént‘ of a for-
elgn power solely on the hasiy of aetivities protected by the First Amendment to
the Constitntion of the United States. '

I think that pretty well speaks for itself. Senator Biden, in his words,
describes the need for it this way:

This amendment merely clarifies & point that has been raised on seversl

ovcasions by erities of the bill that it should be cleay in the legisiation that the
political activifies of iadividuals in and of themselves should net be subject

to eleetronie surveiilance. In other words, the individuals should only be subject ...

to surveiliance under this bill based on conduct which threatens the nmational
security or peaee and tranguilify, but not on mere speech or asgsociation,
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Tt does not say that all kinds of political activity are profected. It
does not say that just because you are invelved in political activity
you are safe. But if you are solely involved in political netlvity with-
out other kinds of larmful activity, you may not be subject to elec-
tronic surveillance, ' '

Now I yield.

Senator Case. I think I like the language of the thing itself more
than the explauation.

The Caatwsrax, Perhaps it 15 the explainer.

Senator Casr. Well, I mean the explanation that we got on the
previons draft of this amendment, There nmay well be speech that is
harmful. Tt may be speech that, to use the old explanation of shouting
fire in the middle of a crowded theater, and the mncitation of a mob to
racial violerce is more than just speech in my opinion.

The Cmamax. A fellow could be a citizen, couid be my con-
stituent, could be Jobbying us to assume a certain position on the sale
of arms, which it seems to me would be a legitimate position that a
constituent, but if that constituent were operating under the direction
of a foreign power, in addition to pariicipating in the political ac-
tivity—I don't want to use an extreme, but also helping to see that
weapon systems plans or muclear material was diverted contrary to
law, the fact that he was engaged in political activity on the one hand
would not protect him on the other.

Senator Case. But I mean some things that are just speech could be
violated. You can imagine, 25 1 said.

The Cuamyax. They are uot protected by the First Amendment.

Senator Case. That's right, and that is why I Iike the amendmeut
and I don’t want the embroidery.

Senator HuvoLestox, You mean like o Nazi politieal rally 1n a
Jewish community.

Senator Case. Well, as long as we leave it just with the language of
the Constitution.

Senator Huopirsrex. What 1f the person making such a speech
makes a threat, says that we are going to blow up South Miami tonight
at 7 o'clock or says that we did blow up South Miami last mght at
7 o’clock. Is he protected under his speech clause that prevents any
surveillance?

The Criamaraw. You get to the clear and present danger and prob-
able cause there, which is different from case to case

Qenator Huporeston. It would be iucumbent to find some corrobo-
rating evidence,

The Criamax, Corroborating evidence or conduct that wonid lead
one to believe that that statement is wore than just puffery.

Senator HoopresTow. In the presentation of the report to the judge,
could that be nsed as evidence, as part of a pattern of activities?

The Cmainaax, Yes, yes.

Senator ITuoprustow. The fact that he raade these threats, he made
these plans,

The Crzamaran. Yes,

Isthere further discussion on two!

Turn, if vou will, to three. May I ask that we turn to four, please,
and may I ask that we turn to five while the stafl makes rov iglon that
invelve only Lwo words that are sionificantly diffevent. And T will take
tle i;éame for thew, but I wonld like to make sure that they are dis-
cussed.
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AvERsMENT No. B

This amendment provides that groups substantially composed ¢f U.8. citizens
or resident aliens shail have the same protections as U.S. persens, eves if they
ara slleged 10 he covertly directed and controlled by a foreign government under
part (B} of the “foreign power” definition.

(Ef;a§e 10, line 6, add after “powers”—dag defined 1n section 2521(k) (1) {4}~

Five amends the definition of “United States person,” which now
includes covporations or associations having a substantial number of
members who are U.S, citizens or permanent vesident aliens, unless
such corporation or asseciation is a “foreign power”.

There 1s a problem with tliis exception because it means that groups.
which are substantially composed of U.S. citizens or resident aliens
do not have the same protections as U.S. persons if they are.alleged
to be covertly directed and controlled by & foreign government undet
part I of the “foreign power” definition.

1 you look at part F of the “foreign power” definition that includes
any enfily that is directed and controlled by a foreign power, even if
the entity is substantially composed of Amerieans. There is concern
that this might be nsed as a way to bypass the criminal standard for
surveillance of iudividual Americans, by tapping instead the group
that they belong to.

However, if such entities are substantially composed of Americans
are “United States persons” then- the judge must review the certifica-
tion that the surveillance js necessary or essential, and the minimiza-
tion procedures apply. These added safeguards, in my judgment,
should prevent abuse, ’

Therefore, this amendment wonld provide that corporations or as-
sociations having a substantial number of membars who are citizens
or resident, aliens cannot be excluded from “I1.S, person” protection if
they are alleged to be part ¥ foreign powers, to be in the category of
part F foreign power, ' :

Now, that pretty well says if. .

Senator Case. Doos that “more substantial” part have any-meaning
iike more than half? :

"The Crzarrazan. It could be less than half and more than a few,

Senator Case. You mean like two is & group now?

The Cramyan. Well, it would depend on the size of the group. If
the gronp is four, then two would be substantial. Tf the group wus 400,
2 wouldn’t be substantial.

Senator Casn. If the group was three, one wounld be substantial.

The Cmamrmax. That is probably accurate. What we ave frying to
do 15 if an incidental American is involved, we are not as concernad as
if there are———

Senafor Cass. I it is 1 against 99, that would be insnbstantial?

The Criamemax. That would be insubstantial.

Senator Cass. Tnsubstantial; OK.

The Cramman, Is there further discussion of fve? Shall we skip on
to six, or move on to six ?

AneNpMENT No. 8

These two amendments make the seven indges members of & sperial court, as
recemmended by the Administrative Office of U.8. Courts, and provide fixed,
stageered ferms for the judges.
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Amendment G-, Page 16, Yne 25, delebe “each of whom'* and subsilitute—'"'who
shall constitute a specia} cour?, each member of which'

Amendment 65 Pape 12, after line 8, add the following-S{(d} Eneh judge
desizuniod nnder this seciion shall so serve for a maximum of seven years and
shail not be eligible for redesignation, provided that the judges first designated
under subsection (a) shall be designated for terma of from one to Sevel ¥ears 50
that one term expires each year, and that judges first dusignuted under sub-
section (b} shall be designated for terms of three, five, and seven yours™

These two amendments are relatively casy to deal with, They make
the seven indges under this bill members of u spucinl court and they
provide fixed, staggered 7 year terms for the judges who are desig-
nated under the bill to issue ovders and hear appeals

Both amendments, lef me say, arv i line with recommendations by

‘the chiaf counsel of the Administrative Office of the U.S. Conrts in
testimony Inst month before the Iouse Intelligence Commitice.

We were advised thnt the original structure flew 1n the face of ull

-decorum as far as the wav.the Administrative Office of the U8, Courts
thought that the thing ought to be done, and I think this smendment
conforing to what is procedurally accurate, and we dow't harm onr
thrust, '

Are there further discussions on six?

Tf not, we will turn to seven,

AMENDPMENT N0, T—CERITFIcATION Reviey PROCEVTRE

Thess two amendrments olarifyv the indpe's authority to review the cortification
that informatlon sought from surveillanee of a U8, person is deemed fo be
forelgn Intellizence, and provide that he may seek additlonal information regard.

ine the basis for such certifieation )
Amendmen! T.a, Page 13, lines 23-24, delete and substibole—" (A} that the

certifying official deems the Isformatlen sought fo be foreign inteiligence

information " .
Amoendment b, Page 17, line 6, add aftor “(B}"—'"and any other inforv.

tion furnished under section 2524 (e}.”

Now, these two amendments cluri{y the jndge’s authority to review
the cortification that information sought from surveillance of a U.S.
person s deemed to be foreign intelligence information, and provide
that he may seek additional information regarding the basis for such
certification,

This has been a canse celebre, really, from the begiuning, to make
eortain that the cortification process was real and had meaning. Under
the bill, as reported by the Judiciary Committee, the certification
procedure requires & high executive officinl o certify “that the infor-
mation sought is forelgm intelligence information.” However, the orig-
il definition of “foreign intellipence information” stated that it
was information deemed essential or necnssary, Now, this would mean
as a matter of pure logic that the only thing being certified was that
the high oficin] deemed the information to be essential or necessary. In
cases of U.S, persons, and Lere agnin, we are talking about U.S. per-
sons, the judge s required to reviow the certifieation to insure 1t is
not “clearly erroneous.” TTowever, the way the bill has been worded,
as 2 matter of pure logie, 21l the judge would review is whether an
appropirate official deemed the information fo he necessary or ¢ssen-
tial, and not whether that determination itself ig clearly erronecus
The first part of this amendment makes clear the intent that the judgo
should do the lutter, '
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Tt should go more than to make sure that the matter was deemed,
which is relatively easy and simple to prove, but he should also go
to the basic kinds of information that were sought.

The second part of the amendment follows up on a proposal made
by our distingunished colleagne from North Carolina, Senator Morgan,
in the public hearings, where he asked the Attorney General {o make
sure the judge can get more information if he needs it to review the
certification. It doesn’t do much good to say that we are going to permit
vou to review the certification and then mnot give authority to get
information necessary fo make the reviewing,

Is there discussion on amendment 72

[Pause. ] .

Senator Case. Mr. Chairman, T think some little development of the
report for this amendment’s purpose would be desirable,

The Coamsraxn, Well, if the Senator from New Jersey wanis to
propose that amendment, the chair and others, I am sure, will be
prepared fo give it full consideration.

Im sorry, the report? Fine.

1 was thinking about 8 here,

AxenoMENT No. §&-80-BDay Eszounive REvIEW oF ForeEeN Powss SUBVEILLANCE

This amendment reguires $0-day review within the Executive branch for sur
veillances of so-called “officinl” foreign powers {parts A-C of the foreign power
definition}, which may last & year before renewal by the indge. This eonforms
with eurrent sdministration procedures governing sueh surveillances. Withonut
thig amendment, the sdminigtration intends to review these surveillances only
ande 4 feay.

Page 19, iline 17, 8dd after “jess"—“provided that the Atforney (General and
the certifving officinl or cofiieinls shall review ihe certification at lesst every
minety Gays.”

I have given that a lot of thought, and here again, it is a delicate
balance fo make sure that meaningful review occurs, that if we make
this review occur at too frequent an interval, the tendency I think is
going to be to make the review more superficial, so I am not going to
mitlate this. If someone else wants to they may. The fact of the matter
is that the Executive branch now provides this 90-day review without
legal requirement that they do so.

To be perfectly honest with yon all, we have been advised that if
we pass & law requiring a lesser review, they are going to make a lesser
review. I am going to suggest that we require a review of this kind of
partienlarty annually so we will not prrsue the 80-day review with the
understanding that elsewhere in the bill they are required to review
and report to us every 6 months,

Senator Case. We can say thas, too, if yon want, in the report.

The Cramsiaw, The 6 months will he a matter of law, I mean, they
have to review not only in-house, but they have fo review In-house
and then report to us every 8 months, and here again it is the balance
of how much detail and how much of a review you are going to require
to geb the job done without requiring so mach that it hecomes 3 matter
of rote not involving any thought process. That is what concerns me
abont the 90 days provision.

Now, T don’t intend to say more. We may pursue this now or later,
and if anybody wants to offer it, they may.

On amendment 9 we are talking about compiiance with the minimiza-
tion procedures. '
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AMBNDMERT No. D—COMPLIANCE WirH MiNiMIzaTioN DROCEDTRESR

Those wo auendments make clesr the judge's nuthority to review compliance
with the minimization procedures, and provide thut informution may only be
used in sccordanee with such procedures, ) _

Amendment O-¢. Page 26, Hne 2, udd the following—¥At the end of the period
of Bime for which an electronic surveillanea 1s upproved by an order or an exicw-
sion fsened under Lhis section, the judge oy assess eompliance with the iT3 I
mization procedures required by this chapter” . _

Amendment 55, Page 21, Yne 22, add after {§)—"and io aceorduncs with the
minimization procedures required by this chapter”

The two parts of this amendment make clear the judge's authority
to review compliance with the minimization procedures, and provide
that information about U.8. persons inuy only be nsed in accordance
with these procedures, _ :

It just seems to me that we are talking about one of the most impor-
tant aspects of this bill You talk about how yon collect, what yon ol
leet, snd against whom do you collect, but the really critical question
is whut do you do with that information when you get it. So this is
an important aren,

As to the first part of this mmendment, it has been suggested that the
judge already has implicit authority fo review compliance with all
aspects of his order. However, it is useful in this case to spell out hig
anthority expheitly so that the executive branch will huve no doubt,
and will not be able to question, thut a jndge may review the manner
in which information about U.S. persous is being handled, _

The second part clarifies another ambiguity. The section of the bill
on “Tlse of Information’’ says, on page 21 at lines 17 to 22, that In-
formation concerning 1.8, persons mav be used and disclosed by Fed-
eral officinls without the person's consent. “only for purposes spocified
in section 9521 (b) (8} (A} through (F).” That reference is to the “pur-
poses” set forth in the definition of “minimization procediyres.” How-
aver, this is not the same thing as saying that the information must be
nsed “in sccordance with minimization procedurest 1 think this
amendment tends to clarify that, and thus T recomimend it to you,

‘The matter has been pretty well resolved with the exception that
those who feel that the word “shall" instead of “may™ should be used,
as is contamned In the amendment. .

Is there further discussion?

We will move on to 10, the disnpproved emorgoasey surveillance,

Asexoext No, 10--Thsarrpoven Bargonsey Susveniancs

This amendment further restricts the use of Information abeut T.8. persons
acquired from an emergency surveillance that a judge later disapproves.
 Page 21, line 13, add after “thervof —'; and no icformation eoncerning any
United ‘Btates person sequired from sueh surveillance shall subsequently be used
or diselosed In any ofher munner by Federa! officers or employees without the
consent of such person, except with the approval of the Attorney General where
;k;gsézt:?rmatmn fngdicates a threat of depth or serious bodily harm to any

. This amendment, of conrse, amends the restriction on using informa-
tion acquired from an emergenay surveillance that a jndge later dis-
approved, In other words, something happens guickly, you go ont and
act on the emergeucy provisions, and later on you find out that that
action was wrong, As currently written on page 21, lines 4 through
13, the restriction says only thut information acquired from such dis-
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approved emergency surveillance may not be used in legal proceed.-
ings, It does not cover the use of information for other purposes,

What this amendment would do is to say OK, we recoghlze emer-
:gency situations. You malke a good faith efiort to do what is right, It
-conforms to the emergency provisions, but in the final analysis you find
out that you acted wrongly under the emergency provisions; you
should be unable to use this information in any way, not just say you
can’t use it in a court of law.

Isthere further discussion there?

Jet’s move on {o amendment 11,

AseNpMERT No. $1—CLARIFICATION OF PRuTEIAL NoTicE REQUIREMERT

This is a technical ehange to conform wits the Judiciary Commitiee amend.
ment, appearing on page 22, lines 1516, which applies the prefrial requirement
of notice fo & court to state and loesl proceedings.

Page 22, line 12, 8dd after “Government”— of the United Stafes, of a State,
or a political subdivision {hereof™, .

This is really a technical change to conform with the Judiciary
Committee amendment that appears on page 22, lines 15 through
16. Tt applies the reqnirement of pretrial notice to & court of any antic-
ipated use of the fruits of surveillance to State and local proceedings,
which the Judiciary Committee chose to cover. '

In other words, we are not just talking about Federal notice or Fed-
eral provisions or political sabdivisions thereof, We are talking about
State or political subdivisions,

Is there further discussion

AMENIMENT No. 12-—Tsn o UNINTENTIONALLY ACQUIRED Private DoMBESTIO
Ranio COMMUNICATIONS :

This amendment is needed becanse part {0} of the electronic survelllance defi-
nitlon covers omnly the “intentiongl acquisition” of private domestie radio com-
munications. Such communications may inciude talephone calls transmitied by
radio-mierowave. This amendiuent restricts the esploitation of such eommuinica-
tions, if they are acguired “nnintentionaliy.” .

Page 26, add after line 34— . :

“{g) In circumstances involving the uniniantisnal acquisition, by an elee
tronie, mechanies!, or ofher surveillance devlee of the contents of any radio
communication, under ¢ircumstances in which a person has a reasonable expee-
tation of privacy and a warrant would be required for law enforcement purpeses,
and where both the sender and all intended recipients are located within the
United States, such confents shali be destroyed upoen recsgnition, except with
the approval of the Attorney General where the contemis indicate a threst of
death or serleus bodily harm to any person.” :

Amendment 19, here we are talking about private domestic radio
communications that are unintentionally acquired, and this amend-
mens adds a new snbsection (g) to the section on “Useof Information.”
Tt would be inserted on page 26, after line 14. The amendment 15 needed
becavse part (C) of the definition of “electronic surveillance,” begin-
ning on page 7 at line 10, covers only the “intentional aequisition” of
the contents of private doniestic radio communications, Such commau-
nications may include telephone calls transmitted-well, could con-
ceivably include communications such as the telephone calls that ave
transmitted by radiomicrowave, CB band transmissions, and the like.

Concern has been expressed by witnesses before the committee that
this could be a maior loophole in the biil. Unless the use of such “an-
intentionally- acquired” phone- calls -is-restricted; there-would be-a -
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pofentinl sbuse if the Executive branch adopted a vacuum cleaner
approach for acquiring these kinds of domestic communications, with-
out intentionally targeting any particnlar communieation.

The amendment closes this possible loophole by restricting the use
of any infonuation acquired this way, If the Government uninten-
tionally acquires through the nse of any surveillance device the con-
tents of a private domestic radio communication, where all the parties
are loeated in the United States. these contents mnst be destroyed upon
recognition. The only exception is with the Attorney General's ap-
proval wlhere the contents indicate a threat of death or sertous hodily
harm to any person.

Is there further discussion on 12%

Let's turn to 13, then, if you please.

Senator Casr. My, Chairman, can I ask a very clementary guestion?

The Cramsan. The guestion just asked was in that same eategory,

Senator Casr. Back on page 21 of our draft bill, at section 2526, the
“I¥se of Information,” this is just o matter, perhaps 1 don’t get the
significance of the langnage. It says under (2}: #Informution con-
cerning U.S. persons acquired from an selectronic surveillance con-
dneted pursnant to this chapter may be used and disclosed by Federal
officers and emplovees withont the consent of the U.S. person only
for purposes specified in” these subdivisions, and the amendment. i
proposed, of course for the minimization procedures, “or for the au-
forcement of the criminal Jaw if its use ontweighs the possible barm."

How can use outweigh? Mavbe there is an explanation?

Mr. Euner. This change was made at the request of the Jnstice
Department in the original bill last vear becanse they are conceimed
to indicate that within the Executive branch, there must be delibera-
tion us to whether or not the possibility of disclosure of information
in law enforcement proceedings, in legal proceedings, would pose a
risk to the national security brcause of the sensitivity of the means by
which that information was collected. Tt might, in other words, com-
promise # technique that is being used to collect that, information.”
Therefore, this provision which is addressed not to the court, but
rather to the execntive officials who are implementing this bill, is one
which requires a deliberative process. '

Our report language and the Judiciary Committee report langunage
previously says-that the Attorney General should be involved in this
daliberation at all times. However, ke would not have the final say 48
to whether the use of the information outweighed its risks to national
security. The final say would always be with the Prosident, in weigh--
ing the law enforeement need over and against the risk of COMNTOMIS-
ing a very valuable technique if we should nse the information in court
for law enforcement purposes. ' '

That is my nnderstanding of the intent of this provision. :

Senator Case. 'Well; T just wondered if we conldn’t get. a little bet-
ter language, if the need for it, or its value, something of that kind,
becanse if its use, its nse can't cutweigh, if yon see what T mean, .

Mr. Eraarr. T will take that up with the Justice Department.

. Senator Case. If you would, I think that would make it.a little more
ciear. '

Mr, Errr. T will take that/up with the Justice Department.
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* Senator Case. Mr. Chairman, I appreciate your permitiing me to
nitpick, but it dees seem to me we ought to have it as secure as possible.”
The CEammax. A good point.

AMENDMENT NO. 18-—ConeRESSIONAL OVERSIGHT

This amendment insures that the Yotelligence Committeas are kept fully and
currently informed. All buf the first sentence paraliels the similar provisions in
the earlier bili reported in 1976, :

Page 26, after line 24, add the foliowing—

- “§ 2588, Congressional Oversight

{a} On n guarieriy basis the Afforney General shali fully inform the IHouse
Permanent Select Commitiee on Intelligence and the Senafe Seleet Commitzee
on Intelligence concerning all elecironic surveillance under this ehapier. Nothing
in this chapter shall be deemed fo limit the authority and responsibilify ef those
committees fe obtain suach additional information as they may need to carsy out
their respective functions and duties.” _ o

Baek on 18, L am going to ask unanimous consent to change the word-
ing, so that instead of “on a quarterly basis,” T am going to suggest we
put that on a semisnnual basis, _ :

Now, what we are {alking about is the very critical, important over-
sight function, and we have two. basic questions. One is how often
should the oversight process take place? In other words, how big a
burden are we placing on the Justice Department and the Attorney
General. And two, how detailed must that report be, and as far as I
am concerned, T am prepared to say do it semiannually, but do it fully,
The Justice Department might not want the word “fully” in there,
not because they ave unprepared to give ns information that we might
ultimately feel that sve need, but that they are concerned that on its
face that might mean that every time they are to report, they, under
the oversight provisions, they have to bring a truck up to the commit-
tee door; and -I think we can in the report langnage point out that-
“fally™ is designed to require that the Atforney Genera} and the Justice
Department give us all the information that is necessary to give us a.
complete picture, an accurate and honest picture of what, is going on,.
and then “fully” comes in to give us the opportunity in-the event we
have questions, to be able to seek additional information and elaborate
further on the information that is given to us by the Justice Depart-
ment, . ' oo . .

T think this oversight provision is eritical, and for us to give the
appearance to the public that we don’t want to be fully britafetjg I think
is conveying the wrong impression. T don’t think it is'good for us,-and
in the final analysis, T don’t think it is good for the Attorney General,
and I would hope that we could reconcile the differences there in.the
amendment-where the committee agrees that it is not necessary every
90 days to have the people march up here and give us oversight, that
they can do that twice a-year, and in the process, we want to have the
ogpormnity to. get other information beyond what might be in the
additional reporting. : Lo SR .

1 would hope that our staff could work with the Justice Department
and find whatever language is necessary and -put it in the report to
accomplish in-more suceinct manner than I have just sceomplished,
deseribing what T would like'to see be the thrust of this, .

Benator Case. T wonder, Mr. Chairman; whether the quarterly or
semiannual-or anything else specificity is the proper thing as epposed
to “shali keep this commitiee currently informed,” '
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The Crarmaray, We are lalking about—1 think we may be talking
about different things, '

Senator Case, T ain not sure that L am not. .

The Crratmaxn, Well, it is a reasonuble question because the mission
hefore us, we have so many irons in the fire here it is difficult for me
{o keep them all straightened ont. _

Here we are talking ubout the regimaented kind of oversight that
must tuke place under this electronle surveiliance bill Pursuant to
this statute

Senator Case. Right, '

The Craapaax. 1t dovs not go to the responsibility that the Govern-
mont has, various agencies have, to uotify us instantly on the occur-
renee of cortain other kinds of netivities, .

Senator Casy, Covert activities. I understand. But 1 just wonder
whether—ithis would seem to relax with respect to surveiliance, elec-
tromie surveillance, the other standards which applied to all major
activities which might well include, it might very well involve ov con-
sist of eleckronic survelliance.

The Cuamsax, If the kind of activity invelved here involve the
kinds of sensitive things that could prove embnrrassing and could get
our country in trouble, they are required under Senute Resolution 400
(o report i to us _

Senator Case T would be very huppy to leave it quarterly in here
if we could put in, you know, eur infention uol o negate—-

The Caairsas. Well, why don’t we put that in there hecanse we
certainly den’t want to negate those provisions, but if we have o fall
and complete overview every § months of what is uctively going on,
wo could get & feel for what the problom is generally and whether the
statutn is beihg enforced, whether it goes too fur, not far enough, but. .
in addition to thut, yon have something that conforms to every dotand .
every title in this law, that is going to have the effect to blow the lid
off of something particulurly sensitive, we want to be advised of that.

And of course, a8 you know, both the Justice Department and the
CIA and the other intelBgence ugencies have, I think have been very
good to let us have this information, L

Qemator Casy 1 am. not eriticizing our relationship with them cur-
Tently at all ' '

The Crearyrax And T think frankly, some of the mther spirited
opposition to the way this provision i3 worded was not directed at
their unwillingness to do'it, beesuse they are doing it now absent any
requirement, but they hated to write that a1l down theraand put them-
selves into a stralghtincket, and T would haston to say, T think most al
this opposition has distppeared now, I think we are fairly elose here
to resolving this in a good mannen :

Haruawar Asmpsovexr a8 CoNQBESSIONAL OVERSIGHT

Beation 2528, Congressional Ouergight
(a} On & quarterly basis the Attorney General shall fully inform the House
Pormanent Seleet Committre on Inteiligence and the Senate Select Committee on
Iutelligenee concerning all elecironle surveiliance under this chupter, Nething
- in this chapler shall be deemed to Lmit the authority and responsibilify of those
committeed to obiain such edditienal information as-they muy heed to darry out
thelr respeetive funcetions and dutles..
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{b) On or before one year after the effective date of this chapter, and on the
same day each year thereafter, the Belect Committee on Inteliigence of the Umtc_d
States Senate shali report to the Senafe concerning the implementation of this
chapter. 8aid reports shail include but not he limited fo an analysis and recom-
nmendations concerning whether tiis chapter should be (1) amended, {2} re-
peaied, or {3) pernitied fo eontinue In eifect without amendment, . ]

(¢} In the event the Helect Comuniitee on Intelligence of the Unifed States
Senate shall report that this ehapter should be amended or repealed, it shail re-
pori out legisintion embodying its recommendations within thirty calendar days,
unless the Menate shali otherwise determing by yeas and naye. :

(d) Any legislation so reported shali become the pending business of the Sen.
ate with time for debate equauliy civided between the proporents and opponenis
#nd shall be voted on within thirty calendar days thereaffer, uniess the Senate
shall otherwise determine by yeas and nays, :

(e} Such legislation passed by the Senate shall be referred to the appropriate
committee of the other House and shali be reported out by sueh committee to-
gether with its recommendations within thirty ealendar days andg shall there-
upon become the pending business of such House and shall be voted upon within
three calendar days, uuless such Fouse shall ofherwise determine hy yeas and -
BayE.

(£} In the case of any disagreement between the two Houges of Congress with -
respect to such legislation passed by both Huouses, conferces shall be promptly
appointed and. the comnitice of conference shali make and file a report with re-
spect to such legislation within seven calendar days afler the legisiation iz re-
ferred to the committee of cenference, Notwithstarding any rule in either House
eoncerning the printing of conference reports in the record or eoncerning sny
delay tu the consideration of such reports, such reports shall be acted on by both
Houses not later than seven calendar days after the conference report ig filed,
In the event the conferees are unable to agree within three calendar days they
shail report to their respective Houses in disagresment,

Senator Hathaway’s amendment on oversight, I think, is good to in-
clude here. This is another provision contained in that 1976 version of
the bill. As you may recall, that provision requires that this commitiee
report each year to the Senate concerning the implementation of the
bill, including any necessary amendments, and i requires that any
amendment proposed by the committee be considerec promptly.

I guess that what it means is that we are going to require the various
intelligence agencies to participate in the oversight process with us,
Waeare going to require us to participate in the oversight process with
the Senate, Tt is the same as last year. .

1 think that is a good amendment, .

I-hope that we will have further diseussion of it.

AMENDMENT No. 14—Bars S¥sreM Live CHEORS

This amendment is proposed by the administration and restricts the practice
of the Bell System to inform customers who request & lne check whether or
not.there isa-tap on their Hne, : - . : .

Page 29, line 17, add after “2520,"“No communication common eqrrier or
officer, employee, or agent thereof shall Giseloze the existence of any interception
under this chapter or electronie surveiliance, s defined In chapter 120, with re-
spect to which the common carrier has been farnished sither an order or certi-
fieafion under this subparagraph, except as may otherwise be lawfuliy ordered.”

Fourteen deals with telephone line checks, and basically it is urged by
the administration and would restrict the practice of the Bell System
to inform customers who request o line cheek whether or not there is
atapontheir ine. ’ . R

In essence, no communication common earrier or employee-thereof
shall disclose the existence of-any wiretap under this bill'if thecom- -
mon carrier hag received a court order or emergency’ cortification for:

~the wiretap; unless othierwise lawfilly ordered.
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T think that is all right. We will go along with that. Is there any
further disenssion on that? If nol, now, 15,

AMESDMERT No, Hy-Teerive ang DErersive "Swikes”

These two amendments ensare that testing and defensive “sweeps™ must be
cinzducted under procedures approved by the Aftovney Goeusenl smi thet defon
sive “sweeps,” ke testing way uol be Lurgeied agulnst g puriiouiar .8 person
withont his congent. . .

Amendment {5-0. Page 30, line 8, add after "duiy""under provedures ap
preved by the Atterney Generai' .

Amoendment 153 Page 31, Hag 2, add ufier “provided —that no mvtieviar
Enited Sates person sbhall be intentionully largefed for stieh pirposes withou!
his consent,". )

Thiz amendment discusses sweeping devices, This antends the provi
sions of the bill, appearing on pages 30 to 31, that excludes from the
requirements of the bl any electroma survatliance for testing purposes
or to conducl delensive sweeps Lo detoct Moegnl survelllance devices,

The frst part requires thut such testing und defonsive swoeeps be
conducted under procedures approved by the Attorney Genernl It is
glready admimstration policy nnder Exeentive Order 12036 on mtel-
Hgenee netivitivs,

The second part of the amendment applies to dofonsive sweepy, {he
safegnard added by the Judiciary Committee to the testing provision,
This safegmard provides that no particular U8 person shall be inten-
tionally targeted without his consent,

Agan I think that Is just sort of a housckeeping amendment, but 1%
dovs deal with one very small possibility of abuse.

Isthere discussion on that?t

Tf not. we will go to mmendinent 18 about overseas survelllance
excoplions. :

AMENDMENT NO. 16—CLARIFICATION OF OVERSEAR SURFFILLANCE FXEMPrIoN

This amendment {s proposed by the administration and ensures that the bill
does not affeet” N8A's guthorily fo scquire forelen intelligense from either fn
ternationnl or forelgn commmicationy, except for the targeting of U8 persons
whoare in the United Btates covered by this bilL

Page 31, line 13, add after “International”— ‘or foreign™.

T bave mixed feeling on this, but my feeling s that it is important
for us to move forward on this bill and it does not deny ns the op-
portunity to move forward in this aren independently, an opportunity -
which T hope we will take advantage of,

I think this amendment helps give us the kind of support we need’
for a bill that is & pretty important piece of legislation.

This amends the provision of the gi%] there on page 31 at lines 9
throngh 14 that says that nothing contsined in this bill or in the
Communications Act of 1934 shall be deemed to uiflect the acquisition
by the U.8. Government of foreign intelligence information from
international communications by mesns other than “electromie sui-
veillance” ag defined i this bill : NS

The administralion urges that this be clarified to incinde both
international and foreign communieations. This change makes no sub-
stantive diffoerence in the bill, but it does reassure primarily the Na.
tiona]l Seaurity Agency that its foreign activities are not restricted

by this bilk

B4-028—T8—14
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Is there further discussion? If not, 17, if anyone wants to take
that up on their own, we will listen and consider it carefully. 1 frankly
don’t plan to offer it at this time, thinking that any foreign person
who is an agent of a foreign power is significantly distinct from a
citizen of this country that the constitutional prohibition from dis-
crimination does not apply.

AMENDMENT NO. 1T-CIvIL STITs 87 FoREION VISITGRS

Phis amendment provides that the civil remedies of the biil are avaiiable
to foreign visitors who are not officers or employees of g foreign power, ag was
ke caze nnder the earlier Dili reporied in 1876, As currently drafted, the bil
Jenies civil remedies to certain foreign visitors who aze agents of a foreign power.

Page 32, Hine 23, add after {A}—(i}.

Shall we go back to 3 and 4, do we have time?

Senator Cass. Well, I'm sorry. I thought we were going to take these
up again. .

The Cratraax. All right. Well, fine, why don'’t we leave 1t for the
purposes of the public record for people who may be interested.

" Senator Case. And I would like to put in & comment that Mr, Le-
yine makes at this point in the record. I hate to leave, but now T have
stayed too long.

The Cramaean, Well, T understand.

Senator Case. I am terribly interested.

The Cruammay. Well, if you have no objection, I will ask that the
deseription of amendments 3 and 4, which are closely related, be made
a matter of the record, and that the product there will be disserninated
to anyone who is interested in looking at fhem. N :

Senator Case, You are very kind and T appreciate it.

["The informatian referred to follows:]

 AMENOMENT - No. 83— Foretex InteLiienncy INFoRMATION'

"he definition of “foreign intelligence information” provides fhe standard for
Fxecutive branch ecertifieation thaf each surveillanee Is required. Thiy amend-
ment changes that definition so that it remains strict for Information about “U.8,
persong,” but is lower for information about foreign powers and foreign persons,
Tn the shsence of this amendment, there 1s a danger that the protections for ULE,
persons wonid. be watered down in order 1o serve the purpose of justifying
surveillance of foreign powers and foreign persons. A '

“he amendment also drops the distinction - beiween “necessary” and “es-
sential” in the standard for information eoncerning U.S8. persons. The differences
between the two ferms are only marginal, and using a single term bas advantages
of clarity and consisteney. .

Information conecerning U.S. persons ig “foreign. infelligence information' if
it is neeessary to the national defense or security, to the suecessful coriduet of
forelgn affairs, or to the ability to protect against grave hostile acts, sabotage,
terrorism, or clandestine inteiligence activities. . .

Information eoncerning foreign powers and forelgn persons ig “foreign in-
teliigence information’ 3£ it relates to those interests.

Consideration was given 1o a standard of “lmporiant,” rather than “relates
te,” for the more nebulons national defense, national security, and foreign
afairs Inferests. We studied this matter very carefully, becaitse we do not want
to impose a standard that 15 go strict that Exeentive officials canrot honestiy
cortify that entirely proper and appropritte activities are conducted to preduce
“forefgn. intelfigence :information,”. o5 defined here ¥or. example, we realized-
that information is sometimes sought because it might becomerimportant if a
erigis arises in the fufure. But there might be z deubt, or someone might raise
& question, as to whether the information meeis the “lmportant’ standard.

‘ Therefore, we coneinded that the “relates to” standard is better where the i+~
formation concerns foreign powers.
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Sigpifleant safeguards still reinain, First of ail, the information must pertain
to a "faoreign power or foreign territory.” It cannot simply be information
aBout a foreign individuyal who is visiting the United States. Moreover, in the
forelgn affairs area, the information must relate to “ilic snceessful eonduct of
the foreign affrirg of the United States.” As for the term “nationsal defense or
the security of the Nation,” the subjoet matter should clearly involve military
concerns. (therwise, the catch-all ferm “national securlty" could mean just
ahout anything the Executive branch wanted it to mean,

With these safeguards in mind, then, the Committee can adspt a “reiates to”
standard without autborizing improper international conduct or improper treat.
ment of foreign perseus who come to the United States, The Committee's over-
sight authority is, of course, another very valuable check,

AMESDAMEST No. $—DEFINITION oF “AINIMIZATION PROCEDURES"

‘The first part of this amendment is & minor technical style change. The
second parf replaces that part of the defidition of “minimization procednres,”
on page 9 at lines 3-22, which was added by this Cominittee to the earlier
version of the blil in 1976,

The minimization procedures are a vital prrt of the bill, because they repulate
the acquisition. retention, and dissemination of information about U0.%. persons
who are not the authorized targets of surveillunce. For exampic, an entlrely
innocent TS5, person might use a telephone that is tapped to target somecne
else. Or an American might tulk on the phone to 5 foreign offictal who is under
survelilines. .

The procedures also protect Americans who are not partles to a conversation,
or communleailon, but who are referred to in the communieation.

The minimization procedures must be tight enouygh to prevent nbuses, but not
50 complex as to be Impossibie {o administer. We have found that the pro-
cedures developed in 1976 wanld, in some cases, be too compiexr to administer,
This Is the case with the procedures dealing with foreign-controited entities, at
tines 8-22, It may also be the case with the Iimits on how information is retained.

Therefore, the amendment concenirates on the main problem—the disseming-
tion of information—where abuses ure most iikely fo sceur. Tt Also foctses on
thiose types of Information which are the hardest to pin down conereteiy—that
ls, information which relates solely fo the national defense or seanrity and the
condnet' of forslgn affairs. :

The amendment requires procedures whiek are reasonably designed to insure
that such informatiou is nol disseminated in 4 manpner which identifies a2 U.8.
person,” without that person’s consent. unless the person's identily is necessary .
to understund or assess the importance of information with respect to a forelgn
power or foreign territory.. . . . e

The phrase “with respect fo a foreign power or foreipn territory" comes from
the definition of 'foreign intciligence Information.” The words “necessary to
understand” mean thay the U.8, person’s identity s needed to mmke the informa-.
tion inteltigihle. Bf the information can be understood witheut identiffing the
0.8, person, it should be disseminsted that way, However, sometitnes it might
be impossible or diffieult to make scnse out of the information without the .8
persony’ identity. For exaomple, to take an obvious cvase, if the Inessagn Says a
foreign government official is arriving in this ¢ountry &t a partienlir time and
place, it wonld be necessary. to-identify the airline he iz.arriving on. The airiifie
company falls in the definition of "U.8. person,” becayse it {s a U8 corporstion
substantially made ub of U8, citizens. i

'This example aiso shows why it is not appropriate to adopt the same standard
as the “foreign intellizence informatlon” definition, becanse it wonld be hard
to establish’ that this information is “necessary to the national defense or the
vecurity of the Nation'* or “necessary fo the successful conduct of the foreign
affairs of the United States.” Instead, it is nseful information that would be
entirely proper to disseminate. '

On the other hand, if the information concerns & phone eonversaton betwoen
a U.B. Senator and an Ambassador, the information cosid always (or perhaps
I shoyld, say almoest-always) be-understood by deleting the Senators identity.

" The other standrd for dissemination isthat the 118, person's identity must be
becesénty to 'ussess the importance” of information with respeet to a foreign
power. By "importance! we mean important in terms of the inferesis set out in
the definitioh of “foreign intelligence information.” For examypie, if a forsign coun-
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try ig negotisting with an American business firm to purchise nuclear materials,
it might be impertant to the national defonse or security (in a military sense}..
or to the sueeessfnl conduet of the Government’s non-profiferation policy, to know
the identity of the business Srm invoived. That might be the only way the State
Department could delermine whether a deal is Bkely to be made. On the other
hand, the information may turn ont net to be important, The guestion under
the Bill is whether the ldentity of a 1.8, business firm or bnsinessman is needed
to assess that importance.

Of course, none of these are hard-und.fast lines. What the bill requires Is
careful deliberation by responsible officials in the Executive branch. The court
is alsg there to monitor eompiiance with the minimization procedures, in order
to defer abuses. There are going to have te he judgment calis, and that is why
the bill says the procedures must be “reasenably designed” o limit dissemination
ungder these standards,

CAasE AMERDMENT— Uniren SraTES PeRson"” IHMFINTIION .

This amends the definition of “United Siates person,” which now inciudes
corporationg or associations having s substantis! nomber of mmembers who are
U.8, citizens or perinanent resident allens, unless sach corporation or association.
isu “foreign'power.”

There is 8 problem with this exception, because {t means that groups substen
tialiy composed of U.8. cilizens or resident aliens do not have the same
protections as U.B. persons, if they are atleged to be covertly directed and con-
trolied by 4 foreign government under part (') of the “foreign power' detinifion.

Part (K} of the “foreign power” definition includes any “entity” thut is directed.
and eontrolied by a foreign power, even if the enblty is substantially composed
of citizens, Rhere is concern that this might be used a8 g way fo by-pass the
eriminal gtandard for surveiliance of individual Americans, by tapping instead
the group they belong to.

However, if such entities substantially composed of Americgns are “United
Bintes persons,” then the judge must review the certification that the surveiliance
is pecessary or essentizl, and ihe minimization procedures apply. These added
safeguards should prevent shuse,

Fherefore, this amendment providey that corporations or associntions having
a substantial number of members who are citizens or regident aliens cannot be
exciuded from “HL8. persoa” protections if they are alleged to be part {F)
foreign powers.

The Cramraan. Well, find a day that we can all be here next week,
and resolve this, and T will ask the staff to find out when that day is
and to advise me how much additional time we are going to need,
because we are t&ikzn% about not only considering it but getting the
report prepared. And I know you fellows are working 48 hours a day
and you have had enough of it this week.

right. : ' '

Mr. Levine, do you have anythin Ng to add to our deliberations as a
surrogate for our colleague from New Jersey? Will you do that for
the record?

“Mr. Luvine. So long as the record shows that the Senator from New
Jersey does have an amendmant in addition to the amendments that
were passed out,

The Cmammax. T am aware of the Senator’s amendment and will
consider it carefully.

Al right, Iet me again say to 2]l who.are here, ﬁrst to our staff
who has Iabored diligently, T think has done a yeoman job of resolv-
ing as nearly as we can what appeared some time ago to be irréconcil-
able difference, how much the chairman of the committee is in your
debt, and also to those Erzvate and Executive branch citizens that sre
here, we are in your debt for the efforts you made, not only to inform
us of what the facts and probleniz really ave; but the tolerance which
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I hope will continue in sufficient quantity that we can get thiy bill
through, because it is important. We all know that, And without the
help of the many of you who do not wear an official hat as far as this
commuttes is concerned, we couldn't be close to where we are right
now, which is very close to getting this bill moved ont, and I suggest or
predict that it will pass. Thank you.

{ Whereupon, at 12:33 p.n,, the committes recessed, subject to the
eall of the Chair.]



MONDAY, FEBEUARY 27, 1978

U.5, Bexars,
Srrrer CoMMaITTEE 0N INTELLIGENCE,
W ashington, D.C.

The committee met, pursnant to notice, at 10:25 a.m, in room 318,
Ruscell Senate Office Bilding, Senator Birch Bayh (chairman of the
committee) presiding. L

Prosent: Senators Bayh (presiding), Huddleston, Morgan, Inouye,
Goldwater, Case, Garn, Pearson, Chafee, and Lugar. . :

Also present: William G. -Mif]er, staft director; Farl Eisenhower,
niinoriy connsel; Andrey Hatry, clerk of the commitiee..

The Cuammarn. Gentlemen, while we are walting for a quorum to
come—we have had nine. One of our brethren went to Foreign Rela-
ticns, and he is on his way back here-—we might take just a minute
or two just to disenss a proceduval question, .

Wonld tliere be obhieetion, once we get & quorum to accept a mofion
and vote-on a motion that would report out the bill, as amended, pend-
ing the opportunity te poll the committee members on each amend-
ment that was considered?

Senator Gorowarer. 1 don't see anything wrong with that, My
Chairman, becanse T don't think there is & person here that doesn’t
hiave at least three other committees we conld be at. That procednve is
not unusual This is not a measnre 1hat we are nuacqnainted with, So
1 would move that we proceed on that basis,

" The Crammax, Well, T will hold the vote on that motion i abey-
anee kil one noye live hody walks into the room. '

Senator Gorpwarer. Senator Pearson was here, .

The Cuaunzax. He is on his way back here, He was here and had
1o go to Foreign Relations. )

Senator Garx, Mavbe vou had better just say one more body rather
- than a hve body awaiting 2 quornm. '

The Crrarraeay, Jake, 1f you see any other kind of body walk in the
dogr, et me know, =~ : '

We have about 15 amendments before us this morning that I might
Pput into the fécord, some backgronnd of this bill without bothering
the committes on it becanse you all claim to be aware of it, and we
‘have lived through it together.,

We went over all but two of these amendments last Friday, The
remaining two are amendments 3 aud 4. No. 8 Is a vevised definition
of “foreign intelligencd infornmtion,® No. 4 is the amendment to the
definition of 1nmimization procedures, On this issue, Senator Case
has an alfernative amendment, and the administration has asked vs
to consider a change in the vérsion of amendment No. 4 that we have
before us, It would be a relatively minor change. As far as I know, it is
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accepiable, at least part of it is acceptable, but to put it all on top of
the table, that would be a little different from what we bave had be-
fore us over the weekend.

AN of the other amendments, including No. 8, have been accepted
by the administration, and inasmuch as at least T am one of the prime
movers of those amendments, have been accepted by some of us on this
committee, L .

In some cases they were proposed by the administration. In all
other cases they have been drafted in close consultation with the ad-
ministration, the individual agencies and the private groups who are
congerned about the bill, )

As I said the other day, it would be wrong to suggest that just be-
cause there has been a si%'ning off, an agreement, that all the parties to
the agreement are completely happy. They are not. I think we have
welded together an understanding that in this area it is very diffienlt
to accomplish the goal of national security and the goal of individual
protection without a great deal of tolerance and understanding, and
T will say to the private groups and to the agencies, the publie individ-
uals, representatives of our Government as well as those that are
concerned that our Government do the right thing, Jooking at it from
outside, that there has been a great deal of cooperation, and I want
to thank again all those involveére :

Now, if there is no objection—well, how does the committee care
to proceed ! Do vou want to go down these one at a time again, repeat
the ones we went over the other day, or go to 3 and 4, the ones that
we didn’s go over the other day?

What is the committee’s pleasure?

Senator Garw. Might T just suggest that we start with No. 1 witha
brief explanation, particularly those that we already went ever, and
have a vote on them, and the ones that we did not discuss obviously
will take a little longer.

The Cramman. All right.

That is noet an unusual request. It is & mark of good sense from our
colleague from Utah. :

Why don’t we turn to amendment 1. We have here an explanation
that, has been prepared that goes just a Iittle bit more in detail that T .
worked on over the weekend, and perhaps instead of just reading the
small definition and trying to expand on it, it might save time to just
go into the bit more precise and detailed explanation.

If vou look to amendment 1 there, as we see——now, this is the defini-
tien of “agent of a foreign power” on page 8 at lines 6-19 of the bill, if
vou want to look at this bill. This part of the definition applies only to
persons who are not 1.8, persons, that is, not cifizens or permanent
resident aliens, :

Obviously there are two separate paragraphs. Paragraph (i} desls
with officers or employees of a foreign power, As reported by the Judi-
ciary Committee, this paragraph reads “is an officer or employes of a
foreign power.” The problem with this wording is that it includes
anyone who is employed by his government in his home country, and
visits the United States in a purely private capacity. For example, a
French bus driver technieally is employed by his country, but he visits
this country as a tourist, as a citizen, certsinly he shonld not be in-
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cluded in the provinee of our intelligence gathering mechanism, That
is not the kind of person we intend to caver. _ L

So the wmnendinent substitutes the words “acts in the United States
as an officer or employee of & foreign Eower. " This excludes the tounst
who just happens to fail into the definition of the previous wording.

Now, paragraph (ii) is the standard for surveillance of foreign
visitors who are not acting as officers or employees of a foreign power
in this country. N

1 see a guorum, and my special thanks to the Senator from Kansas
for making two efforts to be with us this morning, and I regret the
incotrveniener £hs has caused him,

Senator Prarson. Thank you, Mr. Chairman.

o right ahead.

The Crararas. Jim, we had the motion made by our distingunished
friend from Arizona that the conumiifee be permitted to consider these
amendments one at a time and to vote on them, and then luve the
commiitee polled and the product of that then be reported out fo
the Senate.

Is there objection to that procedure ¢

The Chair sees none. We will note that the quorum is present and
unanimously supported that vote.

Senator Garx. We appreciate these lame ducks coming arcund to
halp us out.

Senator Prarson, Lame turkey.

‘The Cmamraran, Unless there are objections, the Chair will interpret.
the Senator from Arizona’s motion as a move to report the bill as
amended,

Senator Gonpwater. That's right.

Senator Heporestox. Second.,

The Crammax. Allin favor say aye.

[A chorus of ayes.]

The Cuairvan. Opposed, no.

fNo response.]

The Caarrarax, Thank youn, gentlemen.

Novw, in the sccond paragraph, this is the standard for surveillance
of foreign visitors who are not. acting as officers or employees of a for-
eign power In this country, Under 8. 81987, the earlier version of the
bilt which the committee reported last year, snch foreign visitors were
covered under the same standard that apphes to T1.8. persons. ITow-
ever, S, 1566, as proposed by the administration and reported by the
Judiciary Committee, sets a lower standard for all foreign visitors to
the United States. In my judgment, this lower standard is broader
than necessary to denl with the FBI's very legitimate foreion counter-
mteligence requirements. Therefore we have worked with the FBT
and the Justice Department fo develop a new standard that is taitored
directly to the FBI's requirvinents.

First of all, the person must be acting for or on behalf of a foreign
power which engnges in clandestine intelligenee activities contrary to
the interesis of the United States. Persous acting for such foreign
powers are covered in fwo situutions, '

They are covered when the ecircumstances of their presence in the
Tnited States indicates that they may engage in such activities, that
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is harmful clandestine intelligence activities in the United States. For
example, the FBI may know from past experience that a particalar
foreign power uses a certain class of visitors to this country for car-
Tying out secret intelligence assignments. If & visitor falls in this class,
it is not necessary to show that he actually has an intelligence
assignment.

As good an example as I have found is that our Russian friends seem
to like to use middle-aged Russians who come to this country as stu-
dents but whose backgronnd shows that they have a high degree of
training in certain technical skills. Now, that category that classifica-
tion in the past, has had a very high degree of people who we are able
to prove At into this definition and thus that class would be pavrmitted
under this particular langnage, where the circunistances are suspect.

Visitors acting fof such powers are also covered when they know-
ingly aid or abet any person in the conduct of harmful clandestine
intelligence activities, or when they conspire with any person knowing
that such person is engaged in siich activities.

That aid and abet, standard is always o diffienlt one, but here you
have to do more than aid and abet, yon have to know that the per-
son vou are aiding and abetting is engaged in such activities.

Now, that is perhaps a longer definition than we need, or descrip-
4ion than we need of amendment 1.

Ts there further discussion on that, please, gentlemen?

Senator Gary. I just make a comment, Mr, Chairman, that initially
nnder the first staudard, I thonght that was too restrictive and would
allow the Soviets to specifically use tourists and so on, in fact, would
drive them to use them, but T think {i1) clarifies it and T am willing
‘to accept the amendment. . >

The Crmarraraw. I know you looked at that very carefully, and I
sppreciate your support. o o : :

Senator Craren. May T ask a question, Mr, Chairman?

When you have got that language in there, that he engages m
clandestine intelligence activities contrary to the interests of the
United States, now suppose somebody is frying to gef, blueprints of a
naval ship of ours. It seems to me that is clandestine intelligence aetivi-
ties, but do yon then have to go on and show that it is necessary fo the
interests of the Uuited States? It seems to me the very definition of
clandesting intelligence activities is contrary to the intcrests of the
Tnited States.

Do you have to go prove that it in some manner is contrary to our
juterests? :

The Crairaman, Yes, The touchy problem right there is the lobbying
question, of certain kinds of legitimate lobbying activity should not
be included.

Senator Gany. May T elarify {his, Mr, Chairman?

T think the thing yon have o look at here, the first part of this, it is
the conntry, not the individual we are talking sbout, acts for or on be-
half of a foreign power which engages in clandestine intelligence
aotivities contrary to the interests of the United States. The Soviet
Urnion does that. That is a known fact, So that is establishing that the
country does this, not the individual.

Then the individual; you go to the second part of it, indicates such

poerson may engage in such activities in the United States-and know- .

ingly aids or abets, and so we are talking sbout—we discussed this
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Friday, two different things, That is the country, and that is already
established. There ave lists that
Senator Cumaree. How about France? How about somebody from
France that we catch engaging in—well, from Frauce Is that a coun-
try which engages in clandestine intelligence activities contrary to onr
imnferests? )

Senator Gany. I don't know whether they are on the lst or not.
There is & list of countries that do this, Whether they are on the list,
Tdon't know,

The Cuamyray, 1t would be a factual situation there, Unfortunstely
it is mot an nuusual activity, I suppose, for our friends or for us to
be involved in certain kinds of activity in friendly nations that fail
into this category, bub 16 would have to be the kind of activity de-
seribed here, which it scems to me pretéy well restricts it the way in
which we want o restrict it. You have to be acting for or on behaif
of the intelligence service, and the inferest has to be contrary to the in-
‘terests of the United States. . o

Seuator Craaree. Well, I thought all of that modified “foreign pow-
21" rather thazn the individual ov his actions.

The Crzamstan, If you go down further and indicate that such per-
son may engage in such activities in the United States, we talk about
‘both the kand of activity and the damage.

Senator Caaree. I sec, OK,

Senator Gary, What you are really saying is that just because sonze-
‘body works for a foreign ‘government and the government fits that
“eontrary to interests,” you can® bug them unlegs they—unless if is
‘indieated that they are participating. '

Senator Huonresron. Yon are going to have to have a little knowl-
edge about the person and why he s here. '

The Caairstax, Well, vou see, I think it isimportant for us to under-
stand that you can always get at these people, foreign visitors, under
the same standard that yon can apply electronic surveillance o Amer-
iean persons. In this particular instance we are lowering the standard
w littie hit, whiclt makes it possible for us to deal with certain kinds
-of people. '

In other words, the cirenmstances are such that yon have a higher
-degree of probability that they are partielpaiing in this kind of ac-
tivity than would normally be the case. John, if I read into your con-
cern_that this would make it—ithis is not sufficientiy strong or is
worded in a way which would make it difieqlt to get to people who are
really damaging, thiz wonld be a lower standard.

Senator Cuares, My concern is that we are making it awfully tough
to get after someone from a foreign—1I regret raising this at this time
because I kiow you gentlemen spent a Iot of time, and 1 haven't, on
this, so I am not going fo raise any other question if T can help it be-
cause you gentlemen puot o lot more e into this than T did,

Senator Houporesrox. One thing, John, it séems to me it lowers the
threshold considerably. For instance, if we know the Soviet Union is
engaged in espionage against our techniecal collection in this country
and all of & sudden they send 2 man over here who is an expert in that
particular feld, that alinost is an indieation thut he 1s here for the
purpose of furthering that collection. Any person whose presence here
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sndicates that he might be here to help ongoing or what we know a
country is doing in this thing. )

Senator Crrarer, OK, T am satisfied, Mr. Chairman,

The Crrameman, You see, we had two. If you had a person who we
know is an officer or an employee of o foreign power, in other words,
we know we are talking about an intelligence agent, then you have no
question, so that part that you were worried about is where you do not
know. This is a person who is not an official, maybe someone that comes
over with a foreign delegation, or the student example where we have
a pretty good idea to believe that in that class of people, more often
than not you are going to have a very high degree of agents. But this
is a lower standard than that directed at U.S. persons, to make it
easier to reach this kind of person than if it was a 1.5, person.

T tell you, if you think it is eonfusing, you have a lot of company.
At least one other member of this committee shares that.

Senator Gary. Well, I think the main point here, though, is 1t may
not be as loose as some people want, but it does reduce the standard
for a foreign visitor from that of an American citizen.

The Cramrman. That's right, that's right. This is a lower stand-
ard than applied to other people, not a higher standard. It is a lower
standard.

Avxe there further comments?

Scnator (Garx. I move approval of amendment No. L.

Senator GorpwateR. Second.

The Crrareaax. Are there objections to the motion to report amend-
ment No. 1?

The Chair hears none.

- We will g0 to smendment No, 2.

This amends the second part of the definition of “agent of a foreign
ower” from page 3 at line 20 to page 4 at line 23, This part of the
efinition applies to any person including a U.8, person. The main

purpose of this amendment is to establish a criminal standard for sur-
veillance of TS, persons,

This in my judgment is the one amendment that was the most dif-
fienlt to work out, yet the most important from the standpoint of how
you halance protecting civil liberties on one hand, versus making it
possible for intelligence forces to function on the other.

Let me just go through a brief description of what we are talking
about here in each paragraph.

Paragraph (1) deals basically with spying. It covers any person who
knowingly engages in clandestine intelligence-gathering activities for
or on behalf of a foreign power, which activities involve or may in-
volve a violation of the eriminal statutes of the United States. This is
a gienificant improvement over the previous noncriminal siandard of
the bill reported out by the Judiciary Committee,

_ Paragranh (i) deals with a more nebulous area, “any other clandes-
tine intelligence activities.” This is basically covert political action
by a foreign intelligence service. The term is so vague, however, that
it conld border on political activities protected by the first amendment.
Therefore, the standard is siricter than for spving in two respects.
First, the person must act pursuant fo the direction of an inteliigence
service or network of a foreign power. Second. the activities must in-

.volve or be about t0 involve a Federal crime, These added safeguards....
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are needed to protect persons who are primarily exercising their first
amendment rights,

We have that—] might point out that Senator Biden's amendment
which has been added to this protects s U.S. person or persons who
are merely cxervising their first amendment vights by providing that
no 118, person may be considered an agent of & foraign power solely
on the basis of activities protected by the first amendment. In other
words, anyone who is invelved in some of the concerns hvolving cer-
tain national groups in this country and how that impael is on foreign
power when they talk to us from ont home and urge us to get mvelved
or write ns letters, that would be antomatically excluded from this
definition,

Senator Huspresrox, That abselves us, Membess of the Sennte, who
are constantly being accused of being agents of foreign powers when
we take certain posiions on certain legisiation.

Yhe Crranuarax. Or people back home who urge ns to take those posi-
tions. I mean, if you are not careful, you vonld get people that are
really exercising first winendment rights enmeshed m this net, and we
don't want that.

The third paragraph deals with sabotage or ferrorism, and frankly,
this turned ont to be the hardest to draff, nol becanse anybody wants
to be casy on sabotage or terrorism, but getting the information avail-
able in a timely fashion so that in addifion to arrcsting someone afier
the fact, you have a reasonable spportnnity to prevent the act from
happening makes it more difficult to deal with,

As proposel by the administration and reported by the Judiciavy
Committee, the standurd is “knowingly engages in activities thai in-
volve or will involxe sabotage or terrorism for or on behalf of a for-
etgn power.” The problem with this standard s that the words “wiil
fnvolve” vequive n high degree of certainty that terrorism will take
place, especially when compared with the “may mnvolve” standard for
spying. Therefore. we have tried to draft a standard that 1§ more real-
istie. The language of the proposed amendment reads, “knowinglv
engages m sahotage or terrorism, or activities whish ave or may be n
preparation thereof, for or on hehalf of a foreign power.”

The term “preparation” does not require evidence of prepavation for
a specific terrorist act, beeause the definition of ferrorism, as yon recall,
speaks of violent acts and means a vange of acts. not. jnst one specific
act, & pattern. So you don’t have to nail it down to one partienlar mel-
dence of violence or sabotage or terrorism.

Preparation nornully means preparation for a specifie kind, which
therefore cansed a problem becanse it conld he too strict mder eertain
civenmstanves. Trn this bill, however, the term “preparafion” wonld
not have its normal nwaning beeanse of the special definition in the
bill as far as tevrorism s concerned, It conld reasonably be interpreted
to cover, for example. providing the means for the commission of acts
of tervorisan rather than one partienlar bombing or the act iteelf,

Paragraph (1v) clndes the aiding or abetting snd comsprracy
standard of the bill, as reported by the Judictary Commitiea. by mak-
ing clear that the person must knowingly aid or abet any perton in
the conduct of the activities described, not merely giding and abet-
ting, but knowing really the consequences of that aiding and abetbng
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Now, gentlemen, that perhaps is a longer cx¥lana.tion than isneeded,
but let me t6ll you, it just skims the surface of the effort that has gone
into that particular amendment.

Senator (farw, Mr. Chalrman, as you well know from over 2 years
of working on this bill, I have been opposed to a criminal standard
because it simply, in my opinion, restricied the intelligence-gathering
agencies from doing what I felt was a legitimate job of foreign
intelligence, ' ) ;

However, despite that objection, I will be able to, I should pat in
the word “reluctantly,” support. {1} on the basis that one word 1s pui
i and that is “may mveolve” a violation. If we did not have the word
“may,” I will be very frank about i, I would do everything 1 could
to delete this section and this amendment, but I ean reluctantly sup-
port it with the word “may” there. o '

On (iii), I don’t object to the word “preparation™ if we do ade-
quately deseribe what you have just done in the report language.

The Ciramman. We must do that.

Senator (Garx. So we do not leave a lot to interpret what the word
“nreparation” nmeans, and have the judges overly restrict that word.

So with that word “preparation” in proper report language, I can
alze support {iil). '

The Cmamman., Well, Senator (Garn has been closely involved as
the ranking member on the Right of Americans Subcommitiee for a
long period of time. As he pointed out~and 1 appreciate his concern
and Fappreciate his willingness to be a part of this process to meld
together those who had differing ideas, “may” I think is an important
part. of that process, plus I will ask stafl 1n structuring this language,
1f there is no obijection, to make certain that Senator Garn is con-
siited with the report language that we srrive at It has got fo tie in
the definition of terrorism there,

Ts there objection to reporting amendment 2¢

1 No response. |

The Crzazrmaw, The Chair hears none,

Amendment 3, this poes to the definition of “foreign intelligence
information.” 1t provides the standard for executive branch certifi-
cation that each surveillance required. This amendment changes that
definition so that it remains striet for information about U.S. persons,
but is lower for informafion about foreign powers and foreign per-
sons. In the absence of this amendment, there is a danger that the pro-
tections for {1.8. nersons would be watered dewn in order te serve the
purpose of justifying surveillance of foreign powers and foreign
persons.

Now, just quickly, we Imow that onr Constitution requires that. for-
eign persons be accorded the same kind of profections as individual
Americans nnless the cirewmstances are sufficiently eritical or distinet
that a reasonable distinction eould be made, and it seems to me that
in this area where we are talking about foreign intelligence and the
protection of the country. that we will not have a constitutional ques-
tion, but I think ont of fairness the committes needs to know that this
is & question that we have considered. '

The amendment also drops the distinction between “necessary” and
“essential” in the standard for information concerning U.S. persons.
Frankly, the differences between the two terms are marginal, perhaps "~



210

negligible, and using a single term has advantages of clarity and
consisteney. :
1f you read that original bill, some was necessary, some was essen-
tigl, back and forth. What we have done is we have just put in, neces-
sary to the national defense or security or the successful conduct of
foreign affairs, or the ubility to protect against grave hostile acts, sabo-
tage, terrorism, or clandestine mntelbigence activities, so 1t reads 1n a
uniform manner. You needed to go back und forth from one scction
to the other to try to figure cut what was necessary and what was cs-
sential, so we are just going to use “necessary™ through there,

Information concerning foreign powers and foreign persons is for-
exgm intelligence informution if it relntes to those iuterests, Now, we
did make that distinction, relates to foreign powers and foreign
PErsons, :

Consideration was given to a standard of “important” vather than
“relates to,” for the more nelndous national defense, nationnl seeniity,
«nd foreign affuirs interests. We studied this matter very curefully
because we G0 not want 4o impose a standard that, is 0 striet that execn-
tive offidials eannot honestly certify that entirely proper and appro-
priafe activities are conducted to produce *foreign intelligence infor-
mation' as defined here. For example, we realized that information is
sometimes sought becanse it might become important if a crisis arises
in the future. But there might be a doubt, or semeone might yuise a
question, s to whether the information meets the inportint stundard
now, as of this moment, when yon have to make the test. Therefore we
concluded that “relates to,” the “relates to® standard is betier where
the information concerns foreign powers, - : .

Significant safeguards still remain, let me hasten fosay, First of all,
the information must pertain to a “forcign power of foreign terri-
tory.” It cannot sinply be information about a-foreion individual who
is visiting the United States, Moreover, in the foreign affairs area,
the information must relate to the snecessful conduaet of the forvign
affairs of the United States, As for the term “national defense or the
security of the Nation,” the subject matter must clearly involve mili-
tary concerns’ Otherwise, the catehul] ferm “national security®’ could
mean jnst about anything the exeentive branch wanted 1t {o mean.

With these safegmards m mind; then, {he comnmiitee can adopt a
“relates to” standard without authorizing improper international con-
dnet or improper treatment of foreign persons who come to the Tinited
States. The committec’s oversight. anthority is, of course, another very
valuable check in this regard. : : :

Seriator Garx, Mr. Chairman, I would just comment briefly here
that this s another amendment, that I have had trouble with becanse
of the definition concerning “foreign® people. The original infent of
this entire legislation was primurily fo protect American citizens,
abd I felt the original draft carried those protections too far to foreign
nutionals and people that could be involved in espionage.

So again, on the basis of setting a lower standard for foreigners
than fer our own citizens, I can support this amendment, -

The Caamscax. Thank you. T

Are there objections toreporting amendment No, 3¢

[ No rosponse. ] '

The Ciamarax, Amendment 4 is a rather—it is not that long an
amendment but it has significant consequences, and we thus perhaps
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ought to take 3 or 4 minutes fo explain it because in my judgment it is
ertical, The first part is a minor technical change. The second part
replaces that part of the definition of “minimization procedures,” on
page 9 at lines 3 to 92, which was added by this committee to the
earlier version of thisbillin 1976.

So let’s just look at it. First of all minimization procedures are 4
vital part of the bill because they regulate the acquisition, retention,
and most importantly, the dissemination of information about U.S.
persons who are not the authorized targets of sarveillance. We are
talking about Americans who are inadvertently swept up into the
intelligence gathering process.

The procedures also protect Americans who are not parties to a con-
versation or communication but who are referred toin the ¢ommunica-
tion, which is an even one step further inadvertent sweeping into the
intelligence collection system.

The minimization procedures must be tight enough to prevent
sbuses, but not so complex as to be impossible to administer. We have
found that the procedures developed n 1976 would, very frankly, in
some cases, be too complex to administer. This is the case where the
procedures dealing with forei gn-controlled entities, at lines through
99. Tt may also be the case with the limits on how information is
retained, '

Therefore, the amendment concentrates on the main problem, the
dissemination of information, where abuses are most Hikely to oceur.
Tt is not just how you get it or what is there, but the person is hart
when that information is disseminated. Tt also focuses on those types
of information which are the hardest to pin down coneretely; that is,
information which relates solely to the national defense or seeurity
and the conduct of foreign affairs.

The amendment requires procedures which are reasonably desigmed
to insure that such information is not disseminated in a manner that
sdentifies a U.8. parson without that person’s consent, nnless the per-
son’s identity is necessary to understand or assess the importance of the
information.

The phrase “with respect fo a foreign power or foreign terrifory”
comes from the definition of “foreign intelligence nformation.” The
words “necessary to understand,” of course, means that the 1.8.
erson’s identity is needed to make the informafion intelligible. If
the information can be understood withont identifying a 1.5, person,
it shonld be disseminated that way. However, sometimes it might ba
impossible or difficult to make sense out of the information without
the U.8. person’s identity. For example, to take an obwions case, if the
message says a foreign government official is arriving in this couniry
at a partienlar time and place, it would be necessary to identify the
airline heisarriving on.

The airline, iri many instanees, under the definitions in this hiil,
world ke a U8, person. This example also shows why it is not appro-
priate to adopt the same standard as the “foreign intelligence infor-
mation” definition, becanse it wonld be hard to establish that {his in-
formation is “necessary to the national defense or the security of the
Nation” or “necessarv to the successfnl conduct of the foreign affairs
of the United States.” Instead, it is ngeful information that would be
- gitively proper to disseminate. - o e e e .
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Other standard for dissemination is that the U.S. person’s identity
must be necessury to assess the lmportonce of information with re-
spect to u foreign power. By “importance™ we mesn important in
terms of the interests set ontan the definition of “foreign intelligence
mformation.” For example, if o foreign country is negotianting with
an Aunevican business finm fo parchuse nuelear materials, it might be
mnportunk to the nutionu] defense or security, in o military sense, or
to the successful conduct of the government's nonproliferntion pohey,
to know the identity of the business firm fnvolved, 'That might be the
only way the State Deparfinent conld determine whether n deal is
likely to be made or not. On the other hand, nfter the investigation
is consummated, the information may tvrn out not to huve bren im-
portant after all, The question under the bill is whether the identity
of a U.S lLusiness fivm or busincssmian 18 needed to assess that
Bmportance,

Of course, none of these are hard and fast lines, What the hill
vequires s eareful deliberation by responsible officials in the Executive
branch, The court is also there to monitor compliance with the mini-
mization procedures, in order to deter nbuses. Thure e going to have
to be judginent ealis, and that s why the bill says the procedures mnst
ba reasonably designed to Hmit dissentnation under these standards,

Now, I would Hke to ask consent that bn addition to the

[ Pause.

The Crarmax. 1 have been advised over the weekend—ihis 1y 2
constant process of trying o keep everybody happy, or af least keep
everybody tn basiness. I suppese §should say-—that the acdministvation
ferls that it would significantly lower thelr procedinad problems as to
the dissemination or lack of authority to dizsenninate it we eonld alse
include ut the end of the amendment with vespect to foreign power or
foreign tervitory the following, “siclinformation is otherwise publicly
gvuilable

“Or¥, “Or such information is otherwise publicly available™ and
then, althongh they would like to have the following, “or such person
is incumbent of any office of the excentive branch of the LS. Govarn-
ment having significant respousibility for the conduct of the T8
defense or foreign poliey,” 1 am about of the opinion that thut eéuld
better be handled in the repovt langnage i w way thut would deal with
the particular problens thut coneerns the adminmstration,

In other words, we would sny thai I thy infonmation is otherwise
publicly available, we would not prolibit its dissemination,

Is there further discussion ubout amendiment 4 and what we are try-
ingr to do the?

N response, |

The Cramaran, I there any objection to adding to that amendinent
the ahanse abont publicly ami?ﬂb}e information?

[ No response.]

The Cratraan. s there objection to seeepting mnendment 47

{No rvesponse. |

The Cramsrax. The (hahe hears no objection,

1 think tha record shorld show that Senator Case would object theve
‘That is in the pachet of information that you huve been given. He had
an amendmant which he discussed the othey day, so the committee is
privy to his rensoning.

i E2E - TH o bR



222

Arpendment 5, This amendment provides that a group substantially
composed of 1.5, eifizens or resident aliens shall have the same pro-
teetion as 11,8, persong, even if they are alleged to be covertly directed
and controlled by a foreign govermuent under part (I') of the “foreign
power” definition,

Tlere again what we arve frying to de is to see that wherever yon have
a gronp or an organization in this counéry that has significant numbers -
of Aimerlcan citlzens within i, that the standard be that of 115, por-
sons so that you provide the kRind of protections that we want to afford
U.8. persons, J

Senator Hepnrxston, Have you pinned down “substantially” yet?

The Crravpwrax, The best we ean do is nebnious, as the Seaator from
Kentucky knows, but the Justice Department 1s willing to report
ianguage that says more than a few and less than a majority.

Yes, Senator Chafee?

Senstor Caares, No, no, : :

The Crairmaw, Is there objection to amendment Neo, 57

[No response.]

'The Cusimeax, (Fentlemen, I have to say, we all know we are deal-
ing with business that is not an exact seience. You get tived of hearing
me say this is not & 2 plns 2 eguals 4 business, If it were, we wouldn’t
have these problems. I appreciate your folerance in helping provide the
fractions,

Amendment No. 6 amends to make the seven judges designated,
to issue orders under the bill, members of a special comt and provide
fixed, staggered 7-year terms for the judges designated under the bil}
to 1ssne orders and to hear appeals, :

Both amendments, frankly, are in line with and really are the result
of concerns expressed by the Chief Counsel of the Administrative
Office of the U.S, Court in testimony cxpressed to the House Intel-
ligence Committee last month, and also In personal disenssions with
our comimittee, This seems to be the forim in which judicial matters
should be struetared., :

Is there objection to amendment 67

i No response. |

‘The Cramuman, The Chair hears none,

Amendment No, 7 goes to the certification review procednres, Per-
haps I should give yon the backgronud a bit niore in detail than that
short summary beeause this is an important matter, These two amend-
ments clarify the judge’s authority to review the certification that
information sought from snrveillance of a {18, person is deemed to
be foreign intelligence information and provide that he may seek addi-
tienal informstion regarding the basis for cortification,

Under the bill as reported by the Judiciary Commitiee, the certifi-
cation (procednre reguires a high executive official to certify, and T
quote, “that the information sought is foreign intelligence mforma-
tion,” However, the original definition of “foreign mtelligence infor-
mation” stated that it was information “deemed” essential or necessary,
This wonld mean, as & matier of pure logic, that the only thing being
certified was that the high official deemed the information to be essen-
tial or neceseary, In cases of 1S, persons, the judge s required to
review the certafication to insure that it is not “clearly erroneous,”



223

However, the way the bill has been worded, as a matter of pure logic,
2l the judge would review is whether an appropriate officiai deemed
the information to be meeessary or essentind, and not whether that
determination itself is clearly erroncous. I'he first purt of this amend.
went makes clear the intent that the judge should do the latter and
review the determination made by the official, not just that ihe
“deemed* be reviewsd,

The second part of this amendment follows up on a proposal made
by Scnator Morgan 1n the public hearings where he asked the Attorney
General to make sire the judge ean get more information if Le needs
1t to review the certification.

In other words, what we want to be reviewnble here is the thonght,
processes and the conclusions that were veached, and if the judge is
not satisfied, to be ble toask the exeentive olticial for more information
to substantiate that executive determination.

Is there further discussion ?

Senater Luaar, Mr. Chalrman, just as o question in veview, there
are only seven judges who will be involved in this procedure, if I
read ths corvectly, and thiee of these. then, form this hourd of review
if there is 0 question raised about the decision of one of the seven.

The Crarseax. That is accurate. '

Senator Crawer. Well, the thiee don't come from the seven, do they

The Coararan. There ave actually 10 altogether, The sevenm—

Senator Lucar. The threo are ontside.

The Crranorax. Is there further dizcnssion

I No response, ]

The Cramyaxn., Is thiere objection ?

Senator Crarse. Oan you go to whomever you choose ?

1s there a rotating——

Fhe Cramyan, Well, the court is given the anthority to establish
that procedire, T think we onght to have some Iangunge in the report
discussing or dealing, if we want, with the rotation Procedmee, if this
does not present us with an administrative prohlem.

That hias heen in the Judiciary Committee report, I think it shonld
be in ours.

Senator Crarpe. What? That they rotate?

The Cuairstan, That they give serions consideration to the rofating
procedire. T don't know what kind of an administrative problem it
erestes, John, If it doesn't, T think that is what it shonld be, so that
yon cunnot have the judge shopping temptation, '

Senator Crarre. This, of course, is in addition to their regular
dulies, isn't it, the district court Judges,

The Creairataxn. That is acenvate,
 Semator Lwear. Mr. Chairman, is the procedure, just once ngain,
m the rudimentary sense, that the Attorney General initiates these
requests so that the physical lacations of the adges is not an hnportant
factor here, Presummnably the Attorney General will be liere in Wash-
Ington and so will the scven indges or one of the seven that 13 to be
npproaclied as well us the three outside of these who wonld review a
deninl, and the idea is they wonld all be rathor close at hand as opﬁmsul

to somchody in the field in Saun Francisco requesting surveiilance
perimission,
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. The Crammay. Well, at the time the request has been made, cer-
tainly the Justice Department anticipates that that judge in gquestion
will be here. I think it is fair to say that this is not going to confine the
choice of judges to people in the District of Columbia, but during the
process they will certainly be here. .

Senator Lawear. But physically it is reasonable to suspect that if
there is a geographical gistributéon in the selection, that if the judge
that is sitting, let's say, in Idaho normaily, he would fly to Wasling-
ton, D.C., and hear the appeal by the Attorney General physically
here in this city.

The Crammaax, Yes; or it conld be—well, that is why we want to
leave this procednral mechanism up to the court, T think they sug-
gested they would like to have that opportunity. They might parcel 1t
out so that certain judges had a 1-month stint, so they would come and
hear al} requests during the month, or 2 months or whatever it might
be, so that it wouldn't be a shuitle. -

Senator Luear, So that time would not be & factor in case of emer-
geney. In other words, I am just raising & hypothetical situation that
some cases might be more urgent than others, and if you have a rota-
tion that you have to take Idaho, Towa, Arizonsa, and so forth, and the
judges that are coming in, this may create a procedural difficulty for
an emergency, a terrorism type situation, for instance, as opposed
L - : )

The Cizamayrax, Well, the way this is anticipated in the conversa-
tions we had is that there would be someone in the box at all times, It
might be someone from Idaho who is sitéing during that period,
assigned to him, but that yon wouldn’t have to go shopping ali over the
{:gnzzntry in an emergency situation, which I think youn are absolutely
right.,

Senator Luoar. Well, maybe the report can reflect this, that the
committee contemplates that there is someone literally on call,
physically present so the time is not a factor, thai the Attorney Gen-
eral can within minates approach the judge to get a decision.

The Crairmax. I think that is important, and John, why don’t you,
after you prepared that, veview it with Senator Lugar to make ceriain
that he is confident. It’s a good point. -

Amendment 9, the two parts of this amendment desling with mini-
mization procedure, compliance. They make clear the jndge’s au-
thority to review compliance with the minimization procedures and
provide that information about U.8. persons niay only be nsed in
accordance with such procedures,

In the first part, it has been suggested that the judge already has
implicit authority fo review compliance with all aspects of this order.
However, it is usefni in this case to spell out his anthority explicitly
so that the FExecative branch will have no donbt, and will not be able to
question that a judge may review the manuer in which information
about 118, persons is being handled.

The second part clarifies another ambiguity. The section of the bill
ou use of information says on page 21 at lines 17 through 22 that in-
formation concerning 7.8, persons may be used and disciosed by
Federal officials without the person’s consent “only for purposes speci-
fied in section 2521 (b} (8) {X} throngh {F).” Fhat r&grence 15 to the
‘purposes-set-forth in-the-definition-of minimization-procedures-+iow-
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ever, this is not the same thing as saying that the information must be
wsed in accordunes with the minimization procedures, This amend-
ment makes sure that we are taliing abont the same thing, hiere agam
giving the judge unquestioned authority to review to see that the
nrinihmization procedures are operating as we intended,

Is there objection o amendment §7

The Chair hears none, .

Was there objection to amendment 77 I didn't hear that,

Amendment 107 T think perhaps the best way to deal with amend-
ment No. 10 is just fo vead the amendment. This amendment further
restricts the use of informution sbout 118, persons acquired from an
emergeney survelllance thut a judge luter disapproves, the kind of
situation that Semator Lugar pointed ont, and it reads “and no m-
formation concerning any nited States person sequired from such
surveillance shall subsequently be used,” Tn other words, if yon have
an emergency sitnation where you act in good faith but on reflection
and study it tnvns ont not to have been the proper uction, then the
information sequived will not he nsed.

Woell, yes; there is onc oxception and that is where the approval of
the Attorney General 1s necessary and where the information indicates
% threat of death or sertous bodily havm fo any person, where it is
neesssary to warn the person invalved,

1s there further discussion?

‘No response, |

e Crrasraran, Are there objections?

[No response. ]

The Cuanax, The Chair hiears none

Amendment 11, this is g technicn) chunge to conform with the Judl-
elary Committee amendments appearing on page 22, af Jnes 1516, T¢
applies to requivement of prefrial notice to u court of any anticipated
use of the fruits of surveillance to State and loca) procesdings, which
the Judiciary Conunittec chose to eover.

Farther disensston on 117

{ No response,

‘Fhe Caamarax, Objections to 117

[No response, |

The Crammvan. The Chair hears none

Twelve, which is the nse of nnintentionally acquived private domes-
tie radio communications, adds a new subseelion {g) to the section on
the nge of information, and it wonld be inserted there inn the drafi on
page 26, after ling 14, The amendmtent is needed because part (¢} of
the delinition of vlectronte surveillanee beginning on page 7 at hine 10
covers only the intentional acquisition of the contents of private radio
commnnaications. Buch commnunications may incinde telephonu ealls
transinitted by radio-microwsve, und we wanted to make surve that
this 18 not w major Joophole, so this wmendment wonld cover munten-
tionully acquired phone cails.

Senator Gorowarrn, Let me ask & question wbont that, I is alinost
tmpossible that it conld happen, but Iet's say a person inferested in com-
muniestions, be he g heonsed operator or jnst a shorbwgve listener,
should tane in on n station which——it wonld lnve to be operating un
knowingly—were transmitting tn the clear and nneoded way and he
Jemrd matarial that hoe felt wonlid he of valne to our Government.
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Would that be unintentional, and would the person involved—this
has probably never happened, but occasionally T talk to Russians In
code who are not supposed to talk to United States citizens, code or
otherwise, and such a situation could possibly arise, and I am just
wondering if the operator reported this information to any intelligence
agency would the person involved be involved under this amendment?

The Cmamyax, Well, first of all, to apply this amendment, the par-
ties involved would all have to be in the United States. Second-—staff,
corvect me if 1 am wrong—but this does not deal with the kind of nn-
intentional information wlhicl is learned by a private person. We are
talking abonut governmental types of procedure.

Senator Gorpwarsr, I just wanted to get that clear becanse it has
never happened in my life of communieating, but it could.

The Cuairman, Well, we have been told by the Executive branch,
and I think it is aceurate, and by the agencies involved that this kind
of-to nse one of my favorite ternis, vacuumn cleaner approaches of
gathering intelligence is not nsed liere at our people, but this is in the
event that soinetine that might change.

Senator Gorpwatrer, I just wanted to protect my brothers,

The Crarsax, OK. :

Further discussion on 121

[ No response.}

The Casirsax, Ohjectiont

{No response.}

The Ceraimaran, The Cliair hears none.

Now amendment 13 deals with Congressional oversight. Very
guickly, it does three things. First, it reguires the Attorney Geners] to
fully inform the Tntelligence Committee of the House and Senate con-
cerning all electronic surveillance under this chapter, Fe must do so on
& semiannnal basis. Second, the amendment adopts Janguage similar to
that contained in the earlier version of the bill reported by this amend-
mient in 1976, Tt makes clear that nothing in the bill shail be deemed to
limit the authority and responsibility of those commnmittees to obtain
such additional information as they may need to carry out their respee-
tive functions,

Third, Senator Hathaway has suggested, and it is appropriate to in-
clude here, In 11y judgment, another provision contained in the 1976
version. That provision requires this colnmitiee to report each year
to the Senate concerning the implemnentation of the bill, incinding any
necessary amendments which are required as a result of experience. It
requires that any amendinents proposed by the committee be congidered
prompily,

There are a couple of points here. First of all, the original reguire-
ment was a 90-day reporting, and the administration was concerned
about what “fully”™ means. We sort of had a little tradeoff lhere in
which we used “fully” bnt went to semiannual reporting to the Con-
gress, and then gave us the anthority to look beyond this report and
to seek additional information if it was necessary to clarify what we
had been given, '

Is there further discussion? : :

Senator Lwear. Mr. Chairman, in the semisnnnal reporting, is it un-

derstood that among appropriate questions fo the Attorney GWEE‘Z

Wotlld B8 how Tahy Sirveillafde agtivitied octirred ¥
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The CHAmdan, Yos; that 1s acenrvate.

Senator Lucan, For sxamply, to get somne idea of the frequency as
well as whether the procedures worked out. It seemns to me the quantity
of the activity would be haporfant. '

Tho Crrarratan. Yes That is why we were rather insistent on #fally.”
We just don't want a great volnme of information That hus no mea ning
to it We want to really have an ability to provide intelligent intelli-
gence oversight.

And I shonld say on behalf of the administration, the peophs down
at Justice who were concerned about this is that this, their conearn was
more a teehnical concern, It in no way evidenced an mwillingnuss o1
their part to really provide this information, bnt T think they would
have been ntore comfortable to do it on a voluntary basis rather than
have it written in.

I think we have resolved this {o eviayhody's satisfaciion.

Senator Cnarrs, My, Chairman, when yon say “shall fally inform,”
not when you say, when the Inll says, the amendment says, wonld yon
envision that they wonld come and report on the speafics of the taps
that they are on, for example, we ave tapping here, there, every where §

The Cnamaay. I think that first of all we wonld require, T think the
commuttee has cstablished this procedure and T wonkd snggest strongly
wo follow it, that whatever infornation was given to us was not, identi-
fied in such a way that it wonld diselose the person involved or the
place involved, but that cortainly we shonld Iuve enongh information
0 we wonld know the elremmstances, so we wonld know jnst exactly
what kind of invasion this is and exactly what kind of mformation
we are seeking. _

Wecoulid go info further detail if it scemed.to be necessary to expiain
what was happening, hut T think for eur own protection we don't want
to know this mformation unless it s absolntely necessary for fear it
might jropardize someone.

Senator Cnarer. And wonld vou envision the Attorney General
personally coming before the committee and giving this veport twice
a year?

The Cnammatax, Well, either the Attorney General or his designee
who is given this responsibility nnder thisbill. Tt wonld be the Deputy,
as Linderstand it i

Sonator Cnarek. Probably rather than a written report,

The Cnammax, Yes In the past the Afforaey General has made the
original report and then our siafl has gone to the Justiee Department
to review, ‘Fhey have cooperated very, very satisfactorily with ns, and
T think it is important to nnderstand that we have had a lot of volun-
tary cooperation from the Josties Department and the other RYENLIES
whire they have given ns information withont it being mundated. We
haven't had to endgel than. Bnt this is again, we are putting a law
down there, let’s look into the future, and I think these safeganrds ave
NUCESSArY,

Further discnssion on 13 ¢

[No regponse.}

The Crzamerax, Any objection?

{No response. |

The Craranax. The Chair hearsanone.

Amendment 14, really it is wged by the administration and wonkd
restriet the practice of the Beil System to inform customers who re-
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quest a line check whether or not there is & tap on their line. No com-
munication conmmon carrier or employees thereof shiall, uuder this
amendment, disclose the existence of any wiretap under this Lajl, 3f
the comnon carrier has received a court order or emergency certifica:
tion for the wiretap, unless otherwise lawfully ordered.

Senator (Gorpwartsg, ‘This wouldn't restrict a citizen who suspects
that his wire 1s tapped from asking the Bell Co. or any other company
to surveil to determine?

The Crairman. No; it would not prohibit him from requesting it,
but if this was a lawfully ordered warranted tap, he cannot be in-
formed of it, even if they found it.

Senator Goupwarer. Well, let's say he suspects it is tapped. The
telephone company could say yes or no if it didn’t involve an ordered
tap.

The Cuairataxn, That is correct,

T think staff points out the response would be there is no unanthor-
ized tap on your Hue or there is an unauthorized tap on your line.
There—mw

Senator Cuarer. There is no unauthorized taps. There 15 just aw
thorized taps. _

The Cszatrarax. That is basically what has been happening, and this
is what this amendnient would continue to do. I mean, if you have got
some mafioso here and he wants his wire swept and he goes to the tele-
phone company, I question whether we want them to say yes, you have
& tap on your line. We have got a conrt order here. If the standards of
this bill are sufficient to protect individuals who shouldn’t be tapped,
if someone falls into the suspect category and we eonclude in this bill
that they shonld be tapped, then it seems to me to be rather incon-
sistent to say that they ought to have advance warning of it, or should
have warning of it if indeed they take the initiative on their own.

Senator GoLowatTer, I agree with that perfectly. It is just the feliow
that wants to listen in,

The Chgarrysy. Yes; but this would not deal with the fellow who
was unauthorized. That wonld be alerted to that.

Senator Lucar. Mr. Chairman, just in review, are there other laws
that provide for tapping of telephones? In other words, when the
customer calls in to Bell, is this t{ze only case in which the Attorne
General might have called for a line to be tapped, or does the Flﬁ
have some authority under some other legislationt

The Cnamman. Title TTT of the onmibus erime bill of 1968 gives
that warrant procedure which is avilable now. In this area there is no
warrant procedure available,

Senator Luaar. What is the procedure in that law when it comes 1o
this amendment ? Is it consistent?

The Caamman, This would cover both laws,

Senator Luear. Both. :

The Cruairsan. Are there any further questions?

[No response.

The Craixmax. Isthere objection?

[No response.] '

; g‘he Cuammax. The Chair hears none. We are coming along here,
ellows.

. Fifteen, this-amends.the provision .of the bill appearing on page

30-31 that excludes from the requirements of the bill any electronie
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surveillance for testing purposes or to conduct defensive sweeps to
detect. illegal surveillance devices, The first part requires that such
testing and defensive sweeps be conducted under procedures approved
* by the Attorncy General This is already adininisiration policy under
executive order. )

The second part of the amendiment. applies to defensive swesps with
a sufeguard added by the Judiciary Committee to the testing provi-
sion. The safegnard provides that no particular 7.8, person shall be
intentionally Ul!‘g&f(’,(l] without his consent. In other words, the sweep
mechanism as a defensive safegnard should not be permitted as an
offensive tool.

Further discussion?

No response.
“he Cramaran, Objection?
"No response.
he Cramntan, The Chalr hearsnone.

Amendment 16 goes to the clavifieation of overseas surveillanee
excuiption, and T think that the description there in the information
before us is appropriate. This amendment is proposed by the admin-
isteation and insures that the bill does not affect NSA’s authority to
acquire foreign intelligence from either lnternatienal or foreign com-
mumnications, except for the targeting of U.S. persons who are in the
Tnited States covered by this bill

Ts there further diseussion?

[No response.

The Cranaeax, Is there objoction?

[ No response.

The Cmamsran. The Chair hears none,

The bill will subsequently be reported pursuant to the motion of the
distinguished Senator from Arizons, and my gratitude to all of you
and to the staff that has worked awflully bard, and to those of you
present. who have had to bite the bullet on this one, yon have been
vory helpful to ns. '

Thank you all,

Kenator Gorpwaren, Mr, Chairman, T wonld like to have Senator
Pearson to be recorded as aye.

The Craraax, Fine

We will ask, if there is no objection, I think your motion at the
_ be.gix_ii:gling said or included the oppertunity for other members to be

poiled.

Senator (JoropwaTer. That's right.

The Crisinazan, We will ask the staff to do that,

[Wherenpon, at 11:34 s.m., the committee recessed subject to the
call of the Chair.}



APPENDIX A

LETTER FROM ATTORNEY GENERAL GRIFFIN B. BELL
TO SENATOR MORGAN
SEPTEMBER 21, 1977,

Hon. ROBERT MORGAX,
{8, Senate,
Washington, D.C.

Dean Nenator Morcax: During my festimony concerning 8. 1566, you ashed
i[ the Departwient of Justice conld provide yon with a statement outliniug the
Lasis for tle Departmeni’s conclusion that the Pregident may approve warrant.
less electronic surveillance in the Unite] States nnder certain CHCUnISTANICeS,

In every ¢nse In which the Ixsue hits Leen dircety ratsed, the decision hax
heew that the President may lawfally approve warrantless rlecirenic surveil
lances of forcign powers aud their sgents, See Unifed Stefes v, Bueck, 348 ¥, 24
ST1 il Cir. 1977); Unite Stgtes v. Balenko, 404 F, 2a 543 (34 Cir. 1974}
ten bane} ; Uniteld States v, Brown, 484 F, 2d¢ 418 (Gth Gir 1973) ; United Sfatvs
v. Clay, 430 ¥, 28 163 {5th Cir. 1970), rev'd oit othoer gronnde, 463 UK, 608 (1511}
United Rtates v Eniren, 388 F. Supp 97 (LG 1074, off'd in past il vacntoed
in part sub newn, United $tates v, Lemonekis, 4585 F. 24 941 (D.C, Cir 19733
Unifed Siefes v. Hofman, 334 ¥ Supp. 504 (DD.C 1971, In Baek, the most
recent cnse, the Nimth Cirenit referred to smeh warrantless surveillanees as a
“recognized excention ta the generni warrant requirement.”’ The Supreme Conrt
has nob afddressed the aquestion. bnt has faken paing to make clear thatl its
duetsions veymiring warrants in ether cirenmstimees do not apply to surveillanoes
involving foreign powers or their agents, 8ce Ralo v, Linited Stetes, 380 UH. 347,
5% 0, 98 (1067) @ Unifed States v, United Stetes District Court, 407 U5, 207, 2GS,
392 & n, 20 (1578),

In Hylewhn, the opilion whick nndertook the mest smbstantial analysis of
the issitex invelvenl, the 'Thirl Cirenlt inirially determined that the IPrexicdent
had as incident th bix Artiele 11 powers the power fo gnther forelgn futelligence
information. 494 F. 20 at G010 03, ‘The eonrt then Reterminenl thad s power
conld he exercisell only in accorlance with the Fonrth Awendment, 404 ¥ 2d ot
U, The conpt recognized that the Fonrth Amendient bars oniy nereasonnbln
searehes Int acknowledged that g prior warrant is the normal test of whether
a searcll i3 reasonable Referring to oflier e¢xceptlons to the warrant require
ment, hownver. the ronrt welghed the costs of requiring s warrant agninst its
Lemdits and determined that hecanss of the need for secreey amd speed in forrign
inteldligence surveiliances and the opportunily for oceasional post-sarveillinee
review, 0 warrant wis Bof requived. 494 F. 2 2t 605 Fhe court ntidle clear that
this exeeption only appiies where the primary parpese of a survrillauce is to
pather foreign intritigence. 404 ¥, 24 nf (036,

‘The holding of the District of Colmmbin Clrenit in Zwoiban v, AMitehell, 514
B 904 {19981 {en banc), Is net inconziztent with Brown and BEntentn. In
Zageiban fhe eonrt el that a prier juficial warrnnt was required for elecfronic
spryveilinnce of persons who were ueithrr agents of nor eollnberators with 2
farelpgu power. While in dictom a plueality of the eonrt suggested that a warrant
shonld be rennired even wherr the subiect of fhe surveillanes was an agent of
i forpign power. the cpert mide clear that its netnal decislon was not zo broadl.

Tn Lght of thiz e¢axe Inw and in the ahsence of siafnte, the Department of
Ingtice s consistently maintained that reasongble snrveillancex condneted
against foreizn powlrs aml their agents, personally authorized by the Aftorney
Cleneral pursnait to an express Presidential ielegation of power, nre lawind
absent a wirrant.

Yonrs sincerely.
GrireTy B BELL.
Attoragy Gowaral.

{231)
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APPENDIX B

Bffire of the Attorney General
Washington, B, €. 20530
Fehruary 28, 1978

Honorable Birceh Bayh

Chalrman

Select Committee on Intelligence
United States Senate

Washington, D.C. 20510

Dear Mr. Chairman:

Bnclosed is a copy of guidelines which I
have approved regulating the dissemination of
information obtained by the FEI through the use
of extraordinary techniques.

Sincerely,

W Pﬁ_\%_}—l-—\
Griffin B. Bell -
Attorney Ueneral
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DISSEMINATION OF INFORMATION OBTAINED BY
EXTRAORDINARY TECHNIQUES

The FBI is authorized by part IX B of the Forcign Infelligence
Collection and Foreign Connterintelligence Investigation Guidelmes
to disseminate information obtained in the conrse of such nvestiga:
tions. This addendum to the Guidelines adds ndditional restrictions
on the dissemination of information acquived by the nse of extra-
ordinary techniques, It supersedes paragraphs IX B 2.a. and b, anel
4.5, and b, with respeet fo all information acquired by extraordimry
techniques after its effective date, )

The following restrictions are designed fo prevent unnteessary dis-
semination of information aequired by extracrdinary techmques pax-
ticularly where the information identifies or permits identification of
Trnited Stales persons. Certain specific needs to recelve information
from the FBI are identified in these guidelines, The FBI sheuld
ascertain other needs of agencics receiving foreign intelligence ov
counterintelligence information on a regular basis and shonld dis-
serainate only that information which appears relevant to the official
responsibilities of the agency receiving it. Receiving agencies shonld
be instructed that no dissemiination is to be made outside that agency
without the consent of the FBL

Where dissemination requires approval of the Director of the FBI
or hiis desiguee, approval may be given only by supervisory officers at
FBI Headanarters, designated in writing by the Director.

These guidelines do not restriet dissemmation of information by the
BI, including identifying information, when necessary to the con-
duct of fnvestigations within its jurisdiction.

These guidelines apply to all information acqnired by estraordinary
techniques under the Tforeign intelligence collection and foreign
counterintelligence investigation guidelines after the effective date of
this addendum,

1. Enssemixarvion or Invorsarion ror ForEiox TNTELLIGENCE
Puaroses

Information disseininated to other federal agencies for foreign in-
telligenee pnrposes, which was gathered at FBI initiative, shall not
identify or permit identificntion of United States persons, except by
general characterization, unless the identification is essential to nuder-
stand the information or to assess its importance.

Tnformation gathered at the request of unother ngency may be
disseminated to that ageney bnoa form which identifies or permits
identification if that agency reguests sneh identification in writing,
setting forth the basis for snch request.

Any request by a receiving or nitiating agency for identifying in-
formation shall be referved to the Pirector or his designee for o deter-
miination whether the identfication i essentinl to understand the in-
formation or assess its importance,

FAx uzed herein, “United States person meuns an individugl who is a citizen
of the United S{ates or an slien admitted for permonent residence.



234

1L Dissearivation ov COUNTERINTELLIGENCE INRORMATION

Information disseminated to other federal agencies in the intelli-
gence community which have a direct connterinteliigence intevest in
the information * may identify or pernit ideniification of United
States persons. Where the information is of infevest to, but dees not
relate to the direct respousibilities of the veceiving agency, United
States persons may not be identified. _ _ _

Any subsequent request by the receiving ageney for identification of
United States persons, generaily characterized in the initial dissennna-
tion, shall be referred to the Director of the FBI or his desiguee for
a determination whether the ideutification is relevant to a direct
counterinteliigence interest of the veceiving agency.

171 Dssearrvarion oF Fnrorscarion CoxCeErNiNG SOURCES
or ConTacTs

On specific request by name from ofher agencics in the intclligence
community, the 'BE may disseminate Information concerning the suit-
ability or credibility of scurces or contaets of the requesting ageney or
persons who the requesting agency reasouably believes are potential
sources of contacts.

IV. DissrarvaTioy oF INForyaTioN RErativa 1o CrivaNAL AoTivIiTy

The dissemination of information relating fo criminal activity
which is acquired by extrgordinavy fechniques during connter-
intelligence investigations or the collection of foreign intelligence
information is subjeet to the following conditions:

A, Information pertaining to criniinal activity may be disseminated
to Federal, State or local agencies having investigative jurisdiction
thereof or having responsibility to provide protection against sach
activity, with the concurrence of the Department of Justice, taking
info aecouut the following factors:

{1} theseriousness of the crime,

{2} the risk of compromising the source of the investigation, and

{3) whether the information is necessary to snccessful prevention,
detection or prosecution.

B. Information pertalning to passport or visa fraud or atfempted
Traud may be dissemninated to the Department of State.

C. Informaftion disseminated under this provisien may identify
Tinited States persons involved in the criminal conduct or those who
are victims or potential vietims of snch conduct.

D Any dissemination of information under this provision shall in-
clade a notice to the recipient that the information being furnished
shoild not be used in connection with a prosecution or other judicial
proceeding withent the express written approval of the Department
of Justice, after consnitation with the FBL

*There are three prineipal enfities in the United States Government engaging
in foreign counferinteiligence aetivities: FRI, CFA and organizations within the
Bepariment of Defense designated by the Secretary of Defense. Sinee the
Nafional Secnrity Council iz responsibie for ihe development and formnlation of
national inteliigence activities pursuant to Exeentive Order, it is also a recipient
- for purposes of fhese gaidelines: Likewise, the Departmeni-of $tate may be-a
recipient of information relafing to international! terrorism in cerrying ont ifs
foreign affairs responsibiiifles
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V. Dissearivarion oF Txroraamion Coverrving TRUSTWORTHINESS OF
Feneral Earplovers axn Prrsoxs GRaxTEp Acomnss 10 SENSITIVE
Inroratarrox or FaciuiTies

Information which raises a question about the trustworthiness of—

{1} s cnrrent federal emplovee, i

{2} u former anployee of un ageney in the intelligence commmunity,

{3} u persan holding u sceurity clearance ar having access to sensi
tive information or facilities, or

{4} a person who lield a security clearance for or wus otherwise
grnted access to information classified 95 “Seeret™ or a higher classi-
fication,
may be dizseminated to the Goverument employer or former em-
plover; the agency which granted the clearanece or access, or auother
federal agency having responsibility ta investigate the trustworthi-
ness of the individual, Dissemination of snch mformation must be
approved by FBI Headqnarters, The informution disseminated muy
identify the individnal.

Information which raises a question abant the trustworthiness of
individuals who are applicants or prospective Government employees
shonid not be disseminated nniil '{}1(: FRI has verified the cmployer’s
officln} intevest in the individnul eoncerned,

V1. Disseanrarion 1o Concressiovarn ComarITTERS

Information relating to foreign inielligence, foreign counterinteli-
gence, or eriminal condnet muy be disseminated npan reguest to con-
gressional connmittees having nrisdiction over such mutters to the
extent anthorvized by the Attorney General Tf the mformation was
eollected at the request of, or in collaboration with another ageney,
that agency shall be consuited prior to the dissemination

The mformation disseminated shall not identify or permit identift:
cation of Uinited States persons, except by genceral churacterization,
mless the identification is essential to understand the information or
assess its importance.

Any sulsequent request hy the recelving committee for identifi.
cation of United-States persons, generally churucterized in the imtint
dissemination, shall be veferred fo the Attorney General or his
designee for a determination whether the identification is essential to
mderstand the mforoudion or assess 18 importance

VIT. DrsseaninNaTion 10 Formlew GovernyMpesTs

A, Foreign dntelligence

Pissemination of foreign intelligence information fo foreign gov-
ernments is not within the respensibility af the FBI Any regnests
by another federal ageney to the FBT for anthority fo disseminate
foreign intelligence information obtained from the FBI whicls identi-
fies or permits identification of United States persons shali be re-
ferred to the Atforney General or his designee for a deternnuation
whether the dissemination 1s in the inferest of the security or fareign
policy of the United States, Where there may be significant impli-
cations for LLS. foreign relations involved in the dissemination, the
Department of Staie shall be consulted prior to approval of the
dissemination.
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B. Counterintelligence information

Counterintetigence information may be disseminated to a foreign
inteligence or security agency when such dissemination is approved
by FBI Headquarters as being in the intercst of the security or for-
etgn policy of the United States, Where there may be significant
implications for U1.S, foreign relations involved in the dissemination,
the Department of State shall be consulted prior to dissemination.
Any dissemination of such information to a foreign agency is subject
to the following conditions: _ _

1. When a request is inifiated by a foreign a,genfg for information
on a named United States person, the F I-%I niay disseminate infor-
mation concerning that individual, and other United States persons
whose identity is essential to understand or assess the importance of
the information disseminated, only when such dissernination is in the
interest of the security or foreign policy of the United States. _

2. Information disseminated to a foreign agency at FBI initiative
shall not identify United States persons, except by general charac-
terization, unless there is information of direct interest to the recelv-
ing agency indicating that such persons is or may be engaged in
clandestine intelligence activities pursnant to the direction of 2
forelgn powern, _ _

3. Any subsequent request by the foreign agency receiving the in-
formation for identification of United States persons, gencraliy char-
acterized in the initial dissemination, shail be referred to the Attorney
General or his designee for a determination whether identification is
of direct interest to the foreign agency and dissemination is in the in-
terest of the security or foreign policy of the United States.

. Oriminal information '

Information relating to eriminal activity may be disseminated to
foreign law enforcement or security agencies having jurisdiction of
the offense, subject to the following conditions: -

1. Where there may be significant implications for .8, foreign re-
- lations involved in tge dissemination, t-ll)le Department of State shall
be consulted prior to dissemination,

2. Information pertaining to criminal activity may be disseminated
to the apiro rigte agency of a foreign government, with the conecur-
rence of the Rttomey‘ General or his designee, taking into account the
following factors:

{a) oiﬁiga-tions imposed on the United States by treaties or other
international agreements,

{h) the seriousness of the offense,

{c) the risk of compromising the souree of the investigation,

{d) whether dissemination of such information is in the interests
of the United States.

3. Information disseminated under this part may identify United
States persons involved in the criminal conduct or those who are vie-
tims or potentisl victims of such conduct,

4, Any such dissemination of information shall include a notice to
the recipient that the information being furnished should not be dis-
closed publicly or disclosed to another government without the express
written approval of the Department of Justice, after consultation
with-the FBL -
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VIII, Prerecrion oy Lars, Prorerty, ANp Sexsrrive INFORMATION

The FBI may disseminate te another Federal agency information
relating to activity directed at its personnel, premises or property
when the acetivity may invalve Injury to persons, substantial damage
to premises, property or material, or the loss or compromise of na-
tional security or important foreign policy informution. The dissemi-
nation of snch information may identify United States persons when
necessary to protect against sneh activity,

The FBI may dissemninate to a Federal, state or local agency infor-
mation relating to activity directed at an international organization
when the activity may result in injury to persons the receiving sgency
has an obligation to protect. The dissemination of such information
may 1dentify United States persons when necessary to protect against
such activity,

Nothing in these provisions limits the anthority of the FRI to in-
form individuals whose safety or property is directly threatened by
planncd violence or condnet dangerous to human life, so that they may
take appropriate protective safeguards, In so informing such individ-
uals, no identification of United States persons shall be provided un-
less identification appears necessary to insure safety.

TX., Inssesrvarion Unper Fgopprionan CICUMSTANCEY

Where there are exceptional circunstances which indieate that dis-
semination of information acquired by extraordinary technigues not
otherwise provided for is necessary, the FBI may disseminate the in.
formation with the prior approval of the Attorney Gieneral, made or
confirmed in writing,

P4 HEE O - YA - 1R
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APPENDIX C

Reprinted by permission of Charles G. La Bella, Associate Editor,
Fordham University

NOTE

FOREIGN SECURITY SURVEILLANCE—BALANCING
EXECUTIVE POWER AND
THE FOURTH AMENDMENT

INTRODUCTION

Under the present state of the law, the President, based upen his own
unilateral determination, may intercept any and ail communications of per-
sons he feels pose a threat te the national security. Despite recent attempts to
provide effective, reasenable guidelines for requiring judicial authorization
prior to intercepting such communications, no legislation has ensued.! The
perennial stumbling block has been the difficuity encountered in striking a
balance between the necessary and legitimate governmental use of electronic
surveiilance in protecting the national security and insuring the protection of
personal liberties.? On March 29, 1976 the Senate Judiciary Committee began
the fourth set of hearings on warrantless electronic surveillance in as mary
years.® The highlight of these hearings, the Foreign Intelligence Surveiliance
Act of 1976* {Fereign Intelligence Act) is the most recent, unsuccessfui effort
at striking a fair and just balance between these two competing interests,

The fourth amendment guarantees an individual the right to be free from
unreasenable governmental searches and seizures.® The Supreme Court, in
interpreting what has been termed am indispensible freedom,® * ‘has em-

1. 5. Rep. No. 1035, 94th Cong., 2d Sess. 9 n.2 (1976) fhereinafter cited as Senate Report],
citing 8. 743, National Security Surveillance Act of 197§, 94th Cong., 1st Sess. {1675} 5. 1888,
Bili of Rights Procedures Act of 1975, 94th Cong., 1st Sess. {1973% S. 2820, Surveiliance Practices
and Procedures Act of 1973, 93d Cong., st Sess. {1073); 5. 4062, Freedom from Surveillance Act
of $474, 93d Cong., 2d¢ Sess. (1974,

2. Senate Heport, supra note 1, at 4, i1,

3. Hoat 9 5.3, citing Hearings on 8. 743, 5. 1838, 8. 3197 Before the Subcomm. on Criminal
Laws and Procedures of the Senate Comm. on the Judiciary, g4th Cong., 24 Sess. {1074}
thereinafter cited as Senate Hearings)]; Subcomm. on Surveilfance of the Senate Comm, on
Foreign Relations and the Subcomm. on Administrative Practice and Procedure of the Senate
Comm. on the Judiciary, Warrantiess Wiretapping and Electronic Surveillance, $4th Cong., 15t
Sess. {1975) Joint Heurings Before the Subcomm. on Administrative Practice and Procedure and
the Subcemm. on Censtitutional Rights of the Senate Comm. on the Judiciary, Warrantless
Wiretapping and Electronic Surveillance, 93d Cong., 2d Sess. {1974); Hesrings Before the
Subcomm. on Administrative Practice and Procedure of the Senate Comm. on the Iudiciary,
Warrantless Wiretapping, 924 Cong., 2d Sess. {1972).

4. 8, 3197, odth Cong., 2d Sess. {1976} fhereinafter cited us the Foreign Intelligence Actl

5. “TFhe right of the peapls 16 be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall nat be violated, and no warrants shall issue, but upon
probable cause, supported by oath or affirmation, and particularly describing the place to be
searched, 2nd the persens or things to be seized.” U5, Const. amend. IV,

& Almeida-Sancher v. United States, 413 U.5. 266, 274 (1973}, quoting Brinegar v. United
States, 338 U.S. 160, 180 (1949) {Jackson, J., dissentingd. Lpon his returs from the Nuremberg
trials, Mr, Justice Jackson, greatly affected by the arbitrazy governmental acts of the Nazi regime
performed at the expense of personal liberties, wrote that “{thhese {fourth amendment rights), ¥

--1179.
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phasized that the mandate of the [Fourth] Amendment reguires adherence {o
judicial processes’ and that searches conducted outside of the judicial process

. are per s¢ unreasonable . . "7 Review by an impartind judicial officer
prioy to 3 search or seizure has been the “time tested’” method of effectuating
fourth smendient protections,® and is sublect only to a few carefully de-
fineated exceptions.? Truditionally, bowever, the mandate of judicial process
has been limited fo those searches or seizures accompanied by an actual
physical trespass, the absence of which precluded further fourth amendment
inquiry.'® It was not untll 1967 that the Supreme Court, in Kefz v, United
States | held that the spirit and protection of the fourth amendment cannot
be limited by the presence or absence of physical trespass.'? In remsoving this
lirnitation the Court held that the elecuronic intercoption of private cammuni.
cations'? constituted a search and seizure under the fourth amendment and

protess, are nol mere sccondaiass Hghis bus belong in the cataleg of indispenside freedoms,
Amany deprivations of rights, none is so effective I cowing & population, ¢rushing the spirit of
the individust and putiing Serror in every heart. Uncontroled search and seizure 18 one of the first
and most cifective weapons in the arsenal of every mbittary govermment” 4

T Ratz v, Duited States, 389 1.5 347, 357 (1967 {citation omitled), quoting United States v.
Jeffers, 342 ULE. 48, %1 {19548).

8 Dinited States v. Uniled Siates Dist. Cowt, 407 U8, 297, 318 (19720 "Ihe Fourth
Amendment contemplates a prior judictal jndgment, not the risk that gxecutive discretion may bhe
reasonably exercised. This judicin! role sccards with our basic constitutional dectrine that
individual freedoms will best be presereed tiough g separation of powers and division of
functions among the different branches and levels of Government.” 1d. at 317 oolnnle omitled).
See, e.g., Coatidge v. New Hampshire, 503 U.8. 443, 449 (1973 Katzr v. United States, 385 U5,
347, 356-57 (1967h Wony Sun v. United $tates, 371 L8, 471, 48182 {1963), lehnsen v. United
States, 333 U8 10, 1304 {1948},

4. Almeida.Sancher v. Dnited States, 413 U8, 266, 280-82 {1973 (Fowell, |., concurring),
Linited Siates v. United Siates Dist, Court, 407 £.5. 597, 318 {1972} Chinel v, California, 395
0.8, 782, 762-63 (1869% Terry v, Ohlo, 392 U8, 1, 20 (1568) Kate v. United Htates, M0 U5
347, 357 LISGME Jones v. United States, 357 U5 593, 460119587 1 appears to be quiie clear that
the ybimate standard set forth in the fourth amendment B one of reassnableness. Cady v.
Dombrowski, 413 U.S. 433, 439 (1974, Reasonableness (itns only i pirl upon the warrant
requiremnent. However, those instances which have been exempted from the warrant requirement
have hoen hased on cxigent or other circumstances where delay would frustrate Tegitimate patice
activity, Uinited States v. Dnited States Dist Count, 407 U5, 207, 31811077 £'in general, fthese
exceptions] serve the legitimate needs of law enforcement officers to protect their own walt-being
and preserve evidence from destrastion'); Jones v United States, 357 1.5, 493, €99 /1958) Thus
we gre belt with the vonchusion that whenever practicable the test of reasonableness will require a
judicial warrant prior to 8 search oF soirure.

. Katz v. United %uates, 389 U.5. 347, 352 {1967}, Geldman v. United States, 216 U5, 129,
134.36 (1942, Odmstead v, United States, 277 L5, 438, 457, 464, 466 {1918}

b O3B0 ULN 347 LigeTh

1z, Td al 35233

110 The term glecteonic inloreoplion or surveitiance includes the interception of commumnits
Hons by means of "bugging” and wirstapping.” Bugging is 2 technigue by which oral communi
cations, not fransmitted by wire, aze inlercepied. Wiretapping 5 a techmique by which any
communication {aed nevessarily orall ransmitied by wive may be intercepted, Both technigques are
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was thus subject to #s mandate of judicial process.'* However, the Court has
never held the warrant provision applicable to the President’s use of electronic
surveillance when emploved for the purpose of gathering foreign intelfigence
information te protect the national security.’’ On the other hand, the Court
has never specifically carved out an exception from the warrant provision for
these pational security surveillances.’® In essence there is a gap in the

inciuded in the term electronic surveiliance as used within this Nete uniess a distinction is
atherwise indicated.

14. 589 ¥.5, at 353, Prior to its decision in Katz, the Court had held that absent an actual
physical trespuss the use of electronic survellance did not constitute a search or selzure for
purpeses of the fourth amendment. Olmstead v. United States, 277 (1.5, 438 (1928). A bugging
device must be implanted upon either the sender or receiver of the eral communication, thus
requiring & trespass. A wiretap, on the other hand, may be employed externally by tapping inte
wires at some point between the sender and receiver. Thus under the trespass test, while
warrantiess trespassory bugiging devices were prohibited by fourth amendment warrant protec-
tion, those wiretaps conducted without a irespass were not.

15, In Katz, white helding the warrant requirement applicable to electronic surveiliance, the
Court explicily declined to incinde in its holding those cases ®inveiving the natienal security.”
389 U5 at 354 n.23. In refusing to inciude national security cases in its holding, however, the
Court also neglected to define what would constitute a national security case. Td. Thus, it could
be argued that any threat to the security of the nation—be it internal er externai~—was included in
the terte national security. In a subsequent decision, hewever, the Court distinguished between
foreign and domestic national security cases. In United States v. United States Dist. Court
(Keith}, 407 V.5, 297 {1972}, the Court held that those cases involving purely domestic zspects of
the national security were subject to the warrant provisien of the fourth amendment, id. at 321,
Thus the broad “national security” reservation in Xatz had been reduced to inchude only “foreign
security” cases since the Court, in Keith, refused te express any cpinien as fo the issues raised by
the foreign aspects of national security. ki, at 308-09, 321-22,

The domestic aspects of the nadonal security are those cases where the threat to the natien
oemes from a whelly, internal scurce. A group o persen is whelly domestic when it is neither a
foreign power nor an agent of a foreign power. Fhus s pelitical erganization based in the United
States, receiving alf econemic and human resources from within the United States would be
considered demestic.

‘The foreign aspects of the national security eoncern those ¢ases where the thréat to the nation
comes from a foreign power or an agent of a foreign power. A foreign agent would seem to
include any persen or erganization which works clesely or conspives with, or under the direction
of a fereign power, Thus a pelitical organization based in the United States and compased tetally
of American citizens which receives substantial financial suppert from a foreign pewer would,
spparantly, be considered a forelgn agent.

For the purposes of this Nete, given the above definitien, the teyms domestic and foreign
security shall be used independently.

16. In a fectnote to the Keith decision the Court noted the view of several authorities that,
while prehibited in the demestic area, warrantless surveillances may be per ibie in the foreign
area. United States v, United States Dist. Court (Keith), 407 1.8, 297, 327 .20 (1972). While at
least one court has relied upon this fectnote as carving out an exception to the warrant provision
where foreign security is Invelved, United States v. Brown, 484 F.2d 448, 425-26 {5th Cir. 1973},
cest. dended, 413 1.5, 660 {1974), it seems the better view, in light of the Court's refussal to
exXpress an epinien on the Issue, 407 115, at 321-22, that the Court was merely citing these
authorities for informational purposes rather than suggesting that an exception be earved out in
the ares of forelgn security.
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decisions concerning fourth amendment safeguards where pationad security
surveiiances are emaploved, Morcover, Congress has fatled to enact any
fegislation reguiating the use of pational security surveillances.t?

The Foreign Intelligence Act was aimed at filling the national security gap
by requiring & judicial warrant prior to the implementation of national
security electronic surveillances.'® The Act was largely a response to the
revelation of abusive warrantless electronic surveillance which was per
formed in the name of national security,'® the most serious of which was
found to exist during the Johnson and Nixon administrations. Thiring these
administrations conversations between cortain legisiators and foreign officials
were intercepted by FBI wiretaps and bugging devices and the information
forwarded to the President.?® Although none of these legislators were the
aciual targets of the warrantless surveillances, their comversations were
“gverheard” througl the intercepted communications of certain “foreign
targets. "?t Thus, the types of abuses flowing from the national security gap,

Vi Congress has esacted Titde N of the Omanibus Crime Control and Safe Streets Act of
1968, 18 U, 5.C. 48 2510-20 (1970} This Act was designed to provide the provedural requiiements
for obtaining an order {warrant) authorizing electronic surveillance emploved in erimingl invast.
gations. Thiss while the use of chminal surveillances has heen regagdated by federn! legidlation, no
simifnr requirement exists in the foreign surveillanee ares.

18 Senate Report, supra acte f, at 11,

19, Senate Report, supra note ), & 910,

20, MUY, Times, May 10, 1976, at 14, cols. 4. 7. It was felt by Presidents Johnson and Nixon
that many of the proiests against their respective Victnam policics, particulardy thost vaiced in
certgin Senate hearings, were generated by foreign officials. Id

24 I These abuses are not limited o merely gverbearing the conversalions of American
citizens while speaking to foreign officials {or agemts), bt include the possihility of these
American citizens being classified as foreign agents by virtue of thess communications and, in
fact, becoming targets themselves. See text accompanying notes 58-60 infra.

For o mumber of athor cases in wiich e natonad security was used to disguwise ¢ertain
guestionable executive branch surveillances see geseradly 119 Cong. Ree. § 23026 (dally ed. Dec.
17, 5973 The more significant abuses were: {1} instaliation in V959 of warrantless wiretaps on 13
government officialt and. four newsmen, purpartedly hecause they were jeaking or publishing
sengitive [oreign intelligence information. Two of these wiretaps were even continued allsr their
subjects had left government service and had begun working on Senator Muskia's presidential
campaign (sed generally Hearings on the Role of Dr. Henry A, Kistinger in the Wiretapping of
Ceitain Guvernment Officials and Newsmen Before the Senute Comm. on Foreigh Relations, 934
Cong,, 24 Sess. {39733, {2y White House authorization in 1969 of a burglary of the home of
newspager caiumnist Joseph Kreaf!t for installation of an alleged sationnl security wirstap (9
invocation of national securily in inducing the CIA to assistin the burglary of Danlel Ellberg's
peyehiateist’s offices, {43 the 07D drafting by the White Fousze of & plan to engage in massive
witrrantiess wiretapping and burglary which, although approved on nafional security grounds,
was scrapged after objection from FHI Director Hoover, {3} surveiliance by the K gy
Administration of L. Mastin Luther King, Jr. and other civil rights activists who were suspected
of being Communisd sympathizers or dupes.

Sueh examples, muitiplied several times over, demonstrate the need for judicind scruting of
Executive surveitlance practices. Indeed, one might oven questan whether the Government
woult Bave had the audacity to present many of these practices to 8 newlral magistrate had o
warrant heen required.
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though directed at foreign targets, directly affect American citizens.??

The purpose of this Note is to examine the Foreign Intelligence Act and
those constitutional issues raised by its attempt to {ill the naticnal security
vacuum. In this effort the history of the gap and the presidential claim of an
inherent constitutional power to operate unencumbered by legislative stric-
tures in the national security area will be investigated.

TreE Gar

QOwer three decades ago President Franklin D). Roosevelt sent a confidential
memorandum te Attorney General Jackson which authorized him “io secure
information by listening devices direct{ed} to the conversatior or other ¢om-
munications of persons suspected of subversive activities against the Govern-
ment of the United States, including suspected spies.”? The memo further
requested that these investigative technigues be “conducted to a minimum
and limitfed] . . . insofar as possible to aliens.”?* This memo has served as the
cornerstone for the assertion of seven administrations that the President can
authorize warrantless electronic surveillance for national security purposes.**

This presidential power, it is caimed, is constituticnally based in the
executive’s power io conduct the nation’s foreign affairs and, consequently, is
immune from the constitutional restraints of the fourth amendment.?¢ To
assess the viability of this argument one maust first understand the relationship
between electronic surveillance and fourth amendment protections.

¥n Oimstead v. United States,” the Supreme Court held that absent a
physical trespass, the inferception of communications did not constitute a
search or seizure within the meaning of the fourth amendment.2® In rendering

22, The purpose behind the amendments to the Constitution were to insure the protection of
certain personal lLiberties from the pessibility of governmental encroschment. This spirit of
personal liberty was broader than any governmental encroachment contempliated at the time the
amendments were enacted. As Justice Brandeis poimted out in his dissenting opinion to the
Oimstead decision: “The progress of science in furnishing the Gowver t with of
espionage is not Hkely to stop with wire-tapping. Ways may some day be developed by which the
Government, without removing papers from secret drawers, can reproduce them in court, and
... expoese to & ey the most istimate occurrences of the home. Advances in the psychic and
related sciences may bring means of exploring unespressed beliefs, thoughts and emotions.”
Olmstead v. United States, 277 VLS. 438, 4%4 (3928) (Brarndeis, 1., dissenting).

23 Zweibon v, Mitchell, 516 F.2d 594, 674 {D.C. Chr. 1975 {en bang) (plurality epinion},
cert. denmied, 425 ULS. 944 {1976}

4. 14,

25. Id.; Senate Report, supra note 1, at 1i-12; Senate Hearings, supra note 3, at i,

6. F.g., Zweibon v. Miichell, 516 F.2d. 594, 616-19 & nn. 65-866 (D.C. Cir, 1975 {en bang)
iplurality opinion), cert. denied, 425 U.S. 944 (1976); Senate Report, supra nete 1, at 13-15,
Senate Hearings, supra note 3, at 1.

z7. 29T 115, 438 (1928).

I8, Id, at 466, In establishing a trespassory/non-tressg ry distinction for purposes of fourth
amendment protections, the Court included bugging as a search and selzure since bugping could
e accomplished only by means of a physical trespass. Zweibon v. Mitchell, 516 F.2d 594, 518 &
n.64 {(D.C. Cir. 1975 (en banc} {plurality opinion), cert. denied, 425 {.5. 944 {1976} In his
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the fourth amendment inapposite, the Court also removed the necessity for an
assertion, by either President Rooseveit or subsequent administrations, of a
presidential immunity since there were no constitutional restraints from which
to be immune.?* Thas it seems that both the Roosevelt memorandam and the
subsequent presidential practice of authorizing warrantless national security
surveillances were not claims to an immunity from constitutional restraints 3°
it was not until 1967 that the Supreme Court, in Ketz v. United States !
held that the electronic interception of personal conversations in and of itself
constituted a search and seizure and was entitied to the protection of the
fourth amendment.** In discarding its prior trespassory/non-trespassory dis-
tinction, the Court emphasized that “the Fourth Amendment protects people,
not places”? and the legitimate expectations of conversational privacy were to
be shiclded from the uninvited ear of government.® The Court noted,
however, that its opinion did not deal with foreign security matters and,
consequently, avoided the guestion of “[wlhether safeguards other than prior
authorization by a magstrate would satisfy the Fourth Amendment in a
situation involving the national security . . . "™ The thrust of the Court’s
decision, the national security reservation notwithstanding, was to prohibit,
for the first time, all warrantless electronic surveillance as an unconstitutional
search and seizure. Consequently, in order to continue these surveiilances it is
necessary for the President to assert an immunity either from the fourth
amendment as a whole, or merely from its warrant provision.**

dissent Iustice Brandeis vigorously opposed the majority's trespassory/nontresspassory distine
tion as an invitation to the infringement of personal privacy, (mstead v, United States, 217 115,
438, 473-75 {1928) (Brandels, }, dissenting}.

29. Zweibon v. Mitchell, 516 F.2d 594, 617.18 (D.C. Cir. 1973} (en banc) {plurality opinion,
cert. demed, 425 U.S. 044 {1976}

i, Later cases had, however, construed section 605 of the Federal Communicalions Act of
1934, 47 U.B.C. § 608 (1970}, superseded by 18 1.5.C 8§ 2510-20 {197D), as prohibiting the
interception of communications. E.g., Nardone v, United $tates, 302 1.5, 379 {1937). However,
this wits & statutary Hmitation upon wiretapping. Consequently, until Katz, there remained no
constitutional restrictions on the President’s power to conduct wiretaps.

JI.0 339 U5 347 (1967

32, id. at 333
33 I, at 381,
34, 4

35, Id. al 3358 n.23. Tt is possible {o read this footnote as indicating that at least some
satisfaction of the fourth amendment would be necessary. {The concurring opintons of Justices
Douglas and White differed on this point, Compare 389 U.§. at 35¢ {Douglas, J., concurring)
with 389 U.5, at 363-64 (White, J., concurring).) 1t therefore appears possible that where the
national secarity is involved other safeguards {e.g.. post-surveillance warrants) may tender the
surveittance reasonable. United States v. Butenko, 404 F.3d 593, 605 t3d Cir.} fen banc), cert.
denited, 419 U5 831 (1974,

36, Zweibon v. Mitchell, 516 F.2d 594, 61819, {I.C. Cir. 1975} (en banc) {plurality opinion),
cert. denied, 425 U.5. 944 {1976}, Congress, responding te the Katz decision, enacted Tite I of
the Omnibus Crime Control and Safe Streets Act of 1968 which established specific procedural
requirements for obtaining a warrant authorizing the use of electronic surveiliance. 18 U.S.C. §3
#510-20 (1970} An integral part of this leglsiation was the confroversial Title II Presidential
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In United States v. United States Distriet Court (Keith)?? the Court
addressed the issue of whether the President could be subject to the warrant
requirement where the domestic aspects of national security were involved, ™
These include only those targets of electronic surveillance which are wholly
domestic—e.g., citizens of the United States who have neither direct nor
indirect involvement with a foreign power or its agents.’® In Keith, three
United States nationals charged with conspiring to destroy government prop-
erty sought full disclosure of conversations intercepted by electronic devices.
The conversations were intercepted without a warrant to obtain information
relevant to national security. The defendants alleged that the intercepted
conversations might have tainted the evidence upon which the indictment was
based and skould properly be excluded since they were procured as a resuit of
an illegal or unreasonable search or seizure.*® The government’s defense was
that these wiretaps, instailed for national security reasons pursuant to a
constitutional power of the President, were reasonable for the purposes of the
fousth amendment.4! The Government asserted lack of judicial competence,
the potential for security leaks, the need for sirategic information gathering
and an undue administrative burden as possible grounds for exempting such
surveillances from judicial scrutiny.4?

In considering the applcability of the fourth amendment warrant require-
ment to domestic security surveillances, the Court engaged in a balancing of

Disclaimer which provides, in part, that “[slothing contained is this chapter . . . shail Hmit the
constitutional power of the President to take such measures as he deems necessary to protect the
Nation . . . to obtain foreige intelligence information . . . or fo protect national secusity
information against foreign intelligence activities.” Id. § 25t 143}, Pisciaimer is the terss ordinarily
ased to characterize 18 U.5.C. 8 281t{31 {1970}, E.g., Zweibon v, Milcheli, $16 F.2d 594, 663
(D.C. Cir. 197%) {en banc) {plutality opinion), cert. denied, 425 U.S, 944 {1975), On its face, this
provision appears to disclabm any intention of legislating in the area of nationa! security.
Moreover, the entire Act, with the exception of the presidential disclaimer, is clearly directed
toward electronic surveiliance employed in the context of criminal investigations. Tt has been
suggested, however, that this provision was not designed to be & final disclaimer but, rather, to
depend upon subsequent judicial determination of the President's power to jssue warrantless
national security surveiliances. Note, Electronic Inteliigence Gathering and the Omnibus Crime
Contrel and Safe Streets Act of 1968, 44 Fordham L. Rev. 331, 333.39 (1975). Should the Court
hotd that the President has the power to issus warrantiess national security surveiliances, the
provision would disclaim any intent to legislate. However, should it be ulmately resolved that
50 such constitutional power exists, the disciaimer would have the reverse effect of subjecting the
President to the Act's procedural reguirements. Id,

37, 407 U5, 297 (1972). I was against Judge Keith that a mandamus proceeding was
brought fo prevent disciosure of electronic surveiliance information to & critinal defendant. This
decision, therefore, is called the Keith case after District judge Damon Keith,

38, Id. at 202,

39, Ser note 11 supra.

44, 407 U.5. at 299-302,

41, Id. at 318-19. Fhe government interpreted the Title I Presidential disclaimer te mean
that *'in excepting national security surveillances from the Act's warrant requirement Congress
recognized the President’s authority to conduct such surveiliances without prior judicial ap.
proval.’” Td. at 303. -

42, Td. at 3t8-24,
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the basic governmental and individual interests at stake.*> On the one hand
was the duty of the President to protect the demestic security, and on the
ather the potential dangers that warrantless surveillances pose to an individ-
ual's privacy and freedom of expression.*4 These interests were balanced not
only against each other but also against the basic tenets underlying the fourth
amendment . 3® The Court held that the warrant requirement was applicable in
cases involving the domestic aspecets of national security intelligence gathering
and specifically rejected the establishment of an exception to the warrant
requirement in that arez ¢

The protection afforded by the Keith decision appears to be very limited.
The only persons afforded protection are those who come under the classifi-
cation of wholly domestic.*” The Court neglected to specifically define what
was and was not contained in the domestic aspects of national security
cases. 4 Suppose a group or organization consists entirely of American citi-
zens, yet is funded to some extent by a foreign power. Is this organization
now precluded from the protection afforded by Keith? Moreover, if an
individual has significant contact with a foreign power or Hs representatives,
will such contact render this person a foreign agent for purposes of fourth
amendment protections? Thus, any situation which is not wholly domestic
may be classified as foreign and, therefore, precluded from the protection
given by Keith.*?

THE ACT

After more than three decades of warrantless electronic surveiliance in the
area of national security, the scope of presidential power and the constitu-
tional restraints upon it remain a mystery.’® The Foreign Intelligence Surveil-
fance Act of 1976 would have done much to solve this mystery by imposing
substantive and procedural controls on the use of electronic surveillance for

43 k. at 310-13,

44, Id. at 31618,

45, 4. at 321 Since no warrant had been obtained in this case. it was unnecessary for the
Court to consider the applicability of Title TH procedural requirements and the Court declined 1o
do so. Id. at 308. Moreover, in construing the Presidential disclaimer provision it was found that
the pravision was totatly neutral in that it neither conferred nor limited the President’s power in
the national secutity area—it merely left the presidential powers where it found them. Id. at 303,
Thus, ho congressionzl exemption to the warrant requirement was found to exist.

4%, ‘The thrust of the Keith decision appears to be that the wartant requirement may not be
suspended merely because there exists a jegitimate governmental need to cngage in certain
activity, Id. at 310- 14, Moreover, if an exception is to be carved out of the warrant provision, the
justification for such an exception must be somewhat compelling to justify the suspension uf
conversational privacy. Cf id. at J19.21

47, Id at 309 & n.&

4%, Id

49, Ci, id.

50. %ee Senate Report, supra note 1, at i8-20; Senate Hearings. supra note 3, at 7.1
{statement of Attorney General Leviy L.E A A, Newsletter, June 1976, at 6, cols. 13
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foreign intelligence purposes. Unfortunately, after extensive debate and
amendment, time ran cut and the Act was left for resintroduction in the 95th
Congress. Nevertheless, an analysis of 158 provisions and possible effecis is a
vaiuable enterprise for a number of reasons. First, the Foreign Intelligence
Act 1s the fifth such act proposed concerning the regulation of warrantless
foreign security surveillances since 1973.%* This indicates that in all prebabil-
ity another atternpt to legisiate in this area will soon be made. Second, the
great need for legislation evidenced by past abuses renders the probability of
future legisiation almost a certainty.’? Third, this Act, largely a composite of
all its unsuecessfui predecessors, is the result of all the hearings and debates
surrounding the previous Acts and is likely fo be relied upon when its
successor is introduced. Thus, the new bill will probably be quite similar to
the Foreign Intelligence Act of 1976.

As previcusly noted, the Act was directed specifically at filling the gap left
by the Keith decision by addressing the foreign aspects of national security
surveillances.’ A foreign power, as defined by this Act, includes not only
members of a foreign government, political party, or military force but also
foreign commercial entities doing business in the United States and foreign
hased terrorist groups.®* By its terms, the Act provides protection not enly to
those persons directly invoived in the foreign government but also to those
who, even though possibly opposed to the foreign government in power {e.g.,
terrorist groups), may be so related to its political scene as to be a valuable
source of intelligence information and, as such, a likely target of surveillance.
An agent of a foreign power is similarly defined iy very broad and inclusive
terms. An agent may either be a non-permanent resident allen whe iIs an
officer or employee of a foreign power or any person, including an American
citizen, who, under the direction of a foreign power, engages in “clandestine
intelligence activities, sabotage, or terrerist activities, or who conspires with,
or knowingly aids or abets such a person in engaging in such activities.”*®

These definitions would help to accomplish two goals. First, as protection
afforded foreign powers and agents is increased, more protection is afforded
to those American citizens who are likely to communicate with them. As
noted previously, one need not be the target of a national security surveillance
to have personal liberties violated since anyone communicating with a foreign
power {or its agent} i5 vulnerable to the interception of communications.®®
Second, it avoids the application of a double standard of fourth amendment
profections afforded to those persons who are wholly domestic. As the law
stands now any persons {non-foreign power or agent) conversing with one
another are assured that if their conversation is intercepted by the govern-

51. Senate Report, supra nete ), at § & n.2.

52, Td. at 91} see mote 21 supra.

53. Benate Report, supra note I, at 8, 11-18,

54, Forelgn InteHligence Act § 25210)3), The term “forsign power” means those persons
officinlly affiiated with a foreign power such as an ambassador, minisler or the like.

55, ELO§ 2523(b¥id.

56, See text accompanying notes 20-71, 47-49 supra.
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ment, it is done so pursuant to prior judicial authorization.*” However, either
persan, if communicating with a foreign power, an agent of a foreign power,
or anyone having z significant connection with either, has no such assur-
ance.>?

After defining its terms and scope, the Act gocs on to provide specific
procedural reguirements to be followed in submitting applications to the court
for an order authorizing a foreign intelligence surveillance.’® These pro-
cedural reguirements may be divided into administrative,®® judicial,’ and
general safeguards.®?

Concerning the administrative safeguards, the Act requires that before an
application be made to the court it must first be authorized by the President
and then approved by the Atforney General %% An application under this act is
properiy authorized by the President only when he has, in writing, empow-
ered the Attorney General to approve applications for submission to the
court.® The purpose of this procedure is to insure that the President in fact
wants to carry on foreign intelligence surveillance and that the Attorney
General is not acting upon his own determinatien that such surveillance is
necessary.%*

57, This conclusion is dictaled by the Supreme Court decision in United Slates v, United
States Dis1. Courl, 407 U.S. at 3i4-2) {warran] reguired in ¢ases involving the domeslic aspects
of nalional securily imtelligence gathering}.

8. Thus, there is no assurance lhal such a survelllance is reasonable—i e, based upon
probable cause. The sityation presented by this fact paltern appears to present severs frst
amendment problems, As indicated above, if an American citizen decides to cornmunicate with a
foreign official he runs twa risks. First, there is the risk that ¥ thelr communivation is being
intercepled as a result of the foreign official being a targel of & nuliovnal seeurity surveilance,
1here is no assurance 1hal the inlerceplinn is reasonable since ao judicial warranl need be secured.
Thus, 1he surveillance may be based upon the sole determination of the currenl adminisiralion
that such survelfianee is necessary. Second, there is the risk that the Amerkan citieen by
commitnicating with this foreign official will be deemed 1o have such significant foreign ties a3 to
be himself classified as a foreign agent, Thus, a domesiic person may refrain from communicating
with n foreign official for fear of either & warrantless interception of the communication or being
classified as a foreign agenl as & resull of the communication. In either case the chilling effer]
upon the person’s freedom of speech and associabion are clear, Zweitben v. Mitchell, 5316 F.2d
594, 53335 (D.C. Cir. 1975 {fen banc} {pluradity opinion), cert. denied, 425 U5 944 {1976 of.
United Stales v, United Stales Dis1, Court, 407 U.8. al 313 (“National securily cases . . . often
reflect a convergence of Firsl and Fourth Amendment values not present in cuses of ‘ordinary’
crime. Though the investigative duty . . . may he slronger in such cases, so also is Lhere greater
eopardy to constilutionally prolecled speech.™.

59. Foreign InleBigence Act 8§ 2322-27,

&0, Id. §% 25322, 2524, 2827

41, Id. § 2525,

2. I § 2513

63, Id. § 2822

64. M.

65, Only one wrilten authorization is reguired to empower the Allorney General to approve
applicalions in any number of surveiilances for as tong as the Presidend lets 1he single authoriza-
tion stand. See Semate Report, supra note 1, al 34,
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The application itsel is guite detailed to insure the existence and rekability
of the facts giving rise to the particular surveillance. It is also necessary to
reveal the identity of the targets of the surveiilance, and the specific tech-
nigues to be employed. The application must further state the facts relied
upon in classifying the targets as foreign, the information sought as foreign
intetligence information, and how the government intends te minimize the
interception of unrelated information, ®s

The judicial safeguards dictate that a judge shall, if the application was
properly autherized by the President and approved by the Attorney General,
enter an ex parte order approving the surveillance. The judge must affirm
that the facts submitted to him establish probable cause to believe that the
target is a foreign power or an agent of a foreign power and that the
information sought is foreign intelfigence information. Finally, he must con-
firm that the procedures are reasonably designed to minimize the coliection of
unrelated information.5? _

The general requirements essentially designate the judges to grant orders
for electronic. surveiilance and the appeHate route to be followed by the
Attorney General upon the denial of an order.5® The Act also provides that
the Chief Justice of the Supreme Court shall designate seven distriet court
judges, each of whom wili have jurisdiction to hear appiications for and grant
orders approving electronic surveiliance.®® Further, the Chief Justice would,
ander the Act, designate three judges to comprise a special court of appeals to
hear appeals by the United States from the denial of any application.” The
Government would have the right to appeal an affirmance of a denial by that
court to the Supreme Court. All appeals are to be heard and determined as
expeditiously as possible.”! The Act provides that applications and orders be
sealed by the presiding judge and kept according to security measures to be
established by the Chief Justice and the Attorney General.’?

The final and, from a constitutional perspective, the most controversial
section of the Act is that which squarely addresses the power of the President
in the area of foreign intelligence gathering. Section 2578, entitled “Presiden-
tial Power,”’¥ provides, in essence, that nothing contained in the Act was
intended to affect the exercise of any constitutional power the President may

G5, Foreign Intelligence Act § 2524,

&7, Id. § 2525, Subsection {a} of this section specifies the findings the judge must make before
he grants an order approving the use of electronic surveillance for foreign intelligence purposes,
While the issue of the order is mandatory if all the requirements of subsection {a} are present, the
judge has discretionary power o modify the order sought-—e.g., the period of aathom:zon or the
minimization precedures to he followed.

58 K § 2523a) & (D).

59, Id, § z323(b).

%, id.

71, Id. § 2523(c3. The Attorney General has access to this special court of appeals as a matter
of right. ¥d. § 2823(b}. The appeal as of right applies even to appeals to the Supreme Court. Query
if this alse includes the right to & raheanng if the Supreme Court should deny the application?

¥2. 1. § 28230

73, Id. § 2328.



244

1190 FORDHAM LAW REVIEW [Vel. 45

have to gather foreign intelligence information through the use of electronic
surveillance if either the surveillance falls outside the definition of electronic
surveilance or “the facts and circumstances giving rise to the acquisition are
se unprecedented and potentially harmful to the Nation that they cannot be
reasonably suid lo have been within the contemplation of Congress in
enacting this chapter - . . Provided, That in such an event the President shall,
within a reasonable time thereafter, iransmit to the Commitiees on the
Judiciary of the Senate and House of Representatives” the facts surrounding
this unprecedented situation. ™ The purpose of this section was to clearly
establish the intent of Congress to legisiate in the area of foreign intelligense
gathering by regulating the exercise of presidential powers—be they constity-
tionally based or net—in all but two well defined situations: ie., i the
surveillance did not come within the definition of electronic surveillance or
the facts were unprecedented and potentially harmful.?$

FHE CoNSTITUTIONAL RAMIFICATIONS OF IMPOSING A WARRANT
REQUIREMENT ON THE PRESIDENT IN NATIONAL SECUnity CASES

The Applicability of the Fourth Amendmant

The attempt to regulate forsign intelligence surveillance through the
Foreign Intelligence Act raises three constitutional issues. Fhst, given the
sweeping language in a number of cases addressing the President’s constitu
tional power to conduct foreign affairs, may the exercise of such power be
implemented without regard for the fourth amendment? Second, assuming the
applicabitity of the fourth amendment to the President’s foreign affairs
powers, will the warrant provision unduly fetter the legitimate exercise of
these powers? Third, assuming that the warrant provision presents no undue
restraint upon this power, does the Foreign Security Act, which would require
more than merely obtaining a search warrant, undudy fetter these powers?’®

74 Lk

75, Senate Report, supra note 5, &t 49-34 Senate Hearings, supra note 3, al 1620,

16, During the hearings and in the final report of the Subevmnittee on Criminal Laws and
Procedures 1 fourth constitutionad problem was raised. The subcommittee feit that the question of
whather Congress may legislate in an area where the President has a comstitutional power was a
major bartier for this piece of legisialion to hurdle. Senate Hearings, supra note 3, at 2 (remarks
of Senator Mc{lebany, Senate Report, supra sate ), at 30.51. In order to justify this Act twe
Committes relied exclusively upon the Supreme Court’s decision in Youngstown Sheet & Tube
Co. v, Sawyer, 343 1.5 578 {1982y in Youngstown, President Trumanm, relying upon his
constitutional war powers, ordered the seiznre and operation of certain steel mills in order t0
avert a nation wide strile of stesl workers during the Korean War The Courl's opinion,
rarrowly drawn, hald that the President had no power stemming either from Congress or the
Constitution to seize steel mills. K at SR5-36

Justice Jacksan, in his concurring opimion, wrote: “When the President fakes mieasures
incomputille with the expressed or implied will of Congrass, his power is at its jowest ebd, for
then he can rely only upon his own constifutional pawers minus any constitutional powers of
Cabgress over the matter.” Id. &t 657 (Jachsen, }., concurring). In the Senate Report this
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The power to engage in foreign inteiligence gathering may be implied as a
necessary concomitant of the President's express powers as Commander-
in-Chief of the armed forces,™ as the officer in charge of the nation's foreign
affzirs,”® and as the protector and defender of the Constitution.” While there
Is no dispute that from these express powers the implied power to engage in
forelgn security surveillances may be inferred, what remains to be decided is
whether these constitutional powers render the fourth amendment inapplica-
ble.

There are two jeading Supreme Court cases which, though not concerned
with the fourth amendment, are cited in support of the contention that foreign

concurring opinion was constantly referved to. E.g., Senate Report, supra note 1, at 50-52, 7§
.33 {views of Senators Abourerk, Hart, and Mathias), 14} (minority view of Senator Tunney).
Moreover, Attorney General Levi interpreted the Youngstown decision as indicating “that when a
statute prescribes a method of domestic action adeguate to the President's duty o protect the
national security, the Presidesnt is legaily obliged to follow it.” Senate Report, supra note 3, at §1
& n.d6. '

‘The subcommittee’s absolute reliance upon Youngstown seems placed for two r
First, the Court's holding in Youngstows was that no constitutional power was found to exist to
Justify the President's activities. In regard to nationad security intelligence, the Supreme Court has
recognized the existence of a Presidential power, aithough presently undefined, to gather such
information. Cf. United States v. United States Bist. Court, 407 U.S. at 310-12. Thas, the
recognized existence of a constitutional power seems fo preclude any reliance {certainly absclute
reliance} upon Youngstown. Second, in Youngstown, even assuming that the Jacksos concuse
rence was the Court's holding, the Taft-Hartiey Act was enarted before the President seized the
mills. In contrast, in the case of national security inteiligence gathering, the Court wilt be faced
with legislation that comes after over thirty years of Presidential practice. See Senate Report,
supra note 1, at 13-15; Senate Hearings, supra note 3, at 1. Moreover, given this prior executive
practice, i€ is at feast possible (reversing the Jackson reasoning in Youngstown) that where
Congress takes measures incompatible with established presidential practice, their power is at its
Jowest ebb. Such a reversal of Jackson's reasoning, so heavily relied upon by the subcommities,
couid prove devastating to any future attempt to jegisiate in the area of foreign security.

it seems that rather than stretching the Youngstown case to its limits {if, in fact, not surpassing
themy), the better course would be simply to rely uposn the necessary and proper clause, U.5,
Const. art. 1, § 8, . 18, which provides that Congress shall have power “ftlo make ali Laws
which shall be necessary and proper for carrying inte Execution . . . [the] Powers vested by this
Constitution in the Government of the United States . . . .* Id. The classic construction of the
powers exp 1 in the nec y and proper clause is that of Chief Justice Mazshail in
McCulioch v, Marvland, 17 U.5. (4 Wheat.} 316 {1819 “Let the end be legitimate, let it be
within the scape of the constitution, and aHf means which are appropriate, which are plainly
adapted to that end, which are not probibited, but consist with the letter and splrit of the
constitution, are constitutional” Id. at 421. Thus “fwihatever legislation is appropriate . . . to
carry out the objects the amendments have in view, whatever tends to enforce submission to the
prohibitions they contain, . . . is brought within the domain of congressional power.” Ex parte
Virginia, 100 U.S. 339, 345-46 {1879). It seems, therefore, that the fourth amendment is a proper
subject of legislative action to secure its guarantees. Cf. Katzenback v. Morgan, 384 U.S. 64}
{1968) {Congress may legislate to secure the guarantees of the fourteenth amendment).

. US Const, art, 35, § 2, ol 1.

18, Id. §2, 6 1, 2

7% K. §1,cl 8
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intelligence surveillance is immune from the requirements of this amendment.
In United States v. Curtiss-Wright Export Corp. % the Court held that the
federal government's domestic and foreign powers are of a very different
scope because they differ in origin and nature, Tt then stated that in relation to
foreign affairs the President alone has the power to act as representative of
our nation. Moreover, the Court noted that confidential sources are necessary
to the exercise of his duties, and, consequently, they should remain confiden-
tial.®! Later, Chicage & Seuthern Air Lines, Inc. v. Waterman Steamship
Corg. 32 stated that in his capacity as Commander-in-Chief and as the organ of
foreign affairs, the President “has available intelligence services whose reports
are not and ought not to be published to the world. It would be intolerable
that courts, without the relevant information, should review and perhaps
nullify actions of the Executive taken on information property held secret."®?
Two recent circuit court decisions have expressly addressed warrantiess
foreign security surveillances and have rescived these cases based upon the.
sweeping language contained in Curtiss-Wright and Waterman.® The Fifth
Circuit, in United States v, Brown,® held that warrantless foreign security
surveillances were constitutionally permissibie: The opinion deciared that on
the basis of "the President’s constitutional duty to act for the United States in
the field of foreign relations, and his inherent power to protect national
security in the context of foreign affairs . . . the President may constitutionally
authorize warrantless wiretaps for the purpose of gathering foreign inteili-
gence.”™ The Court added that any “[rjestrictions upon the President’s power
which are appropriate in cuses of domestic security become artificial in the
context of the international sphere.”®" In United Stgtes v. Butenke 3% the
Third Circuit reached the same conclusion, finding that these surveiliances
would be reasonable without a warrant even though some abuses may arise 3°
The Third and Fifth Circuits' decisions are based on very conclusory
analytic frameworks and tend more to confuse than to clarify the issues of
presidential power and the applicability of constitutional restraints, I Brown,
the court failed to pay even lpservice to the type of constifutional analysis
suggesied by the Keith decision: there was no attempt at halancing the various
interests at stake. The Fifth Circuit merely stated that the President has the
power to authorize intelligence gathering by means of warrantless eleetronic

B3 299 LLH. 304 (1936)

81. It at 313200

B2, 333 LLS. 103 (1948

83 id. at 111,

84, United States v. Butenko, 434 F.2d 593, 607 {34 Cir.) {en bane}, cert. denied, 419 U.§.
881 {1974); United States v. Brown, 484 F.2d 418, 426 {5th Cir. 1673}, cert. denied, 415 U5, 960
{1974}, See also United States v. Smith, 321 F. Supp. 424, 426 (C.I3, Cal. 1971 (dictutny; United
States v. Clay, 430 F.2d 165, 171 {5th Cir. 1970y, reversed on other grounds, 403 .5, 694 {1971

B5. 48B4 F.2d 418 (§th Cir. 1973), cert. denied, 415 1.5 960 {1974}

B, Id. at 476,

7. 14

B8, 404 F.id 393 {3d O, cert. dented, 417 1.5, 88t (1874).

Bg. Id
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surveillance. %® In Buienko, the Third Circuit ignored the Supreme Court's
rejection of post-search sanctions as offering viable fourth amendment protec-
tions in the domestic area and relied, without explanation, upon this procedure
as a means of affording adequate protection in the foreign security area.®! Thus
these decisions are better viewed as evidencing the on-going struggle between the
constitutional issues raised by foreign security surveillances rather tha.n as a
clarification of these problems.®?

In Zweibon v. Mitchell,™ the District of Celumbia Clrcmt, while hmmz:g
its holding to requiring a warrant prior fo the surveillance of a domestic
organization, questioned whether any national security exception to the
warrant requirement would be constitutional ® Unlike the Fifth and Third
Circuit cases, the Zweibon opinion, written by Judge J. Skelly Wright,
presented s complete and detailed analysis of the issues raised by foreign
security surveiliances, paralleling the type of fourth amendment analysis
employed by the Supreme Court in Keith .9 After a brief survey of cases
recognizing the vast scope of the President’s power to conduct foreign affairs,
the court dismissed the possibility that the fourth amendment may be in-
applicable in the area of foreign security surveillances.®® While recognizing
that there is support for the proposition that the President’s powers concern-
ing foreign affairs are not limited to those specifically enumerated in the
constitution, the Zweibon court stated that they did not override the fourth
amendment but, rather, had to be reconciled with it.%”

This conclusion appears to be well grounded. In Curtiss- Wright,®* the
Court itself recognized that “like every other governmental power, [the
President’s plenary power over foreign relations] must be exercised in subor-
dination to the applicable provisions of the Constitution.”® The question
actually presented in Curliss-Wright was the constitutionality of a congres-
sional delegation of power in granting the President authority to prohibit arms

G0, Enited States v. Brown, 484 F.2d 438, 4346 (3th Cir. 1973), cert, denied, 415 1.5, 960
{1974} .

9%, United States v. Butenko, 404 ¥.2d 593, 605 {3d Cir.}, cert. denied, 419 U.S. 881 (1974).

62. Senate Report, supra note i, at 18 n.37 {noting the lack of systematic analysis of the
Brown and Butenko decisions), #0 n.i4 {additional views of Senawrs Abourezk, Hart, and
Mathias reaching the same conclusion).

63, 316 F.2d 594 (DLC. Clr. 1975} fon bane) (plurality opinfon}, cert. denied, 425 7.5, 944
{1976).

94, Id. at 61314,

45, Id, at 61213,

6. Id. at 626-27, 633-34, 641, The Court considered the argument that the conduct of fereign
affalrs is an exercise of the President’s pofitical power and as such beyond judicial review. Id. at
630-21. Consideration was aise given to the evidentiary privilege of the Executive concerning the
production of documents whose publication might endanger either military or diplomatic secrets.
Id. at 625.27. Althcugh these points are beyond the scope of this Note, it should be noted that as
to each argument the Court found no bar o Hs consideration of fourth amendment pmtectlcns
Td. at 620-21, 628-15.

97, Id. at 627,

98. 299 U8, 304 {1936).

99, Id. at 320.
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shipments to an area of armed conflict.’®® The Court did not address the
question of whether these powers are to be exercised in accordance with the
strictures of the fourth amendment.'® The Walerman'9? decision was cloaked
in very broad language concerning the President’s foreign affairs powers, 102
The question presented was the judicial review of certain presidential acts
concerning foreign air transportation.!% Again, the Court did not address the
exercise of these powers in the context of the fourth amendment.'® Thus,
these cases, 50 often cited as establishing the breadth of the foreign affairs
powers, do litle more than identify and define these powers in a context
where there was no assertion of an express countervailing constitutional
limitation.

To conclude that the President’s power in this area is to be tested outside
the framework of the fourth amendment would, as the Zweibon court noted,
be to ignore the serics of cases which have adhered to the principle—even in
time of war and c¢ivil insurrection—that the President cannot exercise his
power without regard for the Bill of Rights.'® For example, in Ex parie
Milligan, 1% the Court prevented the President from suspending the sixth
amendment right {o jury trial where the courts were open and their process
available 1% A similar result was reached in Duncan v Kahanamohu, %%
where the substitution of military law for eivilian process was held uncon-
stitutional despite allegations that Hawaii was in danger of attack and martial
law was necessary for its protection.!'® Further support for this position can
be found in Home Building & Loan Association v. Blaisdell, 111 where the
Court, in dictum, stated that “even the war power does not remove constitu-
tional limitations safeguarding essential liberties.”112 Finally, in United Siates
¥. Washington Pest Co.,''* the Government urged the court to restrain the
publication of the contents of a classified study recounting the history of
American decision-making on Vietnam policy, asserting that the defense
interests of the United States would be greatly prejudiced. ¥ The Court of
Appeals for the District of Columbia Circuit heid that the Government had

180, i at 314-13,

10t Zweibon v. Mitchell, 516 ¥.2d at 621-22.

32, 335 U158, 103 {1048).

103, Id. at 11t {(dictum).

184, id. a1 10406,

5. Zweibon v. Mitchell, 536 F.2d at 622-23.

106, Id. at 621-23, 626.27.

107, 71 U8 (4 Wall} 7 ¢1866).

08 Id. at 121

109, 327 U.% 304 (j946}

110, Id al 31617,

Bl 293 U 398 (1434

112, Id. at 426 {dictum).

113, 446 F.2d 1327 {B.C. Cir.) {en bang) {per curiam), affd sub nom. New York Times v,
United Slates 403 U.S. 73 (1971} (per cuziam}.

t14. Id, mt 1378, .

4528 (3. TH - 17
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not overcome the first amendment’s presumption against the constifutionality
of prior resiraints on the press'!® and the Supreme Court affirmed, !l

Fhe thrust of these decisions is that the President is subject fo certain
constitutiona! limitations in the exercise of his constitutional powers. This is
not to say that, given a proper set of facts, the President could not have fully
exercised his powers. Had the Washington Post case involved publication of
information concerning an upcoming military offensive, or if acts of war had
actunlly closed the courts in Milligan and Duncan, the Court, upon balancing
the interests at stake, may have reached a different result. Thus, Presidential
power must be exercised within the framework of constitutional restrainis:
both the constitutional power and its constifutiona! limitation must be bal-
anced to insure the legitimate exercise of that power and the protection of the
iiberties likely to be affected.!1?

Does the Warrant Requirement Apply to a National Security Search?

Judge Wright's opinion in Zweibon is instructive on the issue of the
reasonableness of a warrantiess national security search.!'® Recognizing the
impertance of both foreign intelligence gathering and the protection of per-
sonal liberties, ke conciuded that the warrant requirement would best serve to
harmonize both interests.!1? In reaching this conclusion five possible justifi-
cations offered by the government for exempting national security surveil-
lances from prior judicial authorization were discussed.i?® These justifi-
cations—lack of judicial competence, security leaks, strategic information
gathering, administrative burden, and delay--were virtually the same as
those offered in Keith.'?1 The Zweibon decision addressed each of these with
the same scrutiny emploved in Keith and reached the same result in the area
of foreign security as Keith reached in the dormestic area.

In both cases the Government posited that the fudicial branch iacked the
competence to effectively perceive and decide questions involving foreign
security.12? In Keith, the Supreme Court rejected this argument, stating. “If
the threat is too subtle or complex for our senior law enforcement officers to con-
vey . . . oDe may question whether there is probable cause for surveillance, 1%}
The Zweibon court was similarly unpersuaded where questions of foreign
security were involved. Essentially, it refused to accept the idea that the
Attorney General, chosen for his prowess as an attorney rather thap as a
diplomat, was more capable than a federal judge to perceive and analyze the

115, T4, at $318-29.

§16. 403 U8 713 {1971} (per curiam).

7. Cf Zweibon v. Mitchelt, 516 F.2d at 626-27.

i18, Id, al 628-33.

11%.  id. at 633-36.

12¢. 1d. at 641-51.

121. 407 U.5. at 3i1%-%1.

122, Id. at 320; Zweibon v. Mitchell, 516 F.2d st 541-47,
123, 407 L5, at 320.
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issues raised by a foreign security surveillance.'?* This response seems quite
appropriate. There is no reason why a federal judge, deemed by the Supreme
Court {0 be semsitive and comprehending encugh to pass upon probable cause
in domestic security cases, will become any less so when dealing with forcign
security cases'?s

On the question of security leaks the Government, in both Keith and
Lweibon, arged that the warrant provision would force the President to
reveal highly sensitive information. It claimed that providing this information
to the judiciary would increase the risk of a security leak which would, in
turn, endanger the natienal security. %8 Keith did not recognize a perceptible
increase in the risk of a security leak by virtue of a revelation to a federal
judge in domestic security eases,'®? The Ziverbon court found this argument
no more compelling in the context of foreign security.*?® In addition to noting,
as did Keith, that warrant proceedings are ex parte, Zweibon espoused
preventive messurcs which could be taken to guard against security leaks,
The Government, for example, could supply any clerical or secretarial per-
sonnel needed, thereby lmiting the exposed material to a single judge and
msuring the utmost secrecy.'® The Keith/Zweibon conclusion seems to be
correct, especially if the ¥xecutive supplies the necessary clerical persennel.
Heowever, the risk of security leaks would probably be diminished even
further if a select group of judges, designated by the Chief Justice or another
appropriate member of the federal bench, was appointed to hear all foreign
security cases,

The Government urged in both cases that since these surveillances are
aimed primarily at the collection and maintenance of strategic information
they are less offensive to the fourth amendrment than those surveillances
designed to end in a criminal prosecution.t® In Keith, the Court apparently
accepted the Government's premise that the nsture of domestic surveillances
was essentially non-prosecutorial, but refused to accept that an individual's
constitutionally protected freedoms are any less offended because of this. '* In
- Zweibon, the court, in reaching the same conclusion, refused to accept the
notion that foreign surveillances were non-presecutorial'® The result
reached in Zweibon seems eminently sensible. Whatever the purpose of 2
given surveillance may be, it seems clear that the same constitutional
infringements will result from its uncontrolled nse. It is the means and net the

1234, 816 F.2d at 64142, £44,

125, Cf United States v. United States Dist. Court, 407 U.5. a1 320

16 T4 at 32021 Zweibon v. Mitchell, 516 F.2d at 847.4%

P27, 407 TRS. at 3e24.

128, 516 F.I1d at 647,

129. 518 F.2d at 647, of, Commission for Nuclear Responstility v, Sesborg, 463 F.1d 88,
4-95 12 (DC. Cir 1971 {per curiam},

130 United States v. Unised States Dist. Court, 407 1.5, at 318-1%; Zweibon v, Milchelf, 515
F.2d at sefi-49.

131 407 U5 w320

132, 316 ¥.2d a 648,
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ends of a given surveillance which the fourth amendment addresses.®*®
Indeed if these surveillances were non-prosecutorial the need for fourth
amendment protections would be heightened. Without a txial in which an
attempt is made to use the evidence seized without a warrant {or its fruits) all
judicial serutiny would be bypassed. Thus the temptation to intercept non-
security information would only increase.!®

The added burden impesed upon the administration was also urged as a
justification for an exception to the warrant provision.!?’ This argument was
summarily dismissed by Keith. 3¢ Likewise, the Zweibon court rejected the
argument in the foreign context, refusing to carve out an exception to the
protection afforded by the warrant provisien based solely upon administrative
burdens,1#?

The fina! justification offered in Zweibon was the danger caused by a delay
in instituting a foreign security surveiliance. It was posited that foreign
security surveillance must be hastily employed and any delay, resuléing from
compliance with the warrant procedure, would cause the loss of crucial
information thus threatening the national security.?®® The argument, admit-
ted by the court to be the most persuasive, was both accepted and rejected in
part. It was accepted in relation to the apparent necessity for an exception to
the warrant requirement in exigent circumstances. These emergency situa-
tions, when time is of the essence, call for immediate executive action to
prevent the loss of information vital to the national seeyrity. However, the
court refused to suspend the warrant requirement in al} foreign security cases
because of the mere potentiality of a rare situation requiring such an excep-
tion. ¥¥% Although ne similar argument was made concerning domestic security
in Keith,14® the Zweibon result seems sound. The average length of a foreign
security surveifiance is between seventy and two hundred days.14* Moereover,
the average surveillance is well planned and must be approved by a number
of administrative officials before it is empleoyed.#4? Thus it appears that the
emergency situation is clearly exceptional. Fo exempt all foreign security
surveiflances would be to let the exception govers the rule.14* There may be
situations, however, where a surveillance may have to be immediately
instituted or the national security could be jeopardized. However, in these
cases the fourth amendment and the President’s constitutional powers can be

133, See United.States v. United States Dist. Court, 487 U.5. at 328 Zwelbon v. Mitchell,
516 F.24 at 649,

134, United States v. United States st Counrt, 407 U5, at 320

335, id. at 320y Zweiben v. Mitchell, 516 F.2d at 650-51.

136, 407 U5, at 32t

£37. 5t6 F.id at 631,

138. Id. at 649-50,

£3%. Id,

140. Senate Report, supra note 1, at 79 {views of Senators Abourezk, Hart, and Mathias).

141, Zweibon v. Mitchell, 516 ¥.2d at 650 & 5.177.

142. id. at 643.

143, Cf. id. at 650
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reconcifed. Certain searches which must be instituted without delay have
been held reasonable without a warrant.'* Thus it would not be inconsistent
with prior fourth amendment cases to hold that the President may, in order to
carry out his constitutional duties, conduct warrantless national security
surveillances where there is no time to obtain a warrant.

Another justification, not offered in the Zweibon case, but possibly more
pursuasive, is that a foreign threat to the national security is more dangerous
than a domestic threat, The argument would be that a foreign threat may
have as its end a more drastic result than a wholly internal threat, However,
both an internal and external organization could have as its objective the
reorganization or elimination of our national structure. On the other hand, an
important distinction between these two types of organizations is found in the
resources available to a foreign and domestic organization. A domestic
organization, by definition, will derive its resources from wholly internal
sources.'** This means that net only must the membership of the organization
consist onjy of persons within the United States, but alse that the funds
necessary to carry on the organization must originate from donations of Hs
members and domestic sympathizers. A foreign organization, on the other
hand, has, in addition te all those resources open to its domestic counterpart,
any resources available from a foreign source. Thus, not only may its
membership be drawn from a larger area, but s operational costs may be
received from a larger pocket.

Even conceding that a foreign threat may be inherently more dangerous
than its domestic counterpart, there is no logical connection between this and
making it unreasonable, in al} cases, to secure a search warrant. Certain
safeguards may be employed to account for any measurable difference be-
tween a foreign and a domestic security threat. Such safeguards could take
the form of an escape clause whereby the President, confronted with an
extremely dangerous situation, would be able to respond without first apply-
ing for a warrant. This would be much the same as the exigent circumstances
exception noted above.1*® Just as with the delay argument, for the court fo
establish a general rule based upon the possibility of an emergency situation
would be to let the exception govern the rule.'$” Clearly the better course,
rather than foreclosing fourth amendment protections, would be to carve z
specific exception to fit these circimstances: to subject the President to the
warrant provision absolutely would, given an emergency situation, preclude
him from fulfilling his constitutional duty to defend and protect the Constitu-
tion.

144, E.g., Uniled States v. Edwards, 415 U.5. 800, B02-03, 806-09 (1974} (discussion of the
exceptions to the warrant requiretnent of scarch incident to a lawful arrest and seizure of evidance
of criminal activity where it is Bkely to be destroyed); see note ¥ supra and accompanying text.

145, Cf. Uniled States v. United States Dist. Tourt, 407 U.5. at 309 n.6.

i46. Zweibon v. Mitchell, 5156 F.2d at 84030

141, Id.
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Pogs THE FOREIGN SURVEILLANCE Act UnpuLy FETTER THE
CONSTITUTIONAL EXERCISE 0F PRESIDENTIAL POWER?

The Inhevently More Dangerous Foreign Threat

Assuming the validity of this argument--that a foreign threat is inherently
more dangerous than its domestic counterpart—the Forelgn Intelligence Act
anticipates this problem, First, there is the exception clause in the presidential
power section which contemplates an unprecedented emergency situation
wherein the President is permitted to act upon his own determination that
such action is necessary.'*® Second, there is the 24-hour emergency provision
of section 7525{d) which enables the Attorney General to authorize a surveil-
lance upon his ewn authority by merely notifying one of the seven designated
sudges.)*? Third, there is the speedy appellate route provided by section 2523
insuring rapid hearings and decisions upon the denial of any order authorizing
a foreign security surveillance.!5? Given these three provisions, it is hard to
imagine a situation, even assuming the greater potential danger posed by
foreign threats to the national security, that is so bizarre as to evade both
emergency provisions and the rapid appeilate route and yet remain so deadly
as to pose a significant threat to the national security. '3t

Lack of Judicial Competence

Assuming that this argument is more persuasive in foreign security cases,
and that Keith's rejection of this argument in the domestic area Is not
determinative in the foreign area, the Act, in designating certain federal
judges to hear applications for and grant orders approving foreign security
surveillances, seems to deflate i.¥5% Even if they initially found the subject
difficult to grasp, the limited number of judges so designated would soon
develop expertise because of the frequency with which they would hear
foreign security surveillance applications. Given the lifetime tenure of a
federal judge and the relatively short tenure of an Attorney General, it may
not he long before the bench will be required to inform the Attorney General
of the pertinent subtleties '5?

Risk of Security Leaks

In sddition to the ex parte approach embraced by Zweibon, the Act
provides that all applications and orders are to be sealed by the presiding
judge and protected by security measures to be prescribed by the Chief Justice
in consultation with the Attorney General.’3* Thus the Attorney General has

148. Foreign Inteligence Act § 25i8.

ta6. Id. § 2%525(d).

150. Id. § 2523. These appeliate routes are open Lo the Government as & matter of right. Td.
151. See Senate Report, supra note 7, at 79 (views of Senators Abourezk, Hart, and Mathias).
152, Faoreign Intelligence Act § 2523,

153, Zweibon v. Mitchell, 516 F.2d at 644 & n.138.

154. Foreign Intelligence Act § 2523.
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a voice In insuring against the risk of security leaks by eirtue of his own
safeguards, 1¥*

Lranger of Delay

This argument is vitisted by the three emergeney provisions of the Act
discussed in the above analysis of the inherently more dangerous foreign
threat. 15¢

Administrative Burden

In order to determine the added burden that the Act imposes upon the
administration, one must first review the procedure currently employed before
the tmplementation of a foreign security surveillance, At present, the request
must be very specific and must be approved by the FBI at several jevels: up
to seven supervisors, three subordinate directors, and the Director of the
FBL Further, the Attorney General must approve.'’* It appears that the
application called for by the Act requires not only less detailed information
but aliso significantly less procedural invoivement. The Act, therefore, does
not appesr to measurably increase the burden the Government has already
imposed upon itself.

THE NEED For A LEGISLATIVE RESPONSE

1t is apparent that either the courls or Congress may require the President
to obtain a warrant prier to employing a foreign intelligence survetllance,
However, due to the superior protection which ¥ glves to both fourth
amendment rights and the national secdrity, it is submitted that Congres-
stonal legislation is the alternative which should be chosen.

The judicial branch, absent any legislation concerning foreign security
surveiltunces, would be able to afford fourth amendment protections in &
sumber of ways. a case by case approach;*® a general warrant approach with
an exception for exigent circumstances which necessitate immediate sction; 169

185, Thus the Act provides the type of security medsures which prompted the Suprems Court
in Reith to conclude that the possibility of secuiity leaks do not necessitate a departure from the
warrant provision where domestic security 18 involved, See Dnited Siates v, United States Dist.
Court, 407 118, at 320 The Act is also constslent with the Zweibon treatment of the same
argument. See Zwethan v. Mitchell, 516 F.2d at §47-48.

158, See notes 15558 supra and accompanying text,

187 Zwwibon v. Mitchell, 516 F 2d at $42-43

tsg, Id.

159, This approach was suggested by the Third Circeit in United Siates ¢, Butenko, 494
F.2d 593 (34 Civ} {en banch, cert, denled, 419 105, 88} (1974, ‘The court left any fourth
amendment protections 1o the sanctions incident to posksearch litigation. Thus anly after the
surveitlance had been discovered would its reasonableness be tested, Id. at 605,

160, This apprasch was suggested by the Zweibon decision. Zweibon v. Mitchell, 516 F 2d
394 4D O Cie. 19751 (en bancy, cert. denied, 425 .5 944 (1976} In Zweibon, the court, in
dictum, concluded that absent exigent circurmstances a warrant is necessary before tmp_!aying 1
foreign security surveillance Td. at 65§ (dictum).
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or an absclute warrant requirement.'¢! These alternatives all fail to ade-
guately protect either the national security or personal liberties affected by the
survetllance. The case by case approach places the government in the
unfortunate position of never being sure whether the surveiliance they wish to
employ requires a warrant. That determination is left for subsequent judicial
scruting. Moreover, those who are supposediy protected by the warrant
reguirement wouid be protected in a retroactive way——oniy after an illegal
surveillance were discovered would its validity be determined.'®* The second
approach, while protecting both the national security and personal liberties to
2 limited extent, would still lend itself to executive abuse. The determination
of what are exigent circumstances will necessarily be a subjective judgment
on the part of the government, In the fight of past abuses, the protection
afforded by this approach seemss inadequate.’6® The third approach, while
appearing to protect personal liberties ahsolutely, would seriously jeopardize
the national security. Placing the national security in this precarious position,
in turn, jeopardizes the personal liberties thought to be protected since the
fiberties granted by our congtitutional form of government are no more secure
than the government itself. “The President, faced with an emergency situation,
could not act with the required speed and thus would be prevented from
fulfilling his constifutional duty. Indeed, inasmuch as this approach would
prevent the President from fulfilling his constitutional responsibility, it is,
most likely, unconstitutionai, 6

These deficiencies noted, it seems the better course for Congress to provide
comprehensive legislation along the lines of the Foreign Intelligence Act. Such
fegislation is capable of affording a greater degree of protection to both the
nafional security and personal liberty. It couid be tailored in such a way that
the question of whether or not a given situation required prior fudicial
authorization would require little of no guesswork on the part of the Govern-
ment. The Foreign Intelligence Security Act represents just such a com-
prehensive approach at filling the national security gap. Its provigions are
sufficiently definite to protect the individual's Iiberties from governmental
abuse yet flexible enough to provide for an emergency situation where the
naticnal security demands governmental action without prior judicial authori-
zation. In essence, this Act appears to strike the necessary balance between
the need for intelligence surveillance and the protection of persenai Hberties
from its uncontrolied use. Hopefully, a simitar act wilt be high on the list of
Congressional priorities in 1977,

Charles G. La Bella

163, Fhis approach seems to have been adopted by the Supreme Court in Keith. Since the
argument of defay never catme up, the Court did not consider what would happen in the case of
an emergency situation where the President had to act guickly, One can only assume the Court
wold create an exception in such a situation where the domestic security was threatened. Cf
United States v. United States Dist. Court, 407 U5, at 318,

162, See Inited States v. Butenko, 404 F.2d 593, 605 {34 Cir.} {en banc), cert. denied 419
15.8. 881 (1974}, Cf. United States v. United States Dist. Court, 407 U8, at 316-18,

163, See note 2t supra.

164, Cf. {Inited States v. United States Dist. Court, 487 U.8, at jt0.
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APPENDIX D
L0 BXCESBIVE USE OF INTRUSIVE TECHNIQUES
Maror Fixming

The inteiligence community has employed surreptitious collection
techniques—mail opening, surreptitious entries, informants, and
“traditional” and highly sophisticated forms of electronie surveil-
lance—to achieve its overly broad intelligence targeting and collec
tion objectives. Although there are efrcumstances where these tech-
niques, if properly controlled, are legal and appropriate, the Cormittee
finds that their very nature makes them s threat to the personal
privacy and Constitutionally protected activities of both the tavgeis
and of persons who communicate with or associate with the targets.
The dangers iherent in the use of these techniques liave been com-
paunded%}f tie lack of adequate standards limiting their use and by
the absence of review by neutral authorities outside the intelligence
agencies. As s consequence, these fechniques have collected enormous
amounts of personal and politival inforvistion serving no legitinate
governmental interest,

Subfindings

{a} Given the highly intrusive nature of these techniques,’ the legal
standards and procedures regnlating their use have been insufficient.
There kave been no statntory controls on the use of informants; there
have heen gaps sud exceptions in the law of electronic suyvell-
lanee; and the loga? prohibitions ngainst warrantless mail opening and
surreptitions entries have beon ignored,

{b) In additien to providing the means by which the Goversment
can collect too mnuch information about tec many people, certain
tecl}nic%ueﬁ have their own peegliar dangers: :

(1) Informants have provoked and participated i violenee and
other illegal activities in order to maintain their cover, and thoy have
obtained membrarship lists and other private documents,

(i) Scientific and technological advances have rendered traditions!
controls on electronic surveillance obsolete and have made it more
difficult to Himit intrusions. Because of the nature of wiretaps, micro-

hones and other sophisticated electronic techniques, it has not always
ent possible to restrict the monitoring of communications te the per-
sons being fnvestigatod.

{¢) The imprecision and manipulation of labels such as “national

The techniques noted bere do not constitute an exhaustive Hst of the sur
raptitious means by which Intelligence agencies bave collected infarmation, The
¥BL for example, hey obtaived n great deal of Snancial information abeut Amer-
ican ciitzens from tax returns fled with the Internal Revenue Xervice. {Ses 1RS
Report: See, I, *TRS Diselosuron to BRI and CIAC‘} This section, however, is
Hmited to problems ralsed by electronic surveiliance, mail opening, surreptiticus
entries informants and electronie surveiliances,

{ 1834
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security,” “domestic security,” “subversive activities,” and “foreign
intelligence” have led to unjustified use of these techniques.
Elaboration of Findings : :

The preceding section described how the absenee of rigorous stand-
ards for opening, controlling, and terminating investigations sub-
jected many diverse elements of this society to scrutiny by intelligence
agencies, without their being suspected of violating any law. Once an
investigation was opened, almost any item of information about a
target’s personal behavior or political views was considered worth
collecting, :

Extremely intrasive techniques—such as those listed above—have
often been used to accomplish those overly broad targeting and collec-
tion objectives. -

The paid and directed informant has been the most extensively used
technigue in FBI domestic intelligence investigations. Informants
were used in 83% of the domestic intelligence investigations analyzed
in a recent study by the General Aceounting Office.’® As of June 30,
1975, the BB was using a {otal of 1,500 domestic intelligence infor-
mants.? In 1972 there were over 7,000 informanis in the ghetto infor-
mant program glone. In fiscal year 1976, the Bureau has budgeted more
than $7.4 million for its dornestic intelligence informant program,
more than fwice the amount allocated for its organized crime infor-
mant program.? .

Wiretaps and micr_op[}}zones have also been a significant means of
gathering intelligence. Until 1972, the FBI directed these electronic
techniques against scores of American citizens and domestic erganiza-
tions during investigations of such matters as domestic “subversive”
activities and leaks of classified information, The Barean continues to
use these techniques against foreign targets in the United States:

The most extensive use of electronic surveillance has been by the
National Security Agency. NSA has electronically monitored (with-
out wiretapping in the traditional sense) internationa] communication
links sinee its inception in 1852 ; because of its sophisticated technol-
ogy, it is capable of intercepting and recording an enormous number
of communications between the United States and foréima countries.!

All mail opening programs have now been terminated, but & total
of twelve such operations were condueted by the CIA and the FBI in
ten American cities between 1940 and 1973.5 Four of these were oper-
ated by the CIA, whose most massive project involved the opening of
more than 215,000 letters between the UUnited States and the Soviet
Union over a twenty-year pericd. The FBI conducted eight mail open-
ing programs, three of which inclnded opening mail sent between two
points in the United States. The longest FBT mail opening program

* Heport to the House Committee on the Judiclary, by the Comptrolier General
of the United States, “FBI Demestic Intelligence Operations—Their purpose and
seape: Issues that Need to be Reselved,” 2/24/76, p. 96,

* FBI memorandum to the Select Commlitee, 13/28/75,

* Memeoranduawm, FBI Overall Intclligence Program FY 1977 Compured to FY
1915 undated. The cost of the intelligence informant program comprises payments
fo informants for services end expense as well as the costs of ¥BI personnel,
gupport snd overhead.

See NSA Report: Sec. I, “Introduction and Summary.”
®Bee Mail Opening Reports: See. I, “Summary and Prircipal Conclusions.”
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lasted, with one period of suspension, for approximately twenty.six
e4ars.

The FBI has also conducted hundreds of warrantless surreptitions
entries-break-ins—during the past twenty-five years. Often these
entries were eonducted to install electronic listening devices; at other
times they involved plysical searches for information. The widespread
use of warrantiess surreptitions entries sgaiust both foreign and do-
mestic targets was terminated by the Burean in 1966 hut the FII has
oecasioneliy nade such entries against forelgn targets in more recent
years. _

All of these technignes have been turned against American citizens
as well as aguinat certain foreign targets. On the theory that the
execntive’s responsibility in the arew of Ynational security™ and “for-
elgn inteliigence” jnstified their use without the ueed of judicial snper-
vision, the intelligence community believed it was free to direct these
technigues against individuals and organizations whom it believed
threatened the country’s sacurity. The standards governing the use of
these techniques have P;F.(’.'u imprecise and susceptible to expansive inter-
pretation and in the absence of any judicia} check on the application of
these vagne standards to perticnlnar cases, 1t was relatively easy for
inteiligence agencies and thelr superiors to extend thent to many cases
where they were clearly inappropriste. Tax internal controls on the
use of some of these technigues ecnnpounded the problem,

These intrusive techniques by their very nature invaded the private
committications and activities hotl of the individeals they were i
rected against and of the persons with whom the targets communieated
or associated. Consequently, they provided the means by which all
types of informaiion - -inchellng personal and {Jo?itica? mformation
totully nnrelated fo any legiiinnte govermuental objective—were col-
lected and In some cases disseminated to the lughest level: of the
govermment.

Subfinding (a)

Given the highly intrusive nature of these technigues, the legal
standards and procedures regulating theiv ase lave been insnfficient,
There have been no statntory controls on the nse of wfornmants; there
have been gaps and exceptions in the law of electronic surveillanee; and
the legal prohibitions against warrantless mail opening and surrepti-
tous entries have been ignored. '

1. The Absence of Statutory Restrainis on the Lise of Informants

_ There are no statutes or published regulations governing the use of
wformants.® Consequently, the FBI is free to use informants, gnided
only by its own internal directives which can be changed at any time by
FRI officials without approval from outside the Burenn’

*Title 28 of the Dinited States Code provides only that appropriations for the
Department of Justice are available for payment of informants. 28 U.8.C. § 24,

"The Attorney Genera! has announced that ke will issue guldelines on the nse
of informants {n the near future. and our recommendations provide standards for
infarment control and prohibitiens on informant activity. (See pp. W28} In
addition, the Attorpes General's recently promuipated guldelines on “Domestic
Security Investigations” limif the use of informants at the eariy stages of such
. ingniries and provide for review by the Justice Department of the Initlation of

“ful investigations™ in which new informsants may be recruited

s
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Apart from court decisions precluding the use of Informants to
entrap persons into eriminal activity, there are few judicial opinions
dealing with informants and most of those concern criminal rather
than intelligence informants.® The United States Supreme Cowrt has
never ruled on whether the use of infelligence informants in the
contexts revealed by the Comnittee’s investigation offend First
Amendment rights of freedom of expression and asgociation.®

In the absence of regulation through statute, published regulation,
or conrt decision, the ¥BI has nsed informants to report on virfually
every aspect of a targeted gronp or individnal's activity, including
lawfnl political expression, political meetings, the identities of group
members and their associates, the “thonghts and feelings, intentions
and ambitions,” of members,”® and personal matters irrelevant to any
legitimate governmental interest. {nformants have also been nsed by
the FBI £o obtain the confidential records and docnments of a group.*

Informants could be nged in any intelligence investigation, FBi
directives have not limited informant reporting to actusl or likely
violence or other viclations of law.'* Nor has any determination been
made cencerning whether the substantial intinsion represented by
informant covernge is justified by the government’s interest in ob-
taining infolnation, or whether less intrusive means wonld-adeguately
serve the government’s interest. There has also been no requirement
that the decisions of FBI officials to use informants be reviewed by
anyone ouiside the FRI, In shoit, inteiligence infermant coverage
has not been subject to the standards which govern the use of other
intrusive technigues such as electronic surveillance, even thongh in-
formants can prodiice a far broader range of infornation.

2. Gaps and Exceptions in the Law of Electronic Surveillance
Congress and the Supreme Court have both addressed the legal
issues raised by electronic survelllance, but the Jaw has been ri{id{;ed
with gaps and exceptions. The Executive branch has been able to
apply vagne standards for the use of this technique to particnlar cases

fTn a eriminal case involving charges of jury bribery, Unifed States v. Hoffe,
85 LK, 208 (1966), the Supreme Court rnled that an infermant’s testimeny
concarning conversations of a defendant could not be considered the product of a
warrantless search in violation of the Fourth Amendment on the ground the
defendant had consented to the presence of the infermant. In ancther eriminal
case, Lemwis v. Unifed States, 885 TS 206 (1966), the Court stated that “in
the deteetion of many types of crimes, the Government is entitled to use decoys
and to coneeal the identily of ity agents.”

*In g more recent ease, the California Supreme Court held that secret
surveillanee of classes angd group meetings at a university throngh the use of
nadereover agents was “kely lo pose a substantial restraint upon the exercige
of Pirst Amendment righis’t Whkite v. Davia, 533 Pac. Rep. 24, 223 (1975}
Citing a number of .8, Supreme Couri opinions, the Californin Supreine Court
stated in its vnanlinous decisfon

“fn view of this signifieant potential ehilling effeet, the ¢hailenged surveil -
lanee aetivifies can only be spstained if {the Government] can demonstrate a
‘corpeliing' state interest which justifies the resultant deterreace of First
Amendment rights and which cannot he gerved by alternative means iess instru-
sive on fundgmental rights.” 538 Pac. Rep. 24,4t 232

*® Gary Rowe testinony, 1272775 Hearings, Vol. 6, pp. 111, 318

» ook, 12/2/75, Hearings, Vel 6, p. 1311,

e FBI Manual of Instractions proscribes omiy reforting of privileged
eammunications hebween an attorney and client, legai “defenss plans or strategy,”
“employer-employee relationsidps” (where an informan! is cannected with a
iabor naion), and “legitimate fnstitution or campus activities™ at schools. (FBI
Manaal Section, 107.).
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a$ it has seen fit, and, in the case of NSA monitoring, the standards
m:di lproc.ed ures for the use of electronic surveillance were not applied
steil

When the Supreme Court first considered wiretapping, it held that
the warrantless use of this technique was constitutional because the
Fourth Amendment’s warrant requirement applied only to physieal
trespass wind did not extend to the seizure of conversation. This
decision, the 1928 cuse of Olmsiead v. United States, involved a crim-
inal presecution, and left federal agencies free to engage in the
unrestricted use of wiretaps in both criminal and intelligence investi-
gations,

Six years Jater, Congress enusted the Federal Communications Act
of 1934, whick made it & erime for “any person,” without authorization,
to intercept and divulge or publish the contents of wire and radio
cormnunientions. The Supreme Court subsequently construed this sec-
tion to apply to federal agents as well as to ordinary citizens, and held
thut ceidence obtained directly or indirectly from the interception of
wire and radio communications was not admissible in court.” But
Congress sequiesed in the Justice Department's position that these
cases prohibited only the divalgence of contents of wire communica-
tions ontside the executive branch,® and Government wiretapping for
inteliigence purposes obher than progestttion continued.

O the grourd that neither the 1934 Act nor the Supreme Court
degistons on wiretapping were meant to apply to “grave matters in-
volving the defense of the nation)' President Franklin Roosevelt
authorized Atiorncy General Jackson in 1040 to approve wiretaps
on “persons suspected of subversive activities against the Govern-
ment of the United Stutes, including suspected spies.”™™ In the absence
of any guidwnee from Congress or the Court for another quarter
eentury, the exeautive branch first broadened this standard in 1946
to permit wiretupping in “cases vitally affecting the domestie security
or where human 1He s in jeopardy,’ 7 and then modified it in 1965
to allow wiretapping in “Investigations related to the national se.
curity.” ¥ Internsl Justice Depardment policy required the prior
approval af the Attorney Genoral before the FBI could institute wire-
taps in particulur cases,’ but until the mid- 1960's there was no require-

® mstead v, United Slotes, 2T 0.8, 438 (1528), )

* Fardone v, Unifed Stoles, 302 U8 307 (1097 ; 308 L8, 248 (1839).

* Par example, jetter from Attorsey Geners! Jackson to Bep. Hatton Summars,
3718/481 ; See Elecironic Survellinnee Report : See. 11, .

# Memorandum from President Roosevell (o the Attorney Genersl 5/21/40,

* Letter from Altorpey General Tow C Clark 1o President Trumen, 173746,

® Directive from Prestdent Johuson to Heads of Agengies, 6/30/65,

* President Roosevelfs 1540 order directed the Atlorney Genersl to upprove
wiretaps “afler fuvestigalion of the need in each cpse” (Meworssdum from
President Roosevelt to Alterney Gerers! Jaokson, 5/21/40.) However, Alturney
General Fraoels Biddie recalled thut Attorney General Jacksou “lurned H over
to Edgar Hoover without himself passing on ench case” in 1940 sud 1841, Biddle's
practice beginnjmg in 1941 conformed to the President’s order. (Frapels Biddie,
In Brief Authority (Garden City: Dounbleday, 1862}, p. 167}

Since 1965, expieit written nutherization hus been reguired. {Direclive of
President. Johpuon 6/30/65.) This requircmont however, has eoften been dis
regardad, In violation of this requivement, Tor axumyple, no writlen sulborizations
were obigined from the Attorney Genaral-gr from sny one elge—for # suries
ot four wiretaps implemented in 1071 and 1972 on Yeomen Charles Radford. fwo
of kis friends, and nis fatherinisw. See Fleotronioy Surveiunce Beport; See, V1L

. {Continged)
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ment of periodic reapproval by the Attorney General” In the absence
of any instruction to terminate them, some wiretaps remained in effect
for years.® , '

In 1967, the Supreme Court reversed its holding in the Glmstead
case and decided that the Fourth Amendment’s warrant requirement
did apply to electronic surveillances.?® It expressly declined, however,
to extend this holding to cases involving the “national securigy.” ¥
Congress followed sutt the next year in the Omnibus Crime Control
Act of 1968, which established a warrant procedure for electronic sur-
veillance in eriminal cases but included a provision that neither it nor
the Federal Communications Act of 1984 “shall Hmit the constitutional
power of the President,”# Although Congress did not purport to
define the President’s power, the Act referred to five broad categeries
whiels thereafter served as the Justice Department’s criferia for war-
rantless electronic surveillance. The first three categories related to
foreign intelligence and counterintelligence matters:

{1) to protect the Nation against actual or potential attack or
other hostile ets of 4 foreign power;
{2) to obtain foreign intelhigence information deemed essential
-to the security of the United States; and
{8) to protect the national security information against for-
eign intelligence activities,
The last two categories dealt with domestic intelligence interests:

{4) to protect the United States against overthrow of the gov-
ernment by force or other unlawful means, or

{B) against any other clear and present danger to the structure
or existence of the government. ‘

In 1972, the Suprene Court held in United States v. United States
District Court?® that the President did not lLave the constitutional
power to authorize warrantless electronie surveiliances to protect the

(Continned}
Fhe firgt and third of these tapy were impiemented st the oral instruetion of
Attorney General John Mlicheil {Memorandum from T. J. Smith E. 8 Milier,
2726718y The remaining taps were impiemented st the ora! reguest of David
Young, and assistant to Fehn Ehrlickman at the White House, who merely in-
formed the Bureau that the requests originated with Ehriichiran and had the
gcltﬁ;?gy General's concurrence. { Memorandum from U J. Swmlth fo B 8 Miller,
® Attorney Genersl Nicholas Katzenbach instituted this reguirement in March
1465, {Memarandam from J. Edgar Hoover to the Attorney General, 3/3/85.)

= rhe PBI maintained one wlretsp on sn official of the Nation of Islam that
Iad origineiiy been suthorized by Aftorney General Brownell in 1937 for seven
years untli 1984 without any subseguent re-autborization. {Memorandum from
i;ﬂfggar Foover fo the Attorney General, 12/31/6%, initinied “Approved: HB,

/51.Y)

AR Nicholas Katzenbgch testlfied: “The custom was nof to put 2 time limit
on a tap, or any wlreiap anthorization. Indeed, ¥ think the Burenu would have
feit free in 1085 to put o tap on & phone anthorized by Attorney Generai Jackson
before World War IL" (Nicholas Knizenbach testimony, 11/12/75, p. 87.}

= Katz v. United States, 388 U8, 847 (19067).

2= he Court wrote: “Whether safeguards other than prior authorization by
a magistrate wonld setisfy the Foarth Amendment in & situation invoiving the
radonal security is a guestion not presented by this cnge 389 LS at 358 n, 23

218 1L8.C 2511 {3). |
R 407 LS. 297 {1872)
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nation from domestic threats.?* The Court pointedly refrained, how-
ever, from auny “judgmest on tie scope of the Presidents’ surveillance
power, witl: respect to the setivities of foreign powers, within or with-
out this country.” ® Only “the domestic aspects of national security™
camo within the ambit of the Court’s decision, ™

To couform with the holding in this case, the Justice Department
thereafter Iimited warrantless wire tapping to cases involving a “sig-
mifieanst comsection with u foreign power, 1ts agents or agencles.™

At so time, however, were the Justice Department’s standards and
procedures ever applied to NSA's electronic monitoring system and its
“watcl: listing” of American citizens.® From the early 1960's until 1973,
NSA compiled a list of individusls asd ergasizations, ineluding 1200
American citizens and domestic groups, whose communications were
segregated from: the imuss of commnusicabions 'mterce?‘ted by the
Agency, transeribed, and frequently disseminated to other agencies
for wstelligeice purposes,

The Americans on this list, many of whom were active in the anti-
war and civil rights movements, were placed there by the FBI, CTA,
Secret Service, Defense Department, and NS4 itself without prior
jndicial warrant or even the prior approval of the Aftorney General.
In 1970, NSA began to monitor telephone communications links be
tween the United States and South America at the request of the
Burean of Narcoties and Dangerous Drugs {BNDD) to obtain infor-
mation about international drug traficking. BNDD subsequently
submitted the names of 450 American citizens for inclusion on the

™ Al the same time, the Court recoguized that “domestic security surveillance®
may lovolve different pollcy and practical considerations spart from the survell-
fapee of ordinary crime,’ 467 U8, at 321, nud thus did not hold that “the same
{ype of standards and procedures prescribed by Title IIT {of the 1088 Act] ara
necessarily appiicable to this caze {407 118 at 3213 The Courl noled: :

“Given the potentin! distlnetlons between Title 11I ceriminal surveiliances and
those Involving the domestic seeurity, Congress may wish to consider protectlve
standards for the latter whleh differ from these already presceribed for specified
erime 1n Title I, Different standards may bhe compatible with the Fouri Amend-
ment,” {407 1.5, at 321.)

407 1T.8. at 307.

407 U.5. at 820 United Stater v, Duited &tates Mstrici Courd remalns the
only Supreme Court case dealing with the issue of warrantless elecirenic sur
veillanee for Inteiligence purposes. Three federnl clreult eourts bhave considered
thiz issne since 1072, however, The Third Circult and the Fifth Clreuit both beld
tbat the President may constitntionaliy authorize warrantless eclectronle surveil
lance for forelgn counnterespionage and foreign Intelligence purposes. [Uniied
States v, Butenko, 404 F.2¢ 503 (34 Clr. 1974, cert. denied sub nom. Ivenov v.
tinited Stetes, 4319 T.S. 581 {1974) ; and Unifed States v. Brown, 484 ¥24 418
(5th Cir., 19733, cert. denied 4135 T8, 880 {1074).1 The District of Columbia Clr-
cnlt held unconstitutional the warrantless electronic surveillance of the Jewlsh
Defense Ieague, a domestle organization whose actlvltles allepediy affected
1L8, Boviet relatlens dut which wes neither the agent of nor in collaboration
with o forelgn power. §Ziwceibon v. Mitchell, 516 .24 094 (D.C. Cir, 1075}
{en bane) .}

T Testlmony of Deputy Assistant Atterney Genersl Kevin Maroney, Hearings
before the Senate Subcopunittee on Administrative Practice and Procedures,
6/20/72, p, 10. This language puralled that of the Court ln United States v.
United Stafes District Court, 407 U.8. a1 309 1. &,

® Although Attorney General John Mitchell and Justice Department officisls on
the Intelligence Evalnation Commities apparently learned that XSA was making
a contrlbution to demestic intelligence in 1/H1, there i no indlicatlon fhat the
FIRI fold thew of its sulmission of pames of Americans for lneluslon on o NSA
“wateh Hst When Assistunt Atiorney General Henry Petersen learned of these
praciices in 1973, Attorney Gesersl Eiiott Richardson ordered that they be
teriningted, (See Report on N8A: 8ee. I, *Introduction and Summary.”)

* Bee NSA Report: See. I, “Introductlon and Summary.™
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Waich List, again without warrant or the approval of the Attorney
General.*

., The legal standards and procedures regulating the use of micro-
phone surveillance have traditionally heen even more lax then thoss
regulating the use of wiretapping. The first major Supreme Court
decision on microphone surveillance was Goldman v. United States,
816 U.8. 129 (1842), which held that such surveillance in 8 eriminal
+ case was constitutional when the installation did not involve a trespass.

Citing this case, Attorney General McGrath prohibited the trespag-
sory use of this technique by the FBI in 1952.% But two years later—
a few weeks after the Supreme Court dencunced the use of a micro-
phone installation in a c¢riminal defendant’s bedroom #_Attorney
General Brownell gave the FBI sweeping authority fo engege in
bugging for intelligence purposes, “. . . (C)onsiderations of internal
security and the national safety are paramount,” he wrote, “and, there-
fore, may compel the unrestricted use of this technique in the national
inm‘rest‘” 3 !

Since Brownell did not require the prior approval of the Attorney
General for bugging specific targets, he ]argel?y undercut the poliey
that had developed for wiretepping: The FBI in many cases could
obtain equivalent coverage by utilizing bugs rather than taps and
would not be burdened with the necessity of a formal request to the
Aftorney General,

The vague “national interest” standards established by Brownell,
and the policy of not requiring the Attorney General’s prior approval
for microphone installations, continued until 1985, when the Justice
Department befan to apply the same criteria and procedures to both
microphone and felephone surveillance,

3. Ignoving the Prohibitions Against Warrantless Mail Opening and
Surreptitious Entries

Warrantless mail opening and surreptious entries, unlike the use
of informants and electronic surveillance, have been clearly prehibited
by both statutory and constitutional law, In violation of these pro-
hibitions, the FRI and the CEA decided on their own whea and how
these technigues should be used.”

Hections 1701 through 1978 of Title 18 of the Uinited States Code
forbid persens other than smiployees of the Postal Service #dead letter”
office from tampering with or opening mail that is net addressed to
them. Violations of these statutes may resuit in fines of up o $2008

* Memorandum from Iredell to Gayler, 4/10/70; See NSA Report: &ee I,
Introduction and Summary. BNDD originally requested NSA fo monitor the
South American Hnk because it did net believe I& had authority to wiretsp a fow
publle telephones in New York City from which drug deals were apparently being
arranged. {fredell festimony, 9/18/75, p. 98

= Memorandum from the Atforney Genersl to My, Foover, 2/28/52,

= Irvine v, Catifornia, 347 10,8, 128 (1854),

* Memorandum from the Attorney General to the Director, FBI, 5/20/54.

*While such technignes might have been authorlzed by Aftorneys General
under expansive "internal secnrity™ or “nations! inferest’” theories similar to
Brownell's antherization for instaliing microphones by trespass, the issue was
never presented to them for decision before 1567, when Attoraey Generzl Ramsey
Clark tarned down g surreptitions entry request, There 1s no lndication that the
fegal guestions were considered in any depth in 1990 or 1971 af the time of the
“Huston Plan™ and ifs aftermath, 8ee Huston Plan Reporl: Sec. I, Whe,
What, When snd Where.
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and imprisonment for uot more than five years. The Supreme Court
has also held that botli First Amendment and Fourth Amendment
restrictions apply to mail opening.

‘Fhe Fourth Amendment converns wore articulated as carly as 1878,
when the Court wrote:

The constitutional gnaranty of the right of the people to be
secure in their papers against uwnressonable searches and
selzures extends to their papers, thus closed against inspec
tion, wherever they may be, Whilst in the mail, they can only
be opened and examined nnder like warrant , . . &s is re-
quired when papers are subjected to scarch in one's own house-

hold.®

This principle was reaffirmed as recently as 1870 in United States v.
Fan Legwwen, 396 U.S. 249 (1970). The infringement of citizens' First
Amendment rights resulting from warruntless mail opening was first
recognized by Justice Holmes in 1921, “Tle use of the mails,” he wrote
in a dissent now embraced by prevailing lepal opinion, “is slmost us
much & part of free speech as the right to nse our tongues™ ™ This
principle, too, has been affirmed in recont years® _

Breaking and entering is a common law felony as well as a viola-
tion of state and federal statutes. When conupitted by Govermmnent
agents, it hes long been recognized us “the chiel evil against which
the wording of the Fourth Amendmoent is divected.” ™

In the one judicial decision concerning the legality of warrantloss
national secyrity™ break-ins for physical search purposes, United
States District Court Judge Gerburd Gesell held such entries s
constitutional. This case, United States v. Khrlichman involved
an entry into the office of a Los Angeles psychiatrist, Dr. Lewis Field.
ing, to obtain the medical records of his client Panie! Ellsberg, who
was then under federal indietment for vevealing classified docu-
ments. The entry was approved by two Presidential assistants, John
Elirhichman and Charles Colsor, who argued that it had been justi-
fied “in the national mterest” Ruling on the defendants’ discovery
motions, Judge Gesell found ithat beususe no search warrant was
obtained:

The search of Dr. Fielding's office was clenrly illegal under
the unambiguous mandate of the F_m::-ih Amgudmcnt._. .
[Tihe (Government must comply with the strict constitu
tional mnd statutory limitations on trespassory seavches and
arrests aven when Rnown foreign sgents are involved....
To hold otherwise, except under the most exigent circain-
stances, wonkl be to abandon the Fourth Amendment to the
whim of the Executive in total disregsrd of the Amend-
ment's history and purpose**
Bz Parte Jackson, 96, U.8. 727, 7133 (1878,
= filwaukes Pub. Co. v. Burlegon, 255 1.8, 407, 437 (3821) (dissent).
B Gee Lamont v, Postmaster Genorad, 381 118, 301 (1863) Procunicr v. Mar
tinez, 410 U8, 306 {1875).
_f_’f}ﬂieed States v, United States District Court, 407 U% 207, 313 (1074,
©376 ¥. Supp. 29, {D.D.C, 1974},
FATE B Supp. nt 38,
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In the appeal of this decision, the Justice Department has taken the
ition: that a physical search may be authorized by the Attorney
gfnemi without & warrant for *foreign intelligence” proposes.s?
The warrantless mail opening programs and surreptitious entries
by the FBI and CIA did not even conform to the “foreign intelligence”
standard, however, now were they specifically approved in each case by
the Attorney Genersl. Domestic “subversives” and “exiremists” were
targeted for mail opening; and domestic “subversives” and “White
Hate groups” were among those targeted for surreptitions entries.
Until the Justice Department’s recent statement in the Ehrlichman
case, moreover, no legal justification had ever been advanced publicly
for violating the statutory or constitutional prohibitions agsinst physi-
cal searches or opening mail without a judicial warrant, and none has
over been offiviaily advanced by any Administration to justify war-
rantless mail openings.

Subfinding (&)

In addition to providing the means by which the Government
can collect too mueﬁ information abont teo many people, certain tech-
niques have their own peculiar dangers:

(}i} Informants have provoked and participated in violence and
other illegal activities in order to maintain their cover, and they have
obtained membership lists and other private documents.

{ii) Scientific ang technological advances have rendered obsolete
traditional controls on electronic surveillance obsolete and have made
it more difficult to limit intrusions. Because of the nature of wiretaps,
microphones, and other sophisticated electronic techniques, it has not
always been possible to restrict the monitoring of communications to
the persons being investigated.

a. The Intrusive Nature of the Intelligence Informant Tech
nigue

The ¥FBI employs twe types of informants: (1) “intelligence
informants” who are used to report on gronps and individuals in the
course of intelligence investigations, and {2} “eriminal informants,”
who are used in connection with investigations of specific criminal
activity, FBI intelligence informants are administered by the FBI
Intelligence Division at Bureau headquarters throngh a centralized
system that is separate from the administrative system for FBI crimi-
nal informants. For example, the FBI's large-scale Ghetto Informant
Program was administered by the FBI Intelligence Division. The
Committes’s investigation centered on the use of FBI intelligence in-
formants. The FBDs criminal informant program fell outside the
scope of the Committee’s mandate, and accordingly it was not

examined. '
The Committee recognizes that FBI intelligence informants in
violent groups have sometimes played a key role in the enforcement of

“ Letter from Acting Assistant Attorney General John €. Keeny to Hugh B
Kiine, Clerk of the U.8. Court of Appeals for the Distriet of Coiumbia, 5/9/75.

“The Sapreme Court's decision in United Stafez v. United States Fistrict
Court, 407 T8, 297 (1972}, clearly estabiished fhe principle that snek warrané-
less invasions of the privacy of Americans are unconstitutional.
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the criminal law. The Committee examined a number {_)f such caﬁes;,“
and in public hearings on the use of FBI intelligence informants 1n-
cluded the testimony of a former informant in the Ku Klux Kian
whose reporting and court room festimony was essential to the arrest
and conviction of the murderers of Mrs. Viola Liuzzo, a civil rights
worker kilied in 1965.* Former Attorney (Yeneral Katzenbach testified
that informants were vital to the solution of the murders of three civil
rights workers killed in Mississippi in 1964.4

FBI informant coverage of the Women’s Liberation Movement re-
suited in intensive reporting on the identities and opinions of women
who attended WLM meetings. For example, the FBI's New York
Field Office summarized one informant’s report in & memorandum to
FBI Headquarters:

Informant advised that a WLM meeting was held on
“““““““““““““““““““““““““““““““““““““““ + Each woman at
this meeting stated why she had come to the meeting and how
she felt oppressed, sexuaily or otherwise,

According to this informant, these women are mostly con-
terned with liberating women from this “oppressive society.”
They are mostly against marriage, children, and other states
of oppression caused by men. Few of them, according to the
tnformant, have had political backgrounds+*

Individnal women who attended WLM mestings at midwestern
universities were identified by FBI intelligence informants. A report
by the Kansas City ¥BT Field Office stated:

Informant indicates members of Women’s Liberation
campus group who are now enrolied as students at Uiniversity

of Missouri, Kansas City, are .______ y ¢ .
ey e # Informant noted that ... .... , and
________ ** not currently students on the UUMEC campus are
reportedly roommates et L. M

“iIn one ease, an FRBI informent involved in an intelligence investigation
of the Detroit Biack Panther Party fornished advance information regarding a
pianned smbush of Detroit police officers which easbled the Detroit Doiice De-
partment to take necessary action to prevent injury or desth to the officers and
resutied in the arrest of eight persons and the selzure of & eache of weapons. The
{nformant also furnished Information resulting in the locatlon and confiscation by
Bureau agents of approximately ffty sticks of dynamiie available to the _Blaci:
Panther Party which iikeiy resulted in the saving of lives and the prevention of
property damage. {Josepb Deegan testimony, 2/13/76. p. 54)

“ Rowe, 12/2/75, Hearings, Vol. 8, p. 115, :

* Katzenbach festifled that the case “could not have besn solved witheut
acguiring informants who were highly placed membera of the Kian." (Katzen-
baeh, 12/3/5, Hearlngs, Vol. 8, p. 218.)

Ed“ Date and address deleted at FBI regnest so as not te reveal informant's

entity. .

% Memorandum, from New York Field Office to FBI Headquarlers, re: Women's
Liberation Movement, 5/28/64, p. .

© Names deleted for security reasons.

“Names deleted for security reasons,

* Names and addresses deleted for security reasons,
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Informants were instrueted to report “everything” they knew about
a group tothe FBI,

... o go fo meetings, write up reports . . . on what hap-
pened, who was there . . . to try to totally identify the
background of every person there, what thelr relationships
were, who they were living with, whe they were sleeping
with, to try to get some sense of the Jocal sfructure and the
local relationships among the people in the organization.s

Another intelligence informant deseribed his mission as “total report-
ing.” Rowe testified that lie reported “anything and everything I
observed or lieard” pertaining to any member of the group he infl-
trated,® _

Even where intelligence informants are used to infiltrate groups
where some members are snspected of violent activity, the nature of
the infelligence ruission results in governmental inirusion into wmatters
Irrelevant to that inquiry. The FBI Special Agents who directed an
intelligence informant in the Ku Klux Klau testified that the
informant

.+ » furmished us information on the meetings and the
thonghts and feelings, intentious and ambitions, as best he
knew them, of other members of the Klan, both the rank and
file and the leadership,s

Inteiligence informants also report ou other groups—not. the sub-
ject of intelligence investigations—whiell merely associate with, or
are everr opposed to, the fargeted group. For example, an FBI in-
formant in the VVAW had the following exchange with & member of
the Committee:

Senator Harr (Mich.). . . . did you report also on groups
and Individuals outside the [VVAW], such as other peace
groups or individuals who were opposed to the war whom yea
camse in contact with beeause they were cooperating with the
[VVAW? in connection with protest demonsirations and
petitions? '

Ms. Coox. . . . I ended up reporting on groups like the
United Church of Christ, American Civil Liberties Uinion, the
National Lawyers Cuild, Jiberal church organizations

- fwhich] quite often went into coalition with the VVAW.5

This informant reported the identities of an estimated 1,000 in-
dividuals fo the ¥BI, althongh the local chapter to which she was
assigned had only 55 regular members.®® Similarly, an FBI infor-
mant in the Kn Klux Klan reported on the activities of civil rights
I&éd biack groups that he observed in the course of his work in the

an.ﬁ'f .

In short, the intelligence informant technique is not a procise instru-
ment. By s nature, it extends far beyond the sphere of proper govern-

¥ Gook, 12/2/75, Flearings, Vol 6, p. 111,

® Rowe, 12/2/75, Heunrings, Vol. 6, p. 1186,

® Special Agent, 11/21/75, p. 1.

™ Cook, 12/2/75, Hearings, Vol 6, pp. 119, 120.
5 Cook, 12/2/75, Hearings, Vol 6, . 120,

¥ Rowe, 12/2/76, Fearings, Vol €, p. 116
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mental interest and risks govermmeatal manitoring of the private lives
and the constitntionally-protected activity of Americans. Nor i3 the
intelligence informant technique used infrequently. As reflected in
the statistics described sbove, FBI intelligence mvestigations are
in large part condueted through the nse of informants; and FBI
agents are instructed to “develop 1ehizble informants at all Jevels and
in all segments” of gronps under investigation ™

b. Other Dangers in the Intelligence Informant Technique

In the abeence of clear gnidelines for informant condnct, FBI paid
and dirceted intelligence informants have participated in violence and
other illega! activilies and have taken membership lists and other
private docnments.

1. Participation in Viclence and Other [llcgal Activity

The Comnittec’s investigation has revesled that there is often a
fundanental dilemma in the use of intelligence informants in violeut
organizutions. The Committee recognizes that intelligence informants
in such groups have sometimes played essentia! roles in the enforce
ment of the eriminal law, At the same time, however, the Committee
has found that the intelligence informunt technigue earries with it
the substantial danger that informants will participate in, ot provoke,
violence or illegal activity. Intelligence informmants are frequently
infiltrated into groups for long-term reporting rather thun to collect
evidence for use in prosecutions. Conseguently, intelligence imformants
must participate in the activity of the gronp they penetrate to preserve
their cover for extended periods. Where the group is involved in
violence or illegal activity, there is a substantial risk that the infor-
ant musi also become involved in thig activity, As un FBI Special
Agent who handled an intelligence informant in the Ku Klux Klan
testified: “fyoul couldn’t be an angel and be a good informant.”s®

FBI officials testified that it is Bureau practice to instruct informunts
that they are not to engage in violence or unlawful activity and, if
they do so, they may be prosecuted. FBI Deputy Associate Director
Adams testified:

. ., we have informants who have gotten involved in the
violation of the law, and we have immediately converted their
status from an informant to the subject, and have prosecuted,
I would say, offhand . . . around 20 informants.®®

The Committee finds, however, that the existing guidelines dealing
with informant condnct do not adequately ensure that intelligence
informants stay within the law in carrying out their assignments
The FBI Msarmal of Tnstructions contain no provisions governing
informant conduet. While FBI employee conduct regulations pro-
hibit an FBI agent from directing informants fo engage in vioient
or other illegal activity, informants themselves are not governed by
these regulations since the FBI does not consider them as FBI
emplayees.

® ¥BI Mauual, Section 107 ¢{3).

= Special Agent, 11/21/75, p. 12
* Adarms, 12/2/75, Hearings, Vol. 6, p. 159
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In tlie absence of clear and precise writien provisions directly appli-
cable to informants, FBT intelligence informants have engaged in vio-
lent and other illegal activity. For example, an FBI intelligence in-
formant who penetrated the Ku Klux Kian and reported on its
activities for over five years testified that on a number of ocbassions he
and other Klansmen had “beaten people severely, had boarded buses
and kicked people off ; had went in restaurante and beaten them with
blackjacks, chalns, pistols.” ¢t This informant deseribed how he had
taken part in Klan attacks on Freedom Riders at the Birmingham,
Alabama, bus depot, where “baseball bats, clubs, chains and pistols”
were nsed in beatings.s

Although the FBI Special Agents who directed this informan{ in--
structed him that he was not to engage in violence, it was recognized
that there was a substantial risk that he would hseome & participant
in violent activity, '

Asoneof the Apents testified :

... it is kind of difficult to tell bim that we wounld ltke you to he
there on deck, observing, be able to give us information and
stiil keep yourself detached and uwmnvolved and clean, and
that was the problem thet we constantly had.®

In ancther example, an FBI intelligence informant penetrated
“right wing” groups operating in California under the names “The
Minutemen” and “The Secret Army Oroganization.” The informant
reported on the activities of these “right wing” paremilitary groups
for a period of five years but was also involved in acts of vielence or
destruction. In addition, the informant actually rese fo & position of
leadership in the SAO and became an innovator of various harass-
ment actions, For example, he admitiedly participated in firebombing
of an automobile and was present, conducting a “surveillance” of a
professor at San Diego State University, when his associste and
subordinate in the SAQ took eut a gun and fired inte the home of the
professor, wounding & youug woman.®

An FBI intelligence informant in n group of antiwar protesters
planning to break into a draft beard claimed to have provided tech-
nies] instraction and materials that were essential to the iflegal break-
testified to the committes:

Everything they learned about breaking into a bailding or
climbing a wall or cutting glass or destroying lockers, I tanght
them. ¥ got sample equipment, the type of windews that we
wonid go through, I picked up off the job and taught them bow
to cut the glass, how to drill holes in the glass so you cannot
hear it and stoff Jike that, and the BT supplied nie with the
equipment needed, The stuff I did net have, the {the ¥BI] got
off their own agents.s _ '

The Cemmittee finds that where informants are paid and directed
by a government agency, the government has a responsibility to

= Howe deposition, 10/17/75, p. 12,

® Rowe, 12/2/75, Hearings, Vol. 6, p, 118

® Speciai Agent, 11/21/75, pp. 16-17, :

“Memorandum from the FBI to Senate Select Committee, 2/26/78, with
enclasures.

* Hardy, 9/29/75, pp. 16-17.
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impose clear restrictions ou thelr condnet, Unwritten practice or gen
ernl provigions nimed at persens other than the informants themselves
are not safficient. In the mvestigation of violence or illegal activity, it
ix essential that the government not be fmplicated in stch activity.

¢, Membership Lists and Other Private Documents Obtained by the
Government Through Intelligence Informants

‘The Cotmittes finds that there are inadequate guidelines to regniate
the conduct of intelligence informants with respect to private and
confidential docinents, such 15 membership lists, mailing lists and
papers relating to legal matters. The Fourth Amendment provides
that citizens shall be “secure in their . . . papers and effects, against
nnressonable searches and seizures” and requires probable cause to
believe there has been a violation of law before & search warraut may
issne, Moreover the Supreme Court, in NAAOP v, Alabama,® held
that the First Amendment’s protections of speech, assembly nnd group
association did not permit a state to compel the production of the
membership list of & group engaged in lawful activity, The Court dis-
tinguished the case where & sfate was able to demonstrate u “control-
ling justification’ for such lists by showing & group’s activities in-
volved “acts of uniaw ful intimidation and viclenee™ %

There are no provisions in the FBI Manual which preclnde the
FBI from obtaining private and confidentin]l documents throngh
inteiligence informants The Mannal does prohibit informant report-
ing of “any information pertaining to defense plans or strategy,” but
the FBY interprets this as applying only te privileged communications
between an attorney and client 1n connection with & specific conrt
procecding,
~ The Committer’s investigation has shown that, the ¥BI, throngh
its intelligence i formants and sonrces, has sought to obtain member-
ship lists and othor eonfidentinl documents of groups and individuais ®
For example, one FBT Special Agent testified

T remember one evening . . . [an informant] called my
home srd said T will meet von in & half an honr . . . T have
a complete list of everybody that T have just taken out of the
files, but T have to have it back within snch & length of time

Well, naturally I left home and met him and had the hst
duplicated forthwith, and back in his possession and back i
the files with nobody suspecting. ” *

_ Similarly, the FRBI Special Agent who bandled an intelligence
informant in an antiwar group testified that he obtained confidential
papers of the group which related to legal defense muttors:

“She brought back severa) things . . . various position papers
taken by varions legal defense groups, geners] stsiements
of . . . the VVAW), legal thoughts an varions irials, the

35T UL, 440 (1658}, Similadly, in Baefes v. Oliy of Liftle Rock, 381 US
518 (1080}, the Supreme Court held compuisary disclosure of group membership
Hists was an unjustified interference’ with members' freedom of ausociation

#5281 1.9, at 465,

* FRI Manual of Instructions, Sectton 107,

* Surreptitious entry has alse provided & menns for the obtalning of such lsts
nnéi other confldential documents.

Spectal Agent, 11/19/75, pp. 10-1%,
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Gainesville {Florida} 8 . . . the Camden (New Jersey)
9 ... various decuments from ail of these groups.” @

This informant also testified that sle teok the confidential mailing
hist of the group she had penetrated and gave it to the FBL™

She also gave the FBI a legal manual prepared by the gronp’s
attorneys to gnide lawyers in defending the group’s members shonld
they be arrested in connection with antiwar demonstrations or other

Heieal activity.” Since this document was prepared as a general

egal reference manual rather than in connection with a specific trial
the FBI considered it outside the attorney-client privilege and not
barred by the ¥BI Manual provision with respect to legal defense and
strategy matters.

For the government to obtain membership lists and other private
docaments pertaining to lawful and protected activities covertly
through inteHigence informants risks infringing rights gnaranteed by
the Constitution. Tlie Committee finds that there 13 a need for new
guidelines for informant conduct with respect to the private papers of
groups and individuals. = :

e. Electronie Survedlance

In the absence of judicial warrant, both the “traditional” forms of
electronic surveillance practiced by the FBI—wiretapping and bug-
ging-and the highly sophisticated form of electronic monitoring prac-
ticed by NSA have been used to collect too much informatien about
too many people, :

1. Wiretapping and Bugging

Wiretaps and bugs are considered by FBI officials to be one of the
most valeable techniques for the collection of information relevant to
the Bureau’s legitimate foreign counterinteliigence mandafe. W. Ray-
mond Wannall, the former Assistant Director in charge of the FB1's
Intelligence Division, stated that electronic sarveillance assisted Bn-
reau officials in making “decisions” as to operations against fereigners
engaged in espionage. “It gives us leads as to persons, . . hostile intel-
ligence services are trying to snbvert or utilize in the United States, so
eertainly it is a valuable fechnique.” ™

Despite its stated value in foreign connterintelligence cases, how-
gver, the dangers inherent in its use imply a clear need for rigorous
controls. By their nature, wiretaps and bugs are incapable of a sar-
gieal precision that would permt intelhigence agencies to overhear
only the target’s conversations. Since wiretaps arve placed on particular
telephones, anyone who uses & tapped phone--including members of
the target’s family——can -be overheard. So, too, can everyone with
whom the target {or anvone else using the target’s telephone) comma-
nieates.”™ Microphones planted in the target’s room or office inevitably
intercept all eonversations in a partienlar avea: anyone conferring in
the room or office, not just the target, is overheard.

™ Speclal Agent, 11/20/75, pp. 15-16.

A Cook, 12/2/15, Hearings, Vel. 6, p. 112

* Cook deposition, 30/14/%5, p. 38

*W. Ruymond Wannal} festimony, 10/21/75, p, 21.

" Under the Justice Department's pracedures for Title YII {court-ordered)
wiretaps, however, the menitoring agent is obligated fo turn off the recording
equipment when certain privileged communications begin, Manual for conduct
»f Electronic Surveillsnce under Title IIT of Public Law 90-831, Sec. 81,
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The intrusiveness of these techniques has a second aspect as well, It
is extremely difficult, if not fmpossible, to limit the tereention to
conversations that ure relevant to the purposes for which the surveil-
lance is placed. Virtuatly ail econversations are overheard, no matter
how trivial, personsl, ov political they might be. When the electronic
surveillance target is 2 political figure who is likely to disouss political
affairs, or & lawyer, whe confers with his clients, the possibilities for
abuse are obviously heightened,

The dangers of indiscriminate interception are perhaps nost acute
in the case of microphones planted in jocations such as bedrooms.
When Attorney General Herbert Brownell gave the FBI sweeping au-
thority to engage in microphone surveillances for intelligence pur-
poses in 1954, he expressly permitted the Bureau to plant murophones
in such locations if. in the sole diseretion of the FBI, the facts war-
ranted the installation.™ Acting under this general authority, for ex-
ample, the Bureau installed no fewer than twelve bugs in hiotel rooms
occupied by Dr. Martin Lagher King, Jro*

The King surveillances which occurred between January 1964 and
October 1965, were osteusilly approved within the FBI for internal
security reasons, but they produced vast amounts of personal infor-
mation that were totally umwlated to any legitimate governmental
interest; indeed, a single liotel room bug alone yielded fwenty reels
of tape that subsequently provided the basis for the dissemmation
of personal information about Dr. King throughout the Fedoral estab-
lishment.” Significantly, FBT internal memoranda with respeet to
some of the installations make clear that they were planted in Dr
King’s hotel rooms for the cxpress purpose of obtaining personal in-
formation about him,™

Extremely personal information about the target, his family, and
his friends, is easily obtained from wiretaps as weil as microphones.
This fact is clearly illustrated by the warrantless electronic surveil-
lance of an American citizen who was suspected of leaking classified
data to the press, A wirctap on this individual produced no avidence
that he had in fact leaked any storvies or documents, but wmony the
items of information that the FBI did obtain from the tap {and de-
Hvered in ntmost seerecy to the White House) were the following : that.
“meat was ordered [by the target’s family] from & grocer;” that the
target's daughter had a toothache: that the target needed grass clip-
pings for a compost heap he was building; and that during 2 toelephone
conversation between the target's wife and a friend the *matiers dis-
cnssed were milk bills, hair, soap operas, and chupeh.” 7

™ semorandum from the Attorner Genersd to Lhe Directsr, FRY, 5720754,

™ prree additional bugs were planted in Pr. King's holel reoms in 1965 afier
the standards Tor wiretapping and microphone surveillanee beeame identical.
Acvording to ¥R memoranda, apparently initinted by Ralzenboch, Attorney
Genersl Nleholas Katzenbach was given after the fact uelification that these
{hree surveillances of Dr. King had ocenered. See p 273, and the King Re
port. See. 1V, for further detsils

% Momorpndum from FJ. Banmgardener to W O Sullivan, 3/26/64.

T Far exminple, memorandum from Banmgasdner to W, €. Sullivan 2/4/6%

mERE memorands. fdentifying detalis are helng withhold by the Seieet Com:
mitice hoeause of privacy considerations. Bven the FRT reatizod that this type of
information wis nnrelated to oriminel activity or national secarify: for the fast
four monthe of this surveiliance, most of the summaries that were dissespinated
to the White House began, *Fhe foflowing is & summary of nonpestinent informa.
tlon converning caplioned individuasl sgof | L
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The so-called “seventeen” wiretaps on journalists and government
employees, which collectively lasted from May 1969 to February 1971,
also illnstrate the intrusiveness of electronic snrveillance, According
to former President Nixon, these taps prodnced “just gobs of material:
gossip and bull.” * FBI snmmaries of information obtained from the
wiretaps and disseminated fo the White House, suggest. that the former
President’s private evaluation of them was correct. This wiretappin
program did not reveal the source of any leaks of classified dats, whic
was its ostensible purpose, but it did generate a wealth of information
about the personal lives of the targets—their social contacts, their
vacation plans, their employment satisfactions and dissatisfaction,
their marital problems, their drinking habits, and even their sex lives®

Among those who were incidentally overheard on one of these wire-
taps was a currently sitting Associate Justice of the Supreme Conrt
of the United States, who made plans to review a manuseript written
by one of the targets.® Vast aniounts of political information were also
obtained from these wiretaps

The “seventeen” wiretaps slso exemplify the partienlarly acute
problems of wiretapping when the targeted indivigua]s are involved
in the domestie political process. These wiretaps produced vast amounts
of purely political information,®® much of which was obtained from
the home telephones of two consultants to Senator Edmund Muskie
and other Democratic politicians.

The incidental collection of political information from electronic
sarveiliance is also shown by a series of telephone and microphone
surveillances conducted during the Kennedy administration. In an in-
vestigation of the possibly unlawful attempts of representatives of a
foreign conntry to influence congressional deliberations about sugar
quota legislation in the early 1960s, Attorney Genera! Robert Kennedy
anthorized a total of twelve warrantless wiretaps on foreign and do-
mestic targets, Among the wiretaps of American citizens were two on.
American lobbyists, three on executive branch officials, and two on &
stafl member of a House of Representatives’ Committee® A bng was
also planted in the hotel room of & United States Congressman, the
Chairman of the ITouse Agrienlture Committee, Harold D. Cooley

Although this investigation was apparently initiated because of the
(Government’s concern sbout fninre relations with the foreign coun-
try Involved and the possibility of bribery® it is clear that the Ken-

" Pranseript of Presldentlal Tapey, 2/28/73 {House Judiciary Committee State
ment of Information, Book VII, Part 4, p. 1754},

® For example, lefters from Hoover to the Attorney General, 7/25/69, and
T/31/89 : tetters from Hoover to H. R. Haldeman, 6/25/70.

£ ¥otter from Hoover to Haldeman, 6/25/70.

= Examples of such Information are Histed in the finding on Polltleal Abuse, “Fhe
‘I wiretnps”

® Memorandum from J. Bdgar Hoover to the Attorner General, 2/14/61:
Memeorandum frem J. Edgar Hoover fo the Aitorney (Reneral, 2/16/61: Memo-
randum from J. Edgar Hoover to the Aftorney General, 8/26/62; Memorandum
from Wannall to W, . Sollivan. 312/22/88,

* Memorandum from D, E. Maore to A. H. Belmont, 2/18/61

® Memorandum from W, B, Wannall to W, C. Sallvan, 12/22/66; Memorandum
frem A. H. Belmont fo Mr Parsons, 2/34/61, This investizgation ¢&id dizcover
that representafives of a foreign nation were attempiing o infivence Cangres-
slonal deiiberations, bui it did not revenl that money was being passed to any
member of Congress or Congressional staff aide,

_900-
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nedy administration was politically interested in the outcome of the
sugar quots legislation ss well®® Given the nature of the techniques
used and of the targets they were directed against, it is not surprising
that a great deal of potentially useful political information was gen-
erated from these “'gugar Logby“ surveillances.®

The highly intrusive nature of electronic surveillance also raises
special problems when the targets are Jawyers and journalists. Over
the past two decades there have been a number of wiretaps placed on
the office telephones of lawyers.® In the Sugar Lobby investigation,
for example, Robert Kennedy authorized wiretaps on ten telephone
lines of a single law firm®® Aﬁ of these lines were apparently used by
the one lawyer who was a target and presumably by other attorneys in
the firm as well. Such wiretaps represent a serious threat to the ator-
ney-client privilege, because once they are instituted they are capable
of detecting all eonversations between a lawyer and his clients, even
those relating to pending criminal cases.

Since 1960, at least six American journalists and newsmen have also
heen the targets of warrantless wiretaps or bugs.® These surveillances
were all rationalized as necessary to discover the source of leaks of
classified information, but, since wiretaps and bugs are indiscriminate
in the types of information collected, some of these taps revealed the
attitudes of various newsmen toward certain politicians and supplied
advance notice of forthcoming newspaper and magazine articles deal-
ing with administration policies. The collection of information such
as this, and the precedent set by wiretapping of newsmen, generally,
inevitably tends to undermine the constitutional guarantee of a free
aund independent press,

2. NS A Monitoring

The National Security Agency (NS4 ) has the capability te monitor
almest any electronic communication which travels through the air
This means that NSA is capable of intercepting a telephone call or
even a telegram, if such call or telegram is transmitted at least par-
tially througl the air. Radio transmissions, ¢ fortiori, are also within
NSA'’s reach.

Since inost communications today—to an increasing extent even
domestic communications—are, st some point, transmitted through the
air, NSA’s potential to violate the privacy of American citizens is un-
matched by any other intelligence agency. Furthermore, since the inter-
ception of electronic signals entails neither the installation of electronic
surveillance devices nor the cooperation of private communications
companies, the possibility that such interceptions will be undetected
is enhanced.

N8A has never turned its monitoring apparatus upon entirely do-
mestic communications, but from the early 1960s nntil 1973, it did inter-

*™ Memorandum from Wannall to W. C. Sullivan, 12/22/68.

™ See Finding on Political Abuse, p. 233,

* Elecironic Survelifanee Report: Sec. [, “Presidential and Attormey General
Authorization.”

® Memorandum from J. Edgar Hoover to the Attorney Genersl, 8/26/82,

* Memorandwmn from J. Edgar Hoover to the Atlorney General 8/29/61 ; memo-
randum from J. Edger Hoover to the Attorney (eneral 7/81/62; memorandum
from J. Bdgar Hoover to the Atiorney Genersal 4/19/85 ; memorandum from J, Bd-
gar Hoover to the A'ttoroey Genergl 8/4/69; memorandum from J. Edgar Hoover
E{(; é‘i}?& Attorney Genersl 9/10/68; letter from W. €. Builivan to J. Edgar Hoover
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cept the international communications of American cifizens, without a
warrant, at the request of other federal agencies, .

Under current, practice, NSA does not target any American citize
or firm for the purpose of intercepting their foreign communications.
As a resalt of monitoring international links of communication, how-
ever, it does acquire an enormous namber of communications to, from,
or about American citizens and firms,”

As a practical master, most of the communications of American citi-
zens or firms acquired by NSA as incidental to its foreign intelligence-
gathering process are destroyed upon recognifion as & communication
to or from an American citizen. But other such communications, which
bear upon NSA’s foreign intelligence requirements, arve processed, and
information obtained from them are used in NSA’s reporis to other
intelligence agencies, Current practice precludes NSA from identify-
ing American citizens and firms by name in such reports. Nonetheless,
the practice does result in NSA’s disseminating information derived
from the international communications of American citizens and firms
to the intelligence agencies and policymakers in the federal
government.,

In his dissent in Olmstead v. United States which held that the
Fourth Amendment warrant requirement did uot apply to the seiznre
of conversations by means of wiretapping, Justice Louis D). Brandeis
expressed grave coucern that new technologies might outstrip the
ability of the Constitution to protect American citizens. He wrote:

Subtler and more far-reaching means of invading privacy
have become available to the government .. . (and) the prog-
ress of science in furnishing the Government with means of
espionage is not likely to stop with wiretapping. Ways may
some day be developed by which the Government, without
renloving papers from secret drawers, ean reproduce then in
court, and by whicll it will be enabled to expose to a jury the
most infimate occurrences of the iome . . . . Can it be that the
Censtitution affords no protection against such invasions of
individual security ?

The question posed by Justice Brandeis applies with obvious foree to
the technological developments that allow NSA to menitor an enor-
mous number of communications each year. His fears were firmly
based, for in fact ne warrant. was ever obtained for the inelusion o?
1200 American citizens on NSA's “Wateh List” between the early
1960s and 1973, and none is obtained today for the dissemination with-
in the intelligence community of information derived frem the inter-
national communications of American citizeus and firms. In the face
of this new technology, it is well to remember the answer Justice
Brandeis gave to liis own question. Quoting from Boyd v. United
States, 116 11.8. 616, he wrote :

Tt is not the breaking of his doors, and the rammaging of his
drawers that constitutes the essense of the offense: but it is
the invasion of his indefeasible right of personal security, per-
sonal liberty, and private property . .

® NSA has long asserted that it had the authorify to do this so long as one of
the parfies o such communiention was located in & foreign country.

™27 U8 438, 473-474 (1928).

B 2T ULS.ab 474475, :
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D. Mail Opening

By ignoring the legal prohibitions against warrantless mail open-
ing, the CTA. and the FBI were able to obiain access to the written com-
munications of hundreds of thousands of individuals, a large propor-
tion of whom were American citizens. The intercepted letters were
presumably sealed with the expectetion that they would only be
opened by the party to whom they were addressed, but intelligence
agents in ten cities throughont the United States surreptitiousiy
opened the seal and photographed the entire contents for inclusion m
their intelligence files. _ .

Mail opening is an imprecise technigue. In addition to relying on
a “Watch List” of names, the CIA opened vast numbers of letters on
an entirely random busis; as one agent who opened mail in the CIA’s
New York project testified, *You never knew what you would hit.” %
Given the imprecision of the technique and the large quantity of cor-
respondence that was opened, it is perhaps not surprising that durin
the twenty year course of the Agency's New York project, the ma
that was randomly opened included that of at least three United
States Senators and & Congressman, one Presidential Candidate, and
numerous educational, business, and civil rights leaders.® )

Several of the FBI programs ntilized as selection criteria certain
“indicators” on the outside of envelopes that suggested that vhe com-
munication might be to or from a foreign espionage agent. These
“indicators” were more refined than the “shotgun spprosch?” *” which
charncterized the CIA’s New York project, and they did lead to the
identification of three foreign spies®® But even by the Bureau’s own
accounting, it is clear that the mail of hundreds of innocent American
cibizens was opened and read for every successful counterintelligence
lead that was obtained by means of “indicators.” *

Large volumes of mail were also intereepted and openced in other
FBT mail programs that were based not on indicators but on far Jes
precise criteria, Two programs that involved the opening of mail to
and from an Asian conntry, for example, used “letters to or from a
university, scientific, or technical facility” as one selection eriterion. ™
According to FBI memoranda, an average of 50 to 100 letters per day
was opened and photographed during the ten years in which one of
these two programs operated.'®

" HOLA Officer” testimeony, $/30/75, p. 15,

® Sraff summary of “Master Index.” review, 8/5/75,

Trames Angelfon testimony, 9/17/15, p. 28

* Wannaell, 16/21/75. p. 5.

" In cne of the programs based on “indicators” a partieipating agent festified
that he opened 30 to 60 letters each day. {FBI agent statement, 3/10/95, p 2.} In
8 gecond sich program, a total of 1,011 letters were opened {n one of the six citles
in which i operated; statistics on the number of lefters opened in the other
five citles cannot be reconstructed, {W. Raymond Wannall festimeny, 10/21/75
p. 5.} In & third such projeet, 2.350 letfers were opened in one ecity and statisties
for the other twe cities in which it eperated are unavailable. {Memeorandum from
W. A Bragiman to W. O Sullivan, 8/31/81 Memorandum from Mr. Branigan
to Mr. Sullivan, 12/21/6%; memorsandum from New York Field Office to FBY
Headguarters, 3/5/62.%

'® Letter from the FBI to the Senate Select Committee, 10/20/75. Bix other
¢riteria were nsed in these programs. See Mail Opening Report, Hee. IV,

Y Memorandnm from 8. B, Nonohae to A. B Belmont, 2/23/61 : Memoerandum
from fan Franeises Field Office to PRI Headguarters, §/11/60. Statisties relat
ing to tha pumber of letters apened in the ofher program which used this eri-
terion cannot be reconstructed,
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E. Surreptitious Eniries
Surreptitions entries, conducted in vielation of the law, have also
permitied inteiligence agencies to gather n wide range of information
sbout American citizens and domesbic organizabion as well as foreign
targets. 22 By definition this technigue involves a physical entry into
the private premises of individuals and groups. Once intelligence
nts are instde, no “papers or effects” are secure. As the Huston
Plan recommendations stated in 1970, “It amounts to burglary.” *%
The most private documents are rendered vuinerable by the use of
surreptitions entries. Aceording to a 1966 internal FIRI memorandum,
which discusses the use of this technique against domestic
organizations:
[The FBY has] on numerous occasions been able to obtain
material held highly secret and clesely guarded by subversive
groups and organizations which consisted of membership
Tists and mailing Hsts of these organizations 10

A specific example eited in this memorandum alse revesls the types
of information that this technigue can collect and the uses to winch
the information thus collected may be put:

Through o “black bag” job, we oblained the records in the
possession of three high-ranking officials of a Xlan organizs-
tion. . . . These records gave us the complete membership
and financisl informmtion concerning the Klan’s operation
which we have been using most effectively to disrupt the
organization and, in fact, fo bring about its near
disintegration, 1% '

Uniike techniques such as electronie surveillance, goverament
entries into private premises were familiar to the Founding Fathers.
“Tndeed,” Judge Gesell wrote in the Fhrlichman case, “the American
Revolution was sparked in part by the complainis of the colonists
sgainst the issuance of writs of assistance, pursuant to which the King'’s
revenue officers conducted unrestricted, indiseriminate seavches of
persons and homes to uncover contraband.” **® Recognition of the
intrusiveness of government break-ins was one of the primary reasons

* According to the FBI, “there were at least 299 surreptitious entries (for
purposes other than mierophone instaliation) conducted against at least fiffeen
domestle subversive fargets from 1942 fo April 1968, . . . In addition, at least
three domestic subversive targets were the subject of numerous entries from
October 1852 to June 1966." (FBI memorandum to the Senafe Seleet Commititee,
10/13/76. One target, the Socinlist Workers Party, was the suhject of possibly
as many as 92 bresk-ing by the FRI, between 1960 and 1968 alone, The home of
at least one SWP member was alse apparently broken into. {Sixth Bupplementary
Response to Requests for Production of Decuments of Defendant, Director of
the PBI, Socialist Workers Party v. Atforney General, 73 {iv, 8160, (SDNYY,
8/24/76.Y An entry against one *white hafe group” was slso reporfed by ihe
fﬂ?éé/%!‘;memndum from ¥FBY Headquarters to the Senate Belect Commitiee

* Momorandnm from Tom Huston fo ¥, R, Haldeman, 7/70, p. 8.

z}{mmandum from W. C. Sallivazn fo C D, DeLoach, 7/19/66.

hid. .
* tinited Stutes v. Ehrlichman, 376 F. Supp. 29,32 (D.D.C. 1974).
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for the subsequent adoption of the Fourth Amendment in 1781, and
this technique is certainly no less infrusive today.
Subfunding {¢)

The imprecision and manipulation of labels such as “national se-
carity,” “domestic security,” “subversive activitieg” and “foreign in-
telligence’ have led to unjustified use of these technigues.

Using labels such as “national security” and “foreign intelligence”,
intelligence agencies have directed these highly intrusive techniques
against individuals and organizations who were suspected of no
criminal activity and who posed no genuine threat to the national
security. In the absence of precise standards and effective outside
control, the selection of American citizens as targets has at times been
predicsted on grounds no more substantial than their Jawful protests
or their non-conformist philosophies, Almost any connection with any
perceived danger to the country has sufficed.

The application of the “uational security” rationale to cases lacking
a substantial national security basis has been most apparent in the
area of warrantless electronic surveillance. Indeed, the unjustified use
of wiretaps and bugs under this and related labels has a long histori’.
Amoug the wiretaps approved by Attorney General Francis Bidd
under the standard of *persons suspected of subversive activities,” for
example, was one on the Los Angeles Chamber of Commerce in 1841.1*
This was approved in spite of his comment to J. Edgar Hoover that the
target organization had “no record of espionage at thig time” **®
In 1945, Attorney (Geners]l Tom Clark authorized a wiretap on a
former aide to President Roosevell* Aecording to a memorandum
by J. Edgar Hoover, Clark stated that President Truman wanted “a
very thorough investigation” of the activities of the former official so
that “steps might be taken, if possible, to see that [his] activities did
not interfere with the proper administration of government™
The memorandum makes no reference to “subversive activities” or
any other national security considerations.

The “Sugar Lobby” and Martin Father King, Jr., wiretaps in the
early 1660s both show the elasticity of the *domestic security” skand-
ard which supplemented President Roosevelt’s “subversive activities”
formuiation. Among those wiretapped in the Sugar Lobby investiga-
tion, as noted above, was u Congressional staff aide. Yet the documen-
tary record of this investipation reveals no evidenee indicating that
the target herself represented any threai to the “domestic security.”
Simi?asy, while the FBI may properly have been concerned with the
activities of certain advisors to Dr. King, the direct wiretapping of
Dr. King shows that the “domcstic seenrity” standard could be
stretched to unjustified lengths.

The migrophone surveillances of Congressman Cooley and Dr. King
under the “national interest” staudard established by Attorney Gen-
eral BrowneH in 1954 also reveal! the relative ease with which elec-
tronic bugging devices could be used against American citizens who

' Qee, e.g., Ofmatead v, United States, 277 U 8, 438, {1928},
:: ?rtf]emnrandum from Francls Biddle to Mr. Hoover, 11/19/41,
3. .
® inaddressed Memorandum from T, Edger Hoover, 11/15/48, found ie
Diractor Hoover's “Offfcis] end Confidential” filea.

= Ibid,
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posed no genuine “national security” threat. Neither of thess targets
advocated or engaged in any conduct that was damaging to the
security of the United States. ' .

In April, 1964, Attorney General Robert Kennedy approved “tech-
nical cevemga {electronic surveillance)” of a black nationalist leader
after the FBI advised Kennedy that he was “forming a new group”
whicl: would be “more aggressive” and would “participate in racial
demonstrations and civil rights activities.” The only indication of
possible danger noted in the FBDs request for the wiretaps, however,
was that this leader liad “recommended the possession of firearms by
members for their self-protection '

One year later, Attorney General Nicholas Katzenbach approved a
wiretap on the offices of the Student Non-Violent Coordinating Com-
mittee on the basis of ﬁotentéal coramunist infiltration into that organi-
zation. The request which was sent to the Attorney General noted that
“confidential informants” described SNCC as “the principal target
for Communist Party infiltration among the various coivil rights
organizations” and stated that sonie of its leaders had “made public
appearances with leaders of communist-front organizations” and had
¥subversive backgronnds. 1* The FBI presented no substantial evi-
dence however, that SNCC was in fact infiltrated by commmnists—only
that the organization was apparently & target for snch infiliration in
the fature, .

After the Justice Department adopted new eriteria for the institu-
tion of warrantless electronic snrveillance in 1968, the unjustified use
of wiretaps continued. In November 1969, Attorney General John
Mitchel! approved a series of three wiretaps on orgarizations involved
in planning the antiwar “March on Washington.” The FBI's request
for coverage of the first group made ne claim that its members en-
gaged or were likely to engage in violent activity; the request was
simply based on the statement that the snticipated size of the dem-
onst,r,'at'zon was cause for “concern should violence of any type bresk
Oﬁt‘n i34 .

The only additional justification given for the wiretap on one of the
other groups, the Vietnam Moratorium Committee, was that it “has
recently endorsed fully the activities of the [first gronp] concerning
the upeoming antiwar dernonstrations.’ 118

In 1970, approval for a wiretap on a *New Left oriented campus
group’ was granted by Attorney General Mitchell on the basis of an
FBT request which included, among other factors deemed relevant to
the necessity for the wiretap, evidence that the gronp was attempting
“to develop strong ties with the cafeleria, maintenance and other
workers on campus” and wanted to “go into industry and factories
and . ., take the radical politics they learned on the campus and spread
them among factory workers.” #¢

22 pfemorandum from ¥. Bdgar Hoover to the Atterney General, 4/1/64,

o Memorandum from J. Bdgar Hoover fo the Attorney Genersl, 6/15/65.

M atemorandum from J. Bdgar Hoesver to the Attornes General. 11/5/69.

 Memorandum from J. Edpgar Hoover to Atterney General Mitchell, 11/7/69

" Memorandum from J. Bdgar Hoover to the Attorney General, 3/16/70. 'I:he.
strongest evidence that £his group’s conduet was inbmical to the national security
was reporfed as follows .

“The [groap} is dominated and controlied by the pro-Chinese Marxyist Teniaist
{exelsed). ...

“In carrying ouf the Marxist-Eeninigt ideology of the {excised} members have
‘repogtediy-sought- to-become involved-in-labor dispates-on-the side-of laborjoin
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Thig approval was renewed three months later despite the fact that
the request for renewal made no mention of vielent or illegal activity
by the group. The value of the wiretap was shown, according to the
FBI, by such vesults as obtaining “the identities of over 600 persons
either in tonch with the nutionu! hesdquarters or associated with” it
during the preceding three months ™ Six months after the original
authorization the number of persons so identified had increassd to
1428; and approval was granted for a third three-month period,” 118
. The “seventeen wiretaps” also show how the term “nstional secu-
Tity” as a justifieation for wiretapping can obscure improper use of
this technique Shortly after these wiretaps were revealed publicly,
President Nixon stated they had been justified by the need to prevent
leaks of classified information harmful to the national security ™ .
Wiretaps for this purpose had, in fact, been authorized under the
Kennedy and Johnson administrations, President Nixon learned of
these and other prior taps und, at & news conference, sought to justify
t—}?:a £aps hhe had suthorized by referring to past precedont, ITe stated
that in the:

period of 1061 to *63 there were wiretaps on news organiza-
tions, on news people, on civil rights leaders and on other
peopie. And 1 think they were perfectly justified and I'm
sure that President Kennedy snd his brother, Robert Ken-
nedy, would never have aut!y}orized them, unless he thought
they were in the national interest, {Presidentisl News Con-
ference, 8/922/73.)

‘Thus, guestionable clectronic surveillances by earlier administis.
tions were put forward as a defense for improper surveillances ox-
posed in 1973, In fact, however, two of these wiretaps were placed on
domestic affairs advisers at the White House who had no foreign
affairs responsibilitics and apparently ne neoess to clussified foreign
policy materials,* A third farget was n White House speech writer
who had been overheurd on an existing tup agreeing to provide s re-
porter with background information on » Presidentinl speech con-

picket lines and engage in disruplive and sometimes violent tactics against indus-
{1y recruiters on coilege campusey. .., :

"This faction fs enrrentiy very achive In muny of the major demonstratiens and
student viclence on coliege carpuses. . .. (Memorandum from J, Edgar Hoeover
to the Attorney Genersi, 3/16/70 The excised words have been deleted by the
BB}

* Memorandum from J. Bdgar Hoover to the Attorney General, 6/18/70. The
only ether resulls woled by Hoover related to the fact that the wiretap had
“obtained Information concerning the activities of the national headquarters of
fthe group and? plans for {the gronp's] support and participation in demon
stratiany supporting antbwar groups and the (exeised).” It was aluso yoted that
the wirelap “revenied . . . contacts with Canadian student slements”,

" Memorsudum from J. Bdgar Hoover to the Attorney Gexeral, $/18/70 The
ady other results noted by Hoover agaln related to cbtaining information shout
the "ptuns and sctivities” of the group. Specifleajly mentioned were the “nlang
for the Nntiona! Interim Commitiee {rullng body of [excised]) meeting which
toak plance in New York and Chicage”. swed the plans “far demonstrations at
San Franciseo, Detrolt, Sait Lake City, Minneapolis, and Chicage.” There was no
Indication that these demonstentiony were oxpected to be viclent. {(The excised
words have been deleted by Lhe FBIY.

** Publle statement of President Nixon, 5/22/73.

@ sMemorandum from J. Bdpsr Hoover o the Attorney General 7/23/69;
memoranduw from J. Bdgar Hoover to the Altorney Genersl 12/1477¢.
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cerning domestic revenue sharing and welfare reform** The
reinstatement of another wiretap in this sexies was requested by H. R.
Haldeman simply becanse “they may have a bad apple and have to
get him out ofp gxe hasket.” 1# The Iast four requests in this series
that were sent to the Attorney General {inclnding the requests for a
tap on the “bad apple”) did not meation any national seeurity justifi-
cation at all. As ?omer Deputy Asforney General William Ruckels-
haus has festified : :
T think some of the individuals who were tapped, at least o
the extent I have reviewed the record, had very little, if any,
relationship to any claim of national security . . . I think
that as the program proceeded and it became clear to those
who could sign off on taps how easy it was to institute a wire-
- iap under the present procedure that, these kinds of considera-
tions {i.e., gennine national secnrity justifications] were con-
siderably relaxed as the program went.en '™

None of the “seventeen” wiretaps was ever reanthorized by the
Attorney General, although 10 of them: remeined in operation.for
periods longer than 90 days and slthengh President Nixen himself
stated privately that “[t]he tapping was a very, very nnproductive
thing .. . it’s never been useful to any operation I've coridneted ., .7 1%

Tn short, warrantless electronic surveillance hasbeen defended on the
ground that it was essential for the national security, but the history
of the use of this technique clearly shows that the imprecision and
manipulation of this and similar Iabels, coupled with the absence of
any outside scrutiny, has led to its improper use against  American.
citizens who posed no criminal or national security threat to the
country, 126 .

Similarly, the terms “foreign intelligence” and “counterespionage”
were used by the CTA and the ¥BI fo tustify their cooperation in the
CIA’s New York mail opening project, but this project was also used to
target entirely innocent American citizens, -

As noted above, the CTA compiled a “Watch List” of names of per-
sons and organizations whose mail was to be opened if it passed through
the New York facility. In the early days of the project, the names
on this Hist—which then numbered fewer than twenly—might reason-

= Memorandum from W. C. Sullivan to G. 13, Deloeach, 8/1/89.

3 Meomorandom from J. Kdgar Hoover to Messte. Tolson, Sullivan and D. C.
Brennan, 10/15/70. .

¥ Ruekelshans testimony before the Senste Subcommitiee on Administrative
Practiee ahd Procedure. 5/9/74, pp. 81113,

™ Pranseript of the Presidential Tapes, 2/28/73 {House Judicigry Committee
Statement. of Tnformation Book VII, Part W, p. 1754}

32 e term “national security’” was also nsed by John Ehrlichman and Charles
Colson to jnstify their roles in the break-ln of Dr. Fielding's office in 1971 A
March 21, 1873 tape recording of & meeting between President Nixon. John Tlean,
and H. R. Hal@eman snggests, however, that the national security “Justification”
may have been developed long after the event for the purpose of obscuring its im-
propriety. When the President asked what could be done if the break-in was
revealed publicly, John Dean suggested, “You might put if on & national security
grounds basis” Later in the conversafion. President Nixon stated “With the
hoembing thing coming. out and evervihing coming eut. the whole thing was
national security,” and Dean said, “T think we could get by on that” (Franseript
of Presidential {apes, 8/21/78.}
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ably have been expected to lead to gemuine foreign intelligence or
counterintelligence information. But as the project developed, the
Wateh Tdst girrew and its foons changed. By the late 1960s there were
approximately 600 names on the list, many of thow Ameriean citizens
and organizations who were engaged in purely lawfu) and consti-
tutiona?iy protected forms of protest agninst governmental policies,
Among the domestic organizations on the Watel List, which was
supplemented by submissions from the FRT, were: Clergy and Laymen
Concerned about Vietnani, tho National Mobilization Committee to
End the War in Vietnum, Bamparts, the Stodent Non-Violent Coordi-
nating Committee, the Cenler for the Study of Pablic Policy, and the
American Friends Service Committec.®

The FBT levied rwore general requirements on the CIA's project as
well, The foons of the original eategories of correspondence in which
the FBI expressed an interest was clearly forelgn connterespionage,
but subsequent requirements became progressively more domestic In
their focns and progressively broader in their scope, The requirements
that were levied by the FBT in 1972, one year before the termination of
the project, included the following:

“. .. {plersons on the Wateh List; known communists, Now
Left activists, extremists, and other subversives . . .

Communist party and front erganizations., . . extremist and
New Left organizations,

Protest and peace organizations, snch as People's Conlition
for Peace and Justice, Nationa! Pesce Action Commities, and
Women's Strike for Teace,

Communists, Trotskvites and members of other Marxist-
Leninist, subversive and extremist groups, such a5 the Black
Nationalists and Liberation groups ., . Students for g Deno-
cratic Boclety , . . and other New Left groups.

Traffic to and from Puerte Rico and the Virgin Tslands
showing antl-U.8. or subversive sympathies,” 128

This final set of requirements evidently reflocted the domestic turmoil
of the late 18605 and envly 19705, The mail opening program that began
as & means of collecting foreign intelligence information and dis
covering Soviet intelliganue ¢fforts in the United States had expanded
to encompass detection of the activities of domestic dissidents of all
types :

In the absence of effective oulside control, highly intrusive tech-
niques have been nsed Lo gather vast amounts of information about the
entirely lawful activities—and privately held beliefs—of large num-
bers of American citizens, The very intrusivencss of these techniques
demands the wtmost circumspection in their nse, But with vague or
non-existent standards to gui£5 thrn, and with labels such as “national
seenrity” and “foreign intellipence’ to shield them, executive branch
officials have been all toe willing to nnleash these techniques against

- American citizens with )ittle or no legitimate justification.:

¥ Sl spanmary of Waleh List review, 9/5/75,
= Routing sity [rom 1. Bdgar Hoover to Jamoes Angelton (attachment}, 8/10/72
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APPENDIX E

E. POLITICAL ABUSE OF INTELLIGENCE
INFORMATION '

Masor Finping

The Committes finds that information has been collected and dis-
seminated In order o serve the purely political interests of an intel-
ligence agency or the administration, and to inflnence social policy
and political action,

Subfindings

{2) White House officials have requested and obtained politically
useful information frem the ¥BI, including information on the activi-
ties of %oiiticai opponents or critics, '

(b} In some eases, political or personal information was not specifi-
cally requested, but was nevertheless collected and disseminated to ad-
ministration officials as part of investipations they had requested.
Neither the FBI nor the recipients differentiated in these cases be-
tween national security or law enforcement information and purely
politieal intelligence.

{¢) The FBI has also volunteered information to Presidents and
their staffs, without having been asked for it, sometimes apparentiy to
curry favor with the current administration, Similarly, the ¥FBI has
assembled intelligence on its critics and on political figares it believed
might influence public attitudes or Cengressional support.

{d) The FBI has also used intelligence as a vehicle for covert efforts
to influence social policy and political action, ' '

Elaboration of Findings ) .

The FBT’s ahility to gather information without effective restraints
gave it enormous power. That power was inevitably attractive to politi-
cians, who could use information on opponents and crities for their
own advantage, and was also an asset to the Bureau, which depended .
on peliticians for support. In the political arena, as in other facets of
Anterican life touched by the intelligence community, the existence of
unchecked power led to its abuse,

By providing politically useful information to the White Honse
and econgressional supporters, somefimes on demand and some-
times gratuitously, the Bureau butiressed its own position in the
pelitical structure. At the same time, the widespread——and accurate—
belief in Congress and the sdministration that the Bureau had avail-
able to it, derogatory information on peliticians and eritics ereated
what the late Majority Leader of the House of Representatives, Flale
Boggy, called a #“fear” of the Bureau: .

Freedom of speech, freedom of thought, freedom of action for
men In publie life can be eompromised quite as effectively by
the fear of surveillance as by the fact of surveillance.!

o : Rt;r?ﬁaeré{s by Rep. Hale Boggs, 4/22/71, Congressional Record, Vol 137, Part
* 'p- -
{225)
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Tnformation gathered and disseminated to the White Fouse ranged
from purely pelitical intelligence, such as lobbying efforts o bills an
admimstration opposed and the strategy of 4 delegate ¢hullenge at a
national political convention, to “tidbits” about the activities of poli-
ticians and public figures which the Burean believed “of interest” to
the recipients, :
Such participation in political machinations by an intelligence
agenay is totally_improper. Responsibility for what amounted to a
botrayal of the public trust in the integrity of the FBI must be shaved
between the officials whe requested such information and those who
provided it .
The Bureaw’s eollection and dissemination of politically wsefud in-
formntion was not colored by partisan considerations) rather its effect
was to entranch the Burean's own position in the political structure,
regaridiess of which party was in power at the time. Howaver, the
Bureau also nsed its powsers to serve ideoclogical purposes, atbempting
covertly to inflnence social policy and poﬁtica-i action.
In its efforts to "protect society,” the FBI engaged in activities
which necessarily affected the processes by which Amertican eitizens
make decisions. In doing so, it Sistoried and exaggerated facty, made
use of the mass media, and attacked the leadership of groups which
it considered thirents to Lhe secial order.
Law enforcement officers are, of course, entitled to state their opin-
ions ahont what choices the people should make on contemporary social
_and pelitical jssnes. The First Amendment guarantees Lﬁgir right to
enter the marketplace of idess and persuade their fellow citizens of
the correctness e? those opinions by making speeches, writing books,
and, within certain statutory Hmits, supporting political candidates,
The problem lies not in the open expression of views, but in the covert
use of power or pesition of trust to influence others. This abuse s
aggravated by the agency’s control ever information on which the
public and its elected representatives rely to make decisions.
The essence of democracy is the belief that the people must be free
to make decisions about matters of pnblic policy. The FBI's ac-
tions interfered with the demecratic process, because attitudes within
the Burean toward social change led to the belief that such interven-
tion formed a part of iis ebligation to protect society. When a govarn-
mental agency clandestinely tries to Impose its views of what is right
upon the American people, then the democratic process is undermined.
Subfnding {a}
- White House officials have requested and obtained politicaily nse-
ful information from the FBI, inclnding personal life information
on the activities of political opponents or crities,

Presidents and White ITonse aides have asked the FBI to provide
political or personal information on opponents and erities, including

“name checks” of Durean files® They have also asked the Burenn to

-

*A “name check” I8 not an Investigation, bot a search of oxistiog PBT files
thrattzh the use of tha Bureaw's camprehensive genorsl name indey, Reguests
for FBI *“name checks" ware peculiarly damaging beoanse nn new investization
was donae to verlfy allegations stored away for years in Burean fics A former
FEI official responsible for eompiiznce with sach requests sald rhat the Bu
resy “answered . . . by furnishing the White Hanse svery picee of information
in eur fles on the individuals requested.” Depositisn of Thomas . Bishop,
former Assistant Director, Orime Records Divislon, 12/2/75, p. 144}
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condluict electronic surveillauce or more Hmited investigations of such
persons, The FBI appears to have complied nnquestioningly with
these requests, despite occasional internal doubts about tlieir pro-
priety.?

Prgcedents for certain politieal abuses go back to the very outset
of the domestic intelligence program. In 1840 the FBI complied with
President Roosevelt's request to file the names of people sending
critical telegrams to the Wliite House.* There is evidence of improper
electronic survelllance for the White House in the 1940s.® And &n aide
to President Fisenhower asked the FBI te conduct a gquestionable
name cheek.® In 1962, the FBI complied nnqgnestioningly with a re-
quest from Attorney General Kennedy to interview a steel executive
and several reporters who had written stories abont n statement by
the execntive,” As part of an investigation of foreign lobbying efforts
on sugay quota legislation in 1961 and 1962, Attorney General Ken-
nedy requested wiretaps on a Congressional aide, three executive
%ﬁiciais, and two American lobbyists, incinding 2 Washington law

rm.®

Nevertheless, the political misuse of the FBY under the Johnson
and Nixon administrations appears to have been more extensive
than in previous years, :

Under the Johnson ndministration, the FBI was used to gather
and report political intelligence on the administration’s parfisan op-
ponenis in the last days of the 1964 and 1968 Presidential election

* Former FBI executive Cartha DeLoach, whoe was ¥BJ liaisen with the White
House during part of the Johnaon administration, has stated, "I simply foilowed
Mr, Hoover's instructions in complying with ‘White House requests and ¥ never
asked any questions of the White House as to what they did with the material
afterwards.” (Delaach deposition, $11/25/75, p 28} On at least one occcasion,
when &8 White House nide {ndicated thaf President Johnson did not want any
rgeord made by the FBI of a request for a "run-down' on the links between
Rebert Kennedy znd officiais inveived in the Bobby Baker investigation, the
Burean disregarded the order Deloach stated that he “ignored the specifie
instraetions” in this Instance because he “felt that any instruetions we received
from the White House should be & matter of record" {(DeLoach depesitiom,
11/25/95, p. 83}

Former Assistant Director Bishop stated, “Who am I to ask the President of
the United Sfates what statutory basis be has if he wants te know what in-
formation ix in the files of the FRYP' It was a “proper dissemination'' because
# was “not a dissemination outside the executive branch" and because there was
“no iaw, no policy of the Department of Justice, . . . ko statute of the United
Stntes that says that was net permissible. But even if {here had been a statute
laying down standards, Bishop said "it wouldn't have made a bit of difference

. when the Attorney (Genersi or the President asks for it

Bishop recatlled from his “own knowledge” instances where President Kennedy,
Johnson, and Nixon had “caiied over and asked Mr. Hoover for & memo on
certain peopie.” {Bishop depesition, 12/2/75, pp. 153-1584.) .

f Memoranda from Stephen Early, Secretsry to the Prestdent, to Hoover, 5/21/40
and 8/17/40.

EBY memarandum to SBenete Select Committee, 3/28/76:; See pp. 36-37.
= * Memorandun from J, Edgar Hoover o Thomas B, Stephens, Secretary fo the
President, 4/18/54, :

¥ Ghuriney Lvans deporition, 12/1/75, p. 39

8 Qee np. 84-85. The tap auvithorized by Atierney General Kennedy on another
high execnfive official was not related to politieal eousiderations, nor appar-
ently was the'tap antherized by Attorney General Katzmenbach in 1965 on the
editor of an anticommunist newsietter whe hagd publishbed a book alieging
impropriety by Robert Kennedy 2 year earlier,
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campaigns, In the closing duys of the 1984 campaign, Presidential
aide 13iH Moyers asked the Burean to condnet “name checks™ on all
persons employed in Senator Goldwater’s Senate office, and informa-
tion on two staff imembers was reported to the White House® Simi.
farly, in the last two weeks of the 1968 campaign, the Johnson White
House requested an investigation (including indirect electronic sur-
veillance and direct physical surveiliance) of Mrs. Anna Chennault, a
prominent Republican {ca der, and her relationships with certain South
Vietnamese officials.?® This investigation also incinded an FBI check
of Vice Presidential candidate Spiro Agnew’s long distance telephone
call records, apparently st the personnl request of President
Jehnson®

Another investigation for the Johuson White Honse involved ex-
eentive branch officials who took part in the eriminal investigation
of former Johnson Senate aide Bobby Baker. When Baker's trial
began in 1867, it was revealed that one of the government witnesses
had been “wired” to record his conversations with Baker. Presidential
aide Marvin Watson told the FBI that Johnson was quite “exercised,”
and the Burean was ordered to condnct a discreet “rim-down® on the
former head of the Justice Department’s Criminal Division and four
Treasury Department officials who had been responsible for “wiring”

* Memorandam from WWoover to Moyers, 10/27/684, cited in FBI suminary
memorandum. 1/31/75.

® Bureay files Indlcate That the apparent “reuson” for the “White IHouse
Interest” was to defermine “whether the South Vietnamese had secretly been
in toitch with supporiers of Presidenlial candidate Nixon. possibly through
Mrs, Chennanll, as PPresident Johnson was apparently suspicious that the South
Vigtnamese were trylng 1o sabotage his peace negotistlons In the hope that
Nixon would win the eleclion and then take s harder tine fowards North
Vietnam” 4 FBI memorandum, subject: Mrs. Anna Chennault. 2/1/75.) The
FRI has ¢laimed 1hat 1is investigation of Mrs. Chennagit was “eonsistent wilh
FBI responsibliities to determine 1f her sctivitics were In violation of cerlain
provisions of the Forelgn Agents Registration Act and of the Nentratity Acl”

Direct slectronle survetliance of Mre, Chennanlt was rejected, according fo a
contenporanecus FEBI memorandum, becanse ¥BI execntive Cartha Del.cach
pointed out that “it was wldely knewn Jhat she was involved In Republican
politieal cireles and, 1f 1t became known that the FBT was surveilling her this
would put us In & most untenable and embarrassing positlon” (Memarandum
from Deloach to Tolson, 10/30/68)

Electronic survelllance was. however, directed at the South Vietnamese off:
clials znd was approved by Attorney General Ramsey Clark. Clark has testified
Ihat he did not know of the physioal survelllance aspect of the FBI's investiga
tton, but that he did aunthorize the electronie survelllanee of the Bouth Vietnantese
officlals. {Clark festimony. 12/3/75, {learings, Voi. 6 p. 252

= PRY executive Oarthe DeLoach has stated tha) a White House nide made
the initial reguest for the cheeck of telephone company records lafe one riight.
Acnording to Deloach, the reguest was “to find ont who either Mr. Apnew or
Afr. Nixon, when they had been 1n Albuguerque {New Mexico} several davys prior
to thal, had cailed from Albwiuerque while they were There” When Dekouch
refused 10 contact the telephone compaay “late In the evenlng,” President Johnson
teame on the phone and proceeded to remind me thal he was Commander it
Chiof and he shanid get what he wanted. and he wanted me lo do it immedi-
ataly.” DeLoach then talked wiih Director Hoover, who teld him lo “stand
ysour greund.” The next day, hoewever, Hoover orderad thal the reenrds he
checked, hitt the oniy caliz identified were "muade by Mr. Agnew’s staft”! These
were reported to the White Flonse. ( DeLoach Deposition. 11725775 pp. 74T
Agnew’s arrival and departare thnes in and oud of Alhuquergue were aiso
syarified mt the request of 1ha White Honse” {FBI summary memorandum,
subject s Mrs. Anna Chennanll, 2/8/75}.
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the witness. The Burean was specifically insisted to inelude any asso-
ciations between those persons and Robert Kennedy.:

Several Johnson White House requests were directed af eritics of
the war in Vietnam, at ysewsmen, and at other opponents. According
to a Bureau memorandom, White House aide Marvin Watson af-
tempted to disguise his, and the President’s interest in such requests
by asking the FBI to channel its replies through a lower level White
House staff member.®

In 1966, Watson asked the FBI to monitor the televised hearings
of the Senate Foreign Relations Committee on Vietnam policy and
prepare a memorandum comparing statements of the President's Sen-
ate critics with “the Communist Party line.” ¢ Similarly, in 1967 when
seven Senators made statements eriticizing the bombing of North
Vietnam, Watson requested (and the Burean delivered) a “blind mem-
orandnm” setting forth information from KRI files on each of the
Senators. Among the data supplied were the following items:

Senator Clark was quoted in the press as stating that the
three major threats to America are the military-industrial
complex, the Federal Bureaun of Investigation, and the Central
Intelligence Agency. :

Senator Mc(fovern spoke at o rally sponsored by the Chi-
cago Committee for a Sane Nuclear Policy, a pacifist group.
Senator McGovern stated that the “United States was mak-
ing too much of the communist take-éver of Caba.”

[Avother Senator now deceased] has, on many occasions,
publicly criticized United States policy toward Vietnam. He
frequently speaks before groups thronghout the United States
on this subject. He has been reported as intentionally enter-
ing into controversial areas so that his services as a speaker
for which he receives a fee, will be in demand.®

The Jolmson administration also requested information on contacts
hetween members of Congress and certain foreign officials known to
oppose the United States presence in Vietnam. According to FBI

#FBI Director Hoover brought the matfer fo the sttention of the White
House in a letter describing why the FRBI had refused te “wire" the witness
{there was not adequate “security"} and how fhe Criminal Division had then
used the Burean of Narcotics to do so, (Memorandnm from Hoover te Walson,

(1712769} This was the instance where FBI executive Cartha Deloaeh made
& record, after Watson told him thaf “the President dees not want any reeord
made.” {Memorandum from DeLoach to Folson, 1/17/67; see also FRI summary
memergndum, 23/75) - .

¥ According to this memorandum, Watson told Cartha Deloach in 1967 that
“he and the President" wanted alf “communications addressed to him by the
Hrector" to be addressed instead to a lower level White Fonse staff member.
Watson told TeLoach thet the “reason for this change" was that {he staff
member “did not have the direct connection with the President that he had and,
consequently, people who saw auely commnnications would net suspicicn (8te}
that Watson or the President had requested such information. nor were infers
ested in sueh information” {Memorandum from De Loach to Tolsan, 3/17/873

*FRI summary memerandum, sublect: Coverage of Telavision Presentation.
Benate Fareign Relations Comnmidtee, 3/31/75. Former #BI executive Cartha
Deloach has stated, regarding this incident, "We felt that it was beyond the
jurisdiction of the FRY, but obviously Mr. Hoeover feit that this was n reguest
hy th;s President and he desired if to be dope.” {DeLoach deposition, 11/23/75,
p. BE. :

* Blind PBY memorandum, 2/16/67.
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records, President Johnson believed these foreign officials had gen-
erated “much of the protest concerning his Victnam policy, particu-

jarly the hearings in the Senate” *
" White House requests were not limited to critical Congressmen.
Ordinary ecitizens who sent telegrams protesting the Vietnam war
to the White House were also the subject of Watson requests for FBI
name check roports.!” Presidential side Jake Jacobsen asked for name
checks on persens whose names appeared in the Congressional Record
as signers of o letter to Senator Wayne Morse expressing support for
his criticism of 1.8, Vietnam policy.”® On at least one occasion, a
request was channeled throngh Attorney General Ramsey Clark, who
supplicd Watson (at the latter’s request) with a summary of infor-
mation on the National Committes for a Sane Nuclear Poliey.*

Other individuals who were the subject of such name check reguests
under the Johnson Administration included NBC Commentator David
Brinkley® Associzted Press reporter DPeter Arnett,® columnist
Joseph Kraft?* Life magacine Washington bureau chief Richard
Stolley?® Chisgo Daily News Washington bureau chief Peter
Lisagor,* and Ben W. (Gilbert of the Washington Post.® The John-
son White House also requested (and received) name ¢heck reports on
the authors of books critical of the Warren Cominission report; some
of these reports included derogatory information about the personal
tives of the individuals.®®

The Nizon administrution continned the practice of using the FBI
to %rodnce. political information. In 1960 John Ehrlichman, connsel
to President Nixoen, asked the FBI to conduct & “name check® on
Joseph Duffy, chairman of Americans for Democratic Action. Data
in Bureau files covered Duffy’s “handling arrangements™ for an anti-
war feach-in in 1965, his position as State Coordinator of the group

* Prosldent Johnson's request also went berond “legislators’’ and ineluded
contaets by sny “promlnent U.§. citlzens” (FRY summary memorandum, aub-
ject: Information Concernlng Contacts Between [Certzin Forelgn oficlals) and
Members or Staff of Lhe Unlted States Congress Furnlsbad to the White House
at the Reguest of the President, 2/3/75.) The FBI's reports indicated that its

_Informatlon eame “through coverage” of the forelgn officlais and thst the Burean
tn thls case, had “conducted no investigation of wmembers of Conaress.” {FBI
summary memoeraoduin, 2/5/75.1 ¥BI "coverage" apparently included efectronie
surveillance,

President Nixon aiso requested informafion on contacts between foreign officinla
gnd Congressmen, but his request does not appear to have related to Presideniial
eritics, Rather, the Nixon request grew out of concern aboli "an increuse in
ftorelgnt Interest on Capilol HII® which hed been expressed to President Nixon
by at least one Sepator; and the PHI's report “included two examples af
{foreign] intelflgence initiatives directed agelnst Capitol Hilt withont identifving
the [forelgners] or American lovolved." {FBT summary memorandim, 2/3/75.}

" yMemoranda from Hoeover to Watson, 6/4/60 and 7/30/65,

# Memarandum from Hoover fo Watson, 7/15/608. ciflang Jacobsen request

¥ Mamsrandnm from Clark io Watsen, 4/8/67. enclasing memorandum from
Tirectar, 8 to the Attorney General 4/7/67. (LBJ ILdbrary.}

® Memorands from Hoover to Watson, 2/18/68 and 5/20/65.

# Memarnndum from Hoover to Wadson, T/22/65

2 Momorandum fraom Hoover to Watson, 1/27/67.

B Meamorandam from Hoover o Watson, 4/6/68.

®afamorandym from Hoover to Watson, 2/24/66.

® Afemarandnm from Hosver to Watson. 4/6/66.

® Mamorandum from Hoover to Watsom, 11/8/66: DeLoach. 12/3/75. Hear
ings, Vol. 6, pp. 180182,
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“Negotiation Now” in 1967, and his activity as chairman of Con-
necticut Citizens for MeCarthy in 196826

Presidential side 3. R. Haldeman requested 2 name check on CBS
reporter Daniel Schorr. In this instance, the FBI mistakenly con-
sidered the request to be for & full backgroand investigation and began
to conduet interviews, These interviews made the inguiry public. Sab-
sequently, White House officials stated {falsely) that Schorr was
nnder consideration for an executive appointment.®” In another case,
2 Bureau memorandum states that Vice President Agnew asked the
FBI for information about Rev. Ralph David Abernathy, then head
of the Southern Christian Leadership Conference, for use in “de-
stroying Abernathy’s credibility.” ¢ (Agnew has denied that he made
sucl: a request, but agrees that he received the information.)®

Several White House requests involved the initiation of electrenic
snrveillance, Apparently on the instructions of President Nixon's aide
John Ehrlicliman and Director Hoover, FBI Assistant Director Wil-
liam C. Sullivan arranged for the microphene surveillance of the hotel
room of columnist Joseph Kraft while he was visiting a forelgn
country.® Kraft was also the target of physical surveillanee by the
FBL There is no record of any specific “national security” rationale
for the surveillance.

Similarly, althongh the “17" wiretaps were authorized ostensibly to
investigate national seenrity “leaks,” there is no record in three of the
cases of any national secnrity claim having been advanced in their
support. Two of the targets were domestic affairs advisers at the White
House, with no foreign affairs duties and no access to foreign policy
materials.s? A third was a White House speechwriter who had been
overlieard on an existing tap agreeing to provide a reporter with back-
ground on & presidential speech concerning, not foreign poliey, but
revenune sharing and welfare reform.®

s petter from J. Bdgar Heover to John 1), Ehrilchman, 10/6/69; jetter from
Clarence M. Eelly t¢ Joseph Duffy, 7/14/75, enclosing ¥BI records fransmitted
under Freedom of Informstlen Ack, .

¥ Honse Judicisry Committee Hearings, Book VI, White House Surveiilance
Aefivities {1074}, p. 111L

® According to Pirector Hoover's memorandum of the conversafion, Agnew
asked Hoover for “some gssistance™ ln gbtaining infermaflon abont Rev, Aber-
nathy, Hoover recorded : '*I'ie Vice President szid he thought he was going-fe
have fo start destroying Abernathy's credibility, se anything I can give him
would be appreciated. T told him I would be giad t0." (Memorandum from Hoover
to ‘Poisen, ef sl 5/18/70.) Subseguentiy, the FBI Director sent Agnew & report
on Rev. Abernathy containlng nof only the by-product of Buresu lavestigations,
fint aiso derogatery pablie recerd information. {Letter from Hoover to Agnew,
S/18/90.%

* Qeaff summary of Splro Agnew interview, 10/15/75.

* Memoranda from Sullivan to Hoover, 6/80/89 and 7/2/68,

8 Memorandum from Sullivan te DeLoach, 131/3/69. The Krafl surveiliance is
alszo giscussed 1n Part IT, pp. 121322,

® Coverape in these fwo rases was requested by nelther Henry Klssinger nor
Alewander Haig {as most of the “¥7" were}, bné by other White Feuse officlais:
Atforney General Mitehelt approved the first a¢ the reguest of “ligher authority.”
(Memorandum frem Fleover to Mitchedl, 7/23/69.) The second was specifically
reavested by 11. R, Haldeman. (Memorandum from Hoaver to Mitchell, 12/14/70.

“ihin tap was also spparently requested by White House officials other than
Kissinger or Halg (Memarandum from Snilivan to Deloazeh, 8/1/69.) The "17"
wiretaps are alzo discussed at p. 122,
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Subfinding {b)

In some cases, political or pevsonal information was not specifically
reguested, but was nevertheless collected and disseminated to admin
istration officials us part of investigations they had requested. Neither
the FRI nor the recipients differentiated in these cases between na-
tional seeurity or law enforcement infornation and purely political
intelligence. "

Tn some instances, the initisl request for or dissemination of infor-
mution wag premised spon law enforcoment or national security pur-
poses. However, pursnant to such a request, infernation was farnished
which obviously could serve only pmrtisin or personal interests. As
one Bureau official summarized s atiitade, the FBI “did not decide
what was political or what represented potential sirife and vielence.
Weare an investigative agency and we pusserd on gl diuta.'#

Examples from the Eisenhower, Kennedy, Johnson, and Nixon nd-
ministrations illustrate this failvre to distinguish between political
and nonpolitical intelligence. They inciude the FRI's reports to the
White ITouse in 1956 on NAACP lobbying activities, the intelligence
about the legistative process producad by the “sugar lobby” wiretaps in
19611962, the purely politicel data disseminated to the White Tonse
on the credentials challenge in the 1984 Democratic Convention, and
dissemination of both political and personal information from the
“Jeak” wiretaps in 19601972,

{3} The NAACP
In early 1956 Director Floover sent the White House a mamoran:
dum describing the “potential for violence” in the current “rnciul
situation™® Later reports to the White Honse, however, went far
beyond intelligence abont possible violence; they inciuded exfensive
inside information shont NAACP lobbying efforts, such as the fol-
lowing:
A report on “iectings held in Chicago™ in connection with
s planned Tondership Conference on Civil Rights to be held in
Waushington wnder the sponsorship of the NAACP
An extensive veport on the Leadevship Conference, based
on the Rorean's “veliable sonrces” and describing plans of
Conforence delegations to visit Senators Panl Donglas, Her
bert Lelnran, Wayne Morse, Hubert Humphrey, and John
Bricker, The raport nlso sommarized a speach by Rov Wil
king, other conference proceedings, and the report of “an
informant” thot the TTnited Ante Workers was a “predomi-
st organization” of the cenference.®
Another report on the conference included an account of
wihat transpived b meelings bebween conference delegations
and Senators Panl Donglas and Bverntt Tirksen.®

 Defaaeh. 12/3/75, Hearings, Yol. 6. 1. 180,

® Memorandiitn from Hoaver to Pillen Autderson. Special Assistant by the
President. 1/23/86 This report was alse proviged to the Atterney General, the
Seerotary of Defonse, and mitifary intellipenee,

= Memarandum from TEaaver to Andersan, 3/2/58.

¥ Memorandnm fram Hoover tn Anderson, B/0,/56.

® Memorandum frem Floover to Andergon, 3/8/58.
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A report including the information that two New Jersey
congressmen would sign a petition to the Attorney General®

A presidential aide suggested that Foover brief the Cabinet on
“developments in the South.”* Director Hoover's Cabinet briefin
also included political intelligence. He covered not only the NAAC
conference, but also the speeches and political activities of Southern
Senators and Governors and the formation of the Federation for Con-
stitutional Government with Southern Congressmen and Governors on
its advisory board,» ‘

(#} The Sugar Lobby

The electronic surveillance of persons involved in a foreign country’s
lobbying activities on sugar quota legislation in 19611962, authorized
by Attorney General Robert Kennedy for the White House, also pro-
duced substantial political intelligence unrelated to the activities of
forelgn officials*t Such information came from wiretaps both on for-
eign officials and on American citizens, as well as from the microphone
surveillance of the chsirman of the House Agrienlture Committes
when he met with foreign officials in & New York hotel room.*® The
following are examples of the purely political {and personal) by-
product: ' ' |

A particular lobbyist “mentioned he is working on the Sen-
ate and hes the Republicans all lined up” ¢ o

The same lobbyist said that “he had seen two additionsl
representatives on the House Agricalture Comimittee, one of

® Memorandum from Hoover to Anderson, 3/7/56. A Natlensl Security Counell
staff member responsibie for lnternal seeurity matters summuirized these re-
ports as provldlng  infermation “regarding attempis being made by the Na-
tional Associatlon for the Advancement of Colored People to send instrueted
delegations to high ranking Government officials *fo tactfully driw out their
poslilons concerning <lvil rights'” {Memorandum from J. Patriek Coyne to
Anderson, 3/6/58.) -

* After consultlng the Atforney Genersd, this aide advised the Secretary teo the
Cubinet that the FBI had “reported developments ln recent weeks in seversl
southern States, indicating a marked deterioration in relationships helween the
racey, and in some instances fowented by communlst or communist-front organi-
sations.” (Memorandum from Anderson to Maxweli Rabb, 1/16/56.) The Secre.
tary o the Cabinet, who had Yexperience in handling minority matters” for the
White Houge, agreed that “each Cabinet Member should be eguipped with the
piain facts” {Memerandum from Rabb to Anderson, 31/17/66.) A National Secu-
rity Councii staff member who handled internal secaurity matiers reported shortly
thereafter that the FBI Ddrector was "prepared to brief the Cabinet along the
general lines" of hig wrltien commaunicatlons t¢ the White House. { Memorandum

© from 1. Patriek Covne te Anderson, 2/1/58.)

* Memorandum from Director, FBI, to the Lxecutlve Assistant to the Attorney
General, 3/9/58, enclosing FBI memorandur deseribed as the "basic statement”
nsed by the Director *1a the Cabinet Briefing this morning on Raclal Tension and
Civil Rizghi=* For a furfher discussion of the exaggerstion of Communist infu
ence on the NAACPE In this briefing, see pp. 250-257, note 151a.

“The electronle survelilances were generally related to forelgn affairs con
cerns. See np. 6465, )

“The Americans incinde three Agriculiure Department officlals, the secretary
to the Chajrman of the House Agrienliure Commities, and two registered lobhy-
ing agenis for foreign Interests. For Attorney General Kennedy's relstlensklp
o fhe micraphone gurveillance of the Cangressman, see p 61, note 28% One
of the wiretaps directed at & registered iobbying sgent was pinced on the office
telephone of « Washington law firm. {See p. 205)

“EBI memorandum, 6/15/62,
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whom was ‘dead sef against us’ and who muy reconsider, snd
the other was noutral and ‘may vote for us,’ 7

The Agrienlture Committee chairman belicved “he had ac-
complished nothing” and that “he hud been fighting over the
Rules Committee and this had interfered with his attempt
to organize.” *

The “friend” of & foreign officin]l “was under strong pres
sura from the present adiministration, and since the ‘friend’ is
& Demecrat, it would be very diffionlt for him to present s
strong front to & Damooratic Administration” *

A lobbyist stated that Secretary of Stute Rusk “bad received
& friendly reception by the Commitiee and there appeared to
be no problam with regard to the sugar bill.”

A foretgn official was reported fo be in contack with two Con-
grossmen’s secretaries “for ressons other than bosiness.” The
official asked one of the secretaries to tell the other that he
“would net lw able 1o cull her that evening” and that one of
his associates “was planning to take [the two secrciaries and
another Congressions] aide] to Bermda” #

The FBI's own evalnation of these wirataps indicuies that they “un.
doubtedly . . . contributed beavily to tha Admhmstrution’s swceess” in
passing the legislation it desired.*
{82 The 1964 Democratic Convention

Political reports were disseminated by the FBI to the White House
from the 1864 Democratic convention in Atluntic City, These reports,
from the FBI's “special squad™ ub the convention, apparently resnited
from a civil disorders intelligence investigation which got out of hand
because no ong was willing to shub off the partisan by product.”t They
centered on tha Mississipp) Freedom Democratic Party's eredentialy
challenge. Examples of the political intelligence which flowed from
FBI surveillance st the 1984 convention inelude the following:

“ FBRI memorandum, 6/15/62.

“ Memorandum from Hoover {o Atterney Genersd Kennody, 2718761, This in.
formation eame from the Bureauw's “coverage’ (by microphone surveiliance) of
the Congressman's hotel room meeting

* FRE memorandin, 2715762,

“Memorandum from J. Edgar Hoover to Robert Kennedy, 3/13/81.

* Memorandun from J. Edgur Hoover to Robert Kennede, /153761

* Memorandum from W, B Wannall to W, € Saifivan, 12/22/66, According to
g Hurean memorandum of o mecting hefwesn Attoarney General Kennedy and
FBI Asgistanl Director Courtnoy Evans, Kepnedy stated {n April 1061 that “now
the law has prssed he did not feel there was fustification for continuing this
extensive investhtion® {Momorsndum from Erans to Parsons, 4715/61.}

Mhere is ne clear evidence ns to what President Tohnson had in mind when,
a8 a contemporaneons FRI momorandum Indfcates, he directed “the assignment
of the speeial squud to Atiantie Gyt (Deloach to Mohr, 8/29/64% Cartha Dee
Losch bus tostiflod that Prestdential alde Walter Jenking made the original re
fquest to him, but that he sstd it shonld be diseussed with Director Hoover and
that “Mr Jenking or the President, to the hest of my recollection, later eplled
Mr. Hoover and ssked that this be done.” Del.oach elnimed that the purpoese was
fo gother “intolligence concerning matters of strife, violence, ete.” whicl: miuht
artse ont nf the credentials chalienge, | Delonch, 312/3/75. Paarings, Vol 8, 11 175}

¥The operations of the FBY In Atiantic Cliy are deseribed in grenler detnit in
Sectlon I, pp. 137-114 :
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Dr. Martin Luther King and an associate “were draftin
a telegram to President Johnson . . . to reé;ister a mil
protest. According to King, the President pledged complete
‘neutrality regarding the selecting of the proper Mississippi
delegation to be seated at the convention. King feels that
the Credentials Committee will turn down the Mississippi
Freedom Party and that they are doing this becsuse the
President exerted pressure on the committee along this
line.™ %3

Another associate of Dr, King contacted a member of the
MFDP who “said she thought King should see Governor
Endicott Peabody of Massachusetts, Mayor Robert Wagner
of New York City, Governor Edmund %:‘r {Pat) Brown of
California, Mayor Richard Daley of Chicago, and Governor
John W. King of New Hampshire.” The purpose was “to
urge them to call the White House directly and put pressure
on the White House in behalf of the MEDP,” 54

“MFDP leaders have asked Reverend King to call Gover-
nor Egan of Alaska and Governor Burns of Hawall in an at-
tempt to enlist their support, According to the MFDP spokes-
man, the Negro Mississippi Party neéds these two states plus
Californin and New York for the roll call tonight.” 5

An SCLC staff member told a representative of the MFDP:
“Off the record, of course, yon know we will accept the
Groen compromise proposed.’” This referred to “the proposal
of Congresswoman Edith Green of Oregon.” 5 _

In & discussion between Dr. King and another civil rights
leader, the guestion of “a Viee-Presidential nominee eame
up and King asked what [the other leader] thought of Hugh
[sic] Humphrey, and [the other leader}] said Fingh Hum-
phrev is not going to get it, that Johnson needs & Catholic. ..
and therefore the Vice President will be Muskie of Maine.” #

An unsigned White House memorandum disclosing Dr. King's
strategy in connection with a meeting to be attended by President
Johnson suggests that there was political use of these FBY reports.®

{iv} The* 17 Wiretaps. .

The Nixon White House learned a substantial amount of purely po-

litical intelligence from wiretaps to investigate “leaks” of c]assil?gd

information placed on three newsmen and fourteen execntive officials:

during 1969-1971.% The following illustrate the range of data
supplied: : :

One of the targets “recently stated that he was to spend an
_ hour with Senator Kennedy’s Vietnam man, as Senator
Kennedy is giving a spesch on the 15th.” ¢

®Memerandum from DeLoach to Jenking 8/04/64,

" Memerandum from Pelosch to Jenking, 8/25/64,

* Memorandum from Deloach to Tankins, 8/25/64.

“ Memorsndum rom Deloach te Jenkins, 8/25/64.

" Memorandnm from Deloach to Jenkins, 8/25/64.

* Blind memorandum from LRY Library bearing handwritten date 8/26/64 angd
the fypewritten date 8/19/64, Hearines, Vol 6, Exhibit 632, p. T18.

®In at least two instances, the wiretaps continued on fargets after they left
the Execntive Rranch and beesme ndvisers to Senator ¥imund Muskis, then the
leading Temocratic prospect for the Presidency, See Part 11, n, 192,

“ Memora ndum from-Hoover to Nixon; Kissinger, and Mitchell; 10/9/60.
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Another target said that Senator Fnlbriﬁht postponed con-
gressional hearings on Vietnam hecsuse he did not believe
they would be popular at that time.®

A well-known television news correspondent *‘was very
distressed over having been ‘singled out’ by the Vice Presi-
dent.” ¢

A friend of onc of the targets said the Washington Star
planned to do an article critical of Henry Kissinger.®

One of the targets helped former Ambassador Sargent
Shriver write a press release criticizing a rccent speech by
President Nixon in which the President “attacked” certain
Congressmen.® o

One of the targets told a friend it “Is clear the Administra-
tion will win on the ABM by a two-vote margin. He said
“‘They've got {a Senator] and they've got {another Sen-
ator}i) et

A friend of one of the targets wanted to see if u Senator
would “buy 2 new amendment” and stated that “they” were
“ooing to meet with” another Senator.® )

A friend of one of the targets described 2 Scrator as “mar-
ginal* on the Cooper-Church Amendment and siated that
another Senator might be persuaded to support it.*

One of the targeis said Senator Mondale was in s “dilemma’
over the “trade bill.” # \

A friend of one of the targets snid he had spoken to former
President Johnson and “Johnson would not back Senator
Muskie for the Presidency as he intended 1o stay ont of
politics,* & :

There is at least one clear example of the political nse of such
information. After the FRI Director informed the White House
that former Secretary of Defense Clark Clifford planned to write a
magazine article criticizing President Nixen’s Vietnam policy,” White
House aide Jeb Stuart Magruder advised John Ehrlichman and H. R,
IIsldeman that “we are in a position to counteract this article In any
number of ways ' It is alse significant that, after May 1970, the
EBRI Direckor’s letters snmmarizing the resuits of the wiretaps were
no longer sent to Ilenry Kissinger, the President’s national security
advisor, but to the President’s political advisor, H. R. Haldeman.™

L3 ' . - -

 Memorandum from Hoover to Nizon and Kissinger, 12/3/80.

= Memorandum from Hoover to Nizon and Kissinger, 2/26/70,

= Memoarsndum from Hoover to H. R, Haldeman, 8/2/70.

*“ Memarandum from Haover to Haldeman. §/4/70.

* Memorandnm from Hoover to Nixon and Klssinger, T/18/68.

* Memorandum from Hoeover to Haldeman, 5/18,/760.

* Memorandum from Hoover to Haldeman, 6/23/70.

* Memorandum from Hosver to Haldenian, 11,/24/70.

® Memaorandum from Hosver o Haldeman, 12/22/70.

™ Memorandum fram Hoover to Nixon, Klssinger, and Mitchell, 12729780

? Memorandin from Magruder tn Faldeman and Bhriichman, 1/15/70, £hr.
lichman advised Haldeman, “This is the kind of eatly warning we need more of—
your game planners are now in an excellent pesition to map anticipatory action.”
{ Memorandum frem “E” {Ehrllchman} to “H" {Haldeman}, undnted.) Halde
man resnonded, 'T ngree with JToha's point, Let's get going.” (Memorandum from
“H' to “M" (Mnagruder}, undated). :

™ Report of the House Judlcjary Committee, 8/20/74, p. 147,
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"These four illustrations from administrations of both pelitical par-
ties indicate clearly that direct channels of communication bhotween
top FBI officials and the White House, combined with the failure to
sereen out extraneous information, and coupled with overly brosd m-
vestigations in the first instance, have been sources of flagrant political
abuse of the intelligence process,™
Subfinding {¢)

The FBI has also voluntesred information to Presidents and their
staffs, without having been asked for it, sometimes apparently to curry
favor with the current administration. Similarly, the FBI has as-
sembled information on its critics and on political figures 1t believed
might influence public attitudes or Congressional suppert.

There have been numerous instances over the past three decades
where the FBI volunteered to its superiors purely political or personal
information believed by the FBI Director to be “of interest” to them.™

The following are examples of the information in Director Foover’s
letters under the Truman, Eisenhower, Kennedy, and Jehnson
administrations™

To Major General Harry Vaunghn, Military Alide to Presi-
dent Traman, & report on the activities of a former Roosevelt
aide who was trying to Influence the Traman sdministration’s
appointments.’s

To Matthew J. Connelly, Secretary to President Truman, a
report from a *very confidential source” about a meeting of
newspaper representatives in Chicago to plan publication of
stories exposing organized crime and corrupt politicians.”

Te Diilen Anderson, Special Assistant to President Eisen-
hower, the advance text of a speech to be delivered by a promi-
nent labor leader.?®

* It should be neted, however, that in at lesst one case the Burean did dls-
tinguish between poiitieal and non-polifleal information, In 1968, when an aide
to Vice Presldent Humphrey asked that a “special sguad'' be sent to the Demo-
ecratie Natisnal Convention in Chicsgo, Dirvector Hoover not only decilned, but
he elso specificaliy instructed the SAC in Chieago not "o get inte anyibing
political" but to confine his reports te “extreme sction or vioience" {Memo.
randum frorm Hoover to Teolson, et ai, B/15/68.) There were no comparable in-
straetions at Atlantic City.

™ Former Attorney (Jeneral Franels Blddle recalled 1n hig auteblography how
4. fdgar Hoover shared with blm some of the “intimate detalls" of what his
fellow Cabinet members did and said, “their likes and dislikes, their wenknesses
and thelr asseciations.” Biddle confessed that he enjoyed hearing {hese deroga-
tory and semetimes “embarrassing” tidbits and that Hoover "knew how to fiatter
his superlor.'' (Francis Biddle, In Brief Authority [Garden City: Doubleday,
18621, pp. 258-259.) ]

A former FBI officlal has described one agpect of the Bureasw's practice:

“Mr. Hoover would say what de we have in our files on this guy ¥ Just what do
we have? Not bBlind memoregndum, not public source inforipation, everything we've
gob. And we wonld maybe write & 25 page memo, When he got 1t and saw what's
in i, he'd say we'd better send that to the White House and the Attorney General
50 they can have in ene place everyihing that the FBI has now on this guy. . . .
{ Bilshoyp deposition, 12/2/75, pp. 141-1423"

#Nope of these letters indicate that they were in response (o reguests, as is
the case with other similar letters examined by the Committee, All were volun-
teered ss matters which Director Hoover considered to be "of Interest” fo the
recipients,

® Memorandum from Hoover to Vaughn, 2/15/41.

7 Memorandum from Hoover to Connelly, 1/27/50.

™ Memorandumn from Hoover to Anderson, 4/21/55.
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Te Rohert Cutler, Bpecial Assistant to President Eisen-
hower, & report of a “confidential source” on plans of M,
Fleanor Roosevelt to hold a reception for the head of a civil
rights group.’® )

To Attorney Genera! Hobert Kennedy, informuation from s
Bureau “source” regarding plans of & group Lo publish allega-
tions about the President’s personal life.® '

‘To Attorney General Kennedy, a summary of materisl in
FBI files on a prominent entertainer which the FBT Director
thought “may be of interest™®

To Marvin Watson, Spevinl Assistaut to President Johnson,
& surmsey of date in Burean files on the author of & play
satirizing the President. s

As these Hlustrations indicste, the F'BT T¥rector provided such data
to administrations of both pelitical parties without apparent partisan
favoritism, :

Additionsally, during the Nixon Administration, the FBI's INLET
{Intelligence iezter) rogram for sending regular short summaries
of FBI ntelligence to the White House was used on one occasion to
provide information on the purely personal relationship between an
entertainer and the subjeet of an FBI domestic intelligence investi-
gation.®* SACs were instructed under the INLET program to submit
to Bureau headquarters items with an “unusual twist” or regarding
Hprominent” persons.®

One reason for the Bureau’s volunteering information to the White
House was to please the Administration and thus presumably to build
higl level political support for the FBIL Thus, a 1875 Bureau report
onthe Atlantie City epizode states:

Oue [agent said], “1 would like to state that at ne time did T
ever congider (i) to bea political operation but it was olvieus
that Del.eel wanted fo impress Jonking and Moyers with the
Bareau’s ability o develop lnformution which would be of
interest to them.” Furthermore, in response to a question as to
whether the Burean’s services were being ntilized for political
reasons, [another] answered, “Neo. T do recsl], however, that
oni one occasion I was present when Deloach held a lengthy
telephone couversafion with Walter Jenkins, They appeared
to be discussing the President’s ‘image’ At the end of the
conversation Deloacl told us something to the effect, ‘that
may have sounded a little political to you but this doesn’t do
the Bureay any harm.' 7 #

Tis nddition to providing information useful to superiors, the Bureau
assemblod information on its own coritics and on political figures it
believed wight influence public attitndes or congressional support.,
FBL-Director Hoover lud muassive amonnts of Information at his

* Memorandum from Hoover to Culler, 2/13/58.

® Memorgndum from Hoover Lo Robert Kennedy, 11/20/61,

= Memorandem from Hoover to Rebert Kennedy, 2/10/61,

= Memorandum frem Hoover 1o Waison, 1/9/67

= for additional examplies. See Sectbon I, pp. 5358,

® gtall memorandur : Review of INLET letters, 11718775,

® Memorandum frome FBY Hendgusriors to aif 3ACs, 13/26/60.
* Mewornadum from Bassets to Callnbag, 1/29/75,

238

B4-EFR {34 TR - P40



302

fingertips. As indicated above, he conld have the Burean’s files checked
on anyone of interest to him. Fe personally received political infor-
mation and “personal tidbits” from the special agents in charge of
FBI field ofices.? This information, both frem ihe fles and Hoover's
personal sources, was available to discredit critics.

The following are examples of how the Bureau disseminated in-
formation to discredit its opponents:

In 1949 the FBI provided Attorney General J. Howard
MeGrath and Presidential aide Harry Vaughn inside infor-
mation on plans of the Lawyers Gnild to denounce Burean
sirveiliance so they would have an opportnnity to prepare a
‘rebutfal well in advance of the expected cxiticism.®®

In 1860, when the Knoxville Area Hizman Relations Coun-
cil in Tenovessee charged that the FBI was practicing racial
diserimination, the Bureau condncted name cheeks en mem-
bers of the Council’s board of direciors and sent the results
to Attorney General William Rogers, incinding derogatari
personal allegations and pelitical affiliations from as far bae;
as the late thirties and early forties®

‘When a reporter wrote stories critical of the Burean, he was
not only refused any further interviews, but an FBI official
in charge of press relations also spread derogatory personal
information about him to other newsmen.*

The Bureau also maintained a “not to contact lisg” of *those in-
dividuals known to be hostile to the Buresn” Director Hoover spe-
cifically ordered that “each name” on the list “shonid be the subject of
a memo,” »

 Former FRI official Mark Feit has staled thaf the SAC's could have sent
personal letters fo Hoover containing such “personal idbits” "te carry favor
with Bim,'" and on ane eccaslon he 4id so hlnself with respect {0 & "scandalous”
incident. {W. Mark Feit testimony, 2/8/76, p. 1)

The following excerpt from one SAC's letier is an exnmple of poiitical Informa-
tion fed to the Director: “f have henrd severn! comments and items which I
wanted to bring to your attention, As I imagine is troe in all States st this flme,
the political situation in {this state] is getiing to be very inferssiing, As you
know, Senater [deleted] is coming up for re-election as is Representatlve [de
ieted]. For & leng tlme it appeared that [the Senafor] wonld have no epposition
to amoeunt to apyihing in his campaign for re-election, The specalatlon and word
around the State right now fs that probably {the Representafive] will file for
the 17.8. Senate seat now held by [the Senator]. ¥ have 2lse been informed that,
[the Senators] forces have offered {the Representativel $50,000 if he will stay
out of the Senate race and run for re-plection ay Congressman.” (Letter from
SAC to Hoover, 5/20/64.) .

% Teotter from Aftorney General Me@rath o President Truoman, 12/7/49:
letter from Hoover to Vanghn, 1/34/30,

® Memornadam from Hoever to Rogers, §/26/66.

* Bishop deposition, 12/2/%5, p. 211, Biskop stated that he ncted on his own,
rather than at the direction of higher Bureau executives, However, THrecter
Hoover did have a memorandum prepared on the reporter summerizing every-
thing in the Bureaw's fles about him, which he referred to when ke met with
the reporter's superiors. (Blshop deposition, 12/2/75, p. 215.}

" Memorandum from Fxeentives Conference to Hoover, 1/4/50. Early exam-
ples ineluded historian Henry Steele Commager, “personnel of UBS," and former
Interior Secretary Harold Iekes, { Memeorandum from Mohr fo Tolson, 12/21/49.)
By the time 3¢ was abolished in 1972, the list incinded 332 names, incloding
mystery writer Rex Stont, whoese novel ‘The Doorbell Rang™ had “presented a
highly distorted and mest snfavorabie picture of the Rureauw.!! {Memorandom
from M. A, Jenes fo Bishop, ¥/311/72.)
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This request for “a memo™ on each eritic meant that, hefore someent
was placed on the list, the Director received, iy uffect, 2 “name check™
veport snmarizing “what we had in our files" on the ndividual ™

Tn sddition to assembiing information on critics, nwing checks were
i us & matter of regular Burean policy on all “newly clected Gover-
nors and Congressmen.”” The Crime Records Division iustrueted the
ficld offices to snbmit Ysummary memoranda® on such officials, cover
ing hoth “public source information” and “any other wuformution that
they had in their files,” ® These “suminury memorande” were prov tded
to Director Hoover and muintaived in the Crime Records Division for
nse in “congressional Hatson”—wliich the Division hend said included
“selling’’ hostile Congressmen on “liking the FBL"®

Tt lsas been widely believed among Members of Congress that the
Rurean had information on each of them® The impact of that belief
let Congrressman Boggs tostate:

Our apathy in this Congress, our silence in this House, onr
very fear of speaking out in ether forums has witered the
roots and hastened the growth of a vine of tyranny which
is ensnaring that Constitution and Bill of Rights which we
are each sworn to uphold.

Our society can survive many challenges and msty threats,

It cannot survive & planned and programined fear of its
own government burcaus and agencies,®

Subfinding {d)

The FBT has also used intelligence as a vehicle for covert efforts
to influence sovial policy and political netion.

The FBI's interference with the democrstic process was not the
result of any overt decision to reshape society in conformance with
Burean-approved norms, Rather, the Burean's retions were the natural
consennence of attitudes within the Burenu toward socinl change, com-
bined with & strong sense of duty to protect seciety—even from its
own “wrong' choices,

The FRI saw itself as the gusrdian of the public order, and be-
tieved that 1t had a regponsibility o counter threats to that order,
using nny means available s At the smme time, the Bureau's assess-
ment of what constitited a “threat” was influenced by its attitude
toward the forces of change In cffect, the Bureau chose sides in the

* Bishap deposition, 1278775, p, 207,

* Phe flold officr was also expected o send te hesdquariers any adaitional
sHepgntions about the Congressman or Governsy which might come 1o Its atten.
than it fubtnre invesligations, even 1f the Congressmsn or Governor was nof
’ljg?:ielf the “subject” of the investigation. {Bishep deposition; 12/2/70, pp. MM

“ Bichap deposition, 12/2/75, pp. 2007,

“mhe BRT jg not the only agency believed 4o have filas on Congressmen. Ao
cording lo Rep, Andrew Young, "in the freshman orientation” of new House
wembers, "one of the things you are told is that there are seven ageniees that
keep files on private lives of Congressmen'” {Rep Andrew Young fenthmuny,
271976, p. 48}

" Bemurky by Rep, Hale Boggs, Heuse of Representatives, 4/22/74, Congres-
stonat Record, Vol 137, Part 8, p. 11562,

Y The mesns osed are discussed in the finding on "Covert Action to Dierupt
and IMseredit Domestle Granps", as well ay the Delailed Heports on COIN-
TELPRO, Dy, Martin Luther King, Jr., and the Black Pauther Party.
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major social Inovements of the last fifteen years, and then attacked the
other side with the nnchecked power atits disposal. '

The clearest proof of the Bnrean’s attitude toward change is its own
rhetorie. The language nsed in internal documents which were not
intended to be disseminated outside the Bureau is that of the highly
charged polemic revealing clear bigses. :

For exsmple, in one of its annual internal reports on COINTEL-
PRO, the Burean fook pride in having given “the lie” to what it
called “the Comnunist canard” that “the Negro is downtrodden and
lias no opportunities in America.” This was accomplished by ?]acin
& story in a newspaper in which a “wealthy Negro industrialist” state
that “the Negvo will have to earn respectaﬁiiity and & responsible posi-

' tion in the community before he is aceepted as an equal” It is signifi-
cant that this view was expressed at about the same time as the civil
fights movement’s March on Washington, which was intended to
focns public atfention on the denial of opportunities to black Ameri-
cans, and which rejected the view that inalienable rights have to be
“enrned,” #

The rhetoric used in dealing with the Vietnam War and those in
opposition to it is even more revealing. The war in Vietnam produced
sharply divided opinions in the conntry; again, the Burean knew
which side it was on. For instance, fifty copies of an article entitled
“Rabbi in Vietnam Says Withdrawal Not The Answer™ were anony-
monsiy mailed by the FBI to members of the Vietnam Day Committee
to “convince” the recipients “of the eorreciness of the U.S. foreign
policy in Vietnam, 9

The Bnreau also ordered copies of a film called “While Brave Men
Die” which depicted “commumsts, left-wing and pacifist activities as-
sociated with the so-called ‘peace movement' or student agitational
demonstrations in opposition to the United States position in Viet-
nam.” The film was to be used for training Burean personnel in con-
neetion with “increased responsibilities relating to communist inspired
student agitational aetivities.” 10

In the same vein, a directive to the Chicago field office shortly after
the 1968 Democratic Convention instructed i to “obtain all possible
evidence” that would “disprove” charges that the Chicago police
nsed undae foree w1 dealing with antivwar demonstrations aé the
Convention: :

Once agnin, the liberal press and the bleeding hearts and
the forces on the left are taking advantage of the situation
in Chicage snrrennding the Democyatic National Convention
to attrck the police and orgenized law enforcement agen-
¢les, . .. We should be mindfn? of this situation and develop
all possible evidence to expose this activity and to refute
these false allegations,

"Memorandum from FBI Headquarters to New Yerk Field Office, et al.,
8&%%?{1%{:1;&1::1: from FBI Headguarters fo San Franciseo Field Office,
Hfé;g;ﬂmmmm from FBI Headguarters fo New York Field Office et al,
3/ t*{ ;}emel‘ﬂnﬁﬂm from FBI headquarters to Chicago Field Office 8/28/68.
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The Bureau also attempted to enforce its view of sexusl morality.
For example, two students heenme COINTELLPRO targets when they
defended the use of a fonr-letier word, even though the demonstration
in which they participated “does not sppear to be inspired by the
New Left,” Bocause it “shows ohvious disregard for decency and es-
tablished morality.” ™ An anonymous letter purportedly from an
irate parent and an article entitled “Free Love Comes to Austin®
were mailed to & state sountor and the chairman of the University
of Texas Board of Regents to wid in “forcing the University to take
action against those administrators who are permitting an atmosphere
to build up on cwmpus that wiil be s fertile field for the New Left,” 18
And u field office was subyaged st the distribution on campus of a
newspaper called SCREW, wlich was described as “containing a
type of filth thet conid only oviginate i1y o depraved mind. It 1s repre-
sentative of the type of moentality that is following the New Left
theory of hnmorality en cortain college campuges, ' 194

As these exmmples domonstrate, the FBI believed it had a duty to
maintain the existing socisl and politics] order. Whether or not one
agrees with the Buresu’s views, it is profoundly disturbing that an
sgoeney of the govermnent secretly attempted to jmpose its views on the
Amaricun peeple,

(i) Use of the Media

The FRI attempted to infinence public opinion by supplying in-
formution or articles to “confidential sources” in the news media. The
FBI's Crime Records [3ivision *° was responsible for covert linison
with the medis to advance two main domestic intelligence objectives: 3%

W oatemorandum from PEI Headquarters to Minneapolis Field Office, 11/4/88.

W atauarandu from San Antenle field office to FRI Ieadquarters, 5/12/68,
semorsndu Trom FBI Hepdquarters to 8an Antenio ¥Feld Office, 8/27/68

e feld offfice also disapproved of the “hippy types” distribuiing the news
paper, with thele “unhempt ciothes, "wild beards”, and “other examples of thelr
nonconformity”. Accordingly, an anonymons letfer was sent 1o s sfale legislator
profesting the distribution of such “depravity” at a state university, acting that
“ihis Is hecoming & way of campus Iife. Polsen the minds of the young, destroy
their morut befug, sud b less thap one generaltion this country wili be ripe for
its downfall.” {Memorsndum from New York Field Offtce to FEY Headguarters,
5/233/68 . memorsndum from FBI Headguarters to Newark Mield Office, 1/68,

¥ e Crhme Becords Diviston slso had responsibiiity for disseminating infor
magtlon to cuttivale & favorable publie image for the ¥Bi-a practce common fo
many mevermuent spencles. This objective was pursued In varfous ways, One seo-
ton of the Crime Records Diviglon wis sssigned to sssemble “material that was
needed for s publie relntions program.” Thiv gection “developed information for
televiston shows, for writers, for autbiors, for pewspapermen, peaple who wanfed
in-depth information concerning the FRL® The section also “handled seripts”
for puuhiie service radio progrums produced by FRI Field Offflees ; reviewed seripts
for telovision and radio shows dealing with the FBY; and handied the “public
relations and publleity aspoet™ of the “ten most wanlted fugilives program.’' Yhe
Burean attempied to assery control over medin presentaiions of infermation
ahout (8 netivities. For cxample, Director Hoover's approval was Decessayy
bhetare the Crime Reconds Diviston would cooperaie with an author intending
to write 8 ook ahout the FBT { Bishep festhnony, 1272795, pp. 6-8, 18}

* Momorands recommending nze of the wedig for COINTELPFRO purposes
someatimes bore the desipnation “Mass Moedia Prograst'” which appeared mere
Ir to signify the funetion of the Crime Reeords Divisien as g “conduli” for
disseminating informabion at the reguest of the Domestie Intebligence Division.
{Bishop testimony, 1272775, pp. 03-68, 8% The disseminalion of derogators
information to the media was tseally reviewed through the Bureaw's chaln of
commnand and received final approval from Direcior Floover, (Hishop testimony,
1272715, p. 89.)
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(1) providing derogatory information to the media intended to gen-
erally discredit the activities or ideas of targeted gronps or individuals;
znd (2) disseminating unfavorable articles, news releases, and back-
ground information in order to disrupt particular setivities.

Typically, a local FBI agent wonld provide information to a “friead-
iy news source” on the condition “that the Bareaw’s interest in these
matters is to be kept in the strictest confidence,” *** Thomas E. Bishop,
former Director of the Crime Records Division, festified that he kept
a list of the Bureau's “press friends” in his desk.)*® Bishop and one
of his predecessors indicated that the FBI sometimes refused £o co-
operate with reporters eritical of the Bureau or its Director

Bishep stated that as a “general Tule,” the Bureau disseminated only
“piblic record information” to its media contacts, but this category
was viewed by the Burean to include any information which could
-eonceivably be obtained by close scrutiny of even the most obscure pub-
lications.** Within these parameters, background information supplied
to reporters *in most cases Iiconid] inciucgz everything” in the Bureau
files on & targeted individnat; the selection of information for publica- -
tion wonld be left to the reporter’s judgiment.> .

There are numerous exanples of authorization for the preparation
and dissemination of unfavorable information to discredit generaliy
the activities and ideas of & target; *?

- B BI headgnarters solicifed information from field offices “on a
continning basis” for “prompt . . . dissemination to the news media . ..
to diseredit the New Left movement and its adherents.” Headquarters
requested, among other things, that:

specific data should be fnrnished depicting the scurrilons and
depraved nature of many of the characters, activities, habits
and living conditions representative of New Left adherents.

Field Offices were to be exhorted that “Every avenue of possible em-

barrassment must be vigorously and enthusiastically explored.” 112
—IBT headquarters authorized & Fieid Office to furnish a media con-

fact with “background information and any arresi record” on & man

™ For exaxmple, Memorandum from FBI Headquarters to Atlanta Peld Office,
19/22/68,

** Hishop, 12/2/75, p. 83, .

¥ Cartha Pelosch, who handled medla contacts for several years, tastified that
this technlgue was not actuaily used as muach as the Direcior desived:

I any unfair commment appeared ln any sepment of the press concerniog

Mr. Hsover or the FEBI . .. My Haover . . . would say do nof contact
this particniar newspaper or do not contact this persen or 4o not ¢a.
operate with thizs persom, . . . If I had compiled striefly fo the lefter

of the iaw te Mr. Hoover's instructions, T think T wounld be faiy in say-
ing that we wouldn't be cooperating with hardiy a single newspaper in
‘the Unlted States . . . 'Phe men dawn through the years had to overlook

" somme of these insirnciiens snd desl fairly with 2il segments of the
press, { Deloach testimony, 11/25/75, pp. 218-214.} :

2 Bishop stated that the Orime Records Division was “serupulous” in provid-
ing infermation which could be eited o & “page and paragraph” m & public
sonree. {Bishop. 12/2/75, pp. 24, 197-178.)

=t Bighap, 12/2/75, pp. 185136,

T E. Bishop stated that from the FRY documents avaiiable to the Commititee,
it was impossible te determine whether an article was actually printed afier a
news relesse or a draft article ad been supplied fo a mwedla source. {Bishop,
12/2/75, p. 86.) : )

W Memorandum from C. D. Breapan to W, O, Scuilivan, 5/22/68.
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affilisted with “a radical New Left clement” who had been “active in
showing films on the Black Panthers and police in action at varions
eniversities during student rioting.” The media contact had m%uustml
inaterial from the Bureau which “wonld have s detrimental efivct on
Ithe target’s] activities.” **

—Photographs depicting a radical gronp’s apartment as “a sham-
bles with lewd, obscene and revolutionaly slegans displayed on the
walls” were furnished to & free-lance writer. Tle directive from head-
quarters said: “As this publicity will be derogatory in nature and
might serve to neutralize the group, it is being approved.”

—The Boston Field Office was anthorizid to furnish “derogatory
information about the Nation of Islam (NOT) to established sourec
fname exciged]™:

Your suggestions concerning materia} to furnish [name] are
Food. Emphasize to him that the NOI predilection for vio-
ence, preaching of race hatred, and hypocrisy, should be ex-
posed. Material furnished [name] shonld be either public
source or known to enough peup]e as to profect your sources,
Insure the Bureau’s interest in this matter is completely
protected by [name].*s¢

One Bureau-inspired documentary on the NOT reached an audience
of 200,000, Although the public was to be convinced that the NOI
was “violent®, the Burcau knew this was uot in fact true of the or-
genization as a whole. 128

~The Section which supervised the COINTELPRO against the
Communist Party intended to discredit a conple “identified with the
Community Party movement” by preparing a news release on the
drug arrest of their son, which was fo be furnished to “news media
contacts and sources on Capitel Hill'* A Burean official observed
that the son’s “arrest and the Party connections of himself and his
parents presents an excellent opportunity for expoitation.” The news
release noted that “the Russian-born mother iy currently under &
deportation order'’ and had a former marriage o the son of a promi-
nent Communist Party member. The release added: “the Red Chinese
have Iong used narcotics to help weaken the youth of target
countries,’” % '

“afemorandumm to Director from SAC Miami, 3/10/70. Bishop testified that
he “would hope” that in response fo the directive fo disseminate the fargel's
“grrest record” the Division would have disseminated only conviction records.
Bishiop said that under the Attorney Generzi's goidelines then in effect only
conviciien records or arrests which were s matter of public record In & par-
tieuiar Jurisdletion were to be disseminated. Bishop stated that his policy was
not to disseminate an arrest record “especiaily {f that arrest record resulted in
an acguitial or if the charge was never completed ... heeause that is not, to 1y
mind, anyihing derogatory agalnst & guy, unti! he zcinaily gets convieted."”
(Bishop testimony, 12/2/715, pp. 163187, 173.)

BE Memorandum from FBI Headquarters to Boston Field Office, 1/13/68,

U Memorandum from FBT Headquarters to Boston Fleid Office, 2/27/64.

T Memorandum from Tampa Field Office to FBI IMendguarters, 277769,

B2 Deposition of Biack Nationaiist COINTRELPRO sapervisor, 10/37/75. p. 231
I)e:?gsition of George . Moore, Chief of the Racinl Intelligenee Section, 11/3/75.
B

 Memorandum from F. I Baumgardner to W, €. Sulilvan, 6/3/63.
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~—When the wife of a Commmuist, Party leader purchased a new car,
the FBI prepared a news item for distribution to “a cooperative news
media souree” mocking the leader’s “prosperity”™ “as & disruptive
tactic.” The item commented sarcastically that “comrades of the self-
proclaimed leader of the American working class shonld not allow
this example of {the leader’s] prosperity o discourage their con-
tinued contributions to Party coffers.” %

~—After a public meeting in New York City, where “the handling
of the [JFK assassination] investigation was eriticized,” the FBI
prepared a news item for placement “with a cooperative news media
source” to diseredit the meeting on the gronnds that “a reliable [FBI]
source” had reported a “convicted perjurer and identified espionage
agent as present in the audience.” 12

-—As part of the new Lefi COINTELPRO, the FRI sent a letter
under a hetitious name to Life magazine to “call attention fo the
ansavory character” of the editor of an undergronnd magazine, who
was characterized as “one of the moving forees behind the Youth
International Party, commonly known as the Yippies.” Too counteract
a recent Life “article favorahle” to the Yippie edifor, the FBy fieti-
fions letter said that “the cuckoo edifor of an unimportani smutty
little vag” shonid be “left in the sewers.” 22

Much of the Bureaw’s use of the media to influence public opinion
was directed at disrupting specific activities or plans of targeted

"groups or individnals:

—1n March 1968, FBI Headquarters granted authority for furnish-
ing to a “cooperative national news media source” an article “designed
to curtail success of Martin Luther King's fund raising” for the poor
peeple’s march on Washington, 11.C. by asserting that “an embarrass-
ment of riches has befallen King . .. and King doesn’t need the
money.” ** To further this objective, Headquarters anthorized the
Miami Office “to furnish data concerning money wasted by the Poor
People’s Campaign” té a friendly news reporter on the nsnal condition
that “the Burean miist nat be revealed as the seurce.” '2¢

The Section Chief in charge of the Black Nationalist COINTEL-
PRO also recommended that “photographs of demonstrators” st the
march shonld be furnished; he attached six photographs of Poor
People’s Campaign participants at a Cleveland rally, accompanied by
the note: “These show the militant, aggressive appearance of the par-
ticipants and might be of interest to a cooperative news scuree.” *%

~—As part of the New Left COINTELPRO, anthority was granted
fo the Atlanta Field Office to furnish a newspaper editor who had
“writfen mmerons editorials praising the Barean™ with “information
to supplement. that already known to him from public senrces concern-
ing subversive influences in the Atlanta peace movement. His nse of
this material in well-timed articles wonld be nsed to .thwart the
[npeoming] demonstrations.” 22

™ Memorandnm from F, F. Banmasdner to W, . Sutlivan, 8/9/65.

M Memorandam from ¥, I Bamneardner to W. €. Sullivan, 2/24/64.
= Memorandum from New York Field Office o FBE Hendagnarters, 10/16/68,
= Memorandnm from €. €. Moore to W. (. Sullivan, 10/26/68.

* Memorandnm from FBI Headanarters to Miami Beid Offies, 7/9/68,

= Memorandum from ¢, €. Moore to W, €. Sutlivan, 5/17/76.

™ Memorandam from FBI Hendquarters to Atlanta Field Office, 10/22/68.



300

~-An FBI Special Agent in Chicago contacted a reporter for a
major newspaper to arrange for the publication of an article which
was expected to “greatly enconrsge factional antagonisms during the
SDS (onvention” by publicizing the attempi of “an underground
communist organization” to take over SDS. This contact resuited in
an article hendlined “Red Unit Seeks SDS Rule.” »**

e F B Divector Hoover approved a Field Office plas “to get cooper-
ative news media to cover closed meetings of Students for a Democratic
Seciety (SDS) and other New Left groups® with the aim of “dis
rupting them b 128

—Several months after COINTELPRO operations were supposed
to have terminuted, the FBI attempted to discredit attorney Leonard
Boudin at the time of his defense of Daniel Eilsberg in the Pentagon
Papers case, The FBI “ealled to the atiention” of the Washington
bureau chief of & major news service information on Boudin's alleged
“sympathy” and “legal services” for “communist causes.” The reporter
placed & detailed news release on the wires which cited Boudin's “iden-
tification with Leftist canses™ and included references to the arrest of
Boudin's daughter, his legal representation of the {nban government
and “Communist sympathizer” Paul Robeson, and the statement that
“his name also has {aeen connected with a number of other alleged com-
munist front groups” In a handwritten note, J. BEdgar Hoover di-
rected that copies of the news release be seot to “Haldeman, A. G.,
snd Deputy,” 128

The Bureau sometimes used its media contacts to prevent or post-
pone the publieation of articles it considercd favorable to Hs targets
of unfavorable to the FRI. For example, to influcnce srticles which
related to the FBI, the Bureau took advantage of u close relationship
with a high official of & major national magazine, deseribed in an FBI

W Alemorandum from Chicago Fleld Office tv FBI Headquarters, §/18/69.

" Memorandum from FRI Headguarters to Indlanapolis Fleld Office, 8/17/08.

W 7RT Memorandum from Bishop to Mebr, 7/6/71; Bishop testlmeny, 13/%/75,
bp. 145151, )

Two years eariler the Crime Records Division prepared & sizteen-page memo-
randum containlng information on "Leonard B, Boudln, Attorney for Dr. Ben-
jamin Spock.” wrltten at the tlme of Spock's Indictment for conspiring to viclate
the Selective Servlce Act. {(¥BY Memorsodum frem M. A, Jones to T. E. Rishop,
4/96/88) The memorandum deseribed “'aileged associations and activities of
Boudin® related to organizations or individuals consldered “subversive” by the
#BI, (Bishop, 12/2/75, pp. 134-185} and included: names of many of Boudln's
cllents, cltatlons to magazines and joorpuls in which Boudla had published
artielen; references to petitions he had signed; and notes on rallies and academic
conferences at which he had spoken. The memoranduw Indicated that “the White
fiouge and Attorneyr CGencrai have been advised” of the Information on Boudin's
background. Notations on the cover sheet of the memorandmn by high Buresy
officlals indicate that approval was granted for "furnishlng the attuched Infor
mation to ona of onr fricndly news eontzets™ but the Information was nof waaed
untit after the “resnits of appeal in Spock’s case” Blshop did net recall dis
tribnting the Houdin memorandum. {Bishop, 12/2/75 pp. 125126}

he head of the Crlme Records Division speeulaled thai the memorandum
wag prepared at the reguest of 8 reporter because he did not remember a reqnest
from Hoover or from the Domestie Intelligence Division, whieh was the nermat
ronte for assignments to the Crime Records Division. Division Chief Blshap
testifted that he probably instructed the Division “ie gel up any public senree
Information that we have concerning Boudin thut shows his connection wifh the
E}?f}gn};mtmist Party or related gronps of that pature.” {Bishop, 12/2/75, pp 133~
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memorandum as “our good friend.” Through this relationship, the
FBI “squelched”’ an “unfavorable article against the Bureaw” written
by a free-lance writer about an FBI investigation; “postponed pub-
Tfeation” of an article on another FBI case; *forestalied publication”
of an article by Dr. Martin Luther King, Jr.; and received informa-
tion abont proposed editing of King’s articles**

The Bureau slse attempied fo influence public opinien by using
news media sonrees to diseredit dissident gronps by linking them fo
the Communist Party: ,

-~ A confidential source who published a “self-described conserva.
tive weekly newspaper” was-anonymounsly mailed information on a
ehurel’s sponsorship of efforts to sbelish the House Committee on
Un-American activities. This prompted an article entifled “Loecals to
Aid Red Line,” naming the minister, ameng others, as a local sponser
of what it termed a "Communist dominated plot” to abolish HUAC

-The Bureau targeted a professor wio lad been the president of
a local peace center, a “coalition of anti-Vietnam and anti-draft
groups.” In 1968, he resigned termporarily to becoma state chairman of
Eugene McCarthy’s presidential campaign organization. Information
on the professor’s wife, who had apparently associated with Courmu-
nist Party members in the carly 1950°s, was furnished to a uewspaper
edifor to “expose those people at this time when they are receiving
considerable publicity in order” to “disrupt the members” of the
peace organization,

~{Jther instances included an attempt o link 4 school boyeotd with
the Cominunists by alerting newsmen to the boyeott leader’s plans to
attend a Hierary reception al the Soviet mission; ¥ furnishing infor-
maticn to the media on the participation of the Communist Party
presidential candidate in the United Farm Workers® picket line; '
“confidentially” inferming established sources in three northern Cali-
fornia newspapers that the San Francisce County Comunnist Party
Comnmittes had stated that civil rights groups were to *begin work-
ing” ou the area’s large newspapers “in an e¢flert to seenre greater
employment of Negroes;” ' and furnishing information to the media
on Socialist Workers Party participation in the Spring Mobilization
Commitiee to End the War in Vietnam to “discredit” the antiwar
gmu?ki.'ﬂi

{41} Attacks on Leaders

Throngh covert propaganda, the FBI not only attempted to in-
fluenca public opinion on matters of secial policy, but also directly in-

¥ Memorgndinn from W, H. Stapleton te G 1. Delaach, 11/5/64.

B Memorunduin from Cleveiand Field Office to ¥BI Headquarters, 10/28/64,
memoraadam from FBI Headgvariers fo Cleveland Field Office, 11/6/64.

* afemarandum from FBE Headquarters to Phoenix Field Office, 6/14/68.

2 atemorandum from FRI Headguarters to New York Field Office, 2/4/64.

3 rphe target was not infended to be the United Farm Workers, but a loeal
college professor expected to participate in the picket line, Fhe Bureau had
unsnuecessfully directed “considerable efforts to prevent hiring” the prefessor
Apparently, the Bureay did not consider the impact of this techinigue on the
United Farm Workers' efforts. {Memorandnm from San Franeisco Fieid Office to
FBI Headguarters, 3/12/68; memorandizm {rom FBY Hendquarters to S8an Fran-
elsea Field Office, 3/13/68.)

# Agmorandnm from San Franeisco Field Office to FBI Headquarters, 4/18/64,

¥ Vemorgndiam from San Francisco Fietd Office o FBI Headyuarters, 3/10/67;
memorandin from FBI Headguarters to San Francisco Field Office, 3/14/67.
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tervened in the people's choice of leadership hoth through the electoral
process and in other, less formal arenas,

For instance, the Buresu made plans to disrupt a possible “Peace
Party* ticket in the 1968 clectings. One field office noted that “effce-
tively tabbing as communists or as communist-backed the more hysteri-
cal opponents of the President o the Vietnam question in the midst
of the presidentinl cmpaign would be s real boon to My, Johnson.™ '/

In the FBI's COINTEIPRO programs, political eandidates were
targeted for disruption. The dociment which oviginated the Bocialist
Workers Party COINTELPRO noted that the SWP “has, over the
past several years, heen openly esponsing its line on a local and
national basis throngh running candidates for public office.”” The
Bureau decided to “alert the public to the faet that the SWP is not
just another socizlist group but follows the revolutionary principles
of Marx, Lenin, and Engels as interpreted by Leon Trotsky.” Several
SWP candidates were turgeted, usually by leaking derogalory in
formation aboub the candidate Lo the press.*

Other COINTELPRO programs also included attempts to disropt
campaigns, For sxample, & Midwest lawyer running for City Conneil
was targeted becanse he and his firm had represented “subversives”.
The Burean sent an anenymous letter to several community leaders
which decried his“communist background® and labeled him » Veharla-
tan.” 9 Under a fictitions name, the Burean sent a letter to « telavision
station on which the candidate was to appear, enclosing « series of
questions about his elients and his activities which it believed shonld
be asked.'** The candidate was defented. He later ran {siuccessfnlly,
as it happened) for a indgeship. The Bureau attempted to distupt this
sulisequent, snecessful campaign for s judgeship by using an anti
cormmimist gronp to distribute fliers and write lebters opposing his
candidnoy.

T another instance, the FBI attempted to have s Democratic Party
fundraising afiair raided by the state Aleololic Beverage Control
Commission. The fund raiser was targeted becanse of two of the can-
didates who would be present. One, u state assemblyman running for
reeloction, was aetive in the Vietnam Day Committer; the other, the
Democratic candidate for Congress, had been » sponsor of the National
Committee to Abolish the House Committee on Un- American Activi-
ties and had led demonstrations opposing the manufacture of napaim
hombsg4*

Although the disruption of election campaigns is the clesrest exam-
ple, the FBI' interforence with the pelitical precess was rouch broader.

W Momorandanm from Chicage Fietd Office ro FBI Headgunriers, 8/1/87,

Boatemarand o from FUT (Teadquarkers to all HAC's, 10/12/81,

1 Momors e from Detroit Field Ofice to FBI Headquariers, 9/1/45 ) memo-
ragduts Crom BB Headquarters to Detroft Field Offive, 8/22/805.

A emorandum from Detroit Field Office to FRT Headquurters, 3/28/65 ) mems
rundun fram ¥BI Headguarters to Dotrait Fieid Ofice. 10717805

W Afemorandum from Detroit Field OMce, to FBI Hondguariers, 1718/07

W Memorandum from FBI ITeadquarters to 8an Antonio Field Office, 11/14/00.
The sllempt was unsuccessful ) a prior =ald on o fire department’s fund raiser
had apgered the Incal Distriet Attorner, and the ABC decided not o rald the
Democrabs beeause of “political ramiftcations”
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For example, all of the COINTELPRO programs were aimed af the
leadership of dissident groups'®

In one case, the Burean’s plans to discredit a eivil rights leader in-
clnded an atfempt to replace him with a candidate chosen by the
Burean. During 1984, the ¥BI begun a massive program to discredit
Dr. Martin Lather Xing, Jr. and fo “nentralize” his efectiveness
ag the leader of the ¢ivil rights movement.** On January 8, 1064,
Assistant Director Witkam C. Snilivan proposed that the ¥BI select
anew “national Negro leader” as Dr. King’s successor after the Bureau
kad taken Dr. King “off his pedestal™:

‘When this is done, and if can and will be dene . . . the
Negroes will be left without a nations] leader of sufficiently
compelling personality to steer them in the right direction.
This is what could happen, but need not happen if the right
kind of Negro leader could at this time be gradually devel-
oped 0 as to overshadow Dr. King and be in the position to
ussume the role of leadership of the Negro people wherr King.
has been completely discrediied. ’

I want to make it clear at once that T don’t propose that -
the FBI in any way became invelved cpenly as the sponsor
of a Negro leader to overshadow Marfan Emther King. . . .
Bt T do propose that T be given permission te explore further
this entire matter. . . . .

1f this thing can be set up properly withont the Bureau in
any way becoming directly involved, T think it weuld not
oniy be a great help to the FBI but would be a fine thing for
the country at large, While I wmn not specifying at this
moment, there are various ways in which the FBY could give
this entire matter the proper direction and development.
There are highly placed coniacts of the FBI who might be
very heipfnl to further such u step. .. .1

The Burean’s efforts to diseredit Dr. King are discussed more fully
dlsewhere.'*® Tt is, however, important to note here that some of the
Burean’s efforts coincided with Dy, King's activities and statements
concerning major social and political isenes.

{#i} Ewaggerating The Threat

The Bnrean also nsed its contrel over the informat,iom%athering
process to shape the views of government officials and the pablic on the

1 he eriglneting docament for the "Black Naticaalist" COINTELPRO ordered
field offices to “expose, disrupt, misdirect, discredif, or etherwize neutratlee” the
"leadershlp" and “spokesmen' of the target groups. The ""New Left" origlnating
memno cailed for efforis te “neutralize” the New Left andg the "Key Activitists"
defined as "those individrals who are the moving forges behind the New Left ;"
the letter to field offices made it elear thlat the targeis were the "leadership"
of the “New Left"-a term which was never defined. (Memorandum frem FBI
Headquariers to ail SAC's, 8/26/67.)

* ¥Mémorandum from Brennan fo Sulfivan, 5/9/68; memovandum from FBI
Headgnarters to gt 8AC's, 5/16/68,

% Memorandum from Suillvan to Belment, 1/8/84. Although this propesal
was approved by PHrector Hoeover, there is no evidence that any steps were taken
to implement the plan, )

¢ Bee Martin Euther King, Jr. Report: Sec. V, Phe FBI's Efforts to Discredit
f)r. L:;gégn Lather Ring: 1964, Bec. VII, The FBI Progrum Against Dr. King:
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threats 1t perceived to the social order. For example, the FBI ex-
aggerated the strength of the Communist Party and its influence over
the clvil rights and antl- Vietnam war movements.

Opponents of civil rights legislation in the early 1960s had charged
that such legislation was “a part of the world Communist conspiracy
to divide and conquer cur country from within® The truth or falsity
of these chiarges was a matter of concern to the administration, Con-
gress, and the public. Since the Burean was assigned to compile intelli-
gence on Communist activity, its estimate was sought and, presumably,
relled upon. Accordingly, in 1963, the Domestic Intelligence Division
submitted a memorandum to Director Hoover detailing the CPUSA%
“efforts” to exploit black Americans, which it concluded were an
“obyious failure.” W

Director Hoover was not pleased with this conclusion. He sent a
sharp message back ¢o the Division which, according to the Assistant
Director in charge, made it *evident that we had to change onr ways
or we would all be out on the street.” M* Another memorandnm was
i‘therefore written to give the Director “what Hoover wanted to
}ear‘” 145 .

The memorandum stated, *The Director is correet ;* it called Dr.
Martin Luther King, Jr. “the most dangerous Negro of the future in
this Nation from the standpoint of communism, the Negro, and na-
tionn] security;” and it concluded thet it was “unrealistic” to “limit
ourselves® to “legalistic proofs or definitely conclusive evidence™ that
the Communist Party wields “substantial influence over Negroes which
one day could become decisive ™10 : :

Althongh the Division stil] had not said the influence twas decisive,
by 1864 the Director testified before the House Appropriations Sub-
committee that the “Communist influence!” in the “Negro movement”
was “vitally important.,” ** Only someone with sccess to the underlying
information would note that the facts could be interpreted quite dif
ferentiy. @i :

¥ Alemorandum from Basumgardner to Sullivan, 8/23/63, p L

¥ Suilivan deposition, 11/1/75, p. 20.

¥ Builivan depesition, 11/1/75, p. 29

* Memorandum from Sullivan to Director, FBI, 8/30/63. Snllivan described
this provess of “inferpretive™ memeo wriling 1o lead a reader to belleve the Com-
munists were influential without actually stating they were in conirol of 8 move-
ment: “You have to apend years In the Bureay really $o gel the feel of this. . . .
You came down here to ‘efforts’, these ‘colossal efforts’, That was a key word of
oury when we are getting aroond the facts, . . . Yeu will not §n¢ anywhere i the
memporandam whether the efforts were suceessful or unsuceessful. . . . Here iz
another one of our words that we used to cover up the faels, ‘efloris to exploit’,
that word ‘exploit’. Nowhers wil! you find in some of these memos the resulls of
the exploitation. [Likel *planning fo do all possibie’, you ean search ie vain fora
statement to the effect that their plans were successful or unsuccessful, partiy suc
ceszful or partly unsuccessful™ (Sullivan, 11/1/75, pp. 15-18.)

¥ Hearlngs before the House Approprintions Subcommittee, 88th Cong.,
2d Sess. (1984). p. 309. Pilrector Hoover's statement was widely pnbiicized.
{H.g., “Hoover Says Reds Exploit Negroes,” New York Times, 4/22/64, p. 30}
It caused serious concern among ¢ivil rights leaders who feared that if wonid
husrt the prospects for passage of the 19684 ¢ivii rights bill.

5+ Director Hoover had included slmilar exaggerated stalements about (lom.
munist nfluence in a brieflpg to the Elsenhower Cabinet in 1958. Hoover had
stated, regarding an NAACP-sponscred conference:

“The Communist Party plans to use this conference o embarrass the Adminis
tration by eausing a riff between the Administralion and Dixiecrats who have
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A similar exaggeration occurred in some of the Bureaw’s statements
ol communist influence on the anti-Vietnam war demonstrations.

In April 1965 President Johnson met with Director oover to dis-
euss Johknsen's “concern over the anti-Vietnam sitnation.” According
to Hoover, Johnson said he had “no doubt” that Communists were
“behind the disturbances.” > Hoover agreed, stating that upcoming
demonstrations in eighty-five cities were being planned by the gtndants
for a Democratic Society and that 8DS was “largely infilkrated by
communists and {it] has been woven into the civil rights sitnation
which we know has large communist influence,” ™ -

_ Tmnediately after the mesting, however, Floover told his associates

that the Burean might not be able to “technically state” that SDS was
“an aetunl commnnist organization.” The FBI merely knew that there
were “communists in it Heover instructed, however, “What T want
to get to the President is the background with emphasis upon the
commuist influence therein so that he will know exactly what the pie-
ture is.” The Director added that he wanted “a good, strong memo-
randum” pinpointing that the demonstrations had been “largely par-
ticipated In by conummists even thongh they may not have imtiated
them;” the Burean could “at least” say that they had “joined and
forced the issue.” According to the Director, President Johnson was
“gnite concerned” and wanted “prompt and quick action.”

Once again, the Burean wrote & report, which made Commmyist “ef-
forts” sound like Communist success. The eight-page memorandum
detailed all of the Communist Party's attempts to “encourage’” domes-
tic dissent by “a crescendo of criticism aimed at negating every effort
of the United States to prevent Vietnam from being engnlfed by com-
imunist aggressors.” Twice in the eight pages, for o total of two and a
kalf sentences, it was pointed et that most demonstrators were not
Party members and their decisions were not initiated or controlled by
the communists. Bach of these brief statements oreover, was followed
by a qualifieation: {1} “however, the Communist Party, USA . .. has
vigoreusly snpported these gronps and exerted infinence;” {2} “While
the March [on Washington| was not Commnnist initiated . . . Com-
munist Party members from throughoni the nation participated.”
[ Emphasis added. ] 38

Phe rest of the memorandim is an iustration of what former
Assistant Director Spllivan called “interpretive” memo writing in

sapported if, by forcing the Administration fo take a stand on civil righés leg
fslation with the present Congress. Fhe Party hopes through a rift o affect the
1958 elections.” {Emphasis added.} {Memorandnm from Direclos, FBE, to the
Executive Assistant To the Atlorney Genersl, 3/9/58, and enclosure.}

Directsr Hoover did uet inelude in hig prepared briefing stalement fhe infor-
mation reported fo the White House sepnrately earlier that there was "na indi.
cation™ the the NAACTE had “sllowed the Cemmunist Pariy to infiltrate the
conference.” {Haover to Dillen Anderson, Special Assistant to the President,
3/5/068.) According to one historieal ncconnl, Hoover's Cabinet briefing “rein-
forced the President’s iriclinatien o passivity™ on eivii righls legistation, {J. W,
Anderson, Kisenhower, Brownell, and the Congress: The Pangled Grriging of the
Civil Rights Bill of 1956-67 { University of Alabams Press, 1964], p 34.3

i Atemorandnm from Hoover to suhordinate FBI officials, 4/88/65.

B Yaover memarandmm, 4/28/65 .

= Hoover memorandum, 4/28765,

W Tatter from Hoover te MeGeospe Bundy, Specini Assistant to the
President (National Security), 4/28/65, enclosing FRI memorandum, Subieet:
Camniunist Activities Reiative to United States Poliey on Vietnam.
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which Communist efforts and desires are emphasized without any
evaluation of whether they had beon or ware likely to be Successfu{

The exaggeration of Communist participation, both by the FBI
and White House staff members relying on FBI reports,® could only
have had the effect of reinforcing President Johinsow’s originul tend
ency to discount dissent against the Vietnarm War as “Communist
inspired’—a belief shared by his suecessor.™® 1t is impossible to meas-
nre the ful] effect of this distorted perception at the very highest pol-
wymaking level

™ See, oy, 0 memorandim from Mareln {Watson) to the President, 5/16/67,
gnoting from o Duaresy repart thit: "the Communist Parly and other orgunisn.
tions sre covlinning thoefr efforts Lo foree the Thtlted Stalen to change s prosent
polley toward Vietnam,™

ke ropart prepared by the intelllgence agencles ng 1he basis for Lhe 1970
"Huslen Plan™ inclnded the following shimilar emphasls on the polentisl threat
{and downplaring of the actual lack of suecess)

“Leaders of slodent protest gronps™ who traveled aheoad were “considered to
hm;e ipfarrmzfal for reersliment and participation in foreign.directed lnteiligence
petiviy”

HAuntiwar aetivigts’ who had “froguently iraveled sbrosg™ were considered
“as huvipg pefendial for engaging in foreign-dlreoted butellgence cobluction”

The CIA was Tof the view Lhat the Sovier gnd hloe inreliigence ssrvices are
comf{{flﬂﬁd at the poilticsd level to explolt 2l domestle dissidents seheraver
possibie.”

Althougls there was "no hard evidonce” of substantial forden conlrol of "the
black extremist movement,” there wos g marked poleniial” and lhe groups woees
Uhiphly suscoptible fo exploltation by hostile foreign Inlelligenes services™

"Communist indelligence services are copeble of using thetr personnel, facil
ties, snd apert personnced to waork 1o the binek extromist fleld”

While theru wore "no substantial Indications that 1he communist nfeHigones
gervices have actively fomoented domestie unresl” thelr Tcapability’ could not
e minimiced.

Fhe dlssidence and violenee in the Hiniled Sinles today presenl adversary
inteiligence services wills opportunilics unparellcied for forty voars.” [Emphasis
added | (Speeind Reporl, Intersgoney Committee on Inlellipenee (A4 Hood,
J!l!‘if 19}?‘% 3 osuhstantinl portlens of this report sppear in Mearings, Vol 2
g 341 388D
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