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_ S. 3197
FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1976

TTESDAY, JUNE 29, 1876

: U8 Spnary,
SurcoMMITTEE ON INTELLIGENCE
AND THE RIGHTS OF AMERICANS
or THE SeLper COMMITTEE ON INTELLIGENCE,
Washington, D.C.

The subcommitiee met, pursuant to notice, at 9:40 a.1o,, in room
224, Russell Senate Office Building, Hon. Birch Bayh (chairman of
the subcommittee) presiding.

Present: Senators Bayh, Gam, Inoyue, Baker, Hathaway, Biden,
and Case,

Also present: William G. Miller, Staff Director; Michael Madigan,
Minority Counsel.

Senator Bavs., We will convene our hearing this morning. I would
like to make some very brief opening remarks before our first witness
comes in, because this is the first meeting of this subcommittee, and
because of the significant role it is designed to play. It is important,
as well as fair and equitable, to permit each of our colieagues to at
least briefly address &emseives to the legislation before as.

This morning marks the first meeting of the Subeommittee on
Rights of Americans of the Select Committee on Intelligence, With
this meeting we are beginning what I am sure will be a long, difficult
and ultimately & very lmportant task. In the months shead, it will
be this subcommittee’s particular responsibility to see that the needs
of our Government for intelligence informafion are met efficiently
and effectively and in a manner that is consistent with the fundamental
rights of American citizens.

In my opinion, the weight of our responsibility cannot be overstated.
Allegations of widesprend sbuse of rights by the infelligence com-
munity led to the previous select committee’s 15-month investigation
of intelligence activities. The committee’s finding that sbuses had
been even more serious and more frequent than most of us had
imegined led to the bipartisan call for a permanent congressionsl
comiittee on intelligence aversight. This subcomrmities has now been
charged by the Intelligence Commitiee’s distinguished chairman,
Senator Inouye, with accomplishing a large part of what so many
have advocated.

All of us are awsare of the important role of the intelligence com-
munity in protecting the safety and welfare of our country and all
of our citizens, but 1t is our duty as members of this Committes to
keep a vigilant watch on the intelligence community and to insure
that Americans are protected from the invasion of bﬂeir rights while
the intelligence community is fulfilling its responsibility.

1)
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Our success or failure in carrying out our duties will be an im-
‘portant factor in the resolution of the hasic conflict between the needs
- of a free society and an open society which is based on individual
liherties, and its government's needs to ﬁather and protect very sensi-
. tive information in an inereasingly small and dangerous world.

. As chairman of the subcommittee, I am confident that we can make
a major coniribution. toward putting the various.interests in proper
perspective, and easing the tensions hetween them. I firmly helisve
that Americs can profect itgelf from foreign domination without
foresaking the very freedorns which make it worth pro tecting.
, It ig significant that our first meeting is an iraportent husiness

. session. This morning we will begin 3 tia%rs of hearings on 8, 3197, the

Foreign Intelligence Surveillance Act of 1976. The bill was ordered
reported by.the Senate Judiciary Committee and referred to the Com-
mittee on Intelligence pursuant to Senate Resolution 400.

8. 3197 will establish requirements and procédures for. obtaining
 counrt orders for electronie surveillance of individusls whom, under
the terms of the bill, might be American citizens. It is an extremely
imporsant piete of legislgabion for two reasons:. First, it will set the
ground rules for the use of electronic surveillance in intelligenice cases, -
a technique which has heen widely used in the past. Second, in setti
such rules for electronic surveillance, it will estahlish a precedént an
undoubtedly have an' impsact on congressional treatment of other

%piques such as mail covers and surrepti-
tious entries. L. T S :

Today, tomorrow, and ‘Thursday we-will hear from & number of
experts who have studied this and are familiar with the role of elec-
tronic ‘surveillance in meeting the Government's needs for foreign
iritelligence nformation. We will address ourselves t6 a number of
important issues which are confronted by this hill. ' ‘
*"Our first witness this morning, Senstor Kénnedy, is in an extremel
significanit position to "address himself to these questions, and .
appreciate his willingness to be our first witness this morning. I would |
like to first ssk our distinguished committee chairman, Senator
Inouye, if he has any remarks that he might wish to make and our
distinguished ranking minority member, Senator Garn, if he has any
opening remarks. - 0 o R -

Mr. Garx. Mr. Chairman, I have some brief remarks. I have
slways felt.the purpose of & congressional hearing was to hear the
witness and not hedr the Senators, so I will he brief. | W '
. T am pleased to serve as vice chairman of this very important
suhcomimitéce. As Senator Bayh has slready noted, the subcommitiee
will deal with legislation and other’ matters which vitally afféct the
rights of all Americans. This subcommittee will inquire into areas of

the intelligence field. which have heen In the past subject to abuses!
Tt. will also try to fashion legislation which will protect our-citizens
by sitrengthening the’ methods by which the intelligence agencies
gather information. : . SR B
” Today's hearing we consider an extremely important piece of .
legislation, the Foreign Intelligencé Surveillance Act. This act would
“bring foreign intelligence ele¢tronic sufveillance under the judicial
‘warrank procedure for the first time. I note that the Judiciary Com-

L

niittee was initially referred this hill when it was sentto the Congfess
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hy the President. That committes held hearings on the bill and is
about to file a report with the Senate. Under the provisions of S. Res,
400, which created this Committee, this bill is the first piece of legisla~
tion which has been referred to us.

In that regerd, this Commiftee mtends to v]iﬁoz'ozzsly exercise its
oversight funetion and carefully examine the bill and all of its pro-
visions. While the bill was voted out of the Judiciary Comunittee by
an 11 to 1 vote, and enjoys bipartisan support, it does coniain several
controversial provisions. This subcommittee intends to look carefully
at those provisions, examining all of the evidence in support of and
against the various provisions of this bill.

I am plensed that today we are ahle to begin the first of 3 days of
hesrings that this suhcommittee will hold on the wiretap bill. To-
morrow’s testimony will be taken in execufive session in vrder to prohe
the value and worth of electronie surveillance in the foreign intel-
ligence ares. We also have the benefii of the testimony before the
ligoezzse and the Senate Judicisry Committees, as well as all of the
documentary date which has been received by these other
committees.

With thet, My. Chairman, I look forward to hearing the testimony
of Senator Kennedy.

Senator Baksa. %/Ir. Chairman, could I say a word before we pro-
ceed? I am goinghto have to leave the hearing to attend the confirme-
tion hearings of the Commerce Committee nominee and I am late now.

I want to say three quick things if T could. One, I commend you
and the ranking memher of the subcommitiee for having these hear-
ings. T'wo, if is an important bill, but I think if is eqzzai%y mportant
that we move on it promptly. 1 hope in our first legislative endeavor
that we move promptly and do not procrastinate.

The third thing I would like to say, Mr. Chairman, is that we
are in our early phases of development of our Committee, and I
notice around the room we have much personal staff here as well
as transition staff. I also note tomorrow's hearing is in executive ses-
sion. It would be my intention, Mr. Chairman, that only those fully
cleared and only commiitee staff, not personal staff, he permitted to
attend the executive session tomorrow.

Thank you, Mr. Chairman.

Senator Bays. Senator Hathaway.

Senator Haruaway. Thank you very much, Sentor Bayh. T will just
take a minute. I just want to take an opportunity to commend the
Committee Cheirman, Senstor Inouye, snd the Vice Chairman,
Senator Baker, for their leadership in establishing this Subcom-
mittee on the Righis of Americans. If we have learned nothing else
from the revelations of the past several months, we have certsinly
discovered how vigilant we must all he in order to insure tbat some
of the intelligence sbuses of the past do not recur.

I feel very privileged to have heen asked to serve on the subeom-
mittee and look forward to doing all that I can to support and main.
tain an intelligence system which is second to none, and which is
sensitive $o the fundamental liberties of the American people.

Senafor Kennedy, I want to join my colleagues in welcoming you
bere today. Your leadership with respect to S. 3197 has hrought us to
an historical crossroad in an issue W%ich has troubled the erican
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ep%e for many yesdrs, At Ieng Tast, the qublect of - mretappmg and
uggzzzgx will be entirely the subject of judicial as well as Congressional
serutiny, and warrants will be réquired to seize any of the- ‘people’s
conversations, just as they have g]w&ys baan reqmred for scmure of
thezr praperty and possessions.

' I'notice from your statements at- the Judiciary hearmgs bhaﬁ there
‘Wére certain- provisions of the bill, Senator Kennedy, which yow were

_not fully satisfied with, such as the absence: of & definition for clandes |
tine intelligence: activities in the inherent power clause: I hope during
the course of your testimony that you wilh brifig us up to date as to
just what your feelings are on those provmons aud eny otizer'reserva-
tions you rixight have about 'the bl . e ;

“Thank youvery much, Mr, Chairman, ™~ - A

 Senasor-Bavir. Does the Semtor from New Jersey have any&hmg?'

* Sendtor Cass: Thank ¥

"1 think that the mtro&uctory phase has been very wel] covered and
i am nof going to enlarge on it I 6 want to say this for-myself, I .
have found that T had Teuty to'do this yesr without the addition of
this particular assignment, but .1 was pressed both by our ranking
inority membér and by the chiairman of the subconimittee to come
on this subcommiitee: 1 am glad to do. it and méke the necessary
effort because, of the importance of “these matters:. The resolution
of the dilemmas that exist in thi$ ares is one of our most zmportant
subjects this year, and'1 &m s:ure that it is Wortéz everybedy s eﬁort
to ve attention to. - . L,

Senéitor Bave: The. ‘Senator from Delaware, 0 I

‘%enator Bipiin. Thank you, Mr. Chairman: I am anxicus to hear-
wi‘z&t the Senator from Massac}maetts h&s to Say, so I won 't del&y bhe
proceedings by saying, anything mysel ’ '

Senator Bayw. -We appreciate %;]:}1'@ distin uished, Sendtor from Mase
sachusetts Belfig here. As one who has had the op ortunity to work
with kim on the Judiciary Commitiee, and as oné who is very sensitive
to the rights of Americans and to b}ze protection of these rights fromr
mmvasiofy; and inssmuch as there is some criticism directed at this
bill, T think he is in & #nique position to defend thém and explain
them and deseribe for this Commitiee the delicaté negotiations in
which he has participated. ﬁ‘hus I think it is a.ppropnate tha.t he be
our.leadoff witness.

- Senazor Kennedy.

TESTIMGNY OF HON. EDWARD M. KENNEDY, & 8 S SENATOR FROIK'
THE STATE OF MASSACHUSETTS ' '

Senator KENNEDY. Thank you, Mzx. Ohm‘man and membez‘s of the
commitiee,

I have a brief opening statement which I -would like to review in'its
entirety, and then'I would like to respond to the questions or expand
on any of those particular sspects of it which are of interest to the
Committee: I am very much aware, as I am sure all of usin the Senaie
are, of the schedule that we aré’ faced with over on the floor, and roll-
call: votes, and a full witness agenda.. So 1 will try and be bnef bm, '
also be complete in the aress o? concern to this, Committes.

Fwant to thank you, Mr, Chairman, for the oplportzimty to address
this Committee on a matier of vital concern to all of us, the subjectof

T



5

Toreign intelligence electromic-surveillance. The Senate has just re-
cently recognized the need for a permanent standing commitéee to
exercise oversight responsibilities with respect to our Nation's intelli-
gence agencies. The abuses of recent history sanctioned in the name
of national securiby and documented in detail by the Church comw
mittes, highlight the need for more -effective congressional oversight.
You have the major responsibility of seeing to it that history does.not
repeat itself, that civil Liberties and rights of our citizens are not
bargained away in the name of national security. I wholeheartedly
endorse your efforts and offer you my support.

Mr. Chairman, today this Committee begins hearings on the Foreign
Intelligence Surveillance Act of 1976, a bill T introduced in March
with broad, bipartisan support. The bill, 8. 3197, is endorsed and has
the support of the administration in genersl. Attorney General Levi
in perticular has been most cooperative and helpful in the drafting of
this legislation. The bill constitutes a major step forward in bringing
needed safeguards to the unregulated ares of foreign intelligence
surveiliance. The legislation is designed to strike a bhalance between
the protection of national security and the protection of our human
liberties and rights. {t is a recognition, Jong overdue, that the rule of
law must prevall in the area of foreign intelligence surveillance.

No one hes to tell you, Mr. Chairman, of the dismal record of the
Congress in failing to deal with the issue of electronic surveillance.
For the last 5 vears I, and others in the Senate have labored unsuc-
eessfully to pl};,ce some meaningful statutory restrictions on the
so~called inherent power of the Executive to engage in such surveli-
lance. There has geen legislation introduced by the Senator from
Maryland, Senator Mathias, and Senator Nelson of Wisconsin, prob-
ably two of the most active and interested members of the Senate in
this area. We have, the three of us, tried to work very closely, both
in legislation which we have introduced in the past, which has never
gotten anywhere, and also in the fashioning of this legislation.

Five sets of Senate hearings have been conducted in as many
years, Bills have been iniroduced only to die a slow death in come
mittee; speeches have been made, only to Inll on deaf ears; inquiries
made of the executive branch have been ignored or have been answered
in_a half-hearted way. The sad fact is that despite over & years of
effort by a small group of Senstors, Congress has failed to enact a
statute controliing foreign intelligence electronic surveillance,

This bill achieves & major breakthrough in the debate. It would, for
the first time, substitute carefully preseribed accountability and
oversight for the arbitrariness of the past. It would require that all
surveillance be subject fo a judicial warrant requirement. For an
American citizen fo be surveilled, there must be probable cause that
he is an agent of a foreign power, a citizen scting pursuant to the
direction of a foreign power, and engaging in sabotage, terrorism, or
clapdestine intelligence activities. The bill would require that, befora
such surveillance could occur, & named executive branch official
eertify in writing and under oath that such surveillance is necessary to
obiain foreign intelligence information.

This is the kind of accountability which has heretofore not existed;
and I think that this is an important aspect. It would for the first
time expressly limit whatever inherent power the President may have
to engage i surveillance in the United States, and that also is.an
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extremely important aspect of it. It is the first time-that there has
heen willingniess by the Executive, as stated hy the Attorney Generdl
a8 spokesman; to indicate that the limitationis on any power which may
‘exist. ' n C L ;
It would provide civil and criminal sanctions o those who violate
its provisions: Up to 5 vears in jail for violation; and heavy penalties
as well, in terms of any kind of an shuse of this particiidar power that
should be hy any executive authorify, and it would require that all
“extraneous information ohtained as a result of the surveillarice-he
minimized. _ S o ST
_As important as any individusl provision in the bill is the fact that
at long last, legiclation placing foreign electronic surveillance under
legal controls has a reasonable chance of beconiing law. On June 15th,
the Senate Judiciary Commiitee "overwheimingly ﬁp’:‘wé{k’ this
legistation and sént it to the Senate floor. As you know, Mr. Cheirman,
i was the first time in over 8 years that sny comprehengive electronics
legislation. has heen favorably reported out of the Senate Judiciary
Committee. B . o .
1 am not unawsre of the concerns expressed by sonie ahout various
provisions of the hill. I and others in the Senate have shared these very
concerns over the years. However, many of the criticisms voiced when
the hill was first introduced have beén corrected hy asmendment. Thus,
for example, the definition of foréign power has heen further narrowed;
‘the certification procedure has heen tightened hy requiring that the
person cértifying the surveillance swedr that® the purpose of the
surveillance is to obtain foreign- intelligehee information. Before
information can he used in a subsequent trial, the trial court mugt
again find that all'statutory procedures have heen met, and provide
the defendant with access to portions of the méterial ohtained. So
if the Justice Department makes a decision, if is going to make 41l the
information availashle to-the defendant, spell out in careful detail the
provisions that have heen followed. If, as a result of the information, it
18 50 sensitive, then the case will not he brought; hitt if 1f is going fo he
hrought, all the information will-he made available to the potential
defendans. < - . : T
An entirely new disclaimer has heen suhstituted which limits any
argusbly inherent power that the Presidentand I direct this partic-
wular part of the testimony to the Senator from Maine and his in-
quiry——an entirely new disclaimer hag been substituted which limits
any arguably inherent power that the President may have to two situa- -
tions designed in the bill, One, national security surveillance overseas,
that would be, as this Coromittes understands, micfowave communica-
tions and others; or any unprecedented, potentially harmful situstions
not contemplated hy the Congress. : o -
Now, we have framed that in such a way as 0 reach the outer
jimits in ferms of any imaginahle situation where it-could be justified,
. and the hill is then specific to require that if the executive makes the
determination that those circumstances are the ease, they have fo
Botify the Congress. I don’t know, how do you get unprecedented,
potentially harmful situations not contemplated by the Congress,
and if they can meet that particular criteria, that it is so far removed
or out of sight in terms of the possibilities; they still have to notify
‘the Congress that they are going shead, to move and fill the other
‘requirements of thé legislation. ) ; e "
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Civil damage and criminsl penaity seclions have alzo been added..
The definition of foreign intelligence information has been strengthened
to require that the information sought is deemed necessary to the
safety of the country and does not just relate to such safety. And any

erson geting pursuant to the direction of a foreign power must be a
nowing acior.

With the continued cooperation of the administration, I am sure
that further improvements can be made on the Senate floor, in the
House and in the House-Senate Conference. For example, the defini-
tion of clandestine intelligence activity and whether such aclivity
should encompass any type of noncriminal activity remaing a {rouble~
some point. 1 mentioned that to the Senator from Maine, I have indi-
cated—and I know the Senstor from Maryland will he here later, and
1 hope he will be questioned about it—but I have indicated that 1
would be glad to propose that any activity be criminal activity of
some kind. I think it is unrealistic to think that we could do it, and 1
think it would be a great mistake to hold this legislation up to the poing
of depending upon action by the Congress in that area.

We can imagine the Attorney Genersl—and I am-sure the general
spokesman can point out some of the areas which may leave some con-
cern: Terrorist group plans to burn down a Biate capitol. That doesn’t
violate any kind of Federal law, and yet it would be the kind of area
that might be 20 included. Intelligence activities, what the Russinns
are saying to the Czechs, and an American involved, in that partienlar
situation where the law might not he violated.

But we have defined that in our report very, very closely and ver
tightly, and I have indicated that we would be glad to Workmﬁlr
would, certainly, and I think I speak for other mermbers of the com-
mitiee that support this—io try to infreduce legislation which would
further define 1ts criminal activity. I don't think it should be in this
particular circumstance. I think the Attorney General ought to he
questioned closely on that area, but we have outlined, at least in
huilding our record, the very narrow and precise area which may not
be a violafion of the law hut which could fall within that area. T
draw your attention and the stafl’s attention to that, and we would
be I\glad {0 review the development of those particular provisions,

r. Chairman, there sre those who argue that this bill is regres-
sive and should be defeated. I disagree. Legislation can hardly be
laheled regressive which for the first time places strict statutory
conirols on foreign intelligence electronic surveillance. The judiecial
warrant and executive certification procedures gnarantee the type of
external and internal contrels which ? and others have long advocated.
Those who would defeat the hill hecause they are not satisfied with
its warrant procedure ignore the fact that today there is no warrant
requirement at all, there is no requiremens at all, and that the courts
currently have no role {o play whatever in this area, and that the
executive whim is presently the only controlling factor. That is the
nature of the situation that we are facing today.

The fact of the matter is that for too leng the American people have
lacked any legal safegusrds to protect them against the abuses of
foreign intelligence electronic surveillance. Executive opé)osii;ion
has always Jed to congressional inaction. Until this year efforts at
providing any saleguards were exercises in futility.
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" Now, finally, Mr. Chairman; the intelligence community does not
favor this legislation. The intelligence.agencies are suspicious of .the -
warrant and certification procedures, 'and fear .that such require-
ments will inhibit their surveillance capability. They prefer the old
way of doing. husiness, electronic surveillance by presidential fat.

And certain eivil liberties groups did not like the legislation either.
They,. view 5. 3197 as an open invitation for, the Governinent to engage
in wiretaps and bugging. They remain steadfast ip their opposition
to all elecirenie surveillance. A . : ) ) )

Mr. Chairman, the Senate Judiciary Committee did not fashion
this- legislation to please either the intelligence community or the
civil liberties groups. Rather, this bill is designed to strike s balance,
and a careful balance that will profect. the security of the United

States without infringing on the constitutionality of protected libortiey
and rights of the American people. One should view. this bill for what
it is, a major effort by the Congress, long overdue, to place foreign
intelligence electronic surveillance under the rule of law. This bill

-achieves that gosal; and I urge its enactment. : :

. Senator Baym. Senator Kennedy, 1 appreciate your special effory
- in ‘being here, and I know that you are very busy. You pointed out .
that there are differing opinions as to wliether this bill really provides
additional ‘protections or an- open:-door. Without. getting into that
debate, because I am ceriain that you are convineed in your conviefions
that it is providing safeguards, and that the goal of atleast one member
of this subcommitiee is to do'everything we can te provide safeguards;.
I would 1iké to ask you.to explam more-fully two or three aress that
I think are particularly sensitive. - . . [ ... o T o -

. Unless there. are objections, I suggest we¢ proceed on the normal

10 minute rule that the Chairman. suggested, aiid you. inight keep a
watch on the subcommittes chairman becausé he,might forget. his.
OWB‘W&fzcbm el N L. s . TR

There are two or three matters that really concern me that T under-
stand are going to be clarified-in the report languape; if indeed there’

"has been repord language eompleted. It has-not yet been made avail-
able to0.this subcommittes. That makes me rather nervous. Even if.
it i3 réport Z-nngua%e, there are some areas that are sensitive enough,
that I-would esk: the Senator to give particular attention to them to
see if we couldn’tiinclude them in the specific language of the, bill..
Or perhaps the, Senator-might explain why report langusge-is resorted,
to instead of specific language in delicate areas, such as:the-definition.
of clandestine aetivities-which are not of an illegal nature. ., - .
. How does the Senator from Massachusetts view these -activities
himself? He -points- out certain sorts of things that. clearly could be
law violations, like blowing up a State capifol. The way I understand.
the thrust of this is that there is a feeling in -the Intelligence com~
munity that certain other types of sotivities which fall short of that
would still be encompassed n the definition of clandestine activities.

Senator Kenyuepy., Well, first of all, let me just.say, Mr Chairman,
it-is.an’ ares which I.am giad that this Committee is interested and
concerned about. It should be. It is-an area which we have tried to
work on-in 8 way to.fashion a situation t6 insure that we are narrowing
any possibility rather than opening up any potential area.of difficulty..

[RNETS
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As I say, we would be glad to—1I would, I am sure the other members
who support this would be gla,d to work with you and the members of
this Committee in terms of the definition. :

We have attempted, and I think you are quite right that wanting
to evaluate either the report language, it is not report language as
report langusge, and not legislative or statutory language. We have
every intention, and I would welcome the opportunity to have your
participation in fashioning the legislative history to insure and insist
that this definition be as carefully drawn and he as precise as we can
possibly make it

In the fashioning of the language, we recognized at the outset that
there sre some achivities which will not be criminal In nature, that
would be so included. Then ss I have indicated, in working with the
Justice Department and exercising this particular issue, we think
that that has been very well defined at least in terms of agreed language
and the Justice PDepartment will review that in detail, and we have
spelled it out in the report, and that report will be made available.

I think your choice is whether you are going to refine this in a way
that you are going fo say that it will enﬁr include eriminal sctivity,
I for one feel thai in any future Congress, even in this Congress,
that 1 would intreduce legislation to mclude any of those potential
areas to be criminal activity. We are going to have to fashion hear-
ings on it. We are going to have to examine those particular aress,
but that seems to me to make the most sense. I de think that-through
statutory language, or in the report and legisiative history, we can
fashion such a definition here which is nerrowing and confining and
not broadeningpand expanding. It is sn ares in which I expressed
concern to the President when he asked to meet with the members of
the Judiciary Commitiee, as well as in the disclaimer area. It has
been an srea that we have worked on. We'll be glad to work with you.

I am satisfied, quite frankly, in those negotiations; in the record
that has been made, and my understanding is that we have worked out
8 satisfactory definition, both from the statutory and what we intend
to include in the report. And you should have our report language,
and as I say, we would be more than glad to work with you to try and
ensure that we are defining it and narrowing rather than expanding it.

Senator Bave. Well, 1 don't want to nitpick and I certainly don’t
want to procrastinate ss the Senator from Tennessee admonisﬁed us,
but T think if we are talking about semething which i1s important {or
us to be as specific as humanly possible. The Senator from
Massschusetis pointed out that there are criminal fines involved, the
first time is & unique advenfure, an important adventure in describing
the kind of erime and the width and breadth of it.

The same is true of the “knowingly eids and abets.” Perhaps the
way to approach this, at least temporarily, is to describe what is not
covered. For example, I think it would not be a ridiculous interpreta~
tion to suggest that a citizen of this country who approaches a Member
of Congress, pursuant perhaps to the request of an embassy regarding
funds in a foreign aid bill might be covered. Although that is certainly
an innocent act, and is well within the rights of an mdividual as far as
politica] sctivity is concerned, that citizen might be covered. I think we
make absolutely certain that that person is not inadver{ently covered.
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Senator. Kennepy. Well, the language is, “and, putsuant to the
direction of a forsign power, must knowingly aet.” . - ;
Senator Bayr. Well, let’s look at just one. troubléd. spot on which

there are mixed foelings. Suppose either an Arab or an Isracli embassy
requests-a. citizen of this country to petition his or her Congressman.
That person knowingly .does what might be a perfectly harmless
gesture, but it is'at the direction and to the assistance and indeed at
.the initiation of the embassy. -~ - -~ - .- © S
. Senator Kennepy. T think you will find, Senator, that the specific
~ language in this could not even at its further extension possibly reach
any of that. T haven’t got-the excerpts of the counterpart here, but I
wouid be %ad to read those particuisry provisions. A

.+ Senator. Bavm. Well, we don’t neéd to pursue this. - oo
. Senator Kenvepy. Well, I think you would find that. But I think
it is well to:exercise any of those specific clauses against any kind of
possible situation. The former 1968 Executive order on. this.in. terms
of the definition in.meeting those threekinds. of requirements is
very, very strict. That has been.the basis of the adoption for the defini-
tion here, and it seems to me that there may be-ways of strengthening it:
- Renator Bava. Well, let’s just look. I wanted to alert my colleague
thiat that is an ared that I am concerned about. LT e

You mentioned how information that is. brought to light pursuant
£o-5 searcly for foreign intelligence but results in bringing a criminal -
wrosecution is-handled, and that that is made available to the de-
endant. But is it not accurste that the legality of that tack will
warrant initially procurirg.the information, that that information
nped. not necessarily be made available to the defendant.

" Senator Krnneny. Well, the Senator would. be correct. It would
have to meet'the other statutory provisions. No particular issue could

be tested. It would have to meet the statutory provisions in terms
that are laid out in the language and the information would have to be
made avsailable, then there would be compliance. el
“Senator Baym Well, T hope we can - direct, our attention; to that
articular ‘decision which is made in camera, absent the defendant.
![)’erhaps -there are other safeguards that we could %ut Jn-there, As I
recall, the court may order evidence disclosed to the person againsé
whom (it 4s. made, contingent upon the other provisions that the
Senator referred to. 1 just think it is absolutely important that we
tighten this up as'much as we can. -« Lo
One other ares. If we are-to have an oversight role, which I am sure
the Senator from Massachusetts is as concerned sbout as I, should we
try to find & way in which we can reslly have an ov’er&(‘)ght role that
is meaningful? This bill prescribes regoz't; be .made to Congress, but
that only the number of taps which have been utilized. That is the
" .only information made available. Is it unreasonable to suggest that
other information be made available so that we can have meaningiul
oversight task? - L
- SQenatér Kenneoy. No, I think the Senator is quite correct. Also,
" as you know, Senator, over the period of the last 2 years there was a
combination of different committees that had a series of hearings, the
Muskie subcommittee of the Foreign Relations Committee, Senator
JForvin’s Committee on Privacy, as well as ours, in this whole area,
and all we could get at were the particular numbers. We didn’t know
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when the numbers were going on, what period of time, the interpreta~
tion of the numbers, and obviously this Committee ought to be familiar
with the nature and: the direction, the purpose, of all of those niatters.
And I think that is explicit in the resolution that was passed, and 1
think it would be very, very helpful and an addifionel kind of safe-
gnard, besides the safeguards which we have tried to putin to the bill,

As you know, in terms of the Executive that is going to sign off
on this provision, that takes the advice and consent of the Senate.
We will have a very good opportunity o examine this individual,
determine their own kind of view and their undersianding of these
various kinds of provisions; so that anyone thet is going to, at the
President’s behest, signofl is going io be extremely sensitized. I
think we will have an opportunity on public record to get a very keen
awareness of their understanding of these words, where they lead
to, what the delimitations are. We will be on notice. We will have
a chance to and certainly that ought to be a matier of great interest
to the members of this Commnittee, and the Senate will have an oppor»
tunity to vote on that individual.

Senator Bavr.-We'd also like to have the opportunity of the assist-
ance, besides the Senator from Massachusetts, we have been asking
questions of the previous Attorney General who shared his frustra-
tion &t actually finding out what 1s happening in this sensitive area,
1 hope we give a bit more attention to that.

1 think my time has expired,

Our distinguished ranking minority member, Senator Garn,
_ Senator Ganv. Thank you very much, Mr. Chairman. '

Senator Kennedy, I certainly agree with the general thrust of this
bill and I do hope it passes. I am sure we can report it out so that
it can be acted on on the Senate fioor.

. I cornmend you for introducing it.

Having said that, I do have some areas of concern and some gues~
iions, One of them iz the area that Senator Bayh just started on,
that and section 2527 where it only requires reports. Looking at eur
mandate as a new Committee under Senate Resolution 400, the specific
purpose of having the Committee created was to stop abuses of the
past in the intelligence area, and I feel it is our absolutely most
important function. So already in our brief existence we have been
st—mgglingl to write our own rules, to decide what kind of regulations
and guidelines we will impose on the intelligence areas.

It seems to me that in this very important ares of electronic sur-
veillance, where this bill places controls for the first time, I have
a little hard time, as you expressed, understanding the abselute
opposition to the bill. The President at his whim can order it. It
seems 0 me this is & very great step forward, to place some controls
on it.

But to %ﬁtr back to my point, it seems to me that if we are {o func-
tion in sll areas of oversight that Senate Reselution 400 mandates
that we do, this is an extremely important sres where just mere
numbers would not be of any meaning to us at all. We have aiready
been privy to the most sensitive information about our national
security. We will continue to be privileged to thei very sensitive
information, probably more than any osﬁer commitiee of the Con-
gress. So 1 do feel very strongly about what Senator Bayh started



1o

t;a}]ng about that t}us is'an area where we. oug%t to Have somé sub-

stantive repoz'ts on’ what’ they are doirig. Is the mformatmn valid?
Is it niot? Is it helpful? Is it _proper? And if it is'not, why are we
" doing jt? JE it-is not, how can we. help improve it, to aczaaily gain
inforpation through slectronie. surveiflance that wﬂl rot only protect
the rgghta of American citizens, but at the (semme’ time give ‘us the
possibility of obtaifing good. mteihgeace thet Wﬁi Z}elp the SeCUrity
o’f this' country? .

So it is an ared that [ (ion 4 think T need to pursué much further,
bat 1 do tHink that this is the committee that ought to have that
oversight' responsibility, end T would hope: that this subeommittes.
¢arl woTk on that afd possibly you" could help as m strengthemzzg
fha,t particular provision.

- Do you have any comments?

" Sébator Kenweoy, Well, T think t;hese gre’ questwns that"f'ealig
¢ould be targeted with the ' Justice Department 1 terms’ of—I thin
for' the reasons you have outlined. It seems to.me ths.t your requests
are. enfirely reasonable and completely consistent. wi - my “under-
standing of the- résoliition that’ was  passed. And T think 1t would
be an ares whick could be fashioned in'such & way as to give you the'
most complete information, and 1 certamiy support it -

- 1 think that is a useful su estion,  and T would a.grec that the

" only value that we have in ggtectmg the” numbers is determznmg
whether, sort of going up or omg down. But beyond that the’
Cengress had very little, we had very Hittle information. As s matter
of fact, we were denied it by thﬁ FBI But I wouid agree . with you
that that is & worthwhile ates,

Semitor Garn, Well, éven under the taghtenmg of “this law, there
can still be some areas where, vague areas where some people express
concern sbout this bill. The numbers wouldn’t ‘tell you sbout the
quality, aifd that is really what I am getting at: how do we as an
- oversight Commiitee get at the quality? Are they going through the
Warrant- process,” getting pérmission, still getting some very shoddy
information that may be of no use, and at the same time, 1 mfringing
{glr: pe;;)iples rights? So it is an ares I think we zzee(i to. work on o

eb .

‘Senator Kmnwuoy. That's right. :

Senator Garn. Another area.that I wonder a’neut is if yozz coul{i
outline for me why it is necessary to bave a specific disclaimer on the
inherent power of the President in the bill [ know there Was S0me
conecern that this inay be 3 Zoophala in the particular’ bﬁi ‘Could you

amplify that for me?-

: engtor KENNEDY: _WeIZ Senator, tbere is & matter of Very ‘con-
siderable concern by moving into this area by the Congress; Jejrislati
in it, whether we are recognizing the. inherent power of the FPresident
in the aress in which we afe not moving into. I, we deﬁnc in terms
of the definition of the statute, that we ?eei that we have got cérisin
power in this area, as the Congress and as the Attemey neral has
stated that we do, it is an open constitutional issué as to the extent
and the limitations of executive power to go beyond that. And thaé
.is the constitutionsl issue that has been rather gray. It hasn’t been
teally clearly defined.
. So there are meany even dzstlnguxsbed conatltutrozzaixsts who think
that that area of executive power, inherent power, mnoving mto that

.'-; Ce
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is narrow. There are others that think it is quite broad. And rather

than trying to make through any statutory definition a prejudegment.

of that issue, we have tried to make it as neutral as the words could

possibly be fashioned to continue to leave that as an open area that.

18 (%cing to have to be defined by the Supreme Court, and without

judging whether the inherent power in that srea is as broad as some
elieve, or as narrow, _

That is & sticky issne. It is a sticky question. You could take five
of the most distinguished constitutional authorities and lawyers, and
they would vary in terms of their judgment on suthority. I believe that
that ought to be decided by the Supreme Court of the United States,
and it-ought to be made on the basic kind of inherent power of the
President; that we should not, by legislation or statute, try to pre-
judge what that area is.

There are some that would like to. Some believe that even by doing
this that we are infringing on it. The Attorney General, the present
Attorney General thinks that even in this ares, that the President has
inherent power, and therefore in any of the things that we are covering,
he has the inherent power, and therefore they don’t need any statutory
authority. But he is prepared to say, we are prepared to give that up
and reco%nize the power of the Congress to move into this area, and
we are glad to work out and fashion safeguards, which I think s
extraordmarily forthcoming. There are those that don’t think it is
& fortheoming position. I believe it is.

And I t%zizzgk they deserve credit. And with that language and the
approval of any future Attorney Genersal, we can ask if they subseribe
to this as well. And I think quite realistically any future Atforney
Genersl is going to follow this precedent.

And so lgthink that we have defined that in s way which I find
encouraging. There are those that say, “Well, if we de¢ if, even though
woe are limiting the executive power in this ares, you know, there may
be these other festures of it which may be troublesome or bothersome
from another point of view, from a civil liberties point of view, and
therefore we should not take that step.” This is basically the question
which we have to-w '

Senator Garx. Well, I agree, we are trying to walk a fine line and
not trying to take either side, but what woulg be the effect of leaving
section 2524 out and not saying aréybhin about it?

Senstor Kanneny. Weli, the effect of that would be, I think, it
throws the fat in the fire, so to speak, among many different groups.
Some feel that without it we are himiting the inherent power of f,%e
President, therefore they are opposed to ib. Others feel that we are
defining it in such & way that we are infringing on it. And I think we
have tried fo take as about a neutral position as we possibly could on
that issue.

Senator Garn. Thank you. I have no other questions.

Senstor Bava. Senator Hathaway. .

Senator Harmaway. Thank you very much, Mr. Chairman.

Senator Kennedy, on this point, as the chief sponsor of the bill,
what is your own opinion with respect to the President’s inherent
power? Do you believe that he has the power to conduct wiretapping
gzzii bugging beyond the circumstances that have been set out in this

it?

TG 1Y Bt B
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_ Senator Kznnepy. I would say noldon’t. ) L

Senator Harmaway. 1 will only ask you one other question. *
. With the regard to the powers, I don’t have too much quarrel
with any of them except for one that says “or the conduct of foreign
affairs of the United States.” That seems to he a very, very broad power
to conduct w&ret&];ﬁ)ing end. bugging. I .that were modified eon-
siderably, it would help with respect to my ‘judgment of the bill, and
it also would help on minimization problems. All'of the others, hostile
attacks from foreign powers, agents put out for the security, or na-
tional defense of the nation or to protect the national security agaihst,
foreign intellizence activities, it seems to me, are ail about one category
where we ore maintaining our national defense. But it seems to me
the authority to conduét surveillance just for the conduet of foreign
affairs of the United States— L
. Senator Kexnyepy. It has the words “ogsential to the foreign
affairs,” but we would be glad to workwithyou. =~ = . . e
" Senator Harsaway. Is that a change? My print says only “conduiet
of foreign affairs” on page 7, on section, 2524, but maybe 1t has been
ch&agg-‘,{? since 1 got 1, - ) P e

But even if it said “essential to the condlict’om - L
" Senator Kmxxepy., Well, I think 1t ‘is in the original one, Senator,
bus I will be glad to—line 24, page 3, it says, “deemed essentisl.”
* Senator Harmaway. But even so, since it is still on the certificas
tion, that still is & pretty broad power. T just.wonder if it was dis-
cussed in the Judiciary Committee, and whether there was broad
support of that provision or not? o _
- genator.Krwxaw.' We will be glad fo work with you on shat. 1§
would seem that those Words, “‘essential”, were strong enough. Perhaps
there are other words of axt. .~ .. . . . | ]

Senator Haraaway. Well, you know, Hoscential to the conduct of
the foreign affairs of the United States” is a prefty. broad -range.
For example & conversation that an individual ¢ould have ‘with some
foreign embasgsy with respect to our etonomy 1 suppose could be
escential to the conduet of the foreign affairs of the United Stabes;
or just any subject matter whatsoever, 1 would think, could be deemed
essentinl fo the conduet of foreign affairs, even though you might nof
have any knowledge. I would appreciate any suggestions you might
have on modifying that or tightening it up.zo that we don't cover 100
much ground that isn’t necessary to cover, because we all have in
mind that we shouldn’t be invading the privacy of citizens if we can
possibly avoid it. _ . o oo
" Senator Kenneoy. Well, the Senator is right in raising i$, of course.
That falls within the other paragraphs, and you still are talking about
an agen$ of o foreign power who is operating at the direction of &
foreiin power, who is also en,gaged in clandestine intelligence activities,
We have outlined that amidst the others-——sabotage -of serTorist
activities; who also conspires knowingly and is engaging in such
 getivities—and ‘then where it, you know, goes down m serms of the
information, we reach.the particular point that you reach. But you
are also talking about an individual, before you even get there, that
has met the other kinds of criteria. But I would be glag to work with

all. o .

Senator HaTHAwaY. Bus it ¢ould be an American citizen subject to

surveillance. ' ‘
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Senstor Kexneny. But he would still have to be working “at the
direction’’ and in “clandestine activities,”” and these others, and then
falls within these matters that are essentially foreign. But we are glad
to work with you in ferms of clearing that up and making it tighter.

Senator Hatuaway, The only other question I have is the mechanics
of the probable cause hearings. It seems to me that the judge is un-
necessarily precluded from going into the basis for the certification. I
wonder what the thinking was on the Judiciary Committee for simply
allowing the probable cause or the warrant $o issue on the basis of
certificate from the Attorney General that one of these purposes is
met,-and that the information is necessary. I know he can require
sdditional documents. Does that mean that the judge can call wit-
nesses and have him testify to ascertain further what is behind the
certification? :

Senstor Kesnepy. Well, under the procedures which have been
allowed, it is the President and his éesiggiee, and he has to designate.
That follows the other procedures whieh I have outlined earlier, and
reaches the other kinds of requiremenis under the definitions of the
provisions, and makes the certification in terms of the court procedures
which we have outlined here. There are some who say, well, should
we follow, you know, are we just doing it with the seven justices?
But it has to be in writing, it has to meet the other kind of certification
requirements, bui it does not provide for other outside witnesses to
come in and be heard n camerg. 1t is Jimited in terms of the certifica-
tion by the Executive on the basis of probable cause.

Senator Hargaway. Well, what i3 your opinion? Do you think
the judge should be able to call on the witnesses?

Senator Kexnepy. Well, I think i$is a ¢lose issue, Senator. It is a
close issue. I think on the one hand, if you had & preference on this, I
wouid prefer it the way there would be the opportunity to close. You
have to ask if you do not, sre there still sufficient guarantees that are
sfpeﬁed out within the system to make it objectionable? I would ss
if it was just & matter of preference on my part, that they be called,
but ¥ don’t think that the fact that they are not viclates or makes
it an unacceptable or obiectionable procedure.

Senator Bavie. Would the Sensator permit me, just to make certain
beecause I think this is & very eritical point, and one I think we could
work out. Do T understand the Senator from Massachusetts as saying
that once the certification has been made, that then the judge in
question is precluded from looking behind that certification? If we
are concerned about an Attorney General or his designee, once they
have certified, we cannot test that standard. Is that the thrust of the
Senstor’s concern? That is critical.

Senator Harmaway, Yes, that’s right.

Senator Kenneny. Sensator, just & point that I would make at this
time. The way that this proce&ure was {ashioned was to try to take
an internal accountability, which is to take a finding either by the
Executive which meets the requirements under the legisiation in
terms that they go to the court and meke the certification, and based
upon that certification, meet their requirements under the statute. On
the issue of the probable cause, of course, the judge has absolute
diseretion about how many witnesses he wants $o hear and who he
wants to hear from on any of those particular matters.

So on that particular issue aboul the probable cause, it is wide
open in terms of what the judge wants {0 hear, who he wants to hear
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from, any range of witnesses they want to bave. On the internalikind
of certification, it is based strictly tlzfcn the executive branch under
the procedures which hive been outlined. So they are not witnesses
on tﬁe questions-of certification, but reacbing the question of probable.
cause, it is completely open to the justive in terms of o
Senator Haraaway. Well, it seems to me from reading itperhaps
T am not reading it correctly—that in order to get & warrant you just
bave to have a ceriificate stating that, for emmgle, the informadion
is needed for the essential conduct of foreign affairs of the United
States and it can’t be obtained by any other means; and that the
judge cannot go behind.that certification to détermine whether it is
actually needed for the conduct of foreign affairs, or that it can’t be
obtained by any other means. Perhaps gin judge is reaily confined in
his probable csuse judgment of whether the particular individual or-
organization that they wani to bave surveillance over has- that..
information. S ) o
Senator Kunnupy. Well, the Senator is correct onithe one hand
about leoking behind the question of the certification, bitt the language
here on gge 8 says that the judge may require tbe applicant to-
furnish other information or evidence that may be necessary to make
the determinations under 2525, which is the issuance of the ‘crder, .
and reaching the probable csuse provisions, It lesves it completely
up to the judge as to the other information that th:zr may require on
it. It does not go behind the question to the certification, but does
give the flexibility to the judge in this area. ST S
Senstor Haraaway. Wiail', I have 30 seconds left,-so I guess L
will vield back my tims. : L ' :
Thank you, Senator. S .
Senator Bave. The Senator from New Jersey. -
Sensator Casn, I pass ab this time. Thank you.
Senator Bava. The Senator from Delaware? -
_ Senater Bipex, Thank you, Mr. Chairman, CoL S
I have & number of questions but it seems to me that from what I’
have heard thus far, tbe Senator from Massachusetts is saying. that.
there are an awful lot of things he would like in the bill that aren’t
in the bill, but this is the best that we are going to get, and what we
are going to get i this bill'is much better than what we have. -
- Is that essentially correct? : S L
Senator Kennspy. Well, that is it, Senator. You have absolutely
no protection whatsoever at the present’time,’ absolutely none. It. -
.is very meaningful and important bite of the apple that we are taking
on it, and I think that is about tbe extent that you are going fo be
able to. The issue obviously is whether even by making the progress
that we are, are we endangering or threatening any human rights or
Liberties? S ' oo I _
" Senator Brioun. The Senator-has responded with .regard to ‘the
inherent powers question, Americans who might be subject to sur-
veillance, congressionsl access, the requirement or the suggestion of
making the requiremment that there be- criminal aéts, .and the over-
sight question. He has responded in a way that indicates that bad
he total latitude, he would broaden those provisions, or narrow them,.
depending on the perspective of the question. S :
go T don’t really see much sense, at least from my standpoint, in.
taking more of tbe Senatoi’s time. I think he has made the pointe
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fairly clear, that this is all we are likely to get, and we are lucky
to get this much.

enator KExNepY. Well, I would say, Senator, that I think it is &
good bill, too,

Senator Bipgx, I am not su%gesting, Senator, that I don’t think if
is a good bill. But there are those of us who, when we first hecame
sequainted with the bill, not being familiar with this field as long
and with as much hackground as the Senator from Massachusetts
has been, that upon first reading, that I was very, very moved by the
criticisms of the ACLU and other civil libertarian groups saying,
*Oh my God, this isn't such a hot ides.” But after reading the entire
bill and all the background that I could lay my hends on, and hearing
-the Senator this morning, I am more eonvinced that it is much,
much better than whst we have, which is nothing now; and that
maybe the best thing we should do is what the Senator suggested, is
pass this now and work like heck to see to it that the stronger provie
sions that the Senator from Massachusetts and the Senaior from
Delaware and others would like very much in the bill, keep nibbling
at that apple. .

So I won’t take any more of the Senstor's time.

Senator Casg. Would the Senator, before he yields entirely
yield to me? ' )

Senator Binew., Suare.

Senator Case. 1 would like to see whether one of the advantages
which we get from this bill is not tha$ a record is made of wiretaps
and that it is at least reviewable by a court and a judge. There isn't
going to be any more of this anonymous business as far as the exceu-
tive branch pefting inte this field. There Is concern sbout it.

Sometime I expeci there will be an availability of all of this material
and the record of these proceedings for scrutiny to determine, ex post
Jaeto, i you will, but nevertheless in a very important way; whether
discretion has been abused, whether the powers of Government have
been ahused, is that not correct?

Senator Kenyeoy. The Senator is quite, quite correct in this. We
are getting accountability in a very important area which aceount~
ahility is virtually nonexistent, both in the courts and alse within the
executive. You are going to find in any time when there is a certifica-
tion, there is an individual who Is geing {o have signed off. You are
going to know who that individual is, both from an executive point
of view and from the court’s point of view. This bill hopefully estah~
lishes the kind of respect in this area which I think is warranted and
justified. I think without this legislation, this is still going to be a
very open, grey, fuzzy area which can invite transgressions in ways
which we have seen in the very recent past, and which without this
legislation, eould very well continue. I think this is part of the resson
and the justification for it.

Senator Case. In other words, we are not going o have & situation
w;%zeze we are going to have to depend upon the accidental discovery
of tapes.

Senator Kenwepy. The Senator is quite eorrect.

Senator Bipen. Senator, before you yield back all of my time, I
'w}rlou%}(i} iiike to ask one more question that doesn’t deal directly with
the bill,
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* These of us who ‘are most concerned and feel that there should-be
a requirement of a criminal violation are mef with 'the counter-
argument that there are many things lacking in.our present. criminal
code and revising the espionage laws which should in fact be included: -
as violations but are rodv now. I wonld like toask the Senator for his
‘best political judgment, as one of the ranking members.of the Judi-
ciary Committee, as to whether ‘or not, absent whether or not this
bill is passed, how long will it take for us in the Congress o be able-
‘to get around to altering or revising those espionage laws, which
seems to-be an antecedent requirement in order o inciude the require-
ment in this bill of criminal violations? =~ - . -. - . o]
- Senator Kenxepy. | think it is absolutely imperative that -there
be a redrafting of the criminal eode. The one that was done in'S. 1
is obviously completely unacceptable, but I think that has to bé one -
of the first priorities in terms of the Criminal Laws Subcommitteel -
I don’t happen to be chairman:of it, but I would think' that.there
has to- be an exiremely important effort for the.redrafting of- the
whole criminal code, and thatis going to be s majorrundertaking.'1
think it is imperative that we do 1f, and 1 strongly support inclucﬁag
any of these areas as-Vviolations and criines, and 1 will work: with the-
Senator from  Delaware and others in insisting onit. . =~ = e
T think in the meantine, that we can either through statute or the
report and legislative history of this Committee, make it very, very
clear what ‘those areas are, hopefully. But 1 think:this is where it 1s. ..
going to have to bedone. -~ - T
" Senator Bromn. One last comzent. 1 don’t want to Jleave the
Senator from Massachusetts with the impression that as & member
of this Cemmittee T won’t suggest that we attempt to nibble further
away at some of the changes that we in faet, or that I in fact; would
like 10 see, and that the Senator from Massachusetts would apparently
like to see, but I was just paraphrasing what T thought the Senatoer; .
from Massathusetts was saying. - STt
Senator Rewnepy. Fine. |
" Senator Brpuy. Thank you: - - - ] e
Senator Baya. - Are you through nibbling? .. -~~~ .
Senator Bipen. Yes, I am through zﬁbb%ing.’ N
- Benator Bayr. Thank you, Senator. T
. Senator Baker, do vou have any questions? e
Senator Baxer. Mr. Chairman, T have no questions. T apologize tor
you and the subcommittee and-to Senator Kennedy for not being
present for the entire hearing, but as I indicated earlier,.1 had another
executive session to attend this morning. = . -~ . .
- T might reiterate briefly what I intended to say earlier, and thab is:
that this is the first legislative effort of this Commitiee, and the first
activity of this subcommittee; and while it is urgent and importan$.
that we consider the matter carefully and do our best to balance the
Tequirements of the competing forees, I think it is-also urgent that we
inove promptly on this matter. I notice that there are 3 days set aside
for hearings and briefings, and T would very much hope that imme-
dintely affer that we would turn our attention o the matter of
considering a bill for reporting to the Senate for action. L
I commend Senator I’?Kennedy for his ipitiative in €his respect. T
Hstened with great care to the questions by Senator Biden. It is no



19

secret to any of us who have worked in this field to know that the
Constitution is exquisitely imprecise in its definition of the presi-
dential authority in this and other respects, and it is in the nature of
compromise, I suppose, if one considers that the President may have
authorities even beyond or in spite of the statuie, depending on what
the Supreme Court might finaily say. It is the hallmark of good faith
and good econscience, I think, that an effort was made {o reconcile
those differences voluntarily between the execufive branch and the
legislative, and that is precisely what Senator Kennedy has done,
and T think he has done a good 10b of it. \

Senator Bava, Well, I %mve no further questions. I know the
Senstor is busy.

Anvhody else?

Thank you very much. We appreciate working with you and trying
to iron out some of these differences that we may have. And we will
proceed without delay, recognizing that this is sort of a precedent
that we are establishing, that we moust be thorough, and we are at-
terapting to do that.

Our witness is the Segator from Maryland, Senator Mathiss.

TESTIMONY OF HON, CHARLES MeC. MATHIAS, JR., A U.S, SBENATOR
FROM THE STATE OF MARYLARD

Senator Maraias. Mr. Chairman, I have had the privilege of being

Eresent during much of Senator Kennedy’s testimony, the questions

ave been asked of him, and I must say that I think genat,or Bider'’s
COMIMENntr—

Senator Baker, Mr, Chairman, could we suspend for just s
minufe? I can’t hear while we have the competition from the Maryiand
delegation. '

Senator MaTmias. I thought you meant there was a Maryland
delegation leaving the room. :

Senatory Bava, Sensator, I think you can proceed now.

Senator Mararas. I was about to remark that I think Senator
Biden’s comment was eomprehensive and almost precludes the need
for anything further, that this bill is not as good as it ought to be,
but that it is about as good as we are going to gef, and it is vastly
better than the eurrent situation. And %Ocan hardly improve on that.
I will attempt to embroider it a little, but I would save the Commistee's
time and request that my statement might be included in full in the
record, and then I will ecomment briefly on it.

Senator Baya. The Senator is free to proceed as he sees fit, but
baving served with bim on the Judiclary Committee and knowing
of his sensitivity in this ares, I would hope that in his testimony or in
questions—perhaps I should reserve this as a guestion, but if it is not
contained in the Iéena,tor’s statement, I would like to have his judg-
ment relative to how you would proceed to make this better. I mean,
T have great respect for his judgment, and I know that he, like the
Senafor from Massachusetts, 13 very sensitive.

We fought a lot of these civil liberties battles. Give us your advice
a?d counsel as someone who has labored in this ares, if you would,
please,
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~ [The prepared statément of Senator Mathias follows ]

“PrevarEn Starsment or Hon, Cmartus MeC. Marnids, Jr., & U8, Sznarom,
o Frow TeE STA1E OF MARYLAND !

_Mr. Chairmas, I appreciate your invitation to testify tlils morning on 8. 3197,
-the Foreign Intelligence Surveillance Act of 1976, : N

‘As u sponsor. of this legisiation, and as-s member of +he predecessor Select
Committee on 1In$eiiigencwch§1 conducted the first comprehensive - factusl
invessignsion of the use of wiretaps and bugs in both fordign and domestic intelli-
.gence cases—1 am pleased to express my support for this bill.

I have long been deeply concerned with the dangers fo our liberties—and the
.erosion of the Fourth Amendmens t6 the Constitution—raised by the Dractice of
wiretapping and bugging Ameériean citizens withouts judicial.-warrantiin so-calied
“national seeurity” cases, L e -

More than two years age, on May 2, 1974, I introduced in the 93rd Congress,
‘the. Bill or Rights Procedures-Acs, S. 3440, which was designed to efiforce ‘the
protections of the Bill of Rights by requiring a -court order for many-forms of
governmental surveillanee—incinding mail opening, the entry ‘of homes, and the
inspection of bank, eredit, and medical Tecords, as well ag the use of bugs and
“wiretaps, S e . S S -

Tn the present F4th Congress, on June 5, 1875, more than a year ago,. 1 sgdin
introduced the Bill of Rights Procedures Act. A eopy of this Aet, 8. 1888, and
my rematrks on its introducsion are appended to my siatement.ag an exbibit, and
T ask the Chairman’s permission $hat they be printed in the franscript following
:my remarks this morning, - o R AT o

The need for this legisiatidn.is éledr. The factual hasis Tor new procedures to
reguiate the use of bugs and wiretaps against Aniericans was carefully and com-
prehensively documented in the recently published Final Report of the Select
‘Committee on Intelligence: As welstated in onr Findl Report:- = - .00

“Singe the.early 1G3(’s, intelligence agencies have frequently wirgtapped and
‘bugged American citizens without the benefit of Jmdicisl warrant. Recent court
“decisions have curtailed the use “of hese techniques agsinst -demestic tatgets,

But past subjects of these surveillances have included a United States Congress-
man, -8 Congressional staff member, journalists and néwsmen,” and numerous
#ndividuals and groups who engaged.in ne criminal sedivity iand who posed ' no
genuine threat to the nationsl sedutity, such as two White House domegtic affairs
.advicers.and an anti-Vietnam War protest group. While the prior written approval
of theAtforney General has been regiired fot all warranless wiretaps since 1040,
the tecord is replete with instances where this -requirement whs ignored-and the
Attorney Ceneral gave only after-the-faet. authorization” - . .
" PBeginning :with President Franklin Rodsevelt'in 1940, every Administration
“has ssserted the right to, and has condusted, warrantless wirstapping and bugging
-of Amerionns in national seeurity cases, i o I R

President Ford snd -Atiorney. Genéral’ Levi deserve grest-credit for -breaking
with this long-standing, Exccutive Branch traditien by submitting this legislation
“to the Congress, - ’ e e o
" In the shsence of the check provided by thé judicial warrans requirément in
his Bill, national security .wirétaps snd bugs ‘have beeh subject to grave abuse.
Three examples-investigated by the Select Committee illustrate the very. real -
dangers in warrantless electronie surveillance. I ..

First, between January 1964 and October 1865, $he FBI—acting under general
_authority issued -ten. years earlier by the Attorney Geéneral--condudted micre-
phone surveillance against Dr, Martin Luther King, Jr.:As the Select Committee
documented, these bugs were placed not for any national secirity reason, bud
-solely and simply to obtain pergenal information abont Dr. King, .

“Sacond, as we stated in the Report of the Select’ Commitice, “The so-called
““seventeen” wiretaps on journalists-and government eployees, which-cdllectively
“lasted from May 1969 to February 1971, also illustrite the trusiveness: of elec
tronié surveiflance. According to former JPredident Nixon, these taps.produced

gt gobs of material: gossip and bull.” FBIsummaries of information obsained
“from the wiretaps and disseminated to the White House suggest that the former
President’s' private evaluation of them was ecorrect. This wiretapping program
«id not reveal the sourcé of any leaks of classified data; which was ity cstensible
~purpose, but it did generate a wealth of information about the personal lives of
‘the targete—iheir social contaets, their vacation plans, their employmend satis-
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factions and dissatisfaction, their marital problews, their drinking habits, and
even their sex lives, Among those who were incidentally overbeard on one of these
wiretaps was & currently sitting Assosiate Justice of the Supreme Court of the
United States, who made plans to review & manuseript written by one of the tar-
gqts‘taVasjs’ amounts of political information were also obiained from these
wiretaps.,

Third, the incidental collection of political information from electronic surveil-
lance is also shown by a series of telephone and microphone surveiliances con-
ducted in the early $96(°s. In an investigation of the possibly uniawful attempts of
representatives of a foreign country to influence congressional defiberations abous
sugar quota legislation in the early i960’s, the Attorney Generil authorized a
total of twelve warrantless wiretaps on foreign and doemestie argots, Among the
wiretaps of American citizens were two on American lobhyists, three on executive
branch officials, and two on 2 stafl member of a House of Representatives’ eome
mittes. A bug was also pianted in the hotel room of a United States Congressman,
the Chairman of the House Agriculture Comnritiee, Harold . Cooley,

In this “Sugar Lobby” investigation, wiretaps were placed on ten telephone
lines of a single Inw firm. Such wiretaps represent & serious tireat to the attorney -
client privilege. The wiretapping of American journalists and newsmen—at least
aix such cases were uncovered by our investigation since 1860-—inevitably tends
to uadermine the First Amendment guarantee of a free press.

As these examples show, even though the ogiensible purpose of the electronic
surveiiance was foreign intelligence, the rights and the privaey of Americans
engaged in purely domestic political or personal matters were frequently violated,

Above all, these examples show that the central problem was a failure of the
procedures then in use to prevent abuse. As the history of cur common law and
the provisions of the Constitution tench, procedure is often the surest safeguard
against abuse and the use of & judicial warrant requirement ie a keystone of the
Fourth Ameandment’s procedural protections,

‘The Supreme Court afBrmed this point in the Keith case where it declared:

“The fourth amendment contemplates a prior judicial judgment, not the risk
that executive diseretion may be reasonably exercised. This judicial role accords
with our basic constitutional doctrine that individual freedoms will best be pre-
served through a separation Of powers and division of functions among the dif-
ferent branches and levels of government.”

‘The bill before you today establishes the lnportant principle that an impartial
magistrate oufside the Executive Branch aad the intelligence eommunity muss.
authorize elecirenic surveillance in foreign intelligence or national security cases,

'bez addition, the bill contains other important and valuable safeguards againat
abuse:

A judge may issue & warrant only where he finds that there is probably cause to
believe that the target of the wirelap or bug is & forcign power or the agent of a
foreign power. The intent of this requirement is 4o authorize elecironic surveillance
only where an American is scting under the direction and control of a foreign
Fwwer. Merely being in contact with representatives of a foreign government-—as,

or example, when Americans of Greek, Irish, or Jewish exiraction legitimately
geek to influence U.8. policy towards the country of their ethnic origin and are in
touch with such countries representatives——would not permit a finding that they
were the agenut of a foreign power unless they were seting under its contrel rather
than out of a common concern.

The judge must slse find probable cause that the target is engaged in “clan~.
destine intelligence sctivities.” Some have criticized this provision because it
would allow electronic sarveillance of an Ametican who was not invelved in
eriminzl activity. The Select Committee, in its Hecommendation No. 52, which I
supported, recommended that a criminal standard obtain for foreign intelligence
surveillance, as my Bill of Rigbts Procedures Act provides. The Select Committec
also recognized, however, that the current cspionage laws do not prohibit certain
activity, such as industrial espionage, which the U/.S. has a legitimate counter-
intelligence interest in monitering. The Select Committes recommended that the
esplonage laws be modernized to cover this fabrly limited area of currently non-
criminal activity.

The Congress, and this and other rclevant Comemittees, should examine the'
esplonage laws to determine if this is feasible without risking too broad or fo0 vague-
a criminal prohibition. When that is done, the standard of the crimiaa) law can be
imposed in foreign intelligence electronic surveillance. But that cannot be done-
today. Yet today we can establish the warrant procedure by supporting this bill,
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The warrant-procedure is at the Beart of the fourth amendment. By supporting
this legistation, we can Toot that procedure in the law while we continue to work for
a ¢Timinal law standard. . S . '

. For we should not underestimate the major advance this bill represents. No
previous President and Aitorney Gensral has ever supported the principle of &
warrant Tequirement in this area. We have no guarantee that a future President
will give his sugp‘ort to such legislation. We shéuld not let this chance to write new
law-—with its highly desirable provisions of a judicial warrast, contrels over the
use and dissemination of ke surveillance producst, and, of great imporiance fo this
Commitiee particularly, the submission of anaual reports to the Congress which
will serve ss the basis for oversight investigations—slip from our fingers.

Finally, aHow me Lo stTess three points. First, many of the seeming probiems
posed by the lack of a criminal law standard can be dealt with by clear statements
in the committee Teports and other legislative history. We can make clear, in a
way that necessarily can not be articulated in statutory language, just what is
and what is nob intended to be authorized. That is what I have sought to do by the-
example 1 cited earlier with respect to Americans adting gui of common concern
for the country of their ethnie extraction. That example can be amplified and others
added—a process several of us on the Judisiary Commitiee are presentiy. ac¢com-
plishing in our report on this bifl. ' .o o L -

Second, the provision of this bill congerning the reservation of Presidential
poweT, which some have criticized, is not, in my opinion, sufficient grounds far
opposing this bill. As the Attorney General has poinfed, this provision does not
open & ioophale or ereate bianket authority for presidential wiretapping, Rather,
it is simply & Tecognition that this bilt is designed fo regulate surveillance of
sommunication within the United Ssates.. Different problems and different
presedures may be.ealled for with respeet to the.monitoring of intemational
communications or of the sommunieations of Americans oversens. But this
legistation should not be blotked——dealing as it does with the critically imporiant
ares of citizens comimuznications in the "United States—white fegisiation is devel-
oped-for international communication. And, most sigaificantly, the Presidential
Power provision does not have to be the last word on this subject. In the Final
Report of the Seleet Committee, we made recommendations for new legislation fo
regulate the surveillance of international communications and of Americans
overseas, When enacted, such legislation can preermpt the field and $his reservadion- .
of Presidential power. 2 - "

Finally, the Congress, in voting to create this Commitiee, clearly contemplated
a new order in Congressional ovelsight and review of intelligence activity. by the
Executive Branch. You have the means, the opportunity, and the suppott of the
Congress to vigorously waichdog the enforcement of this legislation. That is
perhaps the surest safeguard against abuse. As the Baltimore pundit H. L.
gle]nclﬁle_:n o’l’)served, “Clonsecience ig the inner voiee that warng us somebody may

¢ looking, :

For all of the reasons cited sbove, 1 urge you o favorably consider this bill,

Thank you. .o :

Sensator Marnias. Well, I will, Mr. Chairman. I would also make
this request to you, that on November 6, 1975, Attorney General
Levi, at the request of the Select Committee, appeared before-the
Select Committee and gave a very comprehensjve and scholarly review
of the state of the law as it applied fo the fourth smendment. It was -
2 remerkable performance, it was s thoughtful performance, snd
1 would request that that statement by the Attorney General, which
gppears in Volume V of the hearings on the NSA, be included as a
part of my testimony here today. I believe it will be helpful to' the
Commiitee, ) . . )

Senator Bavn. Without objection. .

- Senator Case. I wonder slso, Mr. Chairmasn, if individusl members

of the Committee could have that distrihuted to them. . :
Senator Bava. I think it would be & very good idea.-

.
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{The document referred to follows:]

Preranep Statement or How, Epwarp H. Levi, ATroRNsY GBNERAL OF THE
Urarep Srares

Before the Senate Select Committee to Study Governmental Operations with
Respeet to Intelligence Activities, November 6, 1975

I am here todsy in response 1o n reguest from the Commitiee to discuss the
Telationship befween electronic surveillance and the Foursh Amendment of the
Constitution, If 1 remember correctly, the original request was that I place
before the Committee the philosophical or jurisprudential framework relevans
to this relationship which lawyers, those with cxecutive responsibilities or dis-
-oretion, and lawmakers, viewing this complex field, cught o keep in mind. If
this sounds vague and genera! and perhaps useless, I can only ask for induigence.
My first coneern when I received the request was that any remarks I maight
be able to make would be se generat as not to be helpful to the Committee. But
I want to be as helpful to the Committee ag I can be,

.. The area with which the Commities is concerned is a most important one,
In my view, the development of the law in this area hag not been satisfactory,
although there are reasons why the law has develaped as it has. Improvemenst
of the Inw, which in part means its clarification, will not be easy. Yet it is & most
important veature. In a talk before the American Bar Association Iast August, I
discussed some of the aspects of the legal framework. Speaking for the Depart-
ment of Justiee, I concluded thiy portion of the talk with the obscrvation and
commitment, that “we have very mueh in mind the necessity to defermine what
procedures through legistation, court action or executive proscesses will best serve
the national intercst, including, of course, the protection of constitutional rights.”

I begin then with an apology for the general nature of my remarks. This will
be due in part to the nature of the Iaw itself in this aten. But T should state at
the outset there are other reasons ag weil. In any area, and possibly in this one
more than mosé, legal principles gain meaning throuph an interaction with the
Tacts. Thus, the factual situations to be imagined are of enormous significance.

As this éommittee weli knows, some of the factual situations o be hmagined
in this ares are not only of & sepsitive nature but also of a changing nature.
‘Therefore, 1 am Himited in what I can say about them, not only begause they
4are sensitive, bui alse beesuse a lawyer’s imagination about future seientific
-developments earries its own warnings of ignorance. This is s point worth msaking
when one tries to devel(;ja appropriaste sefeguards for the future.

There is an additional professional restriction upon me which I am sure the
‘Committee will appreciate. The Department of Justice has under sctive eriminal
investigation various activities which may or may not have been iliegal, In
-addition, the Department through its own attorneys, or private attorneys speci-
aliy hired, is representing present or former goversment emgioyees in ¢ivil suits
which have been brought against them for activities in the course of official
conduct. These circumstances nafurally impose some lmitation upon what
it is appropriate for me o say in this forum. I cught not give specific conclusory
opinions as to matters under criminal investigation or in litigation, I can cnly
hepe that what I have to say may nevertheless be of some value to the Com-
mittee in its search for constructive solutions,

1 do realize there has to be some factual base, however unfocused it may af
times have to be, to give this discussion mca-ni_nf;‘ Therefore, as s beginning,
I propose to recount something of the history of the Department’s position #nd
practice with respect to the use of electronic surveillanee, both for telephone
wiretalppin and for treapassory placement of microphones.

As reaﬁ the history, going back to 193] and undoubtedly prior to that time,
-except for an interiude between 1928 and 1931, and for two months in 1040,
the policy of the Department of Justice has been that electronic surveillance
could be employed without & warrant in certain circumstances.

In 1828 the Supreme Court in Olmstead v. United Slales held that wirctappin
wag not within the eoverage of the Fourth Amendment. Attormey Cenera
SBargent had issued an order earlier in the same year prohibiting wha$ was then
known as the Bureau of Investigstion from emgaging in any telephone wire-
‘tapping for any reason., Soon afier the order was issued, the Prohihition Unit
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was transferred to the Department as s new buresu, Because of the nature of
its work and the fact that the Unit had previously engaged in ifelephone wire-
Aspping,. in. January 1931, ‘Attordey General Williagn D. Mitchell directed that
# study be made to determine:whether telephone wiretapping should be per-
mitted and, if 80, under what circumstances. The Attorney, (General determined

“hat in the taeantime ihe bureaiis within the Deépsartment could ‘engage-in

telephone wiretdpping updn the pemenai-%pprevai of -the bureau chief after
.consultation with the Assistant Attorney General in charge, of the ease. The
‘policy during this period was to’ aliow wiretépping only with respect fo the
“telophones of syndicatcd bootleggers,” where the agent had grobsble caliseé to
believe the telephone was being used for liquer opeérstions, The burcaus. were
instructed not to tap telephones of ‘public officials and- ‘other persons not di-
.rectly cn%a-ged' in the Hquer business. In December 1931, Atterney Generdl
Wiliam Mitchell expanded the previous sutherity to include “exceptignal
‘eases where the crimes are substantial and serioiis, and the nedessity. is gréat
and [the bureat chief and the Assistant Attorhey (eneral] afe satisfied that
the persons whose wires arc to be tapped are of the crimisal type’? .~ .~
During the rest of the thirties it appears that the Departmient’s policy cofi-
‘cetning telephone wiretspping generally conformed to the guidelines adoptcd
by ‘Attorney General Wilkiam Mitehell. Telephone wiretapping was limited” to
eases invalving the safety of the victim (as in kidnappings), location arnid s8ppre~
hension of “desperate” criminals, and obthér cdses consideréd to be of major
law enforcement importance, such as espionage and'sabo_tag;;‘ o e
_In Décember 1937, however, ih the Srst I%ardfme case the. United Btates Su-
grenie Court reversed the Court of Appeals for the Secend Cirenit, and appled
ection 605 of the Federal Communications. Act of 1934 to law enforcement.
officers, thus Tejecting the Department’s argument that it did ‘not so appiy.
Althouigh' the Court read the Act $o cover only wire interceptions where there
had been diselosure in court of to ithe pubiie, the decision undoubtedly. had
‘its impact upen the Department’s estimation of the value of telephene Wwire-
tapping a¢ an investigative technique. In the second Nardene case in December
1939, the Act was read to bar theé use in court not oniy of the overhead'evidence,
“but also of the fruits of that evidenee. Possibly for this reason, and &lso betsise -
of public concern over tclephope wiretipping, on Mareh 15, 1040," Attorney
_Genera] Robert Jackson imposed a fotal ban on its use by the. epartment. This
bah lasted abous two months, T e
On May 21, 1040, President Frankiin Roosevelt issued a memgrandum to the
Attorney ‘General stating his view that electronic surveillande would be proper
‘under the Constitution where “grave matters involving défense of the hation”
were involved. The President duthorized and directed. the Attorney Geheral
“to gecure information by listening devices [directed ati ‘the Zonverssfion or
. other ecommugications of persons suspected of subversive activities against-the
"CGoverdment of the Tnited Statcs,” including suspected” spies.”. The ~“Attorney
General was requested t0 Timit these investigations so condiicted to a minimun -
snd to lirnit, them insofsr as possible’ as to aliens.” Although’the Pregident’s’
memorandurm did not use the ferm “trespassory mitFophbne surveiliance,” the
languags was sufﬁcianzlﬁ vroad fo inelude that practice, and the. Department
construed 1% as an authorization to conduct frespassbry micrephene survell-
“iances sy well ag telephone wiretapping in nationa} secnrity case¢. The anthority
for the President’s sckion was Inter confirmed by an opinion by Assistant Selicitor
Genersl Charles Fahy who advised the Altorney &mcrai that electronic sur-
veillance could be conducted where matters affected the security. of the nation.
~ On July 17, 1946, Attorncy CGeneral Tom €. Clark sent President Truman
a lettor reminding him that President Roosevelt had authorized and directed
Attorney Genersl Jackson to approve “listening deviees [dirceted at] the con-
versation of other communieations of personhs suspected of subversive setivities
‘sgaingt the Government of the United States, including suspected spics’” and that the
directive had been followed by Atiorneys Glenersl obert_Jackson and Francis
Biddie. Astorney Geseral Clark recommended that the directive "“be continued
in force” in view.of the “incresse in gubversive setjvities” and “a Very gubstantial
‘increase in crime.” He stated that it was imperative $o use such technigues
‘Yin cases vitally affecting the domcstic security, or where human lifeis in jeopardy”
gnd that Tepartment fles indicated that his two mbst recent predecessors.as
Attorney General would eoncur in this view, President Trumasn signed his
concurrence on the Attorney Ceneral's letier, ’ ' -
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Aceording to the Department’s records, the annusl total of telephone wire.
ta;;sziand microphones instalied by the Bureau between 1940 through 1951 wag
a8 fotlows: ’ .

Telepkone wiretapa: Microphoney:

S ¢ EO PR 8 1840 i &
104 _____ 67 E32 L 25
942 0 cce 304 4 v 88
JO4T v v m v m e m 475 043 . ig3
944 . 517 394 e 198
3! L 519 I04B v 186
JOEB e v v mw m wm mm e 364 46 .o 84
047 .. 374 1947 s s s 3
51T S SRR 416 1948 e iinuaie &7
1949 v e e 471 1949 .. 7B
3050 . 27 1950 . e 61
308 e 285 1255 S 75

It should be understood that these figures, sa in the case for the figures I have
given before, are cumulative for each year and also duplicative to some exient,
since a telephone wiretap or microphone which was installed, then discontinued,
but Iater remstated would be gounted as a new action upon reinstatement.

In 1952, there were 285 teif&phom wiretaps, 300 in 1953, and 322 in 1654, Be
tween February 1952 and May 1054, the Department’s position was noi to
authorize trespassory microphone surveiliance. This was the position taken by
Attorney Gesneral MeGrath, who informed the FBI that ke would not approve
the instaliation of trespassory mierophone surveillance because of his concern
over & possible viclation of the Fourth Amendment. FBI records indicate there
were 99 installed in 1954, The policy againat Aitorney General approval, at least
in gemersl, of trespassory microphone surveillance was reversed by Aitorney
Genersl Herbert Brownell on May 20, 1954, in a memorandum o Director Hoover
instructing him that the Bureau was authorized o conduct trespagsory micro-
phone surveilances. The Attorney General stated that “considerations of internal
security and the national safety are paramount and, therefore, may compsi the
uanrestricted use of this technigue in the national interest.” )

A memeorandum from Idrector Hoover to the Deputy Attorney General on
May 4, 196}, described the Bureau's practice since 1954 ag follows: {iln the
internal seaurity field, we are utilizing microphone surveillanses on a restricted
basis even though trespasg is necessary o assist in uncovering the activities of
Soviet intelligence agents and Communist Party leaders. In the interesis of
national safety, mierophone surveillances are also utilized on a restricted basis,
even though trespass is necessary, in uncovering major eriminal activities. We are
using sich coverage in conneclion with our investipations of the clandestine
activities of top hoodlums and organized crime, From sn intelligence standpoint,
this investigative technigue hag produced results unobtainabie through other
mesans, The information so obtained is treated in the same manner as information
obtained from wiretaps, that ig, poit from the standpoint of evidentiary value
but for intelligence purposes.”

The number of telephone wiretaps and microphones from 1955 through 1964
was as follows:

‘Telepbone wiretaps:
1855

It appears that there was a change in the authorization procedure for micro-
phone surveillance in 1965 A memorandum of March 30, 1965, from Director
Hoover to the Atiorney General states that “[iln ne with your suggestion this
‘morning, I have already set up the procedure similar to requesting of authority
f(i;r phoae taps to be utilized in requesting authority for the placement of micro-
iphones.! e
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" President Johnson announced a policy for federal’agencies in June 1865 which.
required that the interception of ielephone conversations without the consent of,
" one of the parties be limited o investigations relating to national sechrity and”
that the consent of the Attorney -General be obtained in each. instance. The'
memorandum went.on to state that use of mechanieal or electronic devices to over~
hear eonversations .not communieated by wire is an even more diffcult problem
“whieh .raises substantial and unresolved questions of Constitutionsal interpre-
tation.” ‘T'he memeorandum instrusted each agency copducting such. an investiga~
tion $o.consuit with the Attorney Ceneral to ascertain whether the agency's
practices were. fully in aecord with the law. Subsequently, in Beptember 1963,
the Director of the FBL wrote the Attorney General and referred to. the. present
atmospbere, brought about by the unrestrained and imjudicious. use of special
investigative techniques by other agencies and departments, resulting in Con-
gressional and public alarm and oppesition te any activity which could in any
way be termed an invasion of privacy.” “As a conseguence,’” the Director wrote,’
tiwe have discontinued completely the use of mierophones.” The Attorney General
responded in part as follows: “The use of wiretaps and microphones involving:
trespass present more diffcult preblems because of the inadmissibility of any
gvidenee obtained in court. cases and beszuse of current judicial and publie
attitude regarding their use. It is my understanding that sueh deviees will not be:
used without my suthorization, although in cmergeney circumstances t.hag may
be used subject 1o my later ratification. At this time I believe it desirable that aig.
such techhigues be confined to the gathering of inteéHigence in national security
matters, and I will continue fo approve all sich requests in the future as I have in’
the past. I.9ee no need to eurtsil any such activitiés in the national security field.”,

The policy of the Department was stated publicly by the Solieitor Géneral in:
% supplement brief in the Supreme Court in Black v. Uniled States in 1966. Speak.
ing of the genersl delegation of authority by Attorneys General to the Directér
of the Bureau, the Selicitor Genersl stated in his brief: . T :

“An exception to the genersl delegation of authority has been preseribed, since:
1940, for the inferceplion of wire communications, which {in addition to being
imited to matters involving national seourity or dsnger to human life) has
required the -specifie suthoiization of the Attorney General in each instande,
No similar procedure existed until 1965 with respect to the yse of deviees such
83 those invelved in the instant case, although records of oral and written coin-~
muznications . within the Department of Justice reflect comeern by Attorneys.
Genersl and the Piestor of the Federal Bureau 'of Investigation that the use of
listening devides by agents of the government should be confined to a strietly
limited category of situstions. Under Departmenial practice in effect for a _Fperiéd.
of years prior to 1983, and eontinuing untii 1985, the Director of the Federal
Bureau of Investigation was given authority te approve the installation of des
viges such as that in question for intelligence {(and noi evidentiary) purposes.
when reguired in the intetests of internal security or national safety, including
or%’anir@d erime, kidnappings and matters wherein human life might be ai stake,

resent . Departmental practice, 'adopted in July 1965 in conformiiy with the:
licies deciared by the President on June 30, 1965, for the entire federal egtab.
ishment, prohibits the use of suck Listening devices {as weil as the intereeption
of telephone and other wire ¢ormmunications) in all instanceés other than those -
involving the eolieetion of intelligence affecting the national security. The specific:
suthorization of the Attorney General must be obtained in ench instance when.
this exeeption.is involved.” . : . . '

‘Fhe. Solicitor General made a similar statement in another brief filed. that.
same term . {Schipans.v. U.8) agsin emphasizing that the data would not be
made. availsble. for prosecutorisl purposes, and. that ‘the specific. authorization
of the Attorney. General must be obtained in each instance when the national .
seeurity is sought. to be invoked. The number of {elephone wiretaps and micro~
phones installed sinee 1965 are as follows: = .. . Coe e

Telephone wiretapd: "~ ., | Mierophones: o o
L AGBE, T 2330 1965 emcmnmm i emmmm 4
" 174 ’ ; ' : s
113 Ak
a2 9
123 14
102 19
161 ~ 16
108 .32
128 40
189 4%
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Comparable figures for the year 1975 up to -October 29 are: Telephone wire-
taps—121; Microphones-—24,

El)n 1968 Congross passed the Omnibus Crime Control and Safe Streets Ack,
Title Y of the Act set up & detailed pracedure for the interception of wire or
orai communieations, The procedure requires the issuance of a judicial warrant,
preseribes the information 4o be set forth in the petition to the judge so that,
among other things, he may find probable esuse that a crime has been ar is about
to be committed. X% requires notifieation to the parties subject to the intended
surveillance within a period not more than ninety days after the application
for an order of approval has been denied or after the termination of the period
of the order or the peried of the extension of the order, Upon a showing of good
cauge the judge may postpone the nofification. The Act confains a aaving clause
to the effect that it does not limit the constitutionsl power of the President
to take such measures as he deems necessary to protect the nasion againg} actual
or patential attack or other hoatile acts of a foreign power, to obtain fareign
inteliigence information deemed essential to the seeurity of the United States,
ar o profect national seeurity information against fa:*eign inteliigence setivities.
Then in a separate sentence the previso goes on to say, “Nor shal anything con-
tained in thig chapter be deemed fo limit the constitutional power of the President
1o take such measures as he deems necessary to protect the United States against
the overthrow of the government by force or other unlawful means, or against
any other clear and present danger to the struetire or existence of the government.”’

he Act specifies the conditions under which information obiained through a
presidentially authorized interception might be received into evidence. In speak-
Ing of this saving clause, Justice Powell in the Keith case in 1972 wrote: "“Congress
simply left presidentis]l powers where it found them.” In the Keith case the Su-
preme Court held that in the field of internal secusity, if there was no foreign
Involvement, a judicial warrant was required for the Fourth Amendment, ¥Fifteon
months after the Keith case Attorney General Richardson, in a letter to Senator
FuibrigIht which was publicly released by the Departmens, stated: “In genertal,
before I approve any new application for surveiliance without & warrant, | must
be convinced that it is neceasary (1} to protest the nation against actual ar poten-
tial attack or other hostile actz of s foreign power; {2) to obtain foreign intel~
Higence information deemed essential to the security of the United States ;or (8) to
protect national security informafion sgainst foreign inteiligence activities”

. 1 have read the debates and the reporis of ihe Senate Judiciary Commitice
with respect fo Title 111 and particularly the proviso, It may be relevans to point
out that Benator Philip Hart questioned and opposed the form of the proviao
reserving presidential power. Bus I believe it is fair to say that his concern was
primerily, perbaps exclusively, with the language which dealt with presidensial

ower to tale sueh measures ss the President deemed necessary to protect the

nited States “against any other clear and present danger to the strueture or
existence of the Government.” .

1 now come to the Department of Justice’s present position on electronic sur.
veiliance conducted without a warrant. Under the standards and procedures
established by the President, the personal approval of the Attorney General is
required before any non-consensual electronic surveillance may be ins$ituted
within the United States without a judicial warrant, Al requests for surveil-
lance must he made in writing by the Direetor of the Federal Bureau of Inves.
figation and must set forth the relevans circumstances that justify the proposed
surveiliance, Both the agene% and the Presidentisl appointee initiating the re-

uest must be ideatified. These requests come to the Attorney Genersl after
ey have gone through review procedures within the Federa) Buireau of Investis
ation. At my request, they are then reviewed In the Criminal Division of the
epariment. Before they come to the Attorney Geners!, they sre then ezamined
by a speeial review group which I have established within the Office of the At.
torney General, Each request, before authomzation or denial, receives my per.
sonal atéention. Requests are only authorized when the requested electronie sur-
veiliance i necessary to protect the nation against asctual or potestinl attack or
other hostile nets of a foreign power; to obtain foreign intelligence deemed es-
gential to the security of the nation; %o protect natiopal security - information
against foreign intelligence activities; or to obtain isformation eertified as neces
sary for the conduet of foreign affairs matters important o the pational security
of the United Btates, In addition the subject of the electronic surveilianes
must be consciously assisting & foreign power or foreign-hased politieal group,
and there must be assurance that the minimum physieal intrusion Necessary
to obtain the information sought will be used. As these criteria will show and ag
I will indicate st greater length later in discussing current gaidelines the Depart-
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ment of Justice foHows, our concern is with respeet to foreign powers or their
agents, In a public statement made lust July 9th, speaking of the warrantless
surveillznces then snthorized by the Department, 1 said ‘it can be suid that
there are no- cuistanding instances’ of -warfantiess wiretaps or tlectronic surveils -
* Jange directed against American citizens and mone will be suthorized by me
except.in cases where the target of suryeillance is an mgent or collaborator of a
foreign power:” FHis statement accurately reflects the situstion’ today sa well:
., Having deseribed in this fashioh something of the History and conduet of the
Department of Justice with respéct to telephone wiretdps and thicrophone instal-
lations, I -shoiuid like o remind $he ‘Committee of a point-with which 1 began,
namely, that-the:factual situations to be imagined for & digoussion such #a.this
are not only.of & sensitive but a changing nature.{ do not have much o say about
this;except to recall some of the language used kRz General Allenin his {estimony
hefore this Committee, The techniques of-the N8A, he aaid, are of the most sehs-
tive and fragile- sharacter. He deseribed as the responsii)ility of the NSA the -
interception of international communication signals sent through the air. He
said there had:béen a watch liss, which among nany other names, contained the
narmes of U.5. citizens. Senator Tower spoke of an awesome technology—-a huge
vacu cleanér of communiocations—which kad the-potential for abuses, General
Allen pointed out $hat “The United States, as part of its efford to produce
foreign intelligence,.has intercepted foreign communications, snalyzed, and in
some cases decoded, these communieations to produce such i’oreigm intellligence
since $he Revelutionary War,” He said the mission of NSA is directed to foreign
intelligence ohtained from foreign elcotrical communications and also from other
foreign signsls such as radar. Signals are intercepted by many fechniques and
processed, sorted and analyzed By procedures: which reject .inappropriate or
Unhecessary signals, He mentioned that the intefception of communitations
however it may. oceur, is conducted in such a manner as to minimize the. zmw;&nteti
mesgages, Nevertheldss, according to his statement, many unwanted communics-
tions are potentially selocted for further prosessing, He festified that subsequent
_progessing, ' sorting and selection for analysis are conducted in accordance with
striet procedures o insure immediate and, ‘wheTever possible, sutomatic rejection
of inappropsiate racssages. The analysis and reporting’is accomplished only for
those messages which meet speeific conditions and requirements for foreign
intelligence. se of Hists of words, including individusl names, subjects, loca-
tions, et geters, .has jong been one of the methods used fo sort out information of
foreign intelligence vaiue from that which'is not of interest,” . s . '
- (eneral Allen mentioned & very interesting statute, 18 USC 952, to which k
should like o.call your particular attention. The statute makes it a crime for
any one whe by Virbue .of his employment by the United Btates obtains any
official dipiomatic code and willfully publishes or furnishes to another without
. aunthosization'any such code or any other matter which was ‘obtained while
in the process of transmission between any foreign government and Hs diplomatic
mission in the United.States. 1 cafl this t6 ¥our atiention because & certain in-
direstion iz characteristic' of the developmen$ of law, .whether by statute or
not, in this area. - A coe e '
 he Committee will ab bnce recognize that I have not attempted to summarize
Genersl Allen’s testimony, bué rather to recall it'so that this extended dimens
sion of the'variety of fact situstions which we have 10 $hink about as we explore
the coverage and direction of the Fourth Amendment Is at-least.suggested, - .-
. Having attempied fo provide something of -a factusl base for our discsussion,
{-turp now to the Foirth Amendment. Let me say at once, however, that while
the Fourth Amendment can bé a'most important guide to values and procedures,
it does not mandate autemuatic solutions, - . ¢ S s
. The history of the Fourth Amendment is very much the history of the American
Revolution and this nation’s quest.for-independence. The Amendmént is the
legacy of our early years and reflects values most cherished b the Founders.
In a-direct sense, it was a reaction to the general warrants and writs of:assist-
ance employed by the officers of the British .Crown to rummage and ransack
coloniste’ hemes a3 a meana to enforce antismuggling and customs laws. General
search wariants had been used for centuries in England against those aécused
of seditious libel and.other offenzes, These warrants, sometimes judicial, some-
tiines not, often genersl ag to persons to°be arrested, places to be searched, and
things to be seized, were finslly condemned by Lord Camden in 1785 in Enfick v,
Carrington, a decision later celebrated by the Supreme Court in Boyd v, United
Stales as 8 “landmsark of English liberty * * * one.of the permanent moguments
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of the British Constitution.” The ¢ase invoived a general warrant, issued by Lord
Halifax as Secretary of Siate, nuthorizing messengers {0 search for John Entick
and to seize his private papers and books. Eatick had written publications
criticizing the Crown and was & supporter of John Wilkes, the famous author
and editor of the North Briton whose own publications had prompted wholesale
arrests,. searches, and seizures, Fntick sued for frespass and obtained a jury
verdiet in his favor. In upholding the verdiet, Lord Camden observed that if the
government’s power to break into and searchk hownes were accepted, “the secret
enbinets and buresits of every subjeet in this kingdom woidd be thrown open
to the search and inspection of a messenger, whenever the secrefary of state
shail ree fit to charge, or even to suspect, & person o be the suthor, printer,
¢r publisher of a seditious Hbel.” )

"he practice of the general warrants, however, continued to be known in
the ecolonies. The writ of assistanee, an even mere arbitrary and oppressive
insiriunent than the general warrant, was also widely used by revenue officers
to detect smuggled goods. Unlike a genersl warant, the writ of assistance was
virtualiy unlimnifed in duration and did not huve to be refirned {0 the court
upen its execution. It breadly authorized indiseriminate searches and seizyres
against any person suspected by a customs officer of possessing prohibited or
uneustomed goods, The writs, sometimes judicini, sometiines not, were usuaily
isstied by colonial judges and vested Crown officers with unreviewed and un-
hounded diseretion to break into homes, rifie-drnwers, and seize private papers
All officers and subjects of the Crown were further commanded %o assist in the
writ’s execution, In 1761 Jumes Otis eloguently denounced the writs as "the
worst instrument of arbitrary power, the most destructive of English libcrsy
and the fundamental principles of law, that ever was found in an English law
book,” sinee they put “the Hberfy of every man in the hunds of every ‘petzj*
offieer.” (Wis’ fiery oration later prompted John Adams to refleet that “‘then
and there was the first scene of the firat act of opposition to the arbitrary claima
of Great Britain. Then and there the child Independenee was born,” '

The words of the Fonrth Amendmient are mostly the product of James Madison,
His originad version appeared to be directed solely at the issuance of improper
wiarrants,! Revisions accomplished under eireumstances that are still uncienr
transformed the Ameadment inte two separaste clauses. The change has influ-
enced our understanding of the nature of f{he rights i protects. As embodied in
our Constibiztion, the Amendment reads: “The right of the people t¢ be seeure
in their persons, houses, papers, and effects, against unrensonable searches and
seizures, shall not be viclated, and no Warrants shadl issue, but upon probable
canse, siapporied by cath or affirmation, and particularly describing the plaee
{0 be searched, and the persons or things to be seized,” .

Cur understanding of the purposes underiying the Fourth Amendment has
been an evolving one. 1 has been shaped by subsequent historical events, by
the changing conditions of our modern technological society, and by the develop-
ment of our own traditions, eustoms, and values From the beginning, of eourse,
there hig been agreemient that the Amendment protects against practices such
as thosé of the Crown officers under the noforious general warrants and writs
of assistanec,  Above sll, the Amendment snfeguards the people from. unlimited,
undue infringement by the government on the seceurity of persons and their
preperty’ . .' . o
" But clr'pereeptions of the language and spirit of the Amendment have gone
beyond 'the historicai wrongs the Amendment was infended fo prevent, The
Bupretre- Court has served as the primary ¢xplicator of thesg evelving percep-
tions and has sought $o artieulate fhe values the Amendment incorporates,
i l‘lJe}i'ev.e'i;, i useful in our present endeavor to identify some of these gerceived
values, ~ ' o . s
" First,” Broadly considered, the Amendment speaks to the sutenomy "of the
individual'aghinkt society, It seeks to'accord to each individual, albeit imperfeetly,
“a Measure §f the confidentiality essential to the atfainment of human dignity.
it is a shield spaisst indiseriminate exposurse of an individuni's private affairs
to the world—an exposure which ¢an destroy, sinee it places in jeopardy the
spontanéity "of thought and action on which so much depends. As Justice

1 afadlsen's proposal read ag follows: ““Fhe rights of. the pegple to he secured in their
persens, their houses, thelr papery, and thelr other property, from all pnreascnable searches
anid seizores, shall not be violated by warrasts {zsued withent probable cause, supported by
onth ar afiirmafion, or sot particuiariy describing the places fo be searcled, or the persens
ar iy z}gsl't._o be selzed.™ :
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Brandels cbserved in Kis dlssent m &he Olmitead case, in the Fourth ‘Amendment
the: Founders fconferred, as against the Govemme:zzt the right'to be let alona—
the modt. comprz‘henswe of rightdé and the rzght most valued by- eivilized inen.”
Judge Jerome Frank diade the same pmnt in a dissdnt in & cdse in which a paid
mformer with’ a concenled’ mlcmphone broadcast an 1nter{:epted c@nversatmn 0
4’ narcotlcﬂ agent. .Tudge Frank wrote in {/m!ed States v. On Lee that “Ia] sane,

decent “civilized sociéty’ Mgt pmv:dc some Huch' oasls, aomie shelter from pub]lc
acmtlny,,seme ingulated enclosure, some ehglave; some inviolate place which
is ‘& man’s “eastlc.” The Amendment does 16t protect absolugely: the privacy
@f . 1nd1v1dua¥ .’I”fze{ need for privacy, and the lawls response to that heed,
20 bey{md ‘the Aniendment. But the mcognltlozl of the’ va}ue ef mdwzduaj ewl,oa-
omy. remaing close {o the Amendment's core,.

A parallel vaitze haa boeén the Amerdment’s spedial coneern .with’ mtmmons
whcn ‘the, purpose is to 6btain ‘evidence $6 incriminate the Vietim of the search,
AS ‘the Supréme Court ob%erved in Boyd whiich involved an attempt to compel
thé pr{}ducuon of an indivigual's private papers, at some point the Faurth Amend- -
ment’s prohibitics against . unrcasonab]e searches, and: seizures sud the Fifth |
:&mezadment’ "prohibitiof | agamst ‘compulsory scif mcxlmlndtloz} “mn aimost
into each {}ther 2 The; intrusion on an individnal's pnvacy ‘has ]{mg been thonght
1o be cspeczal}v grave when, the search is hased on f'desire to diseover ingrimi-
‘nating évidence. The desire Yo inciiininate miay be seen ag only an aggmva,tmg
‘sircumstancd’ of the search; but it has st tilmes, proven. to) be a decisiVe factor
in determuung ita legality. fndeed in Boyd.the Coiirt declared broadly that “come
pe]ilng the predugtion, of a'person s] private books ‘and papers, $o gofividt him
of crime, ¢r o forfeit Ris property, is condrary to the. . principles of a. free gov-

- ernpent.’ A
The mcnmm&tloz} e\«*ldence pomt gocs £ the lntegnty of the’ criminal justice
yﬁtem "1t dosé not nccccqarlly setile the issue Jwhcther $he Gverhéaring can’
properly take place. 1t goes to the usc and purpose of the information overheard.

An additiondl concern of the Amendment has been, the pratcctmn "of. (reedom
of ‘thought, speech, and religion. | The geners] warsanis were 1sed in England as
B powerful instrument to suphress’what was regarded sk goditions. libel er non-

" conformity, Wilkes was. imprisondd in the Tower and all his .private papers

. séized under sueh a warmnt f0r his eriticiam of the Klng Ag Justive Frankfurier
inquired, dissénting in Harrds v, [ndded Szwtes, a_.case, that "concerned the per-
missible scope; of searchids. nwzdent o arrest, “Ilow can there be. froedom of

“thought or frécdem of speech or freedom of religion, “the. pelice ean, without
" warrant, scarch vour house and miine frofm garret to cellar, . . .9 8¢ Justice
Potier statf‘d in Keith that, "F ourth Amendment protcc%mns becerne the more
necessary when the ta:geta ‘of @fﬁczal surveitlanée may be those auspet.ted of
uaorthodaxy ih their politidal Heliofs.”

Another, congern “emibodied in ‘the Amendment may be foxmd g its secohd
“clause. deahngrwzth ‘the warrant regiirement, éven though the Fourth Amend-
ment does ot always reqmre  warrast. The fehf.is that the ldw- énforcemncnt
oﬁ‘icer, if iinchecked, may mistge hid powers to harass thme wha hold gnpopuiar
or simply different views and %o intrude capricionsly upon the: privacy of indiv
vuiua.is.!lt iz the- recognlt.mn ‘of the pos&zblilty for abuse, inhereni whehever
‘executive discrétioh’ is uncontrolied, that gives rise to the requirement of a
warrant. . That, requirement const:tutes an assurance . that the judgment of &
Reutrsl dnd. detaehed ms istrate ‘will’ come 'to bear ‘before the intrusion is made
dnd that the . decismn Whether the ‘privady of the individual must . y:eld t.o &
‘greater need of .zogiety, Wil not be left o the executive, aione. )

A final vaine réfiected in the Fourth Amendment ls ‘revesled in s cpez:ing
“words: “The right of the people,” Whe sre “the people’ Yo whom the Amendigent

. refers? The Constitution beging with the phrase, “We the People of the United
‘States.” That phrade has the character of wordd of art, denoting the power from
‘which the Constitition contes. It does suggess a specla} eoheern for the American
gitizen and for those who sharé the r%pons;blhtles of citizens. The Fonurth
“Amendment guards the right of “the people” and it can be rged that it was
not. meant to apply 1o foreign natw:}s, their agents and collaborators. Hs ap-
plication may st least take nccount of that difference.”

o 1‘1‘!:9 concern, with seif incriminatlon !s feflected in tié test of smmling to in\mke the
. exclusionary mile. As the Court stated in ‘tnited States v. Calandra: “Phys, standing to
. inveke the exclustonary rule fuader the Fourth Amendment] has been confined to situations
where' the Government seeks to use sueh evidence to Igeriminate the victim of the uniawenl
seareh. . . . This standing rule is premised on & recognitlon that the need for deterrence,
and hence the rationale for exeluding the evldence are strongest where the Government's

szavg;u’} conduet would result in imposition ef & criminal sanctlon on the vietim of the
geare
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The values cutlined shove have been embodied -in the Amendment from the
heginning. Bui-the importance accorded a partieular. value has varied during
the course of our history: Some have been thought more: imporians or more
threatened than others:al times, “When severa} of ihe values coslesee, the need
for protection-has been regarded as greatest. When only one is invelved, that
need. has been regarded as lessened, Moreover, the seope. of the Amendment
itselfl hag been altered over time, expanding or contracting in the fact of chang-
ing circumstanees and needs., As with the evelution of other constitutional pro-
visions, this development has been case in definitionsl terms. Words have been
read by different Justices and different Courts. to mean different things. The
words of the Amendment have not changed; we, as a poople, and the world which
enveleps us, have changed. : T _

An Important example is what the Amendment seeks to guard as “seeure.”
The wording of the Fourth Amendment suggests a concers with tangibie prop-
erty. By ils terms, the Amendment protects the right of the people to be secure
in their “persons, houses, papers and effeets.’” The emphasis appears to be on the
material possessions of s person, rather -than on his agriva.cy generally, The
Court caine to that conclusion in 1928 in the Ghmste cage, holding thas the
interception of telephone messages, if aceomplished without a physical trespass,
wag outside the scope of the Fourth Amendment. Chief Justice Taft, writing
for the Court, reasoned -that wirctapping did not invelve a search or seizure;
the Amendment proteeted only tangible material “effecis” and not intangibles
stieh ag oral conversations. A thread of the same idea can be found in Entick,
where Lord Camnden said:*“The great end for whieh men entered into seciety wag
o secure their property.” But, while the removal and carrying off of papers
was a trespass OF the mest aggravated sort, inspection alone was not: “the eye”,
Lord Camden said, “canneot by the law of Englund be guilty of 5 frespass.”

The movement of the law simce Olmstead has been steadily from protection of
property to protection of privacy. In the Goldman case in 1942 the Court heid
that the use of s deteetaphone pluced against the wall of & room 6 overhear
orsl conversations in an adjoining office was not uniawful beeause no physical
trespass was involved. The opinfon’s unstated asswaption, however, appeared $o
be that a private oral conversation could be sweng the protected “effects”
within ilie meaning of the Fourth Amendment. The Silperman case luter eroded
Olmstead substantislly by holding that the Amendment was vickated by the in«
terception of an oral conversation. through the use of a spike mike driven into
a party wall, penefrating the hesating duet of the adjacent home. The Court
stated thal the question whether a trespass had occurred as a technical master
of property law was not conirolling; the existence of an setual intrusion was
sufhicient, - - . I

The Court finalty reached the opposite emphasis from its previous stress on
property in 1967 in Kafz v. Uniled States. Fhe Court declared that the Fourth
Amendment “protects people, not places,” against unreasonable searches and
seizures; that oral conversations, although intangible, were entitied to be secure
against the urinvited ear of & government officer, and tha$ the interception of 5
telephone conversation, even if aecomplished without a trespass, vicisted the’
grivai:y on- which petitioner justifiabiy relied while using & telephone booth.

ustice Harlan, in a concurring epision, explained that $o kave a constitutionally
protected right of privacy under Katz it was necessary that a person, firgt, “have
exhibited an aetunl {subjective) expectation of privacy and, sceond, tfmt the
expectation be onethat society is prt:ﬁ&red to recognize as ‘reasonable.’ V! .

At fizst glance, Holz mighi be taken ns a stafement that the Fourth Amend-
ment now protects ali reasonable expectations of privaey-—that the houndaries
of the right.of privaey are coterminous with those of the Fourth Amendment. Buf,
that assumption would be misleading. To begin with the Amendment atilf ﬁm«
tects some interests that have very little if any thing o do with privacy. T Ha,
the police, may not, without warrant, seize an automobile parked on the owner's
driveway even though they have resson {o believe that the automobile was used
in committing n crime. The interest protected by the Fourth Amendment in such
a case Is probably better defined in terms of property than privacy. Moreover, the
Katz opinion itself eautioned that “the Fourth Amendment cannot be translated
into-a general constitutional ‘right to privacy.” ” Some privacy interests are pro-
tected by remaining Counstidutinonal guarantees. Others are protected by federal
statute, by the stutes, or not at aii,

“The point.is twofold, First, under the Court's decisiops, the Fourth Amendments
does pot pratect every espectation of privacy, no matter how ressenable or
actual that expectation may be. ¥t does not protect, for example, apgainst fakse
friends’ betrayals to the police of even the most private confidences. Second, the
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Ypeasemable expectation of Pprivacy” standard, often said to be the test of Kafz,
is itgelf ‘a eonciusiti. It represents a judgment that cerfain ibehavier should.as &
inatter: of law be proteeted sgainst unrestiained ‘governmental intrusion: That
judgruent, to be e, Tesis in part on an assessment of the réasonableness .of the
expectation, that i, en an ohjeetive, factual-estimation of . u risk of intrusion
under given eireiunstanees, joined with an setual expeetation of privaey- by the
person involved in:a particular case, But it iz plainly more than. that,. since it
is-also-intermingled: with 2 judgment as to how important it is to society that
an expectation should be sonfirmed-—a judgment based en a perception of our
customa, tragditions! and valucs as &fre‘e‘ﬁea;}le. : S S

The Kaiz decision itself illustrates the point. Was it really a “reasonable ex-
pectation’” ad the time of Katz for a person to believe that his telephone conver-
sation in a pubiie phone booth was private and not suaceptible o interception by
s microphone on the hooth’s outer wail? Almost fordy yvears enrlier in Olmstead
the Court held that such nontrespassory intereeptions were permissible. Goldman
reaffrmed that holding. So how conld Ktz reasonably expect the contrary? The

apswer, 1 think, is‘that the Court's decision in Kalz turped -uitimately on an
assessment of the éffeet of pormitting such unrestrained intrusions on the individual
in his privaie and social Me. The judgment was -that a license.for-unlimited
governmental intrusions.upon every. telephone would pose too great a danger to
the spontaneity of . hsman thought and-behavior. Justice Harlan put the peoint

this way in Linafed Stales v. Whiler =+ L e B o
*ePha analysis must, i my view, tranacend thesenrch for subjective expectations
or iegal ttribuion of assumptions of risk, Our expectations, and the risks we
assume; are in lirge part reflections of faws-that translate into reles the customs
and valaes of the pass and present” "0 oo T TV I
T A weighing of values is an inesenpible part in the interpretation and growth
Lt the Fourth Amendmént,-Expeetations, and their Teasonableness, vary- accord-
ing to eiresnstanees, So will the need for an intrusion and.its likely:effect.. These
clements will* define the ‘boundaries of the isterests-which the Amendment helds
8 “gpeure.’ T LRI t T e T T T
To identify the intefests whieh dre to he “securd,” of eourse, only ;begins the
inguiry. 14 is équally cssential to identify -the dangers from which-those inter-
gsis are ta be secure. What constitutes an intrusion will depend on. the: scope
of the protécted Taterest. The early view that the Fourth Amendment.protected
poly tangible property resulted in the rulethai & physieal frespass or teking was
thé measyre-of gn intrusion. Olimstead rested:on the faeh that there had been ne
physieal trespass inte the defendant’s home or office. T4 aisol held that the use
of the sensé-of hearing to iatereept’a sonversation-did. net constitute s search or
seizure, Katz, by expanding the scope of the protected inferests, necessarily” al-
tered “our misunderstanding -of -whal eonstitutes. an -intrusion. Since: intangibles
such -t oral conversations aré now regarded aw protected “effects,”.. the-over-
hetiring-of - & copversation may-constitute an infrusion apart. from--whethér. a
physical trespass is invelved. = v oot oo e 2 -
- The nature of -the seareh -aud seizure ¢an he very- important; An entry into
a house fo -sedrch its inberior may bé viewed 45 more serious.than the over-
houting of = .eértain t¥ype of sonversation, 'The risk of.abuse.may Aoom:darger
in-¢ne ease than the other. “Fhe factors that have eome to be:.viewed as inost
imporiant;: however,- are the purpose and effectrof the intrusion.: The :Supreme
Court Bas-fended to-focis pob so mueh on what was physically. doneshut on why
it was doné apd -‘what the consequence is:likely to be,. What is:selued;: why it
s seized, and what is done: with what' is.weized are-eritical questions: v
“ Trtated earlier’that ‘w0 dentral concern-of the Fourth Amendment-was with
intrusions to obtain evidence to ineriminate the vietim of the search;:This con.
cern ‘has ‘Heen’ reflected in: Supreme Court degisions' which have: iraditionaily
tpeated “inffusions to gather-ineriminatery evidenee differentiy -from -intrusions
fof ‘peuttal’ or*benign . purposes. In: Frenk v. Maryland, the sppeflant was fined
foryefusing to” sliow -a housing ihspector tosenter hiz residence..ie- determine
whiether it was - maintained in” compliance with ‘the “musieipal. housing. eode,
Viciaticn of the eode would have led only to a direction t¢ remove the violation.
. Only faiture o ‘eomply with the direction: would lead to a criminal: sanction.
The Court held ‘that sich administrative searehes could be condueted without
wirrant. Justice: Frankfurter, writing for. the  Court, nbted -that the Fourth
Amendment was & resction to ‘‘ransacking by. Crown officers: of $he homes. of
citizelie in search of evidence of crime or of illegally imported .godds.”. He ob-
“gerved 4hat both Entick and Boyd were concerned with -attempis. te-eompet in-
dividuals tirineriminate themselves in criminal eases and that “i%-was on- the
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issuc of the right to be tecure from searches forevidenceto be used.in-criminal
prosceytions or for forfeitures that the great hattlé for fundamental liberty was
fought.” There was thus a great difference, the Justice sajd, hetween searches
to seize evidenee for eriminal prosecutions and searches to detect the existence
of municipal health code violations. Searches in this latter category, conducted
“as an -adjunet to a regulatery scheme for the general welfare of the comiaunity
and not as 'a means of enforcing the criminal Iaw, [have] anfecedents deep in
our history,” and should nob be subjected to $he warrant requirement,

Frank was later overruled in 1967 in, Comare v; Municipel Court, and a com-
panion case, See v. Ody of Seattle. In Comara, appeliant wasg, like Frank, charged
with a eriminal violation ns a result of hig refusal to permit & municipal inspector
to enter his apartment to investigate possible vielations of the city’s housing
code. The SBapreme Court rejecied the Frenk rationale that municipal fire, health,
and honsing inspections could be condneted without n wakrant because $he
ebject of the intrusion was not to search for the frnits or instrumentaiities of
crime. Moreover, the Court noted that rmost regulatory.laws such as fire, health,
and housing codes were enforced by criminal processes, that refusal to permit
entry to-aninspector was often a criminal offense, and that the “self-proteetion”
or ‘“‘mon-incrimination” objective of the Fourth Amendmoent was therefore
indead .involved. ' CL N

But the doctrine of Camara proved to be limited. $n:1971 in Wyman.v. James
the Court held thet s “home visit” by a welfare-caseworker, which entailed ter-
mination of benefits if ihe welfare recipient refused entry, was lawful despite
the absence of.a warrant. The Court relied on the importance of the public's
interest in obtaining information about the recipient, the reasonableness of the
measures talken to ensure that the intrusion was limited to the extent practicable,.
and meost importantly, the fact that the primary objecfive of the search was not
to olitain evidence for a criminal investigation or prosecuticn, Camarg and Frank
were distinguished as involving oriminal proceedings. - . .- - . .
Perhaps what ‘these cases mainly-say is that the purpose of the intrusion, nnd
the uie to which what.is seized is pnt, are mors imporiant from a constitutional
standpoint than the physical act of intrusion itself. Where.the purpose or effect.
iz noneriniindl, the search and seizure iy pereeived as. less froublesome and there
is & rendiness to find reasonableness even in the shgence of a: judicial .warrant.
By cootrast, where-the purpose of the intrusion s te. gather-incriminatory evi-
dence, and herice hostils, or when: the consequence of the intrusion is the.sanction
of the criminal-law, igreater protections may be given, : ;. -0 C

Fhe Fourth Amendment then; as it has always been interpreted, does not give
absolute protection against.Govérnment intrusion. ¥n'$he words of the Amends
ment, the right guaranteed is seeurity against unreasonablesearches and seizurcs.
As sIustiee White said in the Camara case, “there ¢an be no ready tess for deter-
trining. reasonablesess -other than by balancing the need-io-search against the
invasion which the search enfails.” Whether there has' been a . constitutionally
grohibéted invasion at ai has come to diepend less on an abselnte: dividing line

etween protected and unprotected areas, and. more:on an estimation of the
individual sedarity interests affected by the Government's actions. Those cffects,
in turn, may depend on the purpose for which the search.is made; whether it
is hostilé, neutral, or benign in. relstion to the persop- whede-interests are ine
vaded:; and also on the manner of the search. . o

By the same token, the Government’s need to search, to invade individual
privacy interests, is no longer measured -exclusively-—if indeed -it ever was-—by
the traditional probable cause. standard. The second elsuse of the Amendinent
states, in pars; thab “‘no warrants shall issue but upon probable cause.” The
concept of probable cause has often been read to bear ypon and in many cases
to controi the guestion of the reasonsbleness of searches, whether with or with-
out warrant. The traditional formulation of the standard, as “reasonable grounds
for beiieving that the law wag being violated on the premises $o be searched”
reintes to ihe Clovernmental inferest in the prevention of criminal offenses, and
to seizure of their instruments and froits (Brinegar v, Unidted Statez}. This
formuiation in.Gouled v, United States once took content from thelong-standing
“mere evidence rule”-—that searches could not be undertaken “solely for the
purpose of , .. {securing} evidence $0 be used | . . in a ¢riminal or penal proceed-
ing, but that they may be resoried to only when a primary right to snch search
and seizure may be found in the -interest which the public . . . may have in the
property to be seized.” The Govermnent’s interest in. the intrusion, like the indi-
vidual's interest ia privacy, thus was defined in terms of property, snd the right
to search as well as o seize was Hmited to items-—contraband and the fruits and
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instrumentalities of erime-—in -which the Covernment’s interest was” thought
superior to the individual’s. This notion, long eroded. in ;grractice, was expressiy
abandoned by the Court'in 1967 in Warden v. Hayden. Thus, the detection of
crime-—the need to discover and use “mere evidence”—may presently justify
infrusion. : . . I -
Moreover, as I have indicated, the Court has held that, in certain situations,
- something less than probable cause—in the traditional sénse—may be suffieient
ground for intrusion, if the degree of intrusion is limited stricily’ to the purposes
for which it iz made: Ta Terry v. Ohio the Court held that & policeman, in order
o proteet himself and others nearby, may conduct a limited "pat-down” sedreh
for weapons when he has reasonable grounds for believing that criminal conduct
15 taking plaee and that the person searehed is armed and dangerous, FLast term,
in United Stales v. Brignoni-Ponce, the Court held that,.if an offieer has 2
“founded suspicion” that a car in a border area contains ifiegsl aliens, the officer
may stop the ear and ask the occupanis to explain suspicious circumstanees.
The Conrt eonciuded that the important Governmentsl interest involved, and the
absenee of practical alternatives, justified the minimal intrusion of a brief stop.
Tn both Perry and Brignond, the Court emphasized that a more drastic intrusion—a
therough seareh of the suspect or automobile-would require the -justifeation
of traditional probable esuse, This point is refleeted in the Court’s decisions in
Almeida-Sanchez and Ortiz, in ‘which the Court held that, despite the interestiin
stemming llegal immigration, searches of antomobiles. cither at fixed cheekpaints
or by roving patrols in places that are-not the “funetional eguivalent” of borders
eonid not be undertaken without probable eause. o S

Nonetheless, it is clear that the traditional probable eause standard is not the
exelusive measure of the Government’s interest. The kind and degree-of interest
required depend on the severity of thé intrusion the Government seeks to make.
The requirement of the Jla‘mbahie cause standard itse may vary, -ss the Court
made elear in Camara, That.case, as-.you recail, coneerned the mature of the
probable cause requirement.in the context of -searehes to- identify housing code
violations, The Court was ‘persuaded that the only workable method-of .enforca-
ment was periodie inspeetion of all struetures; and coneluded -that beesuse the
search was'not “personal in nature,” and the invasion of privacy involved was
limited, probable casuse could be based on ‘anpraisal of conditions in the ares as
a whote,” rather than knowledge of the condition of partieular bauildings. I a
valid public interest justifies the intrusion contemplated,” the court stated, ““then
there i probable csuse o issue & suitable restricted search warrani.” In the.
Keith case, while holding that domestie national security surveillance->not in-
volving the activities of foreign .powers. and their agents--was subjeet o the
warrant reguirement, the Courd noted that the reasons for such domestie surveil-
iance’ may differ from those justifying surveiliances for. ordinary erimes, and
that domestic security surveiliapces often have to be long range projects. For
these ressons, a standard of probable cause to obtain a warrant differeat from
the traditions] standard would be justified: "“INffereat standards may be com-
patible with the Fourth Amendment if they sre reasonable both in relation to
the legitimate need of Government for intelligenee information-and the protected
rights of our citizens, - - . . ot .
- In brief, aflthough at one time the “reasonablencss” of a search may have been
defined ageording to_the traditional probable eause atandard, the situation has
rnow been reversed. Probable cause hias come to. depend on.reasonsbicness—on
the lepitimate need of the Government and whether there is reasoen to believe
that the precise intrusion soughi, measyred in terms of its effeet on individual
seeurity, 15 necessary to satisfy it : . .

This poiat-is eritical in evaluating the reasonableness of searches or survell-
innces nndertaken to proteed national security., In some instances, the Govern-
ment’s interest may be, in part, to protect the nation against speeific actions
of foreign powoers or fheir agtént.swctiong- that are eriminal offenses. In other
instances, the interest may to proteet against the possibility of aetions by
foraign powers and their agents dangerous to national security—aetions that
may or may not be criminak Or the interest may be solely to gather inteltigence,
in o variety of forms, in the hands of foreign agents and foreign owers—iniei-
Iigiez}ee that may be essential to informed eonduct of our nation’s foreign affairs.
Fhis last interest indeed may often be far more eritieal for the. proteetion of the
nation than the detection of a particular eriminal offense. The Feurth Amend-
ment’s standargd of reasonableness as it has developed in the Court’s decisions is
sufficiently flexible $0 reeognize this. :

v



35

Just as the rensonableness standard of the Amendment’s first clause has taken
content from the probable clause standard, se it has also come to incorporate the
particularity requirement of the warrant clauvse—thes warrants particulariy
deseribe “‘ihe place to be searched, and the persous or things o be seized.” As one
Cireuit Court has written, in Uniled States v. Poller, aithoug pointing out the rem-
edy might not be very extensive, “[Liimitations on the fruif to be gathered tend
to limit the quest itself.”

The Government's interest and purpose in underiaking the search defines
its scope, and the societal importance of that purpose can be weighed against
the effeets of the intrusion on the individusl, By precise definition of the obiects
of the search, the degree of intrusion can be minimized to that reagonsbly neces-
sary to achieve the legitimate purpose. In this sense, the particularity require-
ment Of the warrant clause is analogous to the minimization requirement of Title
11}, that interceptions “be exeguted in such 2 way to minimize the interception of
comimunications not otherwise subject to interception’ under the Title.

But there is a distingt aspect to the particularity requirements—one that is
often overlooked. Axn officer who has obtained a warrant based upon probable
cause fo search for particular items may in conducting the search necessarily
Eave to examine other items, some of which may constitute evidence of an entirely
distinet erime. The normal rule under the plain view docirine is that the offcer
may seize the latter incriminating items ag well as those specifically identified in
the warrant so long as the scope of the authorized search i not exceeded. The

. minimization rule responds to the coneern about overly broad searches, and it
requires. an effort to Hmit what can be seized. It also may be an attempt to imit
how it can be ysed. Indeed, this minimization concern may have been the original
purpose of the “mere evidence” rule. ..

e concern about the use of what is seized may be most important for future
actions. Until very recentiy—in fact, until the Court’s 197} decision in Biven v.
Siz Unknown Federal Narcotic Agenfs—the only sanction against an illegal search,
was that its fruits were inadmissible at any criminal trial of the person whose
interest was invaded. Bo long as this was the enly sanction, the eourts, in hudging
ressonsabloness, did not really have to weigh any governmental interest other than
that of detesting erimes. In pragtical effect, s search could only be “unreasonable™
as o matter of law if an attempt was made to use its fruits for prosecution of a
criminal offense. So long as the Government did not attemps such use, the search
conld continue and the Government’s inferests, other than enforsing eriminal
{aws, could be satisfed. i ]

It may be said that this confuses rights and remedies; searches could be
unreasonable even though no sanction followed. But I am mnot clear that this
iz theoretically so, and realistically it was not eo. As I have noted earlier, the
reagonableness of a search has depended, in major part, on the purpose for,
which it is undertaken and on whether that purpose, in relation to the person
whom it affects, is hostile or benign. The searchk most hostile to an individsal
is one in preparation for his eriminal prosecution, Exclusion of evidence from
eriminal {riafs may help assure that searehes undertaken for ostensibly benign
motives are not used as blinds for attempts to find criminal evidence, while per-
mitting searches that are genuinely benign to continue. But there is a more gen-
eral point. The effect of a Government Intrusion on individual security is & filne-
tien, not only of the intrusion’s nature and circumstarces, but also of disclosure
and of the nse to which its product is put, Its effects are perhaps greatest when
it is employed or can be employed to impose criminal sanctions or to deter, by
disclosure, the cxercise of individusl freedoms. Tn short, the use of the product
seized bears upon the reaszonsbleness of the search. . )

These observations have particular besring on electronie surveillance, By the
hatnre of the {echnology the “search” may ncesssarily be far broader than its
iegitimate objects. For example, a survelilance justified as the only means of
oblaining value foreign intelligence may require the temperary overhearing of
conversations eontaining no foreign inteiligence whatever in order eventually to
locate its ohject. To the extent that we ¢an, by purely mechanical means, select
ouf only that information that fits the purpose of the search, the intrusion is
radically reduced. Indeed, in terms of eflects on individual security, there would
be no intrusion at zll. But other steﬁs may be approprigie. In this respect, I think
we should recalt the language and the practice for many years under former § 605
of the Communications Act, The Aet was violated, not by surveillance alone, but
only by surveillanee and disclosure in eourt or to the public. 1 may be that if a
eritical Governmental purpose justifies a surveiliance, but because of techrological
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i possible to lithis surveilfance strietly to those pérsofis ¥ to
-whari ‘alone supveillance is jistified, on¢ way of reducing the intrusion’s'éffects is
40 limit strietly the revelation or disglosurg or the uge of its produet.” Miniinization
procedires oan bt weéry important. & U0 T

: -A’_In‘ ditetsging the standard of reagohableness. I have necessarily deseribed the
évolving standards for issuing warrants and the standards governing bheir scope.
Baut, § have not yet discussed the warrant requirement itseif-fow it relates to
the réasonableness standard. and what purposes’it was intended  to_serve, The
retationshipof the warrant requirermens to the quasbnab?enéss standard was de-
soribéd . Johuson v, United Statés by Justice Roberi Jackson: “Any assumption
fhat evidence sufficient-to support a magistratels, disinierested deterniination
to issfie a'seaf

gt el e
Lmitations it/is no

ey .

seatel warrant will justify the officers in making a search without o
warrgnt wonld reduge the Amendment to a nullity and leave the peopie’s homes
sevaré ondy: in the discretion of police offfcers, . . . When the rights of privacy
must reasonably vield to the right of search s, as a rule, to be decided by a judicial
officer, not by & policeman o government enforcement agent, This vigw has not
always been aceepted by s.majority 'of the Court; the Courl's view of fhe relation-
ship between the général reasonableness standard and the warrant requirement
iss Shifted often and drammatically. :Bub the view expressed by Justide Jackson
ishow guite clearly.the prevailing position. The Court said in Katz that “searches
condubted outside the judicial progdss, without prier dppreval by judge or magis-
trate are per, se unfeasohiable under the Fourth Amendmerti-sibject only to a few
gpecifiedily established and weli-definented exceptions.” Such exceptiony include
those 'gréunded in necessity——-where’ exigencied’ of time and cireumstance make
Fésott Yo & magisithte praetically impossible. These include, of course, the Terry
stop and frisk and, to some degree, searches inefdént To arrest, Bul ihere dre other
exceptions, ‘hot ai’vgays' grounded in exigecy--for &xample, some Jagtomobile
searches—and, at Joast semic Kinds ¢f ‘searches not conducted for purposes of en-'”
forting eriminal Jaws-—such, #s’ the ‘welfare visits. of> Wynign' v. " ames.’ In: short,
the warrant, requirement itsclf depends.on the purpose ‘and deégree’ of Antrusids,
A'footnote 16 the majority, pinion in' Katz, a8 ‘well ng, Fusticd White's concutring
1 {"dpen fhe, possibility that, warrants may niot be required for searches
for natiohal gegarity purposes, And, of tourse, Justice Powell's obinicw’
hile réquiring, svarrants for, daidéstic’ geourity’ surveillanged,“Buggests
that a.different balancéanay be striick when the burvéillance Is indertaken aginst
foreign powers and their agents t6. gather” intelligence: infcs':'ffg; iion ‘oF’ £¢ protect

against foreign theeats,. o e o, ot o
.1, The; plrpose” of “the ‘Svarrant’ réquitement i§ 1o guard ‘against Over-s ealgisness
of-Government Gffiidls; who may téiid to overestimate the basis and rieeessity-of

o, and, to undérestimate phe impact of “th Sir efforts on Trdividuals. ' 1§
Sk, sald 0 United Stalgs .. URitad States District: Chert:, “The bistorical -judg-
iént,, which the Fourth Amendsient hccepts;. is that unreviewed exeentive. dig-
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on' Thay, yield foo Feadily ,_tﬂglprgasg_u_z‘es‘té,pbﬁ!-in.'im;rin'li_ng?tig‘%f‘byigie‘hce-;md

ook potentiallinvasions of privacy and protected speech.” “Whese plirposes

of thé warrant requirement musthe keépt Ariply if hind in‘analyuing the appro-

sehens of abplying it to the foreign Intelligexioe and security apéa. " o= 0"

. There is 4 real possibility that applic tioh of tHe warrant requitement, at least”
aren ‘of tHe normal ¢riminal sehreh warraht, the ‘form adépted’in Title
: witl’ éndonger legitimate ‘Government interests. As I have indicated, Title
1iF sets up a detaild procedure for interseptiof of wiré' or.aral communications.
.. If réquirés. the precurerient of & judicial wafrint and presciibes the information
fo b set, forth in the petition to the jiidge so that] among other things, he. miy
find probable cause.that & crisne has been’or is.ibout ‘to be comsmitted. It re-
guires potification to the parties subject to thi stirveillance within a pcriod after
it.has taken place. The statute is elearly unsuited o protection of the vitsl na-
tiongt interests in sontinying detection of the activities of foreign powers and
their agents. A motice requirément—aside from ‘other possible repereussions—
could destroy the isefulness of intelligenck source and methods. The most critical
gurveillance in this ares may have nothing whatever to do with detection of crime.
» Apart from the probleris presented by, particular ‘provisions of Title il the
argument’ sgainst application of the warrant. requirement, ever- with an’ ex-
panded probable cause standard; is thati, judges and magistrates may underesti-
mate.the importance of the Government's need, of that the infofmation necessary
fo make that determination eannot He digelosed to -4 jiidge or magistrate with~

out Fisk of its aceidental revelagion-—a revelation that could work great harm

oo e

fo the nation’s seourity. What i often’ less HiKely to be noted is that a magistrate
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may be ag prone o overestimate as to underestimate the force of the Govern-
ment's wneed. Warrants necessarily are issued ex parie; often decision must
come guickly on the basis of information that must remain confidential. Appli-
tations to any one judge or magistrate would be only sporadic; no opinion could
be published:. this would Limit the growth of judicially developed, reasonably
uniform standards based, in part, on the quality of the information sought and
the knowiedge of possibie alternatives. Equally important, responsibility for the
intrusion would have been diffused. It is possible that the actual number of
searches or surveiliances would inecrease if executive officials, rather than bhear-
ing responsibility themseives, can find shield behind a magistrate’s judgment
of reasonableness, On the other hand, whatever the practical effect of a warrant
reguirement may be, it would still serve the important purpose of assuring the
public that searches are not conducted without the approval of & neutral magis-
trate who could prevent abuses of the technique.

in diseiissing the advisability of a warrant requirement, it may also be useful
to distinguisk among possible situations that arise in the national security area.
Three sitnations—greatly simplified-—come to mind. They differ from one another
in the extent to which they are kmited in time or in target. Firsé, the search may
be directed at a partioalar foreign sgent to detect a specific anticipated activity—
such rs the purcliase of 4 secret document. The activity whieh is to be detected
ordinarily would constituie a crime. Second, the gearch may be inore extended in
time—even virtually continuous—but still would be directed at an identified
foreign agent. The purpose of such a surveillance would be to monitor {he sgent's
activities, determine the identities of persons whose access to classified information
he mighi be saploiting, and determine the identity of other foreign agents with
whom he may be in contact, Such a surveillance might aiso gather foreign intel-
ligence information about the sgent’s own country, information that would be of
positive intelligenee value to tﬁe United States. fi‘bljrd, there may be virfually
continuous surveillance which by its nature does not have specifically predeter-
mined targets. Such a surveillance could be desigred to gather foreign’intelligence
information esgential to the security of the nation, ) .

The more Limited in time and m’fﬁet & surveilfance is, the more nearly analogous
it appears to' be with a traditlonal eriminal search which involves a particular
target ioeation or individual at s specific time. Thus, the first situation I juss
deseribed would in that respect be most amenabie to some sort of warrant require-
ment, the second less s0, ¢ efficiency of & warrani reguirement in the third
sitnation would be ininirnal, If the third type of surveillance I described were
submitted to prior judicial approval, that judicial decision would take the form
of ez parte declarstion that the program of surveillines desi,gned by the Govern-
ment striltes a reagonable balance between the government's need for the infor-
mation snd the protection of individualy’ rights. Nevertheless, it may be that
different kinds of warranis could be developed to cover the third situation, In
his opinion in Almeida-Sanchez, Justice Powell suggested the possibility of area
warrants—issued on the basis of the conditions in the area to be surveilied--to
aflow sutomebile searches in areas near Ametica’s borders, The iaw hag not lost
its inventiveaess, and it might be possible o fashion new judicial approaches to
the novel situations that come up in the area of foreign inteliigence. ] think it must
be pointed out that for the development of such an extended, new kind of warrant,
a statutory base might be required or at least appropriate. At the same time, in
desling with this area, it may be mistaken o focus on the warrant reqguirement
aione to the exciusion of other, possibly more realistic, protections. '

What, then, is the shope of the present law? To begin with, several statutes
appear to recognize that the Government dees intercept certain messages for for-
eign iniefiigence purpose and that this activity must be, and can be, carried out,
Section 952 of Title 18, which I mentioned earlier is one example; scetion 798 of
the same title iz another. In addition, Title [1¥'s proviso, which I have quoted
earlier, explivitly disclaimed any intent to limit the authority of the Executive to
conduct electronic surveiilance for national security and foreign intelligence

urposes. In an apparent recognition that the power would be exercized, Title
11 specifies the conditions under which information obtained through Presi-
dentially authorized surveillance may be received into evidence. It seems clear,
therefore, that in 1968 Congress wag not prepared to come to a judgment that the
Execeutive should discontinue its activities in this area, not was it prepared o
regulate how those sekivities were to be conducted. Yet it connot be said that
Congress has been entirely silent on this matter. Its express stabubory references
{0 the cxistence of the activity must be faken into account.
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The ease law, although unsatisfactory, in some respects, has supported -or left
_untouehied the policy of the Executive in the foreign intelligence ares whenever
(the Tague hds been squarely confronted,The Supreme Court’s decision in the
Keith take In 1972 concerned the legality of warraitiess surveillarice dirccted
against a domestic ‘organization with no connection to & foreign power and the

Goveinment's attempt te introdues, the product of the surveilisnce as cvidende
in the crifingl trial of a person charged with bombing & C.1.A. officein Ann Arbor,
. Michigan. In part because of the danger that uncentrolied discretion might result
in use of elecironie surveillance to deter domestic organizations from exercising
First Amendment rights, the Supreme Court held that in chses of internal security,
when there is no foreign involvement, 5 judicial warrans is reguired. Speaking
for the Court, Justice Powell emphasized that “this case involves only the domes-
tie gspects of national security”’. We have expressed ne opinion as to the issues
which may be involved with respect to activities of forsign powers or their sgentd.

As 1 observed in my remarks at the ABA convention, the Suprame Court surely
reslized, “in view of the importanee the Government has placed on the need
for warrantiess electronic surveillance that, after the holding in Keith, the Gov-
ernment would proceed with the procedures it had developed te conduct those
gurveitlafices not prohibited—that” is, in .the foreign intelligence area or, as
Justice Powell said, *with respect to astivities of foreign powers and their agents.” 7
. .The two federal circuit, court decisions after Keith that have expressly ad-
dressed-the problem have both heéld that the Fourth Amendment does nét require
#-warrani; for electronic surveiliance instituted. £o obfain foreign intelligence.
In the firdt, Undted Stefes v.' Brown the defendant, an American citizen, wis
_incidentaily. overheard ‘as the result of a warrantless wiretap suthorized by $he
yattorney, General for foreign intelligence purposes.” In uphelding the legality of
1be surveillance, the Court’of Appdals for the Fifth Cireuit declared that on the

basis of, “the President’s constitutional duty fo act for the United States in the
field" of fordign affairs, and his, inhérent power-to protect‘national security in
the eonduct™of foreign affairs . . . the, President inay constitutionally, authorize
_Wwarrantless wiretaps for the purgosé of gathering foreign. intelligénce.”. Fhe
Lourt Bdded that “'(r)estrictions 'on-the President’s power which afe appropriate
-oin’ dased of domestie security become inappropriate, in the context of the inter-
patigeal'sphere ™" 0 v 0 CUT TTREER T e R e
I Ugisted Stales' . Butenko, the Third Circuit reached 'the same’ tonelusjon——
that the 'warrant réduirement of the Fourth” Amendmeny does noy _a.-p%lx.'to
‘efdctranie, surveillance windertaken - for foreign .intelligence purpeses. ‘Although
“the surveillanee in that' case wil directed at'a 'forei‘gn agent, the court heid
_broddly, that the wairantless surveiltanes would' be Jawful so Tong as the primary
purose. was to obtain foreigh intelligenice’ ipformation. The cort stated. that
sueh surveillance would be reasdnable without a warrant even though if might
‘involve the overhéaring of eonversations of alien officials and agents, and perhaps
of Americad citizens.” I should ndté that dlthough the United States prévailed in
"the Bulenko case, the Department dequiesced in the petitioner’s appliestion for
certiorart in order 1o obtain the Sipreme Court's ruling on thé question. The

\ . dénied, v, however, and thus left the Third Cirewit's decision
‘undistuthed as the prevailing law, >’ - - ' e
'+ Mest récently, in Zweibon v. Miichetl, decidéd in Junc of this yeas, the District
of Columbia Circuit dealt with warrantiess electronic surveillsnee diréeted
‘against A domestic organization allegediy engaged in activities affecting this -
country's refations with a foreign’ power. Judge Skeliy Wright’s opinion for four
of the nide judges makes many. statements questioning uny national security
exception t¢ the warrant requirement. The court’s agiusl holding made clear in
‘Judge Wright's opinion was fal’ nafrowdr and, in fact, is consistent with holdings
in” Miotin and Budenko. Thé court held only that “s warrant must be obtained
before a wiretap is instailed on a domestic organization that is neither the agent
~of nor acting in colluboration with u foreign power.” This holding, I should ndd,
wisg fully consistent with the Departiment of Justice’s policy prior o the time of
the Zwetbon decision. ) o .

With these cases in mind, it is fair fo say electronic surveillance conducted for
foreign intelligence purposzes, essential {o the national security, is lawful under
the Fourth' Amendment, even in the absenee of a warrant, at least where the
"subject, of the surveillance iy a foreign power or ah agent or collaborsfor of a
fcréi;z,{:}. Eower. Moreover, the opinions of two circuit courty stress she purpose for
which the surveillance is undertaken, rather than the identity of the subject. This
suggests that iz their view such Surveillatice without a warrant is lawful so long
as its purpose is to obtuin foreign intelligence.

Supréme Court dénied review,
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. But the legality of the netivity- does- not remove from the Fxooutive or frons
Congress the responsibility to take steps, within their power, to seek an hocom-
madation befween the vital public and private interests invelved. - In-our effort
to seek -such an sccommodntion, the Department has adopied staadards and
procedures designed to ensure the reasonubleness under the Fourth Amendment of
electronic surveiliance and to minimize to the extent practical the infrusios on
individual interests. As I have stated, it is the Departinent’s policy to authorize
eleotronic surveillance for foreign infeiligence purposes only when the subject
is u foreign power or an agent of a foreiga power, By the term “agent” I mean a
conscious ugent; the agency must be of a specinl kind and must relate to se-
tivities of great concern to the Tnited States for forsign intefligence or counter
intelligence reasons. In addition, at present, there is no warranticss alectronpic
surveillance ‘dircoted against any American citizen, and although it is eonoceiv-
able that circumstances justifying such surveillance may arise in the future, I
will not autherize the surveillance uniess it is clear that the American eitizen is
an active, conselous agent or collaborator of a foreign power. In no event, of
coursg, would I anthorize any warrantiess surveillance against domestic persons
or organizations such as those involved in the Keith case. Surveillance witBont
a warrant will not be conducted for purposes of seeurity against. demestic or
internal threats, It is our policy, moreover, o use the Title TII procedure when-
ever it is possible und appropriate to do so, although the statutory provisions re-
garding probable cause, notification, and prosesutive purpose make it unworkable
in all foreign intelligence and many counterintellipence cases. : .

The standards and procedures that the Department hus established within the
United States seek to ensure that every request for surveillance receives tharough
and impartial consideration before a decision is made whether to institute it.
The process is elaborate and fime-consuming, but it is neeessary if the public
interest'is to.be served and individual rights safeguarded. .- : -

1 have just been speaking about telephone wiret.appizzlg and .misrophone sur~
veillanees which are reviewed by the Atiorney -Cleneral. In the-course of its in-
vestigation, the committee hasibecome familiar. with the .more technologically
sophisticated and complex electronic surveillance sectiviiics of other agencies,
These surveillance. activities present-somewhat different legal -guestions, The
communications eonceivably might take place entirely outside the United States.
That fact alone, of eourse; would not automaticsily Temove ihe .sgencies’ activi
ties from serutiny: under the Fourth Amendment since. at. times gven gom-.
municitions abroad may involve alegitimeate privacy interest. of -American eiti-
zens. Other communications congeivably ‘might be exclusively between foreign
powers and their agents and invelve no American terminal. In such. s, case, even
though ‘American citizens may be discussed, this may raise less significant, or .
perhaps no significant, questions under the Fourth Amendment. But theiprimary
coneern, I suppose,.is whether reasonablc minimization procedurss are cmploved:
with respect to use and dissemination., Lo e el

With rospect. to -all eclectronic surveillanee, .whether conducted within the
United- States or abroad, it is essential that efforts be made to minlmize ns-
much as pessible the extent of the intrusion. Mueh in this regard can be done
by modern technoldgy, Standards and procedures can be developed and effectively
depioyed to limmi$ the scope of the intrusion and the use to which its product is put,
Various mechanismns can provide & needed assurance to the American peopie that-
the setivity is undertaken for legitimate foreign intelligence purposes, and not for.
politieal or other improper purposes. The procedures used should not be ones
which by indireetion in fact target American cifizens and resident aliens where
these individuals would not themsclves be appropriate targets. The proper mini-
mization eriteria ¢an limis the aczivit}r to its justifable and necessary scope.

Another factor must be recognized. It iz the importance or potential imporianes
of the information to be secured. The activity may be undertaken %0 obtain
information deemed neecessary to protect the nation againgt actusl or potential
attack or other hestile nets of a foreign power, to obtain intelligence information
deemed cssential to the security of the United States, or to protect national
security information against foreign inielligence activitics,

Need is itself a matter of degree, It may be that the imporianee of some
information is slight, but that may be impossible o gauge in advanee; the sig-
nificance of a single bit of information may-become apparent only when joined
o intelligence from other sources, In short, it is necessary to deal in probabilities,
The importance of information gathered from: forciga establishments and dgenis
may be regarded generally as high—slthough cven- here there may be wide
variations. At the same tirae, the effect on individual liberty and security—at



' 40

least of American citizens—caused by methods directed exclusivély to-foreign
agents, particularly with minimization progedures, wouid be very all he, - :
There may be regulatory and institutional deviees other than the .warrant
requirement, thit would betfer assure that-intrusiens for natiodal security and
foreign inteligence pirposes ressonably balance the important needs of ‘Govern-
ment and of individual interests. In assessing possible approaches to this problem
it may be useful to examine the practices of -other Western demoeracies. For
example, England, Canadn, and West Germany each share our concern about
the confidentialiiy of communications within their borders. Yet each recognizes
the right of the Executive to intercept commimications without a judicial warrant
in eases involving suspected espionage, subversion or other national seénrity
intelligence matéers. : ) : T e
In €anada and West Germany, which have statutes analogous to.Title-I1%,
the Exesutive in national securily eases is-exempt by statide from the requdire-
ment that judicial warrants be obtaized to authorize sirveillande of tommnni-
cutions, I England, where judiciai warrants are no$ required to .authorize
surveilienee of communications in-criminal investigations, the relevant sfatites
recognize an jhherent suthority' in the Exeeutive to. suthorize such. surveillance
in national security: cases.! In each counfry, this authority is deemed ‘to cover
interception of mail-and telegrams, as well as telephone conversations, = :
. .In ait three countries, requests for nationsl security surveillance may be made
by the nation’s inteHigenes agencies. In.each, & Cabinet member is autherived to
grant the request, . - S Co S
In England: and.West Germany, however, intercéption -of communications is
intended t0 be a last resort, used only when the information being sought is
likely to-be-unobtainable by any othér means. It is interesting to note, however,
that both Canada apd West Germany do require the Executive to report 8eriodi~
eally fo the Legislature on.its national seeurity surveillance activities, In Canada,
the Solicitor General fles an annua} report with the Parliament setting forth the
rumber of nationaleecurity surveiliances initiated, their average ingth, & gencral
desic:iption of the methods of intercéption or seizure used, and assessment of their
oty T . to o ST e
-1t miay ‘bé that we can draw on these practices of other Western democracies,
with appropriate adjusiments to fit our system .of separation of powéra.. The
procedures and standards that should govern the use of electronic methods of
obtaining foreign intelligence and of guarding agsinst foreign threats are matters
of public policy and: values. They are of critical concern to the Executive:Branch
and toCongress, as well as to the courts, The Fourth Amendment itself is a re-.
flection of public.policy .and values—an evelving aceommodation  between gov.
" ernimental rdeds and the necessity of protecting individuzal security dnd rights.
(eperal public understanding of these problems is of paramount imporiance, to
assure that neither the -Executiveé, nor the Congress, nor the ecourts risk dis-
eounting the vital interests oo both sides. B
“The probléma. are not simple. .Evolving solutions probably’ will' and should
come--ad they Have in’ the past—from a’combination of legislation,” ¢ourt deci-
sions, and 'executive aptibns, The law ib this'area, as Lord Dreviin pnee.deseribed
the law of ‘search i Englang, ‘fis hapharzard and il defined.” It recognized the

existence and the necessity of the Executive's power. But the Executive and the

Licgistatide are, as- Lord Devlin. also ‘said, “expected to' act reasenably.” The
future gourse-of the law will depend on whether we canr. meet that ‘dbligation.’
*-Senator Martmias. -Well, the Chairman hss asked 'how-wou. could
improve this legislation, and I have & very simple answer Emf‘.‘yozi-',on
that. Oni-May 2, 1974, [ introduced in the 93d Céngress the Bill of
Rights Procedures Act, which was designed to enforce the protections
of ‘the Bill of Rights by requiring. & court order for many:forms of
Government surveillance;, including msil opening, entry ¢f “homes,
inspection of bank, credit, and medical records, as well ‘as the use of
bugs and wiretaps. And I guess the guickest answer that Icould give
you to.improve it would be to substitute 8. 3440 for the-current bill.
I think it would be an improvement: - o

T teport of the Committee on Privy Couneifiors appolnted to inquire inte the {otefeep-
tion o? communieations (1937}, which states; af page b, that, “The origly of the power to
intercept communleations ean only be surmised, but the power has been exerdlsed fromm very
pariy tlmes; and has been recognised as a awiul power hy & suyccesaton of atatutes cover
ing the last 208 years or more’
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» But my problem is I am afraid it wouldn't be law in 1976, and I
think we need law in 1976, and I would encourage the Committee to
enact the present bill and go forward. Now, as a fallback position, on
June 5, 1975, I again introduced the Bill of Rights Procedures Act,
and I made some remarks on that oceasion which.sgain I would ask
the chairman’s permission to include as'a part of this testimony.
Senator Bava. Without objection. - Ced -

_ [The dogument referred to {ollows:]

SraremenT or-Hox, Cliarues McC, Marnias, Jr, ox oas Froor oF Tes SoNATE
oo - -Fune 5, 1975 : Co .

‘Mr. MaTmas. Mr. President, recent events have demeonstrated to all. Americdns
that our Government his at times iranscended eonstitttional processes and
involved itself in a varicty of excesses in the area of surveiilance. These incjude,
but are by no menns mited to: militury intelligence activities at the 1968.Demo-
erafic National Convention, FBI surveiliance of various civil rights leaders and of
participants at the 1964 Democratic Convention, w_iretapp%ngby the White House
“plumbers™ unit, compilation of thousands of files at the CIA related to domestic
security, and the inaintenance of FBI files on Members of Congress. Most startling
of aif is the so-called-Huston plan revealed in the conrse of the Senate Watergate
investigations.: - - L o o
- Jovernmental surveillance—the Federal invasion inio areas of privacy resson-
ably expected by ali citizens—hus sown the seeds of 4 deep-seated malhise into
American life. Watergate, CIA and FBY surveillance, the maintenance of files on
eongressional Members all dre part of this problem. 'fhey have been accompanied
by an onrash of technologieal advancement and growing powers of Bureaucratic.
stractures, all of which has ereated a kind of 'futyre shock’ sénse that things are
inst. moving foo fast—have gotten beyond our control, . " L

The malaise gripping an ever-increasing nuniber of Astericans in the apprehen-
sioe und fear that these who register dissent, those who voice displensure with
governmental poliey; are subject to unbridied serutiny through pervagive govern-
tental surveillanee techhigues. Actusl surveillance in blatant disregnrd of con-
stitutional safefuards has created the apprebension that there may . be intrusions
&t any time upon one of our miost ‘¢herished idenls, the. rightfo privacy. But
perhups . of greater conmsequence is -the chilling .effect thut sccompanies such
gurveillance. The mere threat of monitoring intiniidntes individuals, forces with-
drawal from political netivity, and impinges upen first smendment freedoms, It is
by no means an everstatément o claim that unchecked governmen tad surveiliance

strikes at the very vitality of this Natibn. . )

The fourth-smendment provides: . .. .. R o,

‘The right of the people to be sequre in their persons, houses, papers, and «ffests,
against unreasonable searches. and selzures, shall not be violated, and. no Warrands
shall issue, but upon probable esuse, supported by Cath.or afirmation, and
p'a_rtiguiar!y -déscribing the.place to be seurched, and the persons or things to-be
seized. - .. : - . . , ,

Justice -Brandeis emphasized. the importance of the fourth amendment to
the right of privacy in his 1928 Olmstead dissent: -~ - . .

To proteet {the right-to be let alone), every unjustifiable intrusion by the gev.
ernment upen the privacy of the individual, whatever the means employed, must
be deemed a violation of the fourth amendment, . .

The Bupreme Court in Kaiz v. U8, 389 T.8. 347 (1967) held thut the amend-
ment’s spirit sow shields private speech from unreasonuble surveillance, The
deeision implicitly rew%nizes that bread-and unsuspected governmental indur.
sions into conversational privacy which electronic surveillance entails necessitates
the application of the fourth amendment safeguards. : :

Whiﬁa the fourth amendment speaks of “unressonable searches und seizures,”
r?asenabl.cnws has been deterimined on the basis of the commands of the warrant
clause: . C : :

I is net an inconvenience to be weighed semehow agninst the claims of policy
efficiency. It is, or should: be, an important working part of our muchinery of
government, operating 18 a matter of course to check the well-intentioned but
mistakenly over-zeslous exeeutive officers who are a part of any system of law
enforcement. Coolidge v. New Hampshire, 403 T1.8, at 481, . -
zgé\igré:?;;mntly.the.ﬁigh Court stated in U8, v. . U.8. District Court, 403 1.8

1 Lo - . - .o ce .
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! he fourth amendient contempiates a. prior judieial judgment, not the risk
that executive diserefion may be reasonably exercised. Thiy judicial; role-aecords
with our. basic eonstitutional doctrine that individusl- freedoms. will best be

_preserved throngh & separation of powers and division of functions aiong the
different branches and levels of government. vt i :

Therc are exceptiony to the warrant requirement, but they are few. apd have
heen judicially delineated with extreme cantion. The court in 1.8, district court,
supta., rejected the coptention that there should be an exception to the warrans
requirement in areas of domestic security,; the inhcrent vagueness of the seeurity
eoncept, the necessarily broad and continuing nature of intelligende gathering,
and tEc femptation to use such surveillanee to oversce pe%itiea% digsent dictate
that the requisites of the fourth amendment be adhered to even in such matiers;
And the court called upon the Congress to formulate the standards upon which
judicial approval of national security surveiliance may be rendered, That is what
this legislation is designed to provide, o -

Mr. President, keeping in mind: :

- The pargmount interest we nli share in our rights to privacy;
. "I'he frightening revelations of the past 2 vears; : o i

The chilling effect that unchecked governmental surveillance neeessarily
breeds: nad : ' : T :
-~ Congress’ constitutionad respensibility to enaet statutory guidelines-to assure
that the Bill of Rights remains secure from the assaulés of arbitrary power,

‘T reindroduce today a bill which would strengthen the guaraniees of privacy
contained in the fourth amendment, I introduced an identical bill in the 93d
Congress, S, 3440, The bill, entitled ‘“I'he Bill of Rights Procedure Ack of 1975,”
weuld reguire any Federal ngent to obtzin a court order béfore he or she may
eanduét any form of snrveillance on a private citizen. Probable cause must be
demoenstrated hefore the court order could issue and the warrsnt wust be specific
in its particulars, ) _

The term surveillance includes bugging, wirctapping, and sl other forms of
eleetronie eavesdropping, opening of mail, entering of dwellings; snd the inspection
or pracurement of the records of telephone, bank, credit, medical, or other private
transactions. A court order would be reguired in virtually ¢very instance, tge only
excepiions being: The serving of an arrest warrant, the hot pursuit of a eriminal, or
when-the consent of the individual hiag been obtained. <

A penalty of up to 310,000 andfor a year imprisonment is provided for any,

governmental official, employee, or agent who willfully violates or eauses the
violatién of the bill, The legisiation requires that within 30 days afser application
for & eonrt'order, the pplicant must file a report with the Administrative Office of
the 1.8, ‘Courts and with the Committee on the Judiciary of the-House and
Sem_ﬁgd- Followup reports on approved surveillance activities: would also be
required. . o -

Tt is sy firm belief that the discretionary autharity in the area of gavernmenbal

strveilianes should not be lodged solely with the executive branch, Surveillance
undertaker oh any grounds ineluding national security and foreign policy -must:
poriformy ‘with the requisites of eonstitutional processes. N
. Phe chief judge of the third circuit expressed his belief that there is nolexpcutive -
prerogative in the field of forcign affairs intelligence which may be beyond the
reach of those ehecks and balances whiell in' one way_ or another lithits- every
gther power of the'central Government. - R U A
«i Tt is $roubled times sueh as these that we are now freing that gendrates warnings
and catis for setion on the part of Congress. Congress has the'responsibility and
the power £0 enact the siatutory-guidelines necessary 0 assurethat the: il of
Rights citadel constructed by our forefathers is-not breached by the-exereise of
arhifrary power. : o VR Rt

. "The substanee of the Bill of Rights reflected the experience of the tonstitutional
framers with governmental éxdesses; the fegislation I iniroduce today refleets our
recens experiences with execuiive excesses as welll ! CHEBLT

“‘We have had clear and unmistakable warnings: ot
" 'Fhere mist be provisions for vigorous oversight and full accountability of $he

actgvit-ies of the T.S. Government in al! areas of surveillance of Ameriean citizens;
and - . EE - .
- % We must adhere to the belief upon which our form of government was founded,
. Law, freedom, the pursuit of justice, and the exercise of arbitrary ‘and unchecked
powar are necessary, irreeoneilable and in eternal conflict. e

Mr. President, | am pleased to note today that a companton bill has been intro-

duced in the Hotse of Representatives by the Honorable Charles Mosher of
Ohio. That bill has 72 cosponsors and has been the subject of nearings before the

.
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Judiciary Committee of the House. This legislation has bread support and [am
hopeful that it will receive promps attention in the other body, ,
1r. President, in the course of its deliberations, the House Judieisry Com-

mittee has indicated thaf it may make some changes in $heir bill. I am certainly
ameaable to any improvements. I, for instance, more specifie standsards for the
issuanee of subpenas were to be provided, I would think we would want fo give
eareful consideration. ME* poiat is that I am wedded to the concept of this legisia-
tion, but not to specific isnguage.
Mr. President, I ssk unanimous consent that the text of my bill be printed
st this point iz the Reconp.

There being no objection, the bill was ordered to be printed in the Rzcorp,
as follows:

5. IBRS

Be it enacted by the Senale and House of Kepreseniutives of the United Stales of
America in Congress assembled, That this Act may be cited as the “Bili of Rights
Procedureg Act of 19757,

FINDINGS AND PURPOSES

8re. 2. {a) The Congress hereby finds and declares that—

(1} the rights of the people of the United States under the Constitntion of the
United States are endangered by interception of eemmunications, other electronie
surveillance, the entry of dwellings, opening mail, and the inspection of and
precuring of the records of telephone, bank, credit, medicazl or other business or
private transactions of any individusl when undertaken by officials, agents, or
employees of the United States without a court order issued upon probable eause
that a erime has been or is about to be commitied, supported by oath or afrma-
tion and particularly describing the place to be searched, and the rersens oy
things to be seized.

(2; the constifutional duty of the Congress to make the laws and fo provide
for the common defense, and the constitutional duty of the President to exceute
the laws and to command the Armed Forces and other security forces according
£ rules and regulations made by the Congress, would not be Impeded by requiring
court orders for any interception of communications, other electronic surveillance,
the entry of dwellings, opening mail, or the inspection of and proenring of ihe
records of telephone, bank, credit, medicsl, or other business or private trans-
actions of any Individual;

(3} the constitutional duty of the Congress to make laws $o protect the pational
security of the United States and the constitutional duty of the President to
execute such laws should ot limit the rights of individuals under the Constitution
of the United States. Any interception of communications, other than electronic
surveiliance, the entry of dwellings, opening maii, or the inspection of and pro-
chiring of the records of ielephone, bank, credit, mediesl, or other business or
private iransactions of any individual which i undertaken on any grounds,
ircluding but not limited to, national security or foreign pelicy, without a court .
order issned upon probable sause that a crime has heen or is about to be ¢om-
mittéd, sepporied b% oath or affirmation and particulariy describing the place -
to be searched and the persons or things to be seized, constitutes “an unreason-
able search gnd seizurc” within the meaning of the fourth amendment to the
Constifution of the United States. ) .

(b} 3t is thereforc the purpose of this Act o prohibit any interception of com-~
municationy, other electronie surveillance, surreptitious eatry, mail opéning, or
the inspection of and procuring of the record of telephone, bank, credit, medical
or other business or private transaction of any individual without a court order
issued upon probable cause that a erime has been or is about to be committed
supported by oath or affirmation and particularly deseribing the place to be
searched and the persons or things to be seized. : . ..

SEARCHES AND SEIZURES

Sre. 3. Bection 2236 of fitle 18, United States Code, is amended to read as
follows:

“§ 2238. Searches without warrans

{2} Whoever, being an officer, agent, or employee of the United States or any
departmment or agency thereof wilifuliy——

“{1) searches any private dwelling used and oceupied as a dwelling without a
warrant directing such search or malicionsly and without reasopablc cause
searches any other building or property with a search warrang;
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469y Proeures Of inspects the records of telephone onlls bank, efedit, mediesl or-
other busipess or private transaétions of any individual without 4 sdafeh. warrant
or the consent of the ipdividual; . L0 0 T Y S

-4{3Y ‘Gpens’ any foreign or dompstic mnail hot directed tohim without s search,
warrant diréeting such opening or without fhe consent of the sender or addressee

of such mail in"Violation of section 3623(d) of title’3%:0r .  *. - ..
#(£) inthroepts, endeavoers to iktercept, procures any other. person $o intercept
sny wire or oral communication cxcept s anthofized under chapter 119, - -'_1:"'

shall be fined hot thore than $106,008 or imprisoned not. more than ORC. year, or,

hoth, K - A R AP T
“egly (1) The provisions of seetion (a)(1) shall not apply to any person~— . ?
“(A} serving a warrant of arrest; . . oo
«{R) arresting or attempiing to arrest & person committing of altempting to
commit an offznse in his presence, or who has committed. or is suspected on
reasonable grounds of having commitied afelony; or R L T
“(C) making a search ot the request or invitation or with the.consent. of the -
oecupant of the premises. R L '
“{9) For purposes of subsection {(a) the terms ‘wire communication’, ‘oral
communication’, and ‘“intercept’ shall have the-same, meaning’as given ¢ such

termsundercekapter 119.7 1 RN o
b ey . . PR . . . o wy S - et
So w4 T CINTERCBPTION OF WIRE OR ORAL COMMUNICATIONS. "7 .-~

M werar o g, P - N it R o ' ot "
-8Ec; 4. () Seetion 2531(1) of such tifle 18 is amended, byostriking out, “Except-
as ctherwise specifically provided in this chapter” and-ipserting in lieu thereof
“iyeeps as specifically provided in this chapter, and.exceptas speeifieaily provided.
in chapter 108 in the-case.of any officer, agent or employee of the United-Btates,”.

(b) Bections Z511{3), 2518(7}, 2518{d}, snd the last sentence of section 2520
of sueh title 18 are repealed..; . o« . - . R . -

P2 et

IR . et - ) F1E - - ? -
v . REPORTING OF INTERCEFIRD COMMUNICATIONS
“§x6.i5. (a) Section 2519 of suth;titg 18 is amended to,vead ‘as-follows:.
%2519, R’(;p‘orts:-coripe_miz}g“ interceptedt ‘wire, oral, and other éf}gh’mux}i{:aﬁens
~e(5¥ Withifi thitty days after the date of an ofder authorizing.or abproving the
interception of & wire or oral communication {or each exiénbion thereof) éntered
under section 2518 or t};]p";d'{gniai'qf’_‘grz' grder approving an interceptiof,. the
gexjson séeking steh order Sl repdtt $0 the' Administrative Office of the Uhited ™
tates Courts and 16 the Committeds on'the Judiciary of thé Senate and House
of}?{,e resentatives— ¢ 1 '] e ; o GaoL T
s

_ the fact that'in order ¢r extogsion was applied for;’ LT
“{2) the kind 6f order or extension applied for; . 0 . (v,
148y the fagt that the order o ¢ eitensioh was granted as applied for, was modified,”-

or Was denjed;?” UL T T T S PR
“4{4) the period of intéreeptiong authorized by the order, and the number apd

diiration of any extensiobs of thelorder; e S _
"4(5) the hames Gf all pattics to theintercopted communieations; - . S
“(g} the offefise specified‘in the order or application, or extensien of an order;”
“(7} the ddentity of the investigative or law enforcement officer-and. ageney

miking the application-and the person authorizing the applieation toibe madc;
@) 5 eopy of ‘the court order authorizing, approving; or. denying’ sueh.

jnterception; ... . o .. L T
(8} the naturé of the facilities from which, oF the place - where communications -

were intercepted. ' s T T e T e

.. “(by Within 60 days after the date of an ordér authorizing or Appfoving the

interception of a wire or oral communigation {or’exbension therecf} entered under

section 2518, or the denial of an order approving an interception, the judge hearing
the application for such order shail transmit to the Committees on the Judiciary

-of the . Senate and House- ofr Representatives coipplete tfanscript. of the

procecdings. . T .o
“(g) Within 90 days after the date of an order autborizing or approving the
interception of a wire or oral eommunication {or each- exteasion’ thereof) entered
under section 2518; and avithin 60 days after $he termination of any such. inter-
ception, the persen authorized to make such.interéeption shall report-to fhe .
Administrative. Office of the United States Courts and $o the Commitiees on the
Judiciary of ihe Senate and House of Representatives the disposition of.all records

"

b3
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{inclnding any fogs or summaries of any such interception} of any such intercep-
tion and the identity of and setion taken by all individaals who bhad aceess to any
sich interception.” . _ ' C ) o

{b){}) Any information transmitted or submitied, pursuant'to section 2519{a) {5}
of title 18, T}J(zzﬂ;.cd States Code {as added by subsection {a} of this section), to the
Congress or +o any standing, special, or select committee of either House of
Congress or to any joint committee of the two Houses of Congress, shall be treated.
as a confidential commugnieation and kept seeret. - . - -
" {2) Paragraph (1} of this subsection is cnacted by the Congress— :
- {A) as an exercise of the rulemaking power of the Benate and House of Bepre-
sentatives, respectively, and as such shall be considered as a part of the rules of
each House, respectively, or of that House to which it specificaliy-2pplies, and such
rite shall supersede other rules only to the extent that they are inconsistent
therewith, and . S T

{B) with full recdgnition of the constitutionsl right of either House te change
such rule {so fur.as it relates to the procedure in such Honse) at any time, in the
same manner, and to the'same extent as in the case of any other rule of such House,

REPORTING AUTHGRIZATIONS TO OFEN MAIL

Sac. 6. Chapter 205 of such titie 18, is amended by adding at the end theteof the
foliowing new section: i o : )
#§ 3117, Réporting requirements in the case of warrants issued huthorizing the

‘opening of masil . S )

“{5} Within 30 days ufter the-date of izsuance of & warrani to open any mail or
the denial of such a warrant the person seeking such warrant shail report o the'
Adrainistrative Office of the United States Courts and to the Commitiee on the
Judiciary of the Sennate and House of Representutives, o

{1y t{e {iet that a warrant was applied for; : :

g “(23 the faet that the warrant was issucd as applied for, was modified, or was.
enied ; . ) : . .

1403} the offense specified in the warrant;

“{£) the identity of the investigative or Iaw enforcement officer and the ageney
making the application and the person authorizing the application to be made;

*{5) the names of the sender and addressec of all mail opened pursuant to such
warrant; , - o

“{8) a copy of the approved warrant; : : K

“{7) the nature of the facilities from which or the place where any such mail was
apened;, and - S o : .

(8} the disposition of all records (inciuding any log, copy, or summary) of any:
sueh mai} or the contents of such mail and-the identity of and action taken by ail
individuals who had aceess to any such mail. .

“(h) Within 60 days after sho-date of any warrant authorizing the-epening of any
mail, or the denial of any such warrant, the judge benring the application for such
warrant shall transmit to the Committee on the Judieiary of the Senate and House
of Representatives a complete transeript of the proceeding.”

TECHNICAL AMERPMENT

Src. 7. The a.naly-&is of chalﬁter 205 of such title 18 is amended by adding at the
end thereof the following new item: ~ : ' C
#3117, Reporting authorizations to open mail.”. :

. Senator Marrias, In the recently published final report of th e-'Sellect:
Committee on Intelligence, this statement was made: o

Bince the early 1830s, intelligence agencies have frequently wiretapped and
bugged Américan citizens, without the benefit of judicial warrant. Recent court
decisions have curtailed theé use of these techniques ngainst domestic targets, but
past subjects of these surveillances included a Usited Stutes Congressman, a
songressional steff member, journalists and newsmen, and numerops individuals
and groupe who engaged in B0 eriminal activity and who posed no genuine threat
to the national security, such as two White House domestic affairs ndvisors, and 'an
anti-Vietnam war profest group. While prior writien approval of the Attomncy
General has been required for al} warrantless wiretaps since 1040, the record is
replete with instances Wwhere this requirement was igoored and the Atiorney

CGencral gave only after-the-fuct nuthorization,

115t Gl
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- 1-think we have to take notice of ‘the fact. that- beginning -with
President  Franklin Roosevelt in 1940, every administration hag
asserted the right and, has actuslly conducted, warrantless wirétapping
and bugging of Americans in national security cases. And it is to the
credit of President Ford and: Attorney General Levi that they are
breaking, for the first time, with this longstanding executive-tradition’
by submitting this legislation to Congress. I think that their motion,
that the amount of distance that they have moved has to be. noted.
. Iri the absence of the checks }gmvide by the judieial warrant require-
ment in this bill, as Senator Kennedy said before me, there is simply
no way to check the abuse in this area. A :
There are three examples that 1 just mention very bnefly. First
was between January 1964 and October 1965, which is the famous
surveillance conducted against Dr. Martin Luther King, and it is
hard to find a nationa! security excuse for this act. Second, the 17
wiretaps on journalists and Govermment employees, again impressively
documented. And third, the incidental collection of information from.
electronic surveillanee in the early 1960s, which revolved arcund sugar
quota legislation. There were a total of 12 warrantless wiretaps on
domestie and foreign targets; smeong the wiretaps of American citizens,
there were two on lobbyists, three on executive branch officisls, two
on & staff member of the House of Representatives commitiee, and &
Eéuglwas planted in the hotel-room of our late collesgue, Harold D.
coley. : R
Nm{r, it is hard to imagine—1 den’t know what more of a danger
signal we need than to have the Members, congressional staffs, news-
men, members of the general public being tapped. That is the abuse
of power. I don’t know what definition you would require. - .
The Supreme Court, I think, has affirmed that the central problem-
was in failure of the procedures that were then in use. The Court said
that in a key case, the fourth amendment contemplates the. prior
jucicial judiment, not the-risk’that Executive discretion may.be
reasonably exercised. This judicial role -affords, with our basic consti-
tutional: doctrine, that individiial fréedoms’. will. best “bé preserved
through. a separation of powers and a-division of functions. among the
différent branches of our Government. And that is really what:the bill
before the Committeé ‘contemplates’ w'division of functibnis: & w4l
Tt brings somebody else into the act. Under the old practice, the
Attorney General could. do it.in his own office, under his own roof,
with his own staff around him, and this way there is going tu have to
be some dispersal of that power.. ... .. 2. o0 .07 e
_ I think the three other important features of the bill are that the
{iidge may issue the warrantonly where he'fiitds thereis prabablecalize .
to believe that the target of the wiretap is » foreigh 'Power 61 the agent ©
of s foreign power, that he must find probable cause that the sarget is
engaged in clabdestine intelligence activities. [ think- thiat: “this. is
entirely consistent with ‘the former Select Committee’s recommenda~
tions in this ares, ‘ - T S
Now, Ithink there are some objections to this bill which -are-sound
objections, and as I said at the beginning, I don’s think it-is perfeet
by any master .or means, but the provision of the bill ¢oncerning.
reservation of Presidential power is not sufficient grounds for killing
the bill. We have no protection at sll in this area now. The President,

.t
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this President and most of his modern predecessors have made large
claims of power, inherent power in this ares. We don't concede: those
elaims by passing the hill, but the Court ean make that perfectly
clear. What we are simply domo- is providing some safeguards where
none exist foda

T think the g:angress when voting to create your Cammxtbee clearly
aontemplated a new order in congressional oversight and review of
intelligence activity by the executive branch, and I think this means
that you have the opportunity and the support of the Congress to
vigorously watch how this legislation will be enforced. You are going
to see if it works. You are going to see if people overstef: it: You are
going to see if it is inadequate. If you want, put a time limit on it

Senator Bavn. May T ask the Senator how we are going to overses
under the specific wording of the bill which the reporting procedures,
as I understand them-——and if I am wrong, tell me-—are confined to 8
numerical reporting of the number of taps?

Senator Marmas. I think when you get the log of the number of
taps under the resolution ereat;mf the Oversight Commztiaee you can
ca{i for additional information. § think that is just vour zhreshold
¥ 02111‘ point of entry. 1 think you ean pursue that and clearly have that
right.

“Senator Bavm. Well, I beg to differ. I would feel more comfortable
if I felt, the interpretation of the Senator from Mar tand was correct.
The way 1 see this bill, we really don’t have anything available but
the numbers, and one of the places ] would lke to look at how we-came
through this ‘bill is making available the very kind of information that
the Senator from Maryland is concerned about himself so that we can
provide an oversight, so that a fudge also can have a better view. Of
course, that is arguably available to us.

Senator MATHIAS. eil, I might say to the cheairman, when I earlier
said that if you adopted the Bill of Rights Procedures Aet, it might
be an improvement, and in this particular regard, that is "the case,
because section G -

Senator Bayr. Well, let’s not preceed further.

Well, go.ahead. :

- Senator Case. Yes, I think this is the Senator’s own hzll rlght‘?

Senator MATHIAS. Yes.

Benator Case. How do you handle it there? :

- Senator Maruias. We provide in various parte—I was. mentzonmg
szesmn 6; but there: are other—we have provision here, ior example
thats - . o

Within 50 days after the date of an order au{.honmng or approving interception
of & wire-or oral communivation, or each extension thereof, entered into under
section 2318, within 60 days after 'the termination of such interception, the person
authorized w make such interception shall report to fhe ad:mmst,rat.we officer of
the United.Biates courts, and {o the Commiftee on the Judiciary of the Senate
and the Housé of Represeniatives the disposition of all records, nthuding logs

and suinmaries of any such interceﬁtaon and of the zction taken by aii individuals
who have had -any access 1o suc intercepiion.

Senator Baym. Well, the Senator will concede that that iaza]guage is
rauch different than the lan uage eonfained in the present b
Senator Maraias. But I honestly believe, as I understand the
charter of your Committee, that you have every right to make further
inquiries bevond just the bare statisties.
enator Gary. Would the Senator yield on this point?
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~Fidon’tithink you were'here when T'was questioning Senator Kennedy
at quitelgreat length -on this particular subject. k«don’t think Senate:
Resolutiont400 has the force of law whichi seemns appropriate.to me to
tie:down in thislegislation, because if: we-aTe going:to providé ovéisight,
not just in quantity, I think that the numbers are useless. So they had
87 iwiretaps ;. so what? I -think we weed to know; 1f we are going ‘to
follow::Senate- Resolution 400, about- the quality of those -taps, what
they were doing; what théy were finding.outs® ~* .0 o ool o0
. 8o T-feel ‘guite strongly that-we bught fo -adopt, some other language.
for this-bill arid not rélyon Senate Reseolution 400, which.doesn’t have
the foree of law. ¢« - . - 3p oo e s ce o st 0T T
Senator Marreas: Well, far.be it from me,; Senator, ta dissuade you
from adopting language of.the sort-thét I proposed inimy -own, bill.
There it-1s, you have 1t But. I onlyi can recall our own experience on
the Select.Commitfee, Which ‘was wery ‘good; and we.had no more
authority. The authority for.the Select Committee didn’t rise from any
higher 'source than -the authority for this comimittee, and when we
requested. information of the kind' that I fhink you inay need,.it was
available, 1. was forthcoming. -~ . ¢ .- /oo e o0 T
. Benator Garn. Even if it was true,.you weuld have no ebjection to
tying it down in this bill. : " el
< Benator MaTrias. No. Tf you-can.do:it and the President will sign
it Joam all -for it, but-I just urge some’' cantion. on how-you proceed..
. +Senator Casp. Mr, Chairman; this i§ a very important subject, and-
I am glad;we got.on to it and’got on to it,very soon-after the Senator:
started: his.testimony: 1. - L T s
.- Is ‘there anything i this act.or bill ‘that-in any’way permits this
Committee, Congress, orrthe.Senate to- get .information that othefwise
might be subject to & elnim of privilege on the part.of the Executive?.
The: determinations-of & requirement of nativnal seeurity-—-can -they
be examined and the reasons for-them under the lahguage of this bill,
or-an amendment. that might. be drafted, of. are we:going:to:be up’
sgainst-a-stone wall? T VU T I S SR
‘Senator Marmas. Well,; I think you . always, of!course, have the
danger- that some arbitrary Executive is going to claim that ke has.
some. privilege which is going to protect him from:the scrutiny of @' |
congressional committee. I don’t know any formule. that s.going fo
profect you from that. [t is-going to be the vigilance and the vigor.of.
the committees.in pursuing. the interests that the.Congress is here-to -
protect. That is the only safeguard. [ think really now, agdin, I view
“;h_at-ycu have here as a threshold, and you have to make the most
LY A T <
- Senator Case: We understand that, of course, but the pomnt I am.
trying to-get st is do you think that technically, not now the question
of whether.the President will-veto the bill, but, technically, whether we
might insert a requirement for review by this Committee of the deter-
mination without running into & claim of executive privilege. It seems.
to me that executive privilege is largely for the purpose.of %iamcbing-
the intercourse between .the President’s advisors and, the President,
and that when saction .of, the White House through the security
officer here starts:in motion & process of this sert, including putting
the Court’s procedure in motion, that this then gets outside the area
of executive privilege. , Ce e .
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Senator Maraias, I think the SBenator is exactly right. Once the
tap has been placed, the action has been taken, beyond the advice
or beyond the discussion. But as far as the privilege could possibly
reach, you want to know what was done, how it was done, and what
is the impeaet of the action and all that kind of thing, which I think
is clearly within the right of a congressional committee to know,
Certainly, as I say, I would endorse that idea of a specific right to
examine these laws and efforts in my own bill, so I would hope ti‘zat
this Commnittee might be able to fashion semebhmo

Senator Case. Thank vou;, Mr. Chairman. '

Senator Bayw. I fear we sort of horned in and got the SBenator from
Maryiand off of his testimony.

Senator Marmias. Well, you have got the whele thmg, Mr.
Chairman. -

Senator Bayn. Weﬁ let me raise one more point 1 would like to got
your impression on, where it seems to me that at least one can make a
good argument that for the sake of defending the country and pursuing
the assessient of information necessary of foreign intelligence to
accomplisk that goal, that one standard might be established that
would be below that standard which would normally be required
if we were talking shout g&thenng information pursuant to.bringing
a criminal proseeution. Additionally, that had been done, right or
wrong, and what concerns me here—and I would like fo get the
Benator’s assessment, #f he is familiar with section 2528, use of in-
formation, subsection (c)—seems to permit the use of informyation
which .is gathered under the less severe standards of protection of
civil rights, individual rights, in the collection of intelligence data,
to use information that is gathered under that warrant in a criminal
prosecution which would require a higher standard of - procf fo be
established before that kind of warrant would be permitted.

The Senator from Massachusetts argued that this wasg: not the
case, that there are protections available there. But I wonder—well,
we can discuss this again with him because he is very sensifive to
this 1 am sure. is the Senator from Maryland concerned? Does he
feel there is any possibility we might be lowering the i)a.rs there as
far as criminal prosecution is concerned?

- Benator Matmias. 1 think it is admittedly a difficult: quesf,mn 1
thmk it is a question that is probably going to have to be adjudicated
somewhere along -the line, but T am not sure that it is central to the
issue before this Committee. It seems to me that if we have in. fact
looked af or established two classes of warrants, which in fact is
discussed by the Attorney General in his long and philosophical
statement on the fourth amendment. He says, in fact, quoting Justice
Powell irs the Keith case, that differens standards may be- -tompatible
with the fourth amendment if they are reasonable, both in relation
to the legitimate need of (Government for inteliigence informafion
and the protécted rights of cur ¢itizens, for the warrant application
may vary according To the governmental interest to be enfar{,ad and
the nature of citizen rights deserving protection.

In other words, the Attorney General seems to say that thc Govern-
ment has an interest in enforcing the law, an interest in the guestion
of detecting interest in criminals, but that isn’t the sole interest of
Government.
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Senator Bava: I fear I didn’t. phrase the. queqtmu very sueeinctly.
Fhere is siich a double standard. But the question is, dbes thelanguage
of this bill commingle thein and permit & warrant ostenhlbiy to.colleet
foreign intelligence data which meets a lesser standard, nevertheless
fo-collect’ information which is then used in & subqeqaent criminal

- trial without letting the defendant bring a focus te bear on-the iegahty
or illegdality of the orlgmal issuance of the warrant?. -

Senator Marmias: This is going to be'a question. which the. courts
are going to wrestle with. 1 said earlier ‘they are going to adjudicate.
_The Government will notify the Court of ihe source of the infor-
mation. Then the Court will tuke in its dzqcreuoa the duty of advmntr
-the defendant.

‘Benator Bavm. ’\fiay 1 ask the Senator at his ioxsum, because 1
know how busy he is, to give special attention because I would like
to have his opinion, to subsection {¢) there of section 2526, which -
we have there & warrant whichisissued to collect foreign in t,eihgance
and erimineal violations are discovered, and then thé judge has an in
camera, ex parte discussion of whether the surveillahce was authorized
and conducted ‘in & manner which did not violate any right afforded
by ‘the .Constitution of .the person. against whom the evidence was
introducted. Thus, the mdividusl himself and his lawyer are not a part
or privy of determmmg the! canstxtutzonahty of the-issuance of the

- warrant.-And:then thejudge.may, itisays, order diselosed to:the person
agamsb -whorn such evidence was introduced this information: "
+I-wonder if' maybe-we ought.to-strengthen thit..And why: dow’t

- i qnot:pursue this further unless:the Senator wants to-because I:think

it is:n. delicate legal question, but the wayl suggést’ right there, we
aretaffecting what the thrust of. the- htlgatmn that tlle Senabor from
Maryland: suggests may- be forthcoming.rt v < "

Senator: Marmas: Well, I-think as the Senabor smd 1b isa {icizcam
aféa. My own intuition on-it is that, if itis a’lawful search; propérly
authorized under: this billi that: turns: up something- else, LF
would” probably be. avaliabie' But” timt isn! t i eonsﬁered }izdgmcnt
Thams s 'question-of intuition. .. . : ;

> Sendtor:Baxzn. Mr. Clhgirman; of Lm}r%e, thzs wimie thmg i$ sort
of modified a little by the Bmd’y zule, and 1 deu's believe there is
anythmg in the proposed statute, as I read if, that wounld .abrogate
the-availability of Brady to & ficfendanb who mlght iw unpaled on the
horns: of ‘this difficulty. -

" Bay. there was’s wiretap and it dld tum up somethmg itlegal, and
that-would sfart a fight -t the Justice -Department ‘and there was:a
prosecution as a result of it. Assumirg that the judge had tried to
protect the constitutional rights of the ez parte defendant, under |
Brady once they ask for all that data and information; mlght T ask
either Senator Mathias or you, Mr: Cheirman, or anyone else, once
they invoke their Brady rights aud ask for all of their mform&tmn,
could they challenge the determination of the judge at that time
that : their constttnt;ona% rights were adequately profected in the
first instance with the issuance of the warrant?

Senator Bavs. I don’t know how fo answer that question. What
concerns me is that we don’t know what the Supreme Court is going
to rule as far as the colleetion of foreign intelligence is cem'emed

at . that .
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Senator Baxsr. Well, I dow’t know what the Supreme Court is
going- to rule sbout Presidential authority absent. the sfatutory
authority. . -

Senator Matuias. And I think this is probably one of the things
that until the Supreme Court has acted, none of us are going to know
the final action.

I am of the thought that assuming the warrant was lawful at the
start, whatever its purpose, that whatever rights were available would
be preserved.

Senator Baxsr. Including the Brady.

Senator Marmias. 1 think so.

Senator Barsg. I would think so, too, and I would hope that the
Commitiee and its staff would look into that because Brady has
become such a cornerstone of the defendant’s rights that that ought
{0 be considered in relation to the procedures out—%ined in this bill.

Senator Mareiss. { would hope the Committee, that while you have
to be concerned about all aspects of any legislation having impact, that
it did not overemphasize this point, however, because i seems to me
that as a practical matier, criminal prosecution is not going to be the
objective of this kind of an investigation. .

Senator Baxer. No; but it is going o be the marvelously concen-
trating effect on & defendant’s mind i it results. o

Senator Maraias. But it may well be that the Government will not -
have any desire whatever to bring any of this into any courtroom at
any time,.so that I think the incidence of problems of this sort are
likely to be very, very minimal because it has the effect, say if you are
going to prosecute some relatively minor criminal infraction, of
exposing a major counterespionage effort, and it is siwply not in
the interesfs of the Government to doit.. . R

Senator Baxer. Mr. Chairman, I agree with the Senator. I think
his appraisal and his ordering of the mmportance of the. activities is
accurate, but I think we ought to give careful attention to whether,
if at nll, we have diminished the available remedies snd rights of a
potential defendant by the passage of this. | o

Senator Marnias. Absolutely, and as I say, my intuition is that
you don’t diminish this. -

Senator Baxer. I agree with that, and I certainly think that is the
objective. : ‘ '

Senator Marrias. I think one of the basic things that this Committee
can do is to look at the question of standards under which-a warrant
can issue and to broaden the standards and to provide for these other
interests of the Government in addition to the question of criminal
violations, and as I have pointed out in my fuill statement which the
Committee has, I think tgis can relieve a lot of these problems.

Myr. Cheirman, if there are ne further questions, 1 will leave you
with the words of that great late Marylander, Mr. H. L. Mencken,
who, with his usual prescience, locked ahead, saw the opportunitics
available to this Committes when he said that conscience is the inner
voice that warns us somebody may be looking.

Thank you very much.

Senator Baya. And lstening.

Thank you, Senator Mathias.
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" The next witness is Senator Mondale, waiting patiently. 1 know
how busy everybody is. I regret the fact that we haven’t been able to
keep quite on schedule, but 1t is & great concern to all of us. that the
Senator from Minnesots bring his gréat background and experience
before us, and I appreciate his being here. . _— -

[The prepared statement of Senator Mondale follows:} . |

 Prerarup StaremeNT o Hon Warrsn F. MonpaLe
"A U8 SknaTor From tHE STaTR 0F MINNESOTA

Mr. Chairman: I'm pleased to be'able to appenr before this subcommitiee today.
As n former member of the praviousinvestigntive Belect Cormmities, 1t gives me
great satisfaction” that there is & permanent Benate. Selaat Commitiee on Intel
ligence Activities and that one,of its first'acts was fo create this Snbeommitiee on
Trntelligenee and the Rights of Ameri¢an Citizens. Please forgive me if 1 slso view
this Subeommittee a5 n sors of lingal déscendent of my owh Subcommittee, which
dwelt ot grens length on the problefniof intelligencd activities and the rights of
Americaps, - oL s R S .

Ii's also anthonbr to Appesr before this Bubcommittee to address the proposed
wiretap logisiation. . This 5 precisely the kind of issue thai necessitated the
création of o new shd pérmanent-inteliigence Commitice, Thd bill, itself, should
bie scen agone of a set of lagisiative adtions that must be taken to &reate o statutory -
charter for our intelligence agencies so0'as to bring thém within the framework of
the rule of taw. The agtion you,take will set precedents for afl the charter legisla-
tion o follow. L D na o G emnee TR
" Yirst, I want to complifnent the Judieldry’ Cofathittde and Senator Kennedy, 1h

* particular, for their excellent work on this legisiation.‘Credit:is due to-Attorney

CGeneral Levitfor his eforis to try to.work out a congensusi solution on an issue
which has, for tod long, been an object of ¢onfrentation between the Congress and
the Excoutive. Wiretap legislation invoives extremely complicated issues whieh
require balancing the ieeds of public order and security aganst the requifedsents
and impetdtives of our Constitutien. - - Sl

““This bill, for: the first time, seeks to bring under the Tule of ‘law. the eoilection
through electronic surveillance of foreign inteiligence within the United Btates.
Since electronic surveillance, involves just about the most intrusive form of dollec-
tion, this bill will, in"effect, establidli the'stahdards and proéedurés for alt other
t¥pes of mirveillancer—informers, mail opening, et cetera, at least until there is
additional expticit chartér legisiation. That is one reason why this bill deéserves
this Comimittee's most eareful eonsideration. In concept-and c}gpaii, 1% Will be the

Forerunner of all charter legislation that may foliow. _ : s

In eoncept,.this bilk focuses on ensbling our Goverpment to inforn'itself of the
activities, ifitentions and.policies of other Governments.and their dgents rather
than on lnw enforcement. The bill sceks to establish a procedure whereby there
will be, for the first time,.a wayrant. procedure and judicial review of the use of
electronit surveillance for these purposes, This is &n irepottant advaptagé over the
present situation where the, Executive acts at will. But the bill sets avother
precedent that T find distirbing. Tt would pormit the most intrusive. tapping and,
bugging Against Americans who are not violating any law. I am referring to the
provision. which defines, ‘lagent of & foreign power,” and which, in effect, would
?ermit- electronie surveillance of Americans allegedly ergaged in undefined
islandesting intelligenoe agtivities”™ but not vielating law. ~ - . = "

-1 don't gquarrel with the necessity of protecting .our nation against hogiile
inteliigence uetivities by foreign powers, We roust be able to do that. T have no
diffienity with the ides that electronie surveillance is & legitimate investigative
technique against those who would conduct terrorism, sabatage, ot assish in carry-
ing out attacks or other hostile actions against the United States, These either are

erimes’or should be'erimnes,

But when it somes to authorizing bugs and faps on American gitizens who are
not engaged in crimes, we must proceed with utmost caution. We must besr in
mind Jatnes Madison's obscrvations on the eve of Congress’ adoption of the

infamous Alien and Sedition Acts. He wrote to Thomas Jefferson: “Perhaps it is

& universal truth that $he loss of liberty at heme is to be ¢harged fo provisions

- against danger, real or pretended from abroad.”

My specifie concern about this Bill is based upon the experienm;of the Belect
Committee. It came te the conclusion that no American shouid be targeted for
electronie surveillance except upon a tudicial finding of probable criminal activity.
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Our éohidlusion was based &8 the Select Committee’s examination of 'the full
range of FBI intefligence activities and sewne of its most closely held files, This
eonvinged ng of the wisdom of Attorney General Huarlan Fisk Stone’s pdlicy of
limiting domestic intelligence agencies to investigating essenfially oniy “such
conduct ss is forbidden by the laws of bhe United States.” He explained his
reasons for this pelicy as follows: i C

“Pherc is always the pessibility that a secret police may become a mennce to
fres governmend and free institutions, because it carries with it the pessibitity
of abuges of power whith are not always quickly apprehended or understood . .,
he Bureau of Investigntion is not concerned with pelifical or other opinious of
individusls, It i¢ concerned only with thelr eonduet and then oniy with such
conduct s is forbidden by the laws of the United States. When & police system
passes beyond these limits, it is dangerous $o the proper administration of justice
and to human liberty, which it should be cur 875§ convern to cherish.”

F was a wise policy: The common denominater of virtually all the abuses we
uncovered was that domestic inteiligence activities which depart from &his
standard pose grave risks of undermining the demoeratic process and harming the
interests of individusl Americans, Americans must be assured that their Govern-
ment operates under the rule of lnw, and that if they conform their behavior to
the law, they will not run the risk of being targeted for electronic surveillwnce
and other intrusive investigative technicues, : t _

One argument for permitting electronic surveiliance for setions not now covered
by law is based on the fact that our espionage laws are out of date. I am’in full
support of the convept of modernizing our espionage laws. That was one of the
recommendations of the Select Committee, S

Attorney Ceneral Levi, in arguing sgainst establishing the criminal standsrd for
foreign, intelligence wiretaps against Americans cited three examples of situations
where the Federal Government would neéd te be able to conduct electronic
?uﬁveiligpw, Hut which do not now fail under the criminad law. These ‘were as
ol lomrs: C ) o .

“'The elandestine eoliection of ‘information by an agent of «-foreign power con~
cerning important industrial processes essential to the national seetrity, cg,
comyaiter technology, - L T Tre e T

“'The gonduct of cspit}nagt{]e-or other clandestine intelligence netivities by ond {of~
eign p{_}untﬁf__ against another inside thé United States. ™ ™ D e
. ‘Fhifd,” My, Levi cited certain terrorist actiVitits undertaken' by s foreign-
based terrorist group agiindt State GoVernments, i€, burnisg dowsn s State
Capitolbuilding . ° _ . oot i

1 am struck by these examples, bechuse: I believe that every one'of them conld
he covered by the criminallaw should we wish te dé so. Indeed, some of them are,
at least in part, covered by existing statute. Tor example, anyone who' is clan-
destinely aequiring compntét technology dnd cxporting it abroad to's Cotnmunist,
eountry wm?ld stand in vielation of two laws: First, the Foreign Agents Hegistra-
tion Agt and, second, the Fxport Administration Act. T mention’ thedé because
these are laws governing the activities of American citizeris acting on behalf of
foreigh powers, and they should not be ignored. . R )

Now I recognize the problem of trying to bring our espionage laws up-to-date;
and the desirability of prompt action on this Bill. However, I dm coscerned by
what I-understand to be the Attorney General’s position which seems to he that,
even if we had the time to modernize thesé laws, he would not want to make
erimies of all of the cases for which he wouid wish to be able to approve eleghronic
?nwéi}l&nce of Americans., He has explained that any such law might be foo

road.

1 can sympathize with that.  understand—and I think we ail ¢an approciabe—
how, in transiating a concept to a law, we can semnetimes go too far and adversely
and npintentionally afeck our Constitutional rights. Indeed, this wiretap legisla~
tion is an cxample of precisely that probiers. We don’t want to muke this ‘problem
worse, but we cannot ignore it cither, )

It has been argued that the warrant procedure is 2 sufficient safeguard. Now 1
strongly agree that this represents an important step forward. But as significant
as this step is, 1 do not believe that we can be satisfied that judicial review will
provide an adequute remedy to the abuses which wc uncovered in the tourse
of the Senate S&ccﬁ Committee’s investigation of domestic intelligence activities,
For the question remains what standard will the judges apply in corsidering
whether an American is engaged in “clandestipe intelligence activity” so thut a
proposed electronic surveiilance is legitimate, 1 believe it's extremely important
that his Committee carefuliy consider how o desl with the exfremely difficult
preblem of defining this ferm. For it is not simply a question of making ignpunge



54

more clear; it iz & guestion of establishing a standard, a threshold beyond which
Ameridan cmzena musat be put on notice that their Government is free $0 compro-
mise their otherwise inalienable rights under the First and Fourth Amendmenta
of the Coastitution.

Now the recommendations of the old Seleat Committee used the term "cian-
destine intelligence ackivity™™—at the specific request of the Department of
Justice. But we explicitly recognized that this ferin must be defined and that this
definition was a erucial one. We aaticipated that.thiz would take time and careful
deiiberation buf were unwilling, in the meantime, t¢ accept suck an undefined
standard for clectronie surveillance and other intrusive measures, .

And it should be borne in mind that establishing this vague standard wﬁi not,
simply authorize. clestronic surveillance; it also o lpezzs the deor to a wide range of
other techriques that may not it the standard. The legislation obviously assumes
that the FBI conducts inteliigence investigations, inciuding intrusive techniques
such as informants, which will culminate in reguests for wiretaps pursuant to

5. 3197 "Therefore the bill would authorize--by implication-—the placing of an ~

informant within the Southern Christian Leadership Cenference to spy on Br.
King, to ses if indeed he was an sgent coniroiled by a foreign power. It would
appear_to peninit biack bag jobs, surreptitious entries, so as $o be able fo place
microphones. It might be constried as. permitting.a mail.cover. There is &, whole
range of activities leading up to the most intrusive electronic surveillance which,
presumably, would have an.even less rigoreus standard ti}&n that estabhshed by

thig bifi.

This,. of course, is ‘one of the problema of .4rying to deal wzth wu'ctap lcglsvn
lation in isolation. s the course of ihe Select, Committes's. delibérations, - we
recognized that this. domegtic infelligénce. is & seamless Web:.that one form of
investigative technique biends into another. That the 3ust1§cat10n for one kind.of
intrusion inte the privacy of Americans begets anéther. That ratiopales for ene
type of surveillance become justifieations for yet another. That the standards keep
broadening, that the scope of the a,ctl\nt eonfinues o gmw that the number of

people involved eoptinues to increase, unless you have t hard and fast’ atanda.rd
oft o eriminal law. |

Le¥’s éxamine the definitions in the Bill. It wonld permzt ereta pmg of Amer--
icans involved 1n HMelandestine intelligénce sefivities . , | ukder t;ﬁe direction of
a foreign power,” or who are siding and sbetting such a person. And, it would do-
&0 in order to collect information which iz essential to the security, national defense

or the conduct of the foreign affairs of The United States. If we have learned * °

snything from the experiencé of the last ten years, it is thdt the last phrase is
almost infinitely elastic, For example, it would clearly suthorize oné'of the abuges
we found during the Kennody Administration-—of tappisg. phoaes on. Cap;to?
Hill in regard to the activities of the Sugar Lobby. :

In shaping adequate definitions, we have to recognize that the werld is bacemmg
more interdependent. Activities of Governmehnts within the United. States, and
the activities of our Government in other countries, involves the activities of
private: citizens, Such sefivities fall into the eategory of affecting the i’erelgn
relations. Whether an metivity is cenﬁdeatlai or clandestine, can be dlfﬁcuit
say. And there are no guideposts in this Zegxaiamoa, .

.The problem becomes even mare camphcated if we oonsider the fact that tﬁis
chzslatmn would define an American “under the direction of a ferclgn power"
to include Americans working for or aiding and abetting foreign enterprises tied
to their CGovernrsents. T recognize that fhis is aimed st certain Soviet Stateé
enterprises; and that is a perfectly legitimate objeetive. Bul an incregsing number
of countries have governmeni-run enterpriscs. What about Algesia? What about
Tran? Numerous countries around the world have quasi-governmental commermaé
enierprises owned in whole or in part by Governments. .

Under this arrangement, would the Attarney General be free to request s
wiretap on Clark Clifford, or Richard Kleindienst? Both of them work for SBona-
trach, Algerian's st ie-run oil compahy. Only 8 week-and-a-half ago, Parade
Mugazine had on its cover several praminent Americans, includidg es-Benator
Fulbright, former Sccretary of State and Attoraey General William Rogers—ali
of whom were, it claimed, working for foreign governments in one capscity or
another. What would this lagislation de about activiiies carried out by these
gentlemen if they were confidential in character?

1 don't know the answers to those questions. And Fm safraid that if ¥ were
elevatcd to the bench, and were appointed to review wiretaps undér this bili, 1
still wouldn’t know the answers {0 this question. The bili, as it stands, mm;}iy
does not prowde adeqnate gmdancer in this regard.
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Now some further refinement may come when the Commitiee issues its Report,
I would strongly urge this eommittee to carefully consider that report before
isauing its own,

Tet me eonclude by saying that what disturbs me most of all ag I look at the
legislation is that I'm not at all cerfain that the abuses of the pasit won't easily
be repested. I recognize tha$ there is & warrant proeedure which imposes some
safeguard. And I appreciate that a fair reading of the Bill might give less cause
for concern. But this bill shonld pot just authorize wiretaps; it sheuld prevent
abuse, We must safeguard [%oin% beyond a fair reading of is intens. In the absence
of a real standard—naot & flexible one like national security, not an undefined one
like clandestine intelligence activities, or informsation related io the eondue$ of
foreign poliey—I could see the King ease being repeated, I can see Operation
CHAOS, the penetration of legitimate protest movements, the black bag jobs
and the-whole unhappy story that we spent the lasi-yesr-and-a-half uncovering.

T recognize that i would be convenient, it would be helpful, 1f migh$ even be
considered neeessary for the Clovernmen$ 0 acguire informatior in areas $hat
have no relationship to the criminal Iaw, But 1 would recall the warnisg of William
Pist, made 200 yearsngo: S

“WNeeessity ia the plea for every infringenient of human Iiberty ; it is'the srpunent
of tvrants; it is the creed of slaves.” . : e L

Y.et's give the criminal law a chance. Let's not establish a precedent that may
be impoasible to reverse. . .

Tecognizing the procedural safeguards that would be provided by -the new
tegistation I, nonetheless, strongly urge that there be s modification of the present
fanguage of ‘the proposed bhifl, In my view, the way to make probable eriminal
activity the standard for wiretapping, yet cover the kinds of concerns that were
reflected by the Administration before the Commitiee, would be as follows:
permit wiretapping in cases involving clandestine intelligence aeiivity which are
violations of law. and, for a period of two years, addisional elandestine intelligence
sctivities publicly speiled out by the Astorney General. Both, of dourse; would

xquire a judicial warrang, - : . o
ithout some such incensive to seek a modernization of existing law, I believe
the Executive Branch will be content with the diseretionary authority which would
be contained in the present draft of 8. 8197, A formulsation aiong the lines that I
have proposed would fully protect the fexibility of the Executive Branch fo
investigate certain kinds of clandestine intelligence activity but wouid require that
they define such activity and make such s definition public. 1% would aiso creatle
the grestest possible incentives for the Exeeutive Branch fo ¢ome forward with

proposed statutes to deal with the matter, : - -

TESTIMONY OF HON. WALTER F. MORDALE, A U.S. SENATOR FROM
' THE STATE OF MINNESOTA o

Senator Monpane. Thank you very much, Mr. Chairman end
members of the commitiee. I amn very pleased to be here and. very
niessed to see the permanent Committee on Intelligence in operation,
to deal with perhaps the most important issue that affects Americans,
namely, their liberties and their rights and their security. 1 eonsider
the ¢reation of this commitiee to be one of the most important things
Clongress has ever asccomplished; and our hopes and frust fest with
this commitiee to draw thet termbly difficult Hne between security
and liberties, a dispute that has dogged this Nation from the beginning
and one which, thank God, on every occasion we came down on the
side of liberty, and in so doing, secured this Nation's future.

- Mr. Chairman, I have a longer statement, and 1 don’t propese to
read it all, but I would like to begin with a few observations if I might.

First of all, T believe it is crucial that the committee recognize that
this first issue that you face in the form of this bill may be the most
important issue vou face possibly in many vears. It is full of many
opportunities and it is full of many dangers,
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Thé bill in its présent form, for eXample,’I think clearly rdcognizes,
t;he xistérice, in- section, 2528 "of an inhdrent Presidentisl authority
10 .go.- around the law .as it~ &ﬁ’ects the - rights Jof . Ameficans. That
decision- itself, collides with. the. frst and most: important: recom-’
mendation of the previous comimittee, that there should .be’mo in-
herent, authority found.in the Presadenb to ih effect: violate the law.

Recommendation ] Waj, In our opinion, our most-important:recon:-
mendation, because i you “nccept 2}16 inherent authority of the Presi-
“dent to vwiate ‘the law, then it matters little hiow you- write the law,
and you rest in the. Presxdenb the authority to determine on’ his owiy
whes and how and where he should do so. And that, of course, is, the
single most dangerous possxi’nlzty 1 think fo avoid that da,nger 15
precisely why we have a Constitution of the United States.

Tt was the Presidential notion of such inherent authority to do as he
pleased -that led to the creation of the committee in the first. place.
The exaggersted notions of national security that-have been re-
flected really from World WarI into World War II; under the different,
Presidents, and then exercised in its most maggerated notions as the
key .defensé in Watergate, tells. s without any doubt that if you
concede the existence of that’ inherent authority to violate the con-
smé:}fxonai nghts of Amemumm, lattie else: t,hat you do mat,ters very
mu

.~ And so:Twould, begm W, mh . fervent piea thsb the iangu&ge fmm& on'
page:18: of this bill-be. deleted or af the very least be written so that it.
15 exactly neut,rai on zhe quesbmn of wh&tiwr mch autht}raty‘emts or’
nﬂt i L PR ) ; L

“Ttis fronic ﬁhat the Ianguagc 1&, Jhere for t,he »purpo 3, “sure, of.

ermitting-the NSA to eonduct surveillance against. &menca‘ns which’

NSA ftself does ot wish to-ednducti Werhave the' ironic- situation
w;th the Justice, Departmeént,: ‘whidhihas bédi established 't6 ' protect
the constifutional rights of the Ammcan people,. urging. the ‘agency,
the power for an agency, that the agency. }.t%]}) daes net w ant, tmd m'
ny. opinion: doéd not meed. ;. T Y T L

Second, this -hill esmbhshe:, dxrecéiy .the: tmbhonty tézat haq beeza
missing until now to conduct so-called domestic intelligence againss
Americans:-THe right te do so,.the authority te do so %a.s been. one
that has been assumed, bymzeaibh privately by the Government over
the last 50 cyears. It is.nét found.in.the Jaw. The adoption of this bill
wonid.. esb&gksh by law; the right of the Government fo eonduct
imvestigations | against Amencans who-are. not, violating any laws,.and
to do so onvthe Dasis-of standards that-are so geheral bhat practaca}iy
anyone can be subject to investigation: i
" .- -In the past; eourt-warranis have been issued ba,sed on Vﬂry preuse
standards Where an application for & warrant is made, the court has
been-asked to determine on very precise standards. whether s crime has
been commitied, or is-about to. be committed, and then to: spemfy
particulariy the piace and the objects to be searcheci

This warrant authority -found in this bill reqz}zreq no &lle«atwn of
cnme, and is so general “that a-judge, in-effect, is left on 2225 own to
issue. or not issue & warrant, depending on how. he feels that .day.
While I applaud the Justice Department for finally sccepting the-
notion of & warrant in this field; I think it is fmught wmh & gmat
many dengers _ o

SenaborgBaya Would the Senator yield?
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- Benator MonpaLs. Yes. b _ YU

Senator Bayu. He was sitting in the hearing room [ think when 1
was addressing myself to a related point to the Senator from Maryland:
Not only is the issuance of the warrant made possible, but does the
Senator from Minnesota share the concern of the Senator from Indiana
that under section 2526, subsection (¢}, once the warrant is issued,
ostensibly for the collection of national security or foreign policy
related information, the warrant meeting the standard of the statute,
it 1s significantly lower than the standard just discussed by the Senstor
from Minnesota—but nevertheless, that mformation can be used in &
subsequent eriminal trial, _—

Senator Moxpane. I don’t know about that. ¥ think that is what
Senator Baker was asking, but that is not the point. That is & point,
but the fact is that if you get the right of Government to investigate
Americans for things that are net ¢rimes, there are ways of destroying
that ‘person without ever appearing in a courtroom. That iz what
COINTELPRO was all about. If you can snoop and pry, you can use
these investigations for political purposes, to destroy public reputa-
tions, and the mere fact of investigating a person can be used fo chill
constitutional rights, - __ C ' -

in other words, the power to investigate is an incredible power. We
must have it, but it must be exercised in a way that is consistent with
the constitutional rights of the Ainerican people. And we have g record
spanning administrations of both political parties over many years
where the right to investigate was used to intimidste and chill political
opposition and the unpopular in- American life. That’s why they were
going after Dr. King. They never intended it to show up in a courte
roors. 'They knew he wasn’t violating any laws. They knew he wasn't
& Communist. They knew he wasn’t violent.- They just.didn't like
him. 5o they harassed that wonderful man all-ovér this country and
tried to knock him off his pedestal. _ S e -

Tt was the effort to use the police power of this country: informally
to achieve & political objective. That was the danger thers; and the
record shows, net just with Dr.- Kitg, but in hundreds of-cases, over
many different years, in different administrations; that if you.closk an
admigistration with an ill-defined power to investigate Amyricans out-
side the-ldw, and in total disregard of their constitational.kights, it is
inevitable. that the police will-bé used-to achieve political. purposes,
which: js the most abhotrent objective and fear .that we-sought fo
avaid in the creation of the Constitution and the adoptioh.of the Bill
of Rights.:So I think the enormity of.the dangers here, particularly
where we. pass legislation to permit it—up until now it has heen their
fault, butnow we know, and if we authorize it from here om ont, it is
our fault. : S R

Nosv, the final point I want to.msake is, why do they want this
authority? Why do they want the authority to investigate Americans
avho arel.not violating laws? I think it stems from a feeling, often
unexpressed, when you get right down to it, they do not. believe that
the Constitution provides enough power to government to defend this
nation from her real enemies under the Constitution, that deep down,
the only-way you can defend this nation is by ignoring the Constitu~
tion and the Jaw in periods of great danger. EREPE

I think that is as wrong as it can be. ’%be Constitution gives plenty
of power, plenty of power o defend this country from real danger.



What it does do, on the other hand, is to draw the line- between pro-
hihited eonduct on the one hrand and unpopular ideas on the other.
That is the most, important-line: drawn in the:Constitution, but what
Government seeks to, always wants to do, it doesn’t want to let loose.
Tt.wants to continue to have that right to-fool around with unpopular
jdeas,’ with Americans they don’t like or with Americans they wish
had less popularity then they have, .+ v.: = vs w0 v Lo

:Now, whiat iz 'the big:danger to America? Is it o fear that Americans
are not-loyal? Is it a fear that'unloyal: Americans can subvert this
country? Is it a fear-that we are shot through with:spies, shot through
with Communists, shot through with violent: terrorists? Is that the

© greatest danger-to America? .o _ : .
FiFirst of all, if itis; there are plenty of ways through the law to get
these people. If laws against-terrorisnd.-are not tough' enough, toughen
them up. If the laws against'those who wish to riof 1s not tough enough,
pasy tougher-laws. If the laws against espionage are nob strong enough,
and:T don’t think they are; strengthen the espionage laws. I the laws
ggainst foreign spying are not tough encugh, strengthen them,.and
fhen go after those people who' are endarigering thist country based
on the law, and based on the constitutional rights. "~ ~ .~ = -
< hey-don’t want to do that. They want-to-éay-there are vague
dangérs, -ili-defined, not based on' experience, that require us. te. go -
beyond the law; to risk eonstitutional rights, to protect us fromr dan-
gers that:they can’t define. Now; I'say that witR- some strength, he-
canse ‘that is what we did with our subcommittee. I said Senator
_Bz%cer, was the cochairman of that committee. Justice Holmes once
" Senator Baxer: I might just briefly-say that while I shared with you

". thé honor-of being the co-chairman, 1 also.filed dissenting views. ~ :

' Senator Monpark. That is right, hut they were responsible dis-
sents. I think yeu a‘%rae with most-of what I am saying here. -~
" Senator BARER. Yes, I will agree with most,; and 'l save back the

other until later. - . - v R
. Sengtor MonpaLE. Save it until tomorrow. 7 . .

*~Justice Holmes once said the life of the law is hased on experience
notdogie. That is o quote'that Attorney GeneralLevi has never heard
or didn’t believe if he heard it, because he loves to talk about logic,
shout dangers. that cannot be defined. What-we did wad. to ssk,
“What are your fears? Why do you want this authority?”? and then
we wenst to experience. We Jooked through the files of the:Buréau in
a'way they had never been looked at before, and we found that-most
of the .dangers they ‘talked ahout were illegal and could be handled
wnder the Jaw, that those that couldn’t he reached under the present
law, could be reached hy strengthening the law, and all of our dangers
that they are talking abeut, riots, spying, terrorism, can be handled
legally. . There is no need to go outside the law. . LA
“'ff thatis true, then the question is, where does the real danger to
American liberty and, security rest? Where is it to be found? And 1
think it is to he found exactly where the founders of this country
feared it would be found, in governmental abuse. We have had 50
years of real experience where people in high public office,” beginning
with the Palmer raids, the concentration -camps in which we put Jap-

-
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anese-Americans in World War II, COINTELPRO and all these
programs, where we went after imu%ine& fears, and that is sl they
were. But we created a real fear, the abuse of people’s rights, the
destruction’ of the public faith and trust, in a way to really jeopardize
the future of this country. ' g '

There is far more to be gained by pursuing the law: and -eonstitu-
tional rights in terms of defending this nation’s security, and we can
do it that way. If you proceed the other way, I am convinced in o fow
years this committee is going to be hearing a repetition of the very
abuses that we went through. For that reason, while I applaud the
notion of warrants for all these ta?)s, and I think the Attorney Gen-
eral and -those who are on this bill deserve eredit for that, T think it
should be tied into law. I think wé should strengthen the underlying
law, such as the espionage law, and deal with it in & due process way.

It it is felt that we don’t have time to do that—1I don’t buy that
argument—but if that is the reason, I agree with Senater Mathias,
we should have a 2-year period during which we would let them pursue
these strategies outside the law, as defined in this bill, and nse that
2-year interval to reform the law, amend the law so we have got all
of the legal tools that we need. Finally, I would hope you would take
this language out about inherent authority because if you.don’s, I
think it Is inevitable that Presidents will feel they have a right to do
as they see fit, and 1 think that can'destroy this country. :

Senator Bavm. I want to say to the Senator from Minnesota that
I think his testimony has been very revealing. The rather viz:t,a%e
quote of Justice Holmes is really yesterday Americn, and hopefuily
not tomorrow. Without prejudging how we finally dispose of this bill
and what the final language is, 1 think the real tragedy would be not
to have learned from the recent experiences which have shaken the
confidence of millions of Americans in their governmental structure,

Let me just ask one question, and I think that we find colleagues
who are equally dedicated o the protection of ¢ivil rights and indi-
vidual liberties arrayed on either side of this bill, pro and con, and on
either side of the amendments or the effecting language that would be
suggested. How do you respond, Senator Mondale, to Senator
Kennedy’s contention that this bill is the best we are going fo get,
that we are better off with the provisions of this bill, putting it into
court than letting the power reside where it has been, down ai the
Oval Office alone?

Senator Monpare, Well, g5 I understand Senator Kennedy's
response on gertain questions, he ended up pretty much as sBying
that he would like Senator Mathias' proposal, say, for a 2-year
termination point so that we could use this 2 years to strengthen
the laws that need strengthening, the underlying laws such as the
espionage law which is completely out of date. .

lif you sare a Russian spy and you report on where the tanks are
parked in Fort Knox, Ky., you are guilty of es ionage, butif you spy on
modern_computer fecknology anc% thereby find out how to make a
more advanced Russian missile, you are not. Now, that is obvicusly
ridiculous. That kind of spving ought to be a very high felony in
American modern life. Tt s,i)}ot:id be and I think we ought to amend
the espionage law to bring it up to date, to make it as strong and as
stiff as is necessary, but vequire that they stay within the aw, and
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- give us, 2 yoars iv';_t%zin‘_w}‘}'zch ‘t_fo rake _tzizd}_s,é‘.c‘zzﬁuges._ Let them have
this imted suthority to investigate spying as, defined.ip this law n the
meantime. . . e i o0t e e T T

I would also come down wery strongly in taking out this.inherent
autherity. Here is what it says: S T

The facts and the circumstances give rize $0'the acquisition, are 5o itnprecedented
and potentially harmful to the Nation that they cannoet be reasonably said to
have been within the contemplation of Congréss. . . ST e

- What are they taiking sbout? You know, this nation wasn!t born
vesterday. We have, 200 years of experience, We have had- spies
around here a long time. We know what they. do. We know all:of the

dangers, There 1s no.need to have this vague penumbral: residual
“autherity in the White House—defined: the right to violate American

rights outside the law. There is nothing based on the experience of
this nation’s history that justifies that concession to the White House, -
and if you do, they will say that they have the authorty whenever
they believe that there is & danger t6 this country, to go. otside the

law. Tt.couldn’t be more dangerous. Sl e

: ‘And if you wonder how far a President ean go on that theory, read
the answer of Mr. Nixonto our interrogatories in which he stated
under oath that it was his belief that .the President possesses. the
right to violate the law when he deems it necessary.. - ..«

Senator Bayi May I come back to that eriginal question?

Tt scems to me that this.is the tough bullet that we are going to
have 4o bite. Senator Kennedy expressed his willingness; a8 I heard
him, and having talked with him’ earlier, and -worked with him-on
Judiciary, I know he is very sensitive to'a number of these: positions,
as the Senator from Minnesota is——expressed a willingnest in-his own
persondl position to sccept a humber of changes. « .ty v o
" Hle more.than anybody else, I suppose, has-been:involved in: nego-
tiations with.the Justice Deépartment. Now, the Justice. Department
is going to be testifying heresshorsly, 1 hope, and we will have a chance
to geé their opinion on this’ But'when it comes.right down to it, if-we
ade confronted with Justicé Department oppesition, that doesn’t'mean
we.%hoﬁidn’z; proceed as those of us whe might be on:the other side
P T T S P U S S A A ERTTLNH
o+ 1f :that means that' there aré mot going:to be sufficient: votes. in
Gongress-to pass-a bill, then it is going to get back.toithé question of
whether you believe that—vou mentioned & 2-yeai provision.’ If sie
are faced with.this méasure or nothing; are we better off:with frothing, .
or.are we better offrwith-this Bili? - & s v i T S S RIRC T B

o Senator Monpans, Well;if it has that.inberend duthdrity language,
as T read on:page 18; it s clenrly. betternot to have the biil because
that-will: be used by .a President sometime down the ling tovjustily
anything he wishes to .do. As I:sayI like.the idea, and::{ wommend

the Justice Department: and. the dthers- for .conceding:that. these .
matters ought to be brought to the courtsfor g warrani;. Fhat 15 whot
is strong in this bill: that [like. . B A E R

. What T find unacceptable is that thére are no standardsyvand that
it accepts for the first tishe-the right to fap an American‘for-condict
that is pot-a crime..That opens up a vast opportupity torspy -on
:Americans illegally for things that are not illegal. I swould just hope
that we could Tedesign this bill in & way that accepts the strongest

Lo

Fiedstidee B10

. . ooty . L
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point here, namely, you have to get a court warrant, but then goes on
to strengthen the law so that they are investigating crimes and not
legal conduet. That is what I would like to see this igaw contempliate.
If it is thought that we don’t have time to do that, then pass it this
way, but make it clear that in 2 years that authority expires, as
Senator Mathias has proposed, unless we manage to change.the law
in a way that permits us to investigate all these matters that we feel
risk this nation’s security, which T see no reason why we can't do it.

Senator GarN. Senstor, I am really quite puzeled hy this line of
thinking. Right now it is totally open, it has been. Every witness has
testified that Presidents for 50 years have done this. They have to
have no warrant. They don’t have to tell anyone about it potentially.
It has happened over and over again. I happen to support thig hill,
and I reaily cannot understand t%a,%, even when the inherent right of
the President, the disclaimer there, that anyone could say, “Leb's go
ahead with what we have now, even if it is only a piece of the apple
gre }}ﬁwe talked about, even if it is only half s loaf.”” T am really puzzled

v that.

Excuse me just a minute. '

As Senator Kennedy and the others testified, they feel that section,
which I specifically asked them about, is neatral, and it is something
that will not be determined by legislation but will have to he deter-
mined in the courts. I would agree with that.

Again 1 am puzzled that someone would rather have nothing than
allow what has gone on to eontinue, Tather than what is a considerable
step forward, a vast tightening compared o what we have now.

Senator MownpaLr, I agree that in requiring the warrant it is a step
forward. I concede that. But insofar as it, for the first time, grants
congressional authority to investigate Americans for conduct that
does not constitute a erime, it is not a vast step forward, it is a ve
dangerous, retrogressive step. The Contgress has never granted this
authority i)efore, and we will be doing it for the first time, and I think
it is very serious.

Finally, may I say, I read that language in 18 as not at all neutral. I
think it implies the existence of an inherent Presidential autherity to
go outside the law, and I dow’t think anything could he more
dangerous. ? -

Senator Gary. Well, as far as investigating American citizens,
under the definitions, at least as I read the bill, a person, pursuant to
the direction of a foreign power, has to he engaged in clandestine
mtelligence activities, sabotage, or terrorist activities, or conspire with
or knowingly aid and abet such a person engaging in such activities.
Now, it seems to me that is fairly tight, too. I don’t want them just
going out indiscriminately investigating Americans, me or you, or
anyone else, but I don’t intend to be knowingly employed by a foreign
power, or siding or abetting a foreign agent. Is)z:zder the warrant
procedure, I would expect that a judge would not grant that warrant
without those things having been established.

Senator Mowparg. I think you could shoot 100 holes through that
definition, and you could investigate half the lawyers in town on this.
Any person who is working for a foreii;n counfry on a commercial
deal, anyhody who is working in public relations

T3-178 T G——08
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Senator Garn. Well, two points. It has to be clandestine, and if

Senator Monpavs. Well, a-lot of lawyers represent clients withous
being publie about it. I mean, if we are worried sbout spying, Senatér,
if we think there are Americans—I am- not talking about foreigners,
we are talking abous the rights of American.citizens—if we are worried
that there are Americalr citizens who are serving as spies, ‘who are

representing foreign. powers. and_collecting intelligence for a foreign
T power, why don’t we szm?iymand we don't think the law reaches that

now-~why don’t we simply chazz%e the law fo'prohibitit? Then we can

-after these pedple, under the law, consistent with the rights found

_in -$he Constitution? What -is there that causes ns to believe, that

conduct can be both lega! and dangerous at the same time? That is

"what 1 don’s understand, and if you aceept that new notion, then it

will be the first time in American law that we have ever accepted that.

- T think you would be opening up & Pandora’s box. - .
" Senator Garn. Well, T fail-to see the logic. Even if you can shoot

100 holes in this language, right now, there 1s no. language. to shoot
holes in. It does tighten 1t. Right now they. can do exactly what you

.and I both agree on shoild not be done..
= One followup question, .

Senator Monpans, Well, let me respond __t'dl-bhéit. Seh&tor, 1 think
if you had seen as we did the tremendous way in which rights can be

" . abused, you would be very sensitive to the need for tying down those

-tights as clearly as possible. The slightest vagueness can be used and

expanded beyond recognition, particularly where you are investigating

* people for something as serious as working with a foreign power, and 1

think if they are, they should be mvestigated. But 1t should-be an

s investigation based on & eriminal alle%f,;fon 4nd based on the con-

“investigate, even %

stitutional protections that ought to
American, « o, : - :
What we are s&g”mg here is that you ought to have the right to
ough what the Ameiican is doing is. by definition

legal. It T were the Attorney General and I wanted to, I could destroy

the sacred right of every

- & person under the provisions of this-set who had done nothing wrong

- upder the laws of the United Btates. I don’t think that a country

- We don’t disagree with what we wou
fall again to understand that even though this doesn’t go as far as
“you would like fe, that it isn't befter &

. and at the discretion of & President.as it now exists. And the other

“

that believes in justice and liberty shoulgl accept that kind of authority.
Senator Gann. Senator, I don’t disaFree with what you are saying.
d both like to schieve. I just

en leaving it totally open

point—i - S :

Senator Moxpass., Well, it does .not exist that way today. It is
true that Mr. Nixon and some before him claimed this authority,
but they didn’t have if, and in-exercising the authority, they claimed
that we would give it to them. They could claim that as & matter -of
right under this bill and it would be open séason, outside.the law.

ow, you may think that is & compromise, but it is a compromise in

. the wrong direction. -

- Benator Garn. They used it without the restrictions of this par-

* ticular bill. Again I-say is tightens it.
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The other point I wanted to ask you aboui, which I asked the
other witnesses, the reporting section of this which only requires
numbers, There is no doubt In my mind that this section is really
meaningless now, with the vague definition of clandestine intelligence
activities, Wouldn’t this be an area of tighiening by this committes,
having substantive reports of electronic surveillance going on so that
we would know rather than just numbers which would not indicate
whether dpeopie wer¢ being abused or not. Isn’t that an important
safeguard and check and balance that this commitiee have thai
" section strengthened?

Senator Monpare. But it is not defined. I think what we should
do is define what kind of clandestine intelligence operations we deem
to be illegal. Bite the bullet. What is it that we do no$ wani Americans
fo do, precisely? What is it that an American can do, precisely? Spell
it out. And then not only investigate illegal condues$, but serve notice
in the way a civilized society ought to, as to what can and cannot be
done by an American citizen,

That isn’t what this bill does. This bill says an American may be
doing something that is absolutely legal, but he can still be investi~
gated, and Senator, if he can be investigated, he can be sbused. That
1s what the record clearly shows, and I don’t think Americans should
be put in that kind of half-light. I think it is very dangerous.

Senator Garn. Well, just one more thing in direct response to my
question. You would still agree, I would assume, even if it was tied
down the way you would like to see it, that this commitéee ought to
have oversight and more substance in what was going on rather than
just the numbers.

Senator Monpanr, Absclutely, and if that is what vou are, I
couldn’t agree more. If you are not given the authority to know what
is really going on, if you are given sterile figures that are in fact de-
livered to you, then in fact you can’t possibly know what is going on,
and then you can’f possibly do your ;‘{;Lt)).
© Benator Garxy. Leb me ask one more question. When I was mayor
of Salt Liake C(ity, there were times where, not through electronic
surveillanee necessarily, and there was nothing illegsl going on, but
there was a particular threat to some public buildings of some bombs.
There was no criminal activity that had been committed, beecsuse it
was prevented by having knowledge that this was contemplated and
being planned, and the blowing up of some public buildings was
prevented because of intelligence activities.

Thai doesn’t directly relate to foreign activities, but in my own
opinion I think there is some time when 1t is justified. I would hate to
have been mayor and said, “OK, this besufiful building was blown
up and 30 people were killed because I wasn’t going to find out what
people were going on because they had not yet done anything illegal.”

Senator Mownpare. That is a very important guestion because no
one wants & building bombed. Under the law you can nvestigate the
very case you are taiking about, because to conspire, to plan to bomb
a building is a crine, and you can get & court warrant and you can go
after those problems, This is why I keep coming back to this argument
that we kept hearing by implication from so many people; hat is,
that we cannot defend this natlon from real dangers, or your city
hall from bombing, within the confines of the law. %’011 oarl,



" People cannot plan ‘to bomb a building -ahd be immune from in-
“vestigation. There-is plentyof power to doeverything thisnationneeds
“to 'do againstiterrorists, ‘againstispies, sgainst-Fioters, and we van ‘do
+it -within the law,and I'base that on looking at the experience. Fhat'is
sthe first argument wes heardifrom’ the Bureau. Wellodked through‘the

files, not 4t logic'but dt files,experience, and T' think'in'every case we
foundithosewould be investigated under:the law."WHeretthe lawis!too
weak, cas it Is in espionage, strengthén 'the law. Make it élear to
"wAmericans,dfryou do this sortiof ‘thing,~you-dre-going ‘to’ the $lammer,
Don’t leave it the way it isnow. . ST
- I-amcan old/attorney general. I dern’t like this'kind df illegal-activity
ror :dangercustactivity, Jbat I thidk 'thiat it is'just as-dangerous, ‘snd
~ -perhapsimore seditious‘to give :the {Governmert authority o dbuse
-people’s constitutional rights. ‘We-can’have’liberty -and 'we can have
“security, "but -seme vpeople -in {Government think -yoir cannot' have
‘security unless you give'way on liberties. ‘As atatter of fact, the ‘At-
. torney- General once said we have to give up ‘some liberfies in-order
tto -protect otheriliberties, and I adkéd him what. Do you want. in
- the light of -this:record in secrét,.people in -high public office makih
~those ' judgments-‘about -which ‘liberties ‘are ‘going to“bie dbandone
and-which afe not? I'think not.'It will"destroy thiscountry. -
Pardon me. Kelley made -that. I was wrong. It was'Mr, Kélley
“that made that statement. - S '
Senator:Baym. The Senator:from Delaware?© = - .. "¢
Semator Bipex. Thank you very much. I would like to pick up,
+ where-Senator Giarn left off in-making the-record clear. o
As a crimingl defense lawyer, I would have & great deal of trouble
finding; proving ‘my clients‘not guilty or immunsé’to the law when
-they conspired to blow up -a building. 'Clearly it should be on the
+“record -thas: absolutely, unequivocally, under every state.law that I
- know of }and tmder: any Federsl law, if it is & Federal'building,* that
someone who sits down and’ conspired, .whether or'not they acted
~outb in any way, is-guilty of & crims. e '
-Senator Casy. Would the Senator yield? - =~ -~ -° B
Sendtor Bipux, Sure. - L T
 -Senator Casr. Buppose you didn’t conspire with ‘somebody’ else
to do this? Suppose he Just wrote s lettér to his wife saying tomorrow
T am going to do this? Now, that isnot a crime, is it?'] wonder if the
~Senator from Minnesota would care to answer that? The guestion I
an raising is, is it necessary to limit things that are overheard to
- things that are crimes, and if' that is a realistic and adequate place
to draw the line? = o Lt
Sensator Monpare. We spend a-lot of time gomg over this kind of
~problem because that is at the very end of what is investigatable and
what is ot investigatable, ‘and what we finally came down with' is
that it depends a little bit upon the infrusiveness of the technique.
For-example, we-would let the Buresu have informants in groups
around’ persons that Wwe suspected might be thinking about terror or
spying~or riots. They could be around. But we would not let them
- use thé more intrusive-techniques of taps and bugs, black bag jobs
and the rest unless there were a crime or a poientisl crime based bn
court ‘warrants.:So in other words, the more nebulous the'fear, the
less intrusive should be-the technigire. That is'how we tried“to draw
that line. It gets very detailed, and you will find-——-
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Senator Case. Well, you see, there is a very resl danger from the
people who are mentally unsound, from the true believers, from the
political crusaders, from the people who believe this system is wrong
and anything is justified, and an unconspired intention of a person
possessed of that feeling 15 a very dangerous situation.

Senator Monpave, That’s right, and Brou could have informants
sround such a person under. our proposals, but here you are talking
about wiretaps and so on, see the problem you get into and the
difficulty of drawing aline.

For example, for 15 years they. investigated Martin Luther King.
One of their arguments is he might resort to terror. He never did
resort to terror, hut someone thought someone might talk him into
resorting to terror, and so they used that exeuse to investigate this.
man who was operating in & wholly legal way. So-it is very important
to draw that line with very great care ns to when you can start an
investigation, what technigues you cen use, and on what hasis.
Otherwise it is open season.

A good deal of the detail in our report, Senator Case, tries to home:
in on that question so that we will have the authority to defend our-
selves from real risks without opening the door fo just anything that
they want to do,

Senator Cass. Thank you.

Senator Ben. Thank you.

I think. 1t is important for the record that we have a competent
attorney. respond to your specific question, because this is the kind of
thing that leads people to say that we have to have this kind of law $o.
protect against {’)omhings, whether or not a person who makes an
utterance that they sre going to blow up a building, even if it is only
to their wife, is guilty of & criminal offense under any existing law,
state or federsl.

I think: that they are, based on my understanding-of the law, par-
ticularly if heyond that utterance there is, in fact, snything such as a
wire, dynamite, or anything else that might he used iz a homb even,
though they never use it. You cannot convict a-man of s thought, .
but you.can-convict & man or-a woman of an offense under our crimin
codes if the thought is in any way related to their ability to execute
that action,

Senator Case. You mean as-an attempt,

Senator Bipen. It may not be attempted. It may not be attempted,
and that’s why—I may be mistaken on that, hut T would like that
cleared for the record. My understanding is it need not be attempted.
If 1 say I am going to blow up 2 buildmg and I make an utterance
to a third party. that that is going to be done, and I have the facility
and capabﬁiby to blow up that building found in iny basement, I am
guilty of conspiring to hlow zzE that huilding. I:am guilty of a criminsl.
offenze 1 t/h.ini, but I hope the record wouald be clesred on this, But
that gets us off the point..

Senator Monpare. Well, we came to grips with that in very great.
detail.. You don’t have to ereate a crime. If there is an imminent
danger of a specified crime, you can get a warrant. In other words, if
there is an incipient problem, you can get a warrant. The reason this
line has to be drawn with care, it comes out in our report very clearly
because the usual exeuse for going after people who weren’t violating
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crimes is that they wese afraid they might, andin séme cases thare-was
" po way of dissuading them. " L e e e
" For example, the Socialist Workers Party was-under surveillarice
for 40 years on the grounds that they were about to comumit violence,
They never did once in 40 years, bui théy investigated it for 40 yesrs
anyway. And ‘one wonders after, say, maybe 20 -years of nothing
happening—and this even lasted after Hoover died. This even lassed
after Hoover, and they still ‘kept investigating, and they.never ful-
filled their expectations. So yqull)mve to be careful™ <+ 7 %
Senator Bmun. Well, I have several specific questions, But fist I
would like to compliment the Senator from Minhesota on a very
eloquent,. 8 véry ‘persuasive statement. 1 really-—you -were really
good in my epinion, : T e T
The few spécific questicns I have, would any of the-sbuses that you-
uncovered inl your select commitiee activity be able to go on under
the provisions ‘of this bill? Co EEE A ST
Senator Moxnare. We think so. The legislation obviously assumes = -
that the EBI conducts intelligence investigations, including intrusive
techniqués such as informants, which will culmingte in-requests for
wiretaps pursuant to S» 3197. Therefore the bill would authorize, by
implication, the placing of anvinformant within the Southern Christian
Leadership Conference to spy on Dr. King, to see, if indeed, he was
an agent controlled by a foreign power.. Une of the allegations was
_that King wag-a Communist or about to become a Communist. He
neve; was, but that was one of the things they kept using-to try to-
justjyit. . ; ) - N ‘I."- '__.. o .‘.,
. - We think. that under this so-called sedret or foreien intélligence,.
that they might be able to check” on Clark Clifford or & Richard
. Kleindienst: A week and @ half ago Parade Magazinethad on its
sover several prominent Americans, Senator Fulbright, former Seore~
tary of Sbate‘;%Vi]iiam- Rogers, who were' cliirhed. to-bé-working for
“foreign goverhments in one -capacity or another. A% T rend this-bill,
I-am not so sure any of them could be safe from investigation, even
though none of them were guilty of a-crime. - -~ T 77 ol
Senator BipEmn. There are some that argue hére that the-intent of
the language of the inherent authority section that you -are’ most*
upset about on the inherent authority, was specifically to léave the
uestion’ neutral, not to alter it m any way. You'‘obviously reject
that argument, but can you give ud any specific réason-or justification -
-for rejection? ceoL : - P
. Senator Moxpare. Well; Senator, I would liké to respond: {0 this-
by letter if I might, for the record:' . * - - S e
When I read ‘that subpart (b) therd,y ‘thie facts and the: ciroum-
shtances: giving rise to it are so unprecedented and: are ‘potentially
harmful 4o thé nation that they cannot be reasodably. said to have.
been within the contemplation of  Congress,” that weild seem to’
suggest that the President has the authority somewhere {¢' be foundy
to mvestigate an American not cominitting & crimé; whose activities
are not. prohibited, and that I think it carries with it an implication
of mherent presidential authority.” e T

 I'would like to respond to that bylieti_ae}r if I rz;,ig‘ht."' _ N v

EE. . . PPN . Ly
- TR PR . e . - b -
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The other thing I would like to say about this provision, I am con.
vineed this is in here to authorize NBA to investigaie Arnericans,
something NSA does not want {o do.

Senator Binen, Thank you. I look forward to your response also.

As you have picked up from around this table, there are some of us
up here who feel ag you do about the requirements, the needs for a
requirement that there be a criminsl violation, and there is & per-
sussive argument that it has to be & law, and it doesn’t go far enough,
and the counterargument that it takes too much time to alter the
criminal eode, the espionage laws, and therefore we should move ahead.

Now, I asked Senator Xennedy that question, I dida’t think of it
at the time when he responded, but I thought he implied that the
only way we are going to revise the espionage law is to revise the
entire oriminal cege. He may not have meant that, but I ask you
directly, as a practical political matter, do you believe we ean get to
amending the espionage laws without having to go through the entire
rewrite of the entire eriminal code which is needed?

Senator Monpase, ] think we could and I think we should. I mean,
it is an oufrage that an American can work for the Soviet Union and
steal computer secrets, other high technology, how to make ball
bearings and the rest, if that story was correct, and to provide to the
Russtans for pay something that could be very crucial to them and
very disadvantageous to us, and do it legally. That ought to be against
the law. Somebody that does something hke that ought to go into the
slammer for & very long, long fime and not just be investigated.

So I think it is of sufficient Importance, we should do it immediately.
However, if it is felt we don’t have the time right now, I think we.
ought to say that we ought to have 2 years during which we will
pursue the theory found in this bill before us. We shouid use the 2-year
interval to make illegal things which should be illegal because they
are dangerous to us, at which time the authority to investigate Ameri-
cans for otherwise illegal activities should expire.

Senstor Brpmw, I have other questions, but I will refrain. I have
one last comment. The Senstor pointed out, it 1s very difficult fo define
clandestine intelligence activities, the phrase used in the bill, and 1
would agree, | would think that the agencies that are reguired to
uphold the laws of this country and protect us might not or need not
be malicious in order to unintentionally abrogate some of our liberties,
because § don’t know how in the devil they are going to know what it
means, I would think that if 1 were the head of one of those ageneies,
that it mighé put me in a position of taking unnecessary actions to
make sure that I don’s subject mysell to craticisras of failure to act.
So it really does have a potential for even nonmaslicious abuse of some
of our nghts it seems.

Senator Monnave. I couldn’t agree with you more. You see, if you
are the head of a bureau or if you are the head of the CIA or the NSA,
I think you live 1n fear of net anticipating some gquestion that the
President or the higher-ups are going to ask you about. You want to
be ready for everything, and if there are no restrictions, you will just
find yourself naturally protecting yourself by investigating everything
just in case you are asked, you will have the answer. -
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But that is not what lawenforcement agéncies aré establislied to do.
- They.are not -established o spy on-Americansin the legitimate role of
an erican citizen. That is what. the: Constitution was-ereated to:
prevent. 'They are-only supposed to investigate prohibited conduct,
and-not ideas. - . - S Ceo T e -
~ Senator: Broen, This was raised: before, but 1 would: like: your
opinion. Do you-think: that if, which has happened: Here; either-an.
Arab-or an. I).;m;e]i-Emi-}&ssy cozit&ctéd--;-an:z’z}ﬂ?lentia.l person «n the
Jewish-community in my State and said; “You know; we really need
that-appropriation before: the Senate-today, and. it would bé useful
for you-to pick up.the phone and call 'vour Senator, let hitnknow how
strongly: you feek about that.” Would that:be sufficient: cause for the:
mtelligence agericies of this-country: to. put a tap onomy friend’s phone
in-Wilinington, Del., because they talked withe— - e
- Senator- MonpaLE: Suppoese-somebody wanted to-know how you
were:going te vote on-an sppropriation: for the Middle, East or an
appropriation to help Italy and-he igdeing that at the request of some:
friends in thatrcountry, is that & person whe, pursusnt:to thedirection -
of & foreign ipower; Is engaged in. clandestifie intelligence-activities,
who' i knowingly-aiding such s person? L Coee
Senstor Bipex: That is - my question. I don’t know:. R
.. _Sensator Moxparg,"And the fact-that the question has$o be asked
* . almost certainly-means that somewhere, sooner or later they willget
around-to constraing it that way. T S _
I hawve never seen: any authority conferred on-a.private intelligence:
agency that wasnlt.used: to. the fullest, and then when thatiwasn’t
enough, they-went-beyond it. And you have to understand, these are
all fine people. They:are doing things the way they-feel it must:be'done
to protect the Nation as they:-feel 1t . must’ be protected, from.dangers -
" as-they- perceive: them; but whet happens is that: pretty soon ‘they
exaggerate thie dangers;, and.that comes out clearly in.our report. We
always had more ogieiaireoznmunists than:thiere werein private, and- .
they become very-pragmatic, o - :
- T asked Mz, Houston, or someone did at our {ommittees—heis the -
one-that shaped the classic document ofsofficial egalities, the:Huston
plan, .and that, on that committee were the representatives of every
intelligence and law enforcement agency of the:Federal.Government:
Fhey unanimously. voted.for o plan; and Heover dissented;. which
called for:illegal sctivities. S - . -

. Senator Bipex. Hoover dissented? T S
Senator. Monpave. He later dissented for different: reasons. °
.- This called-for opening mail}.clearly-illegal; it called: for black bag
’Ehs; clearly: illegal; and a:host: of other illegek activities. And. Mr:

uston was asked: ) A
- Wag there any person who' stated that the activity recommended, which you
have: previously identified as:ilegal; opening.of mail andrgo.forth; was+there any
single person-who stated that -such-activitics-should-not be done beeause it was
urconstitutional?
" Answer: No, .
" Was there any uifgle person who said’suell activities should.not he'ddne because
it wag'illegall - Ttk . o
Answer, No.
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‘The man who headed the FBI's intelligence program on American
citizens for 10 years said this:

Never onoe did I hear snybody, including myself, raise the question: Is this
conrse of sction which we have agreed upon legal, is it ethieal or moral? We
never gave any thought to this line of reasoning because we were just naturslly
pragmastiz,

In other words, it is quite a thing to try to get ahold of this matter
when the history demonstrates thab that kind of atfitude dominases.

Senator Bavs. I think the Senator’s time is up.

Senator Cnse?

Senator Cass. Thank you, Mr. Chairman,

First I want to say that it is s great privilege for me to be able to
discuss this matter with such knowledgeable people as the Senator from
Minnesota, and I mean this very sincerely. It 1s a privilege for all of
us to be involved in this extraordinarily difficult and extraordinarily
tmportant activity.

n the question that concerns the Senstor from Minnesots, suppose
we said this, that the provisions of this chapter are intended to and
shall apply to eveny acquisition of foreign intelligence information by
means of electromue, and so forth, including any such sequisition
clgimed to be directed or suthorized by the President in the exercise
of any constitutional power,

Sersator Moxpar®s. Can I respond fo that in writing?

Senator Case. Yes, Senator. I don’t have any %}z'ief with the
language. I want to know whether we should get into this or whether
we should set it aside, or whether we should attempt $o, as the bill
comes from Judiciary, fo put Hmiés on it.

Senator Monpare, Well, 1 think you have to deal with different
parts of this differently. As far as I am concerned, foreign spies in this
couniry should have no rights. Probably that is a little erudely put,
but a KGB agent and so on—1I shouldn't say it-—I could care less-how
we proceed to get information from them or influence their behavior
while they are in this country. What I am worried sbout is the applica-
tion of these activities and their effect on American citizens. That is
what I am talking about.

Senator Case. I understand that, but the provisions of the bill do
not apply o the surveillance of foreign citizens.

Senator Monpare. Yes,

Senator Oasg. Se when 1 tried, in a rough, quick way, to present
the guestions, I was infending to eliminate all except those American
citizens or foreign citizens, whatever the language is.

Senator Monpare., I see your point there and I think it has some
iaerit, but I would like to think about it and respond in writing if

may.

Senator Case. Thank you, and I would appreciate it. I wish you
would. That is all T have.

Benator Bays. If there are no further guestions, I will say on behalf
of the subcommittee, Senator Mondale, we appreciste you and the
members of your staff bringing to the subcommittee your expertise on
this, and we hope you will stay in fouch with us through these hearings,

Senator Mowpare. Thank vou very much, Mr, Chairman.

Senator Bava, Our next witness is Senator Tunney who has been
very patient.
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T might jnst make an observation to those that are present as woll
a8 the members of the committee, unless there are any serious ob-
iections, Senator Garn and I have conclirded that because ‘of the
]Repub}i{ia.n Policy Comimittee luncheon and because of our inability
to have access to this room beyond 1:30 p.m., and because we have yet
to hear from the Justice Department, we have decided to ask Mr.-
Secalis to .come back Thursday and be leadoff witness, because I
think he is going to be.s very 1mportant one, and it is going to be &
vory full day: Let me alert the members of the sybcommitiee to look
at the witnesses that we slfeady have scheduled, and then add Mr. .
- Scalia. You can see we are going to have a very busy day Thursday,

" and it is going to be s very important day.

Excuse me, Senator Tunney, You have been very patient.

TESTIMONY OF HON. JOHN V. TUNNEY, A U.S. SENATOR FROM THE
' STATE OF CALIFORNIA S

*Sefiator Tuwney. Mr. Chairman, I have enjoyed the discussion,.

the colloquy with the ‘other Sehators. I would just like to read briefly

" my statement, which I hope is before you, .~ . =~ 7 .
-"When the Senate Judiciary Committee approved 8. 3197 two weeks
ago, the vote was 11 to 1, and I was the lone opponent. A month: be-
fore, I had sent the Attorney General 36 questions sbout the hill. 1
asked him to define vague terms T asked him about the bill’s loop-
holes. And T gave the Attornéy General a series’of examples of civil
rights activities, and political dissent, and adked him if the bill su- .
thorized tapping their leaders. The Attorney General declined to
answer my questions. I have sent & copy of those guestions to this
committee in the Hope you will be able to get the answers.

I am gratified $hat the’ Intelligence Committee has now decided
that the bill does indeed require further study. T hope that these -
hearings will make clear that this is a dangerous bill and & threat o
our civil liberties. o _ T )

"'8. 3197 is a bill which suthorizes buggings, wiretappings, and

bresk-ins to install bugs. We already have s law o, the books to
authorize electronic surveillance for serious offenses, such as' the

" erime of espionage. But foreign intelligence taps have been left fo the.
President’s inherent power, if he has such power. The bill’s sponsors
believe S. 3197 will bring us closer to the rule of law over foreign in-
telligence wiretaps. They feel that loopholes in the bill can be closed by
staff report language. I do not question their good faith in feeling the
bill to be a step forward, but I do not agree. . >

Several of the supporters of this bill are ieaders in the fight against
Sensate bill 1. But; th my view, however, the provisions of 8. 3187
far exceed S. 1. In my opinion there are 10 areas in which this bill's
fine print spells out & threat to our liberties. ' B

One, though this bill is called ‘““The Foreign Intelligence Surveillance
Act,” this is not a bill restricted to counteresgionage against foreign

" intelligence services. Nor does this bill even deal with our own spy
activities abroad. This iz a bill that authorizes our Government to
_ gpy in this country on Americen citizens as well as on foreign visitors,

1

‘2 8es p. 202, -
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including these who are breaking no law and who are engaged in
%urely lawful activity. Both the Church Commitiee and the 1976

emocratic National Platform drew a line ignored by this bill between
electronic surveillance of crime and electronic surveillance of lawful
activity.

Two, if any bill iz to allow spyin%against lawful activity, it must be
drafted with the utmost precision. Butb this bill is vaguest just at the
key points. The Americans who are to be targets of the taps are called
“ggents of a foreign power.” One eriterion of the definition of agents
includes people with no direct links with foreign countries, who are not
acting at the direction of any foreign power, and wbo do not even know
they are aiding a foreign power, but only know they ere aiding someone
who may turn out to be an agent. For example, someone driving an
agent to an appointment could himself be deemed an agent. 'Ihe
other criterion of this far-reaching definition of agent is based on the
term “clandestine intelligence scfivity”. That phrase sounds sinister
bué it has no definition in existing law or in the bill. The Justice
Department says it would include “covert political activify,” and
even gathering economic data or other information lawfully if the
relationship with the foreign power is clandestine.

Three, the bill denies us the reality of impsartial judicial review.
Judges get to review only half the elements needed for the warrant.
The other half of the elements are decided by a certificate from the
FBI Director or some other Government official. Only one of seven
hand-picked judges, deciding in secret, gets to hear a warrant applica-
tion. Other Federal judges are denied jurisdiction, and the bill lets
tapes of surveillance be used against an accused in a criminal trial
without giving the accused an adequate right to challenge the legality
of the bugging.

Four, in its sections suthorizing spying ageinst foreigners in this
country, the bill includes friends and allies like Canada and Israel
equally with our enemies. It includes countries where we have {reaty
obligations to treat their embassies as inviolable. The bill is not
Yiniled to foreign intelligence agents, but would equally cover pro-
fessors at foreign state universities and eivil servants. And, of course,
a bug or tap would pick up &ll those Americans who talk with such
foreigners, mcluding political activitists and members of Congress.

Five, news sccounts in the last week have told how some FBI
agents have in recent years continued to tap, bug, even to kidnap in
violation of the law. This bill may be read as a backdoor charter for
the FBI to continue its investigations of dissenting Americans who
commit no erime. And the bill is not limited to the %‘BI. It wouid let
the CIA or military intelligence conduet these taps againsé Americans,
and so this bill could even serve as their charter, too, to spy on Amer-
ieans in America.

Six, though it has 22 pages of details, this bill ends by continuing
o leave us in doubt on the President's claim of inherent power to
act outside the bill. The National Security Agency is left free to con-
tinue eavesdropping at will on our phone calls overseas. And, even
though Americans %{eep their constitutional rights when they visit
abroad, the bill does not protect them,
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Seven, this bill would notigive the Congress sdequate information
‘113?1 -asseitss whether there are abuses, or whether the program is worth
\-\;t \e \}is . . . . . . -

\ Eight, it was an evil of Nazsl Germany that neighber was forced to
- spy on neighbor, In our own McCarthyite period, friend was asked to
“reporton friend. 3. 3197 provides for ordenng those who live together

. Uwith a target, such as dandiords wnd custodians, to cooperate din
-anstailing the microphones and tape records. ' -

Nine, while we are still 8 yearsshort of “3984”, that book predicted
‘that Big Brother would someday put TV «cameras in our rooms to
observe us. This bill, in & masterstroke-of ambiguity, suthorizes other
ssurveillance devices to Hoguire information on its tergets under cir-
cumstances in which 'they have .a constitutionslly protected right of
privacy. : _ - -

Ten, & clause buried in the conforming amendments lots the gov-
ernment eavesdrop onanyone’s long distance calls for 90.days, with-
out-warrant, and without the AAttorney ‘General’s approval, as long as
‘they are-doing it to test ihe equipment. The chief safegnard is that
they burn the tapes as soon as they sare:done withthem. - S

As Chairman of the Constitutional Rights Subcommitiee of ithe
Judiciary ‘Committee, 1 am especially concerned with this bill’s in-
fringements on the right to privavy.and other basic rights of Ameri-
spans. To protect itbeseﬁghuta,g[' beligve that 8. 3197 requires substantial
amendments an each-of the ten aress I have outlined for you this
morning, '

Senator Bava. Senator Tunney, I think wou more than any other.
member of the Judiciagy ‘Committee -have focused -on -the shortcom~
ings of “this legislation, or at Jeast those sreas in which there ds sig-
pificant and legitimate difference of opinion.

Youheard the call tothe floorbecause-ofa vote right now. T wonder,
becauseof $hat, it amight be just as well for allwof us, if any questions
we had we submitted £o'youdn writing .and %mb:bhose-ia the record as
“well as asked wou i you could remain available 40 us :on ‘& personal
basis while we 4ty to#ind the right-answersto some ofthese questions.

I dor’t want to cut you shori. . : :

Benator Tonnpgy. 1 hink I would tbe happy te wespond in writing
to any questions that you have on the testimony theat I have neces-
-sarily ‘made some of Yoy statements broadly without the specificity -
that ordinarity 1 sould make if 1 had an hour or two to discuss 1t
with ‘the commities, but 1 would be thappy o give unore detailed
dnformation .on ‘the allegations that 1 made, but 1 think ‘that all the
allegations will stand the testrof time and study.

Senator Bays. Have you filed dissenting «views:or minority views
~ to 'the Judiciary Commnittee neport? .

Senator TunNsy. The majority views have not yet ‘been filed, Mr.
‘Chairman, ‘and so when they are filed. will file my minority views
avith o greater degree of specificity. T will deteil where 1 think the
-problems 'are, :and it will comport. 'with ihe statement that J mnade
today. . '

: 586?1_&601‘ Bays. I find our committee:having difficulty where -we-are

really being pressed for time in this session. We don’t want to be dil- -
atory, and will not be, yet this is & eritical responsibility. Because of
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the admitted vagueness of certain of the phrases and words that sre
used in this legislation, its principal sponsors have said, “Well, we will
deal with that and we will clarify it in the repors,”

Senator Tunney. Impossible.

Senator Bayn. Well, even if it is possible, I think this committee
is operating under a rather significant hardship because the report
has not been forthcoming, You haven’t had the chance to offer
minority views, snd we will just have to deal with tha, recognizing
that that is & critical part of our decision making.

Thank you for your contribution.

Senstor Tunney. Thank you, Mr. Chairman,

Senator Bayn. We will be in session tomorrow morning. It will be
executive session pursuant to previous notification.

[Whereupon, at 12:29 p.m., the subcommittes recessed subject to
the call of the Chair]
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U.8. SeNars,
SuscoMMITTES ON [NTELLIGENCE
AND THE RIGHTS OF AMERICANS
oF THE Sprecr CoMMvITreEs ON INTELLIGENCE,
Washington, D.C.

The subcommitfes met, pursuant to notice, at 10:10 a.m., in room
1202, Dirksen Senate Office Building, Hon. Birch Bayh (chsirman
of the subcommittee) presiding.

Present: Senators Bayh, (arn, Inouye, Baker, Biden, Morgan,
Case, and Thurmond.

Also present: William G. Miller, Staff Director; Michael Madigan,
Minority Counsel.

Senator Baye. We will convene our committes this morning. The
other members are scattered and will be with us shortly.

Mr. Attorney General, we are grateful to see you, and that you
could be with us o discuss the matter that you have aiready addressed
yourself to before another committee of which I also bappen to be a
member. In addressing ourselves to the provisions of é) 3167, we
recognize the delicacy involved in balancing the Government’s
needs to have access to the information necessary to proteet itseif
from hostile sets, and thus secure the freedom of 1ts citizens, on the
one hand, against the need to protect the very freedoms of those
citizens which make America worthwhile. We are particularly anxious
to have your thoughts on the concerns that have been raised about
the possibility that the bill goes too far in the latter area. I know
from your reputation and 1y personal experience, having had an
opporbunity to observe you in the time you have been Aftorney

eneral, that you are sensitive to these problems. I think we have re-
sponsibilities as members of this committee and of Congress to
understand, political life being what it is and human life being what
it is, that Attorney General Levi is not always going to be the At-
torney General. Indeed, as we have witnessed, there have been
varying degrees of sensitivity to the rights of Americans in the White
House, the Justice Department, and even Congress. As we move
forward in this kind of legislation, we want to be certain that the kinds
of protections and the kind of mandate and authority thatis given will
stand the $est of those who may follow, who are arbitrary and capricious
and not sensitive to the rights of American citizens.

1 don’t have anything further to say. 1 don’t kmow if my distm-
guished ragking member, Senator Garn does?

Senstor Baker?

All right, Mr, Attorney General.

{10)
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| TESTIMONY OF HON. EDWARD H. LEVI, ATTORNEY GENERAL OF
THE UNITED STATES; ACCOMPANIED BY DOUG MARVIN, SPECIAL
ASSISTANT TO THE ATTORNEY GENERAL

Attorney General Lwve. Mr. Chairman, Senator Garn, Senator
Baker, T am pleased to be here today to testify in support of S. 3197,
a bill that would autho¥ize applications for court orders approving the
use of electronic surveillance to obtain foreign intelligence information.
I want to express, as I'have in my previous testimony on the hill, the

eat significance which T Believe the bill to have. As T am sure you

ow, the bill’s provisions have evolved, from the initiative of the
Fresident, through bipartisan' cooperation anil through discussion-
between the executive branch and Members of Congress, in an effort
to idenfify and serve the public interest. T want to say that this co-
operation has'been very generous. Enactment of the bill will, I believe, |
rovide major assufance to the publie that electronic surveillance will
3 used-in t]he United States for foraign. intelligence pUrpeses pursuant
to carefully drawn legislative standards and procedures. The bill
~insures accountability for official action. It compels- the' Execuitive
to scrutizine such action at regular intervals. And it requires inde- -
-pendent review af a critical point by a detached and mneutral
magistrate. ' :

In providing statutory standards and procedures to govern the use
‘of electronic surveillance foi foreign intelligence purposes in this
country and in establishing criti¢al safeguards to protect individual

-Tights, the-bill also insures that the President will be. able to~obtain
information essentisl to protection of the Nation against. foreign
threats. While guarding against abuses in the- future, it succeeds, [

“trust, in avoiding the kind over reaction against abuses of the past that’
“fécuses- solely-on’ these abusés, but- is. careless of other compells
‘intetests. To go in that direction would bring a new instability an
“peril. In the area of foreigw intelligence, the. avoidance of such cyclés
-of reaction is the special responsibility of this committee. I know you

are deeply conseivus of. this responsibility; I know that you are aware
“that-it demands fhe-most dispassionate attention, the most scrupulous

T believe that I can bést serve the committee’s consideration of the
bill by addressing certdin conderns abowut its central provisions that |

“know have been expressed. At the: outsés, hiowever, 1 may be useful
for me to describe, in briefest form, the bill’s design snd purpose.

S. 3197 provides for the designation by the Chief Justice of seven
district-court judges, to whom the Attorney General;if he is aiithorzed
‘by the President todo'so; may make application for an order ap-
proving electronic surveillance within the United States for foreign
mtelligence purpeses. The judge may grant siiéh an order only-if he
finds that _tgere is probable cause to believe that the.target of the
surveillarice iy & foreign powek or ap’agent of & foreign power, and if
& Presidentisl appointee’confirined- by the Senate.has certified that -

- the information sought is indeed foreign intelligence information that
cannot. feasibly be obtained by less intiusive-téchnigues. Such sur-
“veillances may not continue longer than 90 days without securing
renewed approval from the court. There is an emergency provision
‘n the bill which is available in situations in which there is no possibile
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ity of preparing the necessary papers for the court's review in fime fo
obtain the information sought in the surveillance. In such limited
circumstances the Attorney General may authorize the use of elec-
tronic surveillance for a period of no more than 24 hours. The Attorney
General would be required to notify a judge at the time of the au-
thorization that such & decision has been made and to submit an
application to the judge within 24 hours. Finally, the Attorney Gen-
eral must report annually both to the Congress and the Adminisérasive
Office of the U.S. Courts statistics on electronic surveillance pursuant
to the bill’s procedures. )

As I said in my statement to the Senate and House Judiciary Sub-
commitiees, the standards and procedures of the proposed bill are nos
& response to & presumed constitutional warrant requirement appli-
«cable to domestic surveillances conducted for foreign intelligence pur-
poses. Two circuit courts have held that the Fourth Amendment’s
warrant requirement does not apply to this ares; the Supreme Court
in she Keith case, and the District of Columbia Cirouit in its Zweibon
deciston, despite broad dieta among its several opinions, have specifi-
cally reserved the question. The bill responds then, not to constitu-
tional necessity, but te the need for the branches of Government to
work together to overcome the fragmentation of the present law among
the areas of legislation, judicial deeisions, and administrative action :
and ¢o achieve a coherence, stability and clarity in the law and practice
that slone can assure necessary protection of the Nation’s safety and
of individual rights.

After 36 years in which succeeding Presidents have thought some
use of this technique was essential, 1 believe the time has come when
Congress and the Executive together can teke much needed steps to
give clarity and coherence to a great part of the law in this area, the
part of the law that concerns domestic electronic surveillance of foreign
powers and their agents for foreign intelligence purposes. To bring
greater echerence to this field, one must of course build on the thoughts
and experiences of the past, to give ressonable recognition, as the
Judicial decisions in %?neral have done, to the confidentiality judg-
ments and discretion that the President’s constitutional responsibilities
require; to give legislative form to the standards and procedures that
experience suggests, and to provide added assurance by adapting a
judicial warrant procedure to the unique characteristics of this area.

The standards and procedures conteined in the bill, particularly
its provision for prior judicisl approval, draw upon the traditional
eriminal law enforcement search warrant model, the pattern followed
in title TTX of the Omnibus Crime Control and Safe Streets Act of 1968.
The bill’s provisions necessarily reflect, however, the distinet national
interest that foreign inwiiiﬁence surveiliances sre intended to serve.
'The primery purpose of such surveillances is not to obtain evidence for
criminal prosecution, although that may be the result in some cases.
The purpose, instead, is to obtain information concerning the actions
of foreign powers and their sgents in this country—information that
may often be eritical to the protection of the Nation from foreign
threats. But while the departures from the criminal law enforcement
roodel reflect this distinet national interest, they are limited so that
there are safeguards for individual rights whick do not now exist in
statutory form. The bill is based on & belief that it is possible to achieve
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an accommodation that both protects individual rights and allows. the
obtaining of informstion necessary to the Nation’s safety. As Justice
Powell said in the Keith case: ) _

Different standards may be compatible with the Fourth Amendment # they
are Teasenable both in relation to the legitimate need of Government for intelli-
gence informaiion and thie protected rights of our eitizens, For the warrant appli-
cstion may vary asceording 1o the gove_mmental interest o be enforced and the
. nature of citizen rights deserving protestion. RS -

"The bill allows foreign intelligence surveillance only of persons where
there is probable cause to believe are agents of a foreign power. Midre-~
over, the ageney must be of a partieular kind, directly related to the
© kinds of foreign power activities in which the Government ‘has s

legitimate foreign intelligence interest. Thus, persons, not citizens or
resident aliens, are deemed agents only if they are officers or employeés
- of & foreign power. And the standard is much higher for & citizen 6r &
resident alien. For the purpose of this bill, a citizen or resident alien
can be found to be an agent only if there is probablé cause to believe
that the person is acting “‘pursuant to the direction of & {oreign power,”
and “is éngaged in clandestine intelligence attivities, s&%?)tage, oI
terrorist aciivities, or who conspires with, or knowingly aids or abets
such @ person engaging in such activities.” Perhaps I should say to the
Committee, and some of you know, an earlier draft of the bill was not
phrased in terms of clandestine intelligence activities, buf rather in

terms of the somewhat simpler term “spying.”” Whatever phrase is . -

used, in combination with the clause “‘pursuant to the direction of a
foreign power” is intended to convey the requirement that there
is probable cause to believe that the target of the surveillance is indeed
a secret agent who operates as part of the foreign intelligence network
of o foreign power. Xnd it is at this crucial point that t%e judge must
be satisfied before he gives permission for the surveiilance. '

T understand fhat there have been suggestions to the committee
that electronic surveillance of citizens and permanent resident aliens
should not be allowed absent a determination that such persofis-are
violating Federal law. My own view is that.the concept of “foreign '
agent” safely cannot be hinited in this way. As 1 noted in a letter to
Senator Kennedy, most of the activities that would, under the bil,
allow ‘surveiliance of citizens and resident aliens; constitute Federal
crimes; but other foreign agent activities, for example, foreignés-
pionage to acquire techmcal data about industrial processes or knowl:

* edge about foreign personpel and facilities in this country, do not con~
 stitute Federal crimes. Yet information about the latter aciivities
may be vital to the national interest, not because the activities are of
should be criminal, but because they are undertaken clandestinely
within the United States “pursuant to the direction of a foreign power,”
which is the standafd employed in the bill. - ' Sr e
The point is critical. g reslize it has béen suggested that Federal
'cri_mina]f statutés could be broadened sufficiently to reach ali clandes-
tine nctivities of foreign agents covered by the bill's standard. Of
course, doing so would in no way limit the bill’s reach. More impor-
. -tant, any sach effort would be based on & funidamental misconception.
" Phe purpose of criminalization, and of prosecution for erime, is to
deter certain: activities deemed contrary to the public interést. The
purpose of foreign- intelligence surveillances'is, of course, to gain
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information about the activities of foreign agenis, not so much be-
cause those activities are dangerous in themselves—although they
slmost always are—but because they provide knowledge about the
hostile sctions and inteniions and capsbilities of foreign powers,
knowledge vital to the safety of the Nation. Indeed, it may be the
case, and has been the case on occasions in the past, that such knowi~
edge, provided through monitoring foreign agent activities, is more
vital to the Nation’s safety than preventing or deterring the activities
through eriminal prosecutions. In short, the question, for purposes of
properly limiting foreign intelligence surveillances, is not whether
activities are such that knowledge of them, gained shrough carefully
restricted and conirolled means, is essenfial to protection from for-
eign threats. While the answers to these two questions have a high
correlation, the correlation is by no means necessarily complete.

1 know that & certain discomfort comes in departing fromn the
criminal law model of allowing searches only to obtain evidence of &
crime, Bui the probable cause and ressopableness standards of the
fourth smendment are noi messured exclusively by the interest in
detecting and thus deterring violations of criminal law. Searches for
purposes other than criminal law enforcernent historically have been
permissible, if reasonable in light of the circumstances and the gov-
ernraental interest involved. Infornistion concerning fhe activities of
foreign agents engaged in intelligence, espionage or sabotage activi-
tios 18 & vaiid, indeed a vital, Governmenst interest. I believe that the
interest should be the proper standard of permissible surveillances
under this legisiation.

In addition fo requiring tha$ there be probable caunse to belicve
that the subject of & proposed surveillance is an agent of a foreign
power, the bill also provides that the Assistant to the President for
National Security Aflairs, or another appropriate Executive official
appointed by the President and confirmed by the Senate, must certify
to the court that the information sought and described in the applica-
tion is foreign intelligence information. Such information is defined
in the bill as:

Information deemed n&eessaz{r to the ability of the United States to profect
itself against actual or polential attack or other hostile acts of a foreign power
or its agents; information with respeet fo foreign powers or terrifories, which

hecause of its importance i3 deemed essential to the security or national defenge
of the nation or to the conduct of the foreign affairs of the United States;

Or—

% % ¥ information deemed necessary to the ability of the Uniled States to
protect the national security against foreign inielligence aclivities,

1 understand it has been suggested to the Committee that the court,
in passing on applications for electronic surveillances, sheuld be
required to determine whether the information sought is foreign
intelligence information as defined in the bill, rather than accepting
the certification to that effect by @ high Presidential appointee with
national security responsibilities. 1 think the definition of “forei
intelligence information” contained in the bill itself indicates why
this proposal would be unwise. The determination of whether infor-
mation 15 or is not foreign infelligence informafion necessarily will
require the exercise of judgment as $o degree of importanice and need,
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judgment. that must be informed by the.most. precise:knowledge of
national defense and foreign relations problems; and.an aceurate.
. perception of Tegitimate nationsl security needs. '
U S eet

Jnless judges are to-he given, a. continuilig responsibility of. an
éxecutive type with constant access to the range of information. neces~
sary, under the proposal, to. déal intelligently with the questions they:
would face, I doubt that the courts generally. would: be: willing to
substitute their judgments for those which the Executive already has
made. Of courge, if mistakes sre fdade, the eosts could be incaleulable.
Tt must be noted in this.connection.that, in:major. pazt, it was precisely:
the felt incapaecity of the courts to make judgments of this sort, and
recognition 1&1&&, responsibility for such. judgments properly resides in.
the Executive, that. led the fitth cireuit in Brown. and the third cireuit.
in Butenko to-conclude that the fourth amendment imposes no warrank
requirement whatsoever in this area. Indeed, the proposal. could. work
8 result quite the reversé.of what its proponents would wani. There
wonld be a. certain ease in. proposing surveillance if the responsibility’
for determining its need lay ultimately with the court!
Thepoint cannot be stressed too strongly. As it now stands, the bili
" places the responsibility for determining need. where it belongs—in
those officials who have the knowledge, experience, and responsibility
to meke the judgment, and who have been nominasted by the President.
and confirmed by the Senate to nid in carrying out his constitutionsl
duty. to protect the Nation sgainst foreign;threats. With sueh responsi--
bility clearly placed, there coines, in the long term af least, accounta
bility—tc the President, of course, but witimately to the Congress,
- and to the people. I believe that this profection provided by clearly
focused responsibility, when coupled with the probable cause require-
ment. of the. bill, & requirernent that demands, s kind of, judgment the
courds can. responsibly make, insures responsible-and certain barrers.
" to-abuse.. . . . o .
Finally, T want to express.my understarding of the bill’s  section
2528, which deals with the reservation of Presidengial power: The
bili’s definition of electronic smirveillance Hinits'its scope, to gain foreign
intelligence information when the farget is a foreign power or Hs
agents, to interceptions within thé United States. The bill does not
purport, to cover intercepiions of all imfernational eommunications
where, for example, the interception would be- accomplished outside
of the. United Statesy or, to teke another example, a radio transmission
does not kave both the sender and all intended recipients within. the
JUnited States. 5 _ o . L
Interception of international communications, beyond those covered
i the bill, invelves speeial problems and speeial cireumstances that
do not fit the analysis and system this bill would impose. This is not to
say thaf the development 61 legislative safegnards in the international
communicstions area is impossible. But I know it will be extremely
difficult and will involve different’ considerations. I believe it will be
unfortunate, therefore, to delay the creation of safeguards in the area
with which. this bill deals unfil' the attempt is made to cover what is
essentially a different ares with different problems. An additional
‘reason for the reservation of Presidential power is that, even in the
‘area covered by the bill} it is. conceivable that there may be unprec-
edented, unforeseen circumstéinces of the utmost danger not con-
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templated in the legislation in which restrietions unintentionally
would bring paralysis where all would regard action as imperative.
The Presidential power provision, therefore, simply makes clear that
the bill was not intended to affect Presidential powersin areas beyond
its scope, including areas which, because of utmost danger, wers not
contemplated by Congress in its enactment.

In the reservation of Presidential power, where the circumstances
are beyond the scope or events contemplated in the bill, the bill in no
way ex{:am]s or contracts, confirms or denies, the President’s consti-
tutional powers. As the Supreme Court said of section 2511(3) of
’1;}15}9 I’II, “Congress stmply ﬁ)efﬁ Presidential powers where it found
them.’

In conclusion, I want to emphasize the critical safeguards the bill
would erect: Clear accountability for official action, scrutiny of the
action by executive officials at regular intevvals and prior, independent
judgment, as provided, by a detached, neutral magistrate. I believe
that the bill’s enactment would be a significant accomplishment in
the service of the liberty and security of our people.

Senator Bave, Thank you, Mr. Attorney General. I am sure that
all of us have a number of questions and concerns that we would like
to express to help clarify just exactly what the meaning of the present
language is and to see if there is some area of flexibility where we
can accompiish the dual purpose of protecting the country and
protecting the rights of individue? citizens.

1 want to emphasize before 1 address my questions to vou, sir, and
I assume my colleagues would shere a somewhat similar concern, that
the concerns we raise are not matters of personal concen that the
degrees or standards $hat you might set or the President himself
might set or any Member of Congress directly involved in the negotia-
tion process might set. But we are truly responsible for establishing
law in this aron for the first time and, it seems to me, we need to profit
from past experiences and understand that there have been those in
high places that have not always had the delicate sensitivity of where
the line should be drawn.

Now, we have asked our chief counsel if he might watch the clock
Tor us, because we have a propensity to ramble here, and we want to
limit it to a 10-minute rule.

One of the matéers that has been expressed repeatedly and was ex~
pressed quite eloquently yesterday in executive session by our full
committes chairman, Senator Inouye, and expressed earlier in the
previous day’s session by several og us, is the impact on American
citizens who might be involved in exercising what most of us feel
would be their constitutionel right to participate in political processes
and to influence the course of this Government. Before an American
citizen can be subject to surveillance, the present language correctly
refers to the need to prove that the individual is operating pursuant
to the direction of a foreign power. Now, what does it mean, in your
judgment, when we say, “‘pursuant to the direction of a foreign power?”’
Are we talking about & principal—agent relationship where the
principel has control over the agent, or just what sort of standard are
we directing ourselves to?

Attorney General Leve. I tried to suggest in my estimony this
morning that what is involved is the American citizen or resident
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slien would have {0 be a.secret agent. acting st or pursuani to the
‘direction of a foieign power as part of that foreign power’s espionage .
network, intelligence, foreign intelligence network, so that it is a
question. then. of his being reslly a part of & foreign government's
directed activities $o gain -%omig'n Inteiligence, _ \ : )
‘Senator Bave, Would it be condeivable then, and I certainly note
your testimony, but is it conceivable that a citizen in this country
could be trying to accomplish a certain goal, an ethnic citizen, let us
say. There are several critical problems existing in the world today,.
E&t'live iny "this country as American
citizeris, having rights as citizens, might feel that what should be
accomplished in’another ‘part of the world that directly relates.to
their relativeg and their “old country’’ is different than-the policy
" which is presently being pursued by this country. S
Doos thé agent, it is broader than that, we're talking about someone
who knowingly. aids or abets an agent, st this citizen be directly
under their control? Coould the person do it voluntarily and thus be
similarly covered? Thé knowingly aids and abets -provision as. ib.
impacts on the bill-—does that mean’ that the citizen for Whom sur-
veillance is sought must know that he or she is part of ‘this other
nation’s network that vou dedcribed? ™ .- o L.
 -Attorney Genersl Levr. Yes. My answer is yes. I don’t think it
would be impossible that that would help to set forth Jangusge that.
would indicate the kinds of things thdt ought to be guarded against.
This is not intended, it would not interfere with first -amendment.
rights of any kind. As T $ay, it'is a narrow ares where I do not think
that ‘it would be desirable for the United States Government to say
to foreign espionage .agents that if 'you wish to escape detection of
what you are doing, the fhing to do is to hire an American citizen
o1 aTesident alien $o do it for you, and they then cannot be watched
this way. It is reslly thaf limited area, and it is exactly &b that point. -
where the protection of the bill is its greatest strength, because that
is exactly where the court has fo find probable cabise. . 7
Senator Bavm. Well, if we could come up with some, langiage in
this area 1 think you would ease & lot of people’s concerps, because
we're not only falking sbout the principal-agent relationship here,
whoever it is who knowingly aids and abets such agent, but we're:
talking about a kind-of activity which really could be interpreted
rather broadly whesn we're talking about clandestine activity. Could -
you ‘tell us just exactly what you envision, i indeed you can help be
8 bit more speeific s far as clandestine intelligence activities. e
Attorney General Livr. T'm not sure I can draft it perfectly. offf
the top of my head, but I am trying o say what iz involved here is-
the knowing, directed participation of an American citizen or a
‘resident slien engaging in secret intelligence activities, sabotage or
terrorist activities at the direction and really as a part of a foreign.
intelligence network. So that, in all but name, he is really an officiall
intelligence officer for the foreign government., ' o
Senator Bavr. One, he must know he Is paft of that network. Youw
‘mentioned the hiring. Must'he be hired to participate in that? . .
Attorney General Luvi. Well, whether be.is hired or whether he-
is compelled to do it because of some pressure, blackmailing pressure:
‘of some kind or other, and one can think of a'number of different.



83

circumstances, but the fact is, he knows what he is doing, he knows
he is doing it for a forsign power, be knows what he is doing has fo be
kopt secred, and he knows it invelves foreign intelligence activities,
and that he is doing ib at the direction of & foreign power.

Senstor Bavu. 1 had the opportunify fo address s rally sbout a
month ago and the chairman spoke quite eloguently about this in
the Middle Fast sisuation, where we had s number of citizens in the
Greek-Turkish-Cypriot or Cyprus problem, where we had large
ethnic groups that wers directly concerned about the impact that our
policy has on tlieir relatives in their “old country,” and they mighi
not believe that this is a kind of conspiracy thing that most of us
would associate with intelligence activity, but I addressed s rally in
New York City, right across from the United Nations, in which some
200,000 1 was advised, filled up the park and the avenues going each
way with o massive raily, directly related to the problem of the Soviet
Union, and that of course has a direct relationship to our relationship
to the Soviet Tnion and a direct relationship to SALT talks, to trade
relationships, indeed legislation that very recently has passed in
I\{}hiph the trade relationship was tied to the domestic policy in Soviet

nion.

Now it is conceivable fo me that a person who, for reasons that
seem to be very legitimate to him or her concerning the kind of
oppression that was directed at citizens that existed in the Soviet
b'ﬁion might get involved in activities that would come under this

1130

Attorney General Lrevr. Is that a question?

Senator Bavu. That is a question.

At least, if & person parficipates i establishing a rally of thds kind
for the direct purpose of causing pressure to be brought to bear on
Congress or to change the policy of this country and it is part of
another country’s foreign policy, and the person who approached
the American ecitizen to participate in either the structuring of the
rally or maybe breaking it up and causing violence %o bresk out so
that the original thrust of the rally would be thwarted, must that
person know, again, must that person know that he or she is dealing
with an agent, must he or she know what the end result of thas relly
might be?

ttorney Creneral Lipvi. Well, I think the answer i3 “VYes,” under
this bill. As s matter of fact, perhaps I ssid something which suggested
that it was just dealing with an agent. I wouldn’t accept that. A
person would have to be an agent asd would have fo be doing it
secretly or engaging in sabotage or terrorist activity for a foreign
power. The illustrations shade off obviously other problems. 1 can
imegine it is conceivable that someone so disturbed by & view of
foreign problems might willingly wish fo enlist in the service of a
foreign government to cause terrorist activisy, but I take it that is
not the Xind of situstion which you are aitacking.

Senator Bavi. Well, my time has expived, but vou said yvou would
be willing to deal with language thal would deal with the definition
of where the first amendment-—

Attorney Genersl Lavi. Well, T think one has to, but I think
that hers 5 an area that because of the past abuses, which reslly are
quite outside the attention of this legislation, it would be meost unfortu-



nate not to be able to go ahead with legislation which protects indi-

- vidual rights. The Tact of the matter is that there has been no legisia-

tion covering this matter, 1 -said for 36 years—it's really longer fhan

that—and 1 am trying very hard to see if .one can’t put in place a

kind of protection for individusls and -to furn the restrictions of the

bill, which require that a judge find that there is probable cause that
this is indeed the Kind of agency which makes one -a proper target, '
because a person really is secretly aeting as an agent for a foreign.
government, pursuani to the .direction or he .is otherwise éngaging

-in sabotage or terrorist activity for that foreign government, to turn’
that on its head and say, “Well, that means that you can obliterate

first-amendment rights,” is to really suggest that the bill dees quite
the opgosite of what it is intended fo-do. And, of eourse, 5 will leave

us in the present situation where I have to say you are at the mercy
of the executive branch without any legislation at all.

Senator Bayr, Again, this s not directed ;personally to what you
say; 1t is just in the way of activities conducted under the guise.of -
rational-security. : .

‘Senator-Garn.-

Senator Garyn, Thank vou. _ ) .

T certainly apgree with what you have just said. As you'know, this
is the third day of testimony, snd 1 am a Hétle bit puzzled by those
who attack the bill where there is.no stafute, and where thers is no
protection now, and where the Executive can get into sbises that
grossly violate the rights of American citizens. When we finally .come
up with a bill that I think is- quite restrictive, only seven Federal
judges with procedures that are necessary to go through, which
" assures the American citizen protections that do nofnow exist. I find
it a little bit puzzling that people would opposs the whole bill, ‘Cer-
taifily there are areas for disagreéement.-One of those ‘thet has corne
up several times in the last 2 days, 4s the broadness of “élandestine
activities.” o _

* In the general sense what are your feelings and your understanding
of that term? What does that mean snd how broad is it? 1 roean,
is this an area with.loopholes or problemsin i4? _

Attorney General Lmvi. Well, 1 think it 15 better to distinguish
the case where someone is.openly acting for a foreign government, as
for example under the Foraign .Agents Registration Act; and .where
one, on the contrary, is Qoing it secretly, and is part, really, of the
official ‘network of 'a foreign governroent pursuant toiits direction.

Senator GarN. You don’t feel then those who say that it is & big
loophole? You feel that there are other provisions in the bill that do
not meke it so? _ _ o

Attorney ‘Generdl Lpve. Well, T do not- criticize those.who crificize
~the bill. T am just saying that I:think that the protection is in thebill
now, and it may be possible to list certain additiondl criteria to state
and underline and emphasize thdt maybe then settle— | '

‘Senator GARN. There.is another area that T’have also been con-
cerned gbout the last 2 days, and that is the -aren of oversight-or -
reporting. The sole purpose of .this subcornmittee and the entire coms -
mittee is to.attempt to wet guidelines, rules, and regulations under
which the intelligence activities of-this country will work so that.we
do ‘not have ‘the sbuses that -we “heard about from “the ‘Church
commiftee. :

1
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It seems to me that just a statistical reporting to this committee
or to the Congress of how many wiretaps have taken place is not
very meaningful as far as oversight and thus determining whether
it is & proper activity or not. V%ou}d you feel that it would help
strengthen the bill or possibly cover some of these areas that people
feel are general if' we had some substantive reporting requirements
back to this committee? We are dealing with the most sensitive infor-
mation this country has, and if we could know more about the specific
cases as they occur on & periodic basis rather than just s statistical
number of cases. It seems fo me-to be rather meaningless fo say,
“OR, we've conducted 67 wiretaps.”

How. do you feel about stmngt,henizz the reporting requirement?

Attorney General Lievi. The bill really doesn’t, it seems to me, to
speak to the oversight functions of this coramittee. This committee
has its oversight function, and it cen get the complete information
which you are talking about; bus it would not get it in public. What
the bili talks about is what is filed and will be public. One has to as-
sume that the proper relationships of this very special committee
and the Executive will be one where full and complete information
will be given to the intelligence community. T don’t think the bill
should speak to that, because it seems fo me that is a general matter
that goes beyond the bill, and what the bill talks about is what is to
be made public.

Senator Garw. Well, T would certainly agree with you. that the
information that I'm talking about should nof.be made public, or
certainly the wiretap would be useless if it were disclosed at that
point. There is the question whether under Senafe Resolution 400,
which is not a statute, it is a resolution, we would have the author-
ity to seek the additional information that you are talking about.
If we do, that will satisfy me. My question was, whether 1t should
be spelled out more clearly in the bill %mg us that suthority in &
noapublic way o have nccess to that information.

Attorney General Luvi. Well, T would suggest that there may be
traps in trying to draft that. I would assume that the committee
would assert. its right to the information, and I have no doubt that
it would get.if.

Senator CasEe. Senator, would you vieid?

Senator Garn. Yes, T would be happy to.

Senstor Cass. If T might just pursue this point a little bit further,
I think it would be iusﬂageci to bring it ont now.

Mr. Attorney General, you say on page 2 that the certification
under which s judge is bound to rely is national security informa-
tion that is sought and ean't be obtained by normal surveillance,
that certification should be made by & person appointed by the
President. and confirmed by the Senate. 'Fh&-b is {rue with respect
to everyone except the assistent for National Security Affairs, is it
not? In faet, he is the first person named to make the certification.

A&ftomey General Levi. I'm sorry, 1 really don't know the answer
to that,

Senator Case. Well, I am informed that the assistant for National
Security Affairs is not subject to Senate confirmation. fe3

Attorney Geperal Levi, Well, our plan is to always have somebody
subject to confirmation on the certification.
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" Senator Case. Wll, Pm not meking this as a quibble. The guy

+who wrote the statement for you missed that point, and ¥ 1t has &
© " Attorney (eneral Levi %Ve]l,' since it includes me, I do worry.
about 6. ' ' : . ’
Senator Cass. Well, if you are trying to tell us that we don’t
have to worry, because we have to confirm the fellow who makes.
the certification, then why did you mention it in the statefnent?
Attorney General Luve. Well, I mentioned it for a different reason,”
‘because 1 reslly don’t think one wants to put the court—it seems to-
me the question has never really been that you shouldn’t have the’
certification. One requires the certification, 1 require the certification,
Under the procedures under which I now operate, under the authority
from the President, 1 require that kind of certification. But it would
~ seem to me the problem is whether in addition one would have a judge
make his own determination. That really puts, it seems to me; 8
judge in a very strange place, where he iz second-gusssing either
Cabinet officers or—— . "
Senator Cass. Mr. Attorney General, I sm not discussing thiat.
We all understand that the judge is in no pesition to make that’
determination himself. My point goes to what. Sénator Garn was’
talking about, the question of whether we have an effective review,’
and that is the reason I raised the point at this time. I apologize to.
the committee for breaking in but it raises the question’of whether &
person with executive privilege, a person beyond our reach, who's
-going to make the certification, is beyond review by this committee.
What I'm talking sbout are individuel casés, and that is the resson
T've raised the point about your statement, Because as we congeive:
i, someone we confirm we can guestion on his own determinations,.

‘not his conversations with the Président, but his own determinations,

as o mabters of this kind. T think that this committee, if it assérts it,
has the right to review individual cases-and the certifications: in’
individual cases and to question ‘the person who' makes them, other
‘than perhaps an assistant to the President. T would like to have your:
+iew sboub this s to whether we may not have the right to giestion
individusl cases under the statute. And I would shake this point, I
make the point that this determination is not made by tite President
_in individual cases. It is made by gnother person; the President has
nothing to do with individual cases. That is correct, jsn't. it?
Attorney General Levi. That would normally be correct, yes..
Senator Case. So this is not & Presidential determination to be
‘made in an.individual case; it’s & deterniination by an officer set up
under the statute. Presidential anthority o deal with wiretaps, that's
.entirely by itself. This biil does not reach any wiretap ‘authorized by
the President in the exercise of any authority he may have under his
general powers, ] think we all have to recognize that this is a limitation
«of the power of the people, and that is correct too, isn'txt? B
Attorney General Livi. No, T really don’t think that is correct.
T think that wheré this bill provides a procedure which the President
.can find, I think, and I have testified to this in other places, this bill
4s preemptive. - = . , S : : R
Senator Casp. You mean it preempts the President? * B
Attorney General Lipve.'T think it preempts & great desl of the.
Presidential power. o . S .
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‘Senator Case. Where doesn’t it preempt?

Attorney General Levi. Well, to the extent that it provides a
mrocedure whereby the foreign intellipence information can be ob-
‘tained, as is covered in this legislation, I deo not think that the Presi-
«dent can determine that he is not going to use this legislation, as to
£0 in some other direction.

So I do not think it is a case of saying there is Presidential power
-or no Presidential power. I thisk there is a case where there is Presi-
-dential power of a middle ground where once the Congress has enacted
to provide a procedure which is a ressonable and usable proecedure,
:then the President is limited where that now is covered by legislation.

Senator Casr. Well, I am sorry, I must get away, and 1 am in-
truding aiready, but could you answer those questions I asked before?
IHas the commitiee the authority, without regard to executive privilege
-or any possibility of being blocked by executive privilege, to acquire
the informeation ss to justification in individusl cases by the person
who makes the certification?

Attorney General Lmve. Well, it’s a difficult question, beeause if
there is executive privilege, if there truly is executive privilege, it
«cannot be changed by lepislation. '

Senator Case. But what is executive privilege?

Attorney (General Levi. Executive privilege would be those matiers
relating to the special prerogatives of the President—-

Senator Casz. But he’s not inveolved in an individual ease.

Attorney General Levi. Bui he is involved in the sense that he
has to assume—in the first place, he has to give the authority, other-
wize the bill doesn’t operate at all.

Senator Casz. A general authority, not a particular one.

Attorney General Lmvr. He has to give a general suthority. The
underlying justification may well Involve sctions by Presidential
groups so elose to the President that it would be appropriate, althongh
the claim is not frequently made, that it would be appropriste in
some cases to claim executive privilege. And if that is true, the legis-
lation would make no difference, if that is 8 good ¢laim. But in normal
course, certainly this committee, & special committee with special
-safeguards, certainly would get the information. _

What I was trying to suggest was that an attempt to draft a pro-
vision of the bill to deal wﬂﬁx that wouid be extremely difficult, and
I would think that it would be like frying to draft & bill that would
spell out all the powers of this committee, which T think one finds
wertain difficulties with, teo.

But as an ongoing operational matter I have no doubt that this
committes will get information. Now, there may be some particular
.cases where the comimitiee itself, having gone s certain distance in

depth into the background information, might decide that it did not
wish to be burdened with additional information which sometinses is
so fraught with security problems that I think would have to be
worked ous. '

Senator Case. I fully agree. I am only concerned that we shouldn’s
give an impression that this bill is broader than it is in the protection
of individual rights in this area. That is all T am talking about now.

1 am sorry, Mr. Chairman, and T apologize to 8l of you.

Senator Bayr. The Senator from Hawail,
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We are operating under time constraints. There is a. vote, Mr.
Attorney Genersl. If I might suggest to my colleagues that perhaps
those who are not in the immediate linié of fire as far as questions are
concerned, might want to go ahead and*vote. "~ - S

Senator I&ovuve. Thank you. C

- M .

Mr. Attorney Creneral, subject fo the provisions of this bill, an ap--
propriate Federal judge may grant an order approving electronic -
surveillance of an agent of 'a foreign power for tie purpdses of obtaining
foreign intelligence information. According to définitions an agenit of '
& foreign power could mean the ‘Armbassador of Irsael. Forelgn intel.’
ligence information; according. to the definition, means information
.with fespect to foreign powers or terfitories, which because.of its im-'
portance is deémed essential to the conduct of the foreign affairs of
the United -States. I would try. to pose a question which is nef
hypothetical: L ‘ : : I

. Not too long ago the United States was,very desply invelved-with,
Térael and with %’gypt"in‘ resolving the Binai problem. If at that
moment, the Ambassador of Israelcalled upon a citizen of the United’
States, say: thie President of the Cineinnati Bonds for Israel Committes,.
and' told this president it would be most, helpful'ifyou would contact
_ this Senator and advise him that. supporting. this appropriation will®
make it easier for Isracl to enter into this negotiation because it would
give us & position of strength. So-this president who now has received
# Tequest from the Ambassador, ealls upon & U8, Senator and he is”
discussing information relatitig to the conduct of foreign affairs of the
{United States, because the President of, the United States and the.
Secretary of State would like to know the posifion of Israel if given
certain appropriations. Wonld that eitizen.and that U.S. Senator be
subject to the provisions of the lhw and may be made the subject of .
gurveillance?’ P L o _ :

Attorney General'Lew. Certainly not’.on the facts as you stated
them. I'don’t' k¥now what is clandestine about them. I' don’t see how it
could possibly apply. - S S .

Senator INouyEs. But i$ meets your definition, doesn't it?" - ;

Attorney General Lizvi. No, I'don’t tHink so, because T do not
understand that the person who was talked.to By the Israeli Ambas-’
sador is engaged. in clandestine intelligence setivities, I don’t under- -
stand what it is.he would be doing which.would make him part of the,

- as-I described it before, the intelligence network of Tsrael, because there-
is. nothing secret sbout it as you described it. ' ' )

Senator Inouys. Well, let's cliange the scenario slightly.. This time - -
the Ambassador calls a U.8: Senator and tells the Senator, he says, Mr.'
Senator, very privately, it would be very helpful to the State of Israel
if this appropriation was approved, because it.would provide s with’
- & position of strength in our negotiation with Egypt. Would that.con-
_versation be subject to & wiretap? | oo _

Attorney, General Levi. Well, that may be a.Jittle hazder to answer
than appears. . ' .

Senator Baksr. Mr. Attorney General,"could you yield for just a
gecond;, because we are both going to have.to leave. Let me ask just
one clarifying, point Before you answer, The. first question Senator -
Inouye gave you was in eategory 2; thét is, an American citizen or
resident alien involved in clandestine aetivity, ThHe second.question he
.gave you was in category 1. : B
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Attorney General Lvr. That's why I said it’s hard to answer, be-
cause I don’t know who’s the target of the wiretap. I don’t know
whether we're talking about the foreign sgent or the Senator. Cer-
tainly the Senator is not going to he the suhject of a wiretap.

Senator Inovys, The ta:r%ea might be the Ambassador?

Attorney General Limvi, Yes.

Senator INouys. But the conversation the Amhassador has with
the Senator would he retained?

Attorney General Lizvr. This is assuming the tap is on the forei
power or its agent. Under the Keith case, if someone talks to the
Ambassedor where there is this tap, there can he, obviously, an over-
hearing. The bill does provide for minimization procedures so if a
conversstion is not appropriately foreign intelligence information, it
would he thrown sway.

Senator Inouye, Would the information related to negotiations on
the Sinai he considered as essential to the foreign relations of the
United States?

Astorney General Lizvi. Well, T can imagine cases where it would
be and I can imagine cases where it would not be. T would think at
times, speaking theoretically, now, that the situation in the Middle
East mi%ht be of the utmost concern in the case of the world and the
safety ‘of the United States,

Senator InouyE. So there is a possibility that under those cireum-
stances, & conversation initiated by, say, a Senator, to an Ambassador,
would be subject to a tap?

Attorney Genersl Levi Would be subject to a—parden me?

Senstor Inovys. To & surveillance.

Attorney General Luvi, Well, if the surveillance, and again speaking
theoretically, is appropriately on the foreign agent, there can be
incidental overhenrings, and of cowse, that is true under Title TTI
itself. It is true with anyhody. But if it is not truly foreign intelligence
information and the court has to approve the minimization procedures,
then it should be thrown awsy.

Senator Inouvye. Thank you, very much,

Senator Biden.

ESens,t,or Inouye leaves the hearing roorm.]

enator Bipew. I guess I'm chairman, Mr. Attorney Genersl.

Mr. Attorney General, I apologize if I repeat questions that have
&%*eady been asked. I don’t know whether they have heen asked in my
absence.

One recurring theme that you've obviously picked wup in your
testimony hefore the Judiciary Committee and your testimony here
this morning is the overriding concern of all of us that legitimate

olitical activity will hecome subject to surveillance, and the potential
For abuse of the surveillance could tske on proportions like those we
witnessed in the last decads or so.

Attorney General Lvr. Thirty-six years.

Senator Bioen. Well, & long time,

I didn’t mean that as a partisan comment. You need not be so
defensive.

Attorney General Levi. I don’t know why I’d he defensive.

Senator Broen. 'm not sure, hut you were.

The point is that I am not sure and I don’t know whether anyone
else is sure of what constitutes this concept of “agency” in the bill,
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You have gone at great length to_your credit to point out that. yoﬁr

" felt it must be something very akin to what would be reférred to in

© the vernsculdr #s & spy, someone who was knowingly operating for

.

the purpose of subverting America’s interests with anothier power.
But you, in response to, several questions said, appropriately so,
you used the phrase, “Well, T could imagine,” and then you went

.on to give your answer, and that is what concerns me. Whoever has.

the power to make these decisions iS. going to be able to imagine,
ander the law, different interpretations of this law and this statute.

 Now, yoirve been given. specific examples, and I'd like to draw one
for you if T may and see how, you think this law would or would ot

apply. . L Ny ' e T s
. E very zealous defender of the Nation-State of Israel is living in-
my State, a weslthy individual who'travels to Istéel four or'fivé times

a yesar. Under those circumstances, he meets with high ranking mem-

" bers of the Israeli Government. It's not very hard to ‘do if you're

willing to dedicate a forest you may be able to sit down with the

. Prime Minister for some little bit of time. And he siis down oh &

regular basis, from the Israeli side, maybe only because he’s a major
contributor, but from the standpoins of my. constituent, he fecls that
he's on the iside of the decisionmaking of the Israeli Government.

" This constituent is told, “You know, your Senator,” or so-and-s0 that.

~.you know, ‘“is sort of shaky on the upcoming appropriations bill, and
we very imc}lf,: need these Hawk migsiles,” or whatever else, any .

specific itens, 1'm trying to be as specific as I can, “We need z number -
of Hawk missiles and we know that he’s shaky on voting the monky for
those missiles for us. We'd like to have you do what you cen do.”

. Obvipusly my constituent or that person doesn’t go back and contact
his Scnafor andjor Representative and say I was told to do such and

such, He comes back and starts to make an argameént as to why Tsrael

* needs so many of these things, and then eventually gets around to the

Hawk missile. Now, the State Department may have made & deterimi-
nation, which they have in the past, that Israel petting these Hawk
missiles would have a destabilizing effect in the Middle Kast and be
injurious to our national interest, " :

In that instance, the constituent of mine who visits Tsrael and
comes back and contacts as many people as he can within the Govern-
lower echelons of the State Deépartment.to suggest,that the Hawk
missile be sold. He contacts my staff members, takes them to lunch
if he can and says what is your boss thinking about this. He contscts
as many as he ean in order to push the proposition that Hawk missiles

ment here, to find out whether ‘or not there s a disgosition in the

. be sold or given to Tsrael and does it without letting anyone know the

specific direction and Tequest that camné from s niember of the Tsraehi

_(Government saying why don’t you see ‘what you ean do forus about

getting this military &p{m:}pm&tion.‘ _ ,
Under this law, would that person be subjested to or eapable of
being subjected to electroni¢ surveillanee by the .S, Government?
Attorney Ceneral Levi. Well, from the illustration that youw've

given, just from those facts,’] would not think that he would be or
could be. o _ '
. Seriator Bingn. Why not? o :

Astorney General Levi. Because I den’t think he is part—as I

h_ guess I said before you came, he is not.really a part of ‘the foreign

L
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intelligence network of that foreign country, That’s really what I was-
trying to suggest. What was meant by the person who was engaged
in clandestine activity, sabotage and terrorist activities pursuant to-
the dizection of a foreign power,

Senator Brogx., T éign’t say that,

Attorney General Levi. Well, before you came, Senator, I said it
might be possible to—well, I don’t think one can do it just by defining,
to list certain considerafions which would have fo be faken into-
account on both sides 50 as to slleviate this fear that somehow the
democratic processes in the United States will be somehow impinged
upon by an awkward use of the definition. 1% is certainly not intended
- to cover the kind of relationship which you have just pictured. _

Senator Bipex. 1 truly believe that neither you nor Senator Ken-
nedy nor the administration nor anyone intends it for that purpose.
But my problem is that the language of the legislation doesn’t say or
even im;?ly, in my opinion, that he or she need be part of any net-
work, and the definition of clandestine, out of the dictionary says,
“concealed, usually for some secret or illicit purpose, but not neces-
sarily s0.” “Concealed.”

Attorney General Luvy. Well, Senator, we are dealing with a very
diffieult drafting matter. As 1 said in my testimony, originally the
innguage said “spy’’ which seemed to some of us who drafied this a
rather simpler way of conveying what was intended. That was rejected.
in the consultations which we had which were long and helpful with
various Senstors and their staffs, and then “clandestine intelligence
activities” came. The language about “conspirving’”’ and “knowingly
aiding and abetting,” was added, I ¢hould say, by the staffs of the
various Senators. So, there has been a give and take here, an attempt
to get the language on a narrow channel. Now I don’t—TI think, m
view of the fears that have been expressed, as I've said before, it
shouid be possible—you can’t do it perfectly, but it should be possible-

_to state certain criteria which would have to be taken into account,
and that might alleviate some of these fears and give added protection.

I do want to say, though, there may be more—even so, there is
more protection than T think you are suggesting, because the Attorney
General has to approve this, the documents aze all there, they will be
available for this commitiee, and so that one is certainly going to
have every reason for accountability and for wishing to be extremely
careful as we have been. I have frequently announced i particular
times in terms of the coverage of this biil that no American citizen is
the target of & surveillance. I have been warned not to say that by
some o%emy academic friends who have pointed out that that can’s
always be true, and therefore 1 shoulds’t get involved in that.
P've been trying to alleviate this fear, and maybe the bill can have
added language which will cut away the kind of points that I think
you are properly makizz%'.

Senator Bivex. I really appreciate your saying that. I hope that
can be done, and 1 look forward $o that, beeasuse I would like $o see
legisiation in this area.

In the example I gave, by the way, there is no question that from
our fictitious friend from Delaware would be saiding and abetting a

. foreign agent as stated in the bill, the foreign sgent being the country,
they want the missiles, so he would be aiding and abetting them n
getting that,
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Now, without beating that point to- death-—hopeéfilly, something
can be worked out. _ '

T know my time hasrun, I-doi’t know how much time'T've got-here.
Maybe the second round, I know I've-got a2 bundle of questions-here,
but on the question of accountability, which'is constantly reinforced
‘by those who support the bill, which'is.a significant number of people
whom 1 respect a great deal, yourself included, and it pointed out
that we have'the Attorney General, of course, signs off on i, someone

- -whom -we can advise and consent to—well, -y 10 minutes‘is up.

Senator Bave. ‘Why don’t you go ahead and ask this question.

Senstor BrorN. Someone 'we advige and -consent ‘to .within ‘the
White House ‘and the seven.judges in’ the Federal courts, any one of
seven judges i the'Federal courts. And then you point out, no oneis s
target-now. Well, I submit tha,é,vprobably the reasorno one’is & target
now s the atmosphere today."We are very, very cautious 't»oéa,y.a'?ou
are, -this committee is, the Congress.is, the President is, we are ail
sort of walking on eggs because of what we just-went through, and we
are-going to err on theside of protecting individual rights; I believeit's
- firle. I.wasn't & part of it even though I, thank ‘God, never had to
experience it. [ don’t seerthis committee necessarily -being . able. to
protect individusl rights over the long period. I.dide’t see-a whole lot
of Senators standing up during the McCarthy era saying, you charlatan
and -whipping intoghim. ‘I can picture,- God forbid, the confluence of
several streams, & McCarthy in the Senate, & wave of anticommunism
or something rolling throug}}; this.country, an Atiorney General with
the ethics of Mr. Mitchell, and a President-like Johnsen and Nixon
who didn’t think a whole'lot about invading people’s privacy, and a-
iaw that's ambiguous, and that's what worries the 'hec]?,'ouz of me. Tt
‘may be very premature, it may be something thatisso outrageousthat
the confluence of those.streams would never occur, but I plan énrbeing
here & long time, and the way I'm talking I may not be, and'I may be
‘on the other end of ‘this law that I am going to -have partial respon-

sibility for at least having signed off on before I leave here. So the

accountability really worries me a bit. Without that language being
“ tight, I don’t find any real solid solacéover the.long haul relying on the
good will of men in those positions or women in those positions.

The one thing you pointed out in your testimony, was that the
judges are not capable nor do they want to take on the responsibility of
making foreign policy assessments, and the intelligence assessments-as
‘t0 whether or not this is needed or not needed. As aiypmctic&l matier,
what that means is that judges are going to sign off and allow these
taps upon the assertion of the Attorney General andjor the White
House staffer who asserts that it is needed. As a practical matter, the

_ courts are not going to go into & great deal of detail. The histor of
the courts granting wiretaps has been one which if they have faithin
and believe in the individual Tequesting the tap or the agency, there
has been littls, little background information reviewed by the courts,
as a general rule. '

So, again, my colleagues on this committee, especially some of m
colleagues on the Republican side constantly pomt up to me that
have & great reverence for the courts, and why should somebody like
like me be preaching to. them about the courts and be concerned that

~we have seven judges that are going to be signing off on it, The reason
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I am eoncerned iz thé resson you pointed oud, ahd that is, they are
not equipped to do anything but sign off as a practical matter. That
was & staternent more than a question, You can respond, if you like,
to auything thet I said. '

Attorney General Lizvi. Well, T would like to add to this point,
that when I originally began to work on this problem after I became
Attorney Geners!, I frequently made the point that I wasn't sure
whether a warrant procedure was a good ides, because I really didn’t
know what the judges weuld do, and ¥ did not want to weaken the
sccountability and responsibility of the people whe would be actuslly
deciding. But I think we have gone through s development here and
what we have come up with is & bill which does have the judge decide
the kind of thing. 1 think the judge can and wili decide, namely the
probable canse as to the agency reiationship. And when you dive this
cases which it’s going te. be hard to handle by any definition, they:
sre the cases which relate to that agency point, and that is exactly
what the judge is going to have to decide. Bo at least, we have builtin,
it seemns o me, some general protection. : '

Senator Bipex. Thank you, and thank vou for your aitention.

- Senator Bays. Senator Morgan. . .

Senator Morean, Mr. Chairman, I just have one or two questions..
I believe most of thern have been asked of the Attorney General,

What would be your thoughts of the advisability of putting a 2-year.
Iimitation on:$his bill, so that we would of necessity have to review its
provisions and see how it works st the end of 2 years?

Attorney General Lzvi. Senator, I really don’t know how 1 would
react to that. I rather think' the intelligence agencies would applaud
the ides, and 1 am not sure that I have strong feelings about it one’
way or ancther. . .

- Senator Moraan., Weil, I’'m not sure 1 do, either, bui it seems to
offer a posibility of assuring & reevalustion. . _

Attorney Genersl Levi. What you have to be careful about is to
make sure there wasn’t any implication that after the bill expires that
that is o congressional decision without a real determiustion that it
wishes to, in effect pass, saying that there really shouldn’t be any
foreign intelligence surveillance. That would be an easy one o draft;
I don’t think 1t would speak the mind of the Congress, and I do think
you could run into problems with Presidential authority.

Senator Moraax. All right. :

Nothing else, Mr. Chairman. . ' _

- Senator Bayn. Mr. Attorney General, I think your tesfimony so
far has been very helpful, certainly in trying to nail down some
specific language in these troubling areas. g

But did T understand you to say that if we were to now have exist-
ing the standards that you envision encompassed in the language of
this bill, that no American citizen today is subject to electronic sur-
veillance? Is that right? S

 Attorney General Levi. There is no American citizen now the
target of an electronic surveillance as would be covered by this
iegizlation. o . . _ I -

Senator Baye Let me ask you to give your astention to the sabotage
and terrorism pert of the definition. None of us are in favor of sabotage -
or terrorism. Is it fair to say (hat participating in sabotage or terrorism
today is net in viclation of Federal law?

T 1T G s ]
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< Attorney General Luvi. -Well, presumably it often would be-and
sometimes it would not be. ' L
Senator Bays, Can you tell me what you mean, generaly or
specifically, about sshotage or terrorism. (Give me an example of
where it ig 3 violation of law and where it ign’t. If it isn’t, why shouldn’t
we make it a-violation of law so we can then use the old prohable cause
standard? : . - . -
Attorney General Lisvi. Well; I don’t want to arglzze that it wouldn't
be possible to revise a Federal law to try to cover all the sabotage and
‘terrorist activity, hut I must say that I think to.do that might get us
into more serious civil liberties guestions than this hill does. I think
that is a separate problem, and one I am not sure—T1'm not sure I'd
he in favor of trying to make sure that all activities of that kind would:
he covered hy Federal law. In other words, I don’t see really how it
changes the problems of the legislation itself. - : \ .
Senator Bavi. Well, for some of us who are concerned about one of
the general thrusts of this field, this bill now, by statute, ermits the
person to have their privacy. violated without prohable cause of
erime, first being proven and a wairant obtained. That is where my
concern Hes, thaf we narrow the field where we can deal with sabotage
and terrorism. Can you give me a couple of examples? ;
Attorney General Lnvi. Well, I can give you one for example, an
attack on the statehouse in Indiana of a terrorist kind or sabotage
kind, pursuant to direction of ‘a foreign power would be a violation of
Federal law or not. . R .
Senator Bava., Why shouldn’t 1t be? - o
Attorney General Limvi. Well, mayhe it should he, hut I'm saying
it seems to me that is a different problem and I'm not sure you have
to solve that problem in order to solve this one.
Senator Bava. Well, T think more specifically we can come-to the
- general agreement whether the statehouse in Indianapelis .or city.
all in Honolulu, whether that's illegal, it ought to be illegal, but give
us examples of your concerns, a specific example or two, of the kind
of activity that would fall under your definition of terrorism or sabo-
tage thet shouldn’t be under. : N
~ Attorney General Luvi. Well, as T understand it, the question is
whether one couldn’t Tequire that the sabotage or terrorist activities
he illegal under some law, that is some State law or some Federn] law,
or through some conspiracy section, perhaps all of these could be.
squeezed under some Federal law. It does seem to me that is a different
problem, and again the suggestion is that sahotage or terrorist ac-
tivities as used In this hill are always which in some sense are illegal
or eriminal: I am not sure I would object to that. Again, 1 think there
would be a drafting problem. I reslly don’t see what—1I really don’t
think that is—1I don’t think it is the legality that is invoived, because
T have been down that frack. You can have illegal acts wbich are
very minor in the area of illegality, and would not rise fo what I
would regard as sabotage or terrorist activity.
"1 have sometimes been asked wbether sit-ins would be encompassed
under this and so on. So obviously that is not what this is talking about,
Senator Bavi. What about the kinds of demonstrations that existed
in Chicagoin 19687 o :
-Attorney General LEvr. Certainly not.
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Senator Bava. Well, you see, what concerns me and I think some
of the rest of us is that right now the language as it is, is very broad
as far as what kind of acts are covered. %‘his whole business of con-
ducting the foreign policy, you expressed a willingness to help us
tighten up that langusge.

Attorney General Luvr. Well, T think in some of the drafting, par-
ticularly that bas been done by the American Law Insitute and so on,
one can set down a set of criteria that would not provide a perfect
definition, that might help guide by indicating what is meant, and it
has occurred to me that maybe that would he 53

Senator Bava. I think it would, I think it would. But it goes beyond,
really. The reason I won’t pursue this any further is because it goes
beyond the immediante definition of who might be affected or what
type of acts might be required to bring the given individual who isn’t

rotected under the purview of this statute. But it alse goes to the
?act that we are establishing a standard here, s legislative standard
which not only germits surveillance be logged for the collection of
information which may be necessary for the protection of this country,
but also permits information which is ostensibly collected for the
purpose of foreign intelligence and foreign policy to be used subse-
quently for eriminal prosecution without the probable cause standard
which 1s now required—that & criminal act has been committed or is
about to be committed.

Now, as one who has been very sensitive to civil liberties, doesn’t
that coneern you at all?

Attorney General Levi You mean that what one finds is that as
one engages in this surveillance of foreign intelligence information,
one discovers that there is a passage of information, that the espicnage
has been violated, and a decision has been made to prosecute. [ gc
net--I de not find it a great viclation of civil liberties to use that
information, and in any event, I would leave it to the courts to deter-
mine that issue, and leave it to the bill to set up such a framework.

Senator Baym. The way I understand your response to earlier
questions, in the normal process of reaching & determination in court
criminal proceedings, the defendant and his &ttomﬁir is permitted to
contest the initial legality of the tap or use of surveillance. Under this
statute, as 1t is now drafted, the way I understand it, and if you look
at it differently I want to have your opinion, it is impossible for the
defendant in & criminal trial to Iook behind or beyond the certification
of the official who inade certain certifications and allegations to the
judge. That wnust be done ex parte and in camera.

Attorney Genersl Lmvy, ’lgl’mt’s right, and wben the attempt is
inade to present the evidence, he can ask that it not be used and be
can Tesclve the constitutional arguinents he wishes to make. And if
this is stepping on a constitutional right, which I don’t think it is, a
court is there to give him protection.

Senator Baya. But under the statufe, the court makes this deter-
mination in camerq, ez parfe, absent defendant, absent defendant
lawyer, does he not? :

Attorney General Levi. Pardon me, I am haviag something said
to me at the same time.

Go ahead, Senator.
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Senator Bavm, Now, T think this is a key guestion here. The court
may make this decision, but under the language of the bill, this
decision 'is made in’ comera, ex purte, the defendant does not eéven
need. to be told of the tap if indeed certain criteria under.the hill are
met, by the judge’s setisfaction, this cannot be contested. You
cannot get behind the assertion of official acts, that these facts are,
mdeed, true. - ’ ) T ' T

And: the Freedom of Information Act, for example, where classified
documents are net permitted, that you are permitted 1o contest the
legitimacy of the classification, 1t seems, t0. me that is similar; whereas
under-this statute you are not permitted to: contest the: wisdom and
the merit of the certification, once the certification is given, per se
that stands. o RN : L
. Attorney General Luvi. Well; Senator, what I was being shown I am
sureyow are aware of, on page 15 of section 2526 of the preposed bill,
the court . - - S e ‘ :

. May order-disclosed to the person against whom the evidence ia to be introduced
the order and application, or portions thereof, only if it finds that such disclosure
wonld:substantially premote a more aceurate detormination of the legality of the
surveillance and that such disclosure would not harm the national securlty.

.- Now, I think §ou have raised what I think is & genuine problem:
What, we have ‘to do is balance a great many interests here. If.the
Government is going to be forced to disclose all background informa-
tion snd so on ia connection with the eertification, then it very likelv
will not proceed. Moreover, it would probably not.bring -the criminal
case. What you then have, in fact, aze in-depth foreign intelligence
agenits-who it may be détermined, quite properly, ought to be prose-
cuted, who will.not be mosecuted. - . i L L ane o
. ‘So we gre.frying to balancé these interests snd I don’t know the
wey of.permitting: that kind of prosecution, which I think: often is
important; that is, te; permit it,. and at; the-same time to'say:“‘But this
information or the fruits of the information ought te be disclosed-and
all background. material given: to, the: subject.)” 1 e T oo

. Sorthat oneis relying on the courts here. Now, that is,.of course, the

present. law. So that we: haven't.changed the law, in this respect.’-

._Senator Bavm Of course-the present law requives the probable
' dause thet a crimeis to be committed; too, before, electronic survell-

larice subjéct to eriminabermer o C 0 el

.. Attorney General Levi. No; that is not what the present law-would

say,if there iz & use of this kind of surveillance, and it s proper and

it 1s without warrant. . . Lo .- S

.* Senator Bavm. I have just. been shown by staff that In & discizg~

siorrof this: matter in’ the’ House pursuant fo: 8. similar line of guess

%ioiﬁng,,.yéu-‘ ave quoted asisaying, I think we can spelk out 8 beiter

gsection.). - . o T . o ' : o

Attorney Qeneral Levi. T thought-we had Se-what you are- now
saying is that. we.didn’t do as well as we intended to do.

Sonator Bavm., Well, I am still concerned about, someone heing
subject to criminal prosecusion without the present. standards beipg
met. - . . ,-..",“"'.'\ o : H

Senator Garn. L o

Senator Garn. | just have one brief question,, . = | Lt

3 C .
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tinder the certification of foreign intelligence information, it
geems to me it is unclear what power or suthority the judge has
beyond that certification to see additional information rather than
just the fiat certification that foreign intelligence information is
avaiiabie. Can you give me your opinion as to how much more he can
ask for? :

Attorney General Luvi. Well, he really can’t ask for a great deal.
He can make sure that the certifications have been given and that
they exist, that they are in order. But reaily what the judge is operating
on, is a3 I said before, an agency point, not on whether the certafication
was well based. That he 1s not asked io determine, The judge can
determine whether there sre proper minimization procedures, he
can determine the agency point. He must determine the probable
eause on the agency point. He is not asked to make the determination
that goes beyond finding that certification is available.

Senator Gary. I believe there is a section that requires the Govern-
ment to furnish such other information ot evidence as may be neces-
Sary.

Attorney General Levi. I would interpret that as a requirement
that basically with the agency-—

Senator Casu. With respect to what? _

Attorney General Luvi. With respect to the agency point.

Senator Gamn. Also in section 2524, an application to obtain a
description of the type of information, it is alse unclear how much
information is required by that provision.

Attorney General Levi. I'm sorry, Senator?

Senator Gamn. Section 2524(a)(B), requiring the application to
the judge to contain a description of the type of information sought.

My point is, I believe it is unclear as to iow much infoimation is
required by that provisien, how much and what kind of information
is necessary there.

Attorney General Levi. Well, T assume to some extent it isn’t
clear, because it would tell the kind of thing that was involved, but
it would not particularize or be specific, I was going to say the details
or would not azgue the question of importance.

Senator Garn. You feel it is deliberately unclear, then, It isn't
just an oversight leaving a gray area.

Attorney General Livi. No; I think that again, what we are working
with is & balancing problem. I do not think—of course, I kuow that
some judges would feel very comfortable doing this, but I do not
think that it is a judicial function to determine whether the—to
second guess the executive person who has determined foreign intel-
ligence information which is essential. So that we think there should
be a description of it, the judge should have an awareness of the kind
of thing that is involved, buf ss to what is the specific information
sought, that would not normally be given.

I can think of cases where some very specific information might be
required, particularly where there is an emergency tap which the bill
provides for, where one would wish to disclose that to the judge
during the 24-hour period. But normally I don’t think that is the kind
of thing that would be disclosed, except in terms of type.

Senator Gann. Thank you.
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‘SBenator Baym. Senstor Inouye. - o ' : :
~ Senator Inouys. Mr. Attorney General, if I may continue with the
line of questioning that I left off when I went to vote. .
" Your definition here of foreign power includes factions of a foreign
govetnment, so I presume that any one of the factions that were
mvolved in the recent Angolan civil war would qusalify. There were
abouf three.orfour I believe; I can’t name any, but I am cerfain you
know what I am talking about, i S o
“Attorney General Lxvi. Well, 1 think they would, because they
were part of & foreign government, so I think they would. -
Senator Inovys. Then the progress of the war there would.be of
esif;z}aial'inaerest to the United States in the conduct of its foreipn
policy. : = : oo S .
Attorney General Leve. Well, it either would or wouldn’t, de-
pending upon other determinations. .. . | a
- Senator Inouvs, Would a mercenary, an. American citizen who -
signs & contract fo work for.one of the factions. as & mercenary, would
he be a target of surveillance, or would he qualify? - _ o
- Attorney General Limvi. Welil, I don’t know the answer to that, and
I think one would have to think long and hard before making a deter-
mination on that. I think there’s no problem about him acting pursa-~
ant to the direction of a foreign power, as you pointed out, and there
would'be no problem, presumably, although one would think that there
would be, under some. circumstances, no problem in stating that for-
eign intelligence information. might be involved. I don’t think the
art that deals with sabotage and terrorist activities would be involved,
hlii}i:t is quité possible that he might be an appropriate subjeet, T
Sepator INouve. And the person, the American citizen who recruits
thi} ge‘z;cena;ry_ might be the subject of a surveillance, or would he
Attorpey General Lauvy. He might; he might.  Of course,- he's -
slso violating the Federal law in any event, but that's a different mat-
fer. He might be. I find it a Httle hard to know why this would be
important foreign intelligence information, bub it might be:
senator INoUuve. An American citizen during the . Yom Kippur war
decides he wants to go to Israel to help the Israelis. Would he qualify?
Attorney General Luvi. I don’t see how he could possibly qualify.
That is really quite s different case thap you gave before. :
Senator Inoyys, An American citizen who attends a rally and ex-
horté*the young men there to fight under the flag of David, would he
qualify as's target? : K S
Attorney General Lmvi. Well) T shouldn’t think so, and 'ss 1 tried
to say before, we'll have to try to concoct some phrases, I suppose, so
that t{lilat is not the kind of thing this bill is intended-to be directed
toward. : ' : - :
Senator Inovys. P certain of that, sir, but T just want o make
certain that this bill’ would not make possible that this type: be a
ol . . . . . s
tmgow, may I ask another question relating to the process to minimize
the acquisition and retention of information. What process do you
have in mind? Would you describe for this commitiee the procedure
or process that you would follow or present to the court to minimize
the acquisition and retention?
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Attorney Geners! Ligvi. Well, one would have to draft .a set of
grccedures and rules which the court would approve. Where the inci-
ental conversations do not have any foreign intelligence information
or content,jthen they would have to be done away with. Or, if they
involved privileged conversations between atiorney and elient and
$0 on, so that one would have to draff such a set, .
Senator Inouye. How can the court be assured that this procedure
is being eairied out? :
Attorney General Levi. Well, I don’t know how the court can do
it, other than through the certification, buf of course I sssume if
would be contempt if the rules were violated, and 1 assume the court
counld gain assurances on it, ' , _

Senator INnovys. I ask this gquestion because I have been advised.
that the Federal Bureau of Investigation compiles and refains in their
files the raw data which ofientimes the agents themseives know are
absolutely false, which they keep. There is no process to minimize the
acquisition or refention of information, ' .

o would decide whether this information is one that comes within
the purview of this bill?

Attorney General Luvi. Well, it would have to be under the direc~
tion of the intelligence officers who would have to be following the
rules that were established and which the Attorney General found
sufficient, otherwise he would not approve and which the court would
have the right to determine if it was sufficient.

Senator Inouys. Is there any requirement in this bill for the
Attorney General or any other public agent to submit to the court
some sort of cerfification tha,t-tgis procedure to minimize has been
carried ouf? .

Astorney General Luvr. I don’t think there is, but the court could
easily require it; it eould easily be asked. I would say that the require-
ment that the court be satisfied that the minimum procedures are
sufficient is broad enough language to give the court license to require
that kind of assurance and certification.

Senator Inouve. I realize that what T am about to say relates to
activities of the past, and [ am not suggesting that these activities
occur on this occasion or hereafter, but we have been told in the
press, that certain citizens of the United States have been subjects of
wiretap surveillance and that the information acquired has been
shared with the press and others. '

Is there any assurance here that the nonessentisl information will
not be shared with nonappropriate officials or citizens?

Attorney General Lmvi. Well, of course, that is the purpose of the
minimization procedures, Beyond thaf, what you are also discussing
would be = great impropriety, and my belief is that the Privacy Act
would be involved, se I think there is protection.

Senator Inouye. You have no grocedure here that would make
certain that this would not happen?

Attorney General Luvi. Well, the minimization procedures are
really for that point. I think, Senator, you've raised a more general
point about information which comes in and might be shared with
other intelligence agencies. There is no sbsolute protection on ¢hat,
The minimization procedures are really for that particular purpose.
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Senator Inouye. Well,’ I am not falking about sharing with other
mi:elhgence agencies. I raailly should be a little more specific. Let's say
that citizen A is talking to citizen B and citizen B Tully qualifies to
be a-target, but in their conversation they discuss, among other
things, the subject of sex, a very. juicy item in-the press today, which
obvmusiy doess not .get mmlveé in foreign intelligence information.
What I want to. know, is there anything you can. tell us that would
assure citizen A and B that that type of information is not shared
with people’ who are not aubholized “to receive such information?

Attorney Genersl Lave. Well, as I said before, I think the Privacy
Act covers that, I want to check that, but I.think it does. I don’t
think it can be distributed or illiciti shared. T think the Privacy Act

“itself was a step forward which I think was to prevent that kind of
dissimination which I agree with you is quite improper. .

Senator InouvE, Anafthat type of information would he deabroved?
© Atterney General Lpvi. Well, I don’t.know whether we're ta}i{mg
about the—if we're talking about the Federal Bureau of In vestigation
guidelines that we have created so far do provide for the weeding out
of information and its destruection. There has been some guestion as
to when it should be destroyed and how long it should be kept and
#o on, and we have taken steps in some particular cases to destroy it

" Senator Inouve, Thank you, Mr. Chairman.

Senator Bava. Senator Case.

Senator Casg, Thank you, Mr. Chmrma.n
* Now, the Attorney General has to approve appllcatlons on this.

Attorney General Levi. Yes,

" Senator Casz, That means, under the definition, the Attomey
Geners,l il he's not there, the Deputy Attorney General.

Att;ormw General Levi. No, it means the Atforney Gene.mlw) es,
the Deputy if he is acting. -
© Senator Cass. That’'s what the law says. Now, ‘does that mesn
what it says? Does that mean you personally have to look at all of
thesae things and make the certification?

. Attorney Genersl Luvr, Yes, it does. '

Senator Case, You or your Deput,y in your absence?

Attorney General Levi. It certainly does mean that.

Senator Case. And your responsibility wonld be satisfied by having
your most tiusted assistant giving you the papers and a stamp for
your signafure?

Attorney General Levi. I would zzot think that was dlscharermg
my responsibility, no. *

‘Benator Case. "That’s quite clear? - : '

Attorney General Lvi. Yes, sir.

Senator Case. Now, in the exercise of that functlon, BrOving
the application, are you obliged to determine, going begmd the
certification that the judge would get, that the information is essential
to the conduet of foreign affeirs? Would you have to make that
dctez};mlgat;on‘? Would you be held to the responsibility for making 1t
or what? -~

"Attorney General Levr. I have to satisly mvself on that score. Of
course, in doing it I do take into aceouns the fact that 1 have received
the certifications from other people more directly in. charge of that
area of intelligence or foreign policy or whatever, and I take tha into
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gscconnt. I T am not satisfied, I ask for more information, and some-
times 1 just disagree with them.

Senator Case. On that very point, in the mere conclusion, in the
certification that the information sought is essential for the conduct
of foreign affairs, is pot then binding on you?

Attorney Genersl Lrvi. I have not regarded it as completely
binding on me, because 1 am instructed that I have to satisfy myself
on that. But on the other hand, 1 do not think that—1 mean, in doing
that 1 take into account the ecrtification I received, and if I don’t
understand it or I'm not satisfied, or it's a matter of defersing or
making sure there’s really a reason for doing this, that this is a de-
liberate decision and one that can be supported. If I think it cannot
be, then I wouldr’t do it. : ' ' )

Senator Cass. Well, this is my next question. Can you refuse, then?

Attorney General Levi. Yes. ’

Senator Casw. You can refuse?

Attorney General Levi. Yes, I have.

Senator Cass. And pobody can do anything about it except fire
you? That is, the President. :

Attorney General Luvi. Well, T suppose the President could not
only fire me, but I suppose in fact he could take it out of my hands
witheut—- : R

Senator Casg. He what? :

Attorney General LEvi. I suppose he could take it out of my hands
without firing me——— : S
Senator Case. Where in the world would he put it? :

Attorney General LEvi. Well, he could put it in his own, 1 suppose.
3 Senator Case. Well, there’s nothing in bere about the Presi-

and g . : ;

Attorney General Levi. Oh, you mean under the bill?

Benator Cass, Yes, . ’ R

Attorney General Levi. Well, T think under the bill the Presiden}
would have to authorize the Attorney General and. the Attorney
(ieneral would have to be satisfied. - .

Senstor Case. And then ¥ you réfused? I'm sorry. This is right in
front of me now. : )

The President could direct you to make the application contrary fo
your judgment announced and conveyed to him, that it was not proper.

Attorney Geners]l Levi. No, I think under the bill the Attorney
Genersl would have to be satisfied. If he were not I agree with you,
he would have to be fired. But I assume he might resign first.

Senator Cass. Assume what? '

Attorney General LEvi. He might resign.

Senator Case. Well, I'm not trying to suggest anything like that.

Senator Baym. I hate to interrupt, but 1 tgmk from the standpoint
of continuity, if 1 could just ask aﬁe Senator to expand it a littie bit
to deal with a related guestion of the judge’s ability to refuse. The way
I understand the Attorney General, he soes not believe that this is a
matter where the judge should get involved. I you look specifically
at the type of information to be sought, and the question of whether
there is any other way .in which the information cen reasonably be
obtained, in those areas the judge is bound by the certification.
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Now, could I ask the -Attorney General to at Jeast give another
thought to this. Surely the average judge isn’t an intelligence expert,
but the average judge is not competent to deiermine questions of
sanity, mental illness, the average judge is not competent to judge a
question of patont and scme of the intricate questions. In those in-
stanees, if he has reason to believe that perhaps be should be—what-
ever his reasons, why don’t we give him the opportunity of saying,
QXK, prove these two points. Don’t just certify it. Show bim why. ™

Attorney General Levi. Well, Senatop— - R

Senator Bavn. Excuse me, I don’t know whether the Senator wants
to broaden that question that way. If he deesn’t, I'll breaden it. o

Senator Case. Well, I'm very much interested, but that of course
gets to very broad matter. I'd like to deal with & couple of more tech-
pical things, if I may, and then Il join you as long as you and 1 are
able to stay here and the Attorney General will faver us with his pres.
ence in dealing with that, because it is & terribly important matter.

Now, you then, the Attorney Genersl, are really at the center of the
'whole procedure, becduse I agree with most of the proponents of this
bill, that the cbief function that the bill will serve if it is adopted or -
enacted is to provide accountability. It will not substitute anybody
‘else’s judgment, for the judgment that now exists, at least, I'wouldn’t
think so; but it will lay cut & record which people can perbaps later
follow and determine whether abuses have cccurred and therefore
‘st 83 & strong deterrent against the commissien of abuses,

.. These questions of mine are cbiefly directed to that end. Now, what
would you think of a provision in the law to_this effect: to assure, as
far as possible, that electronic surveillance does not occur except in
accordance with the law, a provision that all electrenic surveillance—
we'll put it this way so we put clearly the Congress handle on itno-
body sball be paid & salary for participating in electronic surveillance
otber than through the precedures of this or the correspendin,
domestic lﬁisiaﬁion that is on the books, and unless a full report of
such surveiilance is made to the Congress of the United States, the
Speaker, and the President of the Senate, and presumably it would
get to us here. What I am getting at ig this, I am not trying fo argue

that the President bas no other authority or that other agencies don't
bave sny suthority in certain circumstances, but I weould like to get in
one spot & sharpening up of this so'called resgozzsibility or socounba-
bility proposition so that we weould know if the President in the exer-
cise of acn¥ other authority or any sgency of this Government in the
exercise of its authority engaged 1n electrenic surveillance otber tban
pursuant to the previsions of the twoe laws, : ‘

Attorney General Luvi. I would be opposed to that.

Senator Casz. I'am sure you would, but why? -

Attorney General Levi. I den’t kmow why you are sure I am, but
T'H tell you the ressons why I ain opposed to it, because—

Senator Cass. Well, because you're a very articulate lawyer rep-
resenting & client. ' .

Attorney General Levi. No, #'s because——

Senasor Case. Oh, yes. ~ o

Attorney General Luvi. It's because of that area that is-beyond this
bill and outside it is & very complicated area which as I said before,
I don’t think one can cover by legisiation—-
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Senator Case. I'm not trying to cover by legislation in the sense
that I'm trying to regulate it or preseribe it. I am just saying report i,

Attorney General Luvi. Well, even the reporting itself 14 seemns to me
would raise complications, and that ought to be looked at directly,
and it is really not covered by this legislation. And an attempt to
cover it in part by just saying that it can’t be done without reporting
1t to Congress, and I don’t know, then you'll have to figure out what
kind of reporting to Congress and to which committess and in which
committees and in which House, It seemns to me it would raise enor-
mously difficult probleros.

Senator Case. I don’t think they are insuperable, Mr, Attorney
General! We've bad requirements in Iaw, for instance in the Atomic
Energy Act, that that committee, the Joint Committee, doesn’t
have to make inquiries as to what is going on. There is an affirmative
duty to tell it of everything that is going on.

Attorney General Levi. Well, Senator, I think it helps when you
have a joint committee. But here there is not a joint committee.

Senator Cass. And no aspersions to the select group which you
are talking to.

Attorney General Luvi. No, a compliment rather.

But there is a problem, and I really think that would load on this
bill an attempt to do something else which might just very well torpedo
the bill, and I realize that perhaps the world won’t come to an end,
but I rether think the bill would be an advance.

Second, as to matters where there were unforeseen, it does provide
for reporting. The bill does provide for reporting.

Senator Casz. Well, that is not a very specific and particuler
kind of thing, but still within the confines of tgis kind of legislation,
there’s probably an unnecessary disclaimer of any attempt to invade
the President’s rights if he has any in this matter and you would be
the first to say that he wouldn’t negate the existence of any such rights
nor would I. I am just talking about aceountability, and to the power
of Congress by legislation denying the paying of salary to individuals
to j)revezzt this kind of activity from going on, and with all possible
and all necessary safeguards against unwarranted disclosures,

Attorney General Luvr. Well, it seems to me it's a large aresa,
extremely complicated.

Senator Case. Tll say it is, but the justification for this given to
us by Senator Kennedy and Senator Mathias, both of whom are dedi-
cated to the upholding of individual rights, is that this will produce =
better situation than we have now. And you and they have agreed that
you will go this far in advising the President to sign it. You will, won’s
you? Aren’t you going to advise the President to pass this?

Attorney éeneml JEve, Gh, yes,

Senator Cass, Of course you sare,

Attorney General Levi 'izhjs is an sdwministration issue. _

Senator Case. I think this is a very fine record, and I am just
trying to probe whether it can be made even more useful.

Attorney General Luvi. Well, we did, Senator, on the other days
when we worked on this, we tried to draft legislation which would go
beyond the coverage of this bill, into other aress which are difficuls
to talk about; but we decided that the complications were such that
we had better reserve that for a separate attempt, and that veally
does raise different kinds of problems. I think that is the point.
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< Senator Case. The bill provides: for certification of the.court on

“tlie question of the'essentiality of this information and.the ‘ability £o
get it by-other feasible means. Wounld those certificates be documents?

- These proceedings, of course; &t the time: are in camera. Is there any
provigion"in the bill, ¥ forget now, for release of.the record of the
proceedings at any time? . . ©o Tt T
. Attorney General Luve. Well, there isn’t unless 1t is.an emergency
overhearing and: the.court has not approved:or disapproves i, doesn’t
giveapproval. ~© . .. Lt .

Senator Cass. What would your judgment be 8s to what happens

© tosthe récords of the court? ~ - N S e

% Attorney General Leva. Well, T would hold that while the judge
éan inform the’ target, F'wouldi hope that he wouldn't: 1 don’t know
‘how, except for that this does not require the disclosure of the record.
As 1 have said.before, I would assunie it does require a-kind of sta-
tistical accounting which could be msde public, %ut. this commiftee
would certainly have access to & considérable smount. . =+ - -
. Senafor.Cass. What . would you think to a requirement that is
given to the court be regularly transmitted to the Congress, say this
comnities. _ : . . B L '

Attorney -Géneral Levi. I think that would raise all kinds of difii-

. eult problems, Y o L AR R

, Senator-Case. Not.because of the numbgr-of applications, because

_ there are not ekpected to-be many; is that righe? . - L
<> Attorney. General-Lnvi. Well, pow, when you 'ssy it is not

* expected that there. be many, do you mean dealing with American’
citizens? 1 think'there always is a problem when there is that kind'of
overhearing which miay, FU ssy frequently involves criminal petivity.
which'is being watched. I'mmot sdre there should be a revelation of ..
the name .of the person and ‘that kind of matérial to. a congressional
committee, because it is somewhat liké the. disclodure of-grand -jury
material 40 & Senste committee. 1 don’t know whether. the Senate -

- committee-will want it. What I believe is there will be-ways of handling
that so that.the proper security committée can satisfy: itsell to the
extent that it wants to. ... . . AR
- Senstor. Cash. My time is up, Mr. Chairman. ] just want to make
this concluding observation. If Ii vote for the bill, in favor of reporting
it, it is because it is-&n improvement-in the matter of procedures and

.{)rag:zices over the present:situation. One of the chief importandes of
legislation of this kind I think is tb Téassure the average citizen that:
when & guy comes down the street and says “If you don’t do so and so,
'L see that the FBI or the C14 or whatnot gets into-this thing, you've
got & record-a mile long,’ el cotera, et ceters,. then he'll go sround,

. worrying for the rest of his life whether there is something wrong: It

isn’t quite met by the current provisions of the Freedom of Informa-
tion Act, and that is why I pressed rather strongly on that. -

“. Senator Bavn. I would like to follow s line ‘on questioning by the
Senator on the reporting matter: .. - . C
. Frankly, T am under the opinion that under Senate Resolution 400
we have the suthority how to Tequest more than the statistical data

“4nd’ we are: to provide meaningful oversight function, and not just
try to Iy here, not do anything substantive. To get to the mest.of. the
questions, why don’¢ we, In this law, suggest that in addition to pum-~
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bers we can, with the kind of senitization, sterilization ¥ think is a
better word as far as the name is concerned, why don’t we permit this
kind of information to be given to the Congress so that we ean actually
look and make a judgment here and get the legislative process in-
volved in making the determination about the merits of electronic
surveillance,

Attorney General Lgve. Beoause as T said, 1 think there are two
reasons. First, you have the power anyway, which I rather imagine
you do. And whether you have it because of comity or beyond that T
don’t think is really imporfent at that point. It isn’t required in
legislation because you’ll have it anyway, and I don’t suppose that
this Committee is gomg to keep redefining its powers every tine legisla-
tion gets passed so that it will be specified what it sheuld receive,
I would think that the proper relationship which is one which will be
beneficial to both sides is & working relationship which would deter~
mine as events go by what the Committee requires so that it be
properly informed. That 1s the first point.

The seeond one is, that I really do have to say that T am eoncerned,
from a civil liberties standpoint, about, and I would hope that this
would be handled by the Committee itself, I am concerned about
revealing to congressional committees ongolng investigations which
may be investigations of eriminal conduct of American citizens, That
seems to me {0 be a strange mixture which I am not sure protects the
American citizen. )

Senator Bave. Let us strike the name of the citizen before the
report comes to us. I don’t want to know that.

Attorney General Lueve. Well, that is why we are trying to do it in
terms of types and things of that sort so that we are trying to protect
that kind of policy and probably and perhaps the malipning of a
person. 8o I would be worried that it said that all of the information
would automatically be available to the Commitiee. I would think
that that is something the Comimitiee in its proper oversight function
could work out. It doesn’t have to be legislation.

Senator Bayn. Well, first of all, 1 wouid think we could provide
specific language that would deal with the protection of the right of
individuals from having information sbout investigations being made
available to us, and thus made available even contrary to Commitice
rules to others. Whether it is Mrs. Brown or Mr. Smith really isn’t
relevant to this Committee, but I think this Committee has this re-
sponsibility to protect the rights of American citizens, and not only
does it give us a better understanding of whether there really is a
need, yes, this does aceomplish a purpose, this particular tap, this
particuler electronic surveillance gives a better understanding of the
1mfortance or lack of importance of a role.

don't know how you’d be, bui if ] were Attorney Genersl and if
I knew thas this kind of thing was going te be subjeet to scrutiny by
Congress, I might be just a little more sensitive than I normally
might be and make absolutely certain that there is the right test. As
far as the comity versus legislation, this isn’t just any old bill. This is
the first time that we’ve really legisiated in this area, and that is why
I think reporting is important to be enunciated here.

Attorney General Levi. Well, T just shink the reporting prevision
may run into-ineredible problems, whereas you have your Committee,
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the Committee has oversight functions, and I have no doubt it will
. get' the information that it requires. I-am not sure what is gained by
putting’it in the legislation. I think it will create great p'rob%em_s.

Senstor Bays: Well, Twill tell you what it gains. When you get back
to teaching orpracticing law or whatever it is; and there is an-Attorney
© Genersl . who does not share some of the interpretations you just
expressed about our ability to get the law, we can say, ‘“wait a minute,
Mr. Attorney Genefal, this is what the law says.”

“And here again I think we have to recognize what has been disclosed
t6 us about the prévious administrations. I don’t feel at all times it
has met-the standards that youimply. . et .
' Well, let’s sée if we can’t discuss this and work it out. I assume——and

‘maybe this'is an assumption that I shouldn’t make-—that in those
areas where we have, at least you and Senator Kennedy snd others
have reached an agreement that certain reports ought-to be made, that
-.you have no objection that'in addition to the Judiciary Comimittee, .
+ 1hat those reports also be forwarded to this Committee. ~ « = -

“Attorney Qeneral Livi. No, obviously not at-all, I welcome it.

- -Senator Bayn. Well, I just wanted to ask. *~ - = S
- Lt me ask, let me go back to’ this business of certification because |
T -think it is a logical extension of his question. .- .. .

Why do you believe that that matter of information to be sought, -
whether eloctronic surveillsnce is thie only way to get it is a'matter of -
sole discretion of somebody in the executive branch, that the judge is

“-not eompetent in assessing that. - R
-Attorney General Luvi. I'think the question was whether.he wag
competent, as You putit, to assess the foreign intelligence importance.

" Senator Bavm. Yes. " _ e :

.. Attorney General Luvi. Well; I don’t, I reaily do not myself prefer

e point that judges are incompetent in that respect because I think
- “yome judges. are competent and perhaps some of them aren’t. T.really

" ‘don’t think. that is theé point. I-think the point is that it really isu’t,

as far as I see it, an appropriate function of the judge to second guess
- .the officials’a 'pbizzt;es ‘véalty for these specific t11713,21'1;)0%3, ‘to be the
Exetutive in‘the Executive grgnci‘z to carry out the legislative wishes

of the Executive branch on matters of this kind. L .

1t assumes o close interrelationship, and for.a judge to suddeniy
find himself where hé has really put himself in'a position where heds
“second-gheéssing the people as to what information may or may not
‘be.required with respect to foreign events which might be extremely
important, it seetns to me to just be an improper sttuation for that
judge*to be-in. I would expect that'if that were to ocour, that I would
then expect officers of the Government who have charge of such
matters, and who are not able to get that information, to publicly
castigate the judge, even though the -couldn’t possibly quitereveal-
what it was about. T would expest all kinds of sltercations which I
think would be very peculiar, because you really either suck the judge
into the Executive branch or you let him stay there as a judge, properly
‘deciding the kinds of things 1 think it is proper for a judge to handle.
.~ Now, I know that the bill i ¢riticized by some people who are
" somewhat in favor of it, becauso they don’t really believe that the
judicial warrant srocédure is justified. And we have tried, therefore,
Yo model it 50 that-it can be applied-by the judgein terms of his
judicial function. T s
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But when he starts, when a judge starts saying, “well, I don’t really
care what this_or that secretary says about the importance of this or
that kind of information because I don't happen to think it is impor-
taznt,” he really is putling himself in a position where it can’t be s hit-
snd-run thing because then it has to be a continuing function, sand he
might as Wel% be appointed deputy secretary of whatever.

enator Cass. Well, would the Senator yield just to make a com~
ment on this?

We are providing a routine procedure here. We are not dealing
with extraordinary cases of greai national coneern where the Presi~
dent's inherent authority is still going te exist, and where he is going
to be able to operate in this area and all areas outside the law, that is
outside the written law. We are not talking about that.

We. are talking about establishing and regularizing a routine pro-
cedure, and it seems to me as to any cases of the sort that you are
concerned about, supposing now that you were just supposing, ought
o be left to that other area rather than to be put into the framework
of & routine authorization of wiretapping established by legislation.

I would just like to say that. You don’t have to comment if you don't
want, but that is just the way it strikes me.

Attorney General Lev:. Well, T think it is covered, and I think the
kind of extraordinary thing which you and I enticipated is really
quite different., . .

Senator Baym. Well, what concerns me, Mr. Attorney General, is
if it'is & matier that is clearly the kind of thing that 'we all envision as
being necessary information for the conduct of our foreign affairs to
protect our country, i it is clearly the kind of infermation that can be
only obtained that way, we have a problem. We have just gone through
8 year's disclosure of instances where there was really some question as
to whether this was reslly what the information was all about, or the
kind of information they were after, and there was really a guestion
abolt whether this was the only way to get it. The resson | think you
need a judge, and it isn’t dragging him kicking and screaming into the
Executive branch, is letting the judge exercise the kind of function a
judge traditionally exercises, to see that the warrant is issued on a
sound basis. It isn't somebody, Democrat or Republican or X, Y, or Z
sitting down there saying that this is necessary for the conduct of our
foreign policy and that thereis no way to get thab certification, period.
Sign ‘your name, and there is nothing you can do to see whether it is
N@tm, Liather King, Mr, X, Y, or Z who is being subjected to that
kind of thing that none of us like. That is the concern I have.

Attorney General Lmvi. Well, we have a disagreemens, obviously.

It seems to me that the cases in the East.&re really cases which
involved the agency. They involved whether the person under surveil-
lance is really that kind of an agent of a foreign power, and that is
what this bill speaks to, I don’t know of the eases of which you are
speaking which go to the other kind of a point as to whether it is
sufficiently important to foreign intelligence. So that while one has
& feeling that there have been great abuses, snd there obviously
have been, I think they are resliy on the agency poin$, and that
is why the bill takes the direction that it does take. '

I think on the other point I just have to respectfully disagree.
I do not think that, and it may, be that we have tried to model some-
thing that is impossible, that by having & warrant for part of the
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det;ermmatmn on'a preba,ble canise bagis and she feit on a certification
ba31s or on the axmeptance and appropriate minimization procedures,
js.an attempt which is bound to fml As 1 said to you, Senator, T am
p}zziosf}phlcai about that.

“1 Tdo know this. I know thal in part of this area, years ago, an admm»
istration proposed or began to propose legislation that the appro-
‘priate” conﬂm-,sxonai committee who considered it Tan into’ problems
and said, * Weii really we like the way things are, and just keep on that
way,”’and ‘therefore nothing was done. So [ don’t think itis untikely
‘that that may be the outcomie of this whole-endeavor. But I rather
hope that one could make stepq W}zicb I mally think, &nd T think you
think, are improvements. -

Senator Bavu. Well, et me say that I think we have a strong
common gmzmd We Want the improvements. Some of us are’ con-~
cerned that in the steps they are taking, that all intentions are for
improvements, but we do not desl in ieglblazzve wzhonty to leave
things as they indeed are.

. On the difference. of opinion, 1 want o, go back and study thesé
cases. T-want to go back and study whether my memory. hasn't
caused nie to remember, whether we are re*ally talking &bout agen{:y
-'questzons that-1 hed never looked at.

Liet me ask you to direct your attention at snother ares her@ and
,témt is the area of designation of judges, seven judges that witl
‘bo appointed. Do you interpret the language as it now reads to permit
1ot only to allow the Attorney ‘Gereral to sélect the judge of the
seven, but if the first. judge says no, you can go sbeppmg for the
‘second and then the third judge?

Attorney General Livi’ Yes, I agreé. Yoxz can go to each one of
thein, and there are probably prior attenipts, and 6 T really wouldn't
have thought that was going to be a very profitable enterprise; ‘and
my assumption is that so far as the Federal ovemment i3 concerned,
it would prefer appealing to sho;}pmg ‘arcund,

- Senator Bavm. Well, why don't we just Izave that - inasmuch as
‘the Executive branch 'has its choice of seven, why don't we ]zzsL
initiste the a 5;)@&1 if the re%}eaz fails after the first: judge?

. ‘Attorney General Limvi. Well, it is possible to do. You may have
situations in Wwhich the Executive feels that it is extremely iniportant
‘to °get an approval, and because it can't wait while there 1s an‘appesl
“being decided before a surveillance is. being pat on. So'{ am fot sure
“thet'it is as simple-a matter as*just ‘saying, ‘well, why not appeal?”
I.think there are those factors ivolved, 5o you mlgh!; have to go to
‘anothermyou know; I just wouldn't haw thought there wozz’:ci be
‘much shopping-aronnd ‘st all involved,

" Senator gua Well, I'think the point. you “rake to 2o to ‘the se{*ond
“Judge might make it more difficult to get it the second time. . |

i Az%omey General Leve. Well, T niight say that, yoi know,; we are
dealing in a very sensitive area here, and I don’t want to ranke it
.unworkable. I have to worry that we are not walking into something
'where we may just cut 't rxge Govemment {)ﬁ' from mferma,tion 1t
absolutely requires,

Senator Bavm. T don't Wa.nt to ‘make it nnworkable elther and
‘part of ‘the thechanism that is suppasod to work 'is to make sire that
! Warrant is noz issued vnt%z{ms meetmg " wrtam test It seems to
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me we are to permib—it is a ridiculous extrems, but I suppose it is
‘s ridiculous extreme, you could shop sll seven before you exercised
‘the appeal. I don’t think the Attorney General is about to do that,
but I wish you would give some thought to that because I think that
is & mabter that causes some coneern.

But one lest ares I would like to ask you to give your attention to
ig 8 matier of concern to & iof of ¥enp§e, and that is section 2525(h},
the so-called disclaimer section of Presidential power, where “facts
and circumstances giving rise to the acguisition are so unprecedented
and potentially harmful to the Nation that they cannot be reasonably
said to have been within the contemplation of the Congress.” Isn't
that openmmg a pretty big barn door? -

Attorney General Livr. Well, I really hadn’t thought so particular]
since it goes on to say “‘that m such an event, the President shaii],
within a reasonable time thereafter, transmit to the Committees * * *
under & written injunetion of secrecy, if necessary, a statement setting
forth the nature of such facts and circumstences.”

That is certainly not intended to be a great barn door. I think you
have to realize ‘that legisiation of this kind is beund to be somewhas
experimental. It is very hard to know whether there is, particularly
in a scientific area of this kind, whether there is somethin whic?z
somehow should have been covered and wasn’t. And where i¢ %e{:om.es
very important, and really this spesks {o something where we don’t
know w}w,t i is, we just cannot be——we don’t know, we think i¢ has
0 be terribly important, and then it has to be reported to the Congress,
and that is really what it 18 saying. '

Senator Bavm. What is a reasonable length of fime?

Attorney General Levi. I have no idea what a ressonable length
of time is. I mean, if one could specify, that that certainly cannot be a
probiem. . :

" Senator Bavr. Well, let me ask vou fo give some thought to thas
particular problem and see if we ¢an’t tighten it up & bit. 1 think liere
again you and I have reached the same conclusion, given the same
-question, but looking at what sort of mandate or fiat we are giving to
someone, I would establish that it is a matter that concerns me.’
" "Poes the Senator from New Jersey have any questions?

Senator Casg. T think st this time I don’t have, Mr. Chairman, 1
‘am much obliged to you and the Attorney General for his patience,
and for his heip.. : '

T hiad an old draft of the bil} that T was looking a¢ before and 1
eouldn’t make sense out of certain things that were under discussion,
snd one of them the provision as to the use of the information. As
‘you mentioned just now, an unusel situatien in which the President
Kac} the right to reasonably determine an emergency situation exists
with respect to the employment of electronic surveillance before an
order can be obtained. That isn’t what § was thinking of.

“There is another section in here, go ahead.

Senator Baya., Well, et me ask our staff to utilize the days that
will be availgble in which Congress will not be officially meeting to
meet with your staff and, with your permission, pursue some of these
matiers that have been raised, those which may be raised later by other
witnesses to see if we can’t reconcile some of the questions.

May we do that, please?

175 Th—8 L
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Attorney General Levi. Of course, sir.

Senator Casm. I think I will have to pnrsue this- by qzzestmns for
the record, if T may, because T haven't Eet reconciled my own under-
sbandmg of this legisiation because of the two copies of the bill that
I have in front of me, and T don’t want to delay the chaizinan of the
Committee any further.

_ Attorney General Levi. The Senator }ms the same probiem I have,
only I have to keep three drafts in mind,

Senator Bava. Well, we are proceeding on the fourt,h

Are there further quesmons enator Case?
~ Astorney General Luvr. Senator, I don’t know whether you are
talking about section 2526, which relates to the disclosure of
informsation.

Senator Cass. I do have what I had in mind, Mr. Attorney. Generai

1 asked you before if your review of a provision to require that
nobody be paid a salary for engaging im_any kind of electronic sur-
veillance except under the provisions of this or the correspondin
domestic law or statute, without a report being made of all suc
surveillance to the. Congress, and you raid this was a large. .question
that you didn’t want to comment on, ot least not today in any- final
way.: - - '

What I had in mind was th!ﬁ provision of the June 11 dra,ft; of the
bill; do you have that copy in front of you? _ _
Atbomey General Luvi. Yes; I do. .
benator Caszs. Good.

age 18, we turn to the Presidential powers sectzon, and the
_ thmg E had in mind was under the diselaimer, and this legislation
affecting the exercise of any constitufional power the President may
have to get foreign intelligence information by .means of electronic
surveillanes, and there are two instances either where it doesn’t come
within the definition, or “{b), the facis and circumstances are so
unprecedented and gotﬁnt,mlly harmful to the Nation, they can’t
reasonably be said to have been within the contemplation of Congress,”
and then this provision, “that in such event, the President shall,
within a reasonable time, transmit to the Comzmttees on the Jutilcmry
of the Senate and the House, under written injunction of secrecy if
necessary, & statemenb fset,tmg forth the nsture of such facts and
circumstances.”” This is gebtmg toward wbat I had in mind; and this
far you would be willmg to gﬁ)

Astorney General Lievi. Oh, yves, yes. It is-the “(a)”’ which is where
1 didn’t want to go that far, bee&use that is really an entirely different
kind of area. Fhis mvolvess so many different kimds of considerations
that I thought we had really better think about it and not just assume
it could be handled that way. :

Senator Case. Is this vaz'y different from suggesbmg th&t, all
electronic surveillance be re orted?

Attorney ‘General Luvi. Well, I don’é know that we are usiny
electronie surveillance dlﬂ'erent ways, because what “(a)"’ says,
such scquisition does not come within the definition of electronic
surveillance as 1t is given in the legislation, so the ie%lslamon really
d?es;ln tf, E?me to gnps with it a.x:;d it is "beyond t}ze refore, the scc)pe
oi-the . _ :
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Senator Casu. All right, I see your point and this makes it appear
that that section says s lot more than it says. I don’t mean that any-
body is dissembling in that connection, but this protection is much less
than a protection against all electronic surveillance,

Attorney General Levi. Well, there is another area which the public
has discussed at various times, but which I really can’t discuss very
much, which this bill does not cover.

Senator Case. Well, I guess we have at least raised the question,
and you have deferred your snswer until you have had & chance to
think about it. You haven’t, at least, ruled it out entirely.

Attorney General Luvi. Well, Senator, actually I have thought
about it. I just think it is a mistake to take matters which really are
not covered by this legislation and try to deal with them in this
legisiation. That is really

Senator Cass. Well, that is what we are trying to do, is find out
what is covered by this legislation.

Attorney General Luvi. Well, one way to doit is to note that it has
to come under the definition of electronic surveillance. If it doesn’t
come under that, if it goes beyond that, then we say, well, it is outside
the scope.

Senator Case. Well, i I may, then, electronic surveillance is
defined by the bill as meaning, “(i) the aequisition by * * * sur-
veillapce device, of the contents of & wire communication to or from a
person in the United States without the consent of any party thereto,
where it occurs in the United States where the communication is
being transmitted by wire.” That means that all telegrams to or
from a person in the United Stetes are covered under the definition
of electronic surveillance. .

Senator Bays. Aren’t we really talking about the thrust of the
whole NSA program?

Attorney General Luvi. We are talking about tha$ portion of the
NSA program which is not covered here, and which as I say, I really
don’t want to discuss in any detail.

Senator Bayn. We discussed it at some length yesterday m execu-
tive sesston. :

Senator Case. I wish you would make that point again, Mr.
Attorney General.

Attorney General Luve. The &oim I was trying to make is that
there is & %ﬂd of sweeping surveillance which General Allen deseribed
in public testimony.

enator Bayn Mr. Attorney General, if this has been described in
public testimony, then fine, .

Attorney General Limvi. Well, only part of it. That has been re-
ferred to, And that is why it is a little difficult for me to do much re-
sponding. All I can do is refer to the fact that it was referred to. I
know you had an executive session. A great deal of that is not covered
by the definition.

Senator Case. Well, is it your understanding that this bill, take
“section 2, that in order for something o come within the definition of
electronic surveillance, there has to be a combination of (i) or (i), or 8
combination of both paragraphs (i) and (i)?

~ Attorney General Luvi. No., It is “or”, (i), or (ii) or (i)
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‘Benator Case. So why isnlt any telegramru

Attornay General Leve. Well, T might easily say, Senatm', if ther@
is & wire involved, o wzz‘e thext is tapped in the Umteci States it m
covered . :

Senatot Cass, OK.

Mr. Attorney Generaﬁ g t,hmk T wanici not be 3ustzﬁed in pursumg
this further with you because of the convenience of other members of
, the Commiftee and other witnesses as well, and vour own'at this time.
80T won' ‘t4ry to pursus it'any further, but T-do think _you might, if you
would consider the possibility of some kind of provision in this Iegts?a—

' t,wn which weuld cover the point that T tried to make before:

. Thank you, Mr. Chairmsn.:

. ‘Senator Bavu..I appreciate the wopemtion of my calleague

Mr. Attorney General, we appreeiate your cooperation and we Took:
forward to the product of our collective staff during the recess to see
if we can’t tighten this up where there are concerns so we can: meea the
dual purposes that we are trying to pursue here, :

Thank you very much, :

T-am going to-ask Congressman Drinan o come ferward I om g{}mf"
m have to run and vote, Oongiemnan but Tl be rzght, back .

[A Drief recess wis taken]

Senator Bave, The next m!;neﬂe is Father Robert Bmmn,

I a?olo ze to all of the witnesses and te all of you whoe walted this
anermng. But Lhad to go to'the floor to attend to otherresponsibilities
~and 1 just ceuld not escipe sooner, Se I apologize to sl o? you, -

 Father Drman weul&i you picase proceed h Y -

TES’I‘IMONY OF HON ROBERT F, DRlNAR ATS, REPRESENTATIVE '
FROM THE FOURTH DISTRICT OF THE STATE OF MASSA{}HUSETTS

M#, Diivan. Thask you very. much, Mr. Chairman: No apoio ey 18
needed.. I understand the very he&vy schedule that the Senate and the
House have this week.

I am very pleased o appesr heze and if T may, Senator, I would ilke
to have my statement in its enmre%,y inserted into the re{,ord at this

po:nt, - B
Senator Bavs. Wlthout objection, so ﬁrdered .

{'I‘he prepared statement of Repmsenmmw Drinan follows }

Pm.mmm STA‘TFMFZ\T oF CQNGR?BSMAN ROBERT P, DRINAN .

N M‘r (‘hmrmsm and members of -the ‘Comtiistee, 1 o pieased to-appesr before
vou regarding a matter of utmost importance to the national seeurity: the Foreign
-Inteiligence Surveillanee Act of 1976 (8. B197;. I this bill becomes law in iHs
.presept _form, i& wiil indeed pose, o very seriou$ threat {0 the security of the
nation. In my judgmient this preposal is offensive to the Tourth Amendrment; and -
-atlows unwarranted intrusions 1nw the pnvacy of ail persons wzthm the 3unsézc«
-fion of the United States. -

Whes: this bill was first mtrc}duceé in’ the Congress Iast Mareh, T was happy to
see, at first glance, that the .Administration, had finally. accepted the ides thas
eourt orders aust be obtnined to secure foreign intelligence information through
‘electronic sutveillance. For the past several years, the %)epartment of Justite and
the White House have stendfastly opposed any legislation whlch would require
court approval before engaging in such surveilianee in so-célled “national secunty”
cuses. Upon further examination, however, I have concluded that the bil stil
gives the Executive Branch to¢ much power to use wiretaps and other electronic
deviges to obtair foreign intelligence information. .
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T continue to believe that any eleetronic surveillance, whether approved by a
eourt or not, violates the Fourth Amendment because such intergeptions of private
conversations can never satisfy its garticu]:srity reguirement. It should be recalled’
that, to obtain a warrant for such surveillance under the Fourth Amendment,
the applicant must submit a4 sworn statement, “"particularly describing the place
to be searched, and the persons or things to be seized.” Invariably an npplieation
for a bug or a tap eannot be that specifie; it cannot deseribe with particularity
all the persons t¢ be everheard or all the conversation to be recorded.

I alsc gucstion the value of the information obtained from such surveillanece.
1t iz instructive to examine the annual reports of the Director of the Administra-
tive Office of the United States Courts prepared under Title IE of the 1968 Aet.
‘The reports show that, in 1973 for example, Federal agents listened to 112,314
conversations involving about 5,589 individuals. Less than half of these intorcepts
contained any relevant or allegedly incriminsting information. 'The operations
gost the taxpayers over $1.5 million. Furthermore these statistics do not include
i{w data on warrantiess surveiliznce, which need not be reported under the 1068

ot

But we should remember that Title III surveillance at least is directed ab
eriminal conduct. Before any tap or bug ean be authorized, the judge must fnd;
among other things, “probable ciiuse for belief that an individual is committing,
has committed, or is about {0 commit a particular offense” enumerated in Title
115, 8. 3197 has no such Hmitation. ¥t is, pure and simple, an authorization fo
obtain information unrelated to erime or criminal conduet. This is a fundamental
defost in the bl Senator Tunney has said if represents the Srst time in American
bistory that Congress would perinit intrusions into the lives of aliens and citizens
alike for activities having nothing to do with uniawful conduet.

Thus the underlying premise of the bill must be called inte question: Ta the
authority senght in this proposal reslly necded? Has the Department of Justice
or any of the bill's proponents presented hard evidence of the value of intelligenee
surveillanee? For too long we have assumed the necessity of the infelligence
gathering funetion through electronie surveillange. The extensive eongressional
hearing record--the impeachment progeedings in the House, the inquiries of
+he Church Comimittee, and hopefully the examination of 8. 3197 by this Com-
mitiee—demonstrates the very tenuocus base upon which that assnmption resis,

I understand this Committee intends to examine that guestion very carefully
in the course of #s deliberations. § commend you for undertaking that most critical
examination. I should add, however, that the Adninistration has given the House
Judiciary Subcommittee, of which fama member, virtually no hard evidence of
the need for this bill. Its presentation ameunts to little more than generalities
couched in terms of protecting the nation from foreign atfack., That will not do,
"The congressional regord to which ¥ earlier referred is replete with examples of
Presidenis and Attorneys General nsing nationsl security as a pretext for snooping
into the lawful netivities of politien opponcris or persons peresived fo pose s
threat to their political security,

“Qn April 24, 1974, Morton Halperin, who worked for several years in ithe
White House and the Defense Departinent on national seceurity matters, testified
hefore o House Judiciary Subcommitiee, He took a very dim view of the value of
intelligence gathered by electronic surveillanse, “In my judgment,” he noted;
“sueh szlrveiﬁance has extremely: Jimised value and ¢an in no sensce be catled vita;
o the seeurity of the United States.” Mz, Halperin based that view on his personal
experience with such date and on his knowledge that "the American government
has many other sources of information of significantly greater value.”

The valus of gathering foreign intelligence information in this fashion is dimin-
ished even further when the international implications of the matter are considered.
Tn 1872 the Vienna Convention on Diplomatic Relations, ratified by the Scnate in
1963, eame into foree in the United States, The Convention requires sliat the
premises of a diplomatic rmission and its personnel, insluding their private resi-
danees, be “inviolable' {see Articles 22, 24, 27, 20, and 39). In effect thiz treaty

rohibits slectronic surveilianee of foreign emissaries and the premises they ocenpy.

't also authorizes any signatory to apply its provisions “restrictively” if its mis-
sions ip another nation are being tapped or bugged. Despite the existense of this
Convention, 5. 3197 does not mention iis provisions nor seek a reconciliation with
the terms of the freaty, .

At the hearing before the House Judiciary Subcommittee, Attorney General
Levi testified that the Foreign Intelligence Surveiliance Act of 1076 is nod ingon-
sistent with the Convention. He based that opinion_on a legal memorandum
prepared by f$he Office of Legal Counsel in the Justice Department. Mr. Levi has
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- refused toprovide the Judiciary Subcommiitee with copies of $he memo, but has

offered to sllow each member to read it in camera, I have read that document and
have. found. it unpersuasive, 1 urge this Subcommittes to expiore earefully the
implicutions of the Vienna Convention &nd the Justice Department memomnéum
in the coniext of this:bill .

That the bill {3 3167y authorizes survelilanw of non-criminal coadlzct -and shat.
1o justification haw-been demonstrated for the extraordinary power are ample
reasons to.oppose it But I have other objections-which I would ke briefly to:

" explore,.To be sure, the Senate. Judiciary. Comittee has mude several commenda-
" ble changes. For example, it has provided eriminal and ¢ivil remediesfor violation.

of the new Chapter.120 of Title 18 (which this bill would enact), thus making s
provisiens mandatory. ‘And it has repealed Section 2511 (3), the bmad expression
of presidential power which has been used to authorize warrantless surveliianee
In sedoing, it has narrowed the reach of Section 2528 of this bill, which deals
w*:é:h the critical question of preszdentzal authority to mp or. bug w:thout a court,.
order. -

While the chaages approved by the JUdzcmry Comumittee move in the propér
direction df restricting unbridled prestdential anthority to engage in unrestrained
surveillance; the linitations do not go far enough. I nake bold $o suggest that Sece
tior 2528, even.ay revised by the Juditiary Commitiee, be deleted from the bill,
The President should be restricted to that electronie surveillanece expressly and'
specifically authorized by Congross, If in fact the President’s power to conduet
warranticss strveillance in so-called “national security™ ¢ases arises from Arlicle
I1 of the Constitution, then there is nothing we can do to limit it Thus, at best,
the section is meaningless. If on the other %Jand such power i concurvent with,
congressional authority then Seetion 2528 is an expross suthorization for warrant-

. less murveillance by the President. ‘I do mot think Congress should approve that

kind of power. We.should recall that-snch authority has been used to intercepi
international communications of. Ameriesn citizens, conversations of citizens.
traveling or residing abrosd, and exchanges bebween eitizens and agents of foreign
governments, even if fhe C{}nvezsatmn i merely a eall $o a loenl embassy for
touristinformation. 1 hesitate fo mention onee again that'such presidential power
gvaf); 1a.lso usged to author: e brcak—:ns of the kind for which Mr. Helms has esmped
iability, -

Farning to the deﬁzntzonal seci,mn of the hill, the definitions of . “forelgn in-~
telligence information” and ‘forelgn power” are much to0 broad, For example,
“foreign intelligence information” includes any information “decmed essentiat .

4o the conduet of the foreign affairs of the United States.” That -definition has
virtually no Hinite. There are many topics of conversation which every Secrefary
of Stafe would deem essentisl o the conduet of foreign uffairs.

The definition of “foreign power” ig alse overly expansive. T x:xciadeﬂ among,
others, foreign governments, factions of a foreign government, foreign polxtxmi
parties, and foreign military forces. This means that o conversation between.
an American citizen and sn officer or employec of & foreign political party is
petentially a subjeel for surveillanee. The reach of that definition jg far {;00.
expansive.

Furthermore, the appht.atlon for a court order does not reqguire that the Govern-
mcnt speciy’the name of the person who is the subject of the surveiliance. Is
requires only, s ‘‘characterization of the person™. [Bection 2524 (a)(3).} Thus the
Government may withhold from- the jndge the name or names of the persons
sought to be covered, Additionally, the bill allews the judge fo continue that
ceneealment in the court order, “Which - only requires the judge to .speeify “a
ghgxa?éf}zrg??;m of the persons targeted by the electronic survc:liance {Sectmn :

525 i

Furthermors, the bill-contains only vagie and madeqaate provmozzs relahng
to “minimization”’, the overhearing of conversations unrelated to “foreign ins
telligence information.” The propogal merely requires the Goverament fo advise
the judge of the steps it will take $o minimize such intrusions, Experience snder
present law demonstrates the inadeguacy of'such provisions. The statute should
specify the necesaary.measures to.be imposed to minimize unnecessary invasions
of privaey, At a minimam, the Attorney General should he authorized to promui«
gate minimization regalatmns, apphcable in all eascs.

Bui the most serious deficiebey in the minimization ares iz that the bxll does
‘rot limit the use of conversations overheard umrelated o the purpose of the
surveillance. SBeetion 2526 {b) of the bill states: “The minimization procedures
required ynder this chapier shall not prectude the retention and disclosure of
information which s not foreign inteliipence information aequired ixicidentally
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which is evidence of & erime.”” When government agents obtain svidenee of
erime through electronic surveillance not intended for thas purpose and totally
unrelated io alleged eriminal setivity, they should not be aliowed to use it for
prosecuiorial purposes. Sueh “fruit of the forbidden tree” sheould not be available
for use at trial or for other purposes,

In this same vein, the bill makes no provision for notifying innocent persens
whose conversations have been recorded merely beeause, for example, they ealled
the embassy of a foreign eountry for travel information. Any time these “foreign
inteligence” fups result in the interception of conversation unrelated to the
subjeet of the surveiliance, the innoeent victim should be notified, or the records
destroyed, or both., In faet the bill does not mandate any destruction of dats er
recordings whichk are worthless or unrelated to the purpose of the surveillance.

Fo this eontext, the bifl should previde for a public advocate to protect the
rights of innocent parties. Since 8. 3197 allows ez parte applications and allows
ex parte extensions of existing bugs or taps, some meehanism s neecessary fo
proteet the Tights of third parties who are unwittingly caught in the Government’s
dragnet surveilianee. If such an office were established, I would have greater
confidence that the privacy of citizens would be secured more fully.

A provision for a public advooate takes on added imporfance when the “‘renewai”
features of this bill are exainined. The Goverament may seek an unlimited number
of 99 day extensions for any surveillance suthorized under the bill Thus the
intrusien eould go on for years. The hill also authorizes the Aftorney Genersl to
approve emergency taps when a court order eannot be obtained in the period of
%1;;:; neeessary. He must then submit {he normsl spplication to the judge within

ours,

Ii the judge denles the application, the bill gives the eourt the diseretion to
notify the innoceent vietims of the initial 24 hour surveillance. But the Govern-
ment, at an ex parie proceeding, may request that such notice be postponed for
30 days. Thereafter, again after an ez parts proceeding, the eourt is prohibited
from eerving such notiee if the Governinent has made s further showing of “goed
eause”, This exeeption makes a mockery of the limited notiee rule in emergency
surveillanee situations.

Finally 8, 3197 requires employees of communications companies, landlords,
enstodians, and others to provide whatever assistance is neeessary for the Govern-
ment agents to effectuate the surveillance. {Seetion 2525 (b)}(2)(ii}] I vigerously
oppose any such provision that reguires innocent workers to participate in this
“dirty business” of surveilianee. If such persong want $o provide assistance on a
voluntary basis, that is up to them individually. But this bill would require their
involuntary participation. That is foially offensive, in my judgment, in a demo-
cratic soviety based on respect for individual rights,

In short, Mr. Chairman, 8. 8197 is an atiempt to give the American people the
impression that adequaie steps are now being taken to protect their privacy in
communications that may involve alleged foreign intelligence information, But
upon ¢lose examination, the bill is quite deficient, 1% does very little, even after
amendment by the Judiciary Committee, to eontrol the diseretion of the Executive
Braneh to engage in this kind of electronic surveillanee. Unsupporied appeals to
“nationsl security’”’ should not determine whether this bill becomes ptxiRie law.
“FThe security of the Nation s not st the ramparts alone, Seeurity ulso lies in the
value of our free institutions,” as the District Judge in the Pentagon Papers eaze
eogently observed. And an integral part of our free lustitutions is the seourity of
the people from intrusions by government agents into their privacy. T urge this
Committes, in the astrongest words 1 ean, to rejeet this cosmetie proposal.

Mr. Drinvan. 1 will not go back over the material that the Commitiee
heard yesterday becsuse I have here and read very diligently last
night the entire proceedings of the day before yesterday when the
basic elements of this bill were set forth.

My Chairman, in my judgment this proposal is offensive fo the
fourth amendment and sllows unwarranted intrusions into the privacy
of all persons in the United States.

I think we should go back to the fourth amendment and actually
read the words that the applicant must submit & sworn statement,
“particularly deseribing the place to be searched and the persons or
things o be seized.” ]ga my judgment an application for a wiretap
simply cannet be that speeific,
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- The underlying premise of the.bill must be called into gquestion.
Is the suthority sought in this proposal reaslly needed? As a member
of the Kastenmeier subcommittee of the House Judiciary Committee,
we had the honor of having Mr. Edward Levi, the Attorney General,
testify. In my judgment, he failed to produce any specific facis that
would- justify the Department of Justice. or the administration re-
questing this unprecedented power. The presentation that he gave.
amounted to little more than %fnemiities ¢ouched in terms of protecting

May 1 make just shree or four 'peizzté,{_ and then T want Lo stress 8

For example, on the definitional aspects of thig bill, the term ‘“fo,reigﬁ‘!

. power”. is -overly broad. Second, the application for a court order

does not require that the Government specify the name of the person:
whe i3 the subject of surveillance. Furthermore, Mr. Chairman, I am’
very disturbed at the absence of any provision to notify innocent
persons whose conversations have been recorded merely because they.
may have been calling the embassy of a foreign netion. In addition,
S. 3107 .has a provision which is fotally contrary, I think, to all of the
instinets that we have, This bill would require etiployees of communi-
cation cempanies, landlords, custodians, and others to provide what-
ever assistance is necessary for the Government agents to effectuate
these surveillancés. , : !

I am entirely opposed to any such provision that reguires innocent
workers to participate in the dirty business of surveillance. If such

- persons want to provide assistance on a voluniary basie, that is en-

tirely up to them. Mr. Chairmhan, ‘that is a point that, as faras I
read the proceedings of Tuesday, was not discussed. ) N
Let me come to a point that has not yed arisen in the hearings that I
am delighted this '(g)ommiztee is conduoting. The value of gathering
foreign intelligence information in the fashion propesed by the ad:
ministration 1s diminished even further ‘when the international im-
pHcations of the matter are considered. =~ . -~ - :

In. 1972, the Vienna Convention on Diplomatic Relations, ratified
by the Senate in 1965, canie into force in the United States. Fhe cons
vention requires that the premises of a diplomatic mission and i3

ersonmnel, including their private vesidences, be “inviolable.” In at
east five seetions of the treaty that word “‘invielable,” or variations
thereof, are used. In éffect, this*treaty '{{)roiaibits eleetronic surveillance
of forelgn emissaries or embassies and the premises they oceupy. 1t
also. authorizes any signatory to apply its provisions “restrictively”
if its missions in another nafion are being tapped or bugged. Despite
the existence of this convention, S. 3197 does not mention its provisions
norseek a reconeilistion with the terms of the tresty. . L

At the hearing, Mr. Chairman, before the House Judiciary Sub-
committee, Aitorney Genersl Levi testified that the Foreign Intel.
ligenece Surveillance Aet of 1976 is not inconsistent with the eonven-
tion. He based this opinion on a legal memorandum prepared by the
Office of Legal Counsel in the Justice Department. When I pressed
Mr. .Levi for a copy of this memo, he first refused to provide the
Judiciary Subcommittee with copies; then he allowed members to read
it in eamera. . ' o
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Mr. Chairman, I read that document in camera yvesterday. A mem-
ber of the Attorney General’s staff came and sat in my office while I
read it. I found it very unpersuasive.

Why it should be secret, I de not know. But I am bound by the
conditions that 1 cannot disciose the secret parts. 1 would urge this
subcommitéee to examine very carefully everytling in that memo.
Subpena i, if necessary, and read it, so that you may explore the iin~
pHeations of the Vienna Convention and the Justice memorandum
which stases that 8. 3107 is not in any way in contravention of the
Vienna Convention.

Let me just finish, Mr. Chairman, by stating this. I believe that
8. 3197 is an attempt fo give the American people the impression
that adequate steps are now being taken to protect their privacy
and communications that may involve alleged foreign intelligence
information. But on close examination which your Committee has
dons, the bill is seriousiy deficient. it does very little, even after all
of the amendments of the Senate Judiciary Committee, to control
the discretion of the executive branch fo engage in this type of elec-
tronic surveillance. The reservation wlich 1t makes for the alleged
inherent power of the President allows the National Security Agency,
for example, to continue its dragnet electronic surveillance.

Unsupported appeals to national seecurity should nos determine
whether this bill becomes public law. “The security of the Nation is
net at the ramparts alone. Securisy also lies in the value of our free
institutions,” a quotation which I take from the opinion of ths
district court judge In the Pentagon Papers case. An integral part
of our free institutions is the security of the people from intrusions
by Government agencies into their privacy. 1 uige this Commities,
in the strongest words that I can, to reject this cosmetic proposal
urged upon us by the administration and the Attorney General.

T thank you for your attention.

Senator Bavs. Congressman Drinan, I appreciate your taking the
time to let us have your thoughts. You have been interested in this
area for a long, long time.

I have just one guestion for you becanse I know you are as busy
over on your side as we are here. We have some proponents of this
legisiation who have been longtime civil libertarians. Their basic
argument is that if this bill were passed in its present form, conditions
reiative to the acquisition of warrants for surveillance would be under
greater restyictions snd the sibuation, as far as those who are con-
cerned about our eivil rights are concerned, would be bettor after the
passege of this legislation than the situation as it now exists. I take
1t from what you have said briefly that you do not conour with this
View.

Mr. DrinaN, You are guite right, Mr. Chairman,

As an editorisl in the gosﬁon (ilobe said in its caption yesterday,
this is “Wiretapping the Innocent,” and if I may, Ms. Chairman,
1 would like to submit this editorial from the Boston Globe fo the
record at this point.

{The article referred to followsi]

WIirETarping PHE [NNOOCENT

Sen. Bdward M. Kennedy has overvalued the need of government to impose
on its citizens in endorsing the wiretap bill before the Senate. The bill permits the
White House to wiretap American citizens who are not suspested of any crime.
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. To obtain u warrant for a wiretap of conversations to and from abroad, the
goverament would have to show only thet the citizen might be engaged in “clans
destine intelligence activity—a formidable-scunding phrase that the bill never
defines and that the Jusiice Department says includes lawful polifieal activity:
- Moreover, even though the warrant would be obtained under less strict reguire~
ments than $hose for a criminal warrant, any evidence obtained during the wire-
tap could be used in a criminal prosecution. The bili thus authorizes a broader
government “fishing expedition” than would be allowed even against a known
member of organized crime. And Federal erimes related o foreign policy are so
numerous and so vaguely defined that even governmeni officials unkaowingly
break the law. ) . T )

Bupporters of the bill rightly argue that it is at worst comparable to current
jaw a3 interpreted by the courts, and in several sections it offers substantial
progress. Presidents would be required to obtain warrants for wiretaps of con-
versations abroagd, and they would be forbidden to wirefap domestic conversations
escept under normal eriminal procedures. T
. 'Fre rules for secur&ng warranis would require the exeentive branch to persuade
& judge of probsble “clandestine intelligence activity’’--although couris are
inclined to accept the government's contentions having refused only 13 of 4863
wiretaps sought under the Omnibus Crime Control Aet, - '

-And as part of the warrant procedure Justice Department and White House
officials would have to atfest, under civil ang crimingl liability, that the taps
would be used only for specified legitimate purposes. ’ '

A%l of these changes are substantial protections for the privacy and free speech

rightsof citizens, and they are s real improvement over the undhecked, warrantiess
wiretapping practiced by the past several administrations.. : .
. But Congress should not put ifself on record, for the first {ime in history, as
f&verin% broad wirctapping powers over citizens not suspeeted of crimes. To be
asceopiable the bill should be amended to include, al minkmum, a narrow angd
specifie definition of “clandestine intelligence activity,” with no loophole like an
“‘and such other activities as may . . ." claugs,

Sen. Kennedy has suggested a less workable alternative amendment, requiring
the President and Congress to create a criminal definition of “clandestine intelii-
gence activity”! within two years after passing the bill. The definition would
fikely be a catchall that might not be useful in obtaining conviciions but that
would extond wiretapping of citizens not really invoived in crimes,

Mr. Drinan. Many worthy people knowledgeable in civil liberties
have said that this would at least give some protection. I think they
miss the essenfial point that never in the history of American law
has this Congress ever allowed & wiretap for the puipose of acquiring'
information alone. This is an entirely new departure ﬁﬁprecedeagg
in our history. Always we have had probable eause for crime or sus-
peeted crime, and that has been permitied. Bub to suggest that since
the Federal Government now, for at least 30 or 40 years, has pre-
sumably been tapping the phones of all diplomats and other aliens
suspected of doing drastic things, to say that because that has gone
on we must now Involve the Federal judiciary to give it a certsin
blessing, it seems to me, is & pernicious form of logic.

Senstor Bava, Thank you very much. :

Mr. Drinax. Thank you very much, Mr. Chairman,

Senator Bavs, Thank you for your participation.

I would like o pui into the record at this time a letter from our
colleague, Senator Gaylord Nelson; a letter fo Chairman Inouye from
Aryeh Neier, executive director of the ACLU; a Statement by Women
Strike for Peace; anid o letter, sgain sent to Senator Inouye, from
Edward F. Snyder; executive secretary of the Friends Commities on
National Legislation. -
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[The information referred to follows:]

Luwrrsr 70 SENATOR Birch Bave From Sevaror Gavrorp Nrison

Re 8. 3197, the Foreign Intelligence Surveillance Act,

Bewaror Birca Bavs,

Chairman, Subcommiliee on the Righls of Americans, Senale Seleci Commilies on
Intelligence Aclivities, Washingion, D.C.

Druar SexaTor Bavs: In testimony submitted to the Suheommittee on Crimingl
Laws and Procedures on Marchk 30, | directed most of my comments Lo the two
reujor issues posed by 8. 3167: (1) the gerions flaws in seetion 2528, dealing with
the question of *inherent’” presidential power and {2) the diffcult legal and
politicsl gquestion of whether foreign intelligence wiretaps should be permitted
to oceur in any circumstances other than after a judicial finding that there was
probable cause o believe that the proposed target was involved in criminal
activity. Since that time, significant improvements have been made in the presi-
dential power section, and the “probable cause’ issue is being fully ventilated
by Cengress, scholars and the press. Because your subcormmitiee has decided to
hold hearings on 8. 3197, I would like to eall your atiention to several other issues,
which have received comparatively litile examination. )

1. Section 2524 sets forth what must be in the government’s application for
& court order. Bection 2524(s}(8) requires that the application inciude “a state-
ment of the facts concerning all previous applications known to the Atforney
General that bave been made to any judge under this chapter * * *” The phrase
“known to the Attorney General” may be innoeucus. However, in the past, the
FBI and the Justice Department have limited the number of peopls who have
known about the Bureau’s elecironic surveillance eforts in order that Justice
Department lawyers eould trnthfuily deny in eourt that electronic surveillance
had been conducted in cerisin cases. We should not create the possibility of a
situation where the Attorney Genersl could say that he had no knowledge of
previous applications under this chapter, if in fact, such applications had heen
made. The statute makes it clear that the Attorney General is supposed to per-
sonally approve sll wiretaps under the act; {Section 2524{n)) consequently,
it would not change the meaning of the hill fo delete the words “known to the
Attorney General,” and it would prevent the possibility of future abuse.

Z. Beetion 2527 sets forth the requirements that the Attorney General repord
annually to the Administrative Office of the United States Courts and Congress
on the number of foreign intelligence wiretaps sought; the number approved:
the number In progress; the duration of the faps, ete. These siatistics alone wiil
be of little, if any use, to Congress in its oversight function. &, Res. 400, which
established this committee, notes that it is “the purpose of this resolution o
grcvide vigiiant legisiative oversight over the intelligence activities of the United

tates to nssure that such aetivities are in comformity with the Constitution
angd iaws of the United States.” It should be made very clear that Section 2527
in no way forecloses the Znteiiif;ence Committee from conducting thorough
oversight of the operation of this Jegislation. As the statute is presentiy written,
the Attorney General could argue that Section 2527 represents the extent of whai
he must supply o Congress, and that this specific statute must take precedence
over the more general language of 8. Res. 460. The draft language of the Judiciary
Committee report comments that “these statistics may also provide a basis for
further inquiry by appropriate committees of the Congress,’’ but this $epid
statement Is not sufficiently cxplicit to guarantee the kind of rigorous oversight
which Congress should be contempiating.

8. Section 2523 provides that seven federal district court judges designated
by the Chief Justice of the United States shall have jurisdiction to hear appli-
cations for electronic surveillance under this chapter. This proposal hag receivad
a substantial amount of criticlsm from these who object on principie to the
invelvement of the Chief Justice and those who believe that thiy process wouid
inevitably lead to “handpicking” of judges likely to be sympathetic to govern-
ment arguments that foreign inteliigence wiretaps are necded.

Representative Kastenmeier’s subcomsmittee is giving careful consideration to
alternative ways of sclecting judges, and hopefully, your commitiee will do the
same. Lven if you conciude that the basie approach for seleeting judges is sound,
provisions shouid be made to assure that the Executive will not be able to make
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every appliention for a warrant or icourt .order 'to. the sjudge who establizshes the
most sympathetic “frack record.” Admittedly, in cases of “ordinary erime,’
the governmént has widerlatitnde in- choosing 8 judge to. approsch.for u search
warrans, However, the nature of this legislation militates against giving the
government o eomfﬁeznly free'hand; “Ordinary erime’” guses often endin-a eriminal
prosecution, in which the target of surveillanee can test its constitutionality
of the surveillanee and .the sufliciency of the warrant appliention through o
suppression motion. In eleetronie surveiliance for foreign infeiligenee information,
most .surveillances will not resuls in erimigal prosceoition; in these thaf do, the
crimiinal defendant may.be denicd access to the applicition and order on grounds
of national seeurity, leaving the judge 1o mske an ex parte determination of the
Inwiuiness of the. “tap.”’..]Seetion 2526(c)] Token together, these facts point
to the need to restriet the exgeutive's frecdorn of choice among the judges who
have jurisdiction under the stutute. Tt would seein desirable Yo require that.
applications be made to the eligible judges in some sequentini order, barring
“emergency’ .situations in which applications.might have to be muode to which-
ever judge was available within the 24 hour time périod. [Section 2525{d)] .

4 Iz my prior testimony on.8. 3197, I expressed concern that the definition:
of “foreign intelligence information’” (Scetion 2521(b}(3)) was “disturbingly
broad’ and that this overbreudih eculd lead the government to acguire and retain.
conversations which should be constitutionally protected. Beeuuse this point has
reccived Jittie attention so far, it seems imporsant-enough o rnise again. .
. Foreign intelligence information, is defined to include “information with respect
to foreign powers or territories, which 'becnuse of its impertance is deemed essentinl
to the seeurity or national defense of the Nation or to the conduet of the foreign
affairs of the United Sfates.” [Section 2521(3){ii}} The Church Committee investi-
gations disciosed that from 1966 to 1068, the ¥BI provided President Johnson
with bi-woekly reports on gonversations by or abont snfi-war Senators und
Congressmen overhesrd By hurcna agents wirelapping foreign embassies. Aceord-
ing t0 the Washington Post, this information whs npparently regarded as the
“golitieal by-product’” of national security wirctaps; no pretense was made
that the information itself was “‘essential to the national scourity.”’ But with the
defipition of “forcign inteiligence information” as presently writien, these vicws
could easily be.classified as information inportant “to the President for his eon-
duct of foreign affnirs.”’ v ' . _

Proponents of this section would argue thag $he-definition is not overly brond
beeause (1) it requires that the information be “essential {0 the conducs of foreign
affairs, and {2) that it be information *‘with respect to foreign powers-or terei-
tories.” Hawever, the standard for retaining conversufions overhenrd iz less
stringent than the definition of “forcign intelligenee information” | information can
e retained 1 it relates to the conduet of foreign affairs of the {fnited States,
[Saction 2525(4)1 Tt.)s all too easy o envision a situstion in which a.court order is
obtained for an electronic surveillanceof & foreign embnssy, and the eonversakions

- of Cengressmen shoui foreign poliey views are overheard and relsined beeause
they “relnte to the copduct of forsign affairs,” -

My sugeested sotution s to delete the phrase “eonduet of foreign affuirs of the
United States’ from the. definition :of “foreign intelligenee information.” An
alternative approach %o the same objeetive would be a flat prohibition on the
retention of conversations of Amerigans overhourd who. are not “agents of a
foreign power” or conspiring with or aidig and abetting sueh agents,

1 commend you for making S. 3197 the firsh substantive business of the new
intélligence commithes. This wvital legislation ean be improved by continued
close serutiny asd amendmesnt; the resuld will be 4 ineasure whieh mers strongly
proteets precious first and fourth amendment rights. .

Sincerely, : _
Gavuorn Nrison, U8, Senalor,

Larrea ToSenaror Damzl Ivouye Frow Anves Noisr, Exeeomive Direcror,
Amsrican Crvir Lassrrirs Uniox

Jons 17, 1976
Senator Danien K, INoyyn, .
448 Russell Senate Office Building, |
Washinglon, D.C. o _ :
Drar Bunaror INouve: T am writing to suggest that you, as chairman of the

" Senate Sclent Committee on Intelligence, excreise your powers under Section 3{b)
of 8. Res.400 fo reguest referral of 8. 3197, the national security wiretap bi, to
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your cominittee. This legislation, recently reported oui of the Sepate Judiciary
Committes, represents the Justice Department’s effort o secure congressional
wiithorization for national security clectronic surveillance,

‘The Ameriean Civil Liberties lgzzi(m has opposed all wiretap legisiation in the
past. We are partieularly concerned about legislation, such as g 3187, which
authorizes electronic surveillanes of Americans unrelsted to enforcement of the
eriminal iaws, This legisintion, intended to cure problems which the Department
faces as o result of 4 number of federal eourt decisions, would permit the FBI to.
eonduet elcctronic surveillance of Americans for “foreign intelligenes” nnrelated
t0 enforcement of the criminnl laws. As you are no donbt aware, the Church
Committee refused to endorse the legislation and eouticned the Congress against
adopting any legisintion which suthorized the use of covert intelligence collection
against Amerienns unrelated fo eriminal law enforeement, The American Civil
Liberties Union cndorses that position, and encourages your commitieec to
re-cxamine the wiretupping legislation in light of the Chureh Comunittes findings.

Enuetment of 5. 3147 in s Present form would not only contradiet the Chureh
Commitice position on electronie surveillanea, Senate adoption of the bill as
reported wonld seriously complicate the work of your committee in attempting
to develop o legislative charter for the domestic intellizence activities of the
federnl govermnent, For exampie, the Chireh Committes suggosts that surrep-
titious cmtries and mail openings shouid he conducted pursnant to the same
procedizre as clectronie surveillange. The Dephrtment of Justice will, predietably,
argue that any new charter should authorize the FBI not only to wirstap, but
also open malf and conduct so-cnlled “black bag jobs” against Americans subject
to the vagne standards of 8. 3197, T

Once this legisiation & enscted by the Senate the representatives of the
Department of Justice will undoubtedly contend that less intrusive technigues,
sueh as phesical snrveillinee snd informant coverage, should be permifted in-
she same circamstances. We sae this legislation, therefore, as the opening wedge
by ndvoentes of bronder investigative authority for the FBI and other intelligence
agencies 1o secure o legislative ehurter acceptable to the intelligence community.

The ACLII also objects to provisions of the legislation pertaining to disclosure
of the product of electronic surveillange; the use of preduet in qariminal pro-
ceedings ; the failnze of the legisiation to deal with electronic surveillance by the
Naotionnd Security Agency; aud the so-called inherent- authorify exception at-
the ond of the legislation, The ACLU Washington office would be happy to provide
further neaistinés and detailed analysis of the legistation i you so desire.

Regardiess of whether vou er the members of your eommitiec share the
American Civil Libertics Unlon's position on the Dbill, it s essential that the new
commitiee both estublish s jurisdiction over such legislation and make it elear
o the rest of the Congress that oversight of intelligence activities will bo sensitive
t0 eivil Iiberties, It iy inportins that the commitice and the rest of the Congress
not forget the abuses of Watergate, the CIA’s CHAOQOS program, the NBA's
anrestricted elegtronio surveiliance of internationsl communications, the FBYy
COINTELPRO program, and the rest of the FBI's 40-vear domestic intelligence
program including such abuses as harassment and blackmail of Dr. King. These.
and other abuses of the intelligence communiiy gave rise to the demund for the
Church Comnitiee Investigniion and the craation of effective, congressional
over<ight muachinery, including the eommittee whieh you chair. It would be a
terrble irony if vonr commitiee nnd the Congress decided that its oversight,
respousibilities were to be directed simply at making the inteliigence macehinery
more efficient and less objectionabie from o foreign policy perspective and forgot”
the impaci of these programs npon the rights of Americans,

Agnin, if we ean be of any further assistance on this legisiation or on any of
the rew committee’s work, plesse do not hesitate to contact us,

Sineerely,
Anrven Neien, Erecufive Direclor,

STATEMENT BY WoMEN STRix® ¥ok Prack, Juns 29, 1976

TWomen Sirike for Pence is firm in its opposition to the Foreign Intelligence
Surveitlanee Agt of 1976. 8. 3197 wonld, for the first time in American hisiory,
authorize wiretaps on aliens and some Americans solely for the purpose of gaining
information ahont undefined angd unspecified “clandestine intelligence activities”,
We deplore the existing ndministration’s practice of placing foreign intelligence
wiretaps without warrants, However, we ure greatly concerned that the warranting.
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proeedure embodied in 8, 3197 would legifimize an executive practice of question-
able legality and desirability-—wiretaps unrelated o crime. T4 also places the
Congress and the Judiciary in support of $his surveiliance, ' o

We are concersed that accepiance of s warranting procedure for electronie®
surveillance unrelutedito erime establishey’an slarming precedent. This legislation
may be followed by legismﬁeu seeking a warran$ procecdure for mail openings and
“surreptitious entries” unrelated to erime. The resutt may be to legitimize all
of $he technigques ille%ali'y emgployed in the past,

Women Strike for Peace, a women's movement dedicated to the achievement of
world pesce through general and complete disarmsmens, stzongly believes in
esteblishing people $0 poople cornmunication arcund the world including that with
those in the eommmunist countries. 8. 3197 would inhibit Americans from making
such peaceful contacts., ) . . )

How tragically ironic: ‘while the nation celebrates 200 vears of democratio
ﬁg}gts, the Congress prepazes legislation $0 deprive Amerionn citizens of these
- rights. . - ; . . .

- LETTER TO SENATOR Damifi Inovys From Epwamrp F. Snypezr, Exscomvs
- . SmcrmvArY, Fripxos Commrresy oy Namonasn Lscsiazon -

JonNE 24, 1976,
Senator Danyen Ixovys, . ) . o .
Chatirman, Senate Imtelligence Commitlee, United Slates Senate, Washinglon, D.C.

Dzrar 8znator Incuye: The Friends Coramittes on Nationsl Legisiation
wishes to submit for the rccord its opposition to 8. 3197 to authorize foreign
intelligence- electronic surveillance, This Commitiee opposes all wiretapping and
seqret intercepdion of communication as & violation of the individual's right to
privacy guaranteed in the Fourth Amendment. However, we find the following
provisions of 8. 3107 particularly objecsionable,

The grounds for approval of foreign intelligence electronic surveillance are
much too broad. A federal judge must only find “probable éause” that the targes
of surveiliance is a “foreign.power or agent of a foreign power,” and “‘that the
information sought is foreign inielligence information that cannot feasibly be
obiained by any other ‘menans.” Al of the ferme "foreign power,” “agen$ of &
foreign power,” and “foreign inielligence” sre defined so-broadiy as to be mean-
ingless, For example, an agent of a foreign power need only be “‘a person engaged'.
in clandestine intelligence activities . . . or who congpires with, sssists, or aide
and abets such & person . . .7 Thus, $he person who ig subject {0 surveiliznce
may not even be engaging in any criminal activity. . .

The procedures stipulated in $he bill for aseerfaining the need for a forei%n-
intelligenee wiretap do véry litfle to profect the rights of inpocent peopic. The
Friends Committee on National Legislation is concerned aboui the provision
authorizing the Astorney General to sgtablish an emergency wiretap for twenty-
four hours without an applicstion to the court. Although the ceurt is given the
discretion o notify innocent vietims, such notice may be posiponed at the reguost
of the government for thirty days, and would be prohibited aliogether if the
government has made o further showing of “‘good cause.’ Court-approved wires |
taps are valid for ninety days, with an unlimited number of ninety-day extensions
suthorized under the biil

This bill contains an unfortunate provision that information unrelated to foreign
intelligence may be used, to prosccute other crimes. This provision only serves to
farther highlight the indiseriminate power whick would be granted %o the isw’
enforcement authorisies under the bi!f . -t

The recent Report of the Seaate Select Committes on Intelligence provides
& dismal chronicie of abuses by our own United States infelligence agencies,
These abuses included hundreds of warrantiess bresk-ing by the F.B.I. to.install
electronic Jistening devices. I such abuses sre to be halted in the fubure, it will
require carefully written lepislasion which respects the rights of United States:
citizens, and nof legistation like 8. 3197, which would only leave open the possi~
bility of further government interference with constitutionsl rghts.

-Bincerely yvours, . . . C,
: . . Epwarp ¥, Suyper., -

" Senator Baym. Our next witness is Aryeh Neier of the American

Civil Liberties Union, Following him we have Herman Schwartz,
professor.at the Law School of the State University qi.New York at
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Buffalo; Philip Heymann, professor at Harvard law School; aad
Philip A. Lacovars, an atiorney, who was former Assistant Selicitor
General and Watergate Deputy Special Prosecutor.

If I might suggest o &s not to further inconvenience those of you
who have already been significantly inconvenienced, 1 apologize
for the lack of organization with which the Senate runs and a mistake
on the part of this saubcommittes chairman in fsiling to perhaps spend
somewhat less time with some witnesses than has %een done. May I
suggest, and I do not want to offend anyone, but inasmuch as there
are cerbain basic questions on which 1 would like {0 have the opinions.
of all of these witnesses, that we hear the testimony from the four
remaining witnesses and then have them sit as a panel to deal with
the gquestions.

Does that offend anyone involved?

[No response.]

b S{{laé;ator Bavu. Well, since I hear no objection, we will ask that that
& done.
Mr. Neier, would vou proceed with your testitmony, please.

TESTIMONY OF ARYEH NEIER, EXECUTIVE DIRECTOR, AMERICAN
CIVIL LIBERTIES UNION; ACCOMPANIED BY HOPE EASTMAN,
- ATTORNEY, ARD ASS0CIATE DIRECTOR OF THEE WASHINGION
QF¥FICE OF THE ACLT : '

My, Nmrer, Thank you very much, Senator.

T s testifving on behalf of the ACLU, and with me is Hope
Eﬁaﬁstman, an sitorney, and the associate director of our Washington
office. :
Senator, if we may, we would like to submit our prepared statement
for the record, and then comment briefly on a few points that are
raised in the prepared siatement. :

IThe prepared statement of Mr. Aryeh Neler follows:]

Preparen STATEMENT oF ArvEr NEiER, ExeEcumive ThRECTOS, AMERICAN
Civiz Linermies Uniow

The ACLU i pleased and honored o be asked to participate in the first legis-
Iative hearings being held by this Committee. We look to the Senate Intelligence
Committee to begin drafting and reporting legisiation urgently needed io bring
the infelligence spencies under the Constitution.

8, 8197, the bill which s the subject of these hearings, provides you with the
firat real test of your responsibiities. Enactment of this bill would authorize
electronic surveiilance for gemersl intelligence-gathering purposes for the first
time. It poses In stark terms, the key guestion which confronts you: wiil the
Congress, in an ilusory reform, participate in sacrificing the Bill of Rights in the
name of national security?

The ACLY believes that 8, 3197, which the New York Times says “seems to
tepalize more electrenie surveillance thas it prohibits” (June I5, 1976), is & step
backwards in several important respects.

First, acceptance of it implies acceptance of the argument that the Bill of
Rights must give way fo claimed exigencies of national security, arguments
which have been made sinee our nation began.

Becond, ensctment of 8. 3197, with any so-called disclaimer on imherend Presi-
dential powers amounie to Congressicnal acquiescence fo the existence of such
povgez;iadiespi{e the Church Committee’s recommendstions that the Congress reject
BUE ms,

Third, enaciment of the bill gives the Justice Department a “blank check”
and will constitiute a "‘back door” charter for FBI domestic intelligence activities,
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beeauss inguiry into protected political activities will inevitably be the stafting
point of an investigation inte whether someone is a foreign agent under an essen-
tially undefined standard, : : L

SUBVERTING THE BZLZ OF RIGETS IN THT NAME OF “CLANI)RST!NE INTELLIGENCE
: CAQTEVITIES e

In May of 1798, less than a decade after the adoption of the U8, Constitution,
James Mudison wrote $o Thomus Jefferson: T
“Perhips it i3 & universal truth that the loss of lberty at hotne is.t0 be charged
to provisions against danger real or pretended from abroad.” One month. after,
that ketter was written, Congress enacted the infamous Alien snd Sedition Acts,
to protect infant Amerien from Buropean subversion. That precedent was repeatéd:
during the Civil Wur when Lincoln suspended the Writ of Fabead Corpus, during
Worid War I and later in the Hed Seare of the .3020%s when ‘“radieals’™ were:
persequted by the federal government and during World War i when the federal,
government inearcerated 120,080 Japanese:Americans in detention camps, The
© most dangerous and repressive descendant: of the Alien and Sedition Acts’is the
48l-year domestic intelligence program of the Federal Bureau of Investigation:so
carefully documented in Book 11 ¢of the finall Report of the Benate Select Com-
mittee on Iateligence. L
In every ome of these cases, Presidents, the Congress, and the courts wefe'
seduced, ke that early Congress, by ifie argument that.subversion of eur biste
rinciples and the Bili of Rights was cssential to protect our government from
‘oreign. subversion, We urge ‘vou to read 8 3197 with thiis history ip mind. !
. Certainly the mest disturbing aspees of 8. 3197 is. s wirthorization.of electronie
surveiilunce of Amerieans who are engaged ire “ciandestine intelligenceactivities.”
The key phrase “ciandcatine intelligence getivities” wlitel triggers surveillanee of
persous other than embassy officials and employees is ot defined in the bill. When
nsked for a definition of the term by Senator Kennedy in-the hearings-before the
Senate Indiciary Committee, Astorney General Levi replied that “‘au attempt to
define with specifieity can only create enermous, difficulties.” {Ifearings, page 23).
He went en. forsay that any atfempt to-defie the phrase broadens i beyond how
it shouid be applied. | . o .

We submit that by “clandestine intelligence mctivities” the Department of
Justice really means foreign snbversion. In asking vour approval of 8. 319¢, the’
Administration. asks-for the some authorty. which Presidens Adams asked: Con-
gress in 1798, which the Wilson Adininigtration exerciscd in the Palmer raids.of
1419, and which President Roosevelt delégated to Dircetor Hoover to taunch, the’
40-penr FBI domestic intefligence program: President Adnumis jistified the prose’
eution of JeSersonians through the Alien-Sedition Act npos the theory that they
were  subversive agents of the Freneh goversment. President Wilson and ks -
Attarney Genersl; Mitchell Palmes, wefe afraid-of Aferidans who sympathided:
with the successful Rolshavik Revelution. Ta 1536 President Roosevell wus
afraid of Fhscist. and Communist sympnthizers within the United, States. duriog
the period immediately preceding World War IT. . K e Ty
" Attorney Ceneral Loviand President Ford fear forefgn subversion in the form of
Soviet and Third World infinesde, They nre concerned’ ahout the setivitics of)
Arah and Zionist groups in this country. Thoif solutios id the same as that.of
Presidents Adams, Wilson and Roosevels, Attorney Genernt Mitehell Palmer and.
former FBE Director Hoover. ‘Fhey al¥ made the same arguments which yeu hear
from the administration today. ““The criminal lawe are inadequate.” “The erim:’
inal laws cannot be corredted” "“We cAnnot' be restricted to criminal laws:' “We
canrot ber more precise about the' conduet which should be subject o
ipve:stigation.” L ; A o ot : L

' Remember the langusge of the Alien and'Sedition Actr | - : .
" Tt authorized' the President to deport persons engaged in “secret machinations”
against the goverament. . : ’ . : )
1t made it eriminal to “resist, oppose, or defest any such law or act, or to aid,,
cszzcozzrage or abet any hostile designs' of any foreigy Aation against the Unitéd:

tates . . . N : ’ . . ) '
~Remember the orders thai the FBT sent to ifs dgents which culminated in the
Palmer Raids.and.the Red Seare ufter World War T _

Investigate “anarchisni dnd similar ¢lasses, Boshevism; and'kindred agitations.”
.- Remember .what led President. Roosevelt to authorize.the FBI to begin its’
domestic intelligence program whick eculmihated-in the abuses of COINTELPRO
trpified by the-illegal cfectronic surveiliance ind nttemipted blackmail of- Dr,:
Martin Luther King: .

0
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Hoover. told President Roosevelt that the Longshoreman’s nios, the United
Mineweorkers and the Newspaper Guild were controlled by the Seviet Government.

‘We hope that the same pressures that led Presidents and Congresses to respond
to those arguments will not lead you down the same path, Ironically, the Congress
iz considering this extraordinary proposal, notin time of world revolution or on the
eve of a world war, but in a period of yelative domestic and infernational
franquility. . )

We urge you to proceed with caution in responding to these pressures. Recognize
that a period of peate is an opportunity for careful deliberation, not a time to
rush headiong into an unbridicd delegation of authority to the Exceutive Branch,
Fhis iatter approack to governmental surveillance is ag risky here as it was in
limes past. James Madison warned in Federalist 51 of the danger of depending
upon good men alone to safegunrd our liberties:

“If angels were o govern men, neithor external nor internal condrola on govern-
ment would be necessary. In framing a government which is to be administered
by men over men, the great diffieulty lies in this: you inust first enable the govern-
ment to conirol the governed; and in the next place oblige it o control itzelf.”

Edward Levi may be to some the closest $0 an angel we have hag reeently in
the office of Attorney (eneral, but he will not ‘be there forever, Fhe fedetal
judges upon whom 8, 3197 places s0 much reliance are only human and, like
attorneys general, are not all angels. Federal judges and attorneys general wers
all part of the prosecutions under the Alien and Sedition’ Act, the persecution of
the radicals in the “red scare” of the 1920's and the detention of Japanese-Ameri-
cang in World War I, Attorneys general {ailed to restrain and af times encouraged
4. Bdgar Hoover in his domestic intelligence endeavors and federal judges refused
io entertain cornpiaints by victims of his programs. . T

The basic lésson of this history and the Chureh Commitise revelations iz that
authority, granted for intelligence investigations will be stretched as far ag con-
egivably possible, and further, and that for the most part the guality of justice
méted oul by the officials of goverwmment must be more a function of the laws
they. adminidter than their good instinets and characier. ) '

SUB_V’ERTiNG THE BILL OF RIGHTS IN THE NA,M._E OF INHERENT EXHCUYTIVE POWER

Hection 2528 of this bill represents a congressionsl recognition of the inherent
power of the President {0 spy on Amerieans, This is also a familiar theme in the
Listory of the competition between national security aad the Bill of Rights,

It- was Richard Nixon's justification for Watergate generally, It was John
Ehrlichman’s specific defense for the break-in to Dr. Fielding's office to search
for " Daniel Ellsberg's medical records. That defense was recenily relied upon by
the Court of Appeals for the Distriet of Columbiza Cirenit, in reversing the convic-
tiong of Barkér and Martinez for their role in that bresk-in. (Uniled States v,
Ehrlichman, No. 74-1882, United States v. Barker, No, T4-1883, and Uaited
States v. Martinez, No. 74-1884, 1.C, Cir. May 17, 1876).

In the face of that recent history it is %a-infui to read lasnguage in this bill
recognizing “constitutional power of the President” . . . “to acquire foreign
‘inteiligence information.” .

The Church Commitiee adopted as its first recommendation:

“There is no inherent constitutional authority for the President or any intel-
ligence ageney to vielate the law.’’ Is this Commitee really willing just to ignore
that rceommendation in iis first action in this field since $he issuance of the
Church répors? _ _ .

Proponents of 8. 3197 suggest that Congress ia powerless in the fase of executive
claims of inherent powcr te engage in fhis surveillance. Senator Kennedy, in
introducing this bill on March 23, 1976 said:

““This_bill thus does not aftempt to resolve the complex and diffcult issue
surrounding whether the President has an inherent constitutionsal power to engage
in electronic surveillance in order to obiain forelgn intelligence information
essential to the natiepal security. Nor could it define or restrict the scope of such
a powet if one exizts. The Bupreme Court alone must ultimately decide that issue.’”
Congressional Record 8. 3987-8, daily ed. March 23, 1976.

This fundamentally undersiates the power, and indeed obligation of the Cone
%ress to express itself on this guestion. In the Steel Seizure Case, the Supreme

ourt raade it ¢lear that congressional action or inaclion was key to determining
the scope of Presidential power. Youngsiown Sheet and Tube v, Sawyer, 343 U.8. 570
{1952}, As Mr. Justice Jackson characterized it

1. When the President acts pursusnt to an express or implied authorization of
Congress, his suthority is at its masimum, . . .

1517 5T @
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2. Wher the President scis in the absende bf either a congressional grant or
denial of authority, he ean only rely upon his own independent powers, bat there
is a zone of twilight in which he and .Con%ress may have esncurrent authority,
or in whick its distribution is uncertain. Therefore, congressional inertia, indif-
ference or guiescence may sometirnes, at least as & practical matter, enable, if not
invite, mesasures ‘on indépendent presidential responsibility. . . .

3. When the President tnkes measurcs incompatible with the expressed or
fmplied will of Congress, his power js at its lowest ebb. . . . Courts can sustain
exclusive Prestdential control in such & ¢ase only by disabling the Congress from
acting upon the subject. . ) . o

Id. at 6358, ) -

1f the Clongress specifically rejects its elnims of inherent gower, the Executive
Branck will stand in a far different position if and when the Supreme Court pagses
on the nitimate question: Thus, the alleged neutrality of Section 2828 is in fact &
form of acquiescence. Instead, Congress should cxplicitly adopt the first recom-
mendatien of the Chureh Commitiee in Book TI. This is also the remedy proposed
in.H.R. 214, the Bill of Rights Procedures Aet, which Senntor Mathias discussed
in the hearings. Fhat bill would repeal Section 2511 (3) of Title 15, thus conform-
ing all wiretaps to the existing criminal law framework: ) :

’ %‘inaﬁy, the inhercnt authority section iz in this bill because the Dopartment
of Justice does not wanb you to jegisiate on the subjeet of electronie surveillance
eondueted by the National Security Agency. The Administration ' would prefer
that the ineredible teehnology of the super-seeret NSA be at the President's
disposal without fimit. Thereforc not only is NSA excmpted from the biil, but
the Administration asks you 0 recognize in Bection 2528 that s statutory gharter
is unneeessary for NSA beeause the ageney ean operate pursuant to the Presi
dent’s inherent anthority. -

The, Churah Coemmitiee revelations of abuse of NSA, inelirding the clectronic
surveiiance of Americans on so-cailed watehlists and the SHAMROCK program,
+ wherehy NSA received for almost 30 yeury cogies of most interanationul telegrams,

The Churcl Commities proposcd {in Book 1l recommendutions 14-19) a legisin-
tive seheme to protect the Fourth Amcendment rights of Amcricans inadvertently
overheard in NSA surveillanes. Aithough those proposals require some study and
refinement, acgerding to Senator Mendsle™s testimony they are aeceptable to
NSA. They are certainly preferable to ap unbridled delegation to the President
in the name of “‘inkerent-authority” contemplated by 8. 3197, .

8. 319" A BACKDOOGH CﬁAE}TER FOR DOMRSTIC INTELLIGENCE

8.3197 will. both implicitly suthorize goverament domestic surveillance.pro-
grams and serve as a model to blunt Congressional attempts to Limit .other in-.
vestigative and surveillanes techniques. o '

- Althengh he refuses to define the term, the Attorney General makes it clear
that “clandestine inelligenee activity” as well ns the terms ‘‘terforism’’ and
“spbotage’’ include gonduct which i3 not now a vielation of the criminnl code.
The Attorney (emeral is also unwilling to propose broudening the code'so thut
it would inciitde all of the conduet for which he wishes to cdnduct eleetronic sur-
veillance. The heart of the matter ig that the FBI wishes {o be free to continue 1o
congnet intelligence investigations aimed at law-abiding eitizens whose political,
activities the Bureau does not ike: This bill would accomplish that end. o
- Mot only could the Bureau secure warrants to wiretap those that it believes to be
agents of foreign powers engaged in clandestine intelligence activities, but it
could ulso seeure warrants against those who ave aiding or sbetiing snck: individ-,
ualg even if they do not know that the individuals are ?oreig_m-ageﬁts or that they
are cngaging iz condugt which the Atiorney General has unilaterslly ‘defined as
“clamizlstizze intelligence activities.” This bilt would have conseguences far worse
than that. o i L .

How is the Buresu to gain the information necessary to defermine if an in-
dividual is in fact the agest of a foreign power, iz engaged in elandestine intelligence”
activity, or is aidin§ and shetting such a person all without regard to whether
the metivity is iflegal? = N '

The only way to do this is to continue the domestic intelligence investigations
directed at *'dissidents’ to determine if their conduct is ut the direetion of o foreign
power, if it is clandestine, or if it is alding and abetting a person engaged in such
activity, What mere justification does the Burcay need to infiitrate the NAACP
or the Bocialist Workers Party, to conduct surveillanee of members of protest
greups of avery dédseription, to open files on thdse in contuet with foreign govern-
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ments? A6l of the abuses well documented by this Committee’s predecessor will
in the future be described o this Commitiee, if this bill passes, as authorized by
thgﬂ(ﬁongr%s ag necessary to determine who should be subjest to electronic sure
veillance,

Even if the bilt were limited to tapping embassies and foreign officials, a prac-
tice which eonflicts totaily with our obligations under the Vicnna Convention, the
problem would remain.

Adoption of the bill would thus sericusly complicate the work of your commitice
in attempting to develop a legisiative churter for the domestic inteliigence activities
of the federal governinent. For example, the Church Committes suggests that
surreptitious entries and maii openings should be conducied pursuant to the same
procedure as electronic surveillanee, Once this bill becomes law, the Department
of Justice wiil, predictably, argue that aay new charter should suthorize the FRI
not oniy to wiretap, but also o open mail, and to conduet so-called “black hag
jobs' apainst Americans subject to the vague standards of 8, 3197,

Should this legisiation be enacted, the representatives of the Department of
Justice wili undoubtedly contend that less infrusive techniques, such as physieal
gurveillance and informant eoverage, should be permitied in the same ¢ircumne
stanges, We see this legislation, therefore, as the opening wedge by advocutes
of brouder investigative authority for the FBI and cther intelligence agencies to
secure a legislative charter acceptable to the intelligence community,

‘““THE. BRET WE CAN no'" 15 Not ¢ooD ENOUGH

Proponents of 3, 3197 argue that this bill is the best we ean get and that, even
with its admiited dangers and deficlencies, its requirement of a warrant is far
better thun existing Ixecutive Branch unilateral esercise of this power. We
disagree on both points.

First we belleve there is suppert for greater control than this bill represents.
Much has been made of the fnct that the Administration and its Attorney General
are supporting this limitation on the President’s so-calied inherent powers after
years of opposition. The argument is that the Congress should take advantage
of this willingness even if this statute falis far short of what Congress knows g
necessary o respeet the Bill of Rights,

We do not believe, as some have suggested, that the Administration is more
sensitive than its predecessors to the demands of the Bill of Rights, We believe
they know thnt their warrantless searches stand on shaky ground and they want
Congress to act to authorize widespread foreign intelligenee surveillance of
Americans before the ¢limate gets worse,

In the Keith case {United Statez v, Unsled Siafes District Court, 407 T8, 207
F19725 the Bupreme Court has held that the customary Fourth Amendinent
requirement of judicial approval for initintion of scarch and surveillance applies
in “domestic security” eases. In Zweibon v, Mitchell, 516 F.2d 594 (D.C. Cir,,
;975} %e{;l hane) the United Biates Court of Appesls for the Distriet of Columbia

a5 atided |

“Indeed, our analysis would suggest that absent exigent circumstances no wire-
iapping In the area of foreign affairs shonld be exempt from proper judiciul scry-
tiny irrespective of the surveillance or the importance of the information zought,

Therefore, it is fair to suggest thas the hill we have before us is less restricfive
of the Exeentive Branch than the courts huve this far approved. Secondly, the
atmosphere five years ago when Senafor Kennedy and others rightfully Srst sought
to control Wiz‘cta.ppi!]% of American citizens was quife different than it is today.
All the revelations of Watergate, the Church and the Pike Committees have sensie
tized the Congress and the public to the extremes t¢ which the Executive Branth
will ge in invading the rights of its gitizens,

This forees us to disugree sharply with those proponents of 8. 3197 who contend
that their legisintion is, although not perfect, the only alternative to no legisiation
at all. Witheut it, they say, the Executive will be free to wiretap without any
controlz, This argument is not new. We heard the same argnments when Congress
enseted laws anthorizing “‘no-knock'' scarches and preventive detention in 1970,
At that time Attorney General Mitcheil argued thut “no-knock” searehes wore
heing condncted cuiside the law and that # would be better to have a statute to
regularize their use, Preventive detention 00 was necessary hecanse courts were
datiining defendants prior to trial by imposing high money bond in viclation of
the Sixth Amendment. Yet the “no-knock” and prevestive detention statuics
were themselves terrible infringements of our civil libersies, enacted somehow in
order to protect them. The situation iz no different here.
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. 'The warrgnt procedure ereated by 8. 3187 is not an adeguate enough contro}
%o justify aceepting the many provisions of the hill which have received se much

¢riticises, In the ‘first place, even tnder Titte' 11T warrants have a rubber-stamp
-quadity. In the six yeazs of experience under. Title 111,-figures compited by the
. Administrative Office of the U.8, Courts show that only 13 of 4,863 warrant appli-
eations’ were iurned down. Judicial deference in the foreign intelligence.ares iy
apt 46 bé even greater. T e T
. Moreover,. Section 2523 insures that it will be almest imgbs‘sible for the goverh
ment to.fail bo win judictal approval of theé taps it eeeks. Seetion 2523 anthorizes
the Chief Justiée to designate scven judges with nationwide jurisdietion to hear
all réquests. If any odic of the seven judges turas down the request, the government
is free to.repest its reqhest before gach of the other six. 1f i fails to get approval,
it gan a-%peai\t;o,a special panel of three judges also hand-pieked by the’ Chief
Justice. I those three judges affirm the denisl, the government can.seek further
review in thé Supteme Court. " - ' - e e
“Furthermore, the jhdge’s diserétion is sharply, eurtailed under the billl While.
he &f ghe must fnd probable causé that the target is a foreign agent; the govern-
ment’s Sertification that the tap is riecessary to obtain foreign intelligence infor-
mation munst be aeeepted by the judge. : E ’ S

And perhaps most importantly, the traditional safeguard présent in the normal
erimingl ares—an adversary hearing’ on the constititionality of the wiretap-—is
“preciuded here. Section 2526{e) sallows information obtained or derived from the
surveillanee to be introdueed withont disclosure to the defendant of thefagt of
wurveillance, the ofder or the accompanying application. The judge may deecide
in camers if the surveillaneg was proper 2nd in most ¢ases he or she iz precluded
from making nny disclosure.to,the defendant who nevertheless may be proseented.
Experienced dafense lawyers believe that only the faet that the eriminal deféhdant
and his or Gér lawyer have ap opportunity to challenge it miakes the warrant cven
arguabiy a safeguard. That gnarantee is fost here. . e
he warrant procedure’s defenders argue, lastly, that at least o paper record -
will be ereated, involving high government officials in the decision. We eannot
_forget, howéver, that Attorney General Robert Kennedy approved the taps on
Dr. Martin Lutfher-Kin% President Jolinson ordered thé tapping of the South
* Vietnamese Embassy toffind out about the political aetivities of a prominent Re-
ubliean,, Anns Chenault, on behalf of Richard Nizon. And. Attorpey General
itcheli. and. Searetary of State Rissinger approved the sevenieen taps Against
reporters and goveranment officials,” The additional requirement that edrefully
geleeted federal judges are to be brought into the cirete of those whe know abont
such taps is & slender reed indeed on wiich te plase so grave s depabiure from the
Bitl of Rights., - R )
. . Lo . ACLYU BECOMMENDATIONS . .

" ‘As we said above, enactment of this bill is not the only cholce beforé the Con-
gress, The ACLU oppdses all electronic surveiliznce. We betieve thai wiretapping
and bugging are, by their nature, génersl searches whieh violate the letter and the
spirit of the Fourth Amendment. We opposed the enactment of Titie Yil-of the -
1968 Omaibus Crime Bill which authorized wiretaps as part of the investigation
of certain erimes. With that stutute the ¥BI ean & eady obtain warrants, based
on probable caise, that existing statutes relating 0 sgpionage, sabotage or terfof.
" ism have beed viclated, . R o T
We izrge you o join us in odr epposition to say new authorization for electronic
surveiilance for foreign intelligence purposes. We betievé that this Committee
‘ghould instead do thrée things: enact a prohibition on all foreign intelligence
electronie surveillanee, repeal Section 2511(3; -of Title 18 which now regognizes
gome inhereht executive power, and enact a vagiety ‘of mechanisms {0, guarantee
that those propibitions will-be obeyed. The ACLY Board of Directors, 'incon-
gidering & bréader package of propesals for reform of the infelligence agencies
endorséd some of the following ideas which we urge you {o consider. They aré a_Ii
designed to limit the Executive Branch’s ability to violate the law in seeret and,
as they Have for yoars, gét away withis. o T : : :
. Fake the F}?’{'oﬁt"of_,the_ intelfligence business, Jimiting it onge againw fo in«
vestigating the commission of érimes; . . . e :
" Protect “whistieblowers” in order to cncourage revelation 6f activitied' which
wonld violate these prohibitions on wiretapping to Congress and to the publie;
* Create a'permanent, indépendent 6ffice of Special Proseeutor, one job of which
would be to monitor compliance with thislaw; - o S

..... o -
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Make it 2 criminal offense for a federsl official whose duties are other than
ministerial $o willfully fail to report evidence of these limits on wiretapping to the
Spectal Prosecusor;

Make it a crime for intelligence ageney officials or senfor non-elected poliey
makers to willfully deceive Congress or the public regarding wirelapping activitics
which violate the law or the limits imposed on intelligence agencies;

Limit Dxecutive Privilege to the “advice” privilege puarsnieeing Congres-
sional sccess to all other information on the way the Execuiive Branch uses
wirctapping;

Advertise the availability of the c¢ivil remedies for $hose whose rights have been
violated by intelligence officials or organizations should they ecarry out wpaus

thorized wiretaps,
CONCLUSION

Mr. Chairman, a startling and frightening serics of abuses brought this com-
mitiee into existence after many years of frultless attempés. It is important that
the committee and the rest of $he Congress not forget tge abusea of Watergate,
the CIA’s CHAOS program, she NSA’s unrestricted electronie surveillsnes of
international communieations, the FBI's COINTELPRO program, and the rest
of the FBl's 40-year domestic intelligence program, including such abuses as
harrassment and blackmail of Dr. King. It would be ironte if $he first act of thia
Committee were to be the sanctioning of investigations into the lawful political
activities of Americans—the very praciiee which produced much of the abuse.
We trust that you do not intend o permit that to happen. Ag Senator Mondale so
succinctly pu$ i§, in his ._gpgarance before you earlicr this week, speaking of
g::igl}!;ive ranch responsibility, “before it was their fault. Now, i wifl be our

Mr. Nemr. This committee was created in response to & year and
8 half of disclosures of the political surveillance activities and other
abusive activities conducted by the intelligence agencies. As yet, the
Congress of the United States has not passed legislation to curb any
of the abuses which were revealed in the course of the last year and a
half, If this bill is enacted into law, it would be the first piece of
legislation that is adopted in response to the disclosures of the past
year and a half.

1t seems to us extraordinary that the Congress should be seriously
considering passing legislation not designed to abolish or curb the
abuses that have been revealed, but, rather, designed to provide
authorization for the very same abuses revealed in the past year
and a half.

The principal justification that is offered for adopting this legislation
is that the practice has been going on anyway. It has been going on
for & long period of time and, it 1s argued, some larger protection is
provided if it is subjected to court review. If there is some warrant
proeedure, it is said it will safeguard the rights of citizens,

1 think it is necessary to examine how Hmited that judicial review
would actually be.

The warrant procedure is proposed in the absence of any of the
usual standards for determining whether & warrant should be issued.
A warrant is ordinarily issued because there is believed to be o par-
ticular viclation of law that is taking place or is about to take place.
This proposed legislation does not have any such standard. Instead it
quite specifically is meant to cover the gathering of information on
activities that have taken place in the absence of specific viclations of
law. As the Attorney General stated to you this morning, the primary
purpose of such surveillance is not to obtsin evidence for criminal
prosecution, although that may be the result in some cases.
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... The warrant procedure that is proposed is also very limited because
the judge who is called upon to issue the warrant is not even allowed
o constder whether, or what kind of, foreign intelligence information
is involved. The. judge is only able to determine whether the target of
the proposed surveillance is an “agent of a foreign power.” “Agent
.of & foreign power” is very broadly defined. 1t can mean an agent of a
foreign political party. It can also be semeone who knowingly assists
someone who is an agent, and the “knowingly assists’” provision does
not have to be, or it-does not say in the legislition that 1t has fo be,
with knowledge that the personis an agent. Apparently it can mean
knowingly assist in the collecting of information, but not necessarily
knowing that the person who is collecting the imformation is doingi
s0°as an agent, of & foreign power or as an agent of a foreign. politica
arty. e . : 'l
g Se,};la.tﬁir Baya. Would you excuse me? I am sure you heard the
Attorney Gefieral express his interprotation contrary to that. '
Mr, Nzigr. Well, I am afraid the legislation does not say anything
_contrary to that. The legislation says “knowingly assists.” 1 think
the legislation could be reworded, if there were to be legislation, and
I am not sure there should be. In fact, I do not think this legislation

should be adopted at all. The legislation could be reworded. to say -

the person knows thas someone else is engaged in & particular activity.
As it is written, it is only “knowingly assists” in the collection of
‘such information, < R

Senator Bavn. You might give some attention—realizing that you
would prefer to have no legislation, but that we want to ‘do the best
we can to do what is right and that it might not-totally please you—

you might give some attention, if you would, to some of the specific’
language of those areas in.doubt. This is one ares where there is

legitimate concern. el
Mr. Nuigr, Let me deal a little more with the warrant procedure
and point oui that it is further defective, because, in addition to the
weuel kind of judge shopping that is provided for in such warrant
prosedures, this umgquely allows the Government to appesl the denial
- of & warrant. It gives the Government guite & number of bites at the
apple in order to make sure that it gets the warrant. Perhaps most
important of s}, a warrant procedure ordinarily becomes effective
" because of notice provisions. When the citizen who has been the
target -of some search or surveillance as & consequence of a.warrant
ultimately finds out that a warrant has been is¢ned and challenges the
basis for the issuance of the warrant, that is when a warrant becomes
meaningful. There is a circumscription of the effort to obtain warrants,
becanse of the possibility- that the target will ultimately. find out
sbout it and wiilpulzimately be able to challenge it. ..
" Under the procedures contemplated in this bill, there would never
bé any opportunity for the person spied on for intelligence purposes
to find. out that a warrant has been issued allowing that person’s
privacy. to be invaded. Even in the case of & person who is prosecuted.
for & crime as a result of information that is turned up.under this
_procedure, ‘the right to know about the warrant and to see the sup-
| porting information is much’ less than it would be in any other

circumstance,
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1t seems to us that what is deseribed #s some protection in this bill,
the warrant procedure, is the weskest possibie protection. It is hard
to imagine & way of drafting this legislation so as to more effectively
pullify the one thing that is suggested as & reason to enact it.

On the other side, there is an overwhelming resson not to enact
legislation of this sort. The overwhelming reason is that for the first
time the Congress of the United States would be establishing a middle
ground between activity that is criminal and activity that is subject
f0 constituional profection.

The Congress of the United States would be saying that American
citizens may be participanis in aciivity which has never been made
illegal by the Congress of the United States; nevertheless that
activity cannot be safeguarded from the prying eyes and the prying
ears of law enforeement agencies,

If this kind of prying is legitimized, it is hard to imagine what kind
of prying would not be legitimized. Of ali forms of surveillance, it is
difieylt te think of any that is more intrusive into peoples’ lives,
that is mors sweeping in what it gathers about people and the intimate
details of their lives which are exposed, than wiretapping. Mall
epening would be of very little concern if the far more intrusive sur-
veillance that is invelved in wiretapping is legitimized. It is proposed
that our laws creafe a grey ares that involves activity that is not
unlawful. If it were unlawfnl, one would not need this legislation at
all. This legisintion is, as the Attorney General has told us, intended
to authorize the gathering of intelligence in the absence of an effors
{0 bri criminaF prosecution. Criminal prosecution is only an oc-
casional serendipitous consequence of the ﬁi}-tfhering of such intelli-
gence information. Yet, we are told that this activity, which is not
crimingl, is not constitutionally protected activity; that the Govern-
ment has a right to set off this amorphous area as subject to surveil-
lance, even t%oa h it is not niade criminal or not directly made
unlawlul by the Congress of the United States,

Senator Baym, And yet, to use information gathered under that
guise for subsequent crimingal prosecution.

Mr, Nmisr., They may, but that is not the intention.

Senator Bava., But that compounds the problem.

Mr. NEgr. Yes, it does. It makes possigie fishing expeditions for
intelligence.gathering purposes which then may be used for eriminal
prosecutions. It overcomes the more difficult problem of obtaining
2 warrant for the actual purpose of bringing a eriminal prosecution,
Moreover, where there is & criminal prosecution, the surveillance
peroutted by this legislation is very extensive. This legislation allows
an open-ended surveillance of that person, not just the surveillance
that may be necessary for the actual purpose 03 bringing a eriminal
prosecution.

"~ The Attorney Genersl talks about guidelines for minimization.
It is hard to imagine what could possibly be done in minimizing the
information that is collected. The inteliigence services have always
fold us that a little bit of information here and a little bit of informa-
tion there is what they nse to piece together some larger mosaic which
tells them what is going on. Under those circumstances, if one is to
believe what the intelligence agencies have always satd about the way



132

in which they procéed, minimization secms to run exactly canzmry'
to their professed purposes.

The Attorney General on several occasions told us that the persons
who are to be the targets of this surveillance have to be part of the
official network of a foreign government. Yet, the Attorney General’s
definitiéns as provided in this legislation go far beyorid people who
would be part of the official ‘netwerk of a foreign government.

I am not proposing t6 you that you try to cure the wrongs in this
bill by fixing the lagisiation or lprowdmg tightér definitions. It Seems
to us' the entiré thrust of the legislation is wrong. The entire thrust
of the legislation is to create this amorplious ares of acilwty that i is
not criminal but is still a target for surveillance.

Any future administration, the prescnt administration, W?zeever,
is free to expand or contract what is covered in that | rey area in
accordance with their own taste. The Federal courts in their warrant
procedures would be virtually reduced to rubber—stnmqlng the activ-
rties of the executive branch of the Government. They would be
limited to determining only whether ‘the person who ‘is the target
is an agent of a foreign power or is knowingly assisting an agent
of a foreign power. Again, the definition of agent of a foreign power
is by no means limited teo the actual agents of the official aspects of foreign
governments. .

Given the very large defects that we see in this legislation, we

“believe that the (,on%r{‘ss of the United States should refusé to adopt
this legiclation. The legislation also has a disclaimer clanse which is
apparcntl;g intended to protect the activities of the National Security
Agency. Hrom the way 1n which the Attorney General kept referring
to things that he was not free to talk about, I could not help wondering
‘what other surveillance activities were aiso not bemg z‘e\re&leé in the
course of this legislation.

The legislation legitimizes those activities in 4 fas%zzon never
undertaken before. It says that those are going forward but that the -
Congress should not be specifically authorizing any particular activ-
ities of an agency such as the National Security Agency. The legisla- -
tien does this 111 obscure references mnever actuslly naming the
National Security Agency itself. One is only supposed to mfez' that
somehow its activities are being shielded from further scrutiny and
further specific authorization or limitation by the language of this
legislation.’

Given these defects and even with a Jr effort to glve greater spemﬁ&«
ity to the categories that arc involved, even with efforts to narrow
‘the'range of surveillance, we think i would be an enormous mistake
to adopt this legisiation. We think it would be a travesty to do-so
as'the first item of business by Congréss after.the extraordinary’ dis-
closures of the surveillance activities undertaken by the intelligence
agencies over the last year and a half. The Congress should not
be responding to those abuses by putting its own stamp of approval
on future abuses. That seems o us an impossible resuit, or & result
you_should think 1mpossl¥31e In response to what we bhave learned
in the last year and a half. :

Thank you, Mr. Chairman. -

* Senator Bays. Thank you, Mr. Nexer We make note of the fact
that Ms. Hope Eastman, associate director of %he ACLU, is accom-

panying you.
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1 would ask that we proceed with the panel forum. Let’s ask Pro-
fessor Schwartz o join us, if he would, at this time.

Ms. Fasrman. Do you want us to move over?

Mr, Scuwartz, Mr, Heymann has requested that he be allowed to
go next, I will {follow him, then,

Senator Baya That is fine. In faet, if you would all like to come
up to the table and support one another, that would be acceptable.
1 feel rather embarrassed at the way this has become drawn out today,
deeply embarrassed. As I noted, I was delayed over on the floor.

STATEMENT OF YROY. PHILIP HEYMANN, HARVARD LAW SCHOOL,
CANBRIDGE, MASS.

Mr, Hevaany, Mr. Chairman, Philip Lacovars asked me to make
his apologies and to explain that he had a long-set appointment for
2 p.n. He wants this statement submitted for the record. He would
have been the fourth member of the panel. He wanted me to express
his willingness to appear at any time you please for questions, if you
have them, or o respond o questions in writing, He was very sorry
1o have toﬁo, but feit that he had to do so. :

Senator Bavn. Well, I certainly do not believe he owes us his apolo-
gies; it is the other way around. I look forward to reading his testimony
and would like to discuss this matéer with him in person later on. He
cortainly hes been in a unique position to help this Committee reach
some final conclusions.

{The prepared statement of Mr. Philip Lacovars follows:)

PrEPARED STATEMENT oF Prinip A. LaAcovaRa

Mr. Chairman, T am pleased $o sccept the commitiee’s invitation $o appesr
this morning to offer some comments on the proposed Foreign Intelligence
Surveillanee Act of 1976, which Senator Kennedy has introduced at the request
of the President and wilich the Judiciary has slready approved in a slightly
amended version,

In formulating my comments, I draw upon the experience T have had dealing
with national security and electronic surveillance issues in governmen$ positions,
especially as Deputy Solicitor General with resgonsibi]jty for the government's
eriminal and internal security cases before the Supreme Court, and as Counsel
to Watergate Special Prosecutors Archibald Cox and Leon Jawdrski, In a paper
T delivered in January 1976 at the Symposivm on Presidential Power sponsored
by Duke University, 1 have sei forth at some length my analysis of the Constitu.
tional issues and questions of public policy raised by the use of electronic sur-
veillance to gather foreign intelligence. This paper will be published shortly in
the journsl “Law and Contemporary FProblems’ and I request that i be included
as part of the Committes’s record. I will not attempt $6 cover in detail this
morning the points made in thaf paper.

In my judgment thiz bill reflecis three hagic premises with which T firmiy
agree. First, modern technigues of eleetronic surveillance offer impoertant tools
in the collection of foreign intelligence. Second, the Constitution leaves room for
the collzetion of foreign Intelligence through electrome surveiilance even when the
targeb i not engaged in & crime. 'Third, the creation of a realistic system of judicial
supervision of this kind of intelligence practice is vital to the legitimacy and
propriety of foreign intelligence electronic surveillance,

1 have no major Constitutional problems with the bill as currently drafted,
and ¥ support its enactrment.

1 am including ag an appendix to my prepared statement this moming what can
be considered a cheeklist of the principal issues of public policy and Constifutional
jaw that must be addressed in considering a systern of electronic surveiilance
to gather foreign intelligence. The provisions of 8. 3197 respond to most of the
tssues that I have enumerated, and in my opinion most of the judgments reflected
in the proposed legislation are reasonable sccommodaiions of the governmental
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snd individun} interests at stake., In the bslance of my statement, T would like
to review some of the salient features of 8. 8107, pointing out where the basic
jndgmental guestions are addressed and noting any reservations or objeetions I
may have about these judgments or about the failure to deal with specific issues.

.

.

LIMITED SCOPE OF COVERAGE

At the outset, the Committee should understand what this bill would do and
what it would not do. It is directed only at elegtronic surveillanee, not at sur-
reptitious eniries to photograph or seize data—so-ealled black bag jobs—and it
also has a relatively restricted geographical focus. Under the definitions in pro-
posed Seetion 2521, the fapping of any wire communication (telephone, telegraph,
telex, ete.} is eovered only if either the sender or receiver is in the United States
angd i the interception takes plade in the United States. I leave to the experts
whether present or foreseeable technology will aliow the interception of wire
copmuniestions wholly within the United States from a point cutside the United
States; if o, they would not be eovered. More clearly not covered are international
wirg eolnmunications since it is relatively simple, 1 understand, to initercept thess
eommunications at & point outside the United States. The bill therefore seems
designed fo leave outside its coverage the intercepiion. of internationsl wire
communications——even of a purely private or commereial natire——as long as
the intereeption takes place off-shore or abroad. - L
» Similarly, radio eommunications are covered only ¥ both the sender and
intended reeipients are within the United States and only if made “with a con-
stitutionally protected right of privacy.” Quite obviously, therefore, the bil
would have no applieation whatsoever to infernstional radic traffie, evén of a
private or commercial nature, And even within the United States radio trans-
mizgiors wonld not be subject to this bill if they were pot made “with a constitu-
sionally protested right of privaey.” . N T

+ This ,phrase—*‘constitutionslly protected right of privacy”’—has been sub-
stituted by the Judiciary Committee for the phrase originally inciuded in the bill—
“ressonable expectation of privaey.” 1 understand that no substantive change
wus intenged. That latter phrase i3 the one the-Supreme Coust used in holding,
for the first time nine years ago, that the Fourth Ameadment’s protection against
unreasonable searches and ssizires applies $o electronic surveillance not invelving
physies! trespass. See Katz v. United Stales, 388 U 5. 347 {1967). This standard is

. applied %1 practice on the domestic seene by requiring warrants for virtually all
non-qonsensual uses of eleetronie’ surveillange in eriminal investigations. Those
wartanis are governed by Tiile 1 of the Organized Crime Control Act of 1968,
18 U.8.C. §§ 2510, et seq. The danger that a law enforcement officer may crrone-
ously make the judgment that o “reasonable expectation of privacy”’ is not present
and therifore that no warrant need be obtained is monitored in practice by the
“exclusionary rule,” which bars the admission inte evidenee of any information
improperly seized by a warrantless surveillance. Where foreign intelligence gather-
ing is invelved, however, a eriminal prosecution is not the likely object, and thus
there is little anticipation or juditial review after the eveni. Aecordingly, & pro-
vision making the restrietions of this bill inapplicable where & government officiu}
doeides there is no ‘reagonable expeetation of privacy” or no “constituBionaily
protected right of privacy”’ leaves thig judgment to the virtually unfettered and
unreviewad discretion of government agents, It would be much more pradent 6
define expressly the class of interceptions, if any, that should be excluded from
covernge. - .

The definitional section also eovers the installation of devices to be planted in
the United States to monitor eonversations. This of course refers to so-calied
“bugs” whieh ean be planted in any office or home—indeed in any room in one’s
home. There is no restriction ‘on sueh use, Morcover, here again the bill is mada
inapplicable $o the planting of “bugs™ snder circumstunced in whieh & person has
no “‘eonstitutionally protected right of privacy.”” The absenee of any judiein}
supervision or interpretations of this concept niskes i a ciuestionable exception,
even though it, in terms, aimply reflects the Constitutional line between commuini-
eations covered by the Fourth Amendment and those that are not. Under one
man's interpretation, this exception might apply only to conversations beld on &
public street, but wider ancther interpretation i} could apply to conversations in
& train station, hotel Jobby, baseball game, and so forth, With the phcromenal
incresse in teehnological skili making it possible to piek up human gonversstions
at great distances, it is very difficult to know whether a person walking along a
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street or having unch in a restaurant could conduct a conversation that intelii.
gence agents would regard as eovered by a “constitutionafly protected right of
privacy.”” It might be more prudent and more helpful for Congress to atiempt ad
least ag flustrative ennmeration of the kinds of interceptions net mesni to be
covered.

Pinally on this opening peint, I note thud the bilt has no apparent application
to Amcerican citizens or American corporations for anyone else) outside the United
States. Although the extra-erritorial effeet of the Fourth Amendment ig uneer-
iain, it may be worth the attention of Coengress to consider whether or not the
swine restrictlons, different restrictions,’ or »o restrictions should be applicable to
the gathering of “foreign intelligence” abroad when Amerisan citizens are the

targets.
POPENTIAL TARGETS OF RLECTRONICS SURVEILLANCE

The definitional section alzo limits the fargets of permissible electropic sur-
veillanee nnder shis bill. Basically, the targeis fall into two categories. The first
includes “foreign powers”-—defined te be foreign governments, political parties,
military forges, or their conirolled enferprises. The second major class covers
“agents of & foreign power —defined te insinde twe distinguishable groups of
people: (a) either nny officer or employce of a foreign power except resident aliens
or Upited States citizens, and (b) any person, including a resident alien or Ameri-
can citizen, who is engaged in or is kaowingly assisting in elandestine intelligence
setivities, sabotage, or terrorist activities pursuant to the direction of a foreign
power. This focus s, in my judgment, guite appropriate and, although it makes
any empleyee of a4 f(orcign government subject to electronic surveiliance for in-
tefligenee purposes, I cannot guestion the reasonableness of such a sweep.

NATURE OF ACCESSIBLE INFORMATION

Limiting the potential scope of the coverage of the bill is its definition of
“foreign intelligence information.” As defined, the object of such a survellinnce
musgt be either informasion deemed necessary to our military security, or fo the
ability of the United States to protect itself against the inteiligence activities of
foreign powers, or information about foreign powers or terrifories considered
essential to the “conduct of foreign afairs.” The precise contours of these limita-
tions are nod cloar. In the modern interdependent world, it is possible to justily
ihe gollection of virtually any information about a foreign power as “essential”
10 the eondnet of “foreign affairs.” Admitiedly, therefore, this is an open-ended
concepbt. But in light of the restrictions on the possible targets frem whom the
information ean be garnered by electronic survelllance, I would be prepared to
ieave the application of this standard, as the bill does, to the political and diplo-
matie judgtaent of the Hxecutive. )

CONBIDERATION OF APPLICATIONS WItHIN EXECUTIVE BRANCH

Sections 2522 and 2524 outline in very broad terms the processing of a possible
sleetronic surveillance within the Executive Branch. Section 2522 provides that
the Aitorney General may approve spplications to designnted federal judges if
the President has given writien authorization empowering the Attorney General
to approve such applications. Nothing more is said in this section or elsewhere In
the bill about the interaal review procedures that should take place before it is
determined that an electronie surveillanee iz appropriate. In fact, Section 2524
states thai each applieation “must” be approved by the Attorney Genorul if he
finds that certain eonditions are met, Althongh I helieve the draftsmen probably
meant only te make his approval a precondition to the submission of an apph-
eation to a judge, the language now appears to leave the Attorney General no
diseretion not 10 submit a requested spplication i the minimum coaditions ure
met. I question whether this is desirable.

The bill also is deficient in failing to provide any statutory deseription of the
kind of decumentation that should be prepared and maintained refiecting the
analysis and deliberations within the Bxecutive Branch. On the basis of my
esperience with the Watergate affair, I suggest it would be quite ap effective
sdditional guarantee of proper government conduet for Congress to require
explicitly thaf certain records must be made and kept by the Executive Branch
in connéction with each proposed foreign intelligence eleetronic surveillance,
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. .= “Fhe heart of the bill is Seetion-2524 which sets forth the items to he included
in the'application presented fo the court. Apart from-the formal recitals of au-
_ therization, thespplication must give the'identity of the target and the facts and
tircumstances justifying the applicant’s belief that the target is a foreign power
or an agent of a foreign power and thai the facilities or piace ai which the sur-
veillanse is directed are being hsed or are about to be used by such a persen,
Tiﬂisdﬁ tH4 limited seope of the facts for which “probable cause” must be estab-
hshed: * - . : : : . .
* The bill al5o reguires a deseription. of the type of information soughi and a
certifieation by a senior official in the national security establishment that the
informition sought i “foreign inielligence information” thai cannot “feasibly”
be obtained by normal investigative techsniques. As amended by the Judieiary
Committee, Section 2524 also reguires s certification that the purpese of the
proposed surveillance is o _obtain foreign intelligence information. This fequirem
ment; aithough no guaraniee that the powser will not be misused for domaestic
political purposes, is a further safeguard against the use of -this mechanism on 4
mere pretext, . . . : T :
Two points arc noiable, however, about the ceriifications. First, the court iz~
to be' given no authority to second-guess this certification that the information
sought really fits within tiie definidion of “forcign intelligence information.”’
Second, the directjve that electrenic surveillance not be sought unless other, less
intrusive tochnigués are eertified not to be feasible, provides a worthwhile pro-
tection, oaly if government agents seriously consider other alternatives. . i
_ Another desirabie featuré of the bill is the requirement that the application
state”the procedures by which the sequisition and’ retention -of information
refating to permanent resident aliens or citizéns of the United Btatesy other thin
foreign intelligence information, will be minimized. One of the prineipal problems
in the use of sleeironic surveillance is thaf it is an inherently indiscriminate
technique for gathering information. The problem is compounded when {he
targets are resident sliens or American ecitizens, most of whaose eonversations will
involve personal matters of no legitimaté interest to the government, rather than
“forgign inteiligence information.”” The problem of “minimization’ has totne up
with Title III wiretaps in criminal investigations and in my understanding has
been résolved With s rensonsble degree of restraint. Many couris now have
exporience with the technigues for minimization on the basis of nearly eight years
of impiementation of Title FI1. .. ° . T
The application is algo to project the time for which the electronic surveiliance
must bé mainisinéd, In addision, the hill wisely makes explicit the judge’s right.
to require further information 'that he considers necessary to make his deter-
* minations. - . co L .
© The sections desling with the FExecuiive Branch's functions do, however,
- gontain & significant omission in falling {o identify the class of -persons,who will ~
be authorized to apply for these warraats or to gxecute them. It seems to me to
be n matter of legitimate Congressional ‘coneern to know whether only trained
FBI agents will be involved, of whether any employees of the American intelli-
gence compmunity. will be eligible, or conceivably whether cooperative agents of
p_ther' governments might be utilized, )

THE RCLE OF THE COURTS

The principal stingtural inpovation promised by & 73197 is, of courge, its
provision for judicial guthorization of foreign intclligence surveillances, As T have
explained at greater Jength in my Duke University paper, made available to the
Commiiiee, it is uncertain whether judicial warrants are constitutionally necessary
for foreign intelligence surveillances, but in my opinion it is in any eveat quife
smportant as a policy maiter to develop such a system. This bill would do that
© Section 2523 creafes a limited class of federal judges who may pass upon snd

_.autherize applications for foreign intelligence elecironic surveiilances. The Chief
Justice is to designate seven distriet judges, who presumably will be geographicaliy
dispersed. Since the provision says that they have jurisdiction to approve clec-
fronig surveillance “anywhere within the United States” it is clear that the
Attorney General may apply to any of the seven judges withoul regard to the
loous of the proposed surveiilafce. This sort of option, coupled with the implieit
authorizatior to make successive applications, to different judges, practically
gunrantees that the Aliornéy General will be able to obtain an order approving
an electronie surveillance in virtually every case in which if is sought. .
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Section 2522 provides that, upon a proper application, one of the designated
judges is aunthorized fo grant an order in conformity with other provisions ap-
proving the electronic surveillance. Although the seetion says that the judge “may
grant’' the order, other sections make clear that this is an obligation and not
simply an opportunity, i the statutory criteria are satisfied.

erming the role of the federal judges as little more thun “rubber stamps”
muay be an exaggeration, since there Is no reason to doubt that the judpes will act
in good faith to apply statutory criteria. But the role of the judges under the
proposed legisiation is & very narrowly circumscribed one. As !'shall discuss in a
mement in dealing with the stundards for granfing eourt orders, the authority
of the judges is confined essentinily to passing upon the “probability” that the
intended target of the surveillange is a foreign power or an “agent of n foreign
power.” The eourt has no diseretion o review or $o challenge the determination
that it is worthwhile $0 attempt 40 gather infermation from that turget. While
i take note of this narrow judicial role, I personally de not question its propriety
in this sensitive and dclieate area,

Seetion 2523(h) provides fer apgeliate procedures in the event o district judge
denies an application. The Chicef Justice is to designate three disirict or eircuit
judges to eonstituie a special court of appeals. It 13 not clear whether this is
standing body or one that is to be specially designated on an ad hoe basis, I would
urge that it be a standing body and suggest that the Chief Justice’s designations
of all of the judges authorized to exercise the power either $o hear initial applica-
tions or to eonsider appeals should be made a matior of publie record. /

The section also provides for a “right fo appeal’ to the gllprezne Court an afitm-
ance of the denial of an order. A *right to appesl” is a technical term of art in
Supreme Court procedure and it guarantees review on the merits. As the Corne
mittes knows, the Court itself and most commentators on the Court’s jurisdiction
have urged that Congress minimize the instances of what are called iis
“obligatory” jurisdiction and to leave more matters to its “discretionary” juris.
diction upon petition for & writ of certiorari. While the precedent of a “right to
appeal’” here leaves me a bit uneasy, the prospect that the Attorney General
waould actunily heve to invoke this right is an extraordinarily remoié one. For
this resson, [ am prapared to allow the Ixecutive Branch the right to decide that
a matter is so important that, despite the failure {o secure approval from one (or
several} of the designated district judges or from the special court of appeals, the
matier should nevertheless be pressed further, "

Section 2523(c} stntes that the applications for these orders are 1o be scaled §

and maintained under securify measures established by the Chief Justice in eon-
sultation with the Attorney General. The understandable premise is that these
proceedings are to be ex parfe and secret. ¥ am hard pressed fo find a paralie]
for ex parte, secret appesls, and I suspect that there is no paraliel for such a pro-
cedure before the Supreme Court. These provisions, therefore, would be unique,
and 1 eonfess o being troubled as a Conatitutional lawyer and teacher of “Hederai
Courts” about treating further ex parte sppications as “appeals” Since the
inquiry that the distriet judge is to make s so narrow and does not really involve
any fact Gnding or any interpretation of law, the elsborase proeedures for secret
“appeals’’ reslly constituie authorization simply to continue making de novo
appiications, In light of the Constitutional limitation on the Supreme Court's
excreise of “original” jurisdiction, there isin my view a serious guestion about the
validity of the provision for Supreme Court consideration of what is termed an
“appeal” but in real, practical terms is simply a renewed application,

othing is suid in the statute about seeurity clearanees for the judges, law
clerks, and clervical staffs. At present, even when classified information is being
presented to the Legislative or J udicial Branches, no such clearances sre required,
but I wonder whether legislation that intends to set up a comprehensive and
organic system shouid not deal directly with this prabiem,

Bection 2328 directs that the judge “shall enter an ex parte order? upon finding
that the formal recitals are adequate and that there is “probable cause’ to believe
that the target is a foreign power or a foreign agent and that the facilitics or place
to be surveilled are being used or aboud to be used by the target. This raises the
basie Constitutional question in the bill, namely whether Congress can Constitu-
tutionally authorize electronic surveiliance of persons and places covered by the
Fourth Amendranent without relating the surveillance to investigation and prose-
cution of a crime. Throughout our history, the basie “probable cause” fest has
been uaderstood as focusing on attempts to search for and seize the fruits or instru-

§

: X
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menkalitios or evidence of eriminal violations. ‘The prohable cause test therefore
traditionsily involves & judieial determination whether there is probable tause
to betieve that a erime has taken place or is taking place as well as-to believe
that the items to be searched for and seized are related to that erime in a certain
wav and are fo be found at the specifie location identified in the application and
warrant. - - ' ) -
Elestronie surveillance for inkelligence purpdses is guite different. In the typical
caze, there may be no eriminai violation involved; at the least, prosecution for
a orime is not the primary objective of the surveiliance, Moreover, it is likely to be
difienit or impossible to speeify with customary particularity the precise nature
of what is to be collected, Fudeed, it is-almost the essence of intelligenge coliection
by this method that it is intended to “'see what can be seen” or “hear what can
be heard” that may turn ont to be of interest. - _
The Supreme Court in recent venrs has held that judicial warranis are not
only permissible but also required for condnating various kinds of administrative
inspeetions.” In this essentially non-criminal setiing, the traditional focus of the
tarohnble cause” inguiry has been adjusted accordingly. See Almeida-Sanches v.
Finited States, 413 1.8, 266 (1973), and cases eited. This paraliel iz in my view
gufficient to authorize the statutory creation of a reasoriable system of judicial
approval of foreign intelligence clectronic surveillance, - )
: Fulso sonsider the lines drawn by 8, 3197 to be adequate for purposes of the
tpeasonablencsy’” requirement of the Fourth Amendment: The-class of targats

is restricted to persons who are most likely to be the source of usefn! information.

. And .the defimtion of what "censtitutes “foreign intelligence -information’” is
- stfficiently narrow to Emvide reagonable assnrance that the: government has a
legitimate interest in ¢

sensible recognition of the fact that a judge is likely to lack the expertise necessary
to'aecond guess” ths Executive Branch on these questions: B
This goutt does have some role in passing upon the reasonableness of the minis.
mization procedures outlined in the application, and this strikes me as A proper
and zzs‘efu?method of assuring judieinl protection aghinst wholesale and arbitrary.
ihvasions. An.omisgion from the bill that may be significans; however, is that;it
does not provide for any reporting t6 the judge issuing'the authorization, unless,
an estension 18 réguested, and this makes it difficult if ot impossibie to have any,
effective judicial monitoring of compliance with the minimization requiremernts,.
T wonld suggest addition of a provision requiring an.explanation of what oceurred,
1o be_snbmitted at the compietion of the surveillance or.periodieally during its
sourse. This proceds would 'also, over time, previde the judges. involved with a
fuller ugppreciation of the, contest in which they are. to make these judgments,
. Another feature of the biil which deserves carefu stiention is-one that allows;

thascolirt $o direct any cemimunication earrier, ommon carrier, fandlord, custo-.

dian, contzacior, or other specified person to ;E'}_rnvide “forthwith” to the applicast:
for the warrant “any and all” informatios, seilities,: or assistance .necegsary 40"
cartv-out’ the surveillunce seeretly and effectively. Although the bill would pro«;
vide for compensatioii for the’services. “a$ the prevsiling rates,” Clongress should
eurefully” consider the implications of this broad power fo dragoon whatever

private resources seem NECEssATY. At the very jedst, since thix is an ex parte.

proceeding, the statute onght to° make clear. that thé person so dirteted ‘will have
‘the opportunity to apply to the judge for removal or modification of his obligations. -
The bill pravides that the orders ate nok to autherize. surveillanee for more’
thin ninety days, sabjéet-toan appurently indefinité pumbet of extensions. In
fight- of the fnge of activities that may be the legitimate. objects of foreign
intelligence surveillance, -tiie maximum periods and the indefinite extensions
seem ressonable, particilarly sinde they are subject to judicisl evaluation.
b oRE BXCEPTION TOR'EXIGENT CIRCUMSTANCES
T T I ' L . L. . . . e X
Section ,2525(d) builds in an emergency provision when-the Attorney General
determines that it-is net possible to seeure a court order.in time to iritiste o
aurveillance: 'The provisions here are;, in my view, Constitutionally and practically,
adequate to be justified by the “exigent sircumstances’” exception to the Fourth
Amendment’s warrsnt regunitement. ‘The bill provides that the Attorpey Geperal
must simuitaneousiv notify one of the seven designated judges what he is doing

and that the surveilinee must terminate within twenty-four hours unless.n judge |

hus approved. s formal application within that time,

/ e information sought. Although the court has no role in .
evalunting the need for the information ot its churacter, this seems tome to be a
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LIMITATIONS ON USE OF INTERCEPTED INFORMATION

A new provision added to SBection 2525{d) by the Judiciary Committes would
render inndinissible in court and unavailable in any other government proceedings,
including Congressional investigations, the results of any emergeney surveillance
which ferminates prior to the issuance of a court order or for which an erder is
finally refused. I believe that exclusion sweeps too broadly. The expiration of a
surveillance or even the refusal of an order does not imply that the emergency
action taken under the direction of the Attorney Generad was unlawful at the
time. It is & general principle of Ameriean law that all probative evidence law~
fistly obtaine«ig by the Government should be admissible in official proceedings.
Fhig applies, for example, to evidence seized without & warrant because the In-
vestigating officer believed in good faith that he had prebable cause for the search
and seizure and that oxigent cireumstances made it impossibie to obtain a warrant.
I would suggest that stch o stendard of admissibility be incorporated in 8, 3167,
not an aimtomatic prehibition based simply on the absence of a later order of
approval,

Section 2326 coniaing other, very geseral limitations on the use of the infor-
mation aoquired after a judicial order authorizing a surveilinnce has been obtained.
Bazieally, the information may only be “used by and disciosed to” federal officers
and only for foreign intelligence purposes or the enforcement of the eriminal law,
The languag& of the original bill was changed by the Judiciary Commitiee to
the phrase “nsed by and diselosed to” federal officers. To the extent this change
huas the objeciive or effect of preventing disclosure to foreign intelligence services
or state eriminal law enforeement officers i$ may sweep {00 broadiv,

The bill specificaily makes evidence obtained in the course of an electronic sur-
veilarnes or derived from if admissible in asy judicial proceedings in the state or
federal courts, but only under certain conditions, The Judiciary Commitiece chose
10 amend the original bill to foliow the pattern set by Section 2518(9) of Title FII
of the 1968 Organized Crime Contrel Act. That provision requires that, in ad-
vance of any use, the parties to the procesding he given a copy of the court order
and the aceompanying application relating to the interception. Proposed Section
2526{c) would not automatically go that far, however. Prior o the nse of the fraits
of n foreign inteiligence surveillanes, the Government would have to notify the
court of the source of the evidence, The cours then would deterniine, in ¢amers and
ex parte, whether the surveillance was suthorized and whether there was sny
constitutional or statutory viclation of the rights of the person sgainst whom the
inforination is to be used. The court may make gertain disciosures to the interested
;mrty if it finds it would be useful and if it discounts any danger to “national secur-
A

This proeedure strikes me as a fair aceommodation of the respective interests
st stake. The Government obviously bas o legitismate interest in the confidentiality
of the background of certain foreign intelligenece surveillances, and for diplomatic-
reasons may be under substantisl pressure not to acknowledge—formally—even
vhe fact of those surveillances, The accused’s interests can be adequately pro-
tected, I believe, by an ex parte determination of the lawfuiness of the acquisition
of the infonnation, and the Supreme Court has so held.

Of perbaps controlling significance in this contexs are bwo Supreme Court deci-
sions expressly addressing the procedures required by the Constitution for dealing
for foreign intelligence {:Fectrenic surveillance, In the didermen case in 1969, the
Court had heid that the defendant in & crinsnal trial is constitutionally entitled
to am adversary hearing to litigate the relevance to his prosecution of logs of his
conversations that may have been Hlegally intercepted, Shorily thereafier, how-
ever, in Giordane v, Uniled States, 364 1.8, 310 (1968}, and Paglianetts v. Uniled
States, 304 UV.8. 316 {1989), the Court made it clear that an adversary hearing
became netessary only after a threshold finding of illegality had been made b’y
the court and, significant{ly, held that there is no constitutionsal bar to the court’s
making the determination of the legality of a %?articular foreign intelligence
eleetronic surveillance in camers and ex parte. In Teglianelli the Court explained
that it was unwilling to regard that task as “too complex, and the margin of error
too great,.to rely wholly oz the in camera judginent of the frial court.” 304 118,
at 318, 1 regard this as a clear indication that the ex parte fact-finding function
performed by a distriet judge is determining the lawfulness of s foreign hntelligence
electronic surveillance is sufficiently fair sud reliabie {0 comport with the require-
ments of due process,
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One point here deserves some careful eonsideration. Under .Section 25268{¢), ..
as [ read it, if the freits of the foreign intelligence surveillance are to be used in 8
state procecding—probably a rare ocewrrence—if is the state judge that must
make the ruling. Although that amrangement seems logical and 1s in secord with
the symmetry of our federsl system, I guestion the wisdom of involving state
jndges.in what are likely to be sensitive matters relating to sational] defense,

- In the same section dealing with the use of information, the bill pfovidés in
Seetion 2526(e) for notice to the target of an electronie surveillance only in one
sitnation, and that is optional. A regort ig to be given only where an emergency
gurveillance has been conducted without & prior order.of approval and where no
. subsequent judicial ratification hes been given, Even in that instance,.the judge
may defer the notice for one period of ninety days, and thereafter, on a further
ex parie showing, may forego ordering notice to be given at all. In light of the
diplomatie sensitivity -of this ares, this procedure too seeins $o me fo provide a
reasonable degree of flexibility to the eourd. Although under traditional law, in-
clnding. Title LI wiretaps, see. 18 U.5.C. §2518(8)(d), notice to the target of &
search and sebzure i3 mandasory, this practice is not constitutionally required and
¥ can see why it woutld.not ordinarily -be appropriate in thé. gathering of foreign
inteliigence. ' e : . T SR

R EHE POSSIBLE MOTICN TO SUPPRESS

Section 25268(d),.as added by the Judiciary Comsmittee, is a provision that seems -
deceptively sensible, In my view; however, the provision is at best peintless, and
at worst misehievous, This is & new provision authorizing a pergon against whom
the fruits of & foreign inteiligence surveillance have been or-are sbout o be used
in any kind. of official proceeding at any level of government to, move to suppress
that information. . - : L - . :

I consider this provision pointless since Section 2528{¢) imposes an affirmative
obligation on the CGovernment to report the potential use of these fruits {o the
cours $hat will be asked to receive the evidence. Moreover, it will be the rare
ease in which the subjeet of a foreign intelligence surveillance will be aware of that
. fsob, This suggests why this provision may lead to considerable mischief, 1 recall:
that in the period affer the Alderman decision by the Bupreme Court in. 1989, it
heeame fashionable—indeed routine~—for defendants in criminal eases to desmand
that the Goverament search its files to see if they had ever been overheard.in an
eleptronie surveillance. Naturally, the overwheltning number of these demands
were baseless, but they considerably burdened the Government, ] can easily
conceive the civil suits being filed under the rubrie of Section 2526(d} demanding
suppression without any solid basis to beliéve there is anything to be suppressed,
Since the proposed procedures is presuraptively ex parte anyway, once the motion
is filed, ¥ suggest that Section 2526{e) adequately covers this probiem by placing
a burden on the Government .to initiate the judicial review when there has-go-
tually been a surveillanee and it-proposes bo use the fruits, - el

_ANNUAL REPORTS ON SURVEILLANCES | - . . w,.

"Bection 2527 requires reports on the number of authorizations, exiénsions, and
denials to be made to the Administrative Office of the Unitéd:States Courts and o |
Congress, slong with information on the periods for which applications were,
authorized and for whieh surveillanges were acotnally conducied. Significantly,
however, nothing is said about any deseription of fhe nature of the surveillarices
conducted, even in theé most genera] terms. And nowhere in, the bill iy thére any,
requirement that the Executive advise thé issuing ecurts of Jhe conclusiod of the
surveiliances, Without at least in camer'a briefings for the judges involved @nd for
the inserested Congressional comimittées, it will be guite dificult.to assess higw the
system is fundtioning, © . e T . Co
) . THE RESERVATION OF PRESIDENTIAL wower =~ . .

- 'F'hé last substantive section of the billy Section 2528, dedls-with one-of the modé
diffcult and-vexing issues in this area: to’ what exteént does the Président have
inherent power to dgnthbrize électronic -surveillincés in national security “eases'
without & warrant, and what if anythihg should Congress do sbout such power?

The bill as eriginally introduced ‘provided an-open ended rekervation of alleged
presidential power to order electronic surveillance in situations-outsidé ‘the con-~
tours of the bill. 1 opposed that formulation as an invitation to abuse, As sube

+

[T




141

stantially revised by the Judiciary Committee, however, Section 2528 takes a.
somewhat more careful approach. Fhe Judiciary Commitice draft wonld repeal
the current reservation contained in Section 2811(3) of Title 11, which has been
the sonree of considerable confusion and, 1 believe, some abuse. The new Section
2528 provides, in sum, that neither Title Fif of the Organized Crime Control Act,
nor Section 805 of the Communications Act, nor the bill itself affcets “any” consti-
tutional power the President “may have” to gather foreign infelligence under
cerdain cireumsésnees, ‘The non-commitial—almost skeptical—ierms “any”’
power that the President “may have” are well chosen to avoid giving unintended
congressional suppert to the eoncept of inherent Exeautive power.

Tha cirenmatances in which this inherent power may exist, according to Section
9428, are basieally two: The first is where the acquisition does not fall within the
definition of “electronic surveitlance’” contained in the bill, As I have previously
discussed, the coverage of the bill is gesgraphically limited, and does nof extend,
for example, to the interception of wire communications if the interception takes
place outside the territory of the United States, or to the interception of inter-
national radio trafBe. I confess to heing somewhat puzzled why these iypes of
electronie surveillance should be left in a legisiative and Constitutionsi limbo
outside the ambit of the bill,

The second ares of possible reserved power is heyed fo cireumstances termed
g0 unprecedenied and potentially harmful to the Nation that they camnot be
reasonably said to have been within the contempiation of Congress” in enacting
this bill or Title 111 I consider this provision a meaningless tantology. If ihe
circumstances are so gravely nnigue that no one could “reasonably” consider them
covered by Congressional requirements, then of course-~by definition—the bill
would not affect them. And 1 might add thai, even if the bill tried to do so, o
President would velw himaself as constrained by statutes designed for more
prosaic events,

1 remain st a losa to understand why the Admsinistration remsaing so insistent
on some form of reservation of Presidential power, even a meaningiess one, Even
the.narrow reservation now embodied in 8§, 3197 seems to me to promise more
risks than its terms justify. It is the funetion of statutes to deal with the ordinary
and foresceable. We all know, however, that there can be extraordinsry and
unforeseeable events that should not be covered. But in my judgment whep the
law goes heyond plain and flat statements of gencral principles and includes its
own declaration of inapplicability, then it undermines what should be the norm and
invites & more generous interpretation of the exemption. For this reason, I oppose
inclusien of Section 2528, even in ifs present form. It may be potitically expedient
o finesse the guestion of reserved power, but this is foo important o subjeet for
equivocabion.

CONCLUSION

With the changes I have snggested, however, I support passage of 8. 3197

APPENDIX TC STaTeMenT oF Parmrr A, Lacovara own 8, 3197

CHECKLIST OF POLICY AND PROCEDTRAL DECIBIONS REGARDING USE OF ELECTRONIC
SURVEILLANCE T0 OBTAIN FORRIGN INTELLIGENCE INFORMATION |

1. Should clectronie surveillance be aliowed in non-criminal investigations?
{a) “Foreign intelligence” collection; o .
{b) “Domaestic seemity” investigations; and =
{¢) Other government policy planning and information gathering activities,
2. At what stage should elecirenic surveillance be permitted in “foreign
inteliigenee” gathering?
{a} As alternative fo olher technignes of information gathering; and
{h) Only upon determination that other technigues are ineffective or unsuitable,
3. For what type of information should efectronie surveillance be used?
(a) Nakionsal defense information: :
() Of exceptionsl importance to U8, military security;
{z1) OF importance to military preparedness; and
(#55y Of relevance to military policy.
{b} Foreign policy information:
" (i) Diiplomatic and pelitical inteliigence;
(i7) Econoric and trade information; and
(i7%) Social and cultursl information.

1517 TG 1
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4. -Bhoitd judiciai warrants be required?
(2} For all uzes of electronie surveillance; . -
(b} For all surveiliances except under exigent eircumstances; and :
{e) For all surveillanecs execept those directed against paz‘t,lcular persazzs or
premlses (e.g., foreign government representatives).
5. Who ean be made the objeet of an elcetronic surveillance?
{a} Foreign naﬁwnd&s avcredited as reprasenzatlvea of a farclgn government oy
organization:
(2} Of any nation; ang -
(it} Of pctentlaify hostilg natloas )
{by Nonresident aliens not sceredited as per {a); &nd : St
e} Hesident aliens. -
{d) United States citizens:
. (i) Holding sensitive g{}vernment positions;
. i) Holding any government position; and
v gy Of any sype, including 30111‘:2&215&‘;, professors, etc
{e} “Foreign agents” irrespective of citizenship:
{#} In regular paid service of foreign government; and
{4} In reguiar contact with representatives of f0m1ga govemmenz
6. What level of belief in existence of 3ust1ﬁcatmn wﬁi sufﬁce?
{a) Prohable cause;
{b) Suspicion; and
{c} Posszinhw :
7. Who in the bee{:ntlve Brazzch shon!d have tbe antbenty t.o determme
whether electronic surveillance should be soagizt
{a) The President personally; .. R CREE
(b} The Attorney General personally, - :
{6} The Secretary of Btate or Secretary of Dpfense :md
{d} A delegate of any of z!;{, foregoing i {if appmnbed }}y the Preundent and
cnn‘%rmed by the Senaie).
8. What documentation for the proposed surY eiilance must bc made :md
mamtamed by the Executive? . . .
Who can approve judicial warrants?
-(a) Any United States magistrate; . -
b} Any United States district judge; o
fe) An¥ United States vircuit judge; * | . o '
{d} Any Supreme Court Justice; and . o - .
(¢} Speeially ereated court. - ' e R
{f} Ssaecméiy designated udge or Justlct. . : S
i} Designated by tgx resident; and : Gt e
(it} Designated by the Chief Justice.
10, What review will be sllowed of the denial of an appilcatlon?
{a) By sueccessive application to other judges; and i
(b} By appeal,
11. What security arrangementd are appropriste regarding applications?
{a)  Papers; and .
(hy, Sct.unty clearances for judges, law c!erks, dlerical staﬁ'
12, Who should be authirized-to axegute survcl%lance warrzmts"
{a} Any federal law enforcement officer; . . C
(b} Only ¥ederal Bureau-of Inve%;gatwa ‘and : -
{c} United States intelligence agents, -
13 What restraints should -be, applieabls. to the cenduct of 8{1 e]e{:tmmc
surveiilance? ..
{a} Supervizion by Jil‘ih{!e Depa.rtmenz lawyers;
¢b) Minimization of overhesring and recording.of nosgermane 1nformat10n and
{e) TFermination prior to expiration of warran for lack of positive results. .
14, Shouid renewals of the surveillance warrant be siiowed? . .
{a} On same level of showing of justification ns originally appiicai)ie H
(b} Upon more compellin iowing of probability of resuits; and
(e} Upon certification or.demonsiration of conereie resulis to date.
15, Should the number of renewals or the maximum period of electronic
surveiilance be fxed?
(n} Possible differences among types of persons {accredited fore1gzz z‘eprescnt.»
atives va, U.B, citizens) or premises {officiai va, rmldentlal) and.
{1 Indefinite monitoring permissibie.
16. Are there circumstances under which the S‘iibject of an eieczromc St
veiliance should be notified of that fact?
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{a) If a warrantless ennergency tap was not later ratified;

by If an authorized surveillanee was conducted but yielded no positive
resnlés; and

{¢) If 1.8 citizens are involved,

17. What sort of reporting requirements are desirable on the nature, number
and results of electronic surveiliance?

{a} To the eourt issuing the warrani; and

(b} Fo the Congress.

1%, What information may permissably be refained andjor disseminated?

{a) Foreign intelligence information,

{b) Information regarding violations of domestic eriminal laws; and

{¢) Other background information on government officials, business, civie,
labor, or religious leaders.

19, What wilt be the scope of applicability of the “foreign intelligence electronic
surveilianee” standards and procedures?

{a) Ouly to ofi-premises taps of telephones;

{hY Surreptitious entries into premises to install lstening devices and
fransmitiers;

te) Surrephitious entries to copy or seize decuments eontaining foreign intelli
gence information; and

(d) Use of remote listening devices {c.g., parabolic microphones, microwave
sensors, ebe).

21}, Will the standards and procodures apply outside the United States and its
derritories to:

{2} United Stotes cifizens;

{b} Resident alicns traveling sbroad; and

{e} Dnited States corporations,

9], What sancilons are apprepriate for non-compliance with standards and
procedures, willfully or nonwilifuliy?

{2} Criminal prosecution;

(b} Civil iability; and

{c) Administrative disciplinc.

Mr. Havmany, With Herman Schwartz’s indulgence, then, I will
go next, Mr. Chairman.

Senator Baym, Fine. o _

If T might ask all of your indulgence, I have a sort of worn out
burger that I would like to munch on. 1 do not see any time in the
next 2 or 3 hours when I might excuse myself to eat. So, if you will
forgive me, I will try to keep my lips closed while I am c¢hewing.

Mr. Huyymann, As lon‘% as you give me equal atiention with the
Burger, I will be delighted.

Senator Bavs. I promise to chew only on the burger.

[General laughter.] ‘ . ‘

Mr. Huvymans, Mr, Chairman, I asked Herman if 1 could go next
because I wanted to make an opening statement that responds rather
directly to the approach of the American Civil Liberties Union in
this case. By the way, L, too, would like to submit my written state-
ment for the record, and in that way 1 can keep i$ shorter and a little
bit, mere focused as we go along.

'The prepared statement of Mr. Heymann follows ]

Purprarep StaTement oF Puarszr B, Hevmany

Mr. Chairman, members of the comumittee: I appreciate the opportunity to
appear before you to testify on 8. 3197, 1 am aware that there s substantial,
Bopest debate ahout the desirability of the bill. This should be hardly surprising.
The aren of wiretaps and electronie surveitiance s one on which liberals and
conservatives have divided for aimost three deecades and is one in which the
proper role of the executive, the legistature, snd the judiciury has never been
agresd upen. I believe that you have before you a highly unusual, not soon-to-
he-repeated, opportunity to clarify and indeed resolve these debates of thirty
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years. I fear that it will not soon be repeated, and therefore, with gertain. recom-
mendations that I shall make, urge you to report the bill favorably. | ’
The only realistic way to approach the broad question of whether a bill similar
to. this, with various amendments, should be passed is to. compare $he situation
. it the-bill is pussed with the law as it is and is likely to be without tho bill, Tt is
useful to’consider three categories of protection invelved in any search and in
particular as they might be involved in the ease of eleciropic surveillance. First,
there is the guestion whether judicial suthorization should be required as & check
on the cxcessive enthusiasm or occasional bad faith of ihe. executive branch,
That of course is the wharrant guestion. Second, there is the question of the
circumstances under which surveillance is authorized: more particularly, whether
orinot it must be shown that the surveiilance is likely to produce evidence of a
erime. Third, there are s variety of protective procedures and remedies that are
generally applicable to searches and more specifically made applicable to elecironic
surveillance under the Omnibus Crime Control and Safe Strects Act of 1968, .

Let me run through each of these in turn comparing the law as it now is in the
foreign inteiligence area with the provisions of 8. 3187, First, the requirement
of a judicial aheek in the form of a warrant. For almost thirty vears the exceutive
branch has claimed, without substantial rebuttal by either the legislature or
the judieiary, an inherent power to enguge in électronic surveilfance for foreign
intelligence purposes withouf a warrant und thus without any of. the protections
that judicial review can provide. The Congress has never been willing to confront
this guestion; When it pngsed the 1968 statute, it expressed a studied neutrality
.on the propriety of such executive action cither in the foreign intelligence or-the
int‘.emalpsecurity field. "Fhe elaim has been litigated before the courts only in
compazatively recent years. In Undled States v. District Court, the:Suprems
Court held that, where there are no foreign inielligence aspeets, the excoutive
clairn %o proceed without a warrant -on mternal security grounds fails. Since
Keilh, three Courts of Appeals have addressed the question in the arca of foreign
inteiligence. Two of them, which to the best of my knowledge were desling with
alien representatives of a foreign power, sustained the President’s power to act
without a warrant. The third and most recent decision, Zweibon v.. Milchell,
had a plurality of the Court of Appeals of the District.of Coluinbia suggesting
" that’s warrant mighi be required for electronié-surveillance even of forcign agents
but finding it unnecessary to reach that question. . oo .

8. 3197 represents s belated but welcomne recognition of the fundumental role

- of .the Congress in resolving this question of the balance between foreign intefhil
genee ncéds and civil Iibertics, For the first'time the entire aren of goverament
wiretapping would be regulated by statuie; the gap left by the 1068 statute .
would-be filled. A warrant s required in alf cases with the sole exception of a
disclaimer elause which is, ¥ believe, so narrowly defined as to preserve only the
poassibHity that in wholly unanticipated circumstances the President may retuin
an extremely limited inherent power, at lendt until the Comimitices on the Tndiciary
of the Senate and the House huve an opportunity to recommend legisiafion to
dead with the unanticipated-situation. In this way one of the great Constitutional
disagreaments thut have iafected the area for decades is finally laid fo. rest. The
President’s claim of inherent power is neither accepted nor rejected by 'Congress,
but it is cut’ down with his ‘consent to the pdint of dealing only with situations
that Congress -did not contemplate and only then if great harm te the nation is
‘the prospect if he faild o act. I believe the disclaimer clause-is entirely safe in
its Hmitationg. Bt finally imposes-the rule of law on deeades of executive dizeretion,

Before leaving the disalaimer, clause, I would like o mention the provision that

lmitd the coverage of this bill to'purely demestic surveillanicé activities, I belicve

the Fudiciary Committee followed an entirely’ seénsible process i dealing with
that aspect of this froublesome aren- without going into the very complicated
refinements involved in monitoring overseas mail, overseas eommunications by
wire or radio, and suryeillance that takes place completely in & foreign couniry.
. But that was a decision of sensible convenietice, The hearings before the Senate
Select-Committee on the activities of the C.1.A., the F.B.L, and the N.& A, with
regird to communications between persons within the United States and those

‘without; the United. States, provided, siriking evidence of the need for legislative

standards in thig'ares as well. I urge the Senate Intelligence Commitieeito proceed
with hearings and to report.out & bill designed to-handle the imporiant matiers
and the huge volume of communications that were left for a later date when

8.- 3187 was drafted. It iz very important work, iadeed. - ) L
Fhe-second. question—what:are the circumstances in which- surveillance -ig
proper—presents the hardest unresoived issue in 8, 3197, The bill does not require
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the judge to find that there is prebable enuse that evidence of a crime will be
obtained by the surveiliance. For American citizens or resident aliens it requires
a finding that the person is aeting “pursuant to the direction of a foreign power v
& substantial protection—and is also “engaged in elandestine intelligence aefive
ities, sabotage, or terrorist activities.” In part, this definition reflests the fact
that the fundamental purpose is obtaining or protesting foreign intelligence,
not diseovering evidence of & erime. But the price of this definition in terms that
do not depend upon clearly dafined eriminal statutes is a certain unfortunate
measure of uncertainty for citizens who are acting pursuant io the direction of &
foreign power and of continued discretion for the executive branch, now neces.
sarily operating with the concurrence of & judge. The notion of & search without
probable cause of a erime is not, of course, unprecedented. Border searches,
airper{ searches, housing scarches are all eondueted in this context—somesimes
with & warrant reguirement, at other times withoud. But the vagueness of the
definition resmaing troublesome.

Lot me begin my discussion of this provisien by trying to deseribe as accurately
as 1 can where the law is now on the subject of the circumstances justifyving &
foreign intelligence search, When the Supreme Court decided in Undied Slates v.
Distrret Court that a warrant was required for electronic survaillanee justified by
internal security needs with no foreige connections, it hinted rather broadly
that the Constitution would permit surveillsnce in this situation without showing
the probability that evidence of a crime would be discovered, Of course the two
Courts of Appeals (the Third Circuit in Undted States v. Bulenko, 404 F, 23 503
and the Fifth Cireuit in Undted States v, Brown, 48¢ F. 2d 418) that decided that
ne warrant was reguired for foreign intelligence surveillance of alien agents of a
foreign power implicitly abandoned the reguirement of probable eause of a erime
in the ssme situation. Finally, the Court of Appeals for the District of Columbia
in Zweibon v, Mitchell suggested rather elearly that $he Constitution would
‘permit electronie surveillance in the foreign intelligence area, even of those who
were not alien agents of & foreign power, without the traditional showing of prob-
able ezuse of a crime. The District of Columbia Court did, however, impose
additional obligations which were intended to substitute for the traditional
requirement,

In very important ways 8. 3197 is a major advance on this prior law even in the
area of the circumstances justifying a search with judieial approval. Fhe require-
ment that the judge find that the person subjected to surveillance have acted
“pursuant te the direction of a foreign power” would, if applied in good faith, end
the speeter of such faps as those President Nixon tropozed on moembers of the
staff of his own National Security Council and those that have been imposed by
several Presidents on politieal OEponents and reporters, Moreover, extremist
political groups of the left and right would be secure from clectronic surveillance
upless they were either involved in eriminal metivity or acting pursuant to the
direction of a foreign power. When one recognizes that the most important con-
sideration bearing on the exesutive’s power to engage in clcetronie surveiiance is
the threat that it poses to First Amendment rights and political opposition, it is
1o small accomplishment that the present bill would eliminate almost all of the
fagrant abuses that have oceurred in recent years.

till, nmeither the faet that sesrches without probable eause of a crime are
Justified in other cireumstances, nor the history of judieinl tolerance in this area,
nor the plain benefits of the bill if it is lirsited in geod faith te people who are
reasonabiy believed to be acting purssant to the direction of a foreign power quite
silences my doubts about the language “clandestine intelligence activities.” "The
wording of Section 2521(h}{ii} is obviously ambiguous in two regards. First,
clandestine” is intended to suggest wrongdoing but liserally means only secrot.
Second, what is to be secret as a condition of electronic surveillance could be
any of three things: the direction of the foreign power, the fact that one is en-
gaged in intelligence activities, or the nature of the isformation that is being
sought by the person.

The problem here involves two types of peraons that might find {hemselves
¢nsnared in these surveiliance provisions. ¥irst there is the admitteqd foreign agent,
the lawyer who has been registered as representing a foreign government. Suppose
hias elieat asks him to ng up, discreetly, public information from the annual
reports of a number of erican companies in a particular industry, for example,
tire manufacturers. It seems clear to me that he should not be subiect to eleetronic
surveillance, although the fact that ke is eollecting public documenis is secret. 1
think the country has worked and can continue to work on the assumption that
any information that is made widely available $0 the public can be and is being
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eoliected by foreign governments. Thus, if the only thing that Iz secres is that the
pesson working for a foreign government is:in fact coliecting publicly available
information for that government, there s no basis for electronic survelilanee. The
secrecy, to justify electronic surveillance, would have to go either $o the relution-
ship ‘with the foreign power or ta the nature of the information collected. The
next -step is to ask whether it is sufficient basis for electronic surveillance that s
person has not diselosed that he is acting f)ursua-nt to the direction of a forcign
power, Here the type of individnal who will fear electronic surveiilance under the
present provision is one who may. be carrying out the request of a foreign govera-—
ment’in obtaining publicly available information or one whe simply hes a variety
of friendly contacts with some representative of a forcign government and
snspected of working under the direction of that government in obtaining publicly
avsilable information. Here, too, it seems to me that the case for electronic
surveillance fails. One ecannot say that our goverament has no interest in whas
_information foreign governments are cellecting. But the interest is relatively
small, and the dangers of including this.eategory are very great.The fact that an
Amcrican citizen is gollecting publiely available information has no evidentiary
valile whatsoever, Thus, to allow electronic surveillance whenevegr there is reason~
. able suspicion o believe that he is engaged in this activity “putsuant to the
direction of a foreign power” leaves.open the resl possibility of electronie sur-
veillance . whenever the:citizen hag had sny significant contnets with represents-
tives. of a foreign government. I simply believg the benefits of inciuding this

category are far outweighed by the risks. | | . .
Thus, we are jaft with only one strong case for the application of the term
“ciandestine intelligence activities”; where the person ncting pursuant to the
direction of o foreign power is engaged in collecting information which is meant
to be kept sceret by, this government, other governmenis, of private industry. i
that infermation bears on the national defense, the individual would be engaged in
espionage, Bui if he information does not, there would be no erime commitied.
It seems to me that the fact shut an individual knows he is obtaining unsuthorized
neeess, to information s to which he knows there is a Iegitimute claim of secrecy
provides sufScient warning that, if; he . acting pursuant to the direction of a
foreign power, he mav be subjected to elestronic surveillance. Qur government
eonld: doubtiess. survive handily without being able to senrch in this sifuation
unless a erime. was being committed. But the risks of abuse are substantially
teduced. I thus suggest that the Innguage of Section 2521(b)(i) be amended tor
rend “a porson who, pursnant_to the direction of a foreign power, is engaged in
eolleeting secret informution, sabotage, or terrorist activities. . .- . "7 This wil
precisely track the meaning that any ordinary reader would give to the section as
. it.is now written. But it will eliminate the asmbiguities that are built into it at
present. Included in these ambiguities are the possibilities that.an Anerican coutd
be subjected $o slectronic surveillance if it was believed thib he was acting pur-
suant to the direction of a foreign power and was secretly engnged in other activi
ties which aTe not ctiminal but which fall within the category of “dirty Arigks.”
Again, it seems to me that there is » legitimate govermmental interest here bt
that it is too stight, absent illegal eonduct, to warrant the risks to forms of legiti-
<mate dissent by those who inay have loose contacts with representatives of forrign
governments,” . : S - )

There is a procedural protection that I would attach to this subseetion whether
ot net the minor amendment 1-have just proposed is adopted. The vagueness of
the non-statutory terms “clandoestine inteﬁigence” ang “terrorist activities” can
be substantially reduced by & provise that wonld read:. o

Provided that in any case where the activities of the person are not in
violation of the Inws of the United States or of the state in which they oecur,
the Attorney General shall, within a reasonable fime after obtaining an order
anthorizing clectronic surveillance, transnit to the Committess on the
Judiciary of the Senate and FHouse of Representatives, under written-injune-
tion of secreqy if necessary, u statement setting forth the nature of the facty
and circumstances justifving the surveiliance. .

This will previde & substantial guaraniee that the uses of the vaguely worded
power are in conformity with the intent of Congress and will provide 2 continuing
record. on the basis of which-the law can be made more specific at s future date.
¥ am not opposed to the notion of a two-year limit on electronic surveiflance where
no crime is invoived.. The fact of the matter is that almost ail of the examples
that haveiever been cited by the Attorney General involve a violation of state
Iaw if not of federal law. But 1 do believe that the requirement of a continging
report either {o the Judiciary Committeeg or to the Intelligence Committees wiil
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rovide the basis for Inter Jegisiation as well ag a cheek during the ensuing period,
Veedless o say, such a procedural protection is doubly necessury if there is no
amendraent to the present langnage of Section 2521{b}{(ii).

I will try to be brief in desling with the third question: the adeguagies of the
proecedures set forth by the biil. I believe that three of these have heen questioned
and deserve comment,

1. The Omnibus Crime Controf and Safe Streets Act of 1968 requires a judge
to find probable cause fo believe that relevant communications will be ohtained
through the interception proposed; in that case, evidense of one of the enumerated
erimes. 8. 3197 simply reqguires a certification by a high executive official that the
purpose of the surveiliance is 4o obiain the relevani foreign intelligence informa-
tion. 1 do not think the distinetion is important. A judge is uniikely fo execreise
an independent jndgment on this question in any event. I he wishes to exercise
an independent judgment, he is invited to by mcaus of the minimization provisions
under the present bill, The crucial thing for the judge to decide is whesher the
citizen is acting pursuant {0 the direction of a foreign power and is engaged in
well-defined activities, If he has found this and has exercised a responsible judg-
ment in ipsisting on minimization, there is not much to be ga'mecf by requiring
him to reach & conclusion that particular ¢communications will in fast be obiained,
I do sgrec with the American Civil Libertics Union that the minimizstion pro-
cedures could be defined more tightly, particularly with regard o “the condnet
of foreign affairs,” though I am pot hepeful that this would make much difference.

2, Judges, too, ¢an be lazy nud irresponsible. They can also defer in u subservient
wiy to reckless cxesutive action. Semce check on ihis is provided in the 1968 Act
by the requirement that an individual whoe is the subject of surveillance be given
netiee within ninety days of that fact unless the judge decides to postpone the
notice for geed eausc, There are obvious difficulties with this solution in the fieid
of surveitisnes for foreign intelligence purposes and thus 8. 3197 contains ne such
provision, But a aafe and acceptable substitute, providing many of the benefits
of notice, would be accomplished by an amendment shat 1 undersiand thiz Com-
mittee is alrendy considering. The Intelligence Committes should be entitled to
reguest the application papers, the court orders, and at least s summary conelusion
of the resulty of surveillange from the Attorney General when surveillanec is
conducied under S. 3197 and involves citizens or permanent residents of the
United States. At presend, as T understand it, there is no eleatronie surveillance
being condueted on an American eitizen on grounds of forcign infelligenee in the
absenge of probable cause of eriminal activiby. Thus, the volume that muy he
involved here will be very smull. The Intclligence Committee can without diffi-
enlty maintain » continuing check on the way the statufe is being used with
the resulting benefits of both preparing itsef for any neceszary amendments
and providing needed assuranee to Ameriesn citizens that there is some check
on the risk of tuo complacent judicizl acquieseence In expunsive Prezidentind
use of thege new powers. The Senate Intelligence Commitiee will be receiving
far more sensitive informagion than this and wi%i he expected fo mainthin necessary
se¢recy. Thus, there should be no uational security objection to such oversight.
I do not believe thaf there is a substantial privaey objection if the transeripts of
conversations ure not sought. If there is s privacy objection to the release of the
apg]jcation, arrangements can be made for deletions of the name of the subject.

- 1t is the general rule that evidence of a erimme diseoverad in a search legaliy
madce for other purposes can be used at trial. Thus, I huve no objection o this
rovigion in 3. 3197. 1 do think that & one-word cimnge would be desirable in
cotion 2526{¢). Under the 1988 Act, before evidence derived by clectronic
surveiliance can be nsed against a defendant in a criminud trial, he muss be fur-
nished with a copy of the court order snd accompanying application under
which the interception was authorized or approved. Because of the sensitivity of
such documentis where what was scught was foreign intelligence, it makes very
gopd sense to eliminnie this provision and sllow the court to make & judgment
without the assistance of the defendant so long as the legnlity of the surveillance
is reasonably clear, If, howsver, the legality is in doubt and the defendant’s
assistanee “would substanfially promoie & more gccurate determination of the
iegality of the surveillance,” 1 bhelieve that the judge shonid call upon the
defendant to assist in making this determinasion, and that requires furnishing a
copy of the order and application or some reasonable substitute for it. ¥f this
would endanger the national security, the government should of course not revenl
it; but then neither should it use ihe evidenee at & eriminui trial when there
remains substantial doubt as to the legality of the surveithance. This is the rule
suggested by such cases as McCray v, Hiineis, 386 1J.5. 300, which recognizes the
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tight of the government to keep secret the name of an informer at & hearing on a

motion to suppress unless revealing such information is essentisl to an accurate

determination of the legality of the search. Thus, the lasi sentence of

Seetion 2526{e) should authorize the judge to disclose-the order and the applica-

tion only if he “finds that such disclosure would substantially promete a.mote

accutate determination of the legality of the surveillance or that such diseiosure
. would not harm the astional seenrity.” '

In conclusion, Mr. Chairman, [ -want to express again my view that 8. 3197,
with minor modifications, will constituie & landmark in the protection of civil
liberties within the {inited States. It will provide needed reassurance that politi-
cnl dissent is not dangerous while preserving the lepitimate concerns of out
national security. It will go very far indeed foward silencing the fears that many
feel when they hear a suspicious ciick on the phone. F¢ will close a gaping hole in
the charter of American rights in the area of search and seizure. It will represent
& long-awaited assumption of legistative résponsibility for reconciling the claims
of national security with those of civil liberties. Thank you. A

Mr. Heymand. This is an oceasion on which. the Senste Select
Committee, like the Judiciary Committee, has to feel & real sense of
reslgozzsibility. L ' -

o maftéer what the American Civil Liberties Union, of which I have
been & membher as long as I can remember, says, this is an issue on
which liberals and conservatives have been deeply divided: for three

 decades. This is an issue on whicly' the executive, the legislative, and
the judicis] branches have been divided for three decades. It will be a
remarkable achievement if a constructive,.permanent—by permanent
T mean something that lasts for years, 10 years—sclution comes out
of this. To knock the Senate Judiciary Committee for the steps it
has taken so far, to treat them as hypocritical or false, is to play an
unfair role, I believe. Let me spell that out and then I will get to what
T think are the difficulties in the statute, and I will discuss them one
at a time. :

The only realistic way to approach this statute is with an eye in
mind both to what the law is now and what are the legitimate claims
of different hranches and different political parts of the spectrum, from
Teft to right. T s not satisfed with the bill as it is now, and therefore
" T am delighted this commistee is going on with these hearings. I would
bet very strongly that a better hill is going to emerge. .

But o suggest that this is not the oceasion for producing such a bill,
to sugpest thai we are in an “on or off” situation and that the answer
is off—no bill—is simply irresponsible. Let me see if I can substantiate
that instead of simply alleging it. : :

T'here are three, basically three parts of any search doctrine, and the
last is something of & catchall. There is the requirement, or non-
requirement of, judicial approval as a check on either excessive
executive enthusiasm or bad faith. That is the warrant requirement.
There is definition of the cccasion on which a search, or in this case an
electronic surveillance, can take place with or without a warrant. In
this case that is the question of should there have to be probable
cause of a crime, the most suhstantial question before the comudistee.
Finally, in any search situstion there are a set of procedures that are
very important. They invelve notice, exclusionary rules, eriminal
penalties, civil remedies, and I will discuss those last, looking only
at three of them. But as I go through, 1 want to make the point that
thé Senate Judiciary Committee has already brought the Senate, and
T hope the country, a very long way, and 1 hope you take us a little
bit further. o L
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Let me run through this in terms of the law ss it stands. For
almost 30 years the executive brancl has claimed, without substantial
rebuétal by either the legislature or the judiciary, an inherent power to
engage In electronic surveillance in the ares of foreign intelligence.
1 was one of the four-man feam in the Walergate prosecution of
John Ehrlichman for breaking into the office of Egﬁberg’s psychiatrist,
T handled the appeal for the Watergate Special Prosecutor. I have
been over those eases and I know the claims that have underiain it
over time.

The Congress has never been willing o confront this question
before. In the 1968 act it took & stlzfiieg position of caution, saying
whatever the law mey be with regard to foreign intelligence or domestic
seearity, we are not changing it—we sre deolng nothing about is. The
claim has been litigated, the strong executive claim to do what it
wants in the ares of foreign intelligence has been litigated only in
recent years. It was litigated first in the Keith decision, U.S. v,
Dhisiriet Court. There the Supreme Court struck down the claim fo
seareh without a warrant, and I am going to start by fecasing on the
wartant part, for internal security, and reserve the guestion of foreign
intelligence. ;

Since then three courts of appeals have addressed the guestion. The
fifth circuit and the third circuit have sustained the Executive claim
in eases which, to the best of my knowledge, and there is no way of
knowing more, involve alien agents of a foreign government, what we
would really call a foreign agent in every sense of the word. The third
eourt was the District of Celumbia Circuit, in Zweibon v. Mitchell, in
which ease the plurality of the court went moderately far toward hint-
ing that they might require a warrant, even in the case of a foreign
agent. They required s warrant in the case of the Jewish Defense
Lieague, which was not an agent of any foreign government or
collaborator.

Now along comes this bill, against that uncertain background, and
in the warrant ares it plainly requires, it plainly covers the waterfrons
of electronic surveillanece in the country, now requiring a warrant for
any criminal surveiilance, for any foreign intelligence surveillance, for
any claim of domestic intelligence surveillance. The warrant is re-
quired in all cages, with the sole exception of a disclaimer clause, which
could be better written but which seems to me to be 100 percent safe,
if not an empty basket. The disclaimer clause as it is writien in this
bill resolves gnally the President’s long—30-year—ciaim that he has
an inherent power by saying to him not what the American Civil
Liberties Union says: ‘“Yes, we in the Senate and we in the Congress
recognize that you have that power,” but saying to him, “We make
ne judgient on what power you may have, but we say that whatever
it may be, it is no breader than the infinitesimally smail point which is
something that was never contemplated by the Congress in passing
this bill and something that is of grave danger to the country.”

Now the language sﬁmuld be closer to grave danger than it is. But
af & minimum it requires something never contemplated by Congress.
Then having said to the President that you have no inherent power to
act without judieial authority in any srea, except in that infinitesimal
ares, the “uncontemplated by Congress’” situation, it goes on and it
says, and if you do that, you have to repors immediately to the House
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Judiciary Committee and the Senate Judiciary Committee. The bill
4% it emerged covers the waterfront with a warrant and does nothing
‘but preserve the symbolic, tiny, tangent point, with protection sur-
rounding that, for the President’s 30-year ‘adamant claim of inherent
power. o :
" OK. Before leaving the disclaimer clauge I would like tosay onething
~about the part, reserves overseas wiretapping, the operations of the
" NSA, the mail operations of the CIA and the FBIL There is every good
. reason to pass this bill without handling those very complicated
matters.at the same time. Buf this Committes, the Senate Select
Conimittee on Intelligence, ought to go rather directly to those mat.
ters. The hearings before the Select Committee indicated that there are
fourth amendment violations going.on in large nurobers, numbers that
probably dwarf anything we are talking about in this bill, with regard
.10 overt transmissions from the United States to a foreign country or
. ‘the other way, from a foreign country to the United States. There is
also the question of mail. o : i ' :
- There is also the question of searches and seizures fotally within a
foreign'country by Ainerican agents. The Committee has responsiblity
to go 0 that and to go to that promptly. This bill cannot be an excuse
for not going promptly fo that,but it is not written as if it were an
excuse. - _ S .
. Senator Bava. Would you comment while yon are on that on the
distinction, which it seems to me we should at Jeast reasonably con-
sider, between abuse of the citizens’ rights en masse abroad, through
certain mass techniques, which at least this Senator understands does
‘1ot have as a mission a selecting out of Citizen Doe or Roe—would you
- distinguish between .that type of activity and the kind of activity that
involves selecting out one citizen sbread and then violating his.or
her rights in a very personal way? | R '

Mr. Hevumany. I went over this, as yow may know, Senator, with
the Select Committee at a previous time when the Atforney General
alzo testified. | have no difficulty saying that seleetibg out an indi-
vidual, either overseas, or an individual's transmissions between the
United States and abroad, is a much more troubling and serious matter
than any collection that does not involve individuals, but even the
latter may require regulation. The Committee report has, 1 believe, in-
teresting proposals throughout that area of National Security Agency
monitoring, and it i3 & very serious. problem. I just think there is no
way to-complain about that not being in this bill, which is hard enough
and complicated enough as it is, and iinportant enough to grab when
the time is right. ' : ' S

- All rvight. The second srea that any search and seizure question
invelves is the srea tha# is troublesome in this bill, and that is: What
is 'the occasion that perrnits the search or permits the electronic
surveiliance? Now we have gotten as far as saying that whatever it is

" ‘that will permit it, the judge has to find. it as well as the Aftorney

General, or the Acting Attorney Geperal if the Attorney General is
absent. But-what is it that you have to find? The bill before you does
not require the judge to find that there is probable cause that evidence
of a crime will be found. That is what is generally required for a
hvsical search. That i¢ what is required under the .1868 Omnibus
sefe Streets Act, that they find there is probable canse to believe that
‘evidence of a crime will be found. '
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The bill, as you know very well from all the testimony, requires &
finding that an American citizen—I am just geing to focus on American
citizens or resident aliens——is one, acting pursuant to the direction of a
foreign power; and two, engaged in certain ill-defined sctivities—
that is my description—clandestine intelligence activities, sabotage,
that is a stabutory crinze, or terrorist activity which is not a statutory
crime. The first and the third are not. The definition, as the Attorney
General explained this morning, reflects the fact that the fundamental
purpose that the xecutive has in mind in wanting foreign intelligence
surveillance is not discovering evidence of a crime or punishing a
crime. It is to pick up positive, or I suppose, counterintelligence in-
formation by tapping in—and I use the word tapping with its double
meaning-—into what the Astorney General calls a secret agent who
operates as part of the foreign intelligence network of a foreign power.
The Attorney General described a well-organized foreign intelligence
network.

Unfortunately the words that have been chosen in that provision
are highly ambiguous and they do permit a lot of room for reaching
questionable areas. Let me pause for just a minute to tell you where
the law is on this. Again, in response to the suggestion that this bill
somehow or other should be turned—an off-switch should be turned or
an on-switch, and it should be electrocuied—the law on that is that
in the Supreme Court’s decision in the United Siates v. District Court,
I'he Supreme Court hinted broadly that no probable cause of a crime
was required for domestic security, even domestic security surveil-
lance, even when therse is no foreign involvement, they hinted that
broadly, although a wmirant was required. The fifth eireuit and the
third circuit that did not even require & warrané, of course, did not
require probable cause of a crime. The District of Columbia Circuit in
Zwerbon. v. Mitchell suggested rather clearly that the Constitution
would permiit electronic surveillance in the foreign intelligence ares,
even of those who were not alien agents of a foreign power, even of
Amoerican citizens, without the traditional showing of probable cause.
The District of Columbis Circuit did worry sbout that and try to
add additional protections, but probable cause of & crime has not been
required by the Supreme Court or any of the three courts of appeals
that have fooked at it. Indeed, #ll four have snggested that there might
be sn occasion for departure from that traditionsl standard here.

Without going further, and I am going to urge you to go further
protectively in definition here, but without going further the bill that
appeared from the Judiciary Committee is accomplishing a great deal
in the way of proteciion by its reguirement of probable canse that an
American citizen is acting pursuant to the direction of a foreign
power. Without going further, and T want you to go further and T will
tell you why——when one recognizes that the most imporiant considera-
tion in any search, and particularly in regulating electronic surveil-
iance, is the fear of discouraging dissent, is the fear of quieting political
opposition. 1t is important to see that this bill, simply by requiring
the “acting at the direction of a foreign power,” eliminates the wiretaps
on President Nixon’s own staff, Mort Halperin, and Tony Lake.
There is no plausible case for it. A judge could not approve it. It
eliminates taps on reporters, Joe Kraft. It eliminates taps on political
opposition, even if the President could say that he believed foreign
intelligenee could be obtained by one of those taps. Indeed President
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Nixon believed mfoz'matwn ‘relative o foreign mtelhgence would be
obtained by most-of those taps, but they would not be possible under
this bill béeause & judge would have to find probable cauge t6 believe
that the person subjécted to electronic surveﬂiame was af'tizlg parauant
to the direction of a foreign power,

Let me now move, 8 1 talk about what 1 would do’ wzth this pro-
vision, away from—the statement that I wanted to maké in a rather
clear wiy is'that a remarkable event in the history.of civil Tiberties is
close"to.being aecomplished. Nobody ought to push’ the off switch.
Nobody ovght to knoek what's heen dore so far. It ¢an be improved

' anc% it shou d be mzproved Let me now. talk about tizc zmprovem@ntg
as’] goon.

'i‘hge faét of the matier is ‘that nelther she mqmremeni, that the
person be acting at the. ‘dirsction of a foreign power, nor the faet that
& namber of courts have suggested probable cause of a crime in’t
necessary, nor the fact that there are other situations where there
are seafchés without ‘probable cause of a cnmemhoasmg searches, a
~variety of searches, border search—none of those facts convinces e
that we are not treading in s very quesmonable and difficuls area
with the definition of what American cmxens can be sabgeeted to
eleetronie surveillance.

The problem lere in its broadest form seems tc me to' be this," and
I 'think maybe thé most important thing is ‘to say it in its bioadest
form. If-the Committee stafl, the Attorney General, the Amarican
Civil Liberties Union;’ evez'vboéy who worked on’this 1}111 could come |
up with an adequate definition of who it was that was'a secret agent
knowingly operating as part of a foreign intelligence network of a
foreign power, it seems fo me that it is difficult to argue that that
person cannot properly be subjected to electronic surveillance. If an
American citizen knows that ho is operating as part of the intelligenee
network of & foreigﬂ power, I do not eare personally whesher %m is-
comlmttzng,a, erimie or not; | think the Attérney.(General is right that
there is & sufficient governmental inferest in finding out what is going .
on in a well-organized foreign intelligence network to warrant elee-
tronic surveillance.

The problem is that it turns out to be very difficult to define the
meaning that the Attorney General this morning stated over and over
again in those terms: a secret agent working in part of a network of a
foreign power, knowing he is part of & network. It turns out very hard
to define that preeisely enough to eliminate a series of difficult ques-
tions. It does not help an. awfg;zi lot to make it a crime, to require that
it be a crime, What, we want here is clarity. What we want is a defini- |
tion that is imited so that it does not cover the American ¢itizen who
talks to his Congressman’ at the request of the Israeli Amabassados or

" the Greek Ambagsador; 50 that it does not cover Jane Fonda who has
contacts with .the Noz‘f}:x Vietnamese and then partieipates in a
demonstration some day. What we want is a definifion that covers
just ‘what the Attorney General told 'you this morning he wanted to
cover and nothing else, & secret agent who operates as part of the
foreign intelligence zzetwoz‘k of a foreign power and knows he is doing it.

1t does not make & lot of difference, . again, whether the definition
includes the requirement that it also be g crime. It'is not going to
help us in protection of our civil liberties, I do not believe. %t is not
going £o assure the specificity that we want here, even if it is a crime.
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A number of our crimes, including espionage crimes, are defined with
8 g{)cd deal of generality.

Neow what can yvou do shout that?

Senator Bayu. Before you say what you can do about it, in addition
o the definition and your feeling thas it does nos make much difference
whether we describe this crime, would you also feel more comfortable
if it 1s not described as a erime, probable cause that evidence of a
crime ig-not committed, to exclude evidence gathered from that kind
of surveillance from subsequent criminal prosecution which is another
part of the bill?

Mr, Haymann. The main reason, Senafor Bayh, to exclude from a
criminal prosecution any evidence collected where the executive
branch claims it is not looking for criminsal evidence, is to keep the
executive branch doing what it claims it wanfs to do. In other words,
if we exchide evidence taken under S. 3197, if we exclude that evidence
in any criminal prosecution, we can be prefty sure that when the
executive branch uses this bill, it is not trying to throw people in
jail; it is trying to gather foreign intelligence. I am not eonvinced that
tliat is a big problem in this case, that they will use 8. 3197 as a device
to geb af people in order to send them to jail. _

Senator Bayn. Not intentionally. Let me give you a hypothetical.
You are having & search, narrow definition, right on farget, it is an
agent who has knowingly conspired and is known to be part of a
nebwork, and in the process of gathering this intelligence information
vou find out that on the Fourth of July five people are going to blow
the Washington Monunient end that they have the dynamite and
the whele business. Then where are you? It is accidental information.

Mr. Hevmany. I would do what is dosie in every other situation
here, Senator Bayh, and that is T would allow 15 to be used in a criminal
frial. It comes up over and over again in criminal law. I$ could have
gone the other way et the beginning, but I could give you five instances
where the Government in searching for one thing finds evidence of
another crime. In every case it is permitted to be used. T do not see
any parficular reason to depart from thaf here.

Senstor Bayw. When you say another crime, af least the warrant was
leveled at criminal conduet. :

Mr. Heymany. 1 do not have any doubt that where the Govern~
ment searches you as you come into the country, searches your bag
for contraband, if they find evidence of homicide in your suitcase,
they can use it against vou. If they search 3{0111" house for housin
violations, without & warrant, without probable cause of 8 crime, an
thoy find moonshine whisky on which no tax was paid, I have no doubt
that they can use it agI inst vou. I couid see going the other way on
all of these cases, and I wouid not have any objection to your going
the other way in this case. But T do not see any particular reason elther
to depart from the general trend here.

Mr. Senwarrz. May I comment on that?

Mr. Hevmany., Yes.

Mz, Scawazntz. I think there is one very big reason to depart from that
trend, and it is a reason suggested in your own question, Senator
Bayh. This is the first time in history that this Congress is legitimating
intelligence tapping, which ss has been ‘pointed out, is by definifion
simost impossibie to limit. We also have a history here, a troubling
history, wﬁich is not the same as the Watergate history at all, but a
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history of the Justice Department over and over again using so-called
intelligence tapping s a device to evade Title T11. It is interesting that
since 1968 there has not been a single warrant applicaton for sabotage,
esplonage, treason, or any kifid of domestic disorder” Why? Because
. “they have been nsing intelligence tapping, and therefore, since we are
. going to take sn unprecedented step, namely; of legitimating intelii-
gence surveillance. And we are doing it in an ares which is so close
‘and makes so. easy the evasion of the Title 11T criminsl situation with
its muéh, much more restrictive guidelines, it seems-to me that is the -
reason to break with precedent, because this whole bill is a break with
precedent by legitimating intelligencé surveillance in an area that is
so close to criminal activity.. o R

Mr. Heymany. I might very well be persuaded by arguments such
as Herman’s. { must say, Senator Bayh, my approach was one thas
I thought sbout for a very few minutes. : )

Senator Bays, Well, T wish you wounld think about 1t a little more.
We ean maintain communication. T should know ‘the answer to this,
but do jog my memory on it. In the kinds of taps Professor Schwarés
referred fo, was inforination that was gathered therefrom permitted
in a eriminal case? : o _

Mr. Scawarrz. In almost every one of those situations the Govern-
ment ¢hose to drop the cdfe rather than follow throu h and. reveal
the tap. But there 1s case after case—namely Ellsberg, Bgbal Ahmad,
which is a Harrisburg conspiracy case—indeed you can get a .very
detailed statement of thisin the October 1974, hearings on warrantless
surveillanice before hearings of the Joint Senate Administrative Prac.
tices Cominittee and the Senate Committee on Criminal Procedures.
The testimony of Williamn Berider and John Shattuck, to which 1
refer in. my.own testimony; has page after page of examples of this,
These arc all cases which grew out of the Vietnam and other‘kinds of
tursioil of the 1970°s. So, all 'we de know for & fact is that in'each of
these cades the Government admitied a wiretap had taken place. As a
~ mattér'of Tact, thé other’caseé we do know is the JDLs case itself, where

you have wiretapping going on 5 months before indictment and a
maonth of two after indictment. SR o S

Mr. Heymann. I hope Herman will corréct me if I am wrong i
this, but I do not think there is.any known éxception at the moment
to the rule that if ithe Government. properly put itself, légally put
itself.in the,place where it obtained évidence, it can use .t in erimisat

rokecuilon, ‘whatever . the justification .for having.gotten - there,
Towever, Herman's point, whicli 1 think is 4 strong one and 1t stiuck
me as he said it, is thiz bill wonld ‘authorize taps for 90 days instead
of"30 days, it's weaker in its minimization provisions, in a veriety of
ways it “allows a far more exfmnsive mvasion of the privacy of a
foreign agent, if that is properly defined, than is normal, and mdeed
than there may have been precedent for. If that is so, it may make
somhe sense to treat the use of ¢riminal evidence obtained in that way
differently here. Of course, the Government always has the option of
simply getting a warrant' under the 1968 act and then using the
evidence.. ' . o A .

Ms. Easrman’ After the fact? T oo I
* Mr! Hevma®y., No, before the fact. 1t could alwdys, mstead of
~ using this bili, i§ éould have used the 1968 act.. = * o
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Senator Bava. Well let me rephrase the question. I wiil direct it to
Professor Schwartz in & Hitle different way. [ think it was Professor
Heymann who said that once the Government has put itself in a
place legally and gotten information snd has been permitted to
proceed criminally, does that include putting oneself in the position
on the basis of the President’s “constisutional right” to get involved
in electroniec surveillance in the national security area?

Mr. Scrwartz. 1 think we do not know the answer to that because
in case after case—I guess Bufenko is one case where they did use it,
except the problem with Bufenko is that that really was an espionage
investigation. 1 do not know whether they used i under a warrantless
provision or not, but the truth is it was a real espionage. This was an
agent involved in stealing documents of some kind. So I do not know
of any specific case.

What we do know-—and here again I would have to refer you to the
people who made & direct, a much more close study--is that the
evidence is very, very troubling about evasion of Title III by use of
national seenrity taps. There is only one example which ¢ame up in
our debate last time with Senator Hrusks. There is an indication in
the Masiah ease that there may be sifuations where if you invade
sixth smendment rights, you canno use the evidence, although you
may use it to avoid a catastrophe from happening, but you cannot
use it eriminally. That is the only example I know, and that is a
pretty far out example.

Senator Bava, Would you give me four and a hsalf minutes to get
from here to the Senate to vote and then back? I apologize for this.
They are not consalting with me.

[A brief recess was taken.}

Senator Bayy. Shadl we proceed here.

Mr. Heyuann. Senator, I will try to be brief. I have already taken
a long time.

Senator Bava. 1§ is not you that is the problem. It is me.

Mr. ScuwarTtz. We have thought out all of these issues at the table
and we are through.

Mr. Hrymann, That's right. We have now resolved it, Senator.

Senator Bavu. Well, I hope they have been subjecting you to
electronic surveillance, so I will have the benefit of that collogquy.

Mr, Seawarrz. I think it was live. {General laughter]

Mr. Hevymann. I wanted to make clear that 1 think the Commitiee
has to do something about the language ‘“‘clandestine intelligence
sctivities,” Senator Bayh. It is not, as I said, that it is not a crime;
it is that it is poorly defined. “Clandestine” suggests evilness; but
technically just being secrecy, that's part of the ambiguity in the
term. The other part of it is secrecy itself can modify any of three
parts in the phrase. It can be a secret direction of & foreign power, it
can be_coliection of secret information, or it can be secretly colleetin
even public information by somebody who is even a publicly registerec
representative of a foreign power.

There are three places that secrecy could go. 1 do not want fo
spend a long time piayin% out the possibilities here. If I were you,
T would take very seriously the possibility of substituting for “clan-
destine intelligence activities” something like the Attorney Genersl's
repeated statement this morning——s secret sgent, I am going to add
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intelligence nétwork of a foreign power. I would consider substitiiting
that for “‘clandestine intelligence activities.” Another possibility is
to require that the irformsation sought by someone working pursuant
to the direction of a foreign power 1s secret information, information
that is ‘being. purposely retained in privacy by this Government,
a foreign government, or & private enterprise: That is in my testimony.

Whatever you do, I think there is a nice procedural step that you
could very well take. Most of what the Attorney General is concerned
sbout would be a.crime under either Federal law or the law of the
State where the sctivity takes place. I would suggest that you add a
provisio, to the definifion of “citizen foreign agenis” which said,
“Provided ,that the activity s not a crime under.either, Federal law
or the law of the State whers it takes place, the Attorney General
shall promptly notify either this Committee or the Judiciary Com-
- mittees of both Houses of the circumstances involved.” . - .

- As o practical matter I.think that would very much limit the pos-
sibility of abuse by whatever vagueness is left. What's more, it would
keep this Committee ‘or the Judiciary Commiftees in » position of
continuing review that could very well leed to a still more precise
definition_of real network traditional spying. . . . =~ .

Senator Bavu. Well, vour last definition there is a . disclaimer?
It would be in a disclsimer section? = N -

Mr. Heymann. No. I am suggesting something like what is
now in the disclaimer section mig%zt%eiiow a better definition of foreign
agent. It might follow in section 2521(b}{2)-—a better definition-—
thet's the definition, it includes clandestine intelligence—I ‘would
change that definition. I am suggesting that you might thereafter
want to add words almost identical to the proviso in the disciaimer
saying “provided that if a warrant is obtained without showing prob-~
able eause of vitlafion of a Federdl crime, Hederal law, or a law of
the State where the activities took place, then the Atforney General
shall promptly report.to,” and you name the commiftees, “the
circumstances that justify that electronic surveillance.” It will pro-~
vide a substantial check on future Aftorneys General. I have the
same feeling you do about Attorney General Levi, '

Let me move on to the last since I have already taken so long. The
precise wording of the provise I am suggesting is in my written
testimony. R S o . o

There are three procedures that deserve some aitention. One is
the question whether the judge should be required to find that the
information sought is forexn mielligence information and that it is.
likely 't be obtaired by.this electronic surveillance—those two
things. This statute does not require him to find either. He 15 allowed
to accépt the certification of an executive official that. this is foreign.
-intelligence information, and even the executive official does not say,
that ‘_]%x'e particular electronie, surveillance will probably obtain that
information. He just says it is the purpose. I do:not know precisely
why-—let me take & step backward. . . o .

Iy like.the idea tha$ the judge is not asked to determine whether
particular information is foreign intelligence information or not. I
do not.think any, judgé 'will ever. take that decigion seriously, and 1
wani.the judge. to, take vely seriously the question of whether he.is
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approving, whether the person on whom he is approving electronic
surveilianee is a foreign agent in a well-defined definition. I want the
judge te focus in sharply on something that the judge feels he can
judge, and that should be the definition of foreign agent, “pursuant to
the direction of a foreign power” and whenever substituted for “clan-
destine intelligence.” I am sort of happy that he does not have to
decide whether it is foreign intelligence mformation.

Whether there should be a certification that it will be found as s
result of this electronic surveillance seems to me to be relatively
unimportant. I do worry about the lack of notice in this bill, but 1
think the Committee is already considering what I would regard as a
sensible remedy there. Judges do get lazy. Judges can become rubber
stamps for the Exceutive. It is especially dangerous in this ares of
foreign intelligence where the judge is Likely to feel intimidated.

The normal law of search and seizure and the 1968 wiretap act desal
with that to some extent by requiring notice to the person tapped,
and then the person can scream, and the public can get into it, and the
the Congress will get into it. There is probably good reason for not
requiring anything like prompt notice under & bill such as this per-
mitting foreign intelligence electronic surveillance. But there is no
reason, as I think you, Senator Bayh, asked earlier this morning,
why this Committee, which will be handling much more sensitive
matters than the applications and the orders, should not have the
ni}ghz tioi full access to any applications and orders that take place under
this bii.

For several years under A ttorney General Levi there have not been
any surveillances in this category. It should not be a large number.
There is no reason why this Committee could not monitor the quality
of the applications that are obtaining orders, as well as the number of
surveillances. That seems to me to be & substantial assurance the judges
will not get very lazy. Judges will be aware that somebody else besides
the executive branch that is asking for the warrant is looking over
their shoulders. .

" Finally, there is a wrinkle on the question you asked about use of
any evidence found in a criminal proceeding, assuming that it is goin,
to be used. I ¢hink the American Civil Liberties Union has & goo
point that where the record before the judge trying to decide whether
the surveillance was legal is hopelessly obscure, the Government
should not be free to use the evidence at trial and deny the judge the
ri%ht to ask the defendant further questions which Woui]d clarify
whether the surveillance was legal.

The way the bill is now written, on page 15 itis quite clear that if the
record is very obscure, the judge cannot tell whether to suppress the
evidence or not. He has no right to present the application and the
order—or I take it eny information-to the defendant in order to
find out whether the surveillance was correct or not, was legal or not.
It seems to me that if the record is very obscure and the judge feels he
needs help from the defendant, in that situation he ought to be able
to say to the prosecutor, I am not going to permit this evidence to
come in unless we present the application and the order to the de-
fendant and let the defense counsel srgue about the legality of the
surveillance,

5-175 O - T4 - 11
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T think it is too complicated to work out orally, and I would like to
quit. What is required is in line 11 on page 15, where the third to the
iast word I am suggesting should read “or” instead of “and.”” That
will mean that the 1%11&] situation will be that wherever the judge can
leok ab the papers and el that it was 8 legal surveillance, that will be
the end of it. The evidence will just go in. But when he looks at the
papers and he cannot tell, and he says it would help an awful lot if 1
eould hear from the defendant on ¢his, he has a rig]_{'ht {0 hear from the
defendant, or, if the government prefers, he simply does not use that
svidence,

Well, now I shall close. T appreeiate the opportunity to be here, 1
think that the bill needs improvements. T think you are likely to make
them. But I think it would be a catastrophe ig with improvements,
this bill does not go forward. I do net know when again we will find an
opportunity like this.

Thank you, Senator Bayh.

Senator Bays. Thank you, Professor Heymann. I appreciate your
assessment. :

I must say to all of you that this has been an invaluable experience
to me to hear the ideas that I have encountered today.

Professor Schwartz, you have been patient. Flease go ahead. It is
your turn.

{The prepared statement of Mr, Schwartz follows ]

PrepARED STaTEMENT oF ProFessor HeaMman Scawares, Stats UNIVERSITY oF
NEw York aT Burravo, ScHool oF Law

Thank vou for the oppottunity to give my. views on 8. 3197, one of the most
important bills affecting human rights to come before the Senate in this Congress.
My statement will be in two patts: (1) General considerations about wiretapping
m%? room bugging for foreign intelligence purposes; (2) Specific comments on this
bii.

First, my overail concluston: As I said in my letter of April 6, 1976, to Senator
Edward M. Kennedy, “I think the hill is very much in the right direction.'”
Bringing ail elecironic sutveillance under & mespingful warrant procedure is o
great improvement over our present situation. i indieated in that same leter,
however, that “the points I raised [in my testimony before the SBenate Judiclary

Jommittee on Marsh 30, 1676} are likely to determine how the bill wil actunlly
work out in praciice”, and I atfached a rather detailed supporting inemorandum
setéing ous my problems with the bill and some suggestions. (I am submitting a
copy of that memorandum fo the Committee.} Unhappily, very few of these
problems have even been addressed, much less resolved. As a resuld, a bill may be
passed that will seriously encroach upon our First and Fourth Amendment free-
doms. I therefore oppose the bill in its present form, and urge you fo analyze its
real impact very, very carcfuliy.

T, GENERAL CONBIDERATIONS

In the first place, as you may know, I oppose all wirefapping and bugging as
dangerous and unnecessary. As the Supreme Court said in Berger v. New York
{388 1.8, 41, 63 (1967)), “i*‘ew threats to liberty exist which are greater than that
posed by the use of eavesdropping devices”, and the Chureh Committee report
and staf studies smply document that. The purely physical scope of elecironic
intrusions is simply chormous and no exhortations to “minimize” are of any
value, as withess after witness told the Nasional Commission for the Review of
Federal and State Laws Relating to Wiretapping and Blectronie Surveillance.
Phese devices spy on everyone who ealls or is calied on the phone tapped, or iz in
the toom bugged, no matfer how irrelevant, intimate, or privileged the conserva-
tichs and utserances, and no matter how remote any or all of these people may
te from the matters under investigation. Privileged atiorney-client conversations
are especiaily vulnerable to electrenic spying. See Summary of Evidence Con-
sidered by the Commission, in The Commission’s Heport last month, at pages
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4285, In this respect, wiretapping and bugging are very different indeed from the
conventional search, Room bugging is particularly noxious. One can, after all,
refrain from using the phone, but where is one to hide from a room bug? What
couid Dr. King have done $0 proteet his personal privacy against the 12 or more
bugs thai were installed in hofel rooms occupied by him in his iravels on behalf
of civil rights,

So-called “intelligence surveillance’ is even more indiseriminate nnd sll-inchusive
than the law enforcement variety. Where the surveillance is direcied to a erime,
there are at least some ¢riteria for relevance, difficuit as they may be to apply.
But where intciligence surveiliance js concerned, almost everything is grist for the
mill. As FBI Director Ciarence Kelley told Scnate Judiciary members in Getober
1874, with respect to foreign intelligence surveiliance:

In investigating crimes such as bank robbery or extortion, logical avenues
of inquiry are established by the elements of the erime. The evidence sought
is cleariy prescribed by these clements.

But there are no such guidelines in the ficld of foreign intelligence collec-
tion. No single act or event dictates with precision whai thrust an investiga-
tion shouid take; nor dees it previde n reliabie seale by which we can measure
the significance of an item of information. '

The wvulue and significance of information derived from n foreign intei-
ligence electronie surveillunce often is not known until it has heen correlated
with other iterss of information, iterns sometimes seemingly unrclated.

Also, difficulty in determining the potential value of information derivable
from such an installation makes it hard to prediet the required duration of the
surveiliance.

Hearings on Electronic SBurveillance For National SBecurity Purposes Bee
fore the Scaate Subeommittees os Criminal Laws and Proeedures und Con-
stitutional Rights {93d Cong., 2d Bess., p. 2585 {Oct. 1974) (heresfter “Oet.
1974 Hearings''}).

The broad seope of intelligence surveiliance even in conventional eriminal cases,
with exnmples, iz diseussed in my nrticle in the Michigas Law Review, “The
Legitimution of Flectronic Surveillance: The Politics of Law and Qrder {87 Mich.
453, 489-7] {15689)).

in this context, minimization becomes not merely difficult—it becomes con-
cep?al:zliy meaningiess, for everything must be swept up for anything mighi be
useful.

The threats to libersy inherent in intelligence surveillance are aggravated by
the hroad scope of “foreign intelligenec information™ in § 2321{h}{3} gi}{b) of the
hill: “information . . . deemed essentinl . . . to the conduct of the foreign
affnirs of the United States.” Inevitahly, ns stressed by both the Supreme Court
nad the District of Colunbin Court of Appeals, tapping and hugging for intel-
figence purposes infringes on First Amendment frecdom of gspeeekh and association,
as case after case and the Church Commitiee’s reports have dermonsirated. Bce
U.8. v, U.8. Dist. Ct., and Damon Keith, 407 UR. 207, 313-14 {1472), Zweibon v.
Mitchell, 516 F. 2d 594, 657 (0.C. Cir. 1975). Today, foreign aand domestic uffairs
are inextricably intertwined, and there will often be domestic disseni or other
activities disturbing to the Administrution aimed at "the conduct of the foreiga
affairs of the United Stites’'. In Zweibon, for example, the Court noted the many,
many {imes $hat the surveillance had intruded upon constitutionally protecied
activities, by the Jewish Defense League, to say nothing of numerous lawyer-
client conversations; this surveillanee which lasted over 200 davs, was said by the
Attorney (eneral and the Justice Department fo be for “foreign intelligence’’
purposes.

or is there much cause for confidence in the warrant requirement as an ade-
quaie safeguard. It is certainiy bebter than nothing, for some of the more egregious
abuses gmbab}y would not have taken place if the perpetrators had had to
reveal their plans to & federal judge in advance. But my study of Fitle 1II wire-
tapping does not offer mueh consolation beyond that. Judges acecpt boilerplate
affidavits and agk for very littie from the government. See, e.g, U.S. v. Whileker,
343 F. Bupp. 358 (E.D. Pa. 1972}, rev'd on other grounds, 474 F. 28 1246 (Ird
Cir. 1973) (burden on goveramen} to show inadequacy of alternatives is not
great). Perhaps the best Hiustration I can eite—though not, I hope, too typical an
gggmgpgwappeared in & Chureh Committee Stuff Btudy in a footnote on pp.

A Justice Departmeni memorandum states that the currest policy of the
Attorney General is to suthorize warrantless electronic surveiliance “only
when it is shown that its subjects are the active, conscious agents of foreign
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powers”. "This standard “ia applied with particular stringeney where the
subjeets are American citizens or permanent resident aliens”.

In one instance during 1975, it was decided that there was not sufficient
information to “meet thesa strict standards:” and the Department went to a
eourt for “orders approving, for periods of twelve days each, wiretaps of the
telephone of two in ividaa%s J" The ¢ourt issued the orders, aecording to this
Justice Department memorandum, even though “there was not probabie
cause to believe that any of the partienlar offenses listed in “the provisions
of the 1968 Act for couri-ordered electronie surveillanee “was being or was
about to be commiited.” TFhe facls supporting the applieation showed
aceording to the Department, “an urgent need to obtsin information about,
possibie terrorist aetivities”; that the information was “‘essential to the
security of the United States;” that the information was likely to be obtained
by means of the surveillange; and that it “could not praetieably be obtained
by any other means.” The Department has described this “‘ad hog adjustment””
of the 1888 statute as “extremely difficulf and less than satisfactory.”
(Justiee Department memorandum from Hon Carr, Speeisl Assistant 1o the
Attorney (ienersl, to Mike Shaheen, Counsel on Professionsl Responsibility,
2/26/76.3, Vol. T1L, 29293 n. 71) .

And for what? Over and over again, we have been assured that wiretapping is of
enormous vaiue and will be earefully used. Yet, a careful reading of the National
Wiretap Commissioner’s report on law enforcement surveilisnce makes it elear
that the widespread zge of this “dirty business™ in conventionsd eriminal matters
has not made an apprediable dent in organized crime—the alieged purpose.
They’ve caught a few low-level bogkies—"“mom and pop'’ type, to use an ¥FBI
spokesman’s phrase-—who generally pet almost negligible sentences, but not
mueh mere. . :

The same seems to hold true in the national seeurity intelligenee feld, From
Richard Nixon to Ramsey Clark-—and that, 1 need hardly =ay, is quite o range-—
the value of wiretapping has been disparaged. Talking to John Dean on Febru-
ary 28, 1973, about the 17 wiretaps instaiied to discover the source of leaks abont
the Cambodian hombing, Mr. Nixon said:

They [the taps| never heiped us. Just gobs and gobs of material: gossip
and bullshittiog [uninteliigible] {sie} . . . The tapping was a very unpro-
duetive thing. I've always known that. At least, it’s nover been useftl in
any operation ’ve ever conducted. (Statement of Information VII, p. 1754)

{In that respect, he wasn't totally sccurate-—the information that the FBI
pieked up about n prospeetive article by Clark Clifford may net have promoted
the national security, but it eerteiniy was of politieal value)

Ramsey Clark has declared that if all national security intelligence taps were
turned off, the net adverse impact on national secnrity wonld be “ansolutely. zero”,
Hearings on Warrantless Surveiiiance Before Senate Administrative Practiees and
Proeedures Subcommittee 533 (1972). Morton Halperin, a former staff member
of the National Seeurity Couseil, has taken the same position. The Bulenko court
found that the tape in that case had been *‘ineffeetive and unsueeessful’”, {.8. v,
Ivanoy, 342 F. Bupp. 928, 937 (D.N.J. 1972}, aff'd, 494 F. 24 593, 618-19 {3d Cir.
1974}, The JDL taps did not prevent the Amtorg offiee bombing. Zweibon v.
Mitchell, 516 F, 24 at 609, 610, Professor Phitip Heymann testified at the October
1974 Hearings that there was no need to wiretap American eifizens, resident aliens
or foreign visitors except upon probable cause to helieve a erime was being eom-
mitted, On the bagis of nine years of highly sensitive work in the Justise and State
Departments, ineluding work with the CIA, Professor Hevmans said he ¢enldn’t
“think of a compelling ease for eleetronie surveilianes of an American eitizen that
does not eome within the gategories of probable eause to” believe that there = o
violation of the espionage, sabotage or treason statutes”, Oetcber 1974 Hearings
215, snd he would treat resident aliens and visitors “the way I wonld handle
Ameriean citizens”, Id. at 219 As he noted, “the espionage statutes are very
proadiy written”, and easily apply to leaks, for exampie. Jd. at 218, ('The worth-
lessness of eleetronie snrveillanee for the purpose of diseovering leaks is also doeu-
mented fully in the Church Committes and Staff reports) See generally my
testimony at p. 218 of the October 1974 Hearings.

Cutting aeross all of this, is what hisfory has demonstrated time and time again:
From the Alien and Sedition Laws to -Watergate, it is elear that exeeutive power
eannot be trusted, that it constantly identifies national seeurity with personal
politieal security, and that in fimes of stress, even the eourts eannof be trusted.
Nor can we rely on good people in ofice. In the first place, we don’t often have
such good peeple around. In the seeond place, it makes little differenee who iz
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the incumbent—once in office, Jeferson, Lincoln, Wilson, to name enly the revered
dead, 2]l commitied grave violations of civii liberties when they felt threatened.
No exeentive caught in one of our perpetual domestie or international criseg, can
be expeeted to resist the temptation to nse all the powcer at his disposal te fight
eriticism or obstruction of what he thinks he must do for what he often honestiy
considers the eommon good,

For ali thesc reasons, any bill legitimating the “'dirty business” of wiretapping
and bugging must be serutinized closely, It should not be rushed {hrough but must
be cautiously and carefully examined to make sure it gives away ag little liberty
as possible. Rushing is especially nnnecessary today, when we are in a “;])criod of
relative domestic franguility and infernational peaee, and when the Watergate
and Church Commitice revelations of governmental misconduct are still fresh.

Some say, however, that regardless of what prohibitions we impose, the govern-
ment will continne o tap and bug anyway, so why not legitimate and try to ¢on-
¢rol i4? That ecunsel of despair is wrong on at least two eounts,

In {he first plaee, it seems clear from the Church Committee reports that when
President Johnson aznd the Attorney (General ordered an end fo tapping and
bugging, those practices were in fact substantially reduced. Sneh an ontcome is
especially Hkely if there were sufficient oversight by this or other congressional
committees.

Secondly, it ia just philozophically wrong to throw in the towel that way., That
logie wonid dictate that the easiest way to reduce the ¢rime rate is by simply
repealing the criminal code and legitimating ull or some kinds of lawlessness, %/‘c
obvieusiy don’t want to do that.

It has also heen suggested that o suceessor to Attorney General Levi might he
unwilling to go along cven with this bifl, and might insist en operating solely
within the Kxceutive, resisting the notion of anteeedent hudieial serutiny, Per-
haps, but if so, he’d be running s grave risk of acting unconstitutionslly under
Zweibon, Although the Court there did not need to extend its holding in tgat- case
to go-called “foreign agents,”” it dealt explicitly with the problem and made it
clear, at pp. 83536, 04445, that i wonld reguire a warrant and most of the
Title 111 procedures as well, prabably, for witting or unwitting forcign agents.
1t slso indicated its belief, in dictum, that “ao wiretapping in the ares of forcign
affairs shauld be exempt. from prior serutiny,” id. 2t 651, And I'm sore it wonld feel
holstered in its pozition by the Chureh Commitiec recommendations that tapping
of non-foreigners be done solely under Fitle 1¥L

No. Instead of spending an cnormong amonnt of time and energy on trying o
legitimate what is basicaily wrongful, we ought to try to devise sanctions and
enforecment devices to effectively stop fhese invasions of onr fundamental
liberties.

1. SPNCIFIC COMMENTS

I oppose the bil because it would authorize tapping and bugging of many,
many American eitizens, resident aliens and foreign visitors, for months and even
years, without requiring any showing that vital information wili be obiained and
without adequate procedures for emsuring or even defermining the legality of
sueh surveilianee.

4. Subjects For Surveiliance

1. Fargets .

(a) §2621(h3(#7). The bill wonld permit tapping and bugging of totally ingocent
and patriotic Ameriean citizens—as well ag resident aliens and visitors——simply
because they assisted someonc else in obtaining some privaie information that
related in some way te forcign affairs. The helping person need not know that
the “‘person . . . engaged in clandestine intelligence aetivities’” (whatever those
are} is acting “pursuant {o the direction of a foreign power—he need know
only that he is aiding the activities in guestion, for the word “knowing’' modifies
only the “aetivities™ and not the “foreiges power” direction. This could eateh a
SBenator or Congressman who helps or provides information fo & persen whoe
turns out to be acting pursnant to a foreign power’s dircetion. It would have
justified the spying on Martin Luther King, Jr, Indeed, it makes snyone in the
United SBtates a possible target of o tap or bug, even though that person has
ne intent or even suspicion that be is helping a foreign power, and may pot in
fact, be doing so. Al it requires is that he knowingly help somcone whe is in fact
“‘engaged in clandestine intelligence activities” for a “foreign power”,

{h) And what are thesc “clandestine intelligence sctivibies” amyway? In
introducing the legislation on Mareh 28, 1976, Senator Koennedy expressed great
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concern about the meaning of this phrase, and I see no reason why that concern
should not continue. Al it seems o mean is “secret’”’, but with sinister overtones.
{The dicticnary definition is “eonducted with secrecy by design usually for an
evil or illieit purpose.”} But this covers anything done on a confidential or private
basis. It clearly implies nothing uslawful, since that weuld be covercd by ‘Fitle 111
Surely, preciots First and Fourth Amendment freedoms of an American citizen
or anyone else in this country, should not be throws away simply because someone
does something confidentially at the direstion of a *foreign power’.

{¢) Section £2521(b}(5). The definition of “foreign power™ enlarges the category
of possibie targets even more. It includes “enterprises controlled by” a forcign
faction or government. Many airlines, for example, and other commersial,
cultural, industrial and other types of enterprises, are owned in whole or in parf
by foreign governments and therefore “controlled” by them; this may also apply
to American coneerns which serve as sgents in specific ventures. Any and all of
these may be targets under §§ 2524(a){43()) and 25231 (bY(H.

The possible scope of this bill inay be seen from the following: If an American
branch of an Israeli or Canadian bank “directs’ an American citizen to obtain
some infernational trade information in a quict way, and that American asks
apother to help him—even ¥ he doesn’t tell the latter of the “anterprise’s”
“direction’” (sce prior discussion of “foreign agent)--taps and bugs may be
instalicd on the phones, apartment and offices of the banks and of both Americans,
And it is imoportant $o reeall in this connection that all who call or arecalled on
these tapped phoses or are in the rooms or offices bugged, will also he overhead.

2, Bubject Matter. :

All this might perhaps be tolerable if matiers vital to the nation's defense were
at stake. But this bill does sot limit electronic spying on Amnerieans and others to
such matters. For reasons not altogether clear, it abandons the three national se-
curity eategories of the first sentence of 18 T7.8.C, § 2511 {c), and in § 2521(3) {1
includes information “deemed essential . . . to the eonduet of the foreign affairs of
the United States”, which ean include everything from an international ping pong
tournament to grain sales to India or Russia, to aid for Israel. Moreover, it can
reagh matters that are largely domestic, for in the global village we now inhabit,
few things are so purely domestic as not to afiect and—in the eyes of nervous .
policymakers—be “deemed cssential . . . to the conduct of the foreign affairs of the
United States.”

Again, if men were angels we might perhaps rely on their good faith. But angels
are not 0 be found in government or anywhere clse. Tnstead, we have harricd
public officiale, beset by one crisis after another, and usually too worricd about
;s]:{jcir problems or their jobs fo be relied upon for the profection of individual
iberty..

B, Predicates for electrondic surveillance. " Probable cause” under §§ 2524(a)(6) and
2526{a){m ..

The above disenssien deals only with the targeis of the surveiilance permitted
under this bill. Equally troubling and probably unconstitational in the paucity of -
the showing that must be made before these wide-ranging intrusions are 10 be
permitted. e bill does not require & showing that the desired intelligence is
likely to be obtained by the surveillance. Sections 2524(a)(8) and 2525{a)(5) re-
gnire only that there be (1) a certification by an cxeeutive officer that the “in-
formation sought is forcigs intelligence information and that such information
gannot feasibly be obtained by normal investigative fechniques”, and (2) &
finding by o judge of proballe eause to believe that the farget is a foreign power
or agent, and that the site of the surveillance s being used or iz about to be used
by the foreign power or agent, Thus, all that the statute requires a neutral magis-
trate to find probable is the target’s identity and location. There is no requirement
thit s neutral magistrate fud probable cause fo believe that the information seught
will be obtained from the target and at the location,

This omissdion seems unconstitutional. The legisiative history of 18 1.8.C.
§ 2511(3) makes it clear that the fest of “reasonablenass” applies to national se-
curity surveillance, and, by citing Carroll v. Undted Siates, 267 T.8. 132 (1025,
makes it equally clear that probable eause is necessary. See 5. Rep. No. 1097, $0th
Cong., 2d Sess. {1068} at 94. The eourt in Carrell nllowed the police to search
without & warrant where a moving oar is concerned, but only if there were probable
cause to believe contraband would be found. See 267 U8, at 153-54,

. 'This probable cause requirement was made explicit in Zweibon, which insisted
on ‘' ‘probable cause’ to believe that certain categorics of intelligence informa-
tion are likely to be obtained from the survillance even though evideace of ¢rime
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is neither sought nor likely to be uncovered”. 516 F. 24 at 658, The Court went on
to note the deference to be accorded to KExecutive assertions concerning the
importance of the surveillance but added:
Nevertheless, ‘ftihe time has loag passed when the words ‘foreign poliey’
uttered in hushed tones, can evoke a reverential silence from either a court
or the man on the street.’ Pillat v. CAB, 138 T1.8, App. D.C. 239, 252 n.
34, 485 F. 2d 1018, 1331 n. 34 {1873). See alzs Keith, supra note 2, 407 U.8.
nt 320, 92 8. Ct. 2125, Some showing should be reguired of the Government
that the information sought, even when its need 15 viewed most favorably to the
Government, ¢ of suffcient tmport fo justify the infrusion of surreptifious
surverlance. 516 F. 2d at 657 n. 207. {Pmphasis added)

Even the Butenko Court of Appeals majority—which seemed to requirve only &
finding that the “primary purpose™ was “to secure foreign intelligence informa-
tion”, /. 8. v. Bufenko, 484 F. 2d 583, 604 (3d Cir. 1974) did require a finding
to that effect by & neutral magistrate. ’

Moreover, the statute requires the certification as to purpose only by an
execuitve offcer, which is a {ar cry indeed from sz finding by the independent
neutral magistrate required by the Constitution. See Coolidge v. New Hampshire,
403 17,8, 443 (1971).

Apart from constitutionality, I think the omission is very bad policy, for it
aflows clectronie surveillance of Asmericans and others even if there is no good
reason to believe that vital, or even relevant information will be obtained. 3.
3167 thus authorizes what iz truly a general warrant in almost the literal senge—
& pure fishing expedition based solely on the identify of the people invoived,
and not necessarily on anything they did or knew or intended. Thig is an jrenic
touch indeed in this Biceniennial year, when we commemorate & revolution
fought in part because of the use of general warranis,

C. Puration and scope

1, Minimization: §§ 2524(a) (5}, 2525{a} {4}

The mminimization reguirements of 85 2524(a)(5) and 2525{a) (4) seem lLimited
to Americans only, and this seems inadequate. More importantiy, $his is & mean-
ingless provision, as noted earlier. Though clearly required by the Constitution,
the fact is that minimization is impossible, 85 a practieal matier, even in the law
enforcement arca, as the National Wiretap Commission report demonstrated
conciusively, and especialiv where bugging is eoncerned. M};r own analysis of
the Reports to the Administrative Office of the 1.8, Courts also shows that a very
high proportion of intercepted conversations are admitéed to be irrelevant,
according to the proseculors’ ows reports.

Where ‘nfelligence surveillance is concerned, minimization is almost impossible
as a theoretical inatter. As indicated carlier, the object is imprecise by defipition
and, ns Mr. Kelley pointed out, the whole idea is 4o pick up bits and pieces of
apparently irrelevant informution. The Halperin and other {aps, so thoroughly
d_es;;ri(;)ed in the Church Committee reports, show how much irrelevant stull is
picked up.

The inability to minimize intelligenee surveiilances, which are ofien allegedly
for Jprevenzive purposes, poses a parficular threat to First Amendment freedoms,
as Justice Powell pointed out in the Keith case. Furthermore, the broad seope of
the “foreign affairs” purpose of surveillance anthorized by S, 3197, and discussed
in section A above, makes minimization efforts even more useless, no matter how
bona fide an effort is made,

2. Tength of Fime: § 2525(¢)

These fishing expeditions info the subjects’ most intimate and confidential
utterances are authorized for an indefinite period, or to put it more preciscly, for as
lang as the executive wishes. The initial period is 89 days, but this may be extended
by & showing of the same facts as in the original application. As we have seen this
amounts 1o very little—identity of the target and place, and a certification as to
purpose. None of these changes over time, so extensions will be granted upon re-

- quest. Excluded, apparentiy by design, is the requirement of Title T1F that there
be some explanation of why there is 2 need to continue the surveillance. Compare
18 U.8.C § 2518(3)(¢). Thus, for the lovser intelligenee surveiliance, where we
deal with people as to whom there is not even & probability of eriminal involvement
we aliow much, much more longer spying than on those who could he immediately
arrested beenuse there is probable cause to believe they are eriminally involved.
Bee IRTLB.C. §2518{3) (a).
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And the likelthood is that there will be many extensions indeed. Intelligenee
taps are notoriously lengthy, as indicated in my Michigan Law IReview article.
Figures provided Senator Kennedy s few yvears ago and analyzed by his staff and
then by me, show that the average intelligence tap iasted from V8.3 o 290.7 days.
Since the federal Title TIT taps lasted 13.5 days and averaged shout 58 people and
960 conversations per year, the average national security tap canght between 5500
and 15,600 people per yvear, and the 160 annual average taps of reeent years over-

“heard between 55,000 and 150,000 people per year. See my paper in Privacy In a
Free Society, 51 (Roscoe Pound—American Trial Lawyers Foundation {Cambridge,
Mass. 1074)), Information developed in the JDL (Zweibon v. Mitchell}, Halperin
and other cases confirm both the lengthy nature of these taps and the vast numbers
of peopie overheard, I find it diffieult fo see how this sguares with the Constitu-
tional mandstes iaid cut in the Berger case, ecspecially where we dedl with a mere
“foreign affairy’ tap.

D, Notice

One of the most glaring deficiencies iz the Iack of notice o the targeis of the tap.
See the views of the Association of the Bar of the City of New York presented at
the Oetober 1974 Hearings at pp. 83-85. I think this too raises very serious consti-
tutional questions of several kinds, In Kaiz ». U8, 389 U5 347 (1967), whore
Justice Stewart raised the possibility of warrantless surveillanes for national
security pwrposses, id. a$ 359 n. 23, he declared only that notice could be post-
poned, id. a$ 355 n. 16—he did not aay, however, that it could be dispensed with.

Without notice, sanctions are meaningless, and without sanetions, whatever
protections are purporiedly provided are equslly meaningless. Purely ez parie
proceedings are not enough where fundamental Iiberties are at stake, As the
example gited earlier indicates, overworked judges simpiy cannot be relied upon
as the sole proteetors of hberty without the sid of an adversary procceding and
serutiny from the aggrieved persons. At least that much has been taught ws by
Alderman v. 7.8, 384 U.R. 1638 (1969} and the whele history of the Fourth
Amendment,

The lack of notice is particulariy troublesome when the tap or bug s used for a
criminal prosecution. Under § 2526{c}, as the bill stands, & defendant against
whom the surveiliance is fo be used is not entitled {0 notice of that faet the judge
may order disclosure of the order ang application oniy on an affirmative Snding
that it would be useful. if the judge doesn't want to disciose anything, he doesn't
have t¢. Again, the bill relegates ¢rucial findings $o ex parfe determination,

The possibility that in many, if not most cases, the surveiliance will never be
disclosed and therefore subject o ehallenge, raises another constitutional question
noted originally by Justice Robert H. Jackson. In his The Supreme Court and the
American System of Government, ke questioned whether issnance of wz'ret&? warrants
which might never be challenged was within the “case or controversy” preregui-
sites for federsl court jurisdietion. Id. at 12. I am not an expert in this area, but 1
think that notiee, without which no chailenge is possible, would be a prereguisite
to constitutionality if Justice Jackson's question is souadly based. Without a
notice reguirement and without the likelihood of a criminal case, it ig difffieult to
see how the case or controversy Teguirement can be met. 1 think this is an ssue
that should be more fully explored by experis. : :

£, Procedures: §2683 :

1. The statute permits judge-shopping, including applying to several judges
untii one gets to one who will grant it.

2. Appeals should not be ex purte, but should be handied iike mandamus proceed-
ings in which the defendsnt-judge ig entitied to a lawyer, Sec, 2.¢., U.8. v. U8,
Dist. €, where Willlam CGossetd represented Fudge Keith, Someone from the
Civil Rights Division or a special assistant could be designated.

3. The certification about the impracticability of other investigative methods
i not likely %o be of much value, Under TFitle III, where the judge must make &
finding fo the effect, the results have been worthless—iudges routinely rubber-
stamp the prosecutor's assertion.

I have two sug%:asticns in this regard: {1} Require an exgiicit fnding by the
judge; and {2) make the legislative history clear that the judge is to exercise his
own judgment here, giving due weight to the government’s position. Aithough
the judicial review of the government's judgment wili probably be minimal, the
nere existence of sueh review may be useful. .

4. Ujse in criminal cases. The record is appallingly persuasive that so-caled
intelligence surveiilance has been used extensively for enforeement of the eriminal
iaw, and to evade the requirements of Title 171, See the 1674 testimony by William
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Bender and John H.F. Shattuck before the Judiciary Committee. The JBI case
{Zweibon v. Milchell) demonstrates the same thing. The breadth of espionage
statutes, the very close link beiween intelligence and law enforcement (indeed,
many of us are really at & loss $0 know what it is that the government legitimately
seeks that is retated to the national defense bu$ is yet outside both espionage and
sabota§e)wail these make it Dmportant fo eliminate the temptation to evade
Title ¥ by using the very loose procedures of 8. 3197 whenever anything con-
nected with foreign affairs is concerned.

W g §ec%i0n 41 (%}nof the biil prevenis foreigners from suing for illegal surveiilance.

y?

F. The Discloimer: § 8528

T must confess 1 still do not understand what the discigimer provision is getting
at and what it is supposed to accomplish. If the Congress thinks there are no
inherent presidential powers, why even mention it? If the Congress thinks there
are such powers and the provision is supposed fo imply that, then why not say
s0 openly 50 we know what is ab stake and what we’re talking about? And if the
Congress doesn’t wani to take & position, why say anything at all?

Indeed, the reference to the possibility of inherent presidestial power realiy
does seem t0 imply sn acknowledgment of such powers. For example, subsection
(a} exeludes from snch possible power only surveiliance covered by the bifl. This
may be read to imply inherent presidentisl power for other kinds of surveillance,
stich as visual surveiliance, or the use of wired or other nechanically equipped
informers where they encrosch on attorney-client or First Amendment liberties,
engage in entrapment, or do other lawless things. As 1 have testified earlier, I
don’t think there are any inherent exeeutive powers to invade First and Fourth
Amendment freedoms.

As to subsestion (b}, what does this add to the emergensy power of §2525(d)?
What kind of situation did the draftsmen and sponsors have in mind? Again, ¥
can’t see any legitimate purpose 6 it and I wonder why it is there.

. Bugging, Section 2621 (b} (2){iid) :
Beeause bugging is much more noxious, and uneontroilable than telephone

tapping T would defete all permission for that kind of surveillance, especially in

the intelligenee ares where the parameters of relevance are even broader than in

law enforcemnent.
115, ADDITIONAL CONSIDERATIONS

1n its present version, 8. 3197 is a partieularly dangetous bill for a host of external
reasons in addition to those already discussed.

1, Bt is the &rst time intelligenee surveillanee is being legitimated, and the bl
may well serve as a pernicious mode! for similar bills in the domestic ares, as
Justice Powell mvited Congress fo enact.

2, Its sponsorship and support by long-time adherents of individual liberty may
induee many not to serutinize it too elosely,

3. Has support by a responsible Attorney General who is considered more sensi-
tive to civil liberties $han many of his predeeessors will also induee a willingness to
rely on a benevolent Atforney General, despite the lessons of history.

4, Tt may be used as a model for oiher kinds of surveillanee, sueh as break-ins,
and the tike.

Instead of passing suech a Hawed bill, Congress would be beiter advised fo
adopt & proposzl of William Suilivan, former FBI Assistant Director for Domestic
Intelligence, who suggested in 1974 on the basis of thirty years experience that:
Consideration should be given to have the governmenti issue an order that no
telephone surveillances or microphones be used by any federal ageney during
the nexi ihree vears, At the very same time a vehisle should be set up to atudy
for that three year period the effects of this bau o determine if the criminal and
security-intelligence investigations suffered from the bam or not. The study should
be done by knowledgeable mesn not employed by an investigative agency but
aithorized to have aecess $o all the necessary evidence. Privacy in o Free Sociely,

99,
The Commiitee should combine thiz approach with efforts to devise methods
of strictly enforeing such a ban,

CONCLUBION

There nre a few rare moments in history when governmental iawlessness
becomes so onerous and obvious that a greas leap forward ean be made on behalf
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of human liberty. One of those moments occurred just two hundred yvears ago
when the colonists reacted to violations of their rights to privacy and speech
by founding & nation on principles of freedom and democracy.

TESTIMONY 0P HERMAN SCHWARTZ, I’ROFESSOR, STATE UNIL
VERSITY OF NEW YORX AT BUFFALQ, SCHOOL OF LAW

Mr. Scuwanrz, Let me just say that I shink this is a rémarkable
dey for civil Hberties, but 1 do not think i} is for the reasons that Mr.
Hevymann has suggested. It is remarkable, perhaps, that this is the
first time that we may be legitimating electronic surveillance for
intelligence purposes without a erime on Americans.

Mr, Neier and I have not collaborated on our testimeny, so I do
not really know whether we agree in nuances; but I do know that my
position 1s very similar and that the position that 1 will take is very
similar to that of the Church Committee. I s a Httle siartied at Mr.
Heymann’s shock that one should oppose this kind of bill when the
Church Commitéee said flatly, “all nonessential electronic surveil-
lence, mail opening, unsnthorized entry, should be conducted only on
suthority of judicial warrant.” That is recommendasion 51, that all
nonessential eleetronic surveiilance should be according to Title ITI
with one exception, and that is for foreignoers, for agents, officers,
employees, or conscious agents of a foreign power.

Under the Church Committee recommendations there would be no
tapping of Americans if there were no Title IXI, in addition to which,
as I gave my good friend Mr. Heymenn notice & few minutes ago, I was
well along the way to misrepresenting & former position of his; and
that is, I think as I read his testimony of October 1974, before the
committee 1 spoke shout before, and this appears on page 5 of my
testimony, according to the way I read it, perhaps I misread it and if
Idid I am sorry if% did Mr. Heymann any injustice in this mabter;
but Professor Heymann himself said that he saw no need to wiretap
American citizens, resident aliens, or foreign visitors, except upon
probable cause to believe a crime had been comnitted. Perhaps he
has c¢hanged his mind. But the only point 1 would make at this time
is that the position thaj is being suggested here is in no sense an oul~
iandish position. The bill that ¥ would recommend would be a biil
going precisely along the lines of the Chureh Committee recommenda-
tions, which is that you do not tap Americans or resident aliens with-
out complying with Title Il

Mr. Heymany. May I just say something?

Mr. Scawarrz, Of conrse, personal privilege, obviously.
~ Mr. Heymann. I want just to make clear that my position remains
about the same on this, I think it is a close guestion.

Senator Bayn, May 1 ask & question? Those of you in the academic
field, are you under the same or similar eonstraints to change your
pogitions as we are in the political field?

*Mr. HEymann. I think the fear of appearing inconsistent, even over
a pertod of 20 years, affeets us all. T regard it as a very close guestion
today whether, if T were starting fres%, I would limi$ the exeeutive
branch to the espionsge-sabotage laws basically. That is a very close
question. It would give us more protection, not because it is a crime,
. but becsuse those laws are fairly narrow, those crimes are fairly nar-

row, even 88 vague as espionage can be.
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On the other hand, I cannot make a convincing argument that
Attorney General Levi is wrong in saying anyone who is a secret
agent, part of a foreign intelligence network, and knowing that he is,
ought to be subjected to governmental surveillance. I ecannot say
that is wrong either. In short, T am very much on the fence here. My
own view is 1t depends on whether you can define Attorney General
Levi’s category adequately and preetsely. If you can, I would have no
great objection fo it.

Mr. SeapwarTtz. Let me go on from there to say that there is a tone
i this testimony in suﬁport of this bill, that if we do not grab the
opportunity now we will never have it again. I do not see that at all.

The courts, eertainly the Zwetbon case, are moving toward tight-
ening up these procedures. In fact, if Zwebon is to be the way of the
future, and we do not really know that, but Zweibon is the only case
which has addressed this at great length; it made very clear that for
most situations, in fact with almost no exception, it would require
some kind of judicial warrant. I find it very difficult to believe that
with all of the qualifications within the Zwethon case to shape the war-
rant to the appropriate circumstences—and by the way, this even
goes to embassies, one of the footnotes refers specifically to that—a
warrant ﬁr(me{iure is not likely to be coming judicially mandated,
because that is one of the other changes in the situation. The courts are
beginning to get very worried about this kind of stuff, and if we wait
a while, 1t is hard to believe that things will get very much worse in
terms of appropriateness for passage of tightening-up legislation.

Now [ Wt}izlc}) like to start a little bit, and I hope I will not be
repetitious or redundant, with some first principles. We are not deal-
ing with an ordinary search. We are dealing with wiretapping, which
inherently is almost impossible to limit. One of the most interestin
revelations of the National Commitiee for Review of the Federa
and State Laws Relating to Wiretapping and Electronic Surveiliance,
the Presidential Commission set up pursuant to the 1968 act, is that
minimization is almost a total failure, and ¢his is under Title 111
wiretapping, where you have a crime which can provide some kind
of precision. Clarence Kelley testified at those October 1974 hearings,
that that element, which provides a certain set of criteria for precision,
is totally absent i the intelligence context. So, what we are talking
about is a general warrant with a vengeance. Once we specify who
the person is, anything goes. Everything is fair game, and it 1s virtually
impossible to avoid that kind of dragnet. So, we are really back 200
years later to the general warrant situation.

When we look at this partic tlar statute, and 1 will touch as briefly
ns I can a litéle bit later on this aspect, on the foreign side, with the
almost inextricable interconnection between domestic and foreign that
we know to be so clear as we have become a world power and live in
what Marshall McLuhan referred to as a “global village,” what we
are really talking about is anything and everything. And for a reason
which T do not understand, the omginal contours of the foreign intel-
ligence exception, if you will, as set ont in Title 111, namely the three
categories of the first sentence dealing with hostile power attack with
the safeguarding of American intelligence and with the gathering of
intelligence from foreign powers, that has been expanded by some-
thing which is truly a wild card, which includes anything and every-
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thing. That is the fourth definition in the provision at 2521(b) (3) (i1) (b),
information deemed essential to the eonduct of the foreign affairs of
the United States.

As the Zweitbon case seid, talking about something very similar to
that, that includes the Bolshoi. Ballet, 1t includes grain sales, it in-
cludes international ping pong, it includes anything and everything.
If you look at Ramsey Clark’s testimony, which he has given several
times before Senator Kennedy’s committee and others, you will find
that he turned down applications for every conceivable kind of tap of
something with a foreign nexus—agricultural attachés, the whole range
of things. We are dealing with a bill here which would allow tapping
for enormously lengthy periods of time, I want to comment on that
as well, on anybody w{o is identified as a foreign agent.

Now the warrant requirement—I think Senator Biden's comments
are very helpful here—I think & warrant requirement probably would
avoid what John Mitchell felicitously called some of the White House
horrors, and 1 think insofar as that would have happened, that is fine.
There are some things they will not take to a judge or some things
they will not do if they have to let & judge know they are going to do
it. But apart from t].at I do not think we have very much to ailow,
especially not under this statnte. -

Now the question is if we are dealing with a very broad range
statite, “for what?” To get foreign intelligence information? And yet,
we have heard over and over agamm from Ramsey Clark, Morton
Halperin, a range that runs from Richard Nixon on the one hand to
Ramsey Clark on the other, which 1 am sure yon will admit is quite
a range, that wiretapping for national sceurity purposes isn't worth

“very much. You may recall the Judiciary Committee hearings, there
was the conversation between Nixon and John Dean in which he says
to him, “The tapping of the 17 wiretaps. The tapping 1s a very un-
grodzzchive thing. T have always known that. At least, it has never

gen useful in any operation I've ever conducted.” Ramsey Clark
said the impaect would be absolutely wero if vou turned off ali national
security taps. Not only that, there is an Interesting suggestion by
former Depnty Director or Assistant Director of the FBI for Domestic
Inteiligence, William Sullivan, who was in charge of most of this
stuff, & suggestion by him to the Roscoe Pound conference back in
1874, that 51 national seeurity; and in faet all taps be tnrned off for.
3 years, and that we see what happens. He raised the possibility that
nothing much terrible would happen. CL

Obviously wiretapping, obvionsly intelligence tapping produces
some usefnl information. Any tool does. But what we are talking about
here is an enormously intrusive, uncontrollable device, and the
question is, are yon giving np more than what you have to gain? What
I am suggesting is that the revelations before the Church Committee,
which fonnd over and over again that, for example, with respect to
leaks, wiretapping never did any good, and with revelations in other
contexts, the potential for abuse s far, far greater than whatever is
likely to be cbtained.- o :

Now I know that is not & popular position. The Attorney General
comes in here and says I nced it, especiaily an Attorney General like
Mr. Levi, who obviously is cut from a different mold than many of
his predecessors. The fact remsains, however, that the case has not
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been made. I would suggest, and here again I am simply reiterating a
difference with Mr. Heymann, that before this Committee passes legis-
Yation, it look very deeply into that threshold question oip how much
do we really need these kind of devices for this kind of stuff. Then
maybe the Commitiee will find that the need is very small and the
wraps should be very, very tight indeed. _

Senator Bays. Are you going to go on to another subjeet now?

Mr. Scuwarte. I was going bo comment first on the suggestion that
look, if you don’t try to control this, they will do it anyway, and
then I will turn to specific sections of the bill,

Senator Bayn, Well, remember where you are because I would like
to really sort of nail down whether we really are talking about a thresh-
old or not. I may be wrong, but as I recall the ACLU position has
always been no eleetronic syrveillance, period.

Is that aecurate?

Mr. NmEr. That is correct.

Senator Bayu. No matter what the threat might be, you do not
feel that electronic surveillance as a tool shonld be used?

Mr. NEigg. On the ground that it does not meet fourth amendment
standards of partiaularly describing what is fo be seized. Inevitably
e}ectr}?nic surveillance sweeps in everything and becomes & general
Searci.

Senator Bayn. Does that apply to foreign agents, foreign citizens
operating in this country, as well a5 Ameriean citizens?

Mr. Nurer. We have a fiad position. I would say that I am not
aware that the Constitution has ever been defermined to apply less
to anybody who is in the United States than to an American citizen.

Senator Bava. But yvou have this seross-the-board prohibition.

Professor Schwartz, are you in that same position?

Mr. Scawarrz. Very close.

Senator Bavu. How ¢lose?

Mr. Beswarrz, How close?

Benator Bayu. Talk about tight wraps, does that really suffocate
the baby-—the blanket is so tight there 18 nothing left to discuss?

Mr. Scuwarrz, With respect to law enforcement wiretapping, I
have come to the conclusion that there may be a few rare cases where
it can meet the speeificity requirements. 'The Kotz case was one such
case. { have also come to the conclusion, however, that by and large
it will never be so restricted; that by and large there is no way In
which wiretapping ean be limited to the {few very rare cases. Certainly
Title 111 does not even purport to do that, and under the circumstances,
since all social policy invoives trade-offs between what yon gain and
what you lose, I wind up saying that as a practical matier, “Yes, I
am opposed to all wiretapping,’” that is, law enforcement wiretapping
in the foreign security area. I certainly have no problems with oppos-
ing all Iaw enforcement wiretapping with respect to American citizens,
certainly all warrantless and certainly all non-Title-11T tapping. Then,
when you move to the next stage of intelligenece tapping, 1 do not
think there oughi to be any intelligence tapping because 1 think
that, more even than with Title 111, there is simply no way to con.-
trol it. Since you have moved automatically into an area of first
amendment involvement, as the court said in the Keith case, as all
of the courts have said which have deslt with it, I wind up pretty
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much against all intelligenee surveillance. The only exception I can
think of is that which involves the embassy situation, and there I
am impressed with the comments of former Attorney General Ramsey
Clark and others, that that really turns up noshing of conseguence,
in fruth mostly an enormous number of Aniericans who keép calling
embassies and the like. So, on balance, I wind up with o pretty flag
no, aithough for a whole series of different ressons, dealing with
different sitnations. :

Senator Bavse., You said that pretty clearly. :

That is not Professor Heymann's position, and so we have s
difference. ' . .

Please go ahead. . .

Mr, Scuwanrz, | think one difference between Professor Heymann
and myself is that I notice—and I do not know again whother thisis a
misreading of what ke said—I notice that Mr. Heymann in his testi-
mony said before that he did not cee s very sharp distinction between
wiretapping and other kinds of searches.

Mr, Hevymann. [Nods affirmatively.]

Mr. Scuwarzz. | think that is & very, very significant difference
between us. To me the difference is absolutely enormous between the
conventional search and wiretapping in terms of both first amendment
and fourth smendment specificity requirements.

Senator BayH. Is he accurately describing you?

Mr. Heyumann, This time, Senator Bayh, he is accurate.

Senator Bava, Opening mail, direct search, wiretapping are all the
same to you?

Mr. Hevmann. I do not remotely think that it is worth much teday.
I do see the wiretap issues as very similar to the search issues. I think
1 would say that what Herman objects to is a general search because
you pick up many conversations on a wiretap other than the one you
are seeking, This is true in any search, because when the police officers
goin and imk for a rifle sontewhere in the house with a warrant, they
se¢ everything else, and they are allowed to pick up anything else
that looks like evidenee as they go through the house looking for the
rifle. But T am afraid I have now tempted Herman into & response on
that purely law professor’s issue.

Mr. Scawarrtz. 1 disagree very, very sba.rgiy with that. I must
say T think I am supported in that by the Supreme Court in the
Berger case, which explicitly said that wiretapping is perhaps the most
awegome threat to civil liberties and is the equivafent of a general
search when kept on for 30, 40, 60 days of daily kinds of interceptions.
It is really equivalent to a fishing expedition. But that is & more
§uncciiamenta] thing that we could, though should not here, argue

or days.

Let};ne turn to the specific comnients on the bill rather than these
general considerations. T have a prepared statement wlich has been
szbmitted, and 1 would make one request, which is that I have a
couple of additionsl comments on page 5 of the statement. T would
like permission to mail an appropriate insert to fit into that page 5.}

Senator Bava. Certainly.

Mr. Scuwarrz. You have heard enough about this notion of the
excessive breadth of the agent provision. I feel very strongly that as
written, regardiess of what Mr. Levi says, it includes unwitting

! Hee 1. EDS.
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Americans who knowingly help, but do not necessarily know anythin
at all about. Pursuant to direction, I have proposed language wh'zc%
will cure that and the staff has that language.

Senator Bays. It is similar o the Heymann language?

Mr. Scawarrz. 1 think so.

The language I have reads something like: “A foreign agent is
somebody who, pursuant {o the direction of a foreign power, engages
in clandestine intelligence activities, sabotage, or terrorist sctivities,
or someone who, knowing that such person engaged in such activities
pursuant to the direction of a foreign power, conspires with, assists,
or aids such activities. That 1 think would catch the necessary
knowledge with respect to both the assistance and the direction. 1t
would deal with that problem. But I think that is a relatively small
problem in the fotal picture.

The next problem I have is, of course, with the definition of “‘clan-
destine”. You have heard this morning, as I think Senator Biden
commented, sll it means in the dictionary is secret, with sinister
overtones. I think that that adds nothing, and I thisk that that is
very dangerous language to have. I think to my mind the most
important breadth and ambiguity desels with the expansion of foreign
intelligence information fo material beyond national security, if we
are taﬁking on specific details. I think the possible scope of the bill
can be seen really from a very simple example.

Let’s suppose you have a American bra-ne% of an Israeli or a Cana~
dien bank. The bank is considered s foreign agent because thatincludes
enterprises controlled by foreign governments. Any employee of that
agent is a foreign power. If that employee privately, confidentially,
quietly, whatever is involved in that worc{) “elandestine’ tried to
get some trade information, asks someone else o get him that trade
information, that is covered by the statute. There would be nothing
dangerous to the security of this country. There may be nothing
wrong with it. Certainly this is intended-—the one thing we do know
is this is intended not to include illegal activities that go beyond it.
A tap can be put on the phones, or & bug can be put in the offices
or homes of any one of those three under this statute, because any one
of those three fits within the definition of a foreign power or foreign
agent. The intelligence activity gathering is clandestine because it
is not publicly proclaimed, whatever that means, and it affects the
foreign affeirs of the United States.

Now I don’t think we want taps and bugs, and we are also talkirg
here about room bugs, such as the 12 or more that were put in Martin
Luther King’s hotel rooms. We do not want that kind of thing;
and yet this is precisely the kind of thing that would be ellowed by
this kind of biIE as it stands, even if you improve the definition of
foreign agent to include somebody who knows of the involvement
of the foreign power.

Senator Baya. Let me ask vou this, and 1 should have asked it o
momet ago.

I guess 1 am going to ask the Attorney General because he seems
reconciled to the fact that “clandestine’” 1s rather vague and he wants
to insert different language. In trying to describe what we are after,
do we describe what “clandestine’ is, or what it is not? The types of
acts that we are really after, or the types of acts that are excﬁded,
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namely having lunch with the Israeli Ambassador and then going to
a concers?

Mr. Scawarrz. That would include, 1 think, a confidentisl talk with
& Clongressman, because thei conld be considered clandestine. T muss
say I do not know how to answer that. I don’t even know why clandes-
tine surveilianee 1s in here at all. Mr. Levi said it was originaigr because
- of anotion of spy, but that elearly does not mean anything.

The problem that you are dealing with here essentially is not so
much with a definition of foreign agent in that respect; it is that you
are allowing intelligenee surveillance for an encrmous range of activ-
ities which do not involve & erime. That is the real problem, and it
seems to me that the Church Committee recommendation is precisely
the way to go. You do not sllow it for American eifizens, or resident
eliens who are eoncerned. Yeu avoid all of these problems if yon would
just buy the Church Committee’s recommendations and have g bill
drafted that way. Then vou do net have to define “clandestine”. You
do not have to try to figure out what this sinister concept of network
is, because that is also a nice pejorative term and it also carries all of
these overtones of people meeting late at night and planning to steal
ail kinds of secrets, which somehow are stiil not & crime.

Senator Bays. Itis hard to separate these questions that I have into
& neat little package because they are all interrelated; who it is,
what tvpe of setivity they are up to, what kind of informsation they
are after. It is commingled with all sorts of other things.

Let me try to present a hypethetical. Let’s take a member of the
armed services In $his eountry, or someone who is working for the
Atomic Energy Commission; you can pick any sensitive role you want
which has indeed met the eriteria of our new definition of an agency
relationship there. He has prepared at some future date—1 suppose if
they actuslly offer for sale plans or secrets, thab gets into a ¢riminal
act which ¢an be covered elsewhere:

Mr. Benwanrtz. FThat is right.

Senator Bavn. Suppose they say they want to talk about is. Is
there no sueh person in that category that maybe we ought o keep
an eye on, particularly if you listen to the inteiligence people on the
other side? H you have someone, let’s say it is a person who has directly
violated a criminal statute, well then that question is moot.

Mr. Benwarrz. Yes; because then vou ean get & Title 111,

Senator Bava. Right. But so often they tell us in the intelligence
community that instesd of pusting the guy in jail, we want to listen
to him to see who else is involved that we now are not awsare of, so
we really have a full ides of the insidious nature of the intelligence
operation.

- Mr. Serwarrz. Sure. That is 8 perfectly normal thing which law
enforcement authorities always do. But almost by definttion that is
desling with people who are awfully close to committing a crime,

articularly in view of our espionage statutes, which are reslly very
Bm&d. Lot me add also that you slso have—Ms. Bastman whispered
something sbout conspirscy—but you also have “intent” statutes
which really go pretty far back in the cheain of operation. I weuld
think-—and here again, not being a member of the intelligence com-
munity I carmot come up with answers to the specific cases as they
are provided because they have not been provided that way—but the
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truth is, as T read the open hearings, I have not seen very many cases
of that kind.

Senator Bayn. Excuse me. You will have to execuse me.

Mr. ScawarTz. Senator, i you keep this up, we will have to offer
you a law school teaching job.

Senator BavyH. We have someone. We know he is cloak and dagger.
We know he is definitely here, working in the Russian Embassy or
some other embassy. We have tracked him through our intelligence
community and we know he is o Russian KGB agent. We then are
able to observe not only him in communication with, say, Citizen X
out here, but we observe one or two surreptitious drops and pickups
Eet“;een the two. Is that cause to be concerned about Mr. X out

ere? :

Mr. Scawanrrz. It is also grounds for probable cause, and if you
have an agentr——

Senator Bavs. You see, it is the awfully close cases that concern
me. They really worry me. If it is not close to probable cause, forget it.
T come down clearly on the side of right here, there is no test. But
ifbit cils close to probable cause but not yet quite across the line, go
ahead.

Mr. Scawartz. No, no; I think it would be very rare that a law
enforcement authority could not get probable cause in that kind of
dtuation. It seems to me, Senater, that one of the problems with all
legislation, particularly in this area, is that if one fries hard encugh
and thinks long enough, one will come up with & theoretical case that
sounds pretty bad. But that is not what this legislation is about. The
legistation is not for a single theoretical case. It 1s going to wind up in
the hands of the kinds of people who always have power of this sort:
People who are harsssed; people who see a job that they have to do;
people who, like Lincoln, Wilson, Thomas Jefferson, had no hesita-
tion about civil liberties problems when they felt they had something
to do that they thought was for the good of the country or for their
own good.

Everybedy, as I say, if you think long enough, hard enough, will
come up with that hard case which the other person, particularly
the civirlibertarian, will say, “Yes, that is a rough one.” But this is
not just Fourth of July rhetoric, to say that we are always taking
chanees. There are a Yot of things we simply do not do because we lose
more than we gain in an oceasionsal case. I have to fall back on the
fact that people who have been in positions of power, like Clark and
Halperin and others, who are not naive, who are not irresponsible,
people like FBI Assistant Director Sullivan, all felt we could get along
without this tool. Tt seems to me that that is the way to go. If there
is some question, the Church Committee compromise commends itself
to me. After all, let’s not forget that what we are talking about again
is putting & tap or a bug on for 90 days, and then almost invariably
90 days again, and almost invariably 90 days again.

The Kennedy committee, and Mr. Epstein is here on this staff, did
computations on figures provided by Attorney General Mitchell and
found out that the average national security wiretap lasted from 78
to 107 days. The taps that have come to light we know have averaged
anywhere between 7 months to 21 months, and these are taps which
are on all the time, with a recorder 24 hours hours & day, which cannot
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possibly be monitored to minimize that. That is what we are talking
shout. T did some rough computations and you wind up with 100
taps & vear, which is what we are told are currently in effect—100
national security warrantless taps these days.

Senator Bayy. Apparently none directed at American citizens at
this moment.

Mr. Scewarrz. Apparently, but still 100 directed at somebody.
That tarns out to be between 5,000 and 15,000 people a year at least
for that. Again we are talking about areas which trench very closely
on first amendment problems, foreign policy and domestic policy.

Senator Bays. Why don’t you just go ahead with your statement.

Mr. Scawartz, Let me see if T can speed up and just say a line or
fwo about each of the other points that {)have. T disagree very sharply
with Professor Heymann about the significance of probable cause to
believe that something will be found. The Zweibon case indicated
rather strongly that that was a decision that had to be made, and had
to be made %)y & judge. The certification is inadequate, and the fact
that it is only by an executive officer and not by a neutral magistrate
seems to me to raise very serious constitutional questions. In fact,
even in Butenko, both the Government and the Selicitor Generai—
I'm sorry, both the eourt and the Solicitor General—sesm to agree
that the purpose finding had to be made by the court because the
Solieitor General said we had to demonstrate thaf, and it seemed to
imply that there was a judgment by the court.

t seems to me this is terribly important because otherwise if some-
body falls within that definition of forei%n agent or foreign enter-
rise, that means that they are indefinitely subject to being tapped
ecause the test for an extension is not the Title ITT test, which I
think is terribly strong. It is not the Title III test, and that may be an
explansiion ofv why they did not find something or mmaybe even a
fresh probable cause. It is simply a reaffirmation of the fact that this
person is a foreign agent and that information can be picked ui at
that location. Those things do not change, or it is not very likely
that they change. That means that this statute allows indefinite
tapping of anybody who becomes a foreign agent, even though there
is no showing that something is likely to be picked up or an explana-~
tion of why during the firs{ 90 days nothing was picked up.

I have already ecommented on minimization, which i seems fo
me is anaiyticafl.y, conceﬁ’tuai]y impossible. The notice provision
1s a very serious problem. I am not sure I know how to answer that
problem because of the long-term nature of this operation. I do
think there is a limit, an interesting constitutional question which
Justice Jackson raised in connection with wiretapping in gencral,
some 30 or 25 years ago.

In this statute most of the wiretaps will never be challenged. That
raises & very serious question as to whether we have a case for con-
troversy for constitutional purposes, because there i nothing being
fought about.

1 am not an expert in this ares, but it seerns to me that constitutional
scholars of that problem ought to look at it. It is aggravated by the
fact that it remains ex parte all the way up to the appeals level. I see -
no excuse whatsoever for that. It seems to me that when there is
some appeal, it ought to be like a mandamus proceeding, and the
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lower court judge is entitled to a counsel. That is the way it was in
the Damon Keith case. William Goss, former ABA president, was
chosen as counse! to Judge Damon Keith. Otherwise, you are going
to have an ex parte proceeding, an ex parte proceeding all the way,
and everybody knows an ez parfe proceeding is by definition one
sided, and therefore the chances of getting at the truth are minimized.

Judge shopping is allowed—I know you have discussed this earlier.
It dees not even require that there be only a single application.
Several of us know and have seen in the past where differences between
judges are so streng, sometimes both on a personal and other basis,
that if one judge savs “No,” there is a good possibility the other
judge will say, “Yes”.

The disclaimer provision—1 still do not know what it is supposed
to do; I do not know what it means. If it is supposed to say that the
President has no power in certain aress, it should say se. It doesn't.
It omits such things as visual surveillance. It omits the use of wired
informers or other kinds of informers who use mechanical devices
who might be involved in illegal activities, such as entrapment or
break-ins. I do not know what itissupposed to do. I do not know what
is gained by it. It seems te me one s much better off just leaving it
out.

There are & few additional eonsiderations urging caution. It is the
first time intelligence surveillance is being legitimated. It is being
sponsored and supported by long-time adherents of civil liberties.
I't is being supperted by an Attorney Genera! who has shown respon-
siveness Lo civil liberties. It may be used as & model for other kinds
of surveillances. 1 think that on balance this committee should
examine each of these provisions very, very closely. It should not be
rushed into anything. There is, I think, a tide moving hostile to this.
I think the very least that this committee should do is seriously
consider replacing this bill with provisions medeled on the Church
Committee recommendations. 1 think it would be an ironic commentary
if in this, our Bicentennial Year, we not only wasted a very rare oppor-
tanity te advance the cause of liberty, but actually retrogressed by
legitimating governmental encroachments, really much worse than
anything our ancestors feared or thought.

Fhank you, Mr. Chairman.

Senstor Bavs. Professor Heymann, do you have any thoughts
relative to what would be the impact of modified legislation? Would
you feel it neeessary to totally eliminate a disclaimer?

Mr. Heysany. 1 testified before the Judiciary Committee that
I do net think the disclaimer is necessary. In other words, it is a
strange piece of legislation that requires a clause to say that it does
not cover anything that is not covered by the legislation iiself. It is
a very strange thing. The enly reason I can see for havin the dis-
claimer there is the perhaps not trivial point that the President
retains symbolically the meerest fragment of a very long term claim,
a 30- or 35-year elaim, to an inherent power here.

In other words, something other than complete and utter surrender
on the part of the executive branch is accomplished by mainteining
the second clause of the disclaimer. I do not have any idea why the
clause of the disclaimer that says this does not cover overseas matters
is included, because by its very definitions the statute does not cover
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overseas matfers. It does not trouble me, by the way. We had that
argument while you were gone. I do not think anyone is going to
migsconstrue either part of the disclaimer clause. I do not think i¢
will ever cause trouble. I think some people may wonder in future
years why the first paragraph was tlere. ’.[Phey may wonder why the
second paragraph was there. But I see no trouble down the line from
either paragraph. :

Mr. Scewarrz. 1 think that is an interesting commentary on &
legisiative provision, that people will simply wonder why it 1s there
in years hence. :

enator Bavi. You do not think that is unique sbout legislation
now, do you? [General laughter.} .

Do you folks from the ACLU have any comment here? 1 do not
want to keep you out here, from your vantage point, I might say in
left field instead of right field, which it is from mine. It has been a
very interesting dialog. I had a lot of other questions I was going to
ask, but frankly they have all been answered to varying degrees in
our sort of informal give and take here.

Ms. Basrman. Senator Bayh, 1 would like to ask something.

Senator Bays. Now wait & minute, T am supposed to be asking
the guestions.

Ms. Eastyan., Pmsorry. I thought you were asking us if we wanted
fo sayv something else. '

Senator Bave. Plesse go right ahead. I'm pulling your leg. Please
forgive me. Ask away.

Ms. Eastman. Professor Hoymann began his remarks by suggest-
ing that anyone who sought nonpassage of this bill was irresponsible
and lacking a sense of responsibility. Obviously 1 find it to be & some-
what offensive characterization because 1 put myself in that category.
But I do not say this now to just respond to that, but to say that this
is not the only c¢hoice of Congress, to take this bill or nothing. )

We have proposed in our testimony some other options for the
Congress, and the response hss been in the conversations in the
corridor and whatnot that your options are limited by what the
Attorney General is going to sccept. The only thing T really want to
say is that even if that is o valid way of dectding what legisiation
Congress wants to adopt, nobody really knows gow far they are
willing to go to avoid & judicial determinafion along the lines Professor
Schwartz was talking about, that warrants are required in more areas
than they want them; no one knows how far they are prepared to go
on this unless you push them as far as you pessibly can.

Senator Bayn. Well, Jet me give you the assessment of one Member
of Congress. I think whether i} is m this ares or some other, Il] bet
this is & uniquely sensitive area, and I would rather err on the side of
caution. But if ene is to suggest that his or her position must be pursued
beeause you never know how far the other side is going to go until
you push them te it, from my legislative experience very listle legisia~
tion of any kind is going to be passed that way.

Frankly I am not bothered about whether you have to get the
Attorney Genersl’s aid on this or not if he is net willing, with all
‘respect te him, to support provisions that I feel meel a reasonable
standard as far as protecting individusal liberties. I mean, I am not
all tied up with this. I do not reslly think we know-—and many atéor-
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neys seem to be very amenable to studying this—exactly what the
bill will mean unti! we get to Jooking at words, and I don’t mean to
be facetious about that. To me the whole argument is OK, having
pushed him as far as he will go, and havi otten a reconciliation
to the differences between sponsors on the Hill, or Members of Con-
gress, and the administration, that when you have that you have
something better or worse than where we are now.

It is very frustrating this, this whole legislative process.

X Thank you, Professor Schwartz. I very much appreciate your being
ere.

Mr. Scewartz. Thank you, Mr. Chairman.

Senator Bavm. 14 is very frustrating, this whole legislative process.

A Yot of us have ideas in a number of areas where we would like
o go, but all too often, instead of being able to write our programs
and blank check the whole, we have to say, “OK, we are going fo
have to compromise.” We don’t like to do so, but will so long as we
are better oft tomorrow.

Excuse me. [ have to go. I do not see any need to keep you here
any longer. Could we have just a couple or 3 minutes on either side
of this question.

Could vou folks tell me why you think we are either no better off
or worse off. Professor Heymann, you tell me why you think we ars
better off, because it seems to me that is the question and that is
the only reason I can see for some of those colleagues of niine who
have been long-time civil libertarians saying, “Let’s go with this bill
that you find so devastating.” They feel that we will be better off.
They may be wrong, you know. But at least I feel they are
conscientious. Give me & shot on this.

Mr. Nuizr. Let me say very quickly I think we are worse off be-
cause the bill offers us a trade, and it is a trade in which we gain al-
most nothing and lose a great deal. What we gain in the trade is &
warrant procedure, judicial serutiny, but a warrant procedure that
is nullified by the lack of notice and therefore the ability to challenge
the grounds for the warrant; the limitations on what the warrant
can possibly cover; the extraordinery judge shopping and appeal
procedure which makes it more certain than ever that a warrant is
going to be granted in this instance, and puts the courts into a posi-
tion of ratifying executive decisions. What we lose is that for the first
time in our history the Congress would be giving its stamp of approval
to the infrusion of law enforcement, and law enforcement in its most
intrusive guise, into areas of life of American citizens which are in
and of themselves criminal.

That is losing an enormous amount, and it is especially losing an
enormous amount at the hands of a committee which has just been
established to look into this entire ares, and which will begin its
operations, its oversight operations, by giving away most of the show.
Most of what we are concerned sbout in domestic spying would be
legitimized in principle by this bill, and legitimized in practice in its
most intrusive form.

Senator Bays. Thank you.

Now Professor Heymann, if you please.
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Professor Heymann. Senator Bayh, my prediction is that no eourt
will ever deny the President the power to engage in electronic sur-
veillance of someone who is working under the direction of a foreign

overnment and engaged in anything like intelligence gathering.
tven the court of appeals, the very liberal Court of Appeals of the
District of Columbia, used mueh looser language indicating that
collaborators could be electronically surveyed without probable cause
by the President, even questioning whether a warrant would be
necessary. So, on the one hand I see a picture of courts allowing any
President and Attorney General less sensitive to eivil liberties than
President Ford and Attorney General Levi & very free hand.

On the other side, with the bill, I see a requirement of three ap-
provels that can be made very real: an approvel by the Attorney
General; an approval by a court; and a monitoring, after the fact
approval of each case over periods of time by this committee or by the
Judiciary Committees of whether every elecironic surveillance is
Iimited to & person who has tied himself in to a foreign intelligence
network. Now that requires a better definition in the area of elap-
destine intelligence. I see every American citizen who Is invelved in
political dissent but knows that he is nowhere near being a member
of a foreign spy network feeling that he can pick up the phone with-
out worrying about the clicks, and he ean talk in his bedroom without
worrying about the bugs. I think that will be accomplished under this
bill, and it will not be guaranteed without it. .

Senator Bavr. I am awfully sorry, but I am going to miss that vote
if T do not leave. ’

. I trust that we will be in communication on this in the future.

Mr. Nerer. Mr. Chairman, we would like the privilege of submitting
additional material, : :

Senator Baya. Of course. I bope we will also be permitted additional
inferrogation. .

Thank yvou all very much.

Whereupon, at 4:01 p.m., the subcommittee recessed, fo reconvene
upon the eall of the Chair,
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RS, 3197

fReport No. 94-1035]

IN THE SENATE OF THE UNITED STATES

Manow 28, 1976

Mr, Kexxeny (for himself, Mr. Nersow, Me. Matauas, Mr. Huow Score, M
McCrriran, Mr, Havsga, Mr. Bayn, and Mr. Roserr C. Byup) intro-
dueed the following bill; which was read twice and referred to the Com-

mittee on the Judiciary
Jory 15,1876

Reported, ander suthority of the order of the Senate of Jtziy 1, 1978, by
Mcr. KENNEI}Y, with amendmenta
Jury 19,1976
Referred to the Select Comnittee on Inteiligence, under authority of the order
of June 18, 1976, for not to exceed 30 days

{Omit the part gtruck ikrough and insert the part printed in ffallc)

A BILL

To amend title 18, Unitéd States Cede, to authorize applications
for a court order approving the use of electronie surveillanée’
to obtain foreign intelligence information.

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
That this Act may be cited as the “Foreign Intelligence Sur-
veillance Act of 19767,

Sec. 2. Title 18, United States Code, is amended by’
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adding & new chapler after chapter 119 as follows:
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“Chapter 120.—ELECTRONIC SURVEILLANCE WITH-

IN THE UNITED STATES FOR FOREIGN INTEL-
LIGENCE PURPOSES

“agen

“PE21. Definitions.
“PERE. Authorization for electronic surueillonce for foreign mte??:geme

pUTposes.

. “2683. Designation of judges authorized. to grant orders for sleetranie

suryeillance,
“E5BL. Application for an order.

PESE, Tenuance of an order,

“26%6. Use of information. ;
L2527, Report of electronic surpeillance., -
“2688. Presidential power.™
“82521. Definitions
« {a) Eﬁeept as otherwise provided in this section the

definitions of section 2510 of this title shall apply to this

. chapter,

“ (i}) As used in this chapter—
{1 ‘Agent-of # foreign power’ meang—
“(i} a persen who is not o permanent resident
alien or citizen of the United States and who is
. an officer or émpioyee of a foreign power; or
“-(ii) a person who, pursaant to the direction
of a foreign power, is engaged in clandestine in-
telligence activities, sabotege, or terrorist activities,
or who conspires with, assists or knowingly aids end
or abets such & person in engaging in such activities.
- *{2) ‘Elecironic surveillance’ meang—

“{i) the sacquisition, by an electronic, me-
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chanieal, or other surveillance device, of the contenis
of & wire communication to or from a person in the

United States, without the consent of any party

. thereto, where such acquisition oceurs in the United

Btates while the communieation is being transmitted
by wire;

“{ii} the acgquisition, by an electronic, me-
chanieal, or other surveillance device, of the eon-
tents of a radio isnemission communicalion, without
the consent of any party é,here'w, made, with & ren-
sonahle expeetation of priveey under clrcumstances
where a person has a constitutionally profected right
of privacy and where both the pem& of origin sonder
and sll intended reeipients are located within the
United States; or

“{iiiy the installation of an electronic, me-
chanical, or ether surveillance device in the United
States o acquire information net irensmitted by
other than from a wire communication or radio com-
municgiton under circumstances in which a person
has 8 reasenable expeetation of privaey constitition-
ally profected right of privacy.

“(3} ‘Foreign intelligence information’ meens—

“(i} information releting deemed necessary to
the ability of the United States to protect itself
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against actual or poiential attack or other hostile
acts of a foreign power or its agents;

“ (it} information, with respeet to foreign pow-
ers or territories, which hecause of its importance is
deemed essential (a) o t?tze security or national
defense of the Nation or {b) to the conduct of the

. foreign affairs of the United Stales; or
C“(iit) information relating deemed necessary
to the abiiity of the United States ho protect the
national security against foreign intelligence activi-
ties.
“(4) ‘Attorney General’ means the Atiorney General
of the United States or in his absence the Acting Attorney
General,

“{5} ‘Foreign power includes foreign governments,

 factions of a foreign goverament, foreign political parties,

. foreign miliiary forces, or egeneies or inshunentalities of
- enterprises controlled by such enfities, or orgenizations com-
. posed of such entities, whether or not recogmzed by the
. United States, or foreign-based terrorist groups.

.. “§2522. Authorization for electronic surveiliance for for-

eign inteiiigehce purposes

. “Applications for a court order under this chapter are
. suthorized if the President has, hy written authorization,

.-empowered the Attorney General to approve applications to
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Federal judges having jurisdiction under section 2523 of
this chapter, and & judge to whom an application is made
may grant an order, in conformity with section 2525 of this
chapter, approving electronic surveillance of a foreign power
or an agent of & foreign power for the purpose of obtaining
foreign intelligence information.
“8 2523, Designation of jndges authorized o grant orders
for electronic surveillance

“{a) The Chief Justice of the United States shall desig-
nate seven district eourt judges, each of whom shall have
jurisdiction to hear spplications for and grant orders approv-
ing electronie sarveillance nnywizeré within the United States
under the procedures set forth in this chapter.

“{b) The Chief Justice shall designate three judges,
one of whom shall be designated as the presiding judge, from
the United States district courts or courts of appeals who
together shall comprise a special court of appeals which
shall have jurisdiction to hear en appesl appeals hy the
United States from the denial of any application made under
this chapter. The United States shall further have the right
to appeal an affirmance of denial by that court to the Supreme.
Court. All appeals under this chapter shall be heard and
determined as expeditiously as possible.

“{e} Applications made and orders granted under this
chapter shall be sealed by the yres‘iding judge and shall
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be kept under security measures established by the Chief

- Justice in consultation with the Attorney General.

“8 2524, Application for an order

“{a) Each application for an order approving electronic

-surveillance under this chapter shall be made In writing upen

oath or affirmation to a judge having jurisdiction under sec-
tion 2523 of this chapter, Each application must be approved
by the Attorney General upon his finding that it satisfies the

eriteria and. requirements of such application as sel forih

- in this chapter. It and shall include the following information:

“(1} the idemtity of the officer making the
_application;
“{2} the authority eonferred on the applicant by
* the President of the United States and the approval of
the Attorney General to make the application;
“{3) the identity or a characterization of the per-
“son who 1s- the subjeet of the electronic surveillance;
“{4) a-statement of the facts and circumstances
relied upen by the upplicant to justify his belief that—
“{3) the target of the eleetronie surveiél:mce
i3 a foreign power or an agent of a foreign power
and
“(ii} the facilities or the place at which the

electronic surveillance is directed are being used,



G 00 =3 Im o i R BD et

i
o

11
12
13
14
15
16
17
18

19

21
22

185

7
or are about to be used, by a fereign power or an
agent of a foreign power;
“{5) a statement of the procedures by which the
to mininsize the acquisition and retention of informsi-

tion relating to permanent resident aliens or citizens of

the United States that i net fereige iniclligence in-

. fommation will be mintrised: does nol relale to the ability '

of the United States to protect itself against actual or
potential attack or other hostile acts of a foreign power
oy Hs agents; fo provide for the security or national
defense of the Nalion or the conduct of foreign affairs
of the United States; or to protect the national security
against foreign intelligence activities.

“{8) a description of the type of information sought
and & cerfification by the Assistant o the President for
National Security Aflairs or an executive branch official
designated by the President from among those executive
officers employed in the area of national security or
defense and appointed by the President by and with the
advice and consent of the Senate that sueh the informa-
tion sought is foreign intelligence information, that the

purpose of the surveillance is to obtain foreign intelli-

gence information and that such information -cannot

feasibly be obtained by normal investigative techniques;
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“(T} & statement of the means by which the sar-
veillance will be effected;

“{8) a statement of the facts concerning all pre-
vious applications known to the Atiorney Ceneral that
have been made to arzf judge under this clzépter n-
volving any of the persons, facilities,” or places specified
in the &ppilic&tion, and the action teken on each pre-

. vious application; and -

H{9) a statement of the peried of time for which
the electroﬁic garveiilance is required to be maintained.
If the natare of the intelligence gathering is such that
the approval of the use of electronic surveillance under
this chapter should not automatically terminate when the
described type of information has first been obtained, a
description of facts supporting the belief that additional

. information of fhe same type will be obtainéd thereafter..
“(b} The Astorney (leneral may require any other affi-
davit or ceriification from any other officer in connection with
the application. .
“(c) Ab the time of the hearing on the application; the

- suppert of the applieation and The judge may require the

applicant to furnish such other information or evidence as

. may bé necessary to make the determinations required by

section 2525 of this title chapler.
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“8§2525. Issuance of an order
“{a) Upon an application made pursuant to section
2594 of this title, the judge sball enter an ex parte order
a3 requested or as modified approving the electronic sur-
veillance if he finds that—

“{1} the President has sutberized tbe Attorney
(feneral to approve applications for electronic surveil
lance for foreign intelligence information;

“(2) the apphication has been approved by the
Attorney (eneral;

“{3) on the basis of the facts submitted by the ap-

ek

plicant there iy probable cause to believe that:
“{i} the target of the electronic sarveillance is
| a foreign power or an agent of a foreign power; and
“{(it) the facilities or place at which the elec-
tronie surveillance is directed are being used, or are
about to be used, by a foreign power or an agent of -

& foreign power; '

“(4) minimization procedures to- be followed are
reasonably designed to minimize the acquisition and
retention of information relating to permanent resident
aliens or citizens of the United States that s uet fereign
intelligence informations does not relate to the ability
of the United States to protect iiself against actual or
potential aitack or other hostile acts of a foreign power
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1 or iis agents; lo provide for the securdy or national
g.l.. - defense of the Nation. or the conduct of foreign affairs
8. ~of the United States; or to protect the national security
4 against foreign intelligence activities;

5 “(5) certification has heen made pursuant o sec-
6 - - tion 2524 (a) {6) that the information sought is foreign
‘w0 intelligence information, that-the purpose of this surveil-
8 lance is.t6 obtain such.foreign intelligence information
9 . and thatl such information canpot feasibly he obtained by
10 normal investigative techniques,
11 - -“(b} An order approving an electronic ‘surveillance
12 under this section shall--

18 “{1) specify—. -

14 . i} .the identity or a .characterization of the
15 ; person who is the subject’ of the electronic surveil- -
16 - lanes; _

17 . “(it) the nature and \locatior-a.of the facilities or
18 the place alt which the electronic surveillance will he
19 ~directed; L
20 “(iii) the type of information sought to he .
2 .acthired; '

22 .- ‘“{iv) the means by which the electronic sur-
2_3" = veillance will he effected; and. _
2;4- S %{v) the period of time during which the elec-

95 .. 7 _tromi¢ surveillance is approved; and
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“{2) direct—

“{i) that the minimization procedures be fol-
lowed;

- f(it) that, upon the request of the epplicant,

a specified communication or other common carrier,
landiord, custodian, eonfractor, or other specified
person furnish the applicant forthwith any and all
indormation, faciiities, or technical assistanee; eg
ether-aid necessary to accomplish the electronic sr-
veillanee in such menner as will protect its secrecy
and produce & minimum of interference with the
services that sueh carrier, landlord, custodian, con-
dractor, or other person is providing that target of
electronic surveillance; and

“{ii) that the applicant compensate, at the
prevailing rates, such earrier, landlord, custodian,

or other person for furnishing such aid.

“{¢) An order issued under this section may epprove

an electronic surveillance for the period nedessary to achieve

20 its purpose, or for ninety days, whichever is less. Extensions

21 of an order issued under this chapter may be granted spon

22 an application for en extension made in the same manner as

23 required for sn original application and after findings re-

24  quired by subsection {a} of this section. Each extéhsion may

45175 O = 16~ 13
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1 be for the period necessary to achieve the purposes for which

5 itis gfanteﬂ, or for ninety days, whichever is less.

3 “{d) Notwithstanding any other provision ﬁf this
4 chapter when the Attorney General reasonably determines
5 that—

6 “(1) an emergency situation exists with respect
i to the employment of electronic surveillance to obtain
8 foreign intelligence information before an order au-
9 thorizing such surveillance can with due diligence be
10 obtained, and

11 © “(3) the factua! basis for issuance of an order under
12 this chapter to approve such surveillance exists,

13 -he may authorize the emergency employment of electronic
14 sarveillance if a judge designated pursnant to section 2523
15 of this title is informed by the Attorney General or his desigj
16 - nate at the time of such authorization that the décision has
17 been made to employ emergency electronic surveillance
18 and if an application in accordance with this chapter is made
19 to that judge as soon as practicable, but not more than
o9 twenty-four hours after the Attorney General authorizes
91 such acquisition. In the absence of a judicial order approv-
99 ing such electroéic surveillance, the surveillance shall ter-

minate when the information sought is obtained, when the

b

94 application for the order is denied, or after the expiration

95 of twenty-four hours from the time of authorization by the
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Attorney General, whichever is earliest, In the event that
such application for approval i denied, or in any other
case where the electronic surveillance i3 terminated without
an order having been issued, no information oblained or
evidence derived from such surveillance shall be received in
evidence or otherwise disclosed in any trial, hearing or other

proceeding in or before any court, grand jury, department,

_office, agency, regulatory body, legislative committee or other

authority of the United States, a State, or a political sub-
division thereof. As provided in section 2528, a denial of
the application may be appesied by the Attorney General.

“{e} A judge denymg an order under this section or
o panel affirming such denial under section 2523 (b} shall
state the rez;.som therefor. K,
“82528. Use of information

“{a}) Information aequired from an electronic surveil-
lance conducted pursmant to this chapter may be used by
and disclosed by f Federal officers and employees only
for the purposes designated ander this chapier set forth in
section 2623{b1{8} of this chepter relating fo the ability
of the United States to protect iself against actual or
potential attack or other hostile acts of a foreign power or
s agents; to provide for ihe security or national defense
of the Nation or the conduct of foreign affairs of the United
States; or to protect the national security against foreign
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intelligence activities or for the enforcement of the eriminal
law. No otherwise privileged communication obtained in
accordance with or in_vépl{ﬂ% of, the provisions of this
chapter shall lose its privileged character,

“(b} The minimization procedures required under this

- chapter shall not preclude the rotention and disclosure of

information which is not nenforeign intelligence information
acquired incidentally which is evidence of a crime.
of an cleetronic surveillonee econducted pursuent to 4his
other heasing in any Federel or Siote eourl; the provisions
“(¢} No information oblained or derived from an elec-
tronic surveillance shall be received in evidence or otherwise
used or disclosed in any tridl, hearing, or other proceeding
in a Federal or State court unless, prior o the trial, hear-
ing, or other proceeding or at a reasonable time prior to an
effort to disclose the information or submil it in evidence in .
Fhe trial, hearing, or ozf.zer pm;_:eeding, the G’ovfa?’nmqnt.noéz:-
fies the court of the source of the qu;-qum and the court,

in camera and ex parie, defermines that the survedlance was
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authorized and eonducied in o manner that did not violale
any right afforded by the Constitution and statutes of the
United Stales to the person against whom the evidence is fo

be introduced. In making such a determination, the court,

after reviewing a copy of the court order and accompany-
ing application tn camém, may order disclosed to the person
against whom the evidence is to be introduced the order and
application, or portions thereof, only if it finds that such
disclosure would substantially promote a more accurale
determination of the legality of the surveillance and that such
disclosure would not harm the national security.

“fd} Any person who has been a subject of elecironic
surveillance and against whom evidence derived from such
electronic surveitlance 1s to be, or has been, introduced or
otherwise used or disclosed in any trial, .hcari’ng, or pro-
ceeding in or before any court, depariment officer, agency,
regulatory body, or other authority of the United Stales, o
State, or a political subdivision theresf, may move to sup-
press the contents of any communication acquired by elec-
tronic surveillance, or evidence derived therefrom, on the
grounds that— - '

(i) the communication wos unlawfully inter
cepled;
(4} the order of authorization or approval under

which it was intercepted is insufficient on its fuce; or
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“fiii) the interception was not made in conformily
with the order of authorization or approval.

Such motion shall be made before the trial, hearing, or pro-
ceeding. unless there was no opportunily to make such mo-
tion or the person was not aware of the grounds of the mation.
If. the motion is gfﬁnted, the contents of the communica~
tion acquired by electronic surveillance or evidence derived
therefrom shall be suppressed. The judge, upon the fil- '
ing of such motion may tn his discretion make available to
the person or kis counsel for inspection such portions of the
intercepted communication or evidence derived therefrom
as the judge defermines to be in the interests of justice and
the national securily.

“{a) (e) I an emergency employment of the elec-
fronie suwéiiiance is sufborized under section 2525 (d} and
a subsequent order approving the sui'v_eiliance is not ob-
tained, the }uége‘s}}aﬁ cause to be served on any United
States citizen or permanent resident alien named in the
apphcation and on such other United States citizen or per-
manent resident alien subject to electronic surveillance as
the judge may determine in his diseretion it is in the interest
of justice to serve, notice of—

“{1) the fact of the application;
“{2} the period of the surveillance; ‘and
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“{8} the fact that during the peried foreign intel-

ligence information was or was not obtained, “
On an ex parte showing of good cause to the judge the
serving of the notice required by this subsection may lie
postponed or suspended for a period not to exéeed ninety
days. Thereafter, on a farther ex parte showing of good
eause, the court shall forgo ordering the serving of the
notice required under this subsection
“82527. Report of electronic surveillance

“In April of each year, the Aftorney General shall
report to the Administrative Office of the United States
Courts and shall transmit to the Congress with respeet to the
preceding calendar year—

“{1) the number of applications made for orders
and extensions of orders approving elecironic surveil-
lance and the number of such orders and extensions
granted, modified, and denied;

“(2) the periods of time for which applications
granted suthorized eleetronic surveillances and the actual
duration of such elecironic surveillances;

“{8) the number of such sarveillances in place at
any time during the preceding year; and -

{4} the pumber of such surveillances terminated

during the preceding year.
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“§ 2528, Presidengiai power
“Nothing. contained in this chapter shell Bmit the eon-

rige bo suel oxder are beyond the sepe of tis ehapters.

- “Nothing contained in chapler 119, section 605 of the
Communications Act of 1934, or this chapter shall be
deemed to-affect the exercise of any constilutional power the
President may have lo acquirve foreign intelligence informa-

tion by means of an electronic, mechanical, or other surveil-

- Mance device #f -

“la} such acquisition does nol come within the
-definition of electronic surveillance in paragraph (2} of
subsection (b) of section 2521 of this chapter, or

(b)) the facls and circumstances giving rise lo the
acquisition are so unprecedented and potentiolly harm-

" “ful to the Nation that they cannot be reasonably said fo
have been within the contemplation of Congress in. enact-
ing this chapter or chapler 119; Provided, That in such
an event, the Président shall, within a reasonable time
thereafter, transmit to the Committees on the Judiciary of
‘the Senate and House of Representazives; under a wrillen
injunction of secrecy if ‘necessary, a slalement selfing

forth the nature of such facts and circumstances.
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Foreign intelligence information acquired by authority of the
President in the evercise of the foregoing powers may be
received in evidence in any trial, hearing, or other proceeding
only where such acquisition was reasonable, and shall not be
otherwise used ov disclosed except as is necessary to implement
that power.”.

SEc. 8. The provisions of this Act and the amendment
made hereby shall become effective upon enoctment: Provided,
That, any electronic surveillance approved by the dtorney
General to gather foreign intelligence information shall nol
be deemed unlawful for failure to follbw the procedures of
chapter 120, title 18, United States Code, if that surveillance

is terminated or an order approving that surveillance is

 obtained under this chapier within sizly days following the

designation of the first judge pursuant to section 2523 of
chapter 120, title 18, United States Code.

" Swe. 4. Chapter 119 of litlo 18, United States Code, is
amended as follows:

{a} Section 2511{1)} is amended by inserting the words
“or chapler 120° after the word “chapler”.

(b} Section 2511(2)(a}{it) is amended by inserting
the words “or chapler 120" after both appearances of the
word “chapter;” and by adding at the end of the section the
following provision: “Provided, however, That before the

information, facilities, or technical assistance may be pro-
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1 vided, the tnoestigative or low enforcement officer. shall fur-
2 mish to the officer, employee; or agency of the carrier either—w
3 “(1) an order signed by the authorizing judge
4 certifying thal a court order directing such assistance
5 has been dssued, or
6 “(2} in the case -.ef an emergency surveillance as
( provided for in section 2518(7} of this chapier or sec-
8 tion 2525 (d} of chapier 120, or a surveillance conducted
9 under the provisions of section 2528(b) of chapter 120,

10 a swoin statement by the investigative or law enforce-
H ment officer certifying thal the applicable statutory re-
12 quiremmué have been met,

13 and setting forth the period of time for which the surveil-
14 lance is authorized and describing the focilities from which
15 the communication is to be infercepted. Any violation of this
16 subsection by a communication common carrier or an officer,
1T employee, of agency thereof, shall render the carvier lLiable
18 for the civil damages provided for n section 2520,

1 {e Section 2511 (2) is amended by adding at the end
20 of the section the following provision:

21 “fe} It shall not be unlawful under this chapter or
22 chapter 190, or section 605 of the Communications Aci of
23 1934 for an officer, employee, or agent of the United States,
24 in the normal course of his official duty, to conduct elec-

%5 ironic survellance as defined in section 2531(2}(ii} of
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chapter 120, for the sole purpose of determining the ca-

pability of equipment used to oblain foreign intelligence

-or the existence or capability of equipment used by a foreign

power or its agents: Provided, (1) that the lest period shall
be limited in extent and duration to that necessary to defer-
mine the capability of the equipiment, but in no event shall

exceed ninety days; and (2) that the content of any com-

Cmunicalion acquired under this section shall be relained and

used only for the purpose of delermining the ewislence or
capability of such equipment, shall be disclosed only to the
officers conducting the lest or search, and shall be destroyed
upon completion of the testing or searvh period.”.

{d} Section 2511(3) is repealed.

(e} Section 2515 is amended by adding at the end of
the section the words “or chapter 120",

(1) Section 2518(1} is amended by inserting the words
“under this chapter” afler the word “communication’.

{9} Section 2518(4) is amended by wnserting the words
“under this chapter’” after both appearances of the words
“wire or oral communication”.

(R} Section. 2518(8}) is amended by striking the word

- “intercepted” and inserting the words “intercepled pursuant

to this ch&pzer” after the word “communication”,
(i} Section 2518(10) is amended by striking the word

“intercepted” and inserting the words “inlercepted pursuant
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1 to this chapter” after the. ﬁmt appearance of the word
“ecommunication”.
{7} Section 2519(3} is amended by inserting the words

“pursuant to this chapter” after the words “wire or oral

2
3
4
5 communications” and after the words “gmnte_d or denied”.
6 (k} Section 2520 is amended by~

7 (1) inserting the words; “other than an agent of a
8 foreign power as defined in section 2521(b)(1}(i) of
8 chapter 120" after the first appearance of the word
10 “person’’;

il {2) inserting the words “or chapter 1207 after the
12 word “chapter”,
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LerTER T0 SENATOR Birc Bays rroy Spxaron Warren ¥. Monpans, July 12,
1976

Dear Bincr. Let me first express my appreciation for being given the oppor-
tunity to present my views on 8. 3187 In testimony before the Subsommittee on
Inteliigence Activities and the Rights of Americans. As ¥ said at the time, your
Subeommittee and the full Commitiee may faee no mere important guestion, than
ihat of the authority to be given the executive branch to conduct intelligence
activities affecting the rights of American citizens. I found the diseussion very
worthwhile, and I am confident $hat the new Committee will effectively dea: with
the key issues that were raised concerning the proposed wiretap legislation.

I promised to comment further by letter on several of these issues.

The first such issue concerns the present disclaimer regarding the President’s
inherent pewers. I have studied it carefully and rmust reluctantiy conciude that
it goes too far acknowledging $hat the President may have the inherent power to
violate the Bill of Rights. I note that this disclaimer would improve upon the
diselaimer which currentiy exists in Title III; nonetheless, 1 believe i unnecessary
and unwise. I support the need $o suthorize the activities of the National Security
Agency. But this can be done in some other manner and without resorting fo such
a sweeping endorsement of the idea that the President may act ottside of $he con~
stitutional framework of this Government.

This is not to quarret with the concept of inherent Presidential power to collect
intelligence on foreigners, on foreign goverpments and foreiga activities. But T
helieve there is no inherent Presidential authority to conduct surveiliance against
Americans in violation of the first and fourth amendments of the Bill of Rights.
¥ndeed, that is why we have the Bill of Rights. Our feunding fathers adopted these
tights in the face of profound thresats of foreign subversien to our young counsry.
They were willing to side with liberty then; we ean do no less now.

The one evident purpose of this disclaimer iz to permit the National Security
Agency to eontinue its activities abroad. However, the Bill would also make it
possible for the National Security Agency to target Americans. 1t is my under-
standing that the NSA does not want this job nor this authority. Why the Justice
Department insists that this be permitied deserves clarification by the Committee.
if the NSA is to target Americans and their communications or specifically $o eull
out data on Americans from NSA's other efforts, this should be done only in
accord with the same warrant provisions established by the rest of this legislation.

The second major iseue is what standard should be set which would Xermit a
warrant 50 conduct electronic surveillance against Americans. I welcome Attorney
Cleneral Levi's Sexibility in trying; {0 achieve a more precise definition of the ferm
“atandestine intelligence activity” which would justify electronic surveillance.

H is my understanding that the Astorney General would define clandestine
intelligence activity as spying—persons who are part of a “foreign spy petwork.”
1 believe that this goes in the right direction to clarify what is intended. At the
same time, 1 have twe observations—first, the Committee should establish whether
‘spying’” means only the collection of information and its transmittal or would
encompass the concept of “an agent of influence’” which was the justification for
the surveiliance aimed at Mar$in Luther King.

The Cominitiee should clarify what is meant in “being a pard”’ of a spy network
“ynder the direction of a foreign power.” American cifizens have the right to deal
with foreign governments and agencies and fo represent themn in legitimate
businesses and other public activities. To avoid confusion, the Committee should
consider applying the same strict definition of who is to be regarded as & part of o
foreign spy network as the CTA uses in determining whe is an American agent.

By CIA’s definition an agent must be under positive control. e cannot be a
simple contact or even someone who may collaborate with the United States
in intelligence operations. Rather he must be someone who is rot only fully witting
of the clandestine relationship, but who has a confractual relationship, who is
paid and takes sssignments for being paid. Such a strict standard will kelp elimi-
nate any possibifity that this provision eould be used to conduct surveiliance
against  Americans who deal legitimately with foreign governments such as
lawyers, businessmen or leaders of ethnic organizations.

A third major problem, closely refated to the above is whether electronie sur-
veiltance bresehing she first and fourth amendments of the Bill of Rights should
he aliowed absent any fransgression of law. In my view, a criminsl standard for
al%nt:'ing elegttonic surveiliance is essential to the health of owr governmendal
system.
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1 do not betieve we should accept the idea that some activities can beso harmful
and dangerous to this couniry that the firgt and fourth amendments $o the Bill of
Rights ean be waived aside, and vet these activisies should not be & violation of
law. The theory that anything else, even an important government interest,
should be allowed to override the righis of the Ameriean people is extemely
dangerous, The whole history of intelligence aetivity shows that such a standard
would inevitably broaden and become looser with fime. .

In my view, it is also dangerous to set such & precedens. The Justice Depars-
ment cited, as a precedent for this Bil, the case of warrants being issued for entry
into a ;i';erson’s property on the probable eause that they were violating building
codes. If that trivial example ean be cited as precedent for wiretapping, bugging,
and surreptitions entry, what further precedent would this legisiation itself set?
What broader intrusions upon our liberties will i$ serve to legitimize?

A criminal standard is practical, to0. Why should being part of a foreign spy
network be legal? Under our laws, for example, an American citizen eannot join a
foreign military service without losing United States citizenship. I see no resson
why Americans should be permitted to pledge their allegianee to the clandestine
service of a foreige power without also suffering legal sanctions, 1 have carefnily
studied the eontingencies the Department of Justies and the FBI have said might
justify electronic surveillance against Americans. I believe they all should be
covered by legislative prohibitions. .

¥ am eonvineed that we should set the eriminal standard for eleetronic surveil-
lance with all the protections of due progess in the eriminal Iaw that this would
entail, Without it we are on a slippery slope to evermore inirusive government
surveiliance of its citizens, . )

1 recognize the Espionage Law is out of date. It should be modernized. Sinee
there is elearly not enough $ime o do so before this Bilt is acted upon, I recom-
mend that the Committee consider authorizing eleetronic surveillanee in cases
aot yet eovered by a eriminal standard—rfor & period of only two years. This
should provide sufficient time fo revise the eriminal stasutes, particuiariy as they
apply $o espionage. During this period, however, the Justice Depariment shouid
be required fo state publicly those aetivities which may lead Americans to be
targeted for electronic surveifance,

Limiting sueh authority $0 a $wo-year $rial ﬁeriod is extremely linportant $o the
future work of the Senate Select Committee. By tackling foreign intelligence elec-
fronic surveillanece, your Committee is dealing with the hardest ease #irst. The
Committee will in all ikelihood go on to develop charters for other intelligence
agencies and aetivities—for the National Security Ageney, the FBI, for the
standards for informers, for the authorization of other types of domestic intel-
ligence operations. It is important to guard against setting precedents that wili
DAFIOWw tﬁe Committee’s options and ereafe unforeseen difficuities later on. The
concept that the Federal Government ean frespass upon the first and fourih
amendments when ne ¢rime has been committed will become partieutarly trouble-
some when you grapple with the issues refated to domestic intelfigence and the
protection of intelligenee sources and methods. I believe a fime Hmit would he a
prudent precaution to ensure against unanticipated problems and consequences
of this legisiation.

1 fuily reeognize the complexity and diffieulty of the issues you ure facing. The
ehoice between security and Hiberty is never an easy one. At every eritical turning
point in this nation’s history we have always sided with liberty. And this, I believe,
1s what has distinguished us from all the other nations on earth, This is o heritage
we must safeguard with care.

You have my best wishes,

AmpNpMENTS To 8. 3197, “Tue Foreigx INTELLIGENCE SUrVEILLANCE Acy
oF 1976,"" Prorosep ay SeNator Joun V. Tonney, Jory §, 1076

PAGE 2

"Line 12, strike present language and insers: “an offieial of the government, or a
member of the military, diplomatie, or intelligence serviees, of o foreign power,
and who is engaged in aetivity hostile to the interests of the United States;
Provided, that diplomatic agents as defined by the Vienna Convention on Dipio-
matic Relations be included within this definition only to the extent consistent
with our treaty obligations, (as provided by § 2528).

Line 14, insert after “foreign power” (see alfernative language at end): “as a
knowing, secret, member of & foreign intelligence serviee,”
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Tines 16 and 17, strike existing language and insert: **which vioiates Federal or
state law
Lines 23-24, defete: “where such acquisition ccours in the United States”,

PAGE §

5 Li ne’7~—9, delete fangnage beginning *‘and wherd’’ and eading with “the United
tates”,

Line 12, delete “information’”” and insert “the contents of & conversation”,

Line 14, at end, ingert “Provide thet other surveillance devices may be utilized
only to the extent they do not violate the Constitutional right of privacy or other
rights afforded by the Constitution of the United States.””.

Line 18, after information, insert: ‘'with respect to foreign powers or territories,”

Line 20, before *hostile” insert “similarly grave”,

Fine 24, before “security” iansert “military”.

Line 24, delete: “{a):

PAGE 4

5 Lines Z’aad 2, delete: “{b) to the conduct of the foreign affairs of the United
tates; or’.

Line 8, add at end: “Notwithstanding any other provision ¢f law, the authority
vested by this cha?t.er in the Attorney General maay not be delegated.”

Line 11, after “foreign political parties”” add: “which are prinecipal parties of
foreign governmenis and exercise governmensal powers”.

Line 15, after line add: “{} “Minimization procedure” means procedures to
minimize the acquisition of information that iz not foreign intelligence informa-
tion, to assure that information which is not foreign intelligence information not
be maintained, and to assnre that information obfained not be used except by
Federa! officers and not be disciosed except to Federsl officers as set forth in
section 25267,

PAGE 5

Lines 5-8, delete existing language and insert: (i} “Each district court shail
designate from fime to time one or more district judges to hear applications for
and grant orders agproving efectronic surveillance within that district under the
procedures set forth in this chapter”,

(Alternative language: (i} The Jndicial Couneil of each circuit shail designate
one orf more district judges o hear applications for and grant orders approving
electronic surveillance within that circuit under the procedures set forth in this
chapter.”}.

Line 9, after insert:

*#{ii} Such designations shall be by public order nnd for fixed ferms. No judge
shzll be eligible to be re-designated immediately upon the completion of a prior
designation. If more than judge is designated within a district {(cirenit), the
district court {Judicial Councit) shall by order designate, by rotation or other-
wise, o which judge any %iven application shall be presented.””

(iii} The United States Distriet Court in the District of Columbia is granted
Jjurizdiction to hear and determine applications for elestronie surveillance, outside
the terriforial borders of the United Siates, of United States citizens and
permanent resident aliens,

Lines 10-19, delete existing Za.n%uage and ingert:

(iy “Each Court of Appeals shali designate from $ime to time & panel of three
Circuit Judﬁes to hesr appeals from orders made on applications under this
chapter.”” (Aiternative language: (i} ““The Judicial Council of the District of
Columbia Cireuit shall designate three Circuit Judges o be the panel which shall
have exclusive jurisdicticn to hear appeals from orders made on applications
under this chapter.”

Line 19, affer line insert:

(ii} “Such designations shail be by public crder and shall be for fixed terms,
which shall be of overlapping lengths. No judge shalt be eligible to be re-designated
immediately upon the compietion of a prior designation.

Line 14, following prior insert:

(i) “The United States Bupreme Court shall have jurisdiction to review cases
under this chapter by writ of certiorari.

Line 19, following prior inserta:

{iv} ““Temporary authorizations pending decision on an appeal may be made
by a district or individnal circuit judge designated to act under this chapter,
within his jurisdiction, or by a Supreme Court Justice.
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Tine 19, following prior inserts:

(d} “A judge or court herring an application under this chapter, or an appeal
thereon, shali appoint an attorney amicns curiae to present the arguments oppos-
ing said applieation. Buch an attorney may be o Federal Public Defender or his
deputy, or if not, shall be compensated as if appointed under Section 3006A of
Title 18, U.B. Code. Appointments and service of such attorneys shall be within
security guidelines established by the Fudicial Cosnference of the United States.
Such attorney may fle an appesl or petition for a writ of certiorazi as if he rep-
resented & party.

Lineg 22-23, delete language after “established by the™ and insert “‘Judicial
Conference of the United States." :

PAGE 6

Line 18, change semicolon to eomma and add: “and the statutory jurisdiction
of the officer to conduct an investigation requiring such surveilianee.”,

Line 14, after “the identity" insert: :, if known, if not then'",

Fine 24, after line insert:

(iii} particulariv described information wiil be acguired by such electronic
surveiiianee, and such information i foreign intelligence information.

{iv) such information cannct feasibly be obtained by normal investigative
techniques, and gathering such information by elscironie surveillance will not
eonstitute an unreasonable intrusicn on the privacy of the persons likely o use
the facilities or place at which the electronic surveillance is direeted. :

Line 24, after above insert, add: : :

{v) that the obtaining of snch information is consistent with the treaty obiiga-
tions of the Tnited States, ineluding the reciprocal obligations of the Vienna
Convention on Diplomatic Relations, as provided in sestion 2529, ‘ !

PAGE 7

Lines 2-10, delete: from ‘‘relating to through “foreign intelligence activities*®
and inseré: ““that is not foreipn intelligence information.”.

1ine 12, delete: “certification’ and insert: “statement nnder sath of facts and
eireusmnstances refied upon by*.

Lines 12-17, delete language: from “the Assistant to $he President™ through
“advice and consent of the Senate” and inseri: “the Secretarv of State or the
Becretary of Defense, or in the absence of either, the Acting Seeretarv of State
or Acting Secretary of Defense.’’,

FLine 17, before “that the information™ insert: “te justify his belief that™.

PAGE 8

Line 1, strike the words: “under this chapfer®.
Line 24, strike “shail” and insert “may™.

PAGE &
Line 2, after line insert: .
{1} the officer making the application is acting within the oficer’s statntory
" jurisdiction o conduct an investigation requiring such surveiliance.

{Renumber sections 1 %0 5 as 2 through 6},

Line 8, after “{2}* add: the President has conferred anthority on the applicant
te make the application and®.

Line 15, after line insert:

{iii} particularly described information will be aequired by such clestronic
survelilanee, and such information is foreign intelligence information., .

{iv} such information cannot feasibly be obtained by normal investigative
techniques, and gathering such information by electronic surveillanee will not
constitute an untessonable intrusion on the privaey of the persons likely to use
the facifities or place at which the clectronic surveiilance is directed.

Lines 18 {o line 2 on page 19, delete: from “relating to** through “foteign
intelligence activities” &ncf insert: “that is not foreign inteliigence information™.

Line 24 {0 line 1 on page 10, defete: or the conduct of foreign afairs of the
United States®,

PAGE 10

Line 12, after: “the identity ", strike “or* and inser$: “if known, or if not then”.
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PAGE 1t
Line 6, after ‘‘person” insert “may”.

Line 19, delete “ninety” and insert “fifteen’,

Lines 18-23, delete sentence and inserd: “An application for extension ghall
contain: {i} & current statement of all the facts and eurrent certifieations, as were
recaired for the original application; {ii} a statement of whether any foreign
intelligence was obtained during the originsl period ard why an exiension is
required ; (iii} information sufficient for the judge to determine that the acguisition,
retention, use and diselosure of the informstion acquired by the surveitiance has
been fully consistent with the minimization procedures the judge has vrdered and
the restrictions imposed by section 2526(=z).

Line 23, before ‘' Bach extension” insert:

“Phe judge may grant an extension if he makes the same findings a8 for an
original appiication, and also that, teking account of whether foreige intelligence
information has been previously obtained, there is need for a renewal, and also
that the acquisition, retention, use and diselosure of the information sequired by
the surveiilance has been fully eonsistent with the minimization procedures the
judge has ordered and the restrictions imposed by seetion 2526(a).5°

PAGE 12

Line 2, delete “ninety’ and insert “fifteen’ -

Line 21, after such aéquisition insert: “If the Attorney General authorizes such
emergency employment of electronic surveillance he simli impose minimization
procedures on the acquisition, retention, use, and dizclosure of ipformation oh-
tained, as provided in this chapter.’

PAGE 33

Line 10, after “thereof” defese period and insert: , nor shall such isformation
be disciosed elsewhere”.

Line 10, delete “adenial of? and insert: “action upon”.

Line 11, delete “by the Attorney General”.

Lines 12-14, delete present langusge and substitute:

“ff) A judge or an appelate court acting upon an appiieation under this chapier
shafl state the reasons therefore. All such statemenis of resson shaill be made
available to all judges designated to hear applieations or appeald thereon under
this chapter, snd ag much of said statements of opinion as may be made public
consistent with the national security shall be published within a reasonable time,
a5 directed by the judge or court.”.

Line 14, after line agd:

“() Upon the expiration of any original period of surveillance, and npoen ihe
expiration of any renewal thereof, and upon the terminstion of any emergency
em(fleyment of surveiflance, under this chapter, the officer making the appiieation
and the Attorney General shali make a report to the judge on compliance with
minimization procedures on acquisition, retention, use and disclosure of the in-
formation obiained, and on complinnce with rection 2526{a). The judge shall
obtain such further information as is useful snd shall conduet such review as is
helpfut to determine whether the acquisition, relention, use and disciosure of
information from the electronic sarvei%ance has been consistent with the judge's
order, this chapter, and other provisions of law. 1f grounds therefore are shown,
the judge may conduct eontempt proceedings ot refer his findings o o grand

jury.™,
: gine 18, at end of line, add: “and may bese used and disciosed only”.

Eine 18, insert after “only” {and before other insertion}: “only to the exient
cgnsig;el}’t with the misimization procedures ordered by the judge under this
chapter.”.

Line 22, before “hostile”, insert “‘simijarly grave”.

Line 24-line 1 on page 14, delete: “or the conduct of foreign affairs of the
United States™.

PAGE M

TAne 7, after “disclosure” insert ‘i Federal offcers™.
Line 9, delete “which is evidence of a crime” and imsert: “to prevemt the
commission of continuation of an irmminent ctime of violence™.

THells O - T8 - 14
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PAGE 33

Line 1, delete “in camera and ex parte”.

Lines 45, strike: “to the person against whom the evidence is to be introduced”,

Line 5, after “introduced”, strike *“In meaking” and insers: “If only information
which is the remote product of an elecironic surveillance is sought to be introduced,
then in making". :

Tdne 8, strike “only”.

Line 10, s6rike “substantiafiy”.

Tine 12 after line add:

“Provided however, That if the contents obtained from an electronic surveiiance
or information which is the direct prodact thereof, is scught to be intreduced,
then the court must disclose the cours order and accompanying applieation, and
the material sought to be introduced, te the person agsinst whom tﬁe evidence is
. Yo be introduced, dnd shall conduct an adversary hearing in making the determina-
tion that the surveillance was authorized and conducted in a manner that did
ggt violate any right afforded by the Constitution and statutes of the Tnited

ates,

PAGE 16

Line 1, after “(ii)" insert: “the application or”.

Line 2, delete: “on its face”.

Line 13, delete “may in his diseretion”’ and insert “shall”.

Lines 14-15, delete: “and the national security"’.

Lines 21-22, after “such other"” delete: “United Stases citizen or permanent
resident alien' and insert: “person”.

_ PAGE 17

Line 14, after Bne insert:

{a) as & public document:

Line 25, after line insert:

(b} as a confidential communication, (i) copies of all applieations made, reports
on compliance with minimization orders, judicis] orders entered, and statements
of reasons by fudges and courts in acting thereon, deleting identifying data which
would violate any person’s right of privacy, unless such data is specifically
reguested by a committee of the Congress. )

2) description of the benefits to the interests of the United Siates darived
from sueh eleetronic surveillance, and the total costs of condueting such surveil-
lance including time of goverament employees involved.

{3} description of the technology utifized $o conducet such surveillance.

PAGE 18

Line 1-line 6 on page 19, delete present language and insers: -

(a) This chapter is enacted by the Congress as an exercise of its authority o
make all laws which shall be necessary and proper for carrying inte execution the
powers vested in the Congress angd all other powers vested by the Constitution
in the Government of the United States, or in any Depertment or officer thereof.
{b} No elecironie surveillance in the Irnited States, or against United States
citizens and permanent resident aliens, is authorized except in compliance with
chapter 119 or this chapter.”. .

PAGE 1

Tdne 6, insers: :

{e) “This chapter does not grant any authority in addition to that contained
in existing law for investigations to provide the basis for applications for electronic
surveillance, ner for investigation of non-criminal activity, nor for warrantiess
surreptitious entries, mail openings, or other infringements of the Constitutional
right e privacy.”.

.é},ne 12, after fine insert: “had commenced prior to the enactment of this chapfer
and".
. PAGE 20

" Line 3, delete “order” and insert *‘certificate’.
Lines 8-9, delete all language after frst comma.
"Line 15, after fine insert:
“No communications carrier nor any officer, employee, or ageney thereof may
furnish facilities for, nor eooperate in the conduct of, electronie surveilianece,
except in accordance with the provisions of Chapter 119 and this chapier; and
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said cartiers, officers, employees, and agencies shall promptly report in writing
o the Attorney General and o the proposed target any request to furnish such
facilities or coeperation which is not sccompanied by a judicisl certificate, or in
the case of section 2518(7) and 2525(d) in which a judicial cerfificate of approvai,
disapproval, or receipt of an application is not presented within 48 hours of the
initial request o furnish such facilities or cooperation.

Line $9-lne i1 on page 21, delete {renumber sestions {d} through (&) as {(¢)
through (k).

Lines 9 through 12, delete.
Line 13, delete “(2)".

PAGE 22

NEW SECTION 2528

“This act does nob repeal or supersede the terms of the Vienns Convention on
Diptomatic Helations. V@hez an application is submitted for electronic surveiliance
of a nation’s diplomatic agent, his residence or it mission, or ita official corre-
spondence which are declared “inviolable” by the terms of Articles 22 (1) and
(g), 27(2) and 30 {3} and (2) of that Convention, the court shali determine whether
the United States is free under the provisions of internstional law, including
Article 47{23{a) of the Convention, $¢ conduct such surveiffance.

PAGE 2

Lines 13-17, alternative language: a person who {a) acting under the conirel
of a foreign power, as a knowing member of a foreign intelligence service, ()
without dizclosing he has a relationship to the foreiga power, (¢} with the purpese
of benefiing # foreign power and causing detriment fo the United States, {(d)
nges ¢landestine methodg (¢} to neguire mon-publie informasion concerning indus~
trizl methods of vital importance to the national defense, or concerning third
nations vitally affecting our foreign reiations, to coranit the crime of sabotage,
or to comsnit crimes of viclence as pard of terrorist sctivities, {} in violation of
the laws of the i/mited States or of a Siate. {f) Provided, however, that this
definition does not include political activity, collesting or transmifting political
information, or activity protected by the Constitution of the United Ssates.

Tus ADMINISPRATION'S WIRETAP Birn anvp te Fousty AMBENDMENT

{A paper prepared by the Washington Offiec of the American Civil Liberties
{nion, June 2¢, 1976}

1. INTROBUCTION

&. 3197, the administration’s wiretap bill, establishes a procedure for judicial
review vis o warrant procedure for efectronic surveillance of Americans engaged
in “clandestine intelligence activities” and other threats to the national security.
§. 3197 wonld add a new chapter to Title 18 of the United States Code which
weuld foflow immediately after the existing provisions pertaining fo electronic
aurveillance enacted in 1968.

Both 8. 3197 and the existing wiretap statute (18 T.8.C. 2510-2520) represent
efforts by proponents of clectronic surveillance fo ereate a judicial warrant
procedure whicl meets the requirements of the Fourth Amendment to the Con-
atitution. The ACLT takes the position that neither the-existing statute nor the
sdministration’s proposed amendments meet thatf test.

11, FOURTH AMEBNDMENT LIMITATIONS ON ELECTRONIC SBURVEILLANCE

The Fourth Amendment reads as follows: :
“The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated, and ne
warranis shall issue, but upon probabie cause, supported by oath or affirmation,
gn{! par(tii?ularly degerthing the place to be searched, and the person or things to
e geized.”
¥n layman's langnage the Fourth Amendment checks the authority of the
executive branch to invade the privacy of its citizens by two basic fechniques.
First, it requires that wherever possible searchers should be subject to review’
by judicial megistrate through s warrant procedure. The existing statute plus,
the administtation’s wiretap bill comply with that reguirement. However, the
Fourth Amendment also restricts both execuiive investigative officers and the
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judges who review warrants by limiting searches to “particular’” places and
“particular” things to be seized. Ever since the statute was enncted in 1968, the
ACLU has taken the position that the wiretap statufe is an unconstitutional
departure from this “particularity’’ requirement. The most recent propossl for
national security eleetronic surveciliance completely disregards the reguirement
that searches be limited to “particular’” evidenoe of crime.

The 1968 wiretap legislation was enacted in respomse to fwo major Supreme
Court decisions agplyir; the Fourth Amendment fo electronie surveiiance,
Berger v. New York 388 %J.S. 41 (19673, and Kafz v. Uniled Stales 389 .8, 347
{1967}, In Berger the Supreme Court struck down a New York state wiretappiug
statute as_violative of the Fourth Amendment. The court held for the first fime
that the Fourth Amendment appiied not only to $angible things, but alse o
copversationy und that the New York statute did not complv with the par-
ticularity requirement of the Fourth Amendment. A vear ister in Kafz the Su-
preme Court reaffirmed the Berger decision and reversed a federal conviction
based upon a wiretap because the federal officials failed to seek a warrant despite
the fact that in the opinion of the court the officers had sufficient information
prioT to the tap fo sutisfy the particularity requirement of the Fourth Amendment.

One reason the federal officers in Katz did not seek a warrant s that at the time
there wns no statutory warrant procedure for electronic surveillance, Therefore
Congress creafed such a procedure in 1968 in the Omnibus Crime Control and
Safe Streets Act. That legislation was carefuily drafted to meet the dictases of
the Berger and Kulz decisions. I$ reqguires law enforcement agents to present fo
federal judges specific facts which they believe establish probable cause thut the
potential target will engage in criminal sctivity and that there is probable cause
to believe that evidence of a spegific crime wili be overheard in the propesed
surveiliance. Critics of the legislation, including the American Civil Liberties
Union, insisted that despite that attempt at precision the bill could not compiv
with the Fourth Amendment’s particularity reguitement, .especially as expressed
in the Berger ease. In traditional zearch situations she police must specify pre-
eisely what plece of evidence they intend to seize. Since the present statute does
not reguire the police officer to specify preciscly what the target would say which
would be seized via the proposed elecironic surveillance the statute is unconsti-
tutiensl. Obviously, no electronic surveillance warran procedure ean be developed
which will comply with the Fourth Amendment according to that standard.

I, NATIONAL SEQURITY EULECTRONIC BURVEILLANCE AND THE FOURTH AMENDMENT

In drafting the 1968 Act Congress not only skirted the particularity reguire-
ments of the Fourth Amendment, it also completely exempted from ifs coverage
targeis of so-calied “‘national seeurity' electronic surveillance. Such surveillance
was 1o be conducted pursuant to the so-called “inherent authority” of the Presi-
dent to protect the United States from enemies, both foreign and domestic.

In 1972 the Supreme Court held that targets of such surveillance who were
not agenis of foreign powers, so-calied internal security threnss, in this ¢ase the
Weatherman, were covered by the Fourth Amendment notwithstanding $he so-
called “inherent autherity’” exemption {18 U.S.C. 5113, United %zazes V.
United States Districd Court, 407 U.8. 207 (1972) (hereinafter the Keith case).
The eourt heid that suchk surveillance could only be conducted pursuant to a
judicial warrant. Three years later the Court of Appeals for the Distriet of Colum-
bia extended the warrant requirement to threasts against the nntional security
which affected our forelgn relations or who were agents of foreign powers, so-
cg%ied‘t“i;{g% intelligence’ threats. Zweibon v. Mitehell, 516 F2d 594 (D.C,

ireuit, 5).

V. 5 397 COMPLETRELY DISREGAEDS THE PARTICULARIPY REQUIREMENT OF THE
FOURTH AMENDMENT

Faced with court decisions appiying the Fourth Amendment to all nutional
security electronic surveillance, whether the souree of the threat is foreign or
domestic; its national security electronic surveiliance program in icopardy; the
Justice Department comes fo the Congress with 8. 3197, a proposal to ereate a
warrant procedure ns reguired by the Keith and Zweibon decisions. As it had
done in 1967 when faced with the Kalz decizion, requiring a warrant procedure
for all but national security elecirenic surveiilance, the Department seeks to
construct a warrant procedure which evades the particularity reguirement of
the Fourth Amendment. The sham warrant procedure which the Department
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proposes in S, 3187 severely circumseribes the role of the judge and places an
even milder burden upon law enforcement officials to specify the comversations
they intend to seize than did the 1867 Act.

T}nder esisting law, scction 2518(3) of Chapter 119 speeifics the fadings by
the eourt which are the necessary prerequisite to an order authorizing electronic
surveillange for investigation of a criminsl offense; section 2525{a) of proposed
Chapter 126 is the corresponding section applicable fo “national security’ wire-
taps. The critical difference between these two sections is the extent to which the
court is empowered to go behind the asserfions made is the application by the
government agent. Under Chapter 119, $he court is directed to actively engage in
& thorough examination of the facts underlying the application o assure itueif that
a snfficient factus! foundation is present justifying the interception. Under pro-
posed Chapter 129, if the conrt finds that the target of the serveillance is a foreign
agent as defined, then it is without power under this legislation o guestion any of
the reiated facés “certified’”’ by the Attorney General. Thus, under Chapfer 119,
the court is directed to review the substance of the application; under proposed
Chapter 120, the court merely ensures that the procedural requirements have heen
met,

Under Chapter 119, the court must find probable eause to believe: (13 That a
ctime has been, is or is about to be commitied by the partisular individusl whose
communications will be intercepted; (2} that the facilities fo be surveilled either
betong to or are fikely to be used by the target of the investigation; {3} that the
conversations to be intercepted will perfain to the alleged offense; and (4) that
other investigative procedures have been tried and failed. For each of the above
findings, the court must independently assure iteelf that sufficient facts have been
credibly alleged fo justify a belief that the prereguisite has been met.

Ry eomparison, under proposed Chapter 126 the court must only satisfy itseif
that the intended target of $he surveillance is an agent of a foreign power and the
facilities to be interecepted belong to or are likely to be used by such persen.
The court is without authority $o question the government's ssseriion that in-
formation pertaining to foreign inteiiigezzce will be obtained by the surveiflance.
The government need only assert that “the purpese of the surveillance i to obtain
such foreign intelligence information.” (emphasiss added) The court is equally
without suthority to enforee the regnirement that other investigative techniques
have been tried snd preven unsuccessful. It must passively accept the govern-
mexnt’s certification that this is the case.

V. THE DISHEGARD OF THE PARTICULARITY HEQUIREMENT KENDERS 5. 3%
UNCONSTITUTION AL

"Phe faifure of the legislation to meet the “particularity” requirements of the
Fourth Amendment, especially the use of vague undefined ferms such as “clan-
destine intelligence’ activities, and the limitations upon the judge's review of the
gircumstances justifying the warrant have been matters of considerable contro-
versy in the Senate. In testimony before the Senate Inteligence Commitiee on
the legislation prominent crities of the bil including Senator Mondale and Aryeh
Neier, on behaif of the ACLU, deseribed in detail the potentially abusive circam-
stances in which judges might have fo automatically approve warranty under
8. 3197. In subsequent guestioning of Aftorney Ceneral Levi, Chairman Inouve
and others expressed concern sboutb a varisty of eirenmstances in which Americans
might be engaged in non-criminal aetivity, inelnding political activity protected
by the First Amendment (Jobbying members of Congress on behalf of a foreign
power, &4, American Zionist activities on behalf of Israel} which might justify
eleetronic surveiliance under the biil,

The Department of Justice has justified this drastic deparfure from Fourth
Amendment requirements incloding saveillanee of non-criminal political activities
upen & series of Supreme Court eases pertaining fo so-ealled “‘area searches, '
The same vear the Supreme Court struck down the New York wiretapping statute
in Berger it also took a step in the wrong direetion, in effect exempting from the
Fourth Amendment so-called “area” searches Camare v. Municipal Cour! 387
.8 523 (1967}, In that and a related ease, Sez v. Seaitle 387 .5, 541 (1667),
the Supreme Court sanctioned the use of so-calied “area warrants” whereby
menicipal authorities might inspect a business or a dwelling for housing code
violations, net upon probable cause that the dwelling was in violation of a par-
ticular housing code provision but upon genersl experience that dwellings in a
particular ares are likely fo be in violation of the eode,

t Compare 5. 3187 with the New York statute which the court struck dows in Rerger
{see appendlx A).
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The Camara and See precedents have been relied upon in subsequent cages,
Almeida-Sancher v. Uniteqd States 413 11,8, 268 (1973) and nited States v. Amado
Marinez«Fuerte 44 U.S.1.W. 5338 (1976} {0 sanction so-ealled border searches of
sutemobiles not upon: probable cause that the car aetuaily tontains a named
ilegal alien but upon the experience of the immigration officer that if Cars are
-;l?eg;clegl 2t a particuiar point near the border a certain pereentage will eontain
illegal aliens.

All four cases are frequentiy cited for the proposition that the Supreme Court
has extended the warrant reguirement of the Fourth Amendment 4o “area’
searches and border searches. The Justice Department relies upon these eases for
the proposition that when the Supreme Court says that the warrant requirement
of the Fourth Amendment aprpli 28 {0 & certain elasy of searches, it does not neces-
sarily mean that the particularity requirement of the Fourth Amendment must
be a part of the warrant reguirement. > Attorney General Levi is fond of
citing the following language in the Keith cage: )

ifferent standards may be compatible with the Fourth Aman&meat"if they

relation to the legitimate need of Government for intelii
gence information and the protected rights of our citizens. For the warrant
application may vary aceording to tHe governmental interest {0 be enforeed and
the nature of citizen rights deserving proteetion.” 407 118, 207, 322

He interprets that language and the Supreme Court’s prior decisions on “‘ares”
searches and-border searphey as meaning that the warrant Procedure in 8. 3197
need not require probable sause to believe that electronie surveillanece wilt over.
hear eriminal conversations. - . :

The “area”™ seareh ang border seareh eases are a weak reed upon which to rely
such & dam%erous relaxation of Fowurth Amendment standards, First, none of these
cases actually represents a delj berate search for information unr

elated to eriminal

veillance of activitj es, “elandestine

intelligence activities,” which the Juastice Department candidly admits is non-

eriminal. The ares search and border search cases wers searches for evidence of

iflegn? aetivities (housing eode violations and immigration law violations), These
eases simply drastieal’y reduce the - uantuzr of evidenee of

fosséb}e eriminsl
aetiviti heeessary fo justify a search ut, the Attorney Ceneral to the confrary
ithstanding, they do not eliminate the requirement altogether.

econd, none of these cages deals with potentiaily sensitive politieal activitieg
protected by the First Amendment, Th seareh cases
pertain to traditional criminal aetivities. Although these sweepi I
Invade privaecy they will chill or deter nothing more than eriminal activity.
Fleetronic surveillinee of non-triminal “clandestine intelligence sctivities
{especially politieal activities such ag lobbying) will certainiy- chill First Ameng-
ment proteeted activity.

Third, “area” snd border searches are much less intrusive than 90 days of
eleetronie surveillanee. An “ares” seareh for housing code violations is usually s
wall-through of a dwelling or cominercial establishment. A border search is
nething more than a momentary automobile seareh. Electronie surveiilanee,
especially via so-called “bugs' is perhaps the most intrasive form of search, the
most complete invasion of privaey in the wit-of man {indeed the bill perinita

video as well ag agpat eleetronic surveillance}. P\lrﬁhermnre, 8. 3197 permits a
eontinuing invasion of privasy for 90 days with wnlimited additional 90 day
extensions. . -

Vi CONCLUBION: THE AcLy POSITIHON

- Iz conclusion the ACLT ia greatly disturbed by the dramatic¢ relaxation of
Fourth Amendment law contemplated by 8. 318%7. 1t is ironfe _that the new
chapter 120 proposed in this legislation would in ofect provide less Foarth Amend-
ment protection to Americans engaged in non-erimipal “elandestine intelligenee

law. While the ACLI is certainly not satisfied with that statute, it would eertainky
prefer relaxation of the i ; i

B. 3197 as presently drafted. Idestly, the old nati
U.8.C. 2511¢3) should be repealed and all nationsl

)
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dueted pursuant io the existing law; or better vet all electronic surveillance
authority repealed begsuse in our view no such statute can comply with the
Berger case.

APFENDIX A

New York Starvre Stavex Dowws sy Svpaems Cownr iy 1967

1. “§ §818-a. Bz parle order for eavesdropping

“An ex parte order for eavesdropping as defined in subdivisions one and twe
of section seven hundred thirty-eight of the penal law may be issued by any
justice of the supreme court or judge of a county court or of the court of general
sessions of the county of New York upos oath or affirmation of s district attorney,
or of the attorney-general or of an officer above the rank of sergeant of any police
department of the state or of any political subdivision thereof, that there is
reasonable ground {o believe thai evidence of ¢rime may be thus obiained, and
particularly deseribing the person or persons whose eommunications, conversa~
tions or discussions are {0 be overheard or recorded and the purpose thereof, and,
in the case of a telegraphic or telephonic communication, identifying the particular
telephone number or telegraph line invoived. In connection with the issuance of
such an order the justice or judge may examine on oath the applicant and any
other witness ke may produce and shall satisfy himself of the existence of reason-
able grounds for the granting of such application. Any such order shall be effective
for the time specified therein but nof for a period of more than $wo months uniess
extended or renewed by the justice or judge who signed and issued the original
order upon satisfying himself tiiat such extension or remewal is in the public
interest. Aoy such order together with the papers upon which the application
was based, shal} be delivered to and retained by the applicant as suthority for
the eavesdropping authorized therein. A true copy of such order shall at ail
times be reiained in his possession by the judge or justice issning the same, and,
in the event of the denial of an application for such an order, & true copy of the
papers upon which the appiication was based shall in like manner be retained
i;g_ghg judge or justice denying the same. As smended L 1438, ¢ 676, ff July 1,

A,

Memoranpus Froxm Hore BasTMan, ASSOCIATE IMRECTOR, WASHINGTON
Orrrce, AmericaNy Crvin baseames Uniow, Juxe 4, 1976, ox 8. 3197, Na-
TIoNAL SECURITY WIRETAPPING

Serious probiems exist with 5. 3197 which we believe must be faced before
the Senate Judiciary Comumittee voies on this biill, We, therefore, urge you to
delay action on the bill and hold further hesrings hefore any action is taken on it.

The enclosed material highlights some of these as-yet-unanswered guestions
ang problems. The materizal includes:

“(ay A memorandum pointing out that § 2528 of this legislation wili leave
rogm for Presidential sssertions of inherent power to engage in burglaries and
bresk-ing in the name of “national security';

“{b} A memorandum prepared by Robert Borosage of the Center for National
Security Studies and an article by Chrigstopher Pyle in The Nation, May 29,
1978, both of which identify a wide range of other problems with the bill; and

ey A chart faken from reporis of the Administrative Office of the TUnited
States Courts, showing that of the 4863 Title 11 {i.e. for criminal investigations)
wiretaps sought over a six-year period, only .13 were turned down by judges.
Judges are even less likely to refuse ‘‘national security”’ warrants under S’ 3197,
If this is so, the major gain cited by the bill's proponents as reason to overlook
of scquieses in ifs many undesirable aspects is illusory.” :

The ACLU is opposed to afl wiretapping. We are opposed to Congress legis-
inting & whole new justification for if. Even if you do not share this view, there
are many other things wrong with this bilf which warrant your oppesition to it

Mesmoranoun ¥Faom Horp Easrman, Assooiate DIRBOToR, WASHINGTON
Orrice, AMERicax Civin Lisermies Uwmoxn, Jung 4, 1976, Eresor or §. 3197
oX “Brack Bac'” Joms

The Court of Appeals for the District of Columbia has just decided a group of
cases——Unifed Stales v. Bhriichman, No. 74-1882, United Stales v. Barker, No.
741883, and Uniled States v. Martinez, No. 741884 {D.C. Cir. May 17, 1978)
which suggest that farther revision is needed in Seetion 2528 of 5. 3197, As
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written, it would serve as the basis of Presidential assertions of a power to suthor-
ize burglaries and bresk-ins for “national security” purposes.

The current draft of 5. 3197 contains language which 5 designed to narrow the
Section 2511(3) lunguage now in Title I11. It provides in parh:

“Nothing contained in . . . this chapier shail be deemed to afect the exerecise
of any eonstitutional power the President may have to aequire foreign intelligence
information if (2} snch acquisition dees not come within the definition of elee-
tronie surveillance in paragraph (2) of subsection (b) . . .7

While simed by iis proponents at NSA  this broad language leaves intaet
Presidential assertions of power to colleet foreign inteliigence information by all
and any means not covered hy the siatute.

This is not a theoretieal issue of interest only to scholars and purists. Although
the eonvietion of John Ehrliehnan for his roie in the break-in into the office of
Lewis Fielding, Daniel Ellsberg's psyehiatrist, was upheld, the Court of Appeals,
taking its lead fromn [indied States v. Uniled Siates Disirit Court, 407 1.8, 297
(1972} and Zwethon v. Mitchell, 516 T2d 594 (1475), cerl. dended 44 TR LW,
3887 {April 28, 1976}, held only that i there was such a “national seeurity” ex-
em}gt-ion, it had to be ssserted by the President or the Attorney General

owever, maore sigaificantly, the Conrt of Appeals reversed the convictions of
Barker and Muartinez, If ruled that they had relied in good faith on Howard
Hunt’s apparent anthority, given their long involvement with him in past CIA
activities, and that the existenee of o long-standing governmeat asgertion of
national sesurity exception to the warrant requirement provided them with a
“plausible legal theory™ to support their belief that Hunt eould have that au-
thority. Whatever onc thinks abont the ultimate faitness of freeing Barker and
Martinez, the faet remains that the courd relied on this assertion of inherent
power to do so. )

Thus, unless Congress closes the "national security” exeeption fo the warrant
requirement, the “national security” argument will be available not only for wire-
tapping but for break-ing and burglaries. I shonid be kept ¢learly in mind that
the break-in involved in these eases was of Dr. Fielding, who himself had no
foreign intefligenee comncetion. Indeed, even the foreign intedligence links to
Daniel Elisberg hirmself weore tenuous at best. It should also be kept firmly in
mind that in this case, the Department of Justice for the first time in history
officially took the position that:

“It is and has long been the Department’s view that warrantiess searehes in-
volving physical entries into private premises are instified under the proper
eircumstanees whesn related to foreign espionage or intelligence.”” Memorandum for
the United States as Amicus Cutine (May 30, 1975); cited in United Stales v.
Ehrlichman, supra, opinion of Judge Leventhal, slip op. at 4.

"Withont this inheront authority, these aetivities would be illegal ynder state
and federal law. The Senate Select Commitice urged the Congress to “make olear
to the Executive Branch that it will not eondone, and does not secept, any
theory of inkerent or implied authority to viclate the Constitution . . . or pny
other statutes.” Final Report, Senate gelect Committee to Study Governmental
Operations with respect to Intelligence Activities,” Book II, 8 Rep. No. 94755,
84th Cong. 2nd Sess. 297 (1978}, - -

“That task is npow before the Judiciary Committee as it considers this bill.

Memorannum 10 Horr BasTaaN, AssociaTe DirgcTor, Wasmneron OFFICE,
‘ACLET], Froum RoseaT Borosace, Dirgeror, CENTER For NamonNal SgcoriTY
Srupies, June 4, 1976

In response {o your request, the following is an analysis of 8, 3197, the “aational
security’’ wiretap bill now before the Senate Judiciary Committee. It describes
the serious flaws iz the bill in its present form. New hearings should be scheduled
to-review the revised version of the legislation and to evaluate it in light of the
recommendsations of the Senate Seleet Commitiee on Intelligenee {the Chureh
Committee}. This memorandnm describes the primary reasons the current hill
is-unaceeptabile.

The principal purpose of the bill is fo authorize warrants for electronie surveil-
lanee to obtain foreign intelligence information, even where there is no evidenee
of uniawfut &ctivity‘g%he bill thus empowers the government {o eonduct wiretaps
against Ameriean citizens cngaged in purely lawful activity., Under 3. 3197
a warrant can be issued upon a showing of prohable cause to believe that the
sitizen s conspiring with or aiding an agent of a foreign power, faction or party,
engaged in something called “elandestine inteiligence actividies,” or ‘‘terrorist
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activities.” Neither term is defined in the legisiation. Attorpey Gesneral Levi has
offered no definition of “terrorist aetivities,” and states that "clandestine intelli-
gesee aetivities” includes lawful behavior, such as collection of information about
industrial affsirs or protests direeted against foreign instaliations in the United
States. A fuiure Abtormey General could define or redefine these terms in even
leoser ways,

This provision is simply unaceeptable. In the pash, warrantless “national
seeurity” wiretaps have been repeatediy misused for pelitical surveiliance. The
Churck Committee reviewed the problem earefuliy and coneluded thai the only
profeetion against abuses was that me American citizen should be subjected o
any wiresapping other than npon a showing of probabie canse to helieve that the
information to be intercepted relates fo criminal aetivity (Title 111, 18 U.8.C.
2510-2520). The Chureh Commitice considered and rejected the Administration’s
asserdion that some lawful eonduet shonid be the basis for surveillance. The
Committee concluded thab if the laws were insufficfent to profect valuable no.
iional securisy information from foreign agents, then the laws should be amended,
rather than ereate a mew “dangerous basis for imtrusive surveillance.” (Church
Report Volume I1I, p. 325} 5. 3197 ignores this recommendation without
expianstion.

he differenes is crucinl. Fleetronic surveillanee is a “search and seizure”
under the Fourth Amendment. Many eonstituzfional seholars believe that wire-
taps eonstitute a “general search” ineompatible with the provisions of the Fourth
Amendment. To aliow this intrusive surveiliance technigue to be used outside
of & eriminal nexns sanetions & serious enercaehiment on politieal liberty.

A eriminal nexus lismits zomewhat the type of information whieh is of relevanes
{evidence of erime), as well as the targets and the aetivities whieh are of coneern.
A citizen ean with some confidence preserve his or her privaey by limiting his
or her behavior to non-eriminal activity., Thus probable eause of eriminal activity
at jeast provides a minimum limiting eonceptual framework for warranting snr-
veillanee of American eitizens

The provisions of S, 3197 abandon that framework. Tnder the jegislation, a
warrant ean be issued for eleetronic surveillanee against virtuaily anyone of
serious political coneern o an administration in office. The government need
only show evidence of (1) a eonneetion with someone who may be (2} an agent
{3) engaged in scerst intelligenee aetivities. It need nob prove any of the three
to gain the warrant, only provide evidence of them. For exampie, in 1863,
Attorney Cenersl Kennedy first approved s wiretap upen a elose aide of
Dr. Martin Luther King, Jr., whom the FBI alleged was attempiing to influence
Pr. King on behalf of the Soviet Union, and later sanetioned a wiretap upon
Dr. King because of “possible communisé influence in the racial sitnation.” A
similar showing might well suffiee to meet the standards of 8. 3147, The wiretap
would theoretieally be limited to the collection of foreign intelligence information,
bnk that is defined so broadiy as to nullify any minimization proeedures,

Moreover, the standard in 8. 3187 provides no guide for an active citizen who
hopes to avoid surveillanee. Any seholar, sefivisf, businessman, member of
Congress or foundation exeeutive coneerned with questions of naiional seeurify
affairs is & possible target under the aet. To aveid eoming under suspieion, a
voesl eritic of the governmeni would have to sever all relations with foreign
eitizens of those in eontact with them.

The legistation wonld seem 1o permit an Attorney Ceneral less sensitive to
eivil liberties than Tdward Levi fo define “clandestine intelligence activities” 10
warrait electronie surveiisnce similar to the so-called ‘“Kissinger sevenieen taps”
on journalists and government employees. Electronie surveillanee similar o the
“gugar lebby’ taps of a Congressman and his aides in the early 196('s (placed
upon an allegation that a foreign country was attempting to influence Congres-
sional deliberations about sugar quoia legislation) would eertainly be possible.
Congressmen who travel abroad, eniertain lobbyists for, say, greater aid to
Israet or lower trade restrictions for Yugoslavia; or receive honoraria to speak to
foreign iobby groups would aff be potential iargets, as would any opponents of
administration policy with contacts abroad.

Supporters of the bill argue that its scope is limited by the judicial screen
provided by a warrani process. The history of the wiretap legisiation belies that
elasim. From 1989 to 1975, ouly 13 of 4,863 applications for warrants under
Title 1¥1 were denied. Judges tend to defer to prosecutors, In the area of national
geeurity, this deference will surely increase. Moreover, 8. 3197 goes to exiraor-
dinary lengihs to insure $hat a warrant will not be denied. Warrant applications
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wilt be reviewed by one of seven distriet court judges selected by the Chief
Justice. If one of these should be so bold as to deny an applieation, the tegislation
provides for an extraordinary ex parie appeal to a speecislly-designated three
judge appellate panel; if necessary, a further ex parte appeal mayv be made to the
Bupreme Court. In reality, few if anv applications will ever ba denied.

Thus the only protection the warrant procedure provides is the paper record
it ereates for review. Fven this protection s vitiated in 8. 3197, Generally foreign
intelligence {(and political intelligence) wiretaps are for the purpose of gatherin
information rather than prosecution. Thus the paper record is seldom expose
to later judicial review. Moraover, if evidence “incidentally acquired” from the
tap is introduced in trial, the legislation provides for an ex parte, in camera sub-
mission to the judge. Neither the defendant nor his or her attorney can review
the submission. The court is thus deprived of an adversary proceeding on the
vaéidity of the criginal order, virfuaily the enly basis for adegunte review of an
crder. . :

8. 3197 does require that the Atiorney Geperal approve the application and
that a Presidentislly-designated national security official certify that the informa-
tion sought is foreign intelligence information not otherwise available. Formal
ai)proval and certification offer some protections. Yet, in the past, the judgments
of such officials have been suspeet. Aftorney General Robert Kennedy approved
the wiretap on Martin Luther King and his asscciate. The seventeen taps against
reporters and government officialy were approved by Kissinger and Attorney
General Mitchell, As the Church Committee eoneluded, the only adeq}lllate pro-
tection is & conceptus] framework whick limits the diseretion of both officials
and judges; a criminal nexus provides that framework.

Insistence upon & criminal nexus is particularly important in this legisiation
for it is but the first of a series. The past programs of illegal mail opening and
bresk-ing {surreptitious entry) were justified on the basis of national security.
Fhis hill does not )}l)reclude that assertion in the future. This legistation wiil also
tend to foreclose the necessary debate about the seope of the F% ‘s new charter.
Surely if Buresau has the power to wiretap citizens without evidenee of crime,
it has the power to engage in investigations not related o crime, the very power
which it claimed for political surveillance and disruption in the pagt.

Other provisions of 8. 3197 raise questions worthy of review. The legisiation
does not provide for notice to American citizens targeted or overheard afier the
tap is removed. As noted above, it also empowers the government to use the
inforination in eriminal or other judical proceedings without an adversary pro-
eeeding on the legality of the tap (Seetion 2528 C). Together these two deviations
irom Title 1¥1 proceedings will make warrants under this chapter mueh more
attractive to {ecﬁaral officials than those under Title 1. '

8. 3197 also contains a disclaimer section on Presidential Power {Section 2528).
¥mproved over an earlier version, the section now seeks to exciude NSA’s sur-
veillance from the provisions of the bill and to empower the President to sct
without a warrant in an emergency. ‘The former is accegtable ag leng as the lan-
guage is reviged to make it clear that it refers only to NSA and does not preserve
an inkerent Presidential power o0 use other surveillanee techniques on national
seeurity grounds. The Congress mugt alse not ignore the need to bring NSA
under the limits of the Constitution in the near future. The Churck Commitiee -
offered a comprehensive set of recommendations on NSA, which is apparently
acgeptable to the ageney, and which shouid be enacted immediataly.

The Presidential emergency clause requires changes also, As it now reads, the
section is a disclsimer, stating that the Congress has no intention to limit the
President’s inherent power to wiretap under circurnstances “‘so unprecedented and
potentially harmful” as not reasonably within the contemplation of Congress.
Thus the section still assumes the President has residuai constitutional powers to
wiretap.

The provision should be altered to constitute a grant of power, empaowering the
President to wiretap without a warrant in extraordinary emergency situations.
The bill and/or the legislation history should then make glear that his provision
-applies only in upique instsnces, so threatening to the existence of the eouniry
that extracrdinary messures sre necessary. It should be specified that the pro-
vision eannot authorize an op-going program of taps, or a.long-term wiretap. It
also should be coupled with a requirement to report to Congress.

YUnder pressure from the sponsors of the bill, the members of the Judiciary
Commitiee are now feeling great pressure to repors out this legislation. There is
no need for hagte, however. At the very least, the Judieiary Committee should be
required o hold a series of hearings which will explore the differences between
8. 3197 and the recommendations of the Church Committee.
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TITLE ;18 USC, 255020
IN¥ERGEPT GRDERS

Applicativns Denisls
Total
Federal State Federal Staty applications
13 2] 1 1 30z
183 £14 0 0 597
285 531 0 0 #i6
206 k] 0 4 855
3 734 0 2 £64
12t 507 ¢ 2 28
108 593 ¢ i 701
TOLBE. o vevernc e e e e 1,086 3,191 1 12 4,863

Seyroe: “Annual Heports on Applications for Orders Authorizing of_ﬁ;:g_mving tie intamgtiaﬂ of Wire or Oral Com-
munications''; for the period of Jansary 1968 to December 1975, Administrative Office of the [1.5. Counts, Washington, D.G.

E¥rom The Nation, May 20, 1676}
A Binu To By AnieEns
(By Christopher H, Pyle®)

At & White House meeting on March 23, President Ford, Attorney General
Levi and Senator Kennedy anveited a bipartisan bill (8. 3197} to govern elecironic
surveilisnce for neationsl security purposes. To the White House press corps,
mote interested in politics than subsiance, the proposal seemed splendidw--the
historic first fruit of & vear of wrenching disclosures and fractious debate over the
proper roie of intelligence agencies in a free society. If passed, the bill would
require the government to obtain judicial warrants before installing wiretaps and
bugs {0 monitor suspecied foreign agents.

{Infortunately, the Levi-Kennedy bill is not splendid at sll. It is regressive
legisiation which eomes perilously elose o perpetrating a fraud upon the Con-
stitution, the courts and the public. To understand why, it is helpful fo recall
some basio Erincipies, including the Fourth Amendment:

“The right of the people 0 be secure in their persons, houses, papers, and
effects, against unreasonabie searches and seizures, shail not be vioiated, and no
warrants shaii issue, but upon probsble cause, supported by oath or affirmation,
ﬁnd garéiglliarly deseribing the place to be scarched, and the person or things to

¢ seized.

According to the Supreme Court, electronic surveillance constitutes & “search”
within the meaning of the Amendment and interception of electronic communica-
tions is a “seizure.” As a general rule, warranis o conduct such searches can be
issued only i}y ifldgeﬁ, who must decide whether the groposed invasion of privaey is
“reasonable.” Traditionslly, this has meant that the government must persuade
the judge that there is probable cause to believe that the information sought
relates to a crime: warrants for the clandestine coflection of genersi information for
political purposes have never, until now, been sought or granted.

Fo carry out their constitutional function of providing a potential check against
overreaching investigators, judges are expected to render an independent and
informed judgment based on the totality of the circumstances. They must be
told why the government believes that a crime has been, or is about to be, com-
mitted; why the proposed search may produce evidence of that crime; where the
ﬁovemme:zb proposes 4o scarch, and what it expects to seize. Unless the judge

nows these facts, and can examine the inferences which the investigators have
draws from thers, he cantiot carry out his d%ztg,

In their sttempt to clarify and expand the government's suthority to gather
intelligence, the hill’s sponsers would undermine these principles in three fup-
damental ways. First, they would create & new breed of “funny warrants” in
which the nsed for the monitoring would he decided by the government's spy
chiefs, and not by federal judges. Second, the bill would deny Fourth Amendment
rights to foreign visitors, even though they have done nothing to viciate our laws
or threaten our security. And third, it would expose citizens, resident aliens and

I Cheistophier Pyle teaches constitations] 1w &t the Johe Jey Coltege of Criminal Justice
ia the City Untversity of New York.
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foreign visitors alike te the possibility of erimins! prosecution or political harass-
ment as the result of searches undertaken without the slightest reason to believe
that a erime has been, or is about o be, committed.

Perhaps the most shoeking aspeet of the bili is its corruption of Fourth Amend-
ment standards. On ite face, 5. 3197 appears to require » judicial finding of “prob-
ble eause.” but upon closer reading it makes a moekery of that duty. No crime
need be alleged; the surveillanee would be for intelligetice purposes only. Cowurts
would be permitied to deeide whether there is probable cause to believe that the
target, of the proposed surveillance is a foregn agent or foreign powsr, and that the
facilities or plaee to be monitored sre, or are about to be, used by a foreign power.
But, the crucial decision of whether the intereeption was really needed for legiti~
mate inteliigence or ecunterintelligenes purposes would be leff to the President’s
Assistant for National Sceurity Affairs or other national security executives like
the Secretary of Defense, the Seerctary of State, the Direetor of Central Intelti-
gence or the Attorney Genersl.

nder a povel certifieation proeedure, the nation’s spy chiefs {or their designees)
would simply declare that the proposed tap-or bug was needed-—to pretect the
country against attack, assure the security or defense of the nation, promote the
eonduct of foreign affairs, or counter the {ntelligence activities of foreige nations.
Judges would mot be aliowed to question that ju ent. In short, the bill would
create s “funny warrant’” delegating an essential element of the judiciaty’s power
to the unreviewable discretion of the men whe have succeeded John ‘Mitchell,
Richard Kleindienst and Richard Helms. Judzes would be reduced to bestowing
empty blessings on the unchecked exercise of Executive will,

n addition, the bili appears to be grounded on the exiracrdinary ides that sion-
resident aliens are not “'people’” within the meaning of the Fourth Amendmens.
‘Reviving a theory used by Attorney General Paimer te justify his infamous
“Red Raids” of 1919 and 1920, Attorney General Levi told Senator Church’s
Select Committee on Intelligence Activities last December that the only “people”
protected by the Constitution from unreasonable sesrches and seizures are: " We
the people” whe, in the words of the Preamble, ““de ordain and establish this Con-
stitution for the United States of Amerios.”

These people, Levi insisted, ineluded only.citizens: and resident aliens. How
resident aliens, who cannot vote, esn be regarded sg “‘ordsiners” under the Pre-
amble and therefore “people” under the Fourth Amendment, he did not SRy
Nor did the Attorney General explain why foreign visitors are now considered
“persons’ entitled to due process and equal proieetion under the Fifth and Fout-
teenth Amendments, if they are not aiso “people” entitled £o be free from un-
reasonable searthes and seizures under the Fourth. Ignoring these ebvious anoma-
lies, Levi has revived a nativist view of the Coastitution wiieh, if aecepted by the
Supreme Court, would tranform hundreds of thousands of foreign visitors each
year into Fourth Amendment outlaws, subject i0 whatever invasions of their
p;i&cy might be deemed appropriate by transient, often anti-foreign majorities
o 1EYess.

"This crabbed view of the Fourth Amendment can be found in the wiretap bilt’s
sweeping definition of an “agent of a foreign power” ag anvone “who is not &
permanent resident alien or citizen of the Tnited States and who s an . . . em-
ployee of & foreign power.” A ‘“foreign power” ig defined not only as “foreign
governments” and “military forces’’ but “faetions, parties, . . . or ageneies or
instrumentalities of sueh entities, or organizations cormposed of such entities . . .
ot foreign-based terrorist groups.”

The seope of this definition is truly breathtaking. Fourth Amendment proteetion
againt unreasonable national security wiretapping would be denied ot only to
suspected spies (whose agencies curiously are omitted from the list) but to dootors
from Sweden, professors from France, railroad engineers from Great Britain,
politicians from Canuads, and UNICEF workers from Australia. Indeed, given
the millions of people that soeialism has put on foreign government payrolls,
about the only foreign visitors elearly exempted under the bill are apolitieal foreign
businessmen, like the executives of muitirational eorporations whose dealings in
strategic commodities have vaused consternation in our intelligence agencies.

" Were surveillance under the bill limited to cases of espionage ot sabotage, the
sweep of the foreign agent definition would be of little consequence. "Tlie bli,
however, has nothing to do with those erimes, which can be investigaied under the
1868 wiretap aet. What Levi wanis is nuthority to use wiretaps and bugs to
investigate whelly lawful statements and activities. The primary purpose of his
bil} is not ever to eounter the lawlul snooping of Russian spies {aithou%h it would~
also serve that purpose}. It is {0 faeilitate spying by the FBI and the CIA on the
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communications of foreign visifors in search of infermation on the polities and
economics of foreign lands, regardiess of whether those lands are hosiile to the
United States. Targets could include one’s cousin from Brussels whe imporis oil
for the city, & brotherdin-daw from Israel who sits in the legislature, or an uncle
from Dubilin who raises moaey in Ireland for the IRA. Moreover, sinee the hill
empowers couris $o issue warrants compelling landlords, custodians, or “other
specified persons” to assist with the surveillsnee, Americans could be forced to help
tgc government spy on their own gucsts from abroad. :

If the Levi-Palmer theory of the Fourth Amendment were upheld by the
Supreme Court iz a test of this bill, the FBI wouid have constitutional grounds
for agserting that foreign visitors have no rights its agents are bound o respect.
Visiting ihe United States could become as annoying as touring Communist
countries, where ciandestine searches of hotel rooms and luggage are a common
oCCUrrenee,

The theory is too preposterous to be maintained. Should the bill ever be chal-
lenged in court, the Justice Department is likely to $ake a seemingly more moder-
ate position, te concede Fourth Amcndment righis fo foreigners in theory and
eviscerate those rights by definition. For exampie, it could insist that the warrant
procedures of 8. 3197 are "‘reasonable’” when applied to foreigners, even though
they would be unconstitutional if applied to citizens, because foreigners are more
likely than citizens to engage in espionage, and because espionage might, in
cerfain circumgiances, pose grester danger to the publie interest than the ordinary
felonies of patriots,

Given the reluctanee of the Supreme Cours {0 come out and say clearly thst the
Fourth Amendiment applies to government taps and bugs, whatever their purpose,
the ploy mighé work, even though the bill has nothing to do with the traditional
crimes of espionsge or sabobage. Federal government officials are disposed {6 grant
aliens the game righis as eitizens, and the Justices of the Supreme Court are no
exception. For years they have upheld the constitutionality of legisiation denying
aliens the rights te free speech, free association and fair hearings enjoyed by
citizens.

Ajtens charged with espionage have fared no better with Fourts Amendment
claims. Warrantiess wiretaps were upheld in the ease of Igor Ivanov, a Soviet
national convicted in 1970 of spying on the Strajegic Alr Command. The Third
Cirenit Court of Appeals ruled that “in the citcumstances of $his case prior judicial
asuthorization was not required,” and held that Ivanov's Fourth Amendment
rights were adequately protected by an sfter-the-fact review of the '‘reasonable-
ness” of the wiretapping by a trial court that knew of the evidence that had been
obtained. The Court of Appeals acknowledged that its decision amounted to a
“relaxation of Fourth Amendment requirements’ and that similar wiretaps in
the case of a demestic politieal organization or ordinary criminal would have
been illegal, but the Supreme Court refused review,

In 1860, the Warren Court went even further in order to uphold the abduction
of Rudolph Abel, the Soviet master spy, who was spirited out of hig studio in
Brookiyn, New Yzork, and flown to Brownaville, Texas, where he was held prisoner
for two weeks by the CIA. The law which permitted Abci’s arrest under an
administrative warrant issued by the Immigration Service (because he was sug.
pected of entering the country illegally} was accepied as constitutional, even
though the arrest of a citizen under similar circumstances and without prior
iugicial authorization would not then have heen folerated.

Thus, while it remsins fo be seen whether the Supreme Court will extend its
current double standard from cases invelving spies and irmmigrants to a broead
law permitting political and ccenomic esveadropping on law-abiding foreign
visitors, the prospects are not anspicious,

The Levi- ennedy bill threatens more than the righis of visitors; it would limit
the rights of citizens as well. The Supreme Court has ruled, as a matter of Fourth
Amendment law, that evidence obtained from warrantless government faps and
bugs must be excluded from judicial proceedings; nothing less will cure the consti-
tutional vielation. The proposed law would deny this profection fo citizens as
well as aliens, provided that the executive branch had been able to persuade a judge
that there was probable eause to believe that the person to be monitureé was
engaged in “clandestine intelligence activities . . . pursaant to the direction of
a foreign power.” Once the judge accepts a “funny warrant,” authenticstes the
certificate of need, and accepts the government’s promises o minimize itz eaves-
dropping on innocent third parties, all evidence of any criminal activity “inei-
dentally’ overheard can be used against the target in court. Moreover, the govern.
ment wouid not have fo revesl to the defendant where it got the information,
a5 it now must do in ordinrary criminal cases,
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On its face, this provision appears to be aimed at an cspecially dangerous clags.
of criminala: atom spies, saboteurs and skyjackers. In fact, that is not its purpose;
federal law already permifs the government to monitor thera. This bift calls for
sormething new, By using the term “clandestine intelligence activities” instead
of esplonage, sabotage of-mutder, the govermment seeks the power to use wiretaps
and bugs to investigate wholly noncriminal conduct including lawful inquiries
into public record information bearing on American economic and military
capsbiiities. . ) .

he provision is a memorial to & Nazi agent named Heine who put together an
extensive profile on eur atreraft industry on the eve of World-War II by posing
as & stadent{journalist and using whotly nonclassifed ddta. Under the espionage
iaws then and now in force he could not be convicted of any erime, : '

The law Attorney General Levi proposes would permis eiectronic surveillance
of Mr. Heine without probable cause to believe that he was about to commit any
erime. It would also go much further, because nothing in it says that the PETSON,
acting “pursuant to the direction of a foreign power’” must be a witting partic.
ipant in “clandestine intelligence activities.” All the government would need to
show would be that there wus probable cause to believe that sn unguestionabiy
loyal American was engaged in research, advertising, lobbying or legal work for a-
foreign govemment; party, faction {whatever that s}, or international organiza-
$ion, and that the work being done arguably served the secret intelligence parposes
of that “foreign power.” And, since judges would not be permitied o question
the government’s certificate of need or review the information gleaned from the
wiretap, they would be unable to protect Ameriean citizens from the misuse of
national security wiretapping for partisan political purposes.

Similarly, the bill would permit electronic surveiiianse of any person—including
an Ameriean with no links whatever io & foreign power—who “assists . . . &
- person who, pursuant to the direction of aforeign power, is eagaged in clan-



219

destine intelligence activities, sabotage, or terrorist activities. . . . Again ,witding
service is not required. Lawful assistance to a person seeretly engaged in wholly
lawfui information-gathering activities for a foreign government would expose
one to wiretapping ot bugging and the con¢omitant danger of criminal prosecution
for wholly untelated activities which mighi, for one reason or another, be con-
sidered eriminal. Given the specious justifications atill being offered by Nixon
sdministration officials for their taps on newsmen and ex-National Security
Council aides, and $he harassing nse of eriminal and nponcriminal wiretap infor-
mation by the FBI in its vendettn against Martin Luther Xing, it is not difficult
to see how this provision could be misused.

Finally, the same provision would endanger the privacy of anyone who, wit-
tingly or unwittingly, “assists’’ any person engaged in nndefined ‘“terrorist
netivities” anywhere on the globe “pursnant to the direction of a foreiga power.”
Ethnie Americans with ties to strife-torn countries would be particularly vulner-
able, becsuse the bill is written broadly enough to permit moznitoring of money
raisers for Palestinian charities, persons whoe support reistivez on the revoln-
tionary side of a foreign war, or publishers who print the manifestoes of foreign
revolutionsaries.

The bill’s ultimate mockery of the Constitution and the ¢ourts, however, lies
net in its subversion of the Fourth Amendment bt in ifs failure to reject execu~
tive claims to an inherent constitutions! power to conduct surveiliances, whatever
Congress provides by law,

The bili seems to require that intelligence agencies obtain judicial warrants
before undertaking any wiretaps or bugs, but that is not the case. A disclaimer
at the end of the hill releases the executive branch from even that small restraint.
It would put the Congress on record as actually acknowledging “the constitntional
power of the President to order electronic snrveillance . . . [for national security
intelligence purposes]” and diselaiming any intent $o restrict that power,

No Congress has ever gone so {ar, € disclaimer is not merely a diselaimer;
it would actually give the executive branch the power, subject only to whatever
restraints the Supreme Court inight impose, to evade the bill from the ouiset, or
to defy a federsl judge and go shead with a surveillance he has refused to approve.

It is probable that the bilY's sponsers on Capitol Hil do not intend the many
abuses that could arise from it, gut laws touching on fundamentai rights should
be drafted with precision and should not lend themselves o easy manipulation.
It is ot enough to say that we now have an Attorney General ofy ugiquestionable
integrity, or that the intelligence bureancracy has learned its iesson. E the history
of electronic surveillance over the past forty years teaches us anything, it is that
officlals of high integrity have adopted specions interpretations of the law, and
that secret agencies shouid never be trusted.

Liberal proponents of the bill argue that i$ deserves support despite its obvious
constisutional defects becanse it containg usefnl procedures to protect the privacy
of third persons, and because the current Supreme Court, if left to its own devices,
might rule that judicial warrants are not required when the target of the eaves-
dropping is a suspected foreign agent. In today’s climaie, they argus reformers
must take what they can get. The important goal shouid be to establish the
principle of judicial warrante—even “funny warrants'-—in national security
esses, vindigation of the rest of the Fourth Amendmen$ can come in later years.
The bili may demean the courts and defraud the publie, but that is the price
which mnst be paid for a marginal advanee for liberty in an atmosphere hostile
1o reform of the intelligence agencies.

If they are right, that is a $ragic commentary on the state of liberiy on the
eve of our Bicentennial,

[From The Natlgn, May 29, 1976]
Burwma: Tee LoNc Suesy

{By David J. Finkelstein 1}

My first visit to Burma, in 1964, copsisted of the maximumn allowable twenty-
four-hour stopover in Rapgoon. At that time an increasingly anti-foreign govern-
ment under Ne Win's despotic grip was in the process of “Burmanizing” the
country by expropriating businesses owned primarily by Indian, Pakistani and
Chinese residents. After being stripped of all their possessions, includisg their
wedding rings, those fortunate enoug% £0 have foreign passports were thrown out

I Bavid Finkelsteln 1z & Inwyer and o program officer &t the Ford Foundation, specializing
in Asian affairs. This article refiects only his personal views.
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of the country. Those born in Burma, whe kad no such passports, could do nothing
but remain, ostensibly with no mesans of livelihood. T stayed the night at the
vacant, gleomy and fast deteriorating Strand Hotel {(where in the “oid days” a
string ensembie used to serenade dinner guests), disappointed at not heing abie
to folow Bob Hope and Dorothy Lamour up the fabled Road le Mandalay, snd
listened as a lonely oid Angle-Burman clerk ﬁumcnted that the "Burmese road o
socialism” was & path to isolation and stagnation. And, indeed, so it seems to
have been,

The Burmese Government points with pride to the fast that, unlike Indochina,
Burma has avoided the ugly aspects of foreign intervention. But in deing so, it
seems to have brought itself to the brink of economie disaster. In desperate need
of foreign currency, the government has refaxed its visa restrictions to the extent
that foreigners are now allowed » raaximum of one week’s stay in Burma, There
ate thus a few more guests at the Strand these days, inciuding several Texas oil
tycoons, eomplete with paunches, cigars and ten-gallon hats. Along with less
vigibie japanese gilmen, they are involved in offshore prospecting. {Burma, the
largest country in Southeast Asia after Indonesia, is just about the size of Fexas.)
The hotel is now so run-dewn that rats compete with guests, at least in the dining
room, but since Burma stands out as one of the most remarkable countries in
Asis~—warm and humerous people, exquisite eraftsmanship, fascinating mani-
festations of Buddhism, archaeological treasures to match $he now inaccessibie
Angkor Wat, etc.~the traveter willing $o overlook this and other inconveniences
is more than rewarded for his pains.

During my recent one-week stay, T was able o meet with some Burmese officials,
including several from the Ministry of Planning snd Finanve—a curious agency
from a tountry so seemingly devoid of planning and &nancing. T's avoid having
to le the detsiled reports required by a stifling bureancracy, Burmese officials
prefer not to talk with foreigners, even foreign embassy personnel, in their gov-
ernment offices, and they are understandably guarded in their conversations even
when meeting on the outaide. By and large, however, the Burmese seem to be

gite candid and critical in private eonversations with strangers, and those of

hinese ancestry are particularly fortheoming when conversations can be carried
on in Chinese, Not that the government tolerates criticism and dissent. Recently,
for example, a labor leader complained that his workers eculd not Iive on 3 cents
# day, and for this he was immediately sentenced $o six years in prison. But the
Burmese dictatorship is se hepelessly ineompetent that even in repression it is
to some extent inept.

The black market operates efficiently in Burma; everything else appears stag-
nant. Hangoon, the drab eapital with a population of 2 million, is iHustrative. Hs
almost deserted “international” airport is as dilapidated as Boston’s South
Station—evidence perhaps that the gap between capitalism and socialism is
indecd narrowing. The Union of Burma Airways owns a few ramshackie buses
whick, though they sometimes transport passengers from Rangoon to the airpers,
don’t seem to have a mandate to work the other way around. Se¢ a traveler must
take his pick of “‘taxis”-—World War Il vintage jeeps, each accompanied by
three hustiers, sn example, no doubt, of underempioyment in a country whers
dentisis work as typists and chemists as elerks, The youngest of the three hustlers,
aged sbout 10, cranks the jeep to start it, since batteries are impossible to come
by unless one has access to smugglers or to the military. Fhe other two, after
kelping the passenger into the cramped vehicle, ¢limb sboard themselves. One
serves as driver, the other as chief engineer, for the fifteen-minute ride on virtually
traflicless streets to the refuse-littered center of tows is interrupted By sevoral
breakdowns requiring on-the-spot repairs. The ride costs about 25 kyat, the
equivalent of $4 at the official rate or 1 on the black market.

StaTEMENT or Cuanues Scrpiver, Co-CuAlrpErsoN, WesrcHESTER ProrLe’s
Acrion Coarrrion, Juns 28, 1976

My name is Charles Scheiner and I nm submitting this statement on behalf of
the Westchester People’s Action Coalition Ine. {(WESPAC, of which I am Co-
chairperson), the New York Coalition to Defeat Senase Bill One, and the West-
chester Coalition to Defeat 8. 1. WESPAC is s broad-hased political action coali-
tion, consisting of & nuraber of organizations and over a thousand individuals in
Westshester County, N.Y. I is located at 100 Mamaroneck Avenue, White Plains,
New York 10601 The New York and Westchester Conlitions $o Defeat 8. 1 were
formed in 1975 in order to begin $o provide grass-roots opposition to the passage
of this repressive proposed criminal code. 1 am an active member of the New York
Coalition and Coordinator of the Westchester Coalition.
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As 8. 1 has been temporarily stalled, we have come to realize that many of its
provisions are being enacted in other ways, Numerous execuiive orders, Supreme
Court decisions, and other pieces of legislation are making the substance of 8, 1
into the law of the land. Aithough 8. 3197 is not identical with the sections of
8. 1 dealing with sarveiliance {Subchapter 31 A}, it containg a number of the same
provisions, particularly in ibs recognition and perpetustion of the coneepts em-
bodied in Title ITX of the Crime Control and Safe Streeis Aet of 1968, which
legitimized government wiretap?ling, including warrantiess wiretapping in
“gmergency” situations. We are therefore concerned with 8. 3197; a number of
the specific objections will be made clear below,

Although 1 am not an attorney, 1 have apent most of the past year researching
the various facets of 8. 1, particuiarly where it conficts with our Constitutional
rights, A good deal of this effort has been spent stirdying $he history, present status,
and proposed future federal statutes and judicial decisions regarding wiretapping
and other forms of electronie surveillance. I have also done a significant amount of
gublic speaking on the dangers posed by pending legislation (particularly 8, 1),

aving talked with over 25 groups In the apaat four montbs. In most of these dis-
pussions, the jssue of wiretapping emerged as one which concerns a great number
of peopie. Therefore 1 feel quslified {probably more qualified than gomeone who
sita in & law office day in and day out) o offer this statement on the Foreign
Intelligence Surveillance Act of 19786, S

8. 3197 and H.R. 12750 represent & continuation of & recent dangérous tresd in
proposed iegislation. While purporting to 6il & technical need, such as clarifying
the law regarding nasional security surveillance or the eonfusion in the current
Title 18, U.B.C., such bills ag 8. 3197 and 8. 1 sctually make substantive changes.
In these two cases, the changes are in the direction of favoring the power of our
%overnmetzt over the Constitutional rights of us, the people of the United States.

n our haate 1o establish justice, ingure domestic tranguiity, snd provide for the
common defense, we fail to secure the blestings of liberty to curselves and our
posterity.

The disclogures of Watergate and recent widespread iflegal actions by govern-
ment Intelligence agencies underline the need for more efective controls on the
investigatory powers of the executive, parficularly those {such as electronic sur-
veillanee} which have the potential for abuse going far beyond the original purposes
of the investigation. There is general recognition that Congress must take steps
to prevent such activities in the futurs, and there is currently a willingness in
both the Congress and the Executive to do so. We must take care, however, that
this newly-found consensus does not Iull us into enacling laws that do not
reaily provide the safeguards that they were intended to provide

The mere fact that 8. 3197 hag support from such diverse individuals as
President Ford, Senstor Xemnedy, Attorney Ceneral Levi, Congressman
Kastenmeier, Senator Hruska, Senator Mathias, and Congressman Wiggins
is suspect. Fhese people have basic underlying political principies which are
so different from each other that each must be reading what be wishes {0 see into
the bill. Upen examination of their various stafements, this is indeed the case.
In their statemenis in the Congressional Record! on the introduciion of the
bill on March 23, 1978, Senators Kennedy and Hruska each praise different
agpects of the hill. Senator Kennedy speaks of it as a “starting point from whieh
to fashion final legislation,” while Benator Hruska calls it “a good bill, a balanced
biil.” This is not the broad consensus which fa inferred by the list of co-spongors,
I urge the Henaie Belect Commitfee on Intelligence to lock earefully at what
they are doing, and not to be conned by the supposed “extraordinsry spirit of
songiructive cooperation™ ? cited by Senator Kennedy, Lock at the merits
{and lack thercof}, not the supporiers, of this legislation. We must not aliow
this non-existent copsensus to force passage of a bill which is, at best, meaningless.

8. 3197 will have no effect on curbing Executive wiretapping in the name of
“national security.” While intending %0 circumscribe 18 U.B.C. 2511(3}, which
exempts foreign intelligence and national security surveiilance from the limitations
in the rest of Chapter 118, the proposed Chapter 120 preserves the basis of
2511{3) in the new section 2528, The new bill, therefore, merely provides the
Executive with a pew option: either it can abide by the ssfeguards (which, as
¥explain below, are not very safe} set forth ian 8. 2197, or it can confinue the
kinds of abuses which were permitted in the pagt under 2511(3}. There remaing,
of course, the third option provided under Chapter 119, the normal surveiiiance
provedure for persons suapected of major criminal activity.

1¥ennedy, Bdward M. on the introduction of 8 3107, Coogresslonal Record B38BT,
March 23, 1878 Hrueka, Roman L. Ibid., S53800,
1 Kennedy, Ihid,

T=1t0e e L B
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In initinting a wiretap, the flowchart of the Attorney CGeneéral’s {or his desig-
nate’s) thought might go like this: {gee figure 1) .~ . o
In his introductory statement, Senator Kennedy gaid: .
“, .. Congress is not attempting to cireumseribe the inherend constifutional
power of the Presideny, whatéver that power might be.fs determined by the
Bupreme Court. T have grave reservations about the exisienee of any such powes,
hut this bill certainiy eannot decide tHat issue . _ ' o
. Although both Attorneys CGenersl Saxbe? and Lévi® have said that they wilk.
hot useé this inherest eonmséitutional power, I am not s sanguine about future
administrations, 1{ 5. 3197 is not an afiempt to défine that power, what is the
purpose of the bili? The only way the Supreraé¢ Court is going to, provide boun-
dariés for implicit executive surveiliance’is in the intérpretation of explicit Con-
gressional legislation, 8. 3197 ducks the very gquestion 1§ is intended to address,
Fvery Président from Franklin Roosgvelt to Riehard Nixon has used his
nebuloua “consiitutionsl powers” 1o order warrantiéss electronic. surveillance.
8. 3197 contains nothing to dizcourage this from happening in the future. In faet, -
it would add ic¢ the opportunities. All $he President need show i a vague connges
Aion with an agéent of a foreign power (or apy foreign visitor employed by his
government—which includes fricndly diplomats and almost every citizen of a
-socialigt “eountry} and he has an entire legal procedure préseribed—one which
savoids the usual prohibitions on the use of information unrelated to the original
purpgse. of the surveillance, the usual reguirements of notice 1o those spied
Yiptw, and the requireinent of the identification of the subjeet. By broadenisg
the authorization and removing many of the protgctions ineluded in Chapter
119, the propesed Chapter 120 merely offers the Justiée Department another
;:hoicf; before it has to resori to 2511{%). It would do nothing to Bmit the potential
or abise. 5
Cur recent hisfory is filled 'with examples of erfohecus and malicious assertions
of connections with “forglgn powers.” The Intersational Communist Conspiraey
which drove this ecuntry into hysteria in the early 1950's has been proven fo have
been a fickion, cafried on by Senator Joseph MeQarthy and others for their own
purposes. A new MeCarthyism could create millions of new “foreign agents,’”
ehch stibject To be a targes of Chapter 120, Even more récently; atiacks were madé:
on the civil righls and anti-way movemenis b;r the Johngon and Nixon adminis-
frations in the name of “national security.”’ The wirstapping of Dr. Martin
Tather King, Jr. angd numerous domestie dissident organizations {since prohibited
in thé Keitht decigion) was justified by a 8laim that théy were dupes or fools of
foreign powers. . ) . )
- There {5 an-American tradition fo assigh unpleasant ér incomprehénsible reali-
ties to “foreign” factors-—witness the blame for the current unernployinent
situation heaped on “illegal aliens” and Vietnamese refugees. Ashelican pairiotic
{and chauvinistie) pride réfusés to sckpowledge that anything ecan go Wrong in
this eountry; it must be caused by cuiside factors. Ideas whieh are foreign in
¢cohtept beeome foreign in attribution. Secapegoating is part of our nationsl
heritage. This fact, which tan be verified at alinost any time i our 260-year
history, lehds little coimfort to the proteetions offered by S. 3197,
The prédecessor to your Cotnmittee, the Church Cohmmittee, recommended
amendment of the surveillance laws to permit wireiapping of foreigners engaged”

L in hostile intelligence activity ® It did not reeormnend expansion of surveilionce
" Of gitizens or Fesident allens beyond these suspected of major erimbe, hs provided

itle TI1 of the 1988 Omnibus Crime Conrtrol Aet. Their récommerndations were
jgtérided to deal with the reality;'S. 3197 is a justification for expanyion bf govern«
=i meént witétaps on Americans. Intelligence is not $uth & major consideratidn as to

~abfogate First and Foufth Amendmernt rights. Amerieans who are not suspetted,
6% thiajor eTimes should not bave their Constitutional rights taken wway. {In fact,

Eibict. e L . . .

2 Rpgte, Willlam. Thétlmohy hefote the Henate Porelgn Relntlons Subiommitiee ovn Bur-
vellirnee, §3rd Congress. Reported on p. 6 of the Report -of that Subcommittee and the
Fodielnry Subcommittes on Adminisirative Praetlee and Procedure op Warranticss Wire.
tappisg and Elvetronie Survellinaee, ¥ebrwary 1975, - ;

B fﬂL\e;_;vi!i Hawnid H. hetter to Senator Kenhedy Maith 28, 1876 ; included in referénce (1)
p. RIHEG, . . )

+ 8. v 08, Digtiict Cotrt, 407 TS, 207 (1072},

' Tntelligence Activities and the Rights of Americans.” Beook 1 of the Final Report of
the Sennte Reledt Committer to Sindy Qovernmeniai Operatlons with Hespeot te Intel-

Hygenee Activities, (Repert 94-755), P, 327, Recomméndation 52,

ay,
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I do not believe that wiretapping of Americans is justified under any circumstances,
Bui that’s not relevant to this bill.)

Tven the tapping of foreigners is not conducive to good internstional relations.
As Professor (ﬁlﬁstﬁpher H. Pyle hns written:1 “Visiting the United States could
become as annoying as touring Communist countries, where clandestine searches of
hotel rooms and luggage are a common oeeurrence.” Friendly diplomats, United
Nations missions, visiting foreign relatives, and other could become the targets of
surveiliance. If America is “theland of the free,”’ we ought to show s little of it to
our guests. Ab the very least, targets of surveillance should be restrieted to con-
seious agents of hostile foreign powers who intend to do harm o the United
States. It probably should be prohibited altogether, and certainly should be
limited to those persens suspecied of major criminal activity. We should not
impose & doubie standard for those Americans who happen to associate with
foreigners (such as an adveriisiag representative for Franian National Alrways)
and these who do not.

The requirement of a court srder for non-emergeney wiretapping under 8. 3197
basg been shown not io be a significant obstacle, Of the 704 requests for snch orders
under Title 111 during 1975, enly three were denied ? In the six-year history of the
Act, only 8.267%, of the requests have been refused.® If the Attoraey General
for Distriet Atterney} wants to surveil someone, the courts will not sfop hin.

Another problem in 8. 3187 is that the bill nowhere speeifies who is %o do the
surveillance, file the application, ete. At the very least, the CIA and wilitary
intelligence agencies shonld be excluded; probubly the FBY shonld he specifically
named as the only authorized surveiller within the United Btates on foreign
intelligence cages.

In his opening statement, Senator Hruska 4 stnted: ‘‘fthe judges) will be
supplied not only with the names and address of the persons setually subject o
surveillance . . "’ This is untrue on its face. In 8. 3197 See. 2524(a)(4){(), the
application for an order need only include “the ideniity or a characterization of
the person who ia the subject of the eleetronie surveillanee”” I hope that the
remainder of the debate on this bill will not. be characterized by mistaken state-
ments, 1t snys Hitle for the character of the Sepate, or for the merits of this bill,
that its proponents must resort $o deeeption. I also fafl to understand why the
bill is not written as Hruska says it is; is onr foreiga intelligenee information so
secret that the Judge who is to authorize the intercepiion eannot know who the
subject 187 If 2o, I fail to see how he can make 2 meaningful and informed decision
as to whether the order is justified.

A ginecre attempt is made in 8. 3197 to invoke some mystical sort of minimiza-
tion procedures to protect the subject from having persensl conversations over-
hearc?. T think that any such specifications are hypoeritiesnl. The very nature of
the clandestine surveiliance process makes minimization impessible. As Richard
Nixon deposed in Halperin vs. Kissinger: ¢

“. .. where wiretaps are concerned, . . . conversations ineviiably inter-
mingle, s personal eonversation with & conversation that may deal with substantive
matiers of very greaf imporfance. . . .

“The difficulty is the field officer with the earphones on is listening to something
apparently, and through the vears has not felt that he could or should multe thai
judgemeént. The FBI was bending over backtwards, never knowing what might
appear t0 be a very casunl phone conversation ubout sefting up o date for = girl
friend or & boy friend or what have you, might lead %o some other source of
eontacs,

“As a matter of fact, the amouni of maserial included should be as limited as
possible. But it is apparently very difficuls to do that.”" 8

1 Pyig, Chrisfopher H, “A BUI to Bup Allens™ the Notion, Maey 28, 1876, Reprinted In
the Congressional Beeord at W2874-4,

? Beitel, Nelson, “New Jersey Hanke First in Volume; Sharp Drop ls Wiretap Orders
Heported in Stote apd Clty,” New York Law Journal, Moy 14, 1978, Reprinted in the Con.
gressienat Record ot B2004, \

3 BEditorial, “Controiilng Wiretaps, the New York Times, June 15, 1975

¢ Wrarka. Op, git. (1)

5 Falperin v. Kissinger (Civil Action No PI8T-T8). .

¢ Pepesttlon by Richard M. Nisos, ibid., quoted In Clvil Libertlas BReview, Jube~
July /1976, p. B4,
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JEOW TO OBTAIN A LEGAL WIRETAP UNDER § 3187, 'AS PROPOSED:

, L . : yes / Do we want 3 court -
- s - order and paper trail?
b " as / Can we establish a ¢ .no .
connection with a .
. major crime suspect ? ) )
' o yes /Do wewant o livewith N\ no b - T
L e e BOtI0E and gvidence o
AEMAEIE REIT ' \1imitations? ' T .
Lt 1 . - y . - S
c - -
It K T

Cabwe establisha ™ | N\po . i R
connection with 3 .
. N P W foreign agent ? o
C . " yes Do we wanl to tive with na . o
' ' the minimal Tesirictions .
. L : of Chapter 1207 . . .

. &
/Bhall vee do this tip \'DO
without a court oxder 7 /

PO : <" yey  Can we get what we need o I
v - within twenty-four hours 7 oo
' . N {48 under Ch, 1183 a “

L Iiﬁmcr'gencyi" : - - +

L Use Sec, 8528, if nndey | | Get & court order.
- Ch, 120. Then use ' {automatic}
Sec. 251103y, ¥

— 1
BEGIN LISTENING. | -

T . v,

*Note that ail paths end at the same point, There are no non-prédnctiv‘e branches,

FYThe use of warrantless surveillance in emgergency situafions, as specified in
2525(d), is another example of suspension of Fourth Amendment rights. 1t should

" “be deleted, as should the analogous provision in Chapler 119. In subsection (2) of
that subsection, the surveillanee is allowed fo continug for twenty-four hours or
-ynii-the applieation is denied. It is unclear whether that denini is by the district
court judge, or by the appeal f)mcess taken to the three-judge panel or Supreme
Court as specified in 2523(b}. 1 also can find no mention in 8. 3197 of the permis-
sible use, or lack thereof, of information obtained from an emergency tap for
which & court order was not Iater obtained. Such information should, of course, be
forbidden to be' used iz ahy manner. .
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1 fail to understand any justification, as sef forth in 25268(q}, for failing to notify
the subjects of an unauthorized tap of the tap’s existence. Such justificaiion is
apparently advanced if the subject is not a citizen or resident alien, or if the sur
veiller can show “good csuse’’ twice. There is & specific exempiion for notics
{2536{e)) for aunthorized taps; I fail to sce why we give suspected criminals righis
(under Chapter 119) thai we deny people who associate with foreigners.

This fact, coupled with the invilation o a fishing expedition confained in
2526(n), makes Chapter 120 far preferable to Chapter 119 from & prosecutor’s.
Fﬂinz of view. If this becomes faw, 1 ean foresee many criminal cases being called
oreign intelligence in order to avoid the notice and relevancy restrictions of the
1968 Crime Control and Safe Stroets Act Tiie IIL . 3107 thus considerably
hroadens prosecutorial powers, rather than defining Presidential ones. 1 hope
that this is not ita intent,

1968 was a year in which we were reacting to uprisings in the cores of our cities
in the summers of 1966 and 1967 and the spring of 1968, The hysteria at the lack
of police control 53 these evenis led to moves in Congress to vastly increase the
power of law enforeernent agencies. Such horrors as no-knock raids and emergency
warrantioss wiretapping were rushed through the 90th Congress without being
eonsidercd in the light of the Constitution and the Bill of Rights.

1978 is a very different year. In cur Bieentennial, we should have a renewed
apprecistion and respect for the principles on which this country was founded. In
addition, we have just come through four years of unprecedented revelations of
the abuse of governmenial power by a Vice President, o President, three Atiorneys
CGeneral, and a generation of FBI ang CIA directors. If anything, the pendulum.
should be swinging the other way.

And it is. The people of the United States do not want, and wiil not tolerate
further infrigements on their rights. I hope that the above recifation of some of
the problems ineiuded in 8. 3197 will help $o convinee you not to pass this hiil. It
wouid not be good polilics in an election gea&', despite the broad support for the
hill in Washingion. The District of Coluinbia is not even represented in Congress;
it should not be allowed to impeose ita penchant for governmental power on the
citizens of the United States and their friends from areund the world. Apparent
eoneessions from the Republican adminigtration should not luli the Demoeratie
Congress into supporting a bill thet is inconsistent with Demoeratic, liberal,
libertarian, and American ways of thought.

Thank you.

SraTemuxt of Doreray RB. Srevrens, Exwcomve Dimrzoror, Woman's
INTERNATIONAL LEAGUE FOR Prack anD FreEspoM, Juns 28, 1976

The Women’s International League for Peace and Freedom has long been
concarned with individusl frecdom and the preservation of our ¢ivil liberties as
gasranieed in the Bill of Bights. We find the foreign intciligence wirelap bill a
matter of grave coneern.

The Fourth Amendment to the .8, Constitution is entitled “Respect for
Privacy and Property.” It establishes the right of 113, eitizens to be “secure . . .
against unreasonable searches and seizures’”” We believe that the foreign intel-
ligonee wiretap bill would infringe on our rights under this amendment. We oppose
the invasion of privaey that wiretapping, in sny situation, represents. We find
it particulazly distressing that Congress is seriously considering a bill which
empowers the goverament $o conduct wiretaps against American citizens who are
not engaged in sny illegal activities.

The bil has heen referred to as & nadional security messure. Our nation's
security may be threatened from within as well as from without. We suggest
that the dangers $o our netion sre pot from citizens acting lawfully, but from
government abuse of eitizens rights. The bill does not provide sutficient protection
against the type of abuses uncovered in the past year by Senator Church’s Come
mittee on Intelligeace.

Another srea of grave concern to us is the Presidential emergeney clause, As
it now reads, the provision assumes that the President already has the power to
wiretan. No such suthority has ever been given the Executive The use of such
potentially abusive authority is and always has been iHegal. Any change $o this
would provide for government by policy and not by law. We urge that the Presi-
dential emergency cianse be deleted.

Therefors we urge the Senate Select Commities on Intellipence to give sufficiont
and careful consideration to the important issues raised here, and not {0 report
%Jtéegislation that would violate the Constitutional guarantees of the Bil of

ightsa,



: 226

" Bravemewt o Ravmonns 8 Canamaro, Exrcymive Dinucron, CoMmirreg
: ; . For Posac Jusnces, Jory 1, 1676 - . i

Thank yon for inviting the Committee for Public Justice (“CPJF’) to comment-

on this bill. - LR : -

= The CPI is foursguare opposed to 8. 3197, : R

‘Fhig legislation was written with the admirsbie intention of: ©. . . endling} the

ail too eommon abuses of recent bisfory by providing . | . substantive and

procedural limitetions on the heretofore unchecked power of the executive branch

o engage in electronic surveillance for mational security purposes. . . " {Con-

gressional Record, 3/13/76 at 8. 3087). S e .

- The CPJ would strongly support legislation which would “truly ascorsplish

these goals; but & 3197 will sot. In fact, 8. 3197 would do just the opposite by
exrpanding such unchecked power of the executive branch. It is & well-idtentioned
but faulsiiy-written piece of legisiation. T ot

The bill 'has many serious defects, but I shall concentrate on the two most
significant: ] ) .

1. The *inherent power” loophole: Section 2528 recognizes and preserves intact
“any constitutional power the president may have” {o conduct bugging ‘wire-
tapping, and other intrusive techniques related to “foreign intelligence.” )

A, This créates s loophole as Inrge as oF larger than the bill itself. :

B. It reinforces a misinterpretation of the law: that Congress may not legisiate
in this area to limit presidéntizl power. On $he contrary, Congress may and should
aot here, The Supreme Court in the Keith case (Undted Stdtes v. Uniled Staies

- hstrict Court, 407 1.8, 297 (1974} teft open the guestion of whether the President
could, in the absence of jegisiation, wiretap without 2 warrant in cettain situations,
However, as Benator Gavlord Neison points out in his statément on thiz bill
printed in $he March 28,°80, 1876 heariigs on this bill before the Sehate Jugiciary
Committee’s Subcommitice on Criminal Eaws and Procedures; '

©{3) *. .. . Justice White notes, ‘the United States [did] not claim that Congress
is powerless to require ‘warrants for surveillances that the President otherwise
could nod be barred by the Fourth Amendment from underfaking without a

“warrant.” 407 TRS. at 338 n. 2."Justice White goes on to guote from the transeript
of the oral argument, in-which Assistant Atforney General Mardian concedes
-that Congress has broad power to-limit surveillances which the President and
Attorney General could otherwise suthorize, 407 1.8, at 339 n, 8.7 .

204 L [Other Court] decizions {besides Keith] leave little, if any, room for a
Pregident to claim the right to nuthorize warrantless electronie surveillance of
American citizens,” oo : .

C. This section, recognizing and sanctianing such a dangerous power suggests
that Congress has learncd no lessons.from the fragedies of the Vieinam War,
Watergate and-the recent revelations of crimes and abuses by the CIA, FBY and
other intelligence agencies. A common thread in all of these has been a readiness $o
entrust too much power in the president. We should have learned that potentially
dangerous presidential powers—particularly powers to eﬁg&s{ge in conduct which
presents an immediate threa$ io constitutional righis—ashould be nirrowly con-
finad, not loosely cxpanded with legislative blank checks, o

To refer again o Senator Nelson’s March 28-30 testimony, he hegan by saying,

“I had reservation shout that section [on Presidential power! when we pud the
bill in, If seems to me that the Committee really ought to strike it from the gi]l.’_’ .
" The CPJ wholeheartedly agrees with Senator Nelson here while also agresing
that :lbe portion of this seetion which repeals 18 U.B.C. 2511 (3) should be pre-
served, .

2.. Wiretapping and bugging of law-abiding 1.8, citizens and non-citizens:
8. 3197 is so vague and impreeise that it is nof imited, as ifs nhme suggosts, to
foreign inielligence surveillance. A good deal more than this king of information
can be gathered, through government intrusive techniques, under this bill. In
addition, the bili reaches ordinary citizens who are not spies and have broken no
AsdsFofexample, . . _

WAL 803197 would dllow the govefhment fo tap and bug “‘agents of a foreign

owez.” But, as Senator Jokn Tunney—ihe only member of the Senate Judiciary

y_m:_gmﬁtzee to vote againat 8. 3107—said hefere this subcommittee on June 29,

976: . - - :

3 F*One criterion of the definition of ‘agents’ includes people with no direet aky

a0ith foreign conniries, who afe not acting at the direction of any foreign power,
and who do ot evén 'know they are aiding a foreign power, but only know they
are aiding someons who may turn out to be an agent. For cxample, someone
driving an ‘agent’ to an appointment could himself be deemed an ‘ageat” ”
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.B. The other pernicious element here iz that it allows government intrusion
against people conducting “clandestine intelligence activity.” But that fermn is
defined nowhere and is another blank check which could allow a president to
conduct unconstitutional surveillance. In short, “clandestine intelligence activity'
is specifically intended to include otherwise lawful, constitutionally protected
activity by eitizens and non-citizens alike. i

StaremeEnT of tap Narowan Couwncit or Jewisg Womew, Jurny 15, 1976

The National Council of Jewish Women, an education, community service
and social action organization of 100,000 women in Sections throughout the
Tnited States has since its inception 84 years age heen committed to protecting
the rights of the individusl. At our last Biennial Conveantion, the follewing
resolntion was adopted:

47, Individuel rights and responsibilslies

“The Nationsl Council of Jewish Women believes $hat the freedom, dignity
and security of the individual are basic $0 American democracy, that individual
liberty and rights gusrasteed by the Constitution are keystones of a free sociehy
ang that sany erosion of these liberties or diserimination against any person
undernines that society,

“We Therefore Resolve:

“1, "Fo work for publie understanding and the protection of the civil liberties
gu_a-ra-ntfraf:d by the Constitution of the United States, includisg The right to
privacy.

The proposed bills 8. 3197/FL R, 12750 pose a threat to the individual's right
to privacy and represent an nnwarranted intrusion upon the individnal not
engaged in sny criminal sctivity by authorizing clectrenic surveiiance within
the United States for foreign inteligence purposes, The widespread illegal activi-
ties in intercepting rail, wiretapping and electronic eavesdropping of the F.B.L
and C.L A, brought to light during the recent hearings of the Senate SBeleet Com-
mittee on Intelligence (the Church Commitiee) underscored the necessily for
guidelines 10 be established governing the aetivities of governmentsl intelligence
agencies. The intent of such guidelines was to define and limit the scope of such
setivities, not to enlarge and lcgalize such intrnsive activities, The affect of the
proposed bills will legalize the heretofore illegal activities of the govermmental
inteliigence agencies and establish a 1nechanism to foreclose any effective chalienge
by the individual under surveillance,

The Chursh Committee rejected the Administration’s contention ibat some
lawful conduet should be the basis for surveillance and concluded that if existing
laws were inadequate o protect national sceurity information from foreign agents,
then the laws should be amended rather than ereate a new “dangerous basis for
intrusive surveillance, '’

8, 3197 authorizes in the name of national securty the issuance of warranis
for clectronic surveillance “nnder cirenmsiances where a person has a constifu-
tionally protected right of privaey’ upon a showing that there is probable cause
t0 believe that the farget of the electronic surveillance is & forelgn power of
enterprises controdfed by {it) or an agent of a foreign power, 1e a person engaged
in clandestine intelligence or terrorist activities, or who conspires with, or know-
ingiv aids or abets such a person in cengaging in such activifies. The terms “con-
spiraey’ and “‘clandestine intelligence sctivities” are vague, indefinite aond
imprecise and open the door to interpretaiions and definitions ’by the Attorney
Generad which would farget citizens in the pursuit of lawful activities and lead
to widespread political surveillance. )

Tnder 8 3187 the mechanism for obtaining a warrant authorizing the clectronic
surveillance s such that the government may twice appeal a denial of such
application by the seven gdistriet court judges designated by the Chief Justics
of the T/nited States to grant such orders, The subject of the warrant, however,
has very limited rights oniy after the fact of surveillance, to chalienge the use
of the information s¢ aequired. And, inasmuch as the orders arc obiained ex
parte, i.¢. without notice to the other party, there is-no mechanism whereby the
individual affected will ever become aware that he has been subjected to such
surveiliauce,

‘Phe hope or expectation that the courfs will be eircumspeet and zenlous of the
individual's constitutionsal rights of privacy is not justified in the light of past
experience, During the period of 1969-1975 a total of 4863 applications for
corders authorizing or approving the interception of wire or oral commaunications
wer:edgranted. Only 13 such applieations were denied during the seven year
penod.
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. The National Council of Jewish Women views 8. 3197 as 4 negation of the
principie that we are a natior of laws not men. To cmpower government to
invads the privacy of citizens engaged in lawful activity is a denial of that principle.
B. 3197 is & blueprint for and legal sanction of heretefore illegal and grievousiy
intrusive governmental activities and an insulation of goversment from effective
serutiny and challenge. 14 would provide an open door for the repetition and
continuation under color of iegal right of the unwarranted and illegal mail open-
ings, break-ing, wire-taps and buggings by governmental intelligencé agencies
recently :brought, to light and condemned by the Church Committee and the
Ameriean peopie C ) . o
Lerrsy ro Sexaron Bircr Bayw FRoM THE ASSOCIATION oF tH® BaR OF THE
Jrry o New Yorx, Juny 1, 1076 .

Dear Ssvarorn Bayr: This Committee has maintained o keen interest in eur-
rent congressionil activities in the area of domaestie and foreign. inteiligence. We
are in the carly stages of preparing a report on cortain legisiative proposals which
have anpd will be made for eurbing the abuses which recent investigations have
brought'to light. In the course of our work, we have taken note of 8. 3197 which
was introduced o March 23, 1676, as well as certain amendments thereto adopted
earlicr’ last month by the Senate Judiciary Committes. In keeping with this Come-
Inittee’s role in eommenting upon important federal legisiation, we hope you will
find the following helpful ss work on 8. 31497 proceeds. Tn this connection, we
should mention that many of these comments have slready been fransmiited
orally te Kenncth Feinberg of Senator Kennedy's staff. .

To begin with, our Commitier applauds the basic intention underlying 8. 3197,
"Pwo years ago, this Association recommended passage.of Senstor Nelson’s Sure
veillance Practices and Procedures Act {8, 2820} in a [ull report prepared. by thig
Lommittee and the Committee on Civil Rights {Federal Loegislation Report Ne.
74-4, June 24, 1974), a copy of which we enclosc. The hearings and reports of
-the House and Sepate Select Commitices on Intelligence, fogether with other
disclosures of the past year, make it apparent that the Rind of legislation we
supported in 1974 is needed to ;flrotect individualz, whether citizens 'or aliens,
from the kind of intrusion upon their fundamentsl rights and liberties which has
been all too prevalens. 8. 3147 is certainly 2 major step in that direction. We do
-not agree with the view that the bill legalizes more electronic surveiliance than it
inhibits. Esxperience hag shown that making surveillers siop, think and justily
their intended actions by mandated jndieial warrnnt procedures, together with
the other procedural safeguards and sanctions contained in 8. 3197, is far mere
likely. {0 minimize invasions of privacy than relying on undefined concepts and
-haphazard judicial review, N

Our Committes is thus in agreement with the purposes of 8. 3197, Qur 1074
Report {enclosed) reviewed the historical background and considered the constitu-
tional questions presented by sueh legislation, and we incorporate that discussion
‘here. We note, however, that our conclusion in the 1974 Report, that legisiation
snbjecting forcign intelligence surveiliance to judicial -warrant procedures does
not uneonstitutionally restrict presidential power, is consistent with the conclu-
-gion expressed by Attorney CGeneral Levi in his testimony last March before the
Bubcommittee on Criminal Laws and Procedures of the Senate Judiciary Com-
mitéee, supporting the constitutionality of 3. 3147, .

Notwithstanding the foregoing, we are extremeﬁé concerned about the phrase
“engaged in clandestine intelligence activities” in Section 2521 of the bill. That
phrase ig without any clear mesaning, especially sinece it is used together with
'sabotage’™ and “uniawful terrovist activities,”” which carry s definite connotation
of clear and present danger to domestic well-being. The phrase opens the door |
wide to surveiliance which, we believs, would not be authorized by present law.
It should sither be specifically defined or eliminated. :

We turn now to the following specific comments on 8. 3197 as amended by the
Judiciary Committes: o . -

+ 1, "INHERENT POWER’ OF THE PRESIDENT

We are gratified o nofe the substantial revision of Seetion 2528 of the bill, and
the corresponding repea} of Section 2811(3) of chapter 119, =0 43 to eliminate the
purported congressional recognition of an inherent constitutional power of the
President- to conduet’ surveiliance activities. The Bupreme Court in Uniled

. Biates v. Uniled Stutes Distriet Courl, 407 U.8. 207 (1972) left open thie question
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of whether there was any such inherent power with respect to foreign intelligence
activities. The hearings and reports of the two Select Commitiess have made i
elear that the ¥BI has always relied upon the alieged inherent constitutional
power of the President {o conduct intelligence activities for the reasons sef forth
in 18 U.8.C,_§2511(3) (i.e., to obtain information ‘‘deerned essential to the secur~
ity of the United States, or to protect nstional security information against
foreign intelligence activities”} as the prineipal, if not sole, source of itz power
to engage in the very activities which new legisiation should seek to eliminate.
There is no rezson wiy Congrews should expressly recognize any such power in
the text of new legislation.

2, REMEDIES AND BANCTIONS

We also support the Committee amendments which purport fo add eriminal
sanctions for wiliful violations of the statntory procedures and ¢ivil remedies for
surveillance not undertaken in good faith rellanee on eourt orders or statutory
authorization. Aithough wehave seme specific cominents concerning the sanctiona,
we cannot emphasize foo strongly that a bill of this sort abzent eriminal and eivil
senetions is not & meaningfni response to the abuses recently brought to light.

{e} In his siatement accompanying introduction of the bili, Senator Kennedy
said that it “requires that a judieial warrant be secured before the government
may engage In electronic snrveiliance for purposes of obiaining foreign intelligence
information” {emphasis added). However, even with the adoption of the criminal
sanctiona and civil remedies contained in Chapter 119, 8. 3197 in iils present form
is still not mandatory; it does nof “‘reguire”’ federal law enforcement suthorities
to act pursuant to its procedures, but provides only {Section 2522} that applica-
tions for court orders under the chapter “are authorized” and that s judge to
wham guch an application is made “may grant an order.”” We suggest that the bill
be amended specifieally to prohibit electronic surveillance unless eondneted
pursuant 0 the provisions of the Act or Chapter 119,

{b) We agree that exclusionary rules restricting the use in frials and other pro-
ceedings of information obtained or derived from intelligence surveillance are an
important meehanism for enforcement of the statutory mandates, However, we
have the following commenis conderning the exclusionary aections of 8 3197:

{i} Section 2525(d) {2}, relating to the use of information obtained by emergency
surveilliance, governs disclosure not only in court procecdings, but alzo in proceed-
ings before any “grand jury, depariment, office, agency, reguiatory body, leglals-
tive committee or other authority of the United States, a state, or a politival
subdivision thereof.” The same is true of Section 2526{d}, providing for motions to
suppress. However, Section 2526{c}, governing disclosure of information obtained
pursuant to a court order under the statufory procedures, is limited $o disclosure
in ecourt proceedings. The implication is tha$ such information may be used in
proceedings other than in court, if obtained in accordance with the statutory
procedures, but there is no provision for review prior to dizclosure such as provided
by Seotion 2526(c} for court proceedings. This diserepancy should be corrected
hy repeating the scope of Sections 2525(d) and 2526(d) in the corresponding place
in Section 2526(c).

{ii) Section 2528{c) also requires that, prior to admission into evidence or other
discloaure in a gourt proceeding, the court determine “that the survelllance was
authorized and conducted in & manner that did not violate anpy right aforded by
the Constitution and siatuies of the United States . . 7 but the court is not
specifically admonished to determine that the procedures of this Aet were come
plied with, The implication is thus left that the court could be satisfied that no
gpecific personal right was violated even though the procedures of the Act were
ignored, and thus admit the evidence. We believe that in addition to the language
guoted sbove, the Act should reguire a specific finding that the procedures of

ections 2524 and 2525 were complied with.

{¢} While, as noted, we support the inclusion of civil sanctions, we think the
opportunity should be taken to make the civil damage provisions of 18 U.8.C.

2520 more meaningful. In today’s economy, and considering the kinds of serichs
abuzes of individual rights which have been diselosed by the Senate and House
Seleet Committees, & damage award limited to $1,000 is neither meaningful
compensation nor sufficient inducement for individuals to undertake federal
gourt Litigation to vindicate their rights. We believe that plainiffs should be
permitted to prove actual damages in an amount equal to the actusl injuries they
havesuffered and that the formula of $100 per day or §1,000 per violation should
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he o minimum rather than a ¢eiling. While we approve of the provision for punitive
damages in egregious cases, the natnral reluctance of judges $o impose punitive
damages makes that provizion no substitute for acdtual compehsatory damages
ih ¢ases where nnauthovized surveillanee has, as somefimes happens, ruined an
jndividual's soeinl life, geriously interféred with his livélihood or cansed provable
damage to his reputition or hiz smotional stability.

d) We do pot agree with the deaial of standing to commence civil dumage
dctions to anyone meeiing the definition of an “agent of a foreign power” in See-
tien 2521¢h)(13{). % can well happen that innoeent individiials, suzch as non-
resident alflens working in foreign embassies or U.N. roissions, could be made
targets of surveillance in violation of the statutory mandates or vietims of up-
suthorized disclosure of intelligence information, 4nd sould suffer damage
therehy. Where such dambnge ¢an be proven, we sce ne reagon to deny such a
person standing to maintain an action. :

{e} If the intent of the Judiciary Commitiec was, as we believe, to make willful
violations of the statutory procedures a crime, Section 4{a} of the bill does not
adequately accomplish that resuls. Mercly inserting *for chapter 1207 into 18
.50 3251141 simply adds an additional defense, based on complinnce with
the new legislation, to the crime caunciated in that Section.

But the seope of § 2511 s not co-extensive with the scope of the new bill;
“intergeption of wire or oral communications” under Section 2511 i8 & more
narrow term than “electronic snrveiliance” as defined in 8 3197, In order to
make all willful violationz of the new legislation criminal,- Section 2511 should
be amended to encompass fully the activities covered by the new bl

3. “AGENT. OF A FOREIGN POWER”

The majority of cur Commities believes fhat the phrase “agent of a foreign .
power’” (§ 2821(h1{1)} is too vague, despite the attempt to define it, It is unglear
whut criteria are to be used in gecifiing whether a person is engaged in activities
“sursuant to the direction of a foreign power.” Must the individual be awnre of
the involvement of the foreign power! Must the involvement of the foreign
power be open and direct? The majority believes that the definition ought to
reguire that the foreign power be direclly invoived in controlling or financing the
activities to be surveillied and that, at least where the targed of the snéveillance
is'not & direet employee of a foreign power 'or its agent, there be some requireinent
that the farget be awsare of the idvolvement of a foreign power and that the
applicant be required to demonstrate its grounds for believing such 44 be the
ease. That conid bé accomnplished by amending the definition, inserting such a
requirement in the application under Section 2524{(a), or both. Without such
changes, the majority think this deflnition may be used fo justify clectromie
* surveillance of domestic political gronps -and legitimate political activities; solaly
upon the suspicion that there has heen some indirect involvement of foreign
§<}welis,dbf which the persons whose privaey will be invaded have not the slightest
Lnowledpe. :

A significant minority of the Committee thinks that the definition shonld not
be changed. Thiz group believes that whether the person to be surveilled knows
or is ignorant of the invelvement of a foreign power fs irrelevant fo the showing
of & need for surveiliance and should not cnter into either the definition or the
required showing for obtaining an order under Section 2524,

4. CONTENT OF THE REGUIRED AI’PL](:A‘PI{;N

© With respect te the showing requizired in' suppert of an application for an
order approving electronic survelllance {Section 2524}, we believe that the statite
ought fo require the same kind of disclosure with respest to the sources of the
information upon which the applicant’s belief iz based as i5 required to obiain
surveillance ordets in the domestic law ebforcement ares. See, e.g., Spinelli v,
United Stoies, 383 U.B. 410 (1969). ¥ independent evaluation by the conrt of
the need for elecironie surveillance is to be effeetive, the court must be informed
about the sources of the information, including, for exampie, the applicant’s prior
experience, if any, as to the reliability of such sources and whether the information
is corroborated by more than one source. _ : :

5. TUSES OF INTELIIGENCE [NFORMATION (SECTION 2525}

(@) In its present form, Section 2526 purports to limit the use of information
obtained by foreign intelfigence surveillance $o “the gézrposes set forth in seqtion
2521{b){3)" or for eriminal law enfercement. But Section 2521(b){3) contains
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onty the bill's definition of “foreign intelligence information” and does not set
forth any discernible “purposes for which such information may beused, much less
any restrictions governing such use. 'Fhis, we believe, is 8 major falling of the
bitl. Misuse of intelligence information has been an abuse atf least aa seriows and
far reaching as these involved in the gathering of such information. Legislation
whieh regulates the intelligence-gathering process, but is practically sient on the
permissible uses of intelligence, aecornplishes only half the job, Hegulating the
use of intellipence information is neither inpraciical nor without precedent. See-
tion 552(b) of the Privacy Act of 1074 (5 U.5.C. § 552a(h)), govemning permissibla
uses of personal dats in agency files, provides a model of such an effort which
cold be adapted with appropriate deference to the sensitive nature of foreign
intelligence information,

{(by We support the concept of “minimization procedures” as set forth in the
bil, as one method of insuring the least possible intrusion upon irndividual privacy
and libertiss. We do, however, believe that the provisions with respect to minimiza-
tionn in 8, 3197 do not po far enough. Specifieally, we would reeommend the
following:

{1} While we can appreciate why some commentators might desire permanent
retention of information accidentally sequired which is neither “foreign intel-
figence information” nor evidence of a crime, we believe that, in the long run,
there is no justifieation for preserving such information in government flles where
it ean only be misused and put fo no legitimate use. (See this Committee’s Heport
on the Privacy Act of 1974, Federal Legislation Report No, 74-8, November 15,
1974} Accordingly, we would propose that the bill include a requirement that,
within a specified time affer the fermination of a surveillance order, in cases
where such extrancous information is obiained, notice of that fact be given to the
target of the surveillance snd such person be given the right to demand destruc-
tion of all such non-foreign intelligence information. To gnard against dangerous
of permature disclosure of the existence of ongoing investigations, this section
could contain the same procedures for judicial posiponement of the notice re-
gliirement as now appear in Section 2526{e), An even broader notice regairement,
together with sirnilar provision for judicial posiponement, was inciuded in the
1974 Nelson bill, and was supported by our 1974 Repori. We again urge the
adoption, as part of the required minimization proeedures, of the notice require.
ment suggested above.

{it} We are concerned shout the proviso in Seetion 2526(b) that minimization
proeedures shall not be deemed to precinde retention and disclosure of informa-
tion acoidentiaily acquired which is not “foreign intelligence imformation,”
but which is evidence of a erime. Thai provise, it scems to us, would permit law
enforeement agencies to eonduet ilegal domestic surveillance under the guise
of foreign intelligence surveillance, where they do not have “probable cause’
1o obtain warrants for surveillance. We thus believe that the bill should contain
afn additional provise that information or evidence accidentally obtained in the
course of Torelgn intelligence surveillance, while it may be disclosed to the appro-
priate domestic law enforcement agencies, would remain subiect $o all of the estab-
lished statutory and Fourth and Fifth Amendment protections and restrictions
upon sdmission into evidence or other use in the cripinal law enforcement
process., ‘The proviso which has been added $o Section 2328(a) accomplishes
this result in gaz‘t, although many of the profections we have in mind might not
be properly characterized as "privileges” or as pertaining to “priviieged informa~
tion.” We believe the full protection noted above is what is really required.

8 DESIGNATION OF JUDQES

Section 2523, concerning designation of judges {0 hear applications under the
statute, would be strengthened by the following ¢hanges:

“{a) We believe it would be wise to limit the designation of such judges to
finite ferms, three years, for exampile in order to permit fresh approaches and
fresh insights o be brought to bear on these problems,

“{b) We would also suggest a requirement that all opinions of the gpecial courd
of appeals, together with the test of all orders under the Act and any wrilten
opinlens of the designated disfriet courd judges, be published, with suitable
redaciion to prevent the disclosure of the identity of fargets of surveilisnce and
other confidential details, 1% would be sufficient to leave o the discretion of
the (_:wrf;’preciseiy what material should be omitted from published orders and
opinions,
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7. ATTORNEY GENERAL'S ANNUAL REPORT .

. Finally, Stction 2527 should be amended to require that the Attorney (Generai’s
~anpnual repord alse diselose the same statistical information with respeet to intel-
ligence actions initiated pursuant to Section 2528, ot otherwise undertakén with-
.out complisnee with the staiutory prosedures, and that the report should break
down the statistics to show the number of actions undertaken pursuant to each
section or without specific statutory suthority. This wilt at least make it clear
to Congress and the public whether, as we still fear, there is reason to expect
abuse of the power which Section 258 purporis to recognize, Co
We hope these brief comments, together with our 1974 Heport, will he of
sormic use Yo you in the further consideration of 8. 3187, Members of our Commit-
tee responsible for research and reporting in this area would be pleased. fo discuss
this legislation in greater detail with you, members of yoar staf, or the sisff
of the Judiciaty Committee, who are working on the bill.  ~ - .
Very truly yours, - ' .
o, Joux . Funnor;
Chairman, Commiliee on Federal 4
) - Srevex B, RoseNreid,
 Chairman, Subcommiitee on Infelligence Activities,

egisiation.

‘LEtrir 1o Sexator Davist INouvys Frow Davip Comny, PRESIDENT,
R Comumon Cavsre, Jury 9, 1976 :

. Dzan Mg CHATRMAN! Common Chuse appreciates this opportunity to present

" its Views on 8. 3107, the Foreign Intelligense Surveillance Act of 1978, during the'

- Henate Intelligence Commitéee's deliberations on the bill. Common Cause was &
streng supporter of 8. Res. 400 which established an independent committee
with legislative, budget and oversight powers covering the entire inteliigence
community, We are anxious o work with you, Mr. Chairinan, and the members
of this sommittee as you undertake the crucial task of laying down reasonable .
guidelines to contro! the operations of the intelligence community and to protect
4he constitutional rights of Ameriean eitizens from uuwartansed infringement.

Gommon Cause views the use of wiretapping and electronie surveillande by
sintelligence agencies us an area which requires immediate and sensitive treatment
thy this commmibtee. Pagt abuses demonsirate that the existing system for utilizing

- -these proeedures has failed to protect the rights of citizens, Beyvond this, wire-
tapping and electronie surveillance are representative of the entire panoply of
§nvestigatory methods for which new guidelines must be drawn to prevent future-
. abises of power. . .

A systematic reform of thé rules under which intelligence agencies operate and
the methods which they employ iz an impertant national priority, Our gémeral
view of the sonirols which must be applied to intelligence sgencies in a democratic
abeiety is summarized in the following recent statement of Common Cause policy.

“Common Cause should support, legislation conditioning all exercises of intelli-
genee-related domestic investigations on application for and receipt of & warrant.
Warrantiess actions should be allowed only in $hose situations wherc they have
traditionally been ailowed police not en mged in intelligence activities, e.g., hot
pursuif, witnessing & crime, Lkelihood of flight. Warrants should be issued only
©on the basis of sworn statements indicating probable cause to believe that a crime
has been or wil be committed and should be strietly limited as to duration.
Aggregate dats on'all investigations, conduected with of withent warrants, should
he made available to Congressional committees having inteligence oversight
respongibilities.’”

The position advoeated by Common Cause finds support in the &nal report of
the Sepate Select Commitiee to Study Government Operations with respect o
Intelligence Astivities which stated “‘as a mabber of principie, the Committee
bétieves that an American ought not to be targeted for surveiliance unless there
is pretable cause te believe he may violate the law.”

. . 3197 presents difficult choices to this committee. It is the product of good
faith effors by the sponsors and the Department of Justice to establish procedures
. whieh are responsive to both the need to proteet individual rights and the necessity
of engaging In intelligence gathering. ’I‘gis hill constitutes an improvement over
current practice in three important areas: -

‘1. By reguiring that a warrant' be issued before most surveillance, can be
undertaken, . . ’ .
2. By requiring that the warrant be approved by 8 federal judge.
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3. By requiring that the request for the warrant he personally authorized by
the Atiorney General and a White House official with responzibility in the
national seeuridy area.

While recognizing the value of these safeguards, Common Cause iz deeply
concerned about $he provisions of this bill which conid authorize surveillance of
American citizens not suspected of involvement in criminal activity, We are
further disturbed by the lack of definition of the key ferms which indiente just
what sort of non-eriminai activity would place cilizens at risk of surveillance, As
we read i, this bill would allow surveillanee of citizens engaged in the exercise of
constitutionally profected rights of freedom of polifical expression, freedom of
speeck and freadom of association. The vagueness of the terms “agent of a foreign
power” and “clandestine intelligence activities” is an Q’pen invitation to expansive
interpretation and arbifrary implementation. 3. 3197 sels a standard for wire-
tapping which would suthorize surveillance of legal activities and might allow
harassment of politics! dissidents as has happened in recent years.

Common Cause believes that surveillapes should be Imited fo instances where
the Likelihood of criminal activities can be shown. If a compeliing ease can be
made for surveillanee, with ifg inevitable invasion of privaey and potential for
harzssment of cifizens not engaged in illegal activities, we urge that the bill
specifically and explicitly define those sifwitions in which non-criminal behavior
sgouid be the gronnds for asuthorizing sufveiliance. The Committes should care-
fully ecousider claims that the power %o wiretap is needed and should provide a
legisiative mandate to use that power only where absolutely necessary fo profect
national securiby goals.

in its landmark ruling in the Keith case {I7.8, v, U8, District Court, 407 T8,
207 {1972)), the Supreme Court recognized that the requirement for o warrand
before search or seizure ig protective of both Fourth and First Amendment rights,
Agreeing with this, Common Cause helleves that wiretapping and other invasions
of privacy must be kept to a minimum.

f this commitice legitimizes wiretapping on a broad scale, it is difficult to see
hew it can or will draw a differen$ line when it beging to draft legislative charters
for the intelligonce agenciss. Investigatory power, uncheckoed by the nsed to
show the likclihood of criminal activity or specified circumstances justifying
sta%tg a}(:tien, wiil have fatefn] conscequences. Justice Powell stated the dangers
in Keith:

“The price of lawful diszent must not be a dread of subjection t0 an unchecked
sarveillance power, Nor must fear of wnauthorized official eaveadropping deter
vigorous ecitizen conversation. For private dissent, ne less than open public
discourse, 18 essential to our free society.”

In its present form the warrant precedure established by 8. 3197 would prove
an iflusory check on the surveillance power, We fail to believe that less sweeping
language cannot meet all legitimate needs. We urge the Committee to change
the language now confained in Section 2521{b) (i) so that grounds for a warrant
are limited to suapected criminal behavior and, if necessary, well-defined non-
eriminal activity for which surveiliance is appropriate.

Proper resolution of the problems raised in controlling wirctapping and
eleptronic surveillance is eritical to the entire effort $o reform intelligence practices
and protect individunl rights, We hope the Committee will freat this matter with
utmaost care. Common Cause looks forward $o working with vou and the ofther
members of the commitiee in the months ahead as you develop legislative cone
trols over intelligence activities.



FRIDAY, AUGUST 6, 1976

1.8, Senars,
SvscomMIriER ON INTELLIGENCE
AND *HE RIcETS OF AMERICANS
or 1B SELEeT CoMMITTEE ON INTELLIGENCE,
Waskington, D.C.

The subcommitiee met, pursuant to nolice, at 1:55 p.m., in room
8128, the Capitol, Hon. Bireh Bayh (chairman of the subcommistee)
presiding.

Present: Senafors Bayh, Garn, Hathaway, Morgan, and Case

Also present: Willisrn G. Miller, Staff Director; Michael Madigan,
Minority Counsel; Tom Connaughton, Elliot Maxwell, .and Michael
Epstein, professional staff members. SR

Senator Bayn. The Chair sees & quorum. We will ask the committes
1o come to order and proceed to zhe%usiness before us. )

As the members of the Committee know, we are approaching a sig-
nificant responsibility for the first time in a very sensitive area. 'The
hill which was passed out of the Judiciary Committee has been the
subiect of careful examination, of enticism of all kinds, and the sub-
ject of significant negotiations at staff level between ourselves and the
affected Agency. It 1s our hope that we can strike the rather delicate
balance of protecting the rights of individual citizens of this country
which are sacred and unigue, and at the same time not tie the hands of
those agencies which are designed to protect the freedom and security
of our entire country. I say to you as just one Senator whe 1s concerned
aboui both of these mabters, this has not been an easy task.

T am prepared to make some recommendations as to how to resolve
this and how to significantly improve 8. 3197, but 1 have fo say in
advance that [ am not totally satisfied with the product of myvown

é%zou%ht processes. To expedite this matter, I would suggest we.start, .+

with 3. 3197 as reported out of the Judiciary Committee and go a phge
ab a time. Is there any objoction to that procedure?

Does anybody have an opening comment that they would like to
make before we get started?

Senator Garn. Mr. Chalrman, I would like to make a comment
regarding the staff negotiations and the smendments proposed to
S. 3197, as it came out of the Judiciary Committee. In my opinion,
there has not only been a grest deal of refinement, bub & great deal
of strengthening, and as you know by some of our conversations, more
strengthening than I might like. However, I do think overall it is a
better bill than the Judiciary Commitéee reported, and considerably
strengthened in the protecfion of the righis of individual American
citizens than it was ge{ore. That is ¢ll I have to say. I am ready to
start going to work. :

Senator Bays., Thank you, Senator (Garn. _

1 suggest we go through the bill and take a section at & time.

(235)
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I have some amendments that I would like to offer and perhaps
others of you have amendmentis vou would like to offer. We will, T
assumne, we will agree on some and disagree on others, Where we have -
disagreements, let's thrash them out, and the majority will carry.
Then we will pass it on and let the Senate work its will. .

Senator Harmaway. Mr. Chairman, could T just say a couple of
words before we start? | . ' .

Senator Baysn. Please. : . -

Senptor Harsaway. T am very much ¢oncerned about some of the
provisions of the bill that we are going to amend, and even some of
the amendments we are going to make thereto. With the background
of abuses of wiretapping and thke fact that this is really an experimental
bill, T have.an amendment that I could offer now. T will wait until
later on because it comes on page 22, but it is sort of an all-encompass.
ing amendment, regardiess of what we adopt here. We should. be
" mandafed to review what has happened on at least an annual basis

and report to the Congress whether or not we think the bill has worked
"ail right; if it~hasn’s, what smendments we are going to suggest to
make the bill work better; or the third alternative, to recommend that
the bill ought to be repealed aliogether. But I am willing to wait
© on_a page by page to take it up when it comes. ' oo
SSenator Bave. Well, I suggest we take it & page at a time. The
judgment expressed in your amendment makes sense to me. Why
don't we go through it section by section? .

Are there any amendments to page 17 )

I none, we will turn to page 2, and 1 would like to offer an amend-
ment-~does everybody have tab B, the definition seetion, section
2521, which is what we are talking about here. Starting on page 2,
2521—do you have the amendment that is labeled tab B, which would
start on page 2, line 9, and would strike out all the remainder of page 2,

3 and 4, down to line 20, and make the insertions that are contained.

T might just mention basically what we are trying to deal with here.
One of the eoncerns that many of us had was that the definitions of

“who was covered and the type of information that we were after
was so loose, that it was rather clear we were going fo subject to
the possibility of electronic surveillance a lot of cifizens who were
exercising their constitutional rights and who had absolutely nothing
to do with the kind of eharacter, target,; or sabject thai we are
after. Now the Attoriiey General, in testifying before us, made it
rather clear the type of individual we are after: Wé are after a spy, *
someone who is direetly involved in the kind of intelligence gatherin
that most of us would consider to be detrimental ‘to the nationa
security, This amendment is d'esigr_ied. o significantly tighten up the
provisions of the definitions which cause concern. ™ o :
~The basic chanige goes t0 the: protection of rights of Ammerican
citizens. The other definitions are about the same. We were. able in
most instances to be able to restriet the act which would subject the
individual to elecironic surveillance to criminel acts.” Frankly, I
wish that we had been able to-apply the criminal standard test
across the board. The only exception that is made as far as American
citizens are concerned fo the eriminal act standard can be found on

-subsection (E) on page 2 of the ameridmers, and T think the best
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way is just to read through that together here, where we are talking
about here & person who 1s an Amencan citizen:

A person who, acting pursuant to the direction of an inlelligence servise or
fnteiligence network which engages in intelligence sctivities in the United States
on behalf of a foreign power, knowingly transmits information or material io
such service or network in a manner intended to eonceal the nature of such in-
formation or maserial or the fact of such fransmission under circumstsnces which
would lead a reasonable man to believe that the information or material wili be
used to harm the security of the United States, or that lack of knowledge by the
Government of the United States of such transmission will harm the security of
the United States.

Now, I want to repeat that, before a citizen cen be subject to
surveillance under this provision, he or she must be acting pursuant
to the direction of an intelligénee agency, network, or serviee that
is engaged in intelligence activity %or a foreign government. The
individual who is the target must koowingly transmit information
or material in & manner that is designed fo conceal it under circum-
stances which would lead a ressonable man to believe that the in-
fSormation and material could be harm{ul to the security of the United

tates.

Now, the major secomplishment that resulted here is that, although
we were not able {o reach agreement on the criminal standard in this
test, we were able to get a judicial defermination of the reasonableness
of the activity and t%ee information and the whole business, which I
think is & significant improvement.

On page 3, there is a definition of the type of information we are
after, required for certification, in item (5). I think that is of particular
importance there, where we reslly tighten it up a bit and require a

i gber standard other than on page 4, {C), where we add “installasion
or’ in addition to “the use of an electronic”. That is a technical
change there. That is about sll that is involved there, gentlemen.
That is a significant change, 1 think.

Is there diseusston about this?

Senator Hareaway. Mr. Chairman, on page 2, (K}, we were
talking about circumstances which would lead a reasonable man.
We are talking about the judge, I presume. '

Senator Bavm. Yes, the judge makes the determination.

Senator Hataaway. What's the difference between that and
probable cause, “probable cause to lead & reasonable man?”’

Senator Bave. It's basicaily the same fest.

Senator Harmaway. It seetns to be the same fest.

Senator Gann. Except the feeling and belief was that “the
reascnable man’ was a little bit stronger.

Senator Haraaway. It would be a higher threshold than probable
cause.

Senator Bays. Well, I know you and Senstor Morgen and I
are very concerned——I don't know who else was, but 1 know at least
the three of us expressed a very deep concermn about that being a
departure from the criminal standard—but in the spirit of trying to
get something that would begin to put some controls on the activities
that are going on, we thought that that “reasonable man’ test getting
the judge involved in making the determination, and letting the
agenecies involved in this know in advance that they have to meet
this test is & significant improvemen$ over where we are Now.-

T L T e T G 16
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Senator Garn. Well, I agree. It satisfies me. We.are not going to
the criminal statute, because if we go, this is one area where we
disagree. If we try to go the entire criminal statute, there are simply
some disloyal activities of American cifizens that any reasonable

erson would consider disloyal, but certainly are not to the point of
being criminal as yet. I think it iz & good balance. We have tightened
it up censiderably over the Judiciary Commitiee, and yet have not
gone beyond where you woeuld eliminate some stbuations thas I shink
would endanger the security of the United States.

So I would support the amendment and the definitions in this

section. . .

- Senator Bavii. Well, thank you, Senator Garn. I know you have
a great spirit of accommodation on that because I know.you thought
we were going too far, : g

Is there further discussion on that amendment on Tab B?

Is there cohjection fo the smendment? -

Senater Cage. No. I just wanp to know is there anything we say in
the report that would open this up a lttle bit and maybe make 1% o
little clearer? I ghink it would be heipful. :

Senator Baye. We will try our best. This 1s a difficult matier to
grasp totelly, and I think for that reason thal we need g clearer
explanation by staff. '

enator (tarn. I think the staff can handle it.

Senator Bays, Of course, the Senator from New Jersey and the
rest of us will have & chance to look at that staff report and make
recommendations as to what it encompasses. _

Al right, if there is no further discussion there, without chjection,
the mb% amendment is accepted. - :

May I suggest that we turn to the amendment on tab C, which is
on page 5, line 9 of the bill. Gentleman, this deals primarily with, the
designation of judges, how it is done. It must be doue publicly by the
. Chief Justice, both in seiectin%‘the seven district judges and the three

judges of the appeal panel. The present bill permits shopping. If the
agency requests surveillance from one judge and is turned down, they
can shop right.on down the line until they get someone to say, “ves.”’
We progibit that in this amendment. We would say, “You pick your
judge, but if that judge says no, then the only alternative available
fo you is to immediately appeal.’’ The third feature of this amendment
would require the judge who first makes the decision of denial to have a
wrifiten ez&pi&n.ation of why the denial was made, why the application
was turned down, to. be considered as s basis for the appeal.

- That is basically what we have there, gentleman., Is there dis-
- cussion on 17 - ' ' o C

Frankly, 1 think this really strengthens it a{gaizz. There has been little
opposition edpressed to me about this particular amendment. . _
enator GaRx, I.don’t believe there is any opposition to this amend-
ment at all. e i
Senator Bays. Is there discussion? . :
. X there 1s ngTdiscussion, without objection, amendmen$ in tab C
i§ necepted. ™ _ e “

May 1 suggest that we turn to tab D, which is on page 6, lines 7
and 8. Now, this insures that the Attorney General will have the
digeretion to say, yes, or no to an application for surveillance. I think

e JE NS
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4 reasonable interpretation could be made of the way in whiech the
present bill is worded where each application must be approved by the
Atstorney General, that he doesn’t have the discretion to say no, and so
what we do here is very clearly say what the original authors intended
is to change the words so that the Attorney General has the discretion
to say no as well as yes.

Senator Hataaway. Mr. Chairman, who can apply?

Senator Bays. Pardon me?

Senator Hataaway. Who can apply to the Attorney General for
an application, I mean for & wiretap? Is it confined to Federal officers?
Can 8 citizen go to the Astorney General?

Senator Bays. It would have to be a Federal officer.

Senator Hatuaway, 1t doesi’t specify that. That's why I am con-
cerned. It mentions in (1} the identity of the officer making the appli-
cation, but it deesn’t preclude anyone in the world from going to the
Astorney General. As a practical matter, he is not going to allow it,
I suppose, except in the case of & Federal officer; but 1 wonder if we
shou R tighten 1t up by making it clear that we are only talking about
law enforcement officiale. Are we talking about State? They wouldn’t
necessarily be concerned, but they could under this law a{) ly, I think.

Senator Bavye. Well, there are several places we could put “by a
Federsl officer.” 1 think maybe we need a subsection which says eniy a
Federal officer can apply. Is it generally accepted that we only want
a Federal officer making this application, that an individual citizen
shonld not be granted this right? Is if permissible to ask the staff to
find the proper place in the section?

Senator Harnaway, Maybe on page 9, subsection 2525, we could
put it in line 9 there.

Senator Garx. I don’s think there is harm in spelling it out wherever
we can, because I think we don’t want any chief of police applying.

Senator Bavu. Well, he might apply, but I doubt if the Attorney
General would say yes.

Senator Garwy. Just direct the staff to put it where i fits.

Senator Bavn. All right, that’s a good thought, Bill.

All right, is there further discussion on the tab D amendment?

Senator Garn. I just simply say that I think it would be kind of
silly 1o send it to the Attorney General if he had to approve, if he
hag no discretion, or taking away any discrefionary authority from
hire, why go through that step? Gio directly to the judge, if he can’t
have the discretion to tuin it down. So I think it is a good amendment.

Senator Bavn. is there objection? If not, tab D is accepted.

Shall we go voie and cogitate on tab E? :

Let us go vote. Let rae just say that tab X isa technical one, chang-
ing the word from *subject” to ‘‘target’> which is just to make it
conform to otlier language.

Is there objection?

Senator Garn. No objection.

Senator Baya. If there is no objection. we will move to tab ¥ and
sk you to consider that while we are voting upsiairs.

IA brief recess was faken.

Senator Bave. If it is all right with you gentlemen, le¥’s proceed.
We were on tab F. Tab F basically is designed to do three things,
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If you will Took to the bill lere, starting on-page 7, line 4, what we,
are tryving to do there is to desl with the meertance of rmmzmza,tlon
I refer your attention to the last five linés of the proposed smendment
because I think that pretty well sums up the previous verbiage that
18 really repeating definitions that are contained elsewhere i in the bill,
and I would just read it here if T may. - :

‘“Appropriate - steps- shall be taken to insure that, mformatxon
retained which relates solely to the conduct of foreign affairs shall
1ot be maintained in such & manner as to permit the retrieval of sach
information to be reference to a citizen of the United States’—there
should be a correction here, after “information’” and before “ref.
erence’”, it should be “by” instead of “to be”m“rememi of such
information by reference to a citizen’’'——

- Senator Case:. What does that mean? ’

Senator Bavm. A parently some of the mtelhgence mechamsms
or machines have. 51@ capacity now to punch Clifford Case’s name
and immediately retrieve any information that may be. in their

_ computer bank relative to what you have said.

“Senator Casy. 1see. That's what this———

Senator Bavm. This would cause that o be purged. In other words,
if the person is en accidental participant in a conversation that is
subject to surveillance as far as the immediate principal is conesrned, -
that individual could-be eaught up in that, and this Wouici deny
indexing of that kind of mdwlgual

Senator Case. In other words, if they were checking me for murder
or something, they couldn’t find out that 1 was also engaged earlier
in a conspiracy sgainst-the United States.

Senator Bava. This relates to the gathering. One area I ﬁhmk we

- are both cancerned about is where we are talking about the conduct
of foreign policy, where certein kinds of intelligence activity is going .
on, will continue to go on for various reasons, and s number of innocent
Eecple who have no_relationship to an intelligence network nght

e caught ap in this, I they are, we want to mmmuze that &nd purge
their names in-a way that they won’t be indexed.

Senator Casn. Well, I want to be quite sure, Z)oes this mean z%zat
in o retrieval of the information about the foreign activity, these
names will not be turned up, or does. it mean that in an accidental
investigation of innocent peﬁple $ names, there won 't be any reference
to this kind of activity?

Senator Bavg. Well, there are two types of minimization in this
particudar amendment One_would deal with the indexing of indi-
viduals, which is the one I mentioned, punchirig your namie and
autom&t:caﬁy the machine whirs, and ‘out comes thé volume of any-
thing you have said any time in ‘the last 5 or 10 years in the varioz;s
kinds of intelligence. That would be verboten. .

Senator Case. "That would be forbidden.

Senator Bavg. That would be forbidden. '

- -Benator Case. Now, would it be forbidden to keep this mformatlon
in a computer in such a way that my name Woulcf comse up 1f
mvestzgabed the activity itseif?

' Senator Bavn. I'would sippose thab couid poss’zbly be there

~.Senator Case. It isn’t soclear.

Semtor Baynu. No that is really not what this ia d:z‘ecbed toward
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Sensator Case. Is there another place in the bill where that would
he handled?

Senator Baym. No, but there is another way. Since we are talkin
about minimization, one of the concerns we had is how we coul
minimize sbuse of American citizens who happen to be working for
foreign entities. We have inciuded & minimization provision here, so
if it is an entity that is controlled and directed by a foreign govern-
ment in which there are not a substantial number of intelligence
agents, KGB kinds of agents, more the commercial enterprise like
Duteh Air Lines, that then the language on page 2 of this amendment
would apply. In other words, this reust be contained in the application
requiring or asking for surveillance: “A statement of the rocedures to
prevent the acquisition, retention and dizseminasion of communics-
tions of permanent resident aliens and citizens of the United States
who are not officers or executives of such entity responsible for those
arens of its activities which involve foreign intelligence information.”.

What we are trying to do there is to %eep every American citizen
who happens to be employed by El Al Air Lines, for example, in the
United States, or Dutch Air Lines or something like that, from being
covered by this provision.

Senator Case. That still isn't quite the matter I had in mind.

Senator Bave., Yes, Cliff, that would be covered if it is related to
foreign policy activity. _

One other item in this amendment would require that i the evidence
iz to be used in & criminal prosecution, the consent of the Attorney
General must be given, which would alert the prosecutor to the fact
that you may have a wiretap problem.

Ts there discussion on this amendment?

No discussion?

Senator Case. Well, now, you can’t take this whole thing—

Senator Bavm. Well, don't let me rush you.

Senator Case. The broad gquestion is, shall references to informe-
tion that doesn't relate to a conspiracy against the United States,
gathered in & tap on a foreign ageney or ft}rei%f:. sgent, in whiech
indivi%ﬁals are picked up in recorded data, be physically destroyed
or not! .

Senator Bays, Yes, yes,

Senator Casg. Well, where does it say that?

Senator Baym. First of all, the application must deseribe the plan
which the agency wants to initiate the surveillance, it must describe
in detail the plan that that agency is going to use to keep American
citizens from being subject to the kind o% surveillance we are econ-
cerned with,

Senator Cask. That's right, but that is a question of use.

Now, the question of availability——

hS%I;}E;tOI Bave. Now, if you look at page 7, page 7 under (5) of
the bill,

Senstor Cass. Minimized use and refention.

Senator Bayr. And dissemination.

One of the technical smendments is to add “and dissemination”
because that is important too, to minimize dissemination.

Senator Case. Yes, it is.

But thst relates to use rather than the retention part that I am

thinking about.
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Senator Bava. Well, it says retention. : - :

Senator Casp. I know it says retention, in which we minimize the
refention. © - , © o _

Senator Bava: ‘Tt is my understanding that the way that this works.
techniealiy—and I am not an expert in tiis, I am begmning to betome
an educated novice-“that it is possible if I am the target and you eall
your name and that information and this is an incidental kind-of -
thing, it isn’t part of the eonspiraey that we are after-here, that the
machine then can purge any reference to you and the information.
gathered from you from the records that are maintained.

‘Senator Case. I would like to have the report make this very clear, .
that what we are talking about isn’t just, vou know, doing what is:
convenient to avoid cmbarrassment and that kind of -thing, but the-
dactual physical expunging from any reeord that is kept, 85 you say,
minimize retention. That is kind of vagu¢ snd fuszy language, and
what would satisfy one judge wouldn’t satisfy another, and just to be:
satisfied, to feel that the proeedures that are set out are good isn’t

uite adequafe. I think we should place & very strong emphasis, if
that is our intention, and I think i% should be, that there be no bank
of information kept about these accidental things thit don’t relate to-
foreign activity harmful and against the Uniited States, that shonld
‘niot be retained. - T

Senator Bava. I couldn’t agree more. I think all efforts :

Senator Case. Inclnding the fact that it was picked up, that the
name appears, in ofher words, you were over there. - R '
 Seénator Garn. Well, there is another section on 9, line 19, “minini-

- zabion procedures to he followed are ressonably designed to minimize
the acquisition and retention of information ‘relating to permanent-
resident aliens or citizens of the United States,” and—i :

Senator Case. I'm just trying to get' soms flesl on the word.
“minimization.”’ u _ i o
- Senator Gtarn. -Well; isn’t it in the word ““procedure”? '

Senator Bayua. Well, I think this is technical proeedure, and'if we-
have .good, bard language in there, we wani every- conceivable, .
regsonable effort to be made so-that the incidental corresponder is.
purged from the system, and I understand they have the technical.
capacity fo do that. . oo : ' '
~ We thought we got sbout as strong 'a word ss we conld with.
“prevent.” It wasn’t “elijninate” it was “prevent.” _

“Senator Casp. But T think it is-required, if you don’t mind, 1%
would make my conscience a little easier-if T have to vote for thig bill.
in the end, to have that strongly stated in the end. . :

Senator Bavn. I want to say I share your concern sbout that.

Senator Hataaway. Why not write it in the bill?

Senator Case. 1 wouldn's mind, but I was just thinking now about-
ybur discussions with the Attorney General. You see, we are nof.
operating here as if we are going to write & perfect bill. That is the -
problem we face. We are trying fo write'a bill that will be accepted
that can be passed over a veto of not vetoed, and that has the At
torney” General’s approval in substance, so we are just doing’ the
the best we can: I think we have to put some of the stuff in the report.
that we might not have in the bill. - T :

L
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Senator Bayw. The steff advises me that the language we have
used here is the language of the trade.

Senator Hataaway. ich one?

Senstor Bave., “Minimize.” In the language of the trade it mesns
do your best to get that out of there. 1 think we ought to use the
layman’s language in the report, fo reinforce the frade language we
have in the bill.

Senator Garn. But in any eveni, the report has to make sure
that it is done regardless of the word here or there.

Senator Case. Bué the question is what s done?

¥ we can do it in the report, I think it is the best we can do af this

oint.
P Senator Harraway. You mean there is going to be some problem
if we said @ statement of procedure to expunge information relating
to permanent resident aliens and so forth?

What is going to be the problem?

Senator (%ASE. 1 haven’t been privy to any but one of the discussions.
with the Attorney General, so I don’t know whether it is sensitive
or not.

Senasor Hataaway. I didn’t sit down with him either, on that.

Senator Bava. Expunge means that you have got something there
aiready. That is only haif of what we are trying to do. We are trying
to keep them from fapping in the first place. And in addition, in one
place here we did not use the word “espunge,” we used the word
“minimize.” 1 mean, I am not wed to “minimize’’, sithough that
conveys the meaning of what we are after to the people in this business,
but in addition to taking out what we don’t wan$ you to hear after
you have heard it, we want that applieation to say what you are
going to do in advance and do everything ressonably possibie in
advanece to keep from hearing it in the first place.

T will accept any suggestions you might care to meke.

Senator Harraway. Well, maybe we should do it in two paris,
minimize the acquisition and expunge the retention.

Senator Bava, Well, in essence we have that,

Senator Harteaway., No. It says “minimize the acquisition and
retention.” There is no problem if they have got it to erase it. There
may be a problem m the beginning, 1 understand, in frying to mini-
mize it because you don’t know what you are going to hear.

Senstor Bays. Prevens the acquisition, retention, sand dissemina-
tion, prevent. Then on page 9 we have more language, “minimization
procedures to be followed are reasonably designed to minimize the
acquisition, retention, and dissemination.”

Now, Bill, what do you think we need there?

Senator Harraway. Well, there is no probiem that I can see with
expunging, as far as retention and dissemination are concerned.
"There may be a problem on minimizing acquisition because if the
person can’t expunge before he listens, I suppose. But if be knows 1t
is a conversation sbout something that is not really tied in with this,
1 suppose he could turn off the tape. So that, the word “minimize” Is.
the sppropriate word in that case because he doesn’t know exactly
what is going to come over the earphones, or come onto them and the
tape. But I wouldn’t think there is any problem with respect to just
getting rid of, or expunging, what is in the tape or in the record that.
does not relate to these objectives that we have listed.
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Senator Bayu. Well, I guess we are talking about the same thing,

only whether “expunge” or “prevent.” If you prevent the retention,
you In essence expunge, don’t you? :

Senator Harmaway. Yes. :

Senator Bayu. Well, see if we ean work it out. You've got “prevent
retention.”” - . ' )

Well, we have got to vote here, gentlemen. While I'm gone, why
doesn’t the §taff work on some language of art.

[A brief recess was taken.] :

Senator Bayn. May we come to order, please? I think we have
some language here that if you Jook st page 7, paragraph (5), and
Fa e 9, paragraph (4), it is suggested that the language read as

ollowgems: : .o

A siatement of the procedures to minimize the acquisition, retention and gdige
semination, and require the expunging of information relating . . ..

Poes that meet with your approval? _

Senator Hareaway, That's the first problem.

Now, the second problem, with respect to the nontarget, as o
whether or not the person could not have been a subject of surveillance
himself but he gets on the Jine when they are listening. Should we not
just disregard everything that person seid unless it is evidence of g
orime? I mean, if & person just says something about one of these,
things that are listed here, he might say something about the national
defense, but that wouldn’s mean neeessarily that %3 should have been
surveilled in the first place. It might be an innocent third party who
has an opinion on our national defense or has some information about
our national defense. o :

[Pause.]’ ' ' :

Senator Bava. Well, unless it is relevant o the clandestine intel-
ligence activities our orders we jusi diseussed preclude all that.

. Senator Harmaway. No; they wouldn't, would they?

Senator Bavn. Well, what are we talking about then? :

Senator Harmaway. We are talking about the situsation where he
talks about the Redskins football game. He is the target that would
ll:e knocked out if it is not relevant to anything that we have listed

ere. . -
b= Senator Bavw. If ke is a nontarget he would be knocked out.
[& Senator HaTraway If he is a nontarget and he talks sbout national
defense, 1t s not a person we would put @ tap on because heis not a
person working for a foreign power or anything else, so why should
that be on his record, that Senstor Bayh said something about na-
tional defense while we were tapping on Mr. Jones. - :

Senator Bava., Well, that is one of the real problems you have,

Senator Haruaway. Well, unless it is & crime. If it is a crime, you
could use it, but other than the erime, it seems that the innocent
third party should be left out altogether. ' ‘

Senator Baym. Are you referring to the entity situation or the

" individuals? .

Senator Harraway. I am telking sbout an individual who is not .
a target of a surveillance, and he says something relative to (a)
through (f). He says something sbout nationsl defense, Well, he
could not himself have been the target of surveillance, Well, he 1sn’%
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a terget. If he was, we would have to go back to get a court order to
have him, too, but if he just says something on national defense or
anything else on that list, it seems to me that that ought to be
expunged.

Pause.]

Senstor Bava. Well, I don’t know what that does, frankly, to the
capacity of the intelligence system to put together the case that is
necessary to get the target, if you take out information that builds
the case sbout what the target is doing. How can you use that informa~
tion against the individual that you are concerned about? You can’t
index it. You can’t find it if you go through on a fishing expedition.

Senstor Haraaway. Wall, if you were t%e target and I ealied you
up, I suppose they would have my file. They could index it under
thet, and they can say that I said certain things about national
defense. I'm just an innecent third pa:z&gf wlho happens to call vou
up if you are a targes, and I just say, “Well, T understand something
about our national defense,”” and while we are talking about it, they
put that in there on a record. I am saying that that ought to be
expunged unless it is evidence of a crime. I suppose we could go from
there to finding out whether or not I was working for a foreign power
and so forth.

Senator Garn. Well, they couldn’t come back and wiretap you
from that incidents] conversation without going through this entire
procedure,

Senator Harmaway. I understand that.

Senator Garn. I don’t understand how you can possibly legislate,
Bill, every possible situation of some identical call. T talk to people
every day, or people in my office may say things to them. I don't
know whether they are spies. I'm not particularly concerned. If
anybhing incidental

nator Harmaway. Well, I’'m concerned about what I happen to
say to somebody over the telephone, and I think that is an under-
standable privilege that every American citizen ought to have, that
his telephone conversations are not being recorded someplace.

Sepator Bavu. Well, gentlemen, I have got to go to the floor right
Eew. If I don't come back in 2 minutes, I will be there for half an

OUL.

Do you want to proceed on this and see whether we can resolve
this one issue?

Senator Moraan. ] was going to say, Mr. Chairman, are we going
t0 try to get it out before the recess, because 1 hear that we are comin,
in at 8 o'clock Monday moraing and I have got the Defense bill, an,
T also hear there is a possibility that we might leave, and I bave &
Tittle bit of a feeling that we may be moving a little bit fast. It is hard
for me to integrate some of these things into the bill. Do we really
want to try to get it out in 4 weeks? Do we have to under the rules?
I’m not sure what the rules are.

Senator Harmaway., We've got 30 days, 30 legislative days.

Senator Bavma., Well, I don’t want fo force anybody to consider
something they haven't had a chance to digest, but I don't want it
to look as if we are dragging our feet either.

1If you digest it over the weekend-—
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Senator- MoreaN. I can do that. I mean, ¥ can work on B. I am
prepared to go today, but I would feel more comfertable about is.
- Sensator Cass. I tell vou what, Mr. Chairman. Before I mention
it, I would like, before we finish up, to have staff comment on the
letter of the Bar Association and the extent fo which the draft bill
met.those points. It might be we could do. that kind of & thing now,
if we didn’t want to continue on the line-by-line markup. o
Senator Bayr. 1 am prepared to go line-by-line and take what
sction the Commiftee might want $o, and then anybody who hasn't
‘been fully convineed .of bge issues, could raise them at the full Com-
mitéee when we have the session there, . _ . :
Senator Casm. You've got an amendment, haven't, you?
Serigtor Bayr. Why don’t you see if we ¢an resolve this. question
here? Do you want to try to move it on from amendment to amend-
ment? We have a quorum now and I will get back as quickly as I can.
The way this place works, I may get up and find that somebody
‘has already got the floor.. ., ' _ e
Senator Garx, Well, Bill, T don't know whether you want to put
it in the form of & metion. I frankly don’t share the concern aboud
. the “incidental.”” We have talked about that, buf it would be expunged
in hearings. They are not interested in incidentsl conversations, I
they did pick up something, then they would have to go back through
this entire procedure to tap someone else. I don’t know how you can
cover every conceivable situation. It is so much tighter than what
has been in the past, it is so much tighter than-what the Judiciary
' bill was and I don't know what kind of language you suggest.
Senator HateAWwAY. It seems very simple for them o do it, just for
thean to expunge everything on target that isn’t evidence of a crime. .
Sensator Garx. Well, whether y;nﬁmve the votes or noi, 1 personally
disagree with if, Because you have so many situations where soméone
'has not yet committed a crime, where this fine Iine is between national
defense and national security and protecting the right of individual
citizens. T mm sure we have differendes of eopinion, but to totally
expunge i, I think that is going too far the other direciion.
%Sanam; HaTtraway. But tlos guy. was not the target in the first
place. L
P Senator Garn. I realize that, 1 reslize that. ' _-
Senator Harwaway. That is like going in with a sgarch warrant
and you find evidence of a crime after you ge$ in, that's fine, but this
is saying any incidental conversation that, you hear that.isn’t evidence
.of a erime—whatever it does telate to—if it isn’t evidence of & crime,
just o throw it out. It doesn't seem to be very difficult for them to do.
Senator Garx. Well, Pm sure that wouldn’t, but what T'm saying
s there may be some Information that isn’t evidence of a crime ithat
‘would lead you to believe that you would want to go back fo the pro~
wedure to try to see if this person was doing something else. '
Senator Hateaway. Well, T am sure that is what they will do, but
there won't be anything in that person’s record until such time as
they go back and get.a warrant and then put 2 tap on him and then -
they ean go a.hea{f in aeccordance with the procedures that we have
. agreed to. ‘ L - :

3
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Senator Casg. I really don’t sce why we should save any of this
information, why we shouldn’t expunge it. Could I ask the staff?
“They have dealt with this problem.

Senator Garx. Well, we can confinue to try to have unanimous
‘agreement on everything. This is the first markup I have ever been
.on in my life in & year and s half where we have been so nice to each
.other, Why don't we have some suggested language and call a vote,
.and if you win, you win, and we will go on to the next section.

Senator Case. Well, the more you stick around, the more you
reslize that isn’t the way you make progress on & thing of this kind.

Senator Garn. Weiﬁr the Banking Committee isn’'t that way,
“We talk so long, and opinions are formed, and then you hold & vote.

Senator Cass. Well, i} is one thing if you know what you are tryin,
46 do. We are not just nitpicking sbout words. We weren't advises
4o do that at all, We are just talking about concept, and I think the
.concent that Bill Hathaway and I are arguing for, and I think others,
would be that any information that doesn’t meet these things should
be expunged in relation {o an accidentsal

Senator Garn. Cliff, I understand that, and we are talking about
.concepts, and we do have & difference in & philosophical point of view,
-0 you get to the goint where we have discussed it, you have expressed
your opinions, I have expressed mine. 1 think you have the votes fo
‘do it, so rather than try and convince each other, I'm just saying in
the neture of expediting it, we can

Senator Casz. Well, this can’t always be. We reslly can't draw
the words. The thing is too tight to deal with on the basis of indi-
vidua!l smoendments that are, | think, in the final process. Bug I
think we can take & vote, Jake, on the question of what we mesan to do,

Senator Garw. Thatis all T am saying.

Senator Case. Just in order o bring up the point, may I make &
motion? You can ask me to withdraw tt, and T will if it doesn’t seem
o make sense. I move that this be revised in such a way that the
statute requires the expunging from any record the information
picked up in the communicalion with an outsider that does not meet
one of these five requirements.

Senator Harraway. Well, T think we already agreed to that part.
JT'm going one step further and expunging.

Senator Case. Well, I'm not so sure we did.

Senator Harmaway. Well, T don't know, 1 think we did.

Mr. Mapiean. The bill substantially does that now with this
.amendment, with the new amendment.

Senator Casy. What is the new amendment?

My, Masiean. The amendment at tab ¥, the minimization pro-
.cedures. The question now is whether the informstion should be
retained only if it demonstrates evidence of a crime. We attempted
tn carve oub & narrow area which is not necessarily evidence of a
.crime, but which meets one of the standards set out in this amendment.

Senator Garn. I don't disagree with you, but Bill wants to go one
step further than that. ’

enator Case, Well, maybe I didn't express myself as well as 1
tried to before. What I meant to say, and maybe you can’t say it in
the statute precisely enough, I eall up or you call up on the outside
.of one of the embassies, and this happens all the time, and you get
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into these discussions in many cases—the rubric of the conduct of
foreign affairs of the United States is very broad and wide ranging;
it -goes to the size of the foreign -aid bill. Suppose the Ambassador
from Turkey describes how unhappy he is about the restriction in
the Foreign ‘Aid Act and the action that we have taken to give effect
0 that. This kind of thing goes on all the time and 1t certainly relates
to our foreign affairs. ~ | B Yo

Now, there is nothing particularly wrong if we keep this particular

thing, but thereis no reason why it should be kept. -

© Sénator Garn, Well, Bill wints to go fuither and exclude it unless
it is eriipat, . - . 0 e : c -
- Senater Casn. Well, T'm not quite happy with that.

Senator GGarn. That goes too far forme. = -
© Senator Cask. T am no$ gnite happy with that. -
‘Senstor Hartamaway. Excuse me, Mr. Chairman. What stage are

we at now? : e o ' R
. Senator Garn. We are at the stage of saying you want to go beyond
- that to exclude that incidental ‘eonversation unless it 1s crimimal; .

K

probable cause for criminal. * : . :
* Senator Hlarmaway. We have agreed to expunge, retention if it is
‘not a target, you know, if it is not related to these items that are
listed. I think what we ought to do’is either reserve for Iater on in this
meeting, or for the full Commitiee the privilege to offer some language
to protect this third party. I think there are srguments that can be
made. I have heard it from staff here that in some eases you might wans
to keep some information from s third party that wasn’t neccssirily
evidence of a erime but might be something that we needed to have on
record, and there may be some method ‘of net being retrievable by
name would suit everybody’'s purpose. K
~ Senator Garn. That is my position, Bill. I don’t mind making that
“ineidental party expunge under the minimization procedure, the target
or that person. My on]g;: objection is going on to that incidentai.@fmz
are not making it criminal for the target. When you go into the in-
cidental person, making it much stronger for him than for the target.
Senator Harmaway. Yes, bui you might have situatioris where you,
might not necessarily need that third party’s name, ss long as the
information was given over the phone, it is retrievable, but notiby
name. I think we need some language to protect or to circumscribe -
that partieular situstion which 1 think you agreed to.
Senator Garxn, Yes. : e
Senator Hareaway. Well, why don’t we work it out before the end
of the meeting or at the full Committee so we can go on to whatever
the next is. )

Senator Garn. Well, do you want to approve the seetion as is?
Senator Harmaway. I want to approve it as is, with the preserva-
tion of adding what we just alked s,‘gout. _ ' _

Senator Garn. Well, before I turn it back to the chairman, I
Wa(z‘z}t}ﬂ‘to ask if there is any further disenssion on tab F7?

JHE? . : :
 Bill’'s suggestion is that if we approve section F or tab F as is
" Senator Cask. With' the etpunging words in there,

Senstor Garn. That he would look for language to bring to the fHidl
comunittes to deal with this. He is not quite certain about the crirninal:
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Senator Case. I believe thatis a good idea.

Senator Garn. Is there any objection to the approval of tab F?

Hearing no objection, we approve it as the amendment reads,
and 1 turn it back to you, Mr. Chairmax.

qua;::)r Case. Well, I thank you, and I think you have done a very

ood job. -

8 Ser]m,t;or Bayn. All right, thank you, and I spologize for my depar-
ture. 1 got absolutely nothing done,

Let's turn to tab G, gentlemen. On page 7, lines 14—

Senator Hataaway. Page 10.

iPause.] : . _

Senator Bays, What the amendment that I would propose, on
page 7, strike out lines 14 through 24, strike out and insert in Leu
thereof items (7} and (8), would be to shore up the ressons behind the
application, to require that we have a description of the nature of the
information that we are after, and also an explanation of why the
certifying official reached the conclusion required by the certification
seciion.

Under the bill, we do not have the—the judge does not have the
suthority to look behind the certification. This would require that
this additional information be contained on the face of the applica-
tion, which I think would subject the officer who ratifies and forwerds
to the judge the application, and makes the certification, to go through
a reasoning process rather than simply to sign off as & matter of eourse.

Qonator Haraaway. Yes; that's a good 1dea.

Senator Baym. Is there objection to that?

Senator Garn. No objection.

Senator Case. That is not in the stuff I have here.

Senator Bayi, It should be, Chiff.

Senator Case. Tab G, is that it?

Senator Garn. The tough one is the certification.

Senator Cass. Well, T agree with you. I had not seen it in my book.

Senator Baym. Now, tab G, page 10, is just conforming language
to the amendment that we have just adopted, if indeed there were no
objections to that amendment and we adopted it.

The substantive change which tightens up the information on the
application, is on page 7, and then to make it conform, page 10
would include the langua%e in that.

Ts there objection to those two smendments? If not, we will con-
sider them accepted.

Now, smendment H, T agk vou to turn to page 11, line 24, and
what this does is deal with the extension. gnce the surveiliance
has been granted, the question is what is required before an extension
ean be %ranted and before subsequent application? What this would
do would be to permit the judge who 1s considering the extension
request to look at what had been accomplished by 1%1@ original sur-
veillance, and to make a judgment based on the kind of informafion,
the Iind of individuals involved, whether it was really a good sur-
veillance or not before making the extension.

Is there discussion of that parficaiar issue?

Are there objections to the amendment?

1f there are none, we will consider that accepted.
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Tab 1 deals with, on page 12, line 21, emergency provisions which:
would permit the Aitorney (General to initiate a surveillance if within
24 hours he goes through the safeguards, if-it is truly an emergency
sifuation. 14 seems to me that wé want to make sure that ahe'fo%lews,
‘sl the minimization safeguards that are required for nonemergency
surveillances, and this WQI?ICE justrequire that the same tesis be applied
“to an emergency request-for surveillance as was required for the tradi-
sional kind of surveillance reguest, T

1s theré discussion of Tab I7 i ‘ L

Senator Case. Just how would it work? . R :

Senator Bayn. Well, the Attorney General under extraordinary
circumstances, in an-emergency situation where he can’t meet the tests,.
can initiste the surveillance if he does meet the tests within 24 hours,
Basically' I ‘think this is sort “of a technicality, this amendment,.
becsuse normally & reascnable man would assume that given AHat.
kind of an emergency. request, that the same procedures woyld be-

liwi:‘ed as far as not retaining and not submitting and not sequiring’
fermation of the kind we just discussed a while ago. -
© Senator Case. Whai we really mean here is that the Attorey
General shall assume the judge’s function of requiring minimizsation.
© Benator Bava. No, what we want 1o make sure of is that once the
surveillance is initiated, the same minimization requirements are put
on the emergency taps—which 1 hope would not be very many-—as
would be required under normal surveillance. This is really making
an’ emergency tap conform ito the same kind of protections that we
already ha | -

ré
in

ave on the other.

Senator Case. I guess Pm thrown off a little bit by the words
“minimization procedure.” Yéu see, the procedure in the earlier case
is an application to a judge, and the judge is requiring certain objec~
tives to be obtained, and what we mesn here 15 that the Attorney
General shall take whatever steps are necessary to lay out the pro-
‘cedures necessary to obtain minimization. In other words, he ought
to be acting in substance for the judge. . .

‘Senator %A-RN. Well, in 24 hours, Cliff, he is going to have to go
through the whole procedure anyway. He’s got to approve, and then
the court would take over the minimization procedures anyway. I
‘would think it would even-go further, that suppose he could not,-and
the tap had to immediately be pulled off, which is required, that stuff
be taken care of, that he gets authofization for it, or it goes a little
bit further, that suppose hie couldn’t justify it in. 24 hours. So I think
1% 18 necessary to have it in here, . .
© Senator Baym. This is designed to tighten the hill.

- Senator GarN. I know. _

Senstor Case, Well, all T am trying to reach for is just what this
means. : ,

Senator Bavr. Well, it means that the Attorney General seis as &
judge for 24 hours.
© Senator Csse. Well, those are the words 1 was trying to put in your
mouth, and T am glad to see somebody did it. . N

Could we hiave the report say that? :

Senator Bavn. We will have the report specifiy that.

Is that all righ¢? : R '

. Are there objections to tab 1?

If not, we will consider it accepted.
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Tab J, now, is an item where we have some differing opiniens. It.
involves the use of evidence obtained in a national security tap that
involves evidence to be used in a eriminal prosecution. I have to say
this is one of the areas that has concerned me and it still concerns me.

Are you going to present the Justice Department?

q Senator Morean. Mrn Chairman, 1 have an amendment on the
oor.

Senator Bava. All right.

What we are talking about here is evidence that is gathered by a
gurveillance that meets the national securify standard but neverthe.
less is used in critninal prosecution, not necessarily againsé the target,
but it could be used sgainst someone else. As the bill now stands, a
judge could not disclose information about a tap to a criminal de~
fandant if national security were involved, or would be harmed by the
disclosure, even if the ev'lgence were erifical to the prosecution or the
defense. The defendant would never be able to go behind the national
security decision. The defendant and his attorney could not litigate
the question of whether the fap was a legitimate national security tap-
in the first place.

Now, what my amendment would attempt to do would be to make
clear that & judge must disclose that we are involved in a surveillance
situation and that the evidence has been gathered through surveil-
Iance, if there is a reasonable question of legality of that surveillance.
If, on its face, the judge can determine that there is no question of
legality and that national security is invelved, and if the nationsl
security isn’t involved, the amendment would require that the de-
fendant be notified. If the national security is inveived, then the
judge can lock at the facts involved and determine whether there is
2 remsonable question. If there is a reasonable question, he must.
disclése thatb to the defendant, and then the defendant can litigate the
question on the one hand, or the Government cennot present the
evidence on the other.

I have got to say that I am not totally satisfied with that, but
}tlb&t just comes as close as I can to rationalizing the differmg interests

ere.

Senator Ganyn. Mr. Chairman, Justice’s position on this is—and
I will just read the language, “disclosure presents a significant risk
of harm to the nationsal security that is nonetheless necessary in the
interests of justice,” the position being that this is & commonly used
legal terminology that protects them, and there are positions that.
they feel that the other language would he harmful and make them
disclose more than they would desire to, and harm their case, contacts
and so on.

Senator Bays. There is no question, I think on the simple question
of whether criminal evidence should be permitted in a noneriminal tap.
Justice in essence feels it should. T feel it goes further than that because
it is not just a question of the evidence being submitted, but the
defendant not knowing about it.

The quandary is that for justice to be served on the one hand, you
hate to accidentally find out somebedy is committing & erime without
being able to use that evidence. On the other hand, you would like
to have a system limiting the use of surveillance in such & way that
anybody who acquires evidence in an #llegal way knows he is not
going to be able to use it. Those are the two poles.
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-+ T am not too sure I discussed it very well.. - o
Senator Garn. Well, I think you said it yourself; it goes beyond
“just this point of crimunal versus poncriminal. :
- Let me just read directly what Justice feels would be the practical
offect of it rather than frying to paraphrase it. _
_ ‘T'he point the government would be put to a choice, either acceding to disclosure
" or dropping the prosecution and thus removing, in the inlerests of jusiice, com-

peliing disciosure. The Bayb proposal puts the government to the same. choice
whenever there is & reasonable question as fo the legality of the surveillance,

" 'po matter how tinessential defendant’s participation may be

- Tn practical effect, this weuld mesn that whenever the trisl judge has any
reasonsble doubt thaf, for example, the technical reguirements of the sfatute
were med, or that the minimization procedurcs were sufficient, the government
would often be compeiled simply to drop- the presecution rather than risk dis.
ciosure, and even though the trial court eventually would have resolved its doubts
in the government’s favor. PR : - . i

So they are afrsid it is going o put thein in a position of saying
pz‘em&ture% “hey, we have got to drop this, just got to drop it."
¥ Senator Bays. The counterargument o that is, if the Government
does what it is supposed fo do, under this statute, if it meets the
criteria and the protections provided here, the judge-would be able to
ascertain that by examination, there will not be a reasonable doubt,
and thus there will be no reason to inform the defendant. '

I mean, I get very concerned about someone who is being tried b
evidence that is secured in an illegal way, and if indeed this whole-
tap is not legal, for us not even to inform the defendant of that, it
is not & guestion of whether we use the evidence but whether he even
knows about if, the normal pole would say, OX, if -he doesn’t know
sbout if, you ean't use the evidence. OK, I will accept that. Also, I
may be more comfortable about, in the cause of justice—not with a
big “J” bui a little one—I am prepared to-say that if-there is no
reasonable doubt sbout the validity of that evidence, of being acquired
through o legally constituted surveillance; then the judge may dex
termine in his wisdom no$ to inform the defendant. - :

‘What about the rest of you here? = -

- Senator Casz. Can I ask a very naive guestion here? :

Is section (¢} on page 14 intended to appiy only to litigation to which
the United States 18 a party? - s

‘Mr: Mapiean. That is correct, Senator, the criminal prosecutions.

Senator (asm. And more specifically, criminal prosecutions,

Senator Bavya, It could be s State court. ) C

Mr. Mapiean. It could be & prosecution m a State court. | .

Senator Case. In any case, it is a case in which the people versus
Jobhn Doe are invelved, not a case between individuals. '

Mr. Manigan. Only criminal, no civil litigation. - .

- Senator Casg. This whole thing goes baﬁ: ‘to the court’s inherent
power, doesn’t if, to enforce the constitutional rights of individuals
. against the Government, in effect, and that is wha$ you are dealing
with here, isn’t i? o o .

Senator Bayn. Bui. we are talking about two things here, aren’$
we? We are talking about the right of the citizen—I mean, iIf we look
ab the citizen’s part of 1t and say, we will talk about the right of the
"Government here, and I appréciate that, but we are talking about the
citizen’s side of it, we are talking about the right of any defendant to
know the source of information that is going o be used in'a criminal
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prosecution, and second, we are talking about the deterrent value
that says, all right, Mr. Attorney General or Mr. District Attorney,
unless you follow the law, unless you follow the standsrds-and the
safeguards that we are trying to put in this bill, you are not going to
be able to use the evidence. S - :

1 mean, i it gets into the gray area where at least you have fo in-
form the defendant, vou could usethe evidence, as Jake pointed out,
this thing could be litigated, and the reasonabie doubt could be re-
solved on the part of the Government. :

Senator Garn. Well, that is what Justice is worrying about, that
it is really a premature decision to vote for single disclosure, and rather
than that, they would drop the prosecution before it bas been litigated
and it may have been found in their favor or it may not. -

Senator Case. And when ?rou say & eriminal proceeding, you mean
a proceeding for violation of Federsl criminal law, either in a State
or in the Federal court. " Coe T

Senator Bayx. It would be & felony; a Federal or & State felony.

Senator Case. It couldn’t be a State felony. :

Senator Bayx, Yes; this could be picked up in'a Federal wiretap
and be referred {o a State prosecubor. : : T

iPause.]

Senator Bavy., How do you care to dispose of this, gentlemen?

Jake, do you want to put yours as a substitute to mine? -

Senator Garn, Well, the only point I can put agsin is simply to
give them the flexibility so that yourare not having the premature
disclosure to the deteriment of the Government. 8o, to bring it fo &
head, I would simply move the substantive language on page 15, lines
10 through 11, that concludes with it is nonetheless necessery 1n the
interest of justice.”’ I don't think the two are that far apart, and mine
would take care of this premature disclosure but not exciude it.

) Seggtor Bavsa, I'm really concerned about the defendant not know-
ing this, =

nator Garn. Well, I understand that, but we're just taltking
about balances. I'm just talking about the balances between the two,
- Senator Bavi. The balance on ‘the other side is that the trial
judge can reach the conelusion. You know, he’d have to meet your
standard which, if it had been appealed, the appeals ‘court could
rule $o the contrary, but since the deféndant doesn’t even know about
it, there is no grounds for appeal. e _ o

Well, shall we just put the question?”

1 don’t want to rush into this. ' I o

Senator Case. We could go one step back. I suppose the Govern-
ment has the alternative anyway of not prosecuting, #s in the Kaplan
case. If the Government didn’t want to diselose this information, it
could say no. So it might have to forgo its use in evidence. -

Mr. Maniean. The practical effect, Senator, would be that the
Government in 90 percent of the cases would not be able to prosecute
the person. o R _

Senator Garn. Would drop the prosecution. That's my point.

Senator Casg, If the case required this evidence. _

MF¥, Mapiaan. If the court ruled that the basis of the wiretap
should be disclosed, for example, where the tap was, - :

Senator Case. So the Government is not obliged to hobor the
order of the court. It is just prohibited {rom using it in evidence.

15-176—76—17
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Mr.Maprean, Thab’&, right.’ '

- Benator Casg. There’s hoqu estmn about that is there? ‘

Senator Garn. That. way: tbey wouid prevent dlsclo.sure by
dropping the proseention. -, - .

Senator Cass, The Government, can't mqune q dzseiosure I mean
the. court. can’t require -the' Government- to disclose something that
‘Government thinks would be -harmlul: fo t}ze nationsl secunty, or
- just simply does not want to prosecute. . '

Senator Garn. Well, uniess -there is. further discussion we don’t
“have a quorum now.fo vote on this section. We maiiy have no.slterna~
- tive without a guofuin.

Senator Haraaway., Mr. Chaxr{zzaz} CHIl We pass this over until

Senstor Bayh comes back? I have some compromise language. . .

Senator GARN. + Yes; we have te ’z}ecaase we have no querum to op-
erate on the others also. - - . Co

‘Senator Casg, I think it is my view zhat we wail umzi Senator
Bayh's amendmentis finished. 1

Senstor Haruaway, We could pass on some of bhe oﬁhar non-
: controversial ones, unless someons raised a point.

| S;anator Cass. Up to now we are in agreemem aren’t we, more or
gus?

My Mapigaw. - Yes. . - ‘ -

Senator Casg.. Through tabJ DR I _

.~ Senator.Garn. Through tabJ.. .
-1+ We could go to tab K and ask Senator Bayb’s staff to expiaan :

Aetuaiiy fhe next one is.very short. On page 18,. lines 21 to 22,
-strike out “a ressonable time thereafter, transmit. to the” and msert
-in lieu thereof the following : “Seventy-two hours-of the initiation of

such surveillance, transmit to the Seieet Commlttee on Int,eihgenee of
the U.S. Senate and the”.. .1, - P

. 1tis-a very simple amendment '

" T suggest it is simply requmag a spemﬁed tmm rather tha.n saying
immediately after. -

.Senator Case, How did you come up mt}z this? Was 15 szstme?

" Mr. Connaveunron. - Justice. was not adverse to this and. the
Commxttee suggestion.. .. ..

~Mr. Mapiean: This strengthens the discialmer which was in the
prewous bill by the addition of the words on page 18, line 10. ,

Senator Garn. | would certamly have no ob]ect,zon £y puttmg
# certain time. Really that’s all we're doing. .

Bill, do you have any ob]ectzon'? S C _ %

Senator Haruaway. No..- .-

‘Mr. Connavarnrox. In. addatzon it adds the Words, “sabzect to the
determination of the court,” deemed to affeet- the exercise of any
constitutional power the Premdent may have, subject {0 the determinia-
tion of the'court. That is making: ciear that that is somet;hmg in the

. courts and we are not passingonit..

Senator Haraaway. Where are we now, tab L?

Mr. Connavenron. On tab K. -

Senator Casy. We have approvad K.

- Senator Garn.. If there is no ob;ectmn we can approve iab K
and move on to tab L.

Wozﬁd yoa like - o summarize t&b L?

f,
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Mr. Coxnaverron. Tab L is purely a technical amendment to
conform to criminal sanction sections in Title 111, which is the eriminal
wiretapping statute, with those of this chapter. Unintentiopaily, 1
presume, the Judiciary Committee had not mede it clear that it was a
crime for someone in the Government to violate the provisions of our
foreign intelligence wiretap statute. This makes it clear that it would
be criminal to violate this bill if it is enacted into law..

Senator Garw. Is there any discussion on this amendment?

Senator Case. Well, let me sosk it up. :

Senator Garn. Al right.

Mr. ConnapenTon. This is one of the ones suggested hy the New
York City Bar letter. ‘

Senator Case. GE.

Senator Garn. Is there any objection to tab L.?

Senator Harsaway. No. ‘ - '

Senator Garn. Then we will consider tah 1 a;ipro-ved ‘and move on
to tab M, which is & technical amendment that I wish to propose. On
page 21, lines 6 and 7, strike out, “‘but in no event shall exceed 90 days,
and on page 21, line 12, strike the period end insert in lieu thereof “;
and (3) that the test may exceed 90 days only with the prior approval
of the Attorney General.” .

I'he reason for this technical amendment is simply that there can be
some occasion when the determination as to the capability of equip-
ment that is being used in the surveillance would simply take longer
than 80 days to approve. It strengthens tbe safeguards in thet it would
require a,tpprovai of the Attorney General for any such periods beyond
90 days for this testing purpose, and also, that sll material that was

roduced as a result of the surveillance by testing would have to be
gestrbye(i at the end of the test period, so although that does extend
the 90-dsy period only at the specific approval of tbe Attorney General,
and any information gained during that-test period would simply
have to be destroyed. It is not & matter of minimization. 1t simply says
" *will be destroyed.” L K L

“Senator Hataway. No prohlem with it. -~ 7 =0

-Senator Garx. It is simply testing o make sure that it works.
It doesn’t matter in this case whetber it is criminal, noncriminal. or
_ miyt;lh‘n_:gtgi1 else. It has got-to be destroyed when the testing period is
over with. : R

- ‘Seanter Case. There isn’t any desirability of putting some outside
time limit? S S M

Senator GanN, Beyond the 90 days? S .

Well, I'm sure it would be interpreted that it ‘couldn’t go beyond
another 90 days. :

‘[Pause.} : e

Senator Cass. I wonder if we could just cheek to see if we did wdn$

to put an shsolute limis. I think we migbt do that. -

enator Gann. I would have no objection to check that out and
find what additional time they may need, hut I would assume that it
wouldn’t go heyond an additional 90-day - period witbout heing
approved again. _ e :

Senator 5&51}. As it stands now, it looks like it could be an open-
ended operation. ‘ - .
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- Senator Garn. Well, I would hive no objection;-but talking to
technical "people; "with that reservation of checking .that particular
- part, is there any objection to spproving tab M? - - o

+1f not, we will consider tab M- approved, and that puts us back to
Senstor Bayh's amendment. = ° S S :

Senator Harraway. Well, I'have an amendment that goes on page
22, Mr. Chairman. Mike will give you copies.” . =~ .

I believe the bill, as amended, 1s a substantial improvement over
the one that was reported out by the Judiciary, Committee which
contained vague and unspecific language that might have permitted
surveillanee of constitutionally protected activities which are engaged
in by many Americans. I think that through our efforts, that problem
has been rectified. . e

The bill, as amended, would limit wiretapping 6f Amerieen citizens
to only the most serious cases of {oreign-directed espionage, sabotage,
and terrorism.- And it would require that in those cases the courts
must first approve. . . o _ o

- +But we in the Congress will have a role to play ag well. If the
" documented litany of intelligence abuses of the past have taught us
anything, it is the need for.continyed vigilance to insure that our
Government stays within the law. The new Senate Committee on
Intelligence, and this subcommittee, have been charged with a specisl
 responsibility to exercise that vigilance. . .*. S
.+ 1 am not-unmindful of the fact that the past record of the Congress -
.in overseeing: our Nation's intelligence activities is far from good. I
" would like to see built into this law a requirement that this Commitiee
- devote special attention to the operation of this particular law. My
amendment would require that the Intelligence Committee examine,
' and within 12 months. report -on the implementation of this new
: statute, how the bill is being interpreted and applied; and whether it
should' be- amended or repealed. .. L e L
- . The 1~yesr report should include an analysis and. assessment of
whether or not other laws already on the books, such .as the 1968
wiretap law for crimes, are sufficient to afford  adequsate protection
against ‘the: situations involved.” And,- the report.should. contain a
:determimation as to whether appropriate amendment of the. criminal
-espionage Jaws would:-have: decorded the same dégree of protection.
. Finally, if it is the judgment of the Committee at the end of & year
 that the law should:be perrditted to continue, I-wotld require, through
_this amendment, that this Committee issue a report.every Vear on
the same subject. T b e T e T e T

Mr. Chairmany] would like to formally offer my amendment at this
time, . e Al

The. amendment, if I can read, just says that “On or before
“October 1, 1977, and on the fifst day.of*October of each year there.
after, the Select. Committee ‘on Intelligénce of the United States
“Benate shall report-to-the Senate.concerning the implementation of
this chapter, Said reports shsll- include but not be limited to an
‘analysis. and recommendstions :-concerning “whether this chapter
should he (1) amended, (2) repealed, or {3) permitted to ¢ontinue in
effect without amendment.”:. = ... . e L

It seems to me, as I mentioned at the beginning, that this is sort
of experimentsl in nature. We have had some previous evidence to
indicate that this type of surveillance activity has been abused, that
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we ought to have some mandate upon us to check it out periodically
so that the Senate will be kept up to date as to just how it is operating,
and we can make whatever changes are necessary. :

Senator Case. This would be in lieu of & fixed term.

Senator Harueaway. It would be a fixed term.

Senator Case. 1t would be in lieu of a fixed term.

Mr. Conmaverron. 1 think Senator Bayh wants to talk sbout
a fixed term. . : :

Senator Case. It really would tie into that. Tt would affect your
judgment shout that. : : _

Senator Garn. I was just going to say I consider this & much
better alternative to a fixed term. I have a lot of objections to 2 fixed
term, and I won't state them now, with Senator Bayh not here, not
having proposed it. I think there are some difficuities in that, and
it would make & great deal more sense to me with your amendment.
1t is really an oversight amendment to take a look and say, “this is
new and we wani $o see how it works, and it has woiked well in this
area, and it has not,”” we make re[l)lorts, we make recommendations to
change and modify or amend. That makes & great deal more sense
to me then just in 2 years say the whole thing collapses hecause
right off the bat, you've got an entirely different Congress. Who is

oing to be here, what attitudes are there, and do we want to have
it just lapse and have no hill? And go back to the old system.

1 frankly den't understend wanting to put a limitation on it, and
there is a very good possibility-you know how many times we get
down to deadlines——something has to be extended, and so you fran-
tically extend it, or you let it go, and usually you franticslly extend
it without any change. ' -

It seoms to me this is much more substantive, taking a look ab
what is going on and trying to improve. it as it goes along rather
than having s specific end, . L

Senator Case. I think that approach makes a lot of sense. We
could refine it hy adding a provision for compulsory action hy the
Senate and the House on such recommendations, to aveid-filibuster
%)gssiliilities which could prevent action on any changes or.anything
ike that: ] SR - .

Senator Harraway. Yes, just as the{ have in the hudget law. Yes,
T would he happy to accept something like that. . .o

Senator Case. I would like to suggest something like that; and I
mentioned to Senator Bayh that thisis as good of an approach as his.

Senator Hateaway. Shall we wait for Senator Bayh fo come
back before we act on this one? ' -

Senator Garn. Yes; I think we would need to becsuse we need to
get his feelings on the 2-year limitation, and without a quorum, any
action we take could not he—r

Senator Case. Could I ask the staff now, or whenever we finish
discussing, where we can, to go through that leiter and comrent on i6?

‘Senator Garn. Well, I see no reason why we can’t do it now with
the staff at hand, while we are waiting for Senator Bayh to come back.

We'll use a cooperative effort here, and when the staff memhers
who are familiar with the paragraphge : :

Mr. Connaverton. Well, let me start, if 1 might, BRI

On page 2, the second full paragraph expresses concern about
“engaged in clandestine activities.” We think the amendments meet
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that by saying that such activities must involve eriminal we?at&om :

and ~we 8lso put criminal standards on terrorist and sabotage 3(*t1\«'1tzes
in the amendments that we passed on earlier today..

As T read their-paragraph :1,-they seeni to-say, as the bzll was

amended from the omgmaifJudzcmry Committee bill, they read -this

as neutral, it isp't an improvement, but simply, it is meant to be

neutral, <the disclaimer ‘section. in the present bill, the disciaimer

section that we passed on earlier today. . :
Senator:Cask. What have we. dofie now?-

Mr. ConnaventonN, What we have done is é{id words thatmm« e

Mr: Mapigan. Fhis would be. tab-K,

‘Mr. Connatvarran.. This would ,be .on .tab K So that t,he blli-

would rend ““Nothing contained in Chnpt,er 119"
"Senator Case.. Excise me, that isn’t——

Mr. Coxnavanron. Well, I.am reading trom the bill. What it does -

to the hill is makes It, clear on p&ce 18, line }Om
[Pause.} .

. Senator CasE. Well tell mes; wiz&t do yon t,hmk'? Was thz% Tetter -

written before the }udzczary amendments?

Mr. Conxnavarron.: No; I think they had the. )l:tluilczary amend-
t

ments in mind, but they say they were happy with the improvements
here. They. make it. clear that. g{mgress doesn’t recognize, dnd it is
certainly the intent, I know; of Senator Bayh and I'm sure most -of
the members of this Committee, that this is neutral langusge.

Mr. MaxweLr. 1t was dated July 1.

Senator CASE May I just informally .present my understmdmg,'

of this thing? This is intended first of all not to.affect the existence, or.
create anything that doesn't exist or take away. &nythmg that dtms .
and so.it says that nothing shall affect the exercise of any- constitu-

tional power, inherent constitutional power if the acquzsktlon cioesn t
come within the definition of electronic surveillance. -

Now, 1 suppose this-is the- thmg I wa.nted to ask. you aZ} &long
What bappens if it.does?. - -~

-Mr.. ConnNavamroN. What we.:are s&ymg is t}mt nothmg in ti}zs---
affecis gowers the President may have in those two sectzons, (a) and .

(b). It ¢
limiting this inherent constitutional power and nob recognizing them

oes affect powers he may have in every other instance, so it is.’

in eny case, preempting. in all-cases. except: perhaps in -these’ ozze “«OF |

two really, (a) or (b). where they.may or may not exist.

Dealing with this. dzsclmmer is exm'emeiy confusmg, but: I'thmk thls .

s neutr

Senator C;;&SE Weil t%zzs is somethmg that I'never- &1{2 umierstand :

and if 1 do, it runs away from me-right awa%( In otheér words, what we
are saglng\wiet me paraphrase it and see if I undérstand it. Nothin
shall be deemed to affect the President's inherent constitutiona
power in.the -caseof acquisition; not within electronic surveillance
and/or in the case of circumstances that are unprecedented and un-
usually harmful. This doesp’t affect his mherent. power. in these two
cases. Thet is what. we are saying.. _ ,

- Mr. Connavesnion. Any. power he has.

Senator Case. Could we say it a-little bit more c}esrly then?

Mr. Maprgan. Sendtor, the paragraph is meant to say, and I think.

does say, if there is inherent power, it is imited . fo the circumstances

deseribed in: -subpa.ragraph {a) ‘ahd. subpsaragraph (b) and this lan-:

guage—
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Senstor Case. Now, could I paraphrase it another way? This bill
is intended to affect the éxercice of any power by the President unless
it falls withinl these two cases.

Mr. Connaverron. That is correct.

Mr. Mapiaan. It is intended to reguire the procedures set out in
the bill except for these two cases, and these two cases are intended
to allow the court to determine whether the President has the power.

Senator Cask. Where does that come in?

Mr. Mavigan. That is the reason for the addition of the words
“subject to determination by the courts.”

Mr. EpsTEiN. Tab K. :

Senator Case. Well, I don’t mind leaving it in, or pot having it in
the bill, just as long as we clearly understand and have it in the court,
because this is pretty eiiigilticaﬂ language, because when you stick it in—
although I understand the purpose now-—because when you stick in
about the court that makes 1t even more elliptical. .

T hope you didn’t think T am nitpicking, but this isn’t very clear.

Mr. Manreaxn. This provision has caused more controversy and
more discussion than any other provision in the bill, and it came down
to & decision on the part of the subcommittee as to whether to elimi-
nate the entire provision or to add the language.

Senator Case. Well, T should think we can, even in the case of
inherent power, regulate procedure as we can, and in addition to that
he can’t wiretap except in these two cases. '

Mr. Mapican. Unless he does it under the provisions of the hill,
in other words, through the warrant procedure. :

Senator Case. And that he doesn’t have to follow procedures.

Mr. Mavrean. In these two cases he doesn’t, if he has the power.

Mr. ConnavauTon. Senator Bayh's position is going to be that
he doesn’t have it in those two cages. :

Mr. Mabpiean. The Supreme Court has not ruled on those two
cases. :

Benator Case. 1 know, and I don’t want to give it any help.

 Mr. Mapigan. That is the import of the State bar, that is, not
to recognize it

Senator Garn. I know so little about the inherent powers of the
President that I wouldn’t know whether you are nitpicking or not.

Senator Case. Well, the President doesn’t have any inherent
power but sometimes he has to break the law, Now, I have put myself
in the same vulnerable spot that Mr. Nixon did. I think that is the
best way to leave it and not try fo Institutionalize if.

Senator Garn. Well, that was the whole intent. I do understand
that was to be neutral and let the court make the determination, and
not lean one way or another,

Mr. Mapiaan. The argument against taking out a provision like
this is that if you don’t narrow it to (a) and (b) then that area of
pos&i}?le permissible power is undefined and perhaps greater than (a)
or (b).

Senator Casu. Well, T got a couple of flashes when Kennedy was
explaining this to the committee, but the flashes have been fewer and
farther between and less blindingly bright since them. Unless the
President——the President can wiretap, if the court says he has got
the power, he can, without following the procedures. One is if it is
not an elestronic surveillance, and I assume that can be followed out
clearly, and then the second case is if the facts and circumstances are
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80 unusuai that-they cannot re&sonably be said 1o ‘have been within
the contemplation of Congress. 1 can’t think of anything.

Mr. Maprean. Thet is designed to be the true emergency, the'
-nuclear war or some other situation. In other words, the amendment
requires if the power is exercised under subsection (b), that Wltizzn
7% hours of the exercise, the President notifies {zongress :

Senator Case, Well, I'm.glad you said that, bécause Lhat Was m
next guestion, One of the- tgmgs 1 was going to say, was that in all
cases where there had been owers_exercised, power in the bill, he
ought to tell us, and that is Lge iatv, whether we have got it iny there
or not, He can’t do something that i Is in his mherent power azzti ot
beli us shout.it. | ) :

* Mr. Mapican. That is correct. ' '

Senator Gary. I would suggest that we recess for 10 minutes.

~Senator Casz. Could we have a passzb:hty of dome regort language
explaining this, including our last point about reporting?

1I'm not sure that Justice Depmfment would aecept tbat anleas we
have it on the record.

Senator Garx. The subcommittee will stand in recess unml the
completion of the current rolicall vote. o

TA brief recess was taken.] - ' '

Senator Baya, We have tentatwely a%reed on the matter of what
standards should be applied in the use of criminal evidende collected’
in a wiretap in a national security qurveﬂlance :

To take. the languege that T had in my amendment, that if there
_is a reasonable question as. to the legality of the csurvelilance or that
such diselosure.will' not be harmful o the national secunty ‘and add
to that language which has been prepared, by the Justice Department
. and Messrs. Halpern and others, provide that when the Government
certifies that no information acqizzreé by ‘electronic surveillance has
been used in the preparation of the prosecution, the judge shall,
unless the interest of justice requires an adversary hearing, ex pa'rte
and. in camera, determine either that the surveillance was lawful or
tha the G{Nemment certification is correct, and if he so finds,” then
no information need be made available to_ the defendant.

Now, we might, be able to:tighten up on. that Zangua.ge between
now and. the full Committee hearing. "

'What we are.after here is the kind. of 8 qltuablozz where 10 yea.rs
ago an individual happeneé to ‘call someone who was the ‘target. of
a surveillance, He is an incidental party, and 10 years later he comimits .
a totally unrelated crime, and T frank y don't feel we want to have a
standard that wonld pemut him to usea tap 10 years sgo to ‘exonerate
him froin: a: totally uncommlbted crime in . which Lhere was ., no
surveillance. :

‘Now, does that make,sense here’?

Senator HatHAWAY. Yes. '

Senator Bavu. Is there general acceptanca of t}zat" L

And maybe advise the steff that, with all r%pect to Lhe autizor&,m
‘that maybe everybody can—-- . T

.Senator Cass. They can put it into, Enghsh : '

Senator Baym. Strike ont a. few  commas and ez’ parte and m
cameras, although I think the one éx parte and. @ camera 15 necessarys

Is there objecfﬂon to that? - . .

-3
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Is that OK with you?

Senator (GarN. Yes. o

Senator Bavu. Fine. Now, we are keeping tabs on everything.
Where are we hers?

Senator Garn. That I think takes care of it except for Mr. Hatha-~
way's smendnient.

Senator Baye. Well, did we agree to the 72-hour disclaimer?

Senator Haruaway, Yes. :

Senator Bavs. Well, if I would just stay out of here, evervthing
would get solved. :

We agreed to M? : ' '

Senator Hataaway. We finished all the tabs I think.

Senator Bayn. Well, we're down to tab—well, it’s the 2.vear limis.

Well, what do you propose? _

Senator Harsaway. Mine, I think you have & eopy of it, Mr.
Cheirman, is & periodie review every year, starting the first of October
1977, by this Committee, and report to the Senate on whether the
chapter ought to be amended, repealed or permitted te continue in
effect without smendment. In effect, this would mean that the law
goes on forever, but we would be mandated to review it once & year
and make & definite report, and we couldn’t just say, well, we looked
af ib. '

We would have to make a report that we looked at it, held hearings
and so forth, and we found that the law is working out fine and doesn’t
need to be amended, or reports amendments, or we could even report
that it ought to be repealed. In other words, we bave to do if. It
seems to me that would be better than having s determinable date
where you might not get any modification on it whatsoever, and we go
back to the laws which exist today which of course we are trying to
coirect by having this chapter enacted in the first place.

Senator Bava. The only coneern I have about thast is if we could
hook it up with some language like Cliff was mentioning.

Senator Harmeaway. Yes: I mentioned o Cliff that we should have
some procedure whereby it can’s have a filibuster and be defeated.

Senator Garny. Well, I have no personel opposition, because as I
told Senator Bayh upsteirs, I think we all know there are certain
people who like filibusters end that kind of & provision now might
cause opposition. They say, look, if & year from now something comes
up that I'don’t like that is being proposed by your Committes end 1
can'’t talk about it forever, 'm going to talk about it forever now. I
just throw that out. That is not my opinion. I have no objection to

atting in Cliff’s language. I just don't know whether we cause prob-
ems for the bill now. :
hSenabor Cass, I don’t believe we would, Jake. We didn’t run into
that

Senator Hatmaway, On the budget, on the other one.

Senator Garn., Well, as I say, on the subcommittee, I have no
objection. '

Senator Case. It would seem to put use to it, and reasonably so.

Senator Bavys So what we are in esgence saying is that we would
take this language and then require that there be an expedited proce-
dure by which the recommendations of the Committee would be
acted upon one way or the other in & specified period of time.
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Senator HaTaaway. Yes, e T

Senator Baym. That's sll right with me, What T wds canveraed
about was the 180° turn that, you know, Jaké brings this up row,
but this could also hurt.us two years from now where there are those
who dould filibuster any z’ecommendatwm we could make on reflection.

Senator Case. Well, I think it is absolutely right. They have dis-
covered How to get aroind filibusters anyway---I ‘mean get" fmmnd

\c%otzue legislation anyway. But this is a little differént.

Senstor GARrN.'] have no' objection if we'can chrecz the staff o
come up with speeific

Senator HATHAWAY Language along. the lme wc have i in’ the budget
law. S
Senator Gakn. And add that t6 your amendment T
Senator Bayw. All right, 1’ withdraw my amendment and We go

'th%z Senator Hathaway's a8 aimended by staff; -

" Senator GArn: As amended by Senator Case, and put’ out’ 'by qtaﬁ'
to be precise. We have enough problems with Senators.
Senater BAYII Are there ob]eetmns 1o that amendmem whcrever

it may be.

- All right, We will all have a chance to take a look’at this t6 make
sure we are doing what we want to6 have done Wizen We get to fuli
Committee.

-If there dre ng obgectaons,, it is a.pproved

Do I hear a recommendation? ' -

Senator Haraaway. I movg Lhat we mperz it te the f uii (,omrmtbee

...........

' “Sendtor Bayn. Second? -

Senator Garn. I second it, . . o s
_Senator Bavm. No objections. i
All right, thank you, Senators, Lhank yau staff and we also thsmk

the interested parties bere who spent an awfui Tot. of time on this.

“Senator Case. I think' we have met most of the things that are

gokcn of ini this letter one'way or zmozher The" §uestmn of damages
",

"_Casc said.

_call’'of the ha.xr}

6y 1 raxz-,e I.don’ tbmk we' ha,ve rei'erred zo s,nd 'm not sure tha.t we

A 511023

Senataz‘ -B*-um Be{om We ieave why d{m z We do what Sen&ter

"Senator OASE We started’ bef{}re But on tth qwqtmn of damages

'115 is correct, wé don't' deal with’ that at’ il "We 'don’t exelude if,

‘[Whetetupon; 8t 4 55 p ., the submmmtt&e recessed %ub;ect ‘ao the



TUESDAY, AUGUET 10, 1876

U8, Sexats,
Serpcr CoMMiTTEE ON INTELLIGENCE,
Washington, D.C.

The Commitiee met, pursuant to notice, at 10:16 aun., inroom 2228;
Dirksen Senate Office Building, Hon. Daniel X. Inouye (chairman)
presiding. '

Present: Senstors Inouye, Bayh, Stevenson, Haethaway, Huddlestoxn,
z\gorgan, Hart of Colorado, Baker, Case, Thurmond, Stafford, and

AIM. - .

Also present: William G. Miller, Staff Director; Howard Liebengood,
Assistant Staff Director; and Michael Madi%an, Minoerity Counsel.

The CuairmaN. The Committee on Intelligenece will please come
{0 order. : '

On June 15, 1976, the Judiciary Committee reported S. 3197, tbe
Foreign Intelligence Surveillance Act of 1976, The hill was referred
to the Intelligence Committee, and subsequentiy to the Subcommittee
on Inteliigence and the Rights of Americans whicb held hearings on
June 29 and July 1.

On Friday, August 6, the subcommittee voted a favorable report
on the bill, with amendments. A copy of tbe bill, as amended, has been
cireularized. h

If this bill is reported favorably today, I will be inclined to kee
this measure open for further consideration during tbe recess.
know that we all are not here at this meeting, but 1 plan to repors
this measure to the full Senate at the conclusion of the first business
day after the recess, : :

{wozﬂd now like to recognize the cbairman of the subcommittee,
Senator Bayh. '

Senator gAYH. Thank vou, Mr, Chairman and members of tbe
Committee. The subcommittee and its stafl has been involved since
this matter was given to-us in some rather lengthy and at times terse
negotiation with the Justice Department. I think it is fair to say
that for many of us, if not all of us, the question presented was a vary
grave and delicate one in which we were tlglng to balance the sacred
rights of citizens of this country on one side versus the rights of the
counfry as a whole, t0 be protected from those wbo would embark
on certain kinds of activity which would result in doing great danger
to the nationdl security of the country.

Speaking only for this one Senator, but I think probably conveying
the feeling of several members of the Committee, we are not, at least
T am not 100 percent satisfied with a few items in this bill,

I do believe it is the best bill that we are going to get, and that a
bill like this puts us in a better position than we are presently, With
sll respect to those who in good consciencs and dedication to individual
rights and civil hiberties say that the changes that have heen made in
this bill were cosmetic, I must say it is certsinly a different kind of
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cosmetics than I have ever been involved in. T think there were
significant changes, significant safeguards added compared to the
bill as 1t was passed out of the Judiciary Comumittee.

May I suggest, Mr. Chairman, perhaps the most expeditious way
1o &ccomi)]ish the mission before us is to.go over the committes print
of the bill and to give the Committee members the general assessment
of the individual changes, and then the Commitiee can act on its will
relative to sccepting the changes made by the subeommitiee or not.
Of course, everyone is free to make individual changes that were not
encompassed in the subeommittee action. If there is no-objection to

*that, let fme suggest that we proceed. = . a

Senator Garn, as vice chairman of the subcommittes, do you have

anything you’'d like to say? ., '

+

_ Senator Gary. Thank you, Mr. Chaieman. I am pleased to be able
“to support thd subesimittee’s amendments to S. 3197, o
In reporting out this bill the subconmnitee has, I feel, considerably
tightened the definitions of possible targets of electronic: surveillance.
Indeed, throughout our lengthy negotiations in this matter, there has
been give and take between the subcommittee and the Attorney
General. In fact, in my opinion, the Attorney General has bent over
backward to try and sccommodate thé concerns that many have about
‘categories of potential targets of surveillance which are broad epough
to include hypothetical abusés.’ I, too, am concerned about the per-
niissible area of eleétronic surveillance being broad enough to include
hvpothetical cases which all would agree are sbuses. .
However, I feel it is equally importaiit that these categories of

permissible electrohic surveillance be brodd enough to include legiti-
Jnate and necegsary espionage cases, whefe the employmient of elec-
troni¢ surveillance is vital to the protettion of this country. I think
‘wé must all remember that this bill delineates the limifs of all elec-
“tronic surveillancé'in the foreign intelligence espionage field. We must
‘draft the categories of permissible areas of electronic surveillance
broadly enough to include examples of espionage which all agree should
be covered. ’lghe subcommittee discussed many such areas of necessary
electronio surveillance in its closed session deliberations. =

" Tn effect, this bill cafves out a narrow area of knowing conduct on
the part of resident aliens and American eitizens, which involves covert
collection ‘of information at the direction 0f an intelligence network:
It is my firm belief that any person who engages in that conduct,
whether he be an Améri€an atizen or not, is legitimately and validly
‘the  subject  of electronic surveillance. This bill permiits such
‘surveiliance. T oot L
. I do not agree that we should give our adversaries a blank cbeck
to employ American citizenis in tbe espionage field. We need 'to
protect the rights of our citizens but we do not need to overprotect
their rights and allow an American citizen to knowingly and volun-
tarily be involved in the collection of information for a foreign intelli-

ence network and to do so with impunity. To suggest thet Americans
be free from all electronic surveillance despite theif involvement in
foreign intelligence to.me is not & wise course to' take.
.. Therefore,’ I am going to vote in favor of the amendments of the
subcommittes to S. 3197 and bope that this bill will receive rapid
and favorable action in the Senate; ' :
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Senator Bava. Thank you. _

Everybody here has the Committee print, which in essence contains
the subcommittee report, the bill as reported out by the subcommitiee.
I would like to apologize to the memi)ers of the Committee that be-
cause of the time frame and the apparent printing problems which
confront us at this time in this sesslon, we were not able to get you
a completely reprinted, cleanly prepared bill. You will find certain
words that have been penned . So I think if is easy to convey the
intentions of the subcommittes. Bui it is not in a boilerplate, printed
fashion as we would normally like to presens to you.

May I ask that we go to page 2 of the bill, which has been stricken
over to page 4. Let me ask you to turn to page 4.

This Easie&ﬁy desals with definitions. One of the major conserns
was that certain terminology had no strict definition, and we were
trying to catch some rather big fish, and using a rather fine net. And
[ think what we have done here, just to outhne the speeific changes,
is to significantly tighten the language so that we narrow the target
- that can be subjﬁeted o electronic surveillance,

1 might ask that you look at page 5 and go quickly through some
of the significant definitions.

Tirst we define a foreign agent. To be a foreign agent you have to
knowingly engage in terrorist activities, sabotage activities; and
conspire, aid or ebet those who are knowingly engaged in such activi-
ties. And partieularly 1 would like fo call your attention to “D7,
which defines a foreign agent as a person who knowingly engages in
clandestine intelligenece activities, which violates the criminal statutes
of the United States.

1 think we have tightened that up to the point where we are now
talking about the violation of criminal law in those sections.

The CaairMan. My, Chairman.

Sensator Bays. Yes.

The Cearrman. Can we, as you progress, ask questions?

Senstor Bave., You sure msay.

The Crairman. On page 4, on the definition of foreign power,
subsection C, a foreign power means an entity which is directed and
controlled by & foreiin overnment or governments. Would this
include, for example, the Jewish National fund?

Senator Bave. I don't think the Jewish National Fund is directed
or conirolled by a foreign %ovemment OF governmenis.

The Crarmman, What sbout Bonds for Jsrael?

Senator Baye, What section C is designed to get 8t is a comercial
entity which is controlled or directed by a foreign government or
governments, and as you will see as we go along, we have expressed
special concern that Americans who happen to work for such a foreign
entity are treated in a special way. Thet is what that is designed for.

Senator Morean. I believe we designed, Mr. Chairman, if I am
correct, that it would include Japan Awr Lines, British Overseas Air
Ways, et cetera, that kind of commercial enterprise.

Senator Bayu. That's accurate, that's accurate.

I think it is pertinent that you should note that to be included.
You must be controlled by the government, the whole government,
but she problem there is raised, as we point out later on in another
section of the bill, of what happens when you have a commercial

751757 B8



266

enterprise controlled by a foreign government which employs a sub-
stanfial number of American citizens. We have given particular
astention to that, but I have to say very frankly that that is one
grea that I am eoncerned with. I think we have done about as well
a8 we can here. ' S

I don't wanst to leave the impression thet just because you are a
foreign entity that you are automatically tapped or subject to being
tapped, subject to surveillance under. this statute. You have to not
only be .a foreign entity, but engage in—well, the entity must be
engaged in an activity which information can be beuneficial to the
defined purposes in the subsections as far as the nations!l security
and forelgn policy of the United States. You just don’t automatically
qualify to be subject to surveillance because you are & foreign entity,

Any further question on that matter? :

Now, “E" on page 6 is the Committee’s effort to try to deal with
what T think is probably the most sensitive and most disconcertin
feature of this bill. T have to confess to you I'm not totally satisfie
with this, I am prepared to support this language. I think it has been
o significant improvement, but in the categores briefly touched on
before, we are talking about viclation of criminsl statutes before one
can be subject to surveillance. Here we are talking about z lesser
standard, and that concerns me. My concern has %een relieved to
the point that I support this language because of the specific activities -
and information which must be intertwined hefore an individual may
be subject to surveillance, and let me just emphaesize the important
parts. - . )

This person must be acting pursuant to the direction of an intelli-
gence service, must knowingly transmit information or material in a
magpner intended fo conceai the nature or the fact of transmission,
and this must be done in such a way that it would lead a reasonable
man o believe that the information or material will be used to harm
the security of the United States, or that lack of knowledge by the

- (overnment of the United States of such fransmission will harm the
security of the United States. . ,

In other words, we are for the first time in this bill making it possible
for the judge to make the determination as to whether this person
could be reasonably assumed to be involved in collecting this kind of
information in & wsy that would be harmful to the seeurity of the
United States, . . :

Woe are talking about a spy here. We are not talking about a volun-
teer. This is someone who must be acting pursuanst to the direction of
an intelligenee service, not someone who walks into the Israeli Em-
bassy or some other embassy and says “I just got back from a trip,
wouid you like to know this” or *1 think you should know this.” We are
talking about someone who is being directed by a foreign power and
is invo%ved in the sort of activity which would harm the security of the
United States.

The CmiArrman, By information, that information need not be
classified; is that eorrect? :

Senator Baya. That's correct. The problem here 1s that in certain
select cases, where all the other criferia is met, the probable cause
case can be made that you have got a spy here, not just & normal citi-
zen, but somebody who is on the payrell of another governmens, and he
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has been doing things in's clandestine manner, making ali these various
kinds of contacts In & surreptitious way, but because of the nature of
the transfer of the information, it is impossible to know what kind of
information is involved. Then we give it to the judge fo determine
whether it can be reasonably assumed that the information trans-
ferred will be harmful to the security of the United States.

It is o tough question, frankly. I think this is one of those areas
where { had reservations, but I think really it is Decessary to this partic-
ular kind of thing, in eertain instances, to protect the security of the
eountry, and I think we have required here and elsewhere in the bill
certain other safeguards which would protect the citizen from un-
warranted surveilinnce.

And 1 alert you gentlemen that this is a controversial section that
you will hear about if you haven’t already.

The Crarrman. I think it should be noted that if the information
hadé been further restricted to mean classified information, we would
be subject to the whims of those who are classifying information;
isn’t that correct?

Senator Bavr. That is sccurate. It would alse mean that in fact
classified information could be in the process of being transferred but
because you didn't know what kind of information it was, there was
no way you could prove it was elassified information.

The Cuammuan. Therefore it has been shown time and again that
classified information could be newspaper clippings.

Senator Baya, Yes; but a judge has to deade, and the ressonable
man test would lead one to believe that whatever is being transferred-—
well, first of all, the reason I was able to come to grips with this—
normally I couldn’t make this exception to the criminal standard.
Here you have to be sble to prove the probable cause. We are talking
about a spy, someone under the control and direction of a foreign
power. Now, on the other end of it, you have to be able to prove, at
least to the judge's satisfaction, that the way an agent is acting, and
the access of certain kinds of information that may be avsilable fo
him would lead & ressonable man to believe that this would be harmiul
to the national security of the United States, and for that reason I was
able to reconcile this m my owsn mind.

Senator Moraan. Birch, I'm still wrestling, but if you are talking
about a spy, you are normally talking about a crizinal or someone who
is about to comunit s criminal act. _

Senator Bays., Well, that is a problem. You are falking about &
spy who may be involved in sll sorts of clandestine activities, clan-

estine meetings, secret signals and the dark of the night operations,
but due to the very manner in which he is operating, you are unable to
nail down the kind of information. I mean, i you kunow it iz a spy, or
if it is an individual citizen, and you know that he has plans F;r a
secret weapons system, then you have no guestion. You can nail him
under another section, because that is & crime. But the loophole iz
here because you don’t know the kind of information that he is
passing.

Senator Morean. Butif it is information or material that would be
used or could be used to harm the security of the United States, aven’s
we getting ;gebty close to the criminal law barrier between a crime——-

Senator Bavu., We are getting very close, but iechnically and
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honestly we haven’s gotten over it, and I can-see why you are con-
cerned, and | am eoncerned. :

i{ would like {o emphasize here—and I" am cerfainly not an intel-
ligence expert, and won’t be, don’t particularly want to be-—but the
fact is that in many instances we do not know what kind of informa-
tion is being transferred. We have the tie of the individual to the
Joreign power. We know the kind of clandestine acts he is involved in.
But the missing link is knowing the kind of information being passed.
And the fact tﬁat history has proven that apparently there is s long
period of fime in which information is not necessarily criminal in
-nature as far as the classification of documents is first passed, and then
at the 11th hour when the flare goes up, the nationsal security informa-
tion is passed. I mean all these kinds of things at times could be na-
tional security information, but you don’t know it.. : -

Are there any further questions on {E} there?

The Crairman, Senator Hart? N

‘Senator Harr of Colorado. Mr. Chairman, reluctantly and with
the indulgence of Senator Bayh, I would like to lay down an amendment
out of orger for later consideration by the Cominittee at the time that
you arrive at it because Senator Baker, who is cosponsoring i, had to
ieave, and 1 am going to have to immediately., It .will oceur, for
memnibers’ reference, on page 18 st the end of seciion 2527, as a new
su;:)section (b}, and 1 Wﬁ% just mention what it is and hope that
athers— = ’ : '

‘Senator Case. Gary, are you talking about the new galley?

.Senator Haznr of Colorade. Yes, - B

Page 18, just before the beginning of section 2528, there would be
& new subsection (b). on section 2527. This simply reads as follows:

Nothing in this chapter shall be deamed to limit the aushority of thé Select

" Committée on Intelligence of the 108, Benate to obiain such information a3 it
may need to carry out its duties pursuant to Senate Resolution 400, 94th Congress,
- agreed $o May 19, 197¢. . . :
The purpose of the amendment is to clarify that this Committee
under ifs Senate resolution mandate has the authority to obsain
wiretap information other then just the namies of those being tapped,
- and I think it is crucial, and Senator Baker feels also that it 1s erueial,

in emrrying out our duties of oversight of. electromc surveillance . -

activities by Government agencies, to have the sentence clarifying
that aathority i this legislation.

I think it is important for us not only to carry out our duties, but
for us to help to try to insure that the civil liberties and eivil rights of
this country are protected. That is the purpose of the amengment,
and unfortunately I can’t stay to argue it, and it not timely o take
it up now in light of the fact that we are moving section by section.
But I just wanted to get it on the table betause Senator Baker, the
principal sponsor, is not here, and I have to leave, and I am a co-
$ponsor, .. ‘ . :

Senator Trurmonp., Mr., Chairman, ’

The Crargman. Sensior Thurmond?

Senator TerURMoND. If you could just give me 10 minutes before
I go to Armed Serviees, ; . _

he Caarrman, Well, just 2 minute. Are vou finished? _

Senator Hart of Colorado. Well, 1 misstated myself. I said infor-

mation on wiretapping other than the names. I meant information on

*
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wiretap activities other than their mere statistics. I think the bill, as
I think it now reads, or as our mandate now reads, might be construed
to mean that all that the FBI and other agencies have to report to us
are the number of taps. What this amendment does is o clarify that
those agencies also have to {ell us the purpose of the taps, and offer
some substance and justification for the taps that are ongoing, auto-
matically, sg part of their report.

The Crarrnman. Would you like t¢ have discussion on this before
vou leave?

Stfﬁln&tor Hazr of Colorado. Well, I don’t want fo interrupt any
further.

Senator Bava. I am prepared to recommend that the Committee
accept this. In the amendments that I recommended to the sub-
committee originally was the stronger language which would mandate
& reporiing. This is the resl concern of the Justice Department, for
reasons, Mr. Chairmsn, that I don’t think should be mentioned
here, but for that reason, I agreed to drop the specific requirements
with the understanding that this is going to happen snyhow, And 1
think the language thet is presented by Senator Hart and Senator
Baker, as I read it here for the first time, deals with this matter
much more delicately and does not give rise to the guestions that were
raised by the Justice Department. In fact, I understand that the
Justice Department this morning hsas eed to ihis, where the
were violently opposed to the specific “thou shall report.” I thi
vour approach here in no way damages the authority that we have
ﬁl}gf? Resolution 400, and is a much more sensitive way of dealing
with 1%,

Senator Hant of Colorado. Well, I appreciate the Senator’s re-
mark. The point is that section 2527, as il presently reads, requires
the Attorney General to report to us annuslly, in four statistical
categories: number of applications for taps, periods of time during
which those taps would be in place, number in place at any time
during the preceding year, and number terminated.

Weil, those are ai% statistics, and I don’t think that they provide
this Committee with the kind of indepth understanding of the purpose
of those taps and their scope and the resson for their continuance
shat our Senate resolution requires us to look inte, and therelore our
section (b) stipulates that that reporting requirement shall not be
deemed to Limit our authority to ogtain additional wiretep informe-
tion. That is the purpose.

Senator Garn. Mr. Chairman?

The Caarman. Sensator Garn?

Senstor Garx. I would certainly, as vice chsirman of the sub-
committee, support this. I think this is a good amendment, snd Sen-
ator Bayh has outlined some of the things we talked sboui earlier,
which I felt were too strong. I think this handles the problem ade-
quately from both sides, and I would certainly recommend that the
full Committee approve it.

The Crareman. Is there any objection?

Senator Teurmonp. Mr, Chairman?

The Cuaimman. Yes, sir.

Senator TruaMonD. I have no objection to this, and if I could just
take a minute and a half, I have got to go.

The Caarrman. Well, can we vote on this if there is no objection?
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Senator Tavrmonn. OK. -

The Cmanman. Well) if there is no objection, out of order the
amendmens is accepied. . :

Senator Thurmond. .

Senator TrurMoxn, Mr. Chairman, T believe this bill which su-
thorizes application for covert use of electronic surveillance to obtain
foreign intelligence information is a bill which the American people
and the President and the Comimnittee can accept. The President clearly
has the duty fo protect the national security of this Nation. It is not
clear under the Constitution how far Congress can go to preseribe by
statute the standards and procedures by which the President is en-
gaged in foreign intelligence surveillances and the sanctity of astionsl
securiby. g '

"I believe the bill as reported by the Judiciary Committee is prop~
erly within the authority of Congress, although as we all know,
gon%;‘ess_ cannot decide the constitutional question. The courts will

o that.

However, I might mention that section 2526, as it came from the
Judiciary Committee, might be preferable. 1 understand the Justice
Department would proha%ly favor that on the admission of evidence,
and would appear to be more of a judicial matter than an intelligence
matter. 1t does not seem to me we should try to extend the provisions
of this bill now. 1 want to see what effect this bill will have before -we
-consider going further. o

Should we go foo far in trying to fell the President how to do his
job in this area; we could clearly be in the position of eroding the basic
rights of all Americans. The balance between individual rights and
national security is & delicate one, and let us see if the scales balance
with. the bill we have. : '

Thank vou very much. :

- The Cmaarnan. Thank you, Senator Thurmond.

Senator Bayh. -

Senator Bays. Now, back on page 6, when you get {o {3), terrorist
activities, sabotage activifies. 1 might emphasize here we have tight-
ened that down so we are talking about criminsal acts.

{(5) Foreign intelligence information, what that means. We have
tightened that up, perhaps not as far as some people might like.
The catch phrase there is (B)(ii), the conduct of the foreign affairs
. of the United States, but where we have tightened it down is we have
required that the fap is designed to get information which relates to
and is essential to the kinds of national security problems or foreign
affairs information. In other words, the addition of that language
would make it impossible, at least legally, to pui & tap on someone’s
bedroom, an agent’s bedroom, to find out what his or her personal
activites were fonight, in an effort to try to blackmail them or some- |
thing else. This information must be related {o and deemed necessary
for the United States to protect itself, et cetera, el cetern, essential to
the national defense or the security of the Nation or the conduct of
foreign affairs. ' S

Here again, particularly the foreign affairs clause there is not as
specific as 1 would like it, but I think we have nailed it down much
tighter than it was before.

On xgag_e 8 there is o rather technical thing under () there where
not only the installation but the use. We have added “or use” which



271

means you don’t have to install it. You can sit out in a car or snother
building and beam certain electronic waves at a room or windowpane
and thus collect for use electronic, mechanical surveiliance without
installing. 1t is a technical amendment to take inte comsideration
certain sophisticated devices which don’t technically need installation.

On page 9, the top of the page there, it is really the same as the old

bill, down to section 2523. Now, from there over to section 2524 on
page 11, what we did were the following things. This deals with
judges, how they shouid be chosen.
The bill, as reported from the Judiciary Committee, does not
require that the appointment of either the first panel or the appesl
panel be made pubhely. We require that it be mage publicly. Second,
the Judiciary bill permits what has commoniy been ecalled judge
shopping, which would Sermit the Government to go first to one judge,
and 1if that judge turned them down, to go to & second, third, fourth,
fifth, down to the seventh judge. We would prohibit that, saying the
Government may choose the judge but if that judge turns down the
request, then it immediately goes to appeal.

e also require that s record be transmitted from the personal
file kept or made by the first judge as to the reason why & request had
been turned down, so that then 1t will go to the appeal panel. So that
the appeal court will know the reason why the first application was
turned down, #hat was not required in the original bill.

That basically gets us over to page 11, gentlemen, unless you have
az% guestion on that.

here at 2524, we have added, at the request of Senator Hathaway
the specific wording which this subsequently in the bill would require
that this application must be made by a Federal officer, that a citizen
cannot initiate this request for surveillance.

Also, in this section, we gave the Aftorney General discretion to
turn down as well as to accept the request.

Now, I suppose a reasonable man would assume that he had that
discretion, but it could have been srgued that in the first instance,
the way the langusge from the Judiciary Committee was before that
the Attorney Genefe%l had no alternative but to secept the request from
another agency. We give the Attorney General here the discretion to
turn down as well as to accept.

We add here and elsewhere In the bill, or rather we substitute the
word ‘‘target” for ‘“‘subject.” Apparenily in the parlance of the
intelligence trade, “target” is the more definitive word and the more
restrictive word.

On page 12, in order to resolve the concern expressed by the Senator
from Maine in our subcommittee markup, we added language which
would require expunging as well as deal with acquisition, retention and
dissemination as far as the minimizatien procedures are concerned.

This ares deals with requiring that the Government do everything
it can too, and we used the words, desl with the “scquisition, retention,
and dissem ination, and to require the expunging” of information relating
to individuals where they really sren’$ designed to be the target of the
surveillance.

Here later on in that same section, in an effort to tie it down, we
specifically enumerate those categories of individuals that—or let me
put it this way: We specifically enumerate the categories of informa-
tion which are subject to surveillance by information which will
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protect itself, the Government against sctual or potential attack,.
et cetera, et cetera. Here again this is to tighten it up so they can’t
go on a fishing expedition.
- Over on page 13 we deal with the surveillance that is under the

foreign policy information and prohihit the practice which is called
indexing, in which it is possible now, apparently, under certain kinds
of sophisticated electronic equipment, to punch a butfon and the
name of Birch Bayh will come up at any time he might have heen
ca%%bt making a telephone eall. _

hat we would require is that this indexing procedure not be

made aveilable if indeed the surveiliance is designed fo cover the
requirement of gathering foreign policy Information. .

The Cramryan. Senator Bayh, I'm sorry to interrupt, but just for
the record, the record will show that a quorum has heen present, and
the bill wiil he reported subjéet to amendments.- - ’

Please proceed. ' . .

Senator Cass. Mr, Chairman, hefore I was ahle to get here because
I had to be at the Foreign Relations Committee, and I'm sorry I
wasn’t here at the heginning, you did make some statement of your
intention with respect to the actual report of the bili? -

. The Cuamnman. This bill will be kept open for consideration during
the recess and will he reported to the Senate at the close of the first
business day after the recess. . :

Senator Case. Does that mean that we will have a meeting on that
first husiness day to make findl, to give final direction?

. The Crairman. H it is the desire of the Committee,

Senator Casz. I think i would be best to have that undersiood. 1
think that it shoulds’t be left open for consideration unless we meet
_ {or final consideration. i

Senator Baym. Well, T think, i 1 mi%iab interrupt, in discussing
this meeting, that everybody ought to have a chance to study it
perhaps more thoroughly than the members who were not privy fo
the suhcommittes actions, and even some who were, and then if
changes were desired we eould meet, and if ehanges were not desired
and -there is no request made for further amendments, then, the
measure could just be passed on out. '

Senator Cask. Well, sither way is perfectly satisfaciory with me,
just so long as we all understand what is necessary. -

Now, if we follow your suggestion, Birch, we will not have to meet
unless & member of the Committee or other member, I guess, of the
Senate, has asked that we consider, or meet to consider a particular
matter. )

Senator Bavn. It was not my request. I was simply taking Liberties.

Senator Casx. Well, I was just suggesting you were interpreting it.

Is that the thought, Mr. Chairman?

The Cuamman. If the request is made by any member of this
Comities to hold special meetings to consider an amendmens, it wiil
he done, but I am % ad you brought that up, Boh.

For further clarification, the Chsir would like to instruct the mem-
hership that that request for a special meeting must be received hy
the chairman or the vice chairman before 12 noon on that day. I
would hate fo receive it 5 minutes hefors adjournment.

Senator Cass. I think you are quite justified in that, and T would
suggest that the stoff be directed to notify all members of the Com-
mittee of the direstion that you have just given.
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Senator Bayn. Let me invite your attention to page 183, subsection
(6){e). Now, we are talking about minimization efforts, in other
words, efforts that are used o protect the rights of citizens who are
not really designed to be the target of surveillance in the area of
entity that the echairman brought up earlier. In other words, you have
a foreign entity or an entity thatis controlled and directed by a foreign
government. Basically we are talking about commercial enterprises
here. We are talking specifically here about a commercial enterprise
that does not have g substantial number of foreign intelligence agents
s part of it. If it has, it is an obvious front for foreign intelligence
gathering, then it is not subject to this, bub i it is » normal kind of
commercial enterprise, foreign commercial enterprise which has
substantial numbers of American citizens working for it, then frankly
many of us were deeply concerned. :

Here is another area that I'm not 100-percent satisfied with, but
1 think we have come & long way here toward protecting the rights
of American citizens that just happened to be innocent bystenders
that have & job working for a forei%l commercial enterprise, and I
just read this so that everybody will be aware of 1t

A statement of the procedures—
in other words, this is in the application, there must be—

A statement of the procedures fo prevent the aequisition, retention, and dis-
semination, ang to reguire the expunging of commmunications of permanent
reeident aliens and citizens of the United Siates who sre not oficers or exetuiives
of such entity responsible for those areas of ifs activities whichk involve foreign
intelligence information.

This means that in advance you have fo say to the judge what
steps you are geing to take to keep from affecting secretaries’and just
normal employees of a normal commercial enterprise when you are
baﬁdng sbout the subject of surveillsnce. '

{7) There deals with certification as well, and what we are trying
to do here and what we do do is require that in the certification
that is made as an app}icabion is made, we are talking about the kind
of information thas is songht. We could not reach an agreement that
would permit the judge to go behind the certification, but we did
require that on the face of the application snd the certification, the
nature of the information sought must be specified, the facts, the
rensons that it is indeed foreign intelligence information.

What we are frying to do here is insure that in the certification, the
application and the judicial proceedings, as much as humanly possible
we take away the sutomatic rote response that automatically thers
is an application, certification and (f'adicial agreement, that this has to
be thought out, and we get around the boilerplate approach of a rote
Tesponse,

’? he Cuarnman, Will the chairmen yield?

Senator Bavm Yes, certainly.

The Cuairman. In determining the information, I doen’t suppose
the bill would limit this information to just foreign policy or military
and defense, would it? It also covers industrial secrets?

Senator BavyH. Yes; but those industrial secrets have to be either
essential to the foreign policy of the country or relste to the national
security.

Phe Crairvan. And the judge would decide that.

Senator Bayn No, no. If we are talking about the foreign policy
section, the Astorney General may certify on the face of the appli-

P ] T T B3
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-cation that the information meets the prescri?tiqn, here in the bill,
but in addition to just s&‘%;i_ng certain kinds of information, we also
‘Fequire evidence to show that there had been -4 thought process hers,
‘and it specifies here that the information sought is foreign intelligence
information for the purpose of surveillance that does contain foreign
intelligence information. It requires & factual deseription of the nature
-of the information sought, that the information canpot easily be
obtained by normal investigative techniques, and it desighates the
" type of foreign intelligence information being sought, . SR
' ?n othér words, {-would ke, frankly, for us to have %0;13 beyond the
“eerfification and not orly have to prove the probable cause we are
talking about, the spy, for example, but we are talking about infor-
mation that a reasonable man would judge, using the reasonsble man
test, making & probable cause case that the information is there, . .
.Now, -we couldn’s get Justice to go along with that, and I am
.grepare‘d to sccept this with the safeguards that. have been written
ere, that as near as humanly possible, we should show that there is
a thought process iavolved here. e S
. The Cramrman. In order to establish some legislative record, may 1
cite a hypothetical case? If the British Overseas Airway Corp., which
is. British owned, learns of an industrial process discovered by an
Americen industrialist to convert coal to gasoline very inexpensively,
and should decide to, under strange circumstances, spying .or other-
-wise, acquire that information, would that be subject to a tap? -
Senator Bays, Technically I think it would. ’ L
The Cparrman, It woudd?* .~ ..
" Senator Bave. 1 think. ‘the case, using that specific point, would
make poor law, as the chairman knows, but inésmuch as this country
is invoived ir significant negotiations with other industrialized nations,
petroleum importing nations,” and these nations’ are then in turp
involved in negotiations with the OPEC nations, this is a fundamental
gart of our foreign policy; I think knowing that-other governments
ad sccess to information and were prepared to use this information
in & way that might be detrimental to our negofiating process, that
you could make a case that this would come under. the fgre'zgn policy
provisions of the bill. - - S
* Now, 1 might stand corrected, bupr— L R
' ‘Senator Cass. Mr. Chairman, I would think that that might be
right because further, we are committed woder the terms of agréements
that we have made with Western countries and consumer countrigs;
to share oil, and geperally foreign policy I think is very deeply involved

in that sort of information. . e e
! ‘Benator Baym.  Well, of course, this 1s a, sensitive area. It is one, 85
I said earlier, that 1 am not totally satisfied with, but let me say, the
se.feﬁi:ards invoived here go to minimization, so that everybody who
works for & given British company who happens to be an American
citizen, who is hot involved with access’ and transmisgion of this
informationh or developing & policy of its transmission or its acquisi-
tion—and what we aré zjequirinﬁ here in subsection {e}, that I pointed.
to-earlier, would require really the agency designing the plan to subject
this foreign entity to surveillance to target its surveiﬁance. on tele-,
phiones within that ¢ommercial establishment, that are being used by
the policymakers and not just tap everybody in the building, ..
ng Caairman. All right, thank you very much. ‘
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_ Senator Bava. All right, then, I think we can go over to page 8;
the bottom of the page, that is pretty well the old bill, on down to
“Issuance of an order” there, 2525 on page 9, and really, gentlemen,
all of the changes there are “made by & Federal officer,”” and “to
require the expunging,” are desigoned fo make this following section
a'n?l sections conform with the application we have already discussed.

Over to page 12.

[Pause.}’ .

Senator Baym. On 12, the only significant change there, or item to
be hrought to your attention, is in the event that there is a request.
for an extension, we would require the judge to do more than rely on
the information contained in the original application. We would
require the judge also to look at the information that had been gathered:
a8 & resuit of the original surveillance, and then to make a new findin
as to whether the izgorm&tieu gathered during the surveillance Wouig
lead the judge to believe that an extension was reasonable and not
just bound by the facts contained in the original application. _

On page 11, what we deal with there basically is to subject the
Attorney General to the same safeguards of minimization in the event
of an emergency—page 13, excuse me—would require the same stand-
ards of minimization to be followed by the Attorney General in the
event of an emergency surveillance, as would be required under normal
surveillance. ‘ ' )

In the bill we do give the Attorney General the authorify to act
for no more than 24 hours, really, as a judge, in the event of an emer-
gency, and the bill as reported out of the Judieiary Committce did not
require the information gathered during that 24-hour period before
the normal judicial standerds are required, that that information be
subject to the safeguards of minimization. We certainly would want
ghint, and so we wrote that in there. ) '

Senator Case. Mr. Chairman,
" Senator Bavm, Yes.'

Senator CUase. 1 don’t want to be thrashing old straw again.

‘Benator Baya. Thrash sway,

~Senator Case. But we discussed this a little bit recently, that is to
say, what the responsibility of the Atforney General is, in connection
with the emergency employment of electronic surveillance, and with
respect to minimization ﬁropedures. Minimization procedures are the
procedures required by the judge, and if there is no judge, there is no
judicial application to & judge, who decides what degree of minimiza-
tion in these particular respects will be required and should not a
specific finding by the Attorney General as to the necessity for minimi-
zation and steps be taken to minimize be required? This is not just
a matter of procedure. - . .

Senator Bavn. Well, what we are doing here-—now, that's a good.
point—what we are doing here is in that 24 hours subjecting the
Attorney General to the'same test and giving him the same responsi-
hilities that would normally rest on the shoulders of the judge, and
he would have to—the language there on page 13 would make the
Attorney General conform to the same action, the same standards as
we are imposing on judicial determinstion elsewhere in the bill. In-
stead of enumerating all that again, we just require that he meet that
same standard. ) '

1t
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+ Senator Casy, I understand. The word “procedures’” perhaps is the
word that bothered me bere. These aren’t just procedures. T%ese are
specific actions to be taken to minimize, and only the judge can decide
“what those are, but once they are established, they are not procedures
«tnymore. They are steps required to be taken, and I think you and I
~don’t disagree on the substance of this at all. It is just a matter of
rmakizz% it clear that the Attorney General has got to follow the deci-
sions that the judge is required to make in the case of the application.
" Senator Bayw. %/Is,y T ask my friend just fo read the last part of the
sénience there, where we used the words you just used. In other
words, we are not only talling about procedures, but “to-be followed.”
In other words, we are talking about procedures that have been re-
quired by this chapter for the issuance of & judicial order be followed.
"~ Now, if you are easier with other words, then I am prepared to do
a;nythi{?zg hat will accomplisb the same thing. What other word could
we use? ,
Senator Cask. T would say something like this in sort of plain Englisb.
“He shall, i place of the judge, establish what procédures shall be
taken in order to accomplish these results.” That is all I mean to say,
Senator Bave. “He shall as elsewhere in this chapter described for
the judge.” “He shall, in keu of the judge, require?” . -
Senator Case. Whatever., Again, the worst way, I suppose, in the
world is to try and write definitive language In a general discussion of
this, . oo
Well, put it this way. May I be entitled, in conference with tbe staff,
to tri and work out some language which T think makes this a little
¢learer, either for the report or for the bill itself? - Lt e
- Senstor Bava. I have no obisction to thas i no other members of
the commiftes do, - o . Sl '
I think what we are trying to do—- . _ -
Senator Case. And to put it in colloguial language, what we are
requiring the Attorney General to do is to do what the judges have.to
do over here in the way of establishing substantive requirements to-
mininize. L o o .
© Senator Bavs. ‘Well, let’s look at it, all of us, and maybe the Sena-
for from New Jersey, after study, will come to the conclusion that need
not be done, but let’s talk about that language, either here or in .the
feport. - c ' .
‘-pSezzator Casn. Well, indeed 1 may, bus I just want {0 be clear that
this is our objective. ' _
" Senator Bava. This is our objeective, and I think absens.relating
the Attorney-General’s decision to the judicial function, we-are, other
shan that, saying everything that the Senator from. New -Jersey men-
tions. Perhaps we could insert that or af least in the report be very
clear that .w}i;at we are doing is asking the Attorney General for 24
hours toserve as a judge. Maybe that 1s the way 1t can b{;-Fuz',. oo
" Why don’t you look at it, and if you have suggestions, let’s--
Senstor Case. Well, it isn’t & question of just how long the sur-
veillince continues. Minimization procedures deal. perhaps niost
importantly with the product, whether it be obtained In an hour or in
2-or 3 days, or in'a longer period of surveiliande.
v Benator Baym. Well, 15 was the concern that you are ex;.)}lressizzg with'
the langusage of the original bill that caused us to suggest this particular
language. There is no question that we are not differing as to purpose. -
The difference maybe is whether the langnage desecribed here accom-
plishes the purpose.
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Can we ask that you think about that, and that if there is other
language that makes you rest easior, and reasonable enough that we
can acceps it~—the Senator from New Jersey is seldom, if ever,
unreasonable,

Senator (Ganwn. Birch, it would appear to me, I don’t know how

ou can tighten up the legislative language any more than it has been.

nderstand Cliff, I understand exactly what you are trying to ac-
complish, and I don't agree or disagree, but I think the language is
specific enongh, and in the report language you might just amplify
it, that you know he is going to act, for the 24 hours, the way the judgé
does, because I think when we change that for the issuanee of a judicial
order to be followed, I think that can be clarified in the report lan-
guage ensier than we could try to find more words.

The Crarrman. If you want to be a bit more firm, may I suggest
a change. “If the Aftorney General asuthorizes such emergency em-
ployment of electronic surveillance, the minimization procedures
required by this chapter for the issuance of & judicial order shall be
followed.” No ifs or buts about it. .

Senator Bavm. 1 have one suggestion made by staff here, *If the
Attorney General authorizes such emergency employment of elec-
tronie surveiliance, he shall require that the same minimization pro-
cedures as are required by this chapter for the issuance of a judicial
order be followed during the period of time before the application for &
judicial order is issued or denied.” '

Senator Case. Thanks very much. I appreeiate your concern for
easy rests And I personally want te thank you all for it. Just let me
think about it, if [ may, and try to work out something. All the sug-
gestions, I think, are very good, and it may be that the language in.
the report sione will be satisfactory. -
~ The Cuamman. I believe it appears that all of us are of one mind,
and Jake's language about the committee language clarifies this.

- Senator Cask. I would just say this, and stop for now. My emphasis
on this point is that what we are doing is asking in effect the fox to

uard the chicken yard here, and we want fo maxke very clear that he

s the rea%onsibihty affirmatively to do that.

* Benator Bave. Why don't you study that, Ciff, and if you can
come up with language that will do the job better, 1 am certoinly glad
to put it in the report.

n over on the next page, 14, section 2526 talks about use of
information. 1t is realiy conforming changes. -

On page 15, now, we are dealing with what I think is a very im-
portant feature of this bill, and that is, what do we do if there is
information gathered from the kind of surveillance that we are dealing
with here that is to be utilized as criminal evidenca?. _

Well, what we have done here is first of all require that the Govern-
ment notify the court of the source of the information, and that the
court determines that the surveillance was authorized and conducted
in & manner that did not violate any ri%hb afforded by the Constitu-
tion, snd thus, the local proseeutor would he made aware of the faet
that you have a wiretap with a possible problem here, and the question
is—this is a matter of real concern that some of us had in the original
bill, where this decision of the existence of the tap, and whether the
disclosure was made by the judge in his chambers ez perie, in camera,
in eamera, ex parie, without the gefend&zxt even knowing about it under
certain circumstances, and what we have required here is that there
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shall be disclosure to the defendant i there is a reasonable question
involved as to the legality of the surveillance; or that disclosure would
fiot harm the national security, with one proviso, and I will just read
this here: . - E D D o :

Thaf when the Government ceriifies that no information adquired by electronic
surveillancs has been used in the preparation of a proseculion, the judge shall,
uniess the interests of justioe require an adversary hearing, ex parte and in camera,
determine whether the susveillance was lawful or that the Government's certifica-
Hon is correct, and if ke 5o finds, then no infermaiion need be made availableto
ihe defendant, S ’ P '

Now, what we are after hers, gentlemen, is—

Senator Hupnresron, Would the chairman yield?

- What page?  ° _ ) _ S

Senator Bayn. We are talking about 15 and the top of 16.

What we are after here is the Wagergate example of Jameés MeCord,
where once he knew that he was in trouble, he called a couple of embag-
sles that-he knéw were subjeet to or'had reason to believe were subject
to surveillance, so that then he conld go to the court dnd have his
Watergate prosecution thrown out because he wad ‘an ineidental

participant in a surveillance on a couple of embassies.
. For example, if someone is now being prosecuted on independent
evidence for heroin traffic, I don’t think we want thai person to. be
able ‘to plead he may have been swept up in a surveillsnce 10 vears
before on something totelly unrelated, the evidence from which is
not being used in the current prosecution. )
 8o.that is what we ave after. And frankly, I think we have estab-
lisked & pretty good test here. In other words, i there is a reasonable
question as to the legsality of the surveillance, where such disclosure’
wouid not harm the national security,. then the judge has to make
this information of the surveillance available, anless 1% is one of those
totally unrelated {aps, and the present rial is not derived from any
information gathered from one of those totally unrelated taps.

Now, I might suggest we go to page 18 and—-—- , B

The Caatrmawn, Before proceeding, may I suggest that we have
# short recess. There is s vole going on now. . '

Sensior Bava. All right, '

{A brief recess was taken

The Cuarmman. Senator Bayh? S _

Senator Bava, Gentlemen, we are now st 18, where the Baker-
Hart or Hart-Baker amiendment was to be added prior $o section 2528.

The CrarrmaN. That has been aecepted. ) -

Senator Bavyn. That has been accepted by the Committes. _

I feel, upon reflection, the same way about that amendment as
I did in my initisl comment about it . . '
.- Section 2528, here sgain, was a tough one and I suppose a contro-
versial one, going to the Presidential disclaimer, The effort has been
all along to have this bill assume a posture of neutrality as far as the
Presidential power to participate in this and to have a neutral posix
tion between the br&ncﬁleg who have power to do what. _ o
I think frankly we have strengthened this by adding the only
thing we have acﬁ:led to this particular section. We added one other
item. We added “‘subject to determination by the courts” which gives
a .very strong intex;f)retat;ien, in mg; judgment,” that the President
cannot” arbitrarily “determine that he hes this power, that we all
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recognize that the jury is still out on this. We are not going to decide
on it on the Hill. He is not going to decide on it down at 1600 Penn-
sylvania Avenue, but this inherent power, or absence thereof, is sub-
ject to the determination by the courts. - :

Also, we added, on page 19, the black prin, the 72-hour provision
which there is in this section authority given to the President, the
Attorney General, in the event of cireumstances which were not
reasonably contemplated by Congress, we have given authority to
act guickly for the national security of the country.

The CuairMan. May I interrupt at this point?

Section 2528, this section states that the President has specific
constitutional powers to acquire foreign intelligence information by
means of electronic, mechanical or other surveillance devices.

- Does the President have constitufional authority fo conduct
surveillance, or does this power come from legislation?

Senator Bayvy. That is a question that has not been resolved, and
that is the veason for us putiing in “subject to determination by the
courts,” and -we say nothing contained in this shall be deemed to
affect the exercise of any constitutional power the President may have,
subject to determination by the courts, to acquire foreign intelligence,
ot cetera. :

The Craraman. Ts it necessary to put in that word “constifutional”’?

Senator Bave., Well, if he has any powers, they are constitutional.
If he doesn’t, they are unconstitutional, and can be preseribed by
statute or limited by statute, and I think that I should perhaps
amend what I said earlier before as far as the 72-hour provision for
powers which the President may have to act in the areas not con-
templated by Congress. I don’t want this to be interpreted as giving
him any powers he may not now have. I believe he has less powers
than they claim now. I can’t decide that. We collectively can’t decide
that. 1t 1s going to be decided by the Supreme Court.

What we are trying to do here is to find language acceptable both
to the legislative branch and to the executive branch as far as neutrality
is concerned.

The Cusrrman. Am I correct to interpret from that statement
that as far as the chairman of the subcommittee is concerned, he is
not certain whether the President does have or does not have con-
stitutional power to acquire intelligence through electronic devices?

Senator Bayr. That is accurate. I have not significant legal
expertise on that.

The Cramman. Was that the view of the subcommitiee?

Senator Bayn. That was the view of the subcommittee.

The Cuarrmax. Thank you. :

Senator Bayn. 1 think regardiess of how, when you look at this,
it has been tightened to first emphasize -that these powers or the
absence of these powers is going o be determined by the courts,
and not either by the President or the Congress, and second, in the
event that may be determined that the President does have these
powers and he utilizes those powers to deal with the situation which
is not contemplated by our subcommittee or Committee or Congress
collectively, that we are ret}uiring that within 72 hours of the initiation
of that particular kind of noncontemplated surveillance, that this
Committee receive a report relative to that surveillance as well as the
two Judiciary Committees. ' '
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. The Crairman. Can you give some example of what you mean by
section (b), or “facts and circumstances giving rise to the sequisition
are so unprecedented and: potentislly harmiul’? o .

Senator Bave. No, Mr. Chairman, I can’t. If I could think of it,
the facts, it would be contemplated. L S

And I think we have covered everything that we could reasonably
expect to oceur. This was such a significant matter to the Attorney
General, he cited one example that .oceurred in the last couple of
weeks that'he had not anticipated which was brought to his attention;
and in which, incidentally, surveitiance was denied, - E
- I guess what we are saying is we are living in a crazy, mixed up
world' and we can’t foresee every circumstance. We cannot foresee.
whst the genius of man might contrive, either to protect himself or
destroy himself, and for that reason, we are willing to give that dis-
cretion to the President, if indeed he does have power to do it at all,
with the understanding that even in the most dramastic or the leastsig-
nificant instance of this noncontemplation, that he had better truck
up here in 72 hours and let us know about it, and I think the very fact
that that reporting within 72 hours is required will minimize the
temptation to uiilize it. Coe :

The answer to your question . . . isno. | _ o

Senater Casg. Mr. Chairman, is it the intention of $his bill not to
have a report of the nature you were just telking about in the event
the President orders surveillance to which (a) is. applicable?

"The Cuairmax. Either (a) or (b), if applicable, a special report
© must be submitied to the Senate. .. .

. Senator Baym. Well, (a) deals with matters beyond the purview
of this bill, frankly, that we are going to be dealing with later on,
although we have not attempted to it or-prescribe. That will be
covered by charters or charter, one of the charters as is prepared by the
ad hot committee that } think the-Senator from Kenticky—I don’t
want to play games, but 1 think the Senator from New Jersey knows
what we are talking about, and probably everybody in the hearing
room knows what we are talking about, but I don’t think anything
can be gained by putting it on the record. . - '

Senator Casn: Well, the answer is it is.not intended to apply to (a)-
. Senator Bava. That is right, very frankly, because in (a) we are
not talking about something that isn’t contemplated.

Are there any farther questions on that? e

On Eage 20, 21, 22 they are technical and conforming smendments
to make the bill consistent with where we are now aad what we have
already discussed. _

On 23, sterting with section 5, on through the lsst page, page 24,
this wag suggested by the Senator from Maine, who.is not here. He
can explain it more than 1. As chiairman of the subcommittee, I was
recommending that we have a 2.year limitation on the entire measure
that would force us to examine what we had begun and how it was
working. The subcommittee felt that the suggestion by the Senator
from Maine was better than the 2-year limitation. . '

What is suggested in section 5 1s that we have an ongoing study;
and that the f%rst report by the Committee on how this imeasure that
we were diseussing, how it would work, would be rendered as of
March 1, 1978, and subsequently, on each March 1 thereafter there be
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o subsequent report, and in the event the study that has been made and
reported by the Committee concludes that certain procedures need to
be changed, recommendsations for those changes will be made, and
in order to prevent a few individuals either m this House or the
other House from thwarting the recommendations of the subcommitéee
study, we have included here the i:.a?lemezzt&tion procedureg, the
expedited implementation procedures of the War Powers Act, which
would mandate that action in both houses be taken. We can’t mandats
affirmative action, but this would prohibit this Commitiee from study-
ing the implementation of this act, coming to the conclusion that
there were certain grievous errors being commisted, making rec-
ommendations which would be acceptable to a majority of both
Houses of Congress, but because of certain pressures that were brought
to bear, & handful of our colleagues could take advantage of the
parlismentary procedures that are theirs to prevent the Senate and
the House from even having an opportunity to vo$e upon the measures
that were recommended by the Committes.

We have one last technical amendment. We have just come up
with that overnight which is really, it is & technicaj amendment
which would make the provisions of this act conform to Title 18.
There is nothing substantive there. It would just make it conform
to Title 18 and Title 18 conform to it. '

We are talking about Title 3 and Title 18.

Now, gentleman, I don’t think there needs to be & long snd laborious
discussion on. this. I think just to give us & point of reference—

The Craraman. We have before us S. 3197, as amended by the
Subcommittes on Intelligence and the Rights of Americans, and
explained to us by the subcommittee chairman, Senator Bayh.

Any further discussion or reflection?

Senator Morgan?

Senator Morgan. My, Chairman, if no one else has any comment,
I would first of all congratulate the chairman of the subcommittes
for his efforts and laborious work in trying to make this an acceptable
bill under the most trying circumstances. [ think everyone recognizes
the fact that we Lave only had this bill less than 30 days, and during
that 30 days we must have had 125 or 150 rolleall votes on the tax
bill and it was almost impossible to carry on any kind of meaningiul
dialog, but nevertheless, I think he has done a tremendous job.

T had some reservations about the bill in the beginning, and I still
have some reservations about it. We have seen, Mr. Chairman,
over the period of the last 2 years or so abuses of our democratic
process by our intelligence agencies and by our elected officials, and
many times these activities were in violation of the law, but many
times, and quite often, their explanation for their extralegal activities
were that what they were doing was necessary for national security,
despite the fact that in my opinion what they were doing was illegal.
In other words, our laws were inadeguate.

So in response, what we really are doing now is expanding the laws
to cover the alleged needs of the intelligence community. We only
know that we want the intelligence agencies to continue to provide us
with the maxipyam security from our enemies, but I am not sure that
we have given enough thought to the methods that they should use,
In legitimizing intelligence activities, we are doing away with what 1
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believe was the.long-evolved- standard. of probable. ¢ause of criminal
activities with investigations of Americans that -Harlan Stone laid
down for the Federal Bureau of Investigation so vividly and so clearly
in 1924. And as I have listehed to liter ly months of testimony of the
activities of these agencies and considered the desirability of changing
that rule, I am not, yet convinced that Justice Stone's decision { en
isn't just as valid now as it was then. . o S
I do want t6 say, Mr. Chairtan, that the bill as it has been amended
by this Committee is a much, much better bill than it was when it ‘was
referred to the Committee by the Judiciary, and it may be that later on
I might be able to accept it, maybe, with somne modifications that study
during the recess might enable me to come up with, but it is by no
neans perfecs, B S L
In my wmind, we won’t be able to enact a perfect bill certainly until
‘we have had a comprehensive study of the intelligence area. We don't
have any idea of what kind of standards would be used by our own
intelligence agenecies in beginning an investigation. We have little idea
of when physical surveillance with respect to spies would begin, We
have no 1dea when informants should be used. And accordingly, we
‘haven't even considered the charter, the proposed charter, < :
There were two things that the Church Commitiee came ug with
which T agreed with, and of course, my mind is always open to change,
but so far it hasn't been changed, and that is that Americans should
not be subject to surveillance in the absence of a reason to believe that
-they have committed s crime, or are about to commit & erime or have
just committed s crime. And we also in the Church Conmunittee report,
i I recall correctly, concluded that the President had no inherent power
.under the national security clatse to viclate the law, S
- Now, that was two findings, and yet in this bill T resalize we have a
rather neutral disclaimer at the end of the bill which I had moved to
strike or had intended to move t6 strike. I will not at $his time because
of lack of study. I understand that there sre those who insist.on this
provision being in the bill, if we have a bill at all, not necessarily on
this Committee, and this disturbed me because it must mean something,
or else they wouldn’t be so persistent in it. :
- I know as & lawyer, having practiced law in all-of the courts of th
land, from State to Fedoral, for many years, that if I wanted to argue
that the President did have this inherent power, I would certainly cite
this neutral disclaimer as an evidence that the Congress thought 1t had
.80, or else it would not include it in there, and I read the testimony of
Mr. Nixon in which he said that if the President did things—that the
Presidens could do things whicl, if done by other citizens, were illsgal.
I really don’t, I honestly don't believe that in order te protect £his
Nation that we have to do those things. - oo o
- And I know one of the former FBI agents in Greensborougb last |
.week said, “I'm parancid, but' i T am parancid about freedom, the
{freedom of the mdividusl.in this country is so big, if 1 could carsy
on just a short dislog with Birch, I think I could illustrate one of
my concerns.” ' : ' ' S
*-As¢ 1 understand it, in order to get the search warrant, or-the
authorization in this case, Senator Bayh, the investigative agency
first makes the determination that the American citizen is an agent
of a foreign power as we have defined it in the bill. Is that not correct?
Senator Baye. That is correct, :
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- Benator Moraan. Now, what this hill does is provide that in addi-
tion to the fact that a citizen who is not involved in a criminal activity
is an agent of & foreign power, is that a certification needs to be filed.
In other words, once they determine that he is an agent of & forei
power, a certification has to be made before an authorization can be
made. I¢ that not correct? . :

Sensior Baya. Correct; the probable cause burden is placed on
proving that one is an agent of a foreign power acting under the
direction and control of a foreign power, very similar to gbe probable
cause that has to be made under the test mentioned by the Senator
from North Caroling, that & person is about to commit a crime.

Senstor Monrean. And that certification is made by the executive
branch of the Government. Is that not true?

Sensator Bavu. That is accurate.

Senator Moraan. Now, that certification is to be made by the
Attorney CGeneral. Is that not correct?

Senator Bayr. That is accurate, or his designee.

Senator Monean., Then, Mr. Chairman, if my memory serves me
correctly, in the testimony that we heard publicly in the Church
Committee, there were some allegations that Martin Luther King
was in effect an agent of a foreign power, or working in collusion with
the Communists, or aiding and abetting the Communists. If my
memory serves me correctly, two different Attorneys Genersl of the
~ United States approved a surveillance, an electronic surveillance, on

Martin Luther King, Attorney General Kennedy and Attorney Gen-
eral Katzenbach,

Senator Baya. I must say—and I don't want to interrupt your
train of thought here—1 think that I am familiar with the eircum-
stances relative to Martin Lauther King, and that tap could not have
bﬁenbnéade if the Attorney General had had to meet the tests of
this bill. -

Senator Morean. I grant you it may not, but they were authorized
st & time when cleazrly in my mind it was illegal, so if they did authorize
it under any circumstances, i they certified this to the judge, this
would be & certification to the judge, would that not be correct? In
other words, this would be—the certification would be required, and
the Attorney General, the same officer who permitted surveiliance of
King, would be the certifying officer here. :

Senator Bavn. Well, let me make a distinction here. As I said
earlier, I shared the concern of the Senator from North Ceroline on
this matter. _

I have been able to rest more easily with it than he has because the
business of requiring an application is divided into two components,
the eertification of the kind of information—and we have put in certain
safeguards, Senator, in which that certification has to be on the face
of the appliestion, and I don’t want to go into it again unless you
want to—that determination is made by the Attorney (General, and
the judge cannot go behind that; but the second part of that is that
the question of whether that person about to be surveilled or subject
to surveillance is an sgent or not is not made unilaterally by the
Attorney General. It is made by the judge. He ean look behind that,
and the probable cause case has to be made that the person is an
agent. )
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Senator Morean. Well, the Senator almost made my: casé for me
because as I understand, I am satisfied that Attorney Genersl Ken-
nedy and Attorney General Katzenbach, based upon informiation
supplied to them, thought' that their surveillance was justified,

- Senator Bayw. That's not enough, Senator. '
~Senator Moreax. T know it isn’t, but now, suppose they mike
the certification, as I read from page 39 of the Judiciary Committee’s
report—asg I understand, the langnage has not been changed-—here
is what it bas to say: L : . :
. “Paragraph (5)7—1 believe it would be (8) now:

Requires a finding’ that a certification that the information sought is foreign
inteliigence information, that the purpose of the surveillance is to obtain such
information and the information cannot feasibiy be obtained by nermal iavesti.
gative techniques bas been made pursuant to Section 2524{a)(5}. If the certifica~
tion procedures in section 2524{35)(5) have been domplied with the court is not
permittéd to gubstitute its judgment for that of the executive branch official,

So if those certifications are made to the judge, then he has got.
to issue the authorization. ] L - .

Senator Bayn. You are cotrect insofar as the type of information

is conéerned, and that concerns this Senator just as it concerns the
Senator from North Carclina, _ ’ '

I would itke for the judge to be able to look behind the certification
relgtive to the fact that the Senator from North Caroline mentioned,
but the resson that I was willing to accept this is we are talking about
. two separate procedures: one, the step deseribed by the Senator from |
North Carolina; two, the step referred to by the Senator from Indiana
o while ago, that it is not true that the Attorney General slone can
make & determination about whether or not we arée talking about an
agent, but that is another way in which the judge can look behind the
certification;” | _ . o o

“Benator Moraan. But if he can’t look at. underlying documents,
isn’t it pretfy much dépendent upon what.the Attorney General
certifies to him? ' L

‘Senator Bayn. The judge ean and inust, as I read this, and certainly
as I inténd it, look at anything he needs to ook at, and indeed, unless
the'Justice Department can give him enough documentation to, prove
probable eause that we are talking about an agent, it doesn’t make
any difference what the Attorney Ceneral cerfifies ag far as the
information, and the inability to get it 'In any other way. o
:“Senator Morgan, It is true that if the judge cannot. substitute
his f'adgm'ent for that of the executive branch, then isn't'it substan-
tially the same, if he can’t substitute his judgment as to whether ornot
it is & foreign agent? . ' o

Senator Bava, Well, he can. o K

Senator Moraan. Well, -what does this mean here? . _

Sensitor Bavir, Well, if you look at (¢} on 9, and (b), particularly
{c), where it 'siys “The judge may requiré the applicant to furnish
such- other information or evidence as may be necessary to make. the
determinations requifed by section 2525 of this chapter.”” . * .

Senator Moreaw. 'Is that language” that .we hdve added, or is
that'in the gdd bil? .~ -~ .° ~ . ]

. Senmator Bava, That. wag & change made by the Judiciary Com-

mitieel: -
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'Senator Morcan. By which committee?

Senator Bava, By the Judiciary Committee.

Senator MoRaan. Well, this is the Judiciary Commiitee report.

I think the difference between the two of us raises the question that-
bothers me, and to be perfectly candid, Mr. Chairmen, how in the-
world can we entrust this responsibility to the Federal Bureauy of
Investigation when the Director Sunday, on & nationwide ielevision
program, makes a statement that he had been misled by his own
people as regards to what is going on, and he can’t determine who
misled him, and when he goes out to Westminster, Mo., and sac-
knowledges what everybody who has taken the time to read the public
records of the Church Committee knew to he a fact, that unlawful
activities have been engaged in by the FBI for a period of time, and
then turps right sround and writes a letter to the Federal Society of
Former FBI Agents and said, “I did it to placate the Senate,” and
in effect said, “I really didn’t mean it; maybe I am paranoid, but
until we have secn these things corrected, I am just reluctant to turn
over 1o the Bureau the authority to survell Americans where there is
not reason fo believe that they have actually committed a crime.”
It may be that we are so close in this amendment, which I think is
& good amendment, that that amendment could be worded a liitle
dii%erezz%}y so that we could get it to be a erime, but it just bothers me.
And for that reason, Mr. Chairman, I am going o vote against this
today. I am not going fo argue and I'm not going to try to persuade
anyone else, but I ain going, during the recess, to try to study it.

Senator Cask. Would the Senator yield for a question so I fully
understand this point?

Senator Morean. Yes. ’ _

Senator Case. 1 am correct, am Inot, that in all cases the judge has.
to make the determination whether o gersou should be spied on or
his wire should be ta ]iled o1 not, isn’t that correct?

Sensior Moraax. l} at’s my understanding, )

Senator Case. And in gpite of that, you are still concerned that the
evidence should exist that there is a criminal violation involved, or &
probability of it, in addition to the other matters that are here indi-
cated as making a person subject to surveillance.

Senator Moreaw, Yes, I am. _

Senator Case. How does that help? I don’t think I quite get that. .
because it seems to me that & person who is engaged in one of these
three or four other things, (a), (b}, (o), and (d), may very well be
guilty of & much more heinous activity than a criminal violation.

Senator Morean. Well, # it is true, then, Senator, let’s make it &
crime and let’s live up to the fundamental precepts.

Senator Cass. How do you know ahead of time?

Senator Moraean. You don’t always know that if you are pursuing
a man who you think msy have committed & robbery, you dow't
always know that it was a robbery, but you have a nght to pursue
him 1f there is reason to believe that s crime was committed. But. if
what you say is true, then let’s make it 8 ¢rime so that we would live
within the precept of what T believe to be the constitutional right of
every American to be let alone unless there is some reasen to believe
that he has committed & crime. The thing that disturbs me is the
report, the language in the Judiciary Committee report, which of
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course says that the court cannot substitute its judgment for the
executive branch, which I assumed to mean that he cannot substitut
the judgment as o whether of not it is a foreign agent. C
Senator Bavya. May 17 ' ) : o : '
" “The Cuamman;-Sénstor Bayh, , _ CL
‘Senator Bavm, The amendment that I originally proposed or wag
-prepared to propose to the-subcommittee, and we had drawn up,
. would have given the judge the—not only the authority, but the
responsibility to look behind the certification and determine whether
in Tact we were telking about what he thought a ressonable man
could conclude was the kind of information that we want to observe,
in addition o permitting him to look behind the question of probable
cause that the person is an agent. : , -
" As we first inherited this bill, as I reesll, the judge couldsn’t look
behind either one of them, and when the Attorney General said,
“this is it, gentlémen,” and I want to make it very clear that as far as
determination of whether this person was an. agent or not, that that
is & matter that could be looked behind and could be and was going
to be determined not by the Attorney General but by the judge. @~
Now, I would.rest easier if the certification of the kind of informa~
tion were a matter of determination by the courts, I frankly feel that
because we have gone as far as we have here, if we look at {6), at what
we are talking about here now, we are talking abont in most instances’
a foreign agent who is committing a crime, the saboteur, the terrorist,
the person who knowingly engaged in clandestine intelligence activity
for and on behalf of & foreign.country which activities involve or wiil
involve a violation of criminsi statutes of the United States, conspires,
aids, and abets. The only lplace where we are in this foreign agent ares
going below- the eriminal standard is in essence a place where wé
cannot. get the - information, where we don’t know what kind of
information it is, and there we give the judge the determination,
leading a reasonable man to believe that the information or material
will be used to harm the security of the United States. That is &
judicial determination, Senator. That is not the Attorney General’s
determiination, and T think we're on point (&} but not on point (b):
" Senater Monaan, Weli, a,ssum_in%l. you are right, a;uef I am no®
willing to make that assumption at the present time, is it not so close
0.2 crime that wouldn’s it be hefter to go ahead and make it & crime
" so tha$ we would be keeping within the principles and concepts of our
constitutional form of government? T .
. Senator Bava. Well, I would rest easier with it-that way, frankly.
Senator Moraan. Well, maybé during the recess 1 can figurs a way
to do it, where wé were working the other day in the afterncon in the
Appropriations Committee, and we had to go in and out about &
dogen times. - - R
. Senitor Bavya, Well, I think the answer again—and you might come
to a different conclusion—we are sll painfully aware of the kinds of
illegal acts that were participated in, the area of what is legal and
what is not legal Telative to the authority of the President.to sct isa
grey avea. The Senator in his mind knows where the line is. I have got
fo say that I am not sure I do, and quite contrary to the Senator’s
argument-—snd I know he had a good lawyer to argue the case—I get
to the fact that i the disclaimer we enunciate that this power can
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only be determined by the courts, and does guarantee neutrality. But
if we are going fo follow the preference of the Senator—and I am pre-
pared, s the Senator from Indiana--I would be prepared to say
that we are going to write in the criminal statute really the definition

of a crime that we have on (6)(¢), & person who knowingly acts

pursuant fo the direction of an intelligence service. In other words,

before you are covered under this bill you have to knowingly act on

the direction of an intelligence service that engages in intelligence

activities in the United States on behsif of & foreign power, who

knowingly transmits information or materisls, et ceters, ot ceters, in-

tended to conceal the nature of such material, and where a reasonable

man wouid believe that the information or material would be used to

harm the security of the United States.

I don’t know where we would want to make that criminal standard.

Senator Monean, Well, what is the difference in that?

Senator Bayu. The fact shat iozi don't know the information.

Sensator Moraan. But you have reason to believe it would be
harmful to the security of the United States.

Senator Bavm. You have reason to believe, the way the man is
acting, the fact that he is on the payroll of a foreign power or part
of a foreign network. That has fo be proven, probable cause. But
you do not know what kind of information he is transmitiing, That
in the miseing hink,

Senator Moraan. But you have got to prove that he has reason
tn helieve, -

Senator Bava. The judge has reason to believe.

Senator Moraan. Which would lead a reasonable man to believe
that the information or material would be used to harm the security.
When you say “lead & reasonable man to believe,” then you have
gob to assume that that would have led this man to be harmfu! to
the security of the Uniied States.

Senator Baym, That is not necessarily so because that man may
not be g reasonable man, :

Senator Mozgan. Well, if he is not a ressonable man

Senator Bava, Well, I think it is the reasonable man, you know,
that is the test that the judge

Senator HuporesTon, Mr. Chairman? '

1 would just like to commend the distinguished chairman of the
subcommittee, the Senator from Indiana, for the work that has been
done on this legislation. I have many of the same concerns that have
been expressed by the Senator from North Carolina. Particularly, I
supported the Church Committee’s position relating to the current
powers of the President and also the question of the clear violation
of the law being present before wiretaps sre suthorized, but I view
this legislation certainly not ss s cure-all to all of the abuses that
have occurred, and not the ultimate that we are seeking. I think it
ought to be viewed as an intermediate step between where we have
been and where we are today and where we ultimately want to be
i this matter of protecting the civil rights of citizens of this country.

I don’t think we can reach that ultimate objeetive until we put
together the charters of the various agencies that are involved, and
then view this legislation in the total concept of what we have accom-
plished at that time. I think also there are other statutes relating to
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espionagée and sabotage, and other laws 'that need to be looked ats
and determined whether or not some change should be made - these.
. -{ZiBut I think this certainly is infinitely belter than where we are
today. S : S
- I‘{hink in view of the fact that we have not yet conducted our
‘studies as to charters, it would be very diffienit to expect that we
conld reach the gitimate with this législation. I think it is ai inter-
mediate step that we ought to apply, and we ought to be providing
the protection it does afford, which Isay is greatly. better than what
we have at the presend time, ‘ : : ' TR '
For that reasor; I am going to suppoit this legislation: I am keenly
- aware that in my own responsibility as chairmayn of the subcommittes
relating to charters, it is going to require that we very diligently pur-
sue that matter, and I can assure the Committee that we are gomng to
do that. We are beginning imimediately, and I belicve when we get the
whole package put together, then we will have or we will begin to
know whether or not and to what extent this legisiation needs to be
altered in order to be sure that we ean eliminafe those abuses that:
occurred in the past, and we can assure every citizen of this counfry
that he i1s not going to be abused by sgencies of the Federal Govern-
ment in the guise of nationsal security.- T o
Thapk you, Mr. Chairman. S Lot T
Benator Bays. Well, T certainly conenr with what the Senator from
Kentucky says relative to the importance of the charters, and-this
gets right down to a decision that each of us has to make and that I
have made affirmatively, yes or no, imperfect as it is, and frankly,
I am willing to admit that it is imperfect, Is it better to have this bl
pass now, putting some check, soine guidelines on the use of this power
m the interim; prior to final disposition, or'should we go ahead making
no effort-to-control the abuses which have been brought t6 our attens
tion. ' T
I am in the affirmative, as I mentioned, and I must say that one of
the intelligence~-gathering agencies:in particulsr is véry unhappy with’
the bill in its present form. To use the Senator from North Caroling’s
logic, that-ought to make him vest a little bit. casier, not- totally, but
& little bit. - . oo - SRR
Senator Moraan. With that particular agency at-the present tinte,
Edon’t think it would help or hurt, M, Chairmdn, -~ - - - .
- Senator Bays, ‘Well, is there further discussion? - e
I don’t think the motion has been made. - - T
- Senator Stevenson, Mr. - Chairman, - just have one question.
First, it isn’t.possible in a tutbulent world to balance perfectly all of
the necessities of national security with individual seeurity. @
Senator Casy. Would you pull the microplioné closer? - o
Senstor SrEveNsoN: | was just saying, Senator Case, I-don’t think
it 1s possible to balance perfectly, certainly not to the satisfaction’ of
everybody; the nedessities of national security in this fast moving, .
dangerous world, with those of individuals. This Committee has dons’
an imperfect job: It has, in my judgment, gone a long way toward
achieving an ebjective by interposing judiciary inone state or another
against abuse. I B ST
. 1 have one question, and that is; is an additional safeguard against.
abuse the interposition-of the Congress. In ¢thei words; there would .
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be the notification after the judicisl approval to this Cominittee and to:
other appropriate committees of the Congress of all surveillance, Is
that the case?

I have just read this bill and I don’t find that in it 1 thought that
that was another safeguard. The question is, to what extent and in
what situations does this Committee and other agencies of the Congress.
receive notification, before or after the fact of surveillance?

Senator Bavir. Well, the only apparent one is the 72-hour provision
that we discussed & while ago relative to surveillance that is the resalt
of unanticipated facts. From a very real standpoint, the anendment
of the Senator from Colorado and the Senator fromn Tennessee, that
was offered, as [ read it, would cause & confinuing reference of not
only statistics but factual circumstances swrounding surveillances to
be made available to this Commitfee.

Senstor StEvensoN. That amendment says nothing in this chapier
shall be deemed to limit the authority of the Select Committee on
Intelligence of jthe 1.3, Senate to obtain such _information as it may
need to carry out its duties pursuant to Senate Hesolution 400.

It puts no burden on the executive branch to report, and I guess
my guestion is: why? Isn’t this another means by which we can’t
respond to some of the concerns expressed by Senator Morgan in
the sffirmative duty of reporting to Congress?

Senator Bavs. Well, as T mentioned earlier, I had an amendment
drafted which went directly to the point of, I think a very good point
raised by the Senator from Iilinois, which would require specific re~
ports, not generalized statistical reports, and rather serious discussion
of this matter with the Attorney General, and for reasons that I don't
feel appropriate to discuss here, he was very alarmed sbout putting
that in the bill as it has been drafted by my staff. He emphasized the
faet that in his judgment, as in ours, we Lad every right to request this
informaiion under Senate Hesclution 400.

Now, I understand that this Commitiee is going to avail itself of
that right, so that we test the good faith of the Justice Department.
In fact, I think it is fair to say we have already done that and found
their good faith well founded. Itis a technieslity, I can say, well, Mr.
Attorney General we have the power. Why don’t we put it out on the
top of the table. Realisticaily, I think that is what wo do here is we
and the Congress feel that we have the power to make these requests,
and we get these reporte; certainly, in the Hathaway language now
ag garz of the bill, the fact that there is an ongoing study and reports
to be made annuslly, will give & very strong interess. :

I don’t know how you can make this kind of a study and make this
kind of a report unless you have available information that concerns
the Senator from Iilinocis, because the nuances, in other words, the
sophistieated nuances that frankly escape me, with deference to the
Attorpey General when we decided to take out tha$ specific require-
ment, to do nothing, and subsequent to that, the Justice Department
was willing to go along with the language presented by Senator Hart
and Senajor Baker :

Senator Srevenson, Well, this is an old story. Congress has always
had the power to request information, but it has not in many confexts
exercised that power to request information of which it isn’t aware,
and so we have another context move to place an affirmative burden

T 1620
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on the executive branch to give us the information, and T don’t know
why that general proposition isn’t a sound one here. .o

What are the objections of the Attorney (enersl to keeping ap-
propriate agencies of the Congress notified of orders entered for the
- survetllance of American citizens? We are placing that burden on the
executive branch. That is a serious question and in another context,
far more delicate than this one. - : :

. Senator Bave, Well, T think the burden is placed on this Committee
by Senate Resolution 400. It is clearly placed on the subcommittee
chairman by being appointed to the subcommittee, the chairman of
the subcommittee to protect the rights of American citizens, and I
intend to ask for that information continuously in a time fortheoming,
and to take the steps necessary to make sure that there is no way
around it. . : o : :

Now, in deference to the Attorney General, as long as he says we
have the power and make the requests——requests have Eeen-gmmed—l
and prepared to go forth on the basis of the authority we have under
Senate ;l){esolut:ion 408, and very fracukliy, uniess this Committee is
willing to take the initiative, which very frankly was not handled well
by the previcus oversight committees, unless we are willing to take
the initiative, it doesn’t make any difference how much information
they send up here. We have Bﬁot to dig into it. Frankly, we ought to
take the initiative, we will take the initiative, -

Senator Srevenson. Mr, Chairmen, I will also vote to report this
bill, but with reservation. We will have another opportunity to con-
sider .amendments, and with the hope that one amendment might
be such a proposition as I.have outlined, an saffirmative .duty-on
the part of the executive branch to keep this Committee apprised of.
its surveillance nctivities as another safeguard against sbuse of in-
dividuals as I think, an effective deterrent to sctions by the executive
branch which would meet the approval of the judiciary, which could’
unnecessarily infringe on the rights of American citizens. .

Senator- Bays. Well, I appreciate questions from the Senator from
" Illinois. I find myself following his logic and agreeing with his logie
as one Senator. 1 had a bill and amendments specifically designed to
Tequire this and it was only being made chairinan of the subcommittee
desiring $o reconcile this and frying to get the bill to move that T
came to. the conclusion that we could handle it as I have described,
not thatit needed to be handled, but that we could handle it; maintain
tﬁa‘ Es;ul{:tport; of the Attorney General, and not put it specifically in

Now, I'say that apparently in’ the last 24 hours the Justice Depart-
ment has lessened its-opposition to handling this because they i‘ave
at least been willing to come up with the language which was ofered
by the Senator from Tennessee and the Senator from Colorado.
Twenty-four hours ago they wouldn’t even want to do that. -~ -
--Now, maybe: between now and when this matter hits the floor
we can persusde them of the wisdom of the Senator from- Filinois,
and it might clear this up for the Senator from Indiana, becatse I
might say, we are playing games with ourselves, when the Attorney
Genersl says we have the power and we say we have the power, but
we don’t put it on the face, and for reasons that T would be glad to
. discuss with the Senator from Illinois that I would rather not diseuss

“here, 1 .am sure you would agree with that. I think we are kidding
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ourselves and I think he is kidding himself. Maybe he has come to
the conclusion that he is kidding himself because he is willing to go
along with us on this, . '

Senator SrrvensoN, Well, Mr. Chairmean, } think you have done
an admirable job }z)reparing snd bringing this legislation to us, but
this is one subject that I think deserves more study by the Comimttee,
and sfter all, it is Congress, not the Attorney General who writes
the laws of the United States. :

Senator Bave. There is no question about that, and there are
rovisions in here that the Attorney Gleneral almost had to be dragged,
icking, and screaming $o concur I, and his concurrence is only rele~

vant if we feel thas it is imporiant to have these improvements o
get it passed. You know what we say about the peacemaker getting
it in little pieces. Well, that is where I am right now,

Once, on one side I am certain that the agency invelved and their
constituency in the couniry is not going to be satisfied on this bill,
it is {oo tough; on the other hand, some of our friends, that may have
been W&tchgogs and sentinels as far as civil liberties sre eoneerned,
they -aren't happy with us. They don't feel we have gone far er.zouff’h.

So it has not been a very amiable position to be in, but I am giad
to be in it. :

All right, is there further diseussion? ‘

The Crarsnman. Mr. Chairman, I am sorry, I had to step out to
the Appropriations Commitice to give them & quorum. Like most of
us here T will be supporting this measure with some reservalions,

However, I am personally convineed that if this measure shouid
be enacted into law together with the provisions of Senate Resolution
400, especially considering the amendment that was adopted by this
Committee, the smendment of Senator Baker and Senator Hart will
place upon this Comimittee responsibilities that were heretofore
nonexistens. o

T have been just told that Senator Stevenson does not gquife agree
with this. This is the first time by statute where the provisions of
Senate Resolution 400 will be racogm'zed ss part of the laws of this
land, and under the provisions of Senate Resolution 400 and under
the provisions of this bill, the Attorney General of the United States
will be required to report to us every surveillance, every wiretap
that it carries out with all of the pertinent information thereto, and
under the procedures of Senate Resolution 400, which you are now
following as it relates to covert actions, this Committee can first, if
it disagrees with the wiretap, -communicate with the Attorney Gen-
eral and advise him of our concern and dissgreement and ask him
to stop. If he refuses, we can go to the President of the United States.
If the President of the Umted Staies should refuse, we have the
authority to eall upon the Senate of the United States, if necessary,
in executive session to set forth the facts as we see it and recommend
that it concur with our thoughts, and if the Senate should cencur
with our views, we can be authorized to call upon the President once
more, and if he refuses, we can take appropriate steps, and as far
as | am concerned, appropriate steps could mesan stopping appropria-
tions or disclosing the facts of the wiretap., - :

And so, I am convineed that if the Attorney (eneral should fail
to carry out the intent of this law, and if the judicial system should
somehow falter and fail, there is still another body; for the first time
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in our history, the Congress of the United States can’get into actiom

and insist upon the carrying out of the intent of this law. .
So, keeping that in mind, I will'be voting for this measure.

Senator MonrGan., Mr. Chawman, ¢an I make one request to the

stafl? 1 wish the stafl would briefly, guestion: én.section (E) with

defining foreign agent, & briefing question ns o whether or not such a

person would actuaily violate t,he(iaﬁ i he did all of those things, and

rather than assigning one staff member; I wish you would assign
© two staff members, one 1o take the pro and one to take $he con. It
comes very close, and if 1t does satisfy my -objection, # it doesn’s,

maybe it will come close enough. T ,
Senator Bayu, It does come ¢lose, and T think ma¥ybe it iz one

particalar area which might make sense, the wesk point, and bringing

In probable cause <¢rimmnal cases, this iz where circumstances of

transferred information; of a4 clandestine tharacter of the operation.

If we know the guy has passed on missile plans, that g . . -
Senator Morcan. Well, let's have somebody biief both sides. I

haven’t had time O study i6. It may very well be that it does.

- The Cearrman. The chairman directs the staff to prepare that.
Any furthef questiong? , _ '
Senator Bayr. Well, Mr. Chairman, before we elose up our official

record, I would like to personally: thank the staff for the tremendous.

work they have.put into this. They have worked diligently. They
have been hard negotiators. They havé been frustrated in reaching
sgreement after agreement, and every tinve something would come up-
t‘ﬁey would have to go back and try again. I want the record to show

that we are ‘ti:‘an'i{?zz'%for their efforts, . o
The CHatrvan. Well, before we end, after the vote,. the Com-

mittee will have 2 short meéting on certain nominations in executive

‘session, . o
Gentlemen, this is a historic vote. This is. the first bill that this

Committee will ‘be reporting out. I am cértain that you have con-

sidered this very cavefully. I would like to join my colleagues in com-

mending Senator Bayh and the members of the subcommittee for the
diligence with which it handled this matter. As noted by Senator

Morgan, it is not possible to come forth with a perfect bill’ T have el

to see & perfect bill passed by the Congress of the United States, but

1 think this comes as close as one can hope to, considering the cir«

cumstances, of being & perfect bill.

You have heard the guestion.

Senator Cass. Mr. Chairman, :

The Chairman. Yes. s ) o
- Senator Case. I just want o say that T dgree with evetything thit
everybody has said with respect to the difficulties and the necessity
for comprornise in order to get a bill that the exegutive branch would
not veto. These are all factors involved in this and T still don’t want to
denigrate the product because I think it is' an wmazingly good job for
which the Senator from Indiana and the staff deserve endrmous
credit, and I would like %6 include Jake Garn in that because he has
shown a graat desl of capacity for adiustmeit of views which i not -
always found in # younger mémber of this body, o '

Senator Bavr. Yes, I thank the Senator from New Jersey I thank
him for his accolades, bat I have heard the reservations from many of
the staff about not going far enough here. I think, in Senator Garn's
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absence, it should be emphasized that he was one of the ones who said
we did go much too far, and et he was very helpful in moving this.
Fhe Cuaraman. You have heard the motion, that Benate Resolution
3197, as amended, be reported to the Senate, with the understanding
that this measure will be open for further consideration, and that those
wishing to make amendments do so before noon the first business
day after the recess. This measure will be reported to the Senate prior
to the closing of the first day after the recess.
If there is no discussion, all those in favor say aye,
A cliorus of ayes.]
The Caamrman. Opposed?
Senator Morean, No.
The Crammman. We have & quorum here,
Senator Case. A rolicall will be fine, or if not, I would like to indicate
some of my colleagues,
The Craramarx. Fine, we will call the roll.
Mr. MiLier. Mr Bayh,
Senstor Bays. Aye.
Mr. Moner. Mz, Btevenson,
Senator St¥EVENSON. Ave.
Mr. MizLEr. Mr, Hathaway.
{No response.}
Mr, Miznes, Mr. Huddleston,
Senator HuppLEsToN, Aye.
Mz, MiLier. Mr. Biden.
{No response.)
My Miruren., Mr. Morgan,
Senator Moraan. No,
Mr. Mizier, Mr. Hart.
{No response.]
Mr. Mines, Mr. Cage,
Senator Casg. Ave.
Mr. Mizer. Mr. Thurmond?
Senator Case. Mr. Chairman, Senator Thurmond expressed some
views about this. 1 think he would have preferred the Judiciary
‘Committee bill, but I believe he would go along here, and that makes
me suggess that since he has been here, thiat he be given a chance to,
- Senator Baysx., Well, would it be a%propriat,e, Mr. Chairmean,
to get the staff to poll the sbsent members if we have s majority
of a quorum that passes out the bill? . :
The Cuairaan. Fine. See how it works out.
My, Muaer. Mr. Hatfield.
No response.] )
Mr. Miinner. Mr. Goldwater..
INo response.]
Mr., Mugk. Mr. Stafford. _
Senator Casg. 1 have his proxy. Aye. =
“Mr. Misees, Mr. Gam., .
Senator Case. The samé.
My, Mnuer. Mr. Bake#d,
Senator Cass. Aye.
Mr. VhiuLer, Mr. Inouye.
The Cuarrman. Aye.
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The majority of those pre:»cnt end by proxy ha.vs voted in favor,
ht, to one against.

%V: ithout objection, the absentess will be polled by the staff.

If there is no further business, this Committee will go mto execatwe
.session 1o consider other: m&tters

ank you very much. -0 -~ . - ' ‘

{Whereupon, at 12:54- p.m t}:e Commitz;ee roceeded to the con-~

sideration of other mattez‘s in executwe -sesswn ]P _ '



TUESDAY, AUGUST 24, 1976

U8, Senars,
SeLecr CoMMPTTEE ON INTELLIGENCE,
Washington, B.C.

The Committee met, pursuant to notice, at 10:29 s.m., in room
5-407, the Cepitol, Hon. Daniel K. Inouye (chairman) presiding.

Present: Senalors Inouye, Bayh, Stevenson, Hathawsy, %i&en,
Morgan, Hart of Colorado, Case, and Hatfield.

Also Present: Williamm (. Miller, Staff Director, and Michgel
Madigan, Minority Counsel.

The Cramman. I very much regret this delay, but we have been
waiting for Senator Case.

This meeting was called &t his request. Senator Case has an amend-
ment he wozzig likke to present to Senate bill 3197. At this time the
Chair recognizes Senator Bayh, the chairman of the subcommittee.

Sepator Bayw. Mr. Chairman, I am familiar with Senator Case’s
emendment. I think perhaps we should wait to see if he arrives. I am
prepared to accept it. I think what he does is provide perhaps s bit
more definitive cﬁaser‘zption of what we mean by minimization as pre-
ferred by the language of the bill and by the normal interpretation of
that particular trade word.

The Cuaraman. The Chair Lhas been advised that Senator Case is
on his way, so why don’t we take up your technical amendments.

Senator Bayy, Fine; I have a sheet of technical amendments rela-
tive to making certain that all the sections and subsectiens of the bill
conform to the action we've taken. The staff tells me that some of the
wording was not properly punctuated, and some phrases were not
consistent with other phrases, and that the Committee would like to
have & look at this.

In Tisle IT--Mr. Connaughton is gassing that sheet of paper before
you—it is conformative language and technical in nature.

The Cuarrman. Has this been studied by majority and minority
staff members?

Senator Bavn. It is my understanding they are prepared,

Mr. Maopigan, Yes.

The Cralrman. Are you satisfied?

Mr. Mapiean. Yes, we both are in agreement.

The Crairman. These are technical in nature and not substantive.

Mr. Mapiean, That's right.

The Cuamruan. Is  there sny objection to adopting these
amendments?

Senator Monrean. Mr. Chairman, let me ask, when was this
prepared?

- The Caainmawn. Senater Bayh?
Senator Bayn. It was finslized yesterday.
Senator Morean. Mr. Chairman, 1 d}t’m’t raise any objection

(29m
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because I take the staff’s word for it; however, it is two pages long,
snd I would have preferred to have had it long enough to at least
gone over it earlier. I accept the staff’s word for it, buf it does raise the
question of timing. _ :

The CmEarpman. As the Commitiee is aware, this messure hag
siready been passed, and the Committee has voted to report this to
the fali Sénate, with the understanding that this measure wiil be open
for amendments until 5 p.m. _

Now, if it is your wish, this amendment can be studied in the
mterim and then brought up on the foor. : _

- Senator Morean. I don't reslly want to do that. We say this has
‘heen cleared by the minority snd majority counsel, and it no doubt
Jas, but 1 -asked my man if he has checked it over, snd he hasn’t
‘because it has not been available. I just raise this for & question
for the future. I just think they are too important. Of course, we
have been out of session, so I don’t raise any question on this as I
understand it. .. . : . . a o

Senator Bavu. Well, if T might say, in defense of Senator Morgan's
position, I am one of the last ones to try {6 bring something like this
‘to our attention in an ahbreviated form because { know how confusing
and controversial the whols bill is; and this word of defense to the
staff: These technical changes that have fo be madse, it was our
intention of preseniing them on the floor; as a floor amendment and
everybody would have had a chance to study them at that time. We
did not know for certain whether it would be necessary to have a
‘Committee meeting, but since the Senator from New Jersey did
request & Commities meeting, as he has every right to to, I would
prefer that the Committes at least have a chance to look at the
technicel chenges. L : '

If you would rather wait and put them off until a floor amendment,
T have a couple of other relatively insignificant amendments which
are a.bit substantive in nature, but fythought that since we did have the
meeting the Committee might want te look at what they are, and if
_you]{va:ni to wait unil we get to the floor to tgke action, I think that
15 all mght.

. Senator Monean. I don't raige that much objection. It is just the
timeliness of this sort of thing that I was emphasizing. .

The Cearrmax. I assure you that the Chair has nofed your com-
ment on this matter, I think it is only proper that amendments of
this type should be submitéed in a timely fashion so that all of us will
ﬁav.e.some opportunity to at least glance over thein before we make a
-decision, : _ o :

Is there any objection? The Chair hearing none, the amendments
submitted by the chairman of the subcommittee are adopted.

We are now ready to discuss your amendment, Senator.

. Senator Cass. Thank you, Mr. Chairman. I'm sorry I wasn't here
at the beginning, but I had to represent the minority at the Foreign
Relations” Committee meeting which is re%)uia-r}y scheduled for this
time, and I appreciate your making it possible for me to do this, too.

T'have an amendment which has been distributed, &t section 2521,
Tt is on page 8 of the new print. 1 think it follows on page 8 of the
new prind, too, the bottom of the page. I take if that it is 2 new,
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additional definition of the term “minimization procedures.” It reads,.
quite simply: _ '

Procedures to minimize the acquisition of information that iz not foreign
intelligence information, to assure that information that is not foreign intelligenee:
information not be mainsained, and to assure that information obtained not be
used exeept as provided in Section 2526.

The purpose is to provide general guidelines for taps so that no more-
information than necessary is collected in an effort to get foreign
intelligence material. Of course, the change is to protect privacy as-
far as we can. For example, not accumulating tape recordings on the-
ersonal life of a targeted family, that i & person is customarily in

iy office in the daytime, you don’t tap his home at that tlme and that
type of thing, and it has been gone over by the staff. I understand it is.
satisfactory technically, and unless there Is some objection or anyone-
has any further objections, I would move that it be approved.

Senator Bays. Mr. Chairman, I have no objections to the amend-
ment on minimization,

The Cramrman. You have heard the amendment. Is there any
discussion? .

Without objection, the amendment is approved.

Senator Casg. Thank you, Mr. Chalrman.

Senator Bayn., Mr. Chakrman, i T might bring to the Committee’s.
attention, here again we have copies of this. I understand there was-
o staff meeting vesterdsy, but all of the staff members were noi
present, so it is possible that ali the Senators have not been briefed.

I just want to pose these amendments now, I can either pursue them
to & vote now or do so on the floor. They are partially substantive but-
relatively inconseguential I might say to you, and I might just ask your
perusal. If you aﬁ have that two-page amendment, one of the parts.
10 section 2526, on page 25 of the gﬁE which as you recall in the sub--
committee markup where we were dealing with how you would handle:
mformation that was gi;ven in & tap that was subsequently used in &
criminal prosection. I believe that this matier has really been of the
greatest concern to me in this whole bill.

We had arrived at language, that in essence would require the dis~
closure of the judge, thought that there was a question of legality.
In the give and take that Tesulted in the subcommittee markup, we:
ecreated a proviso that on closer examination has created a great deal
of concern and confusion in a lot of people’s minds, I am offering an
amendment that would strike that proviso and insert, after “sur--
veillance’’ there on line 3, page 25, the langusge of the amendment.
that would say that the legality of a surveillance, that such disclosure-
would permit & more asccurate determination of such legality. I think
mosh 0? you are familiar with what I am falking about. I am fslking’
about the information that is gathered accidentally as the result of a
tap. The f'udge is faced or the presecution is faced with using the evi-
dence or letting the case slide.

Senator Case. The part that was struck oub is the same as that.
which you would insert except for the words at the end, and the
national securiy-—-

Senator Bavs It would go back really to the way it was, basically,.
hefore we created the proviso which I think sounded good to all of us,.
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but at the time we didn’t realize some of the ramifications that would
be forthcoming. So I think we. ought to just go back to where we were.
It is just a ressonable question as to the legality of that tap, and the
disclosure of the information would help determine the legality, the
judge has a right or has an obligation, rather, to disclose it, even if it
1s a national security question, and st that poiut the prosecution has
to-determine whether they want to proceed, or whether in proceeding
they are going to damage sources they don’t want {o damage. :
’lyhat, is not. inconsistent with the decision they have to make from
time to time in criminal cases of a non-national security character.
Now, the second amendment on the following page, 2526(b) is
nothing more or less than making this conform to the%ﬁetﬂe 111 provi-
sion. We had another section whiech we had this conforming language
in. The language thet is stricken in the bottom of the first paragraph,
starting with “the judge” and we thought that that took care of the
whoie bill. But here sgain, on studying, and discussing this with the
Justice Department as well as other attorneys, we found that this did
net cover all aspects, and we had wanted to cover all of the aspecis
8o we are putting that back and striking “and the national security,”
which would make it conform with the language that is contained else-
where in the bill. : - A
I den’t know whether you want to accept these now, vote them down,
or wait until we get to the floor. I just wanted to alert you that we want
to present them. I think they are relatively nonconsequential. -
- The Cuatrman. Is there any discussion? L :
Senator Bipen. Mr. Chairman, I think they strengthen the bill,
and I would Iike to see us adopt them now. I think it is & positive
addition, : . ' :
Senator Case. T agree. . _ C R
© The Caaiarman, I gather from the nodding of heads here that all, if
net most of you agree with this amendment. : '
Is there any further discussion?
* Any objection to the adoption? : '
There being none, the amendment is adopted.
' Senator Bavm. I might just say in addition, thank you. This is a
further recognition of the fact that this whole matter has Been a delicate
baianée of what we think we can get, with some people who stiil
don’t want us to have anything, and somne people sayingwe have gone
too far and some people saying we haven’t gone far enough.
Thank you,sir. - : S
Senator Boen, Mr, Chairman, if I might comment briefly, I
would like to follow up on a point made by the chairman of the sub-
commitiee in the subcommittee. As a member of the subcommittee,
working with the help of a former member of the staff, Mark -Giten-
stein, who was a great aid to me in this, I tried very hard, along with
the chairman azzcﬁ:be ranking member of the minerity, to work out a
compromise. I felt, in good faith, in light of the fact that I spoke so
long if not lond about certein aspects of this bill with the Justice
Department, that the portion I was most concerned with and most of
the compromise offered by me and others was adoptéd, I felt obliged,
in good faith, to support the bill in subcommittes and to repori it to
the full Committee and report it out. I just want to go on record now
as saying that I probably will support it on the floor. But I reserve the
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right on the floor, as we automatically do, to state to the Commitise, to

not support the entire bill. 1 will offer no amendments to alter it, but

ﬁwaxzt to level with the Committee, I am not sure what I am going to
o.

T missed the last meeting because of iliness, but had I been there, I
would have voted for this bill being reported out.

I am sorry that the Committee did not restrict or eliminate the
inherent aunthority legislation. I hope that this Committes doesn't
feel prejudiced in any way by the development of this legislation in
drafting statutory charters for the intelligence community. I think it
has been stated by all or most of us that we do not feel that way,
bu$ I just want it on the record now that passage of this bill shouid
in no way affect the permanent charter writing of this Committee and
the subcommiftee involved. I hope we keep that in mind. _

1 have one last comment Whjﬁg is really a question. I would like to
file differing views on this, if I may, and I would like o inquire how
much time I have to do that.

The Cgamman. Three days.

Senator Bipen, Three da{s. OK, thank vou very much.

The CuairmaN, Any {urther discussion?

Senator Stevenson?

Senator StevensoN. Mr. Chgirman, I have an amendment, also,
At the last meoting of this Committee I expressed some doubts about
the ability of this Committee fo conduct its oversight responsibilities
‘with respect to electronic surveillance conducted under this legislation
-without assurances that it would be informed of such eiectronie
surveillance. This amendment would require the Attorney (General,
upon the request of the Select Committee, to provide it with informa-
tion relating to electronic surveillance conducted pursuant to this
legislation, such information as the Committee requires from time to
time in. order o keep itself currently and continuously informed of
the electronic surveillance activities of the Attorney General, including
those conducted for the purposes of conducting testing of equipment.
I understand, however, that negotiations are underway between
the Committee and the Justice Department which I am leg to believe
will, outside the legislation, provide the Committee with adequato
assurances that it will'be kept informed about electronie surveillance,

So, if that is the case—and maybe Mr, Miller or Sensator Bayh cculd
give us assurances that it is—if it is the case these negotiations are
underway and will produce such assurances, 1 will not press this
smendment now, I will wait until the floor, and then if we do have
adequase assurances from the Justice Department that we will be
kept informed about sll such electronic surveillance, I won’t offer
the amendment. . _

If, on the other hand, those assurances don’t materialize in &
satisfactory form, I would reserve the right o offer this amendment
‘when the bill comes up for sction on the Hoor.

The Craranman. I would like to advise the Committen that discus-
sions and negotiations are presently underway at the staff level with
our staff and that of the Justice Department on the matter that you
have just discussed. As a demonsiration of good faith on the part of
the Justice Department, the Department has advised the subcom-
mittee of the present status of electronic surveilisnce, the number of
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persons under surveillance at this time, and where and what for. In
this report, the names of those under surveillance wére not provided,.
bowever, we have been sssured that if the committee believes that.
these names are necessary, without hesitation they will Be provided
us. I thought at that time, that on a need-to-kuow basis, the names
were not necessary, R . :

Senator Srrvexson. Well, I am not suggesting, nor is this amend-
ment requiring that the Committee he informed about all of the names.
That may be information that the. Committee would from time to.
time want in the future, Mr; Chairman,. and what is more, I agree,
from all I bave heard, the Justice Departinent has been most.
fortheoming. _ Ll ' .

I do not imply by any means any complaint at the present about the-
sttitude of the Fustice Degh&rtment, toward this Committee. Tamsimply
sesking assirances that that attitude of boo?erative spirit continues
into the future. If that sssurance can be nailed down in the form of
some agreement between this Committee and the Justice Department
before this bill comes up for action on’ the floor, I won’t offer this.
smendment. N - : _

The CrairmaN. I would like to assure my colleagues that if these-
negotiations and diseussions should fail, and if we are unable to come-
up with any satisfactory agreement with the Justice Department, I
would join the Senafor m tg: amendment. ' '

Senator Srevexson. I thank the Chairman. .

Senator Bava., Mr. Chairman, I would also like to say to the
Senstor of Ilinois, that T think this is & very important matter that.
he raises. When we originally started to mark up the bill, we had.
langusge prepared s bit differently than the Senator from Illinois,.
but the thrust would have been the same; namely, thou shalt report..
_ I personally would be more comfortable if it was in the bill, and.
I would like to point out that this is one of those areas which the
Justice Department and the Atigrney General personally feel is very
sensitive. }f‘hey feel very s‘ﬁrozt:ﬁiy sbout it for reasons which were
diseussed in executive session, that frankly I think would be inappro-
.priate to raise here. Because of their sensitivity to having a hard bill,
%tzhiﬁk in good faith they are proceeding, and I think we can make a.
judgment when this matter reaches the floor. If this hds not heen
substantisted with more than talk, to follow the Senator from Illinois”
lead, I would he prepared to follow his lead and the chairman’s lead.
on it. ‘ ' .

The Crsmmman. Any further discussion? S :

Senator Casg. Mr. Chairman, in that ¢onnection, have we had
any discussion when the leadership plans to bring the hill up?

The CratrmaN. None whatsoever, The only thing that 1s definite-
at this peint is that this Committee bas, by a motion, moved to report:
this measure out this afternoon. I will do my hest to have this messure:
be given the highest priority. I would assume that since this bill has.
been amended in a rather significant and substantial manner, that
Senator Kennedy will insist upon a lot of time for debate. This wilf
noét be & noncontroversial matter, I can assure you, -

" Senator Case. And this Coémumittes will participate in the foor

handling of it, I take it.
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The Cramman. Oh, yes. The parliamentary arrangement hasn’t
been worked out, but 1 am certain this Committee will be playing
a very active role. This Commitiee has amended the bill as reported
out by the Judiciary Committee,

I there is no further discussion, this measure, pursuant to prior
direction, will be reported to the Senate prior to 5 o'clock this
afternoon.

1 have been requested by Senator Hart that we meet in executive
session so that he can present to us his report on his findings on the
Rosselll matters. As you know, Senator Hart went to Florida to look
into the Rosselli matter, and so upon adjowrnment, may we retire to
the secure room. '

If there is no further business, we will adjourn.

[Whereupon, at 10:55 a.m., the Committee proceeded to executive
session.] .

O



