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INTELLIGENCE ACTIVITIES-THE NATIONAL SECU-
RITY AGENCY AND FOURTH AMENDMENT RIGHTS

WEDNESDAY, OCTOBER 29, 1975

U.S. SENATE,
SELECT COMr-rTEE To STUDY GOVERNMENTAL OPERATIONS

WiTrI RESPECT TO INTELLIGENCE AcrnmTiEs,
W1ashirngton, D-0.

The committee met, pursuant to notice, at 10:15 a.m., in room 318,
Russell Senate Office Building, Senator Frank Church (chairman)
presiding.

Present: Senators Church, Tower, Mondale, Huddleston, Morgan,
Hart of Colorado, Baker, Goldwater, Mathias and Schweiker.

Also present: William G. Miller, staff director; Frederick A. O.
Schwarz, Jr., chief counsel; Curtis R. Smothers, counsel to the
minority.

The CHAMIMAN. The hearing will please come to order.
This morning, the committee begins public hearings on the Na-

tional Security Agency or, as it is more commonly known, the NSA.
Actually, the Agency name is unknown to most Americans, either
by its acronym or its full name. In contrast to the CIA, one has to
search far and wide to find someone who has ever heard of the NSA.
This is peculiar, because the National Security Agency is an immense
installation. In its task of collecting intelligence by intercepting for-
eign communications, the NSA employs thousands of people and
operates with an enormous budget. Its expansive computer facilities
comprise some of the most complex and sophisticated electronic ma-
chinery in the world.

Just as the NSA is one of the largest and least known of the intel-
ligence agencies, it is also the most reticent. While it sweeps in mes-
sages from around the world, it gives out precious little information
about itself. Even the legal basis for the activities of NSA is different
from other intelligence agencies. No statute establishes the NSA or
defines the permissible scope of its responsibilities. Rather, Executive
directives make up the sole "charter" for the Agency. Furthermore,
these directives fail to define precisely what constitutes the "technical
and intelligence information" which the NSA is authorized to collect.
Since its establishment in 19 52 as a part of the Defense Department,
representatives of the NSA have never appeared before the Senate
in a miblic hearing. Today -we will bring the Agency from behind
closed doors.

The committee has elected to hold public hearings on the NSA only
after the most careful consideration. For 23 years this Agency has
provided the President and the other intelligence services with com-
munications intelligence vital to decisionmaking within our Govern-
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ment councils. The value of its work to our national security has been
and will continue to be inestimable. We are determined not to impair
the excellent contributions made by the NSA to the defense of our
country. To make sure this committee does not interfere with ongoing
intelligence activities, we have had to be exceedingly careful, for the
techniques of the NSA are of the most sensitive and fragile character.
We have prepared ourselves exhaustively; we have circumscribed the
area of inquiry to include only those which represent abuses of power;
and we have planned the format for today's hearing with great care,
so as not to venture beyond our stated objectives.

The delicate character of communications intelligence has convinced
Congress in the past not to hold public hearings on NSA. While this
committee shares the concern of earlier investigative committees, we
occupy a different position than our predecessors. We are tasked, by
Senate Resolution 21, to investigate "illegal, improper, or unethical
activities" engaged in by intelligence agencies, and to decide on the
"need for specific legislative authority to govern operations of * * *
*the National Security Agency." Never before has a committee of Con-
gress been better prepared, instructed, and authorized to make an in-
formed and judicious decision as to what in the affairs of NSA should
remain classified and what may be examined in a public forum.

Our staff has conducted an intensive 5-month investigation of NSA,
and has been provided access to required Agency files and personnel.
NSA has been cooperative with the committee, and a relationship of
mutual trust has been developed. Committee members have received
several briefings in executive session on the activities of the Agency,
including a week of testimony from the most knowledgeable individ-
uals, in an effort to determine what might be made public without
damaging its effectiveness. Among others, we have met with the Di-
rectors of the NSA and the CIA, as well as the Secretary of Defense.
Finally, once the decision was made to hold public hearings on the
NSA, the committee worked diligently with the Agency to draw legi-
timate boundaries for the public discussion that would preserve the
technical secrets of NSA, and also allow a thorough airing of Agency
practices affecting American citizens.

In short, the committee has proceeded cautiously. We are keenly
aware of the sensitivity of the NSA, and wish to maintain its impor-
tant role in our defense system. Still, we recognize our responsibility
to the American people to conduct a thorough and objective investi-
gation of each of the intelligence services. We would be derelict in our
duties if we were to exempt NSA from public accountability. The
committee must act with the highest sense of responsibility during its
inquiry into the intelligence services. But it cannot sweep improper
activities Lunder the rug-at least not if we are to remain true to our
oath to uphold the Constitution and the laws of the land.

We have a particular obligation to examine the NSA, in light of its
tremendous potential for abuse. It has the capacity to monitor the pri-
vate communications of American citizens without the use of a "bug"
or "tap." The interception of international communications signals
sent through the air is the job of NSA; and, thanks to modern tech-
nological developments, it does its job very well. The danger lies in
the ability of the NSA to turn its awesome technology against domestic
communications. Indeed, as our hearings into the Huston plan demon-
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strated, a previous administration and a former NSA Director favored
using this potential against certain U.S. citizens for domestic intelli-
gence purposes. While the H-uston plan was never fully put into effect,
our investigation has revealed that the NSA had in fact been inten-
tionally monitoring the overseas communications of certain U.S. citi-
zens long before the Huston plan was proposed-and continued to do
so after it was revoked. This incident illustrates how the NSA could
be turned inward and used against our own people.

It has been the difficult task of the committee to find a way through
the tangled webs of classification and the claims of national security-
however valid they may be-to inform the American public of defici-
encies in their intelligence services. It is not, of course, a task without
risks, but it is the course we have set for ourselves. The discussions
which will be held this morning are efforts to identify publicly certain
activities undertaken by the NSA which are of questionable propriety
and dubious legality.

General Allen, Director of the NSA, will provide for us today the
background on these activities, and he -will be questioned on their
origins and objectives by the committee members. Like the CIA and
the IRS, the NSA, too, had a "watch list" containing the names of
U.S. citizens. This list will be of particular interest to us this morn-
ing, though we will take up another important subject as well. The
dominant concern of this committee is the intrusion by the Federal
Government into the inalienable rights guaranteed Americans by the
Constitution. In previous hearings, we have seen how these rights have
been violated by the intelligence services of the CIA, the FBI, and the
IRS. As the present hearings will reveal, the NSA has not escaped
the temptation to have its operations expanded into provinces protected
by the law.

While the committee has found the work of the NSA on the whole
to be of a high caliber and properly restrained and has tremendous
respect for the professional caliber of the people who work there,
the topics we shall explore today do illustrate excesses and suggest
areas where legislative action is desirable. That is why we are here.

Senator Tower would like to make an opening statement.
Senator TowER. Thank you, Mr. Chairman.
Mr. Chairman, I shall be brief. From the very beginning, I have

opposed the concept of public hearings on the activities of the NSA.
That opposition continues, and I should like to briefly focus on the
reasons I believe these open hearings represent a serious departure
from our heretofore responsible and restrained course in the process
of our investigation.

To begin with, this complex and sophisticated electronic capability
is the most fragile weapon in our arsenal; and unfortunately, I can-
not elaborate on that. because that would not be proper. Public in-
quiry on NSA, I believe, serves no legitimate legislative purpose, while
exposing this vital element of our intelligence capability to unneces-
sary risk, a risk acknowledged in the chairman's own opening state-
ment.

S. Res. 21 does authorize the NSA inquiry, and this has been done
very thoroughly in closed session. But that same resolution also picks
up a recurring theme of the floor debate upon the establishment of
this committee. Specifically, we -were admonished not to disclose out-
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side the committee information which would adversely affect intelli-
gence activities. In my view, the public pursuit of this matter does
adversely affect our intelligence-gathering capability.

Even if the risks were minimal-and I do not believe they are
minimal-the NSA is the wrong target. The real quarry is not largely
mechanical response of military organizations to orders. The real
issues of who told them to take actions now alleged to be questionable
should be addressed to the policy level. It is more important to know
why names were placed on a watch list than to know what the NSA
did after being ordered to do so.

In summary, Mr. Chairman, I believe we have fallen prey to our
own fascination with the technological advances of the computer age.
We have invited a three-star military officer to come before us to
explain the awesome technology and the potential abuses of a huge
vacuum cleaner. We have done this despite the fact that our exhaus-
tive investigation has established only two major abuses in 23 years,
both of which have been terminated. And despite the obvious risks
of this sensitive component of the Nation's intelligence-gathering ca-
pability, I am opposed to a procedure which creates an unnecessary
risk of irreparable injury to the public's right to be secure: even if
offered under the umbrella of the acknowledged presumption of a
citizen's right to know.

In taking such risks, we both fail to advance the general legisla-
tive purpose and, I believe, transgress the clearly expressed concerns
of the Senate requiring us to, if we err at all, err on the side of cau-
tion. It is my view that there comes a point when the peoule's right to
know must of necessity be subordinated to the peonle's right to be se-
cure, to the extent that a sophisticated and effective intelligence-gather-
ing capability makes them secure.

I do not think that any of us here, for example, would want us to
sacrifice our capability for verification of Soviet strategic weapons
capability. And whether or not that capability was thought posture
in a first-strike configuration, I cite it only as an example. Hence, my
opposition to the conduct of these public hearings.

I am aware, Mr. Chairman, that through the democratic process,
the committee has, by a majority vote, voted to go this route. But I
felt a compulsion to state my own reasons for being in opposition.

The CHAIRMAN. Senator Tower, I appreciate your statement, and
I might say that there are two levels of concern in the committee, and
relating to the two different practices that are of questionable legal-
itv. And so, we have divided this hearing into two parts, proceeding
with the portion that has least objection from members of the com-
mittee who feel as Senator Tower does. And then, we will have an
opportunity to discuss further the second part, after General Allen
has left the witness stand. And that is the procedure, that is satis-
factory with you?

Senator TOwER. I accept the procedure, and it is totally satisfactory
to me.

The CHTAIRMAN. Very well.
Now, General Allen has come prepared with his statement. after

which, General, there will be questions from the committee. I Wish
you would identify those who will be sitting with you; and if they
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might respond to questions, then I would ask them to stand with
you to take the oath. Would you first identify them, please?

General ALLEN. Yes. On my right is Mr. Benson Buffham, who is
the Deputy Director of the National Security Agency. On my left is
AMr. Roy Banner, who is the General Counsel of the National Security
Agency.

Sir, I suppose-or at least for our initial purposes-that I be the
only witness.

The CHAIRMAN. Very well. Then you alone may stand and take the
oath. Do vou solemnlv swear that all of the testimony you will give
in this proceeding will be the truth, the whole truth, and nothing but
the truth, so help you God?

General ALLEN. I do.
The CHAIRMAN. Thank you.
General, I know you have a prepared statement. Will you please

proceed with it at this time.

TESTIMONY OF LT. GEN. LEW ALLEN. JR., DIRECTOR, NATIONAL
SECURITY AGENCY, ACCOMPANIED BY BENSON BUFFHAM, DEP-

UTY DIRECTOR, NSA; AND ROY BANNER, GENERAL COUNSEL, NSA

General ALLEN. Mr. Chairman, members of the committee, I recog-
nize the important responsibility this committee has to investigate
the intelligence operations of the U.S. Government and to deter-
mine the need for improvement by legislative or other means. For
several months, involving many thousands of man-hours, the National
Security Agency has, I believe, cooperated with this committee to
provide a thorough information base, including data whose continued
secrecy is most important to our Nation.

We are now here to discuss in open session certain aspects of an
important and hitherto secret operation of the U.S. Gvernnent. I
recognize that the committee is deeply concerned that we protect sen-
sitive and fragile sources of information. I appreciate the care which
this committee and staff have exercised to protect the sensitive data
we have provided.

I also understand that the committee intends to restrict this open
discussion to certain specific activities and to avoid current foreign
intelligence operations. It may not be possible to discuss all these
activities completely without some risk of damage to continuing for-
eign intelligence capabilities. Therefore, I may request some aspects
of our discussion be conducted in executive session where there can be
opportunity to continue our full and frank disclosure to the com-
mittee of all the information you require. The committee may then
develop an appropriate public statement. We are therefore here, sir,
at your request, prepared to cooperate in bringing these matters
before your committee.

In the interest of clarity and perspective, I shall first review the
purpose of the National Security Agency and the authorities under
which it operates. Next, I will describe the process by which require-
ments for information are levied on NSA by other Government agen-
cies. And finally, I will give a more specific description of an opera-
tion conducted in 1967-73 by NSA in response to external require-
ments, which I will refer to as "the watch list activity." This ac-
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tivity has been subject to an intensive review by this committee and
staff in closed session.

Under the authority of the President, the Secretary of Defense has
been delegated responsibility for both providing security of U.S. gov-
ernmental communications and seeking intelligence from foreign elec-
trical communications. Both functions are executed for the Secretary
of Defense by the Director, National Security Agency, through a com-
plex national system which includes the NSA as its nucleus. It is ap-
propriate for the Secretary of Defense to have these executive agent
responsibilities, since the great majority of the effort to accomplish
both of these missions is applied to the support of the military aspects
of the national security.

The communications security mission is directed at enhancing the
security of U.S. Government communications whenever needed to
protect those communications from exploitation by foreign govern-
ments-a complex undertaking in today's advanced electronic world.

The United States, as part of its effort to produce foreign intelli-
gence, has intercepted foreign communications, analyzed, and in some
cases decoded these communications to produce such foreign intelli-
gence since the Revolutionary War. During the Civil War and World
War I these communications were often telegrams sent by wire. In
modern times, with the advent of wireless communications, particular
emphasis has been placed by the Government on the specialized field
of intercepting and analyzing communications transmitted by radio.
Since the 1930's, elements of the military establishment have been
assigned tasks to obtain intelligence from foreign radio transmissions.

In the months preceding Pearl Harbor and throughout World War
II, highly successful accomplishments were made by groups in the
Army and the Navy to intercept and analyze Japanese and German
coded radio messages. Admiral Nimitz is reported as rating its value
in the Pacific to the equivalent of another whole fleet. According to
another official report, in the victory in the Battle of Midway, it would
have been impossible to have achieved the concentration of forces and
the tactical surprise without communications intelligence. A congres-
sional committee, in its investigation of Pearl Harbor, stated that the
success of communications intelligence "contributed enormously to the
defeat of the enemy, greatly shortened the war, and saved many
thousands of lives." General George C. Marshall commented that
they-communications intelligence-had contributed "greatly to the
victories and tremendously to the savings of American lives."

Following World War II, the separate military efforts were brought
together and the National Security Agency was formed to focus the
Government's efforts. The purpose was to maintain and improve this
source of intelligence which was considered of vital importance to the
national security, to cur ability to wage wvar, and to the conduct of
foreign affairs.

This mission of NSA is directed to foreign intelligence, obtained
from foreign electrical communications and also from other foreign
signals such as radars. Signals are intercepted by many techniques and
processed, sorted, and analyzed by procedures which reject inappro-
priate or unnecessary signals. The foreign intelligence derived from
these signals is then reported to various agencies of the Government
in response to their approved requirements for foreign intelligence.
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The NSA works very hard at this task, and is composed of dedicated,
patriotic citizens. civilian and military, most of whom have dedicated
their professional careers to this important and rewarding job. They
are justifiably proud of their service to their country and fully accept
the fact that their continued remarkable efforts can be appreciated
only by those few in Government who know of their great importance
to the United States.

Congress, in 1933, recognized the importance of communications in-
telligence activities and acted to protect the sensitive nature of the
information derived from those activities by passing legislation that
is now 18 U.S.C. 952. This statute prohibits the divulging of the con-
tents of decoded foreign diplomatic messages, or information about
them.

Later, in 1950, Congress enacted 18 U.S.C. 798, which prohibits the
unauthorized disclosure, prejudicial use, or publication of classified
information of the Government concerning communications intelli-
gence activities, cryptologic activities, or the results thereof. It indi-
cates that the President is authorized: (1) to designate agencies to
engage in communications intelligence activities for the United States;
(2) to classify cryptologic documents and information; and (3) to de-
termine those persons who shall be given access to sensitive cryptologic
documents and information. Further, this law defines the term "com-
munication intelligence" to mean all procedures and methods used in
the interception of communications and the obtaining of informa-
tion from such communications by other than the intended recipients.

After an intensive review by a panel of distinguished citizens,
President Truman in 1952 acted to reorganize and strengthen commu-
nications intelligence activities. He issued in October 1952 a Presiden-
tial memorandum outlining in detail how communications intelligence
activities were to be conducted, designated the Secretary of Defense to
be his executive agent in these matters, directed the establishment
of the NSA, and outlined the missions and functions to be performed
by the NSA.

The Secretary of Defense, pursuant to the congressional authority
delegated to him in section 133(d) of title 10 of the United States
Code, acted to establish the National Security Agency. The section of
the law cited provides that the Secretary may exercise any of these
duties through persons or organizations of the Department of Defense.
In 1962 a Special Subcommittee on Defense Agencies of the House
Armed Services Committee concluded, after examining the circum-
stances leading to the creation of defense agencies, that the Secretary
of Defense bad the legal authority to establish the National Security
Agency.

The President's constitutional and statutory authorities to obtain
foreign intelligence through signals intelligence are implemented
through National Security Council and Director of Central Intelli-
gence Directives which govern the conduct of signals intelligence ac-
tivi ties by the executive branch of the Government.

In 1959, the Congress enacted Public Law 86-36 which provides au-
thority to enable the NSA as the principal agency of the Govern-
ment responsible for signals intelligence activities, to function with-
out the disclosure of information which would endanger the accom-
plishment of its functions.
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In 1964 Public Law 88-290 was enacted by the Congress to establish
a personnel security system and procedures governing persons em-
ployed by the NSA or granted access to its sensitive cryptologic in-
formation. Public Law 88-990 also delegates authority to the Secre-
tary of Defense to apply these personnel security procedures to
employees and persons granted access to the National Security
Agency's sensitive information. This law underscores the concern of
the Congress regarding the extreme importance of our signals intel-
ligence enterprise and mandates that the Secretary of Defense, and
the Director, National Security Agency, take measures to achieve
security for the activities of the NSA.

Title 18 U.S.C. 2511(3) provides as follows:
Nothing contained in this chapter of in Section 605 of the Communications

Act of 1934, 47 U.S.C. 605. shall limit the constitutional power of the President
to take such measures as he deems necessary to protect the nation against actual
or potential attack or other hostile acts of a foreign power, to obtain foreign
intelligence information deemed essential to the security of the United States,
or to protect national security information against foreign intelligence activities.

In United States v. Brown, U.S. Court of Appeals, Fifth Circuit,
decided August 22, 1973, the court discussed this provision of the law
as follows:

The constitutional power of the President is adverted to, although not con-
ferred. by Congress in Title III of the Omnibus Crime Control and Safe Streets
Act of 1968.

Thus, while NSA does not look upon section 2511(3) as authority to
conduct communications intelligence, it is our position that nothing
in chapter 119 of title 18 affects or governs the conduct of communica-
tions intelligence for the purpose of gathering foreign intelligence.

Finally, for the past 22 years, Congress has annually appropriated
funds for the operation of the NSA, following hearings before the
Armed Services and Appropriations Committees of both Houses of
Congress in which extensive briefings of the NSA's signals intelligence
mission have been conducted. We appear before both the House and
the Senate Defense Appropriations Subcommittees to discuss and
report on the U.S. signals intelligence and communications security
programs, and to justify the budgetary requirements associated with
these programs. We do this in formal executive session, in which we
discuss our activities in whatever detail required by the Congress.

In considering the fiscal year 1976 total cryptologic budget now
before Congress, I appeared before the Defense Subcommittee of the
House Appropriations Committee on two separate occasions for
approximately 7 hours. In addition, I provided follow-up response
to over 100 questions of the subcommittee members and staff. We also
appeared before armed services subcommittees concerned with author-
izing research, development, test and evaluation, construction and
housing programs and also before the appropriations subcommittees
on construction and housing.

In addition to this testimony, congressional oversight is accom-
plished in other ways. Staff members of these subcommittees have
periodically visited the Agency for detailed briefings on specific as-
pects of our operations. Members of the investigations staff of the
House Appropriations Committee recently conducted an extensive in-
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vestigation of this Agency. The results of this study, which lasted over
a year, have been provided to that committee in a detailed report.

Another feature of congressional review is that since 1955 resident
auditors of the General Accounting Office have been assigned at the
Agency to perform on-site audits. Additional GAO auditors -were
cleared for access in 1973, and GAO, in addition to this audit, is
initiating a classified review of our automatic data processing func-
tions. NSA's cooperative efforts in this area were noted by a Senator
in February of this year. In addition, resident auditors of the Office
of Secretary of Defense, Comptroller, conduct indepth management
reviews of our organization.

A particular aspect of NSA authorities which is pertinent to today's
discussion relates to the definition of foreign communications. Neither
the Presidential directive of 1952 nor the National Security Council
directive No. 6 defines the term foreign communications. The NSA
has always confined its activities to communications involving at least
one foreign terminal. This interpretation is consistent with the defini-
tion of foreign communications in the Communications Act of 1934.

There is also a directive of the Director of Central Intelligence deal-
ing with security regulations which employs a definition which ex-
cludes communications between U.S. citizens or entities. )Vhile this
directive has not been construed as defining the NSA mission in the
same sense as has the National Security Council directive, in the past
this exclusion has usually been applied and is applied now. However,
we will describe a particular activity in the past when that exclusion
has not applied.

NSA does not now, and with an exception to be described, has not
in the past conducted intercept operations for the purpose of obtain-
ing the communications of U.S. citizens. However, it necessarily occurs
that some circuits which are known to carry foreign communications
necessary for foreign intelligence will also carry personal communica-
tions between U.S. citizens, one of whom is at a foreign location.

The interception of communications, however it may occur, is con-
ducted in such a manner as to minimize the unwanted messages.
Nevertheless, many unwanted communications are potentially avail-
able for selection. Subsequent processing, sorting, and selecting for
analysis is conducted in accordance with strict procedures to insure
immediate and, wherever possible, automatic rejection of inappro-
priate messages. The analysis and reporting is accomplished only for
those messages which meet specified conditions and requirements for
foreign intelligence. It is certainly believed by NSA that our com-
munications intelligence activities are solely for the purpose of obtain-
ing foreign intelligence in accordance with the authorities delegated
by the President stemming from his constitutional power to conduct
foreign intelligence.

NSA produces signals intelligence in response to objectives, require-
ments and priorities as expressed by the Director of Central Intel-
ligence with the advice of the U.S. Intelligence Board. There is a
separate committee of the Board which develops the particular require-
mnents against which the NSA is expected to respond.

The principal mechanism used by the Board in formulating require-
ments for signals intelligence information has been one of listing areas
of intelligence interest and specifying in some detail the signals intel-
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ligence needed by the various elements of Government. This listing,
which was begun in 1966 and fully implemented in 1970, is intended
to provide guidance to the Director of the National Security Agency,
and to the Secretary of Defense, for programing and operating NSA
activities. It is intended as an expression of realistic and essential re-
quirements for signals intelligence information.

This process recognizes that a single listing, updated annually, needs
to be supplemented with additional detail and time-sensitive factors,
and it establishes a procedure whereby the USIB agencies can express
directly to the NSA information needs which reasonably amplify
requirements approved by USIB or higher authority.

In addition, there are established procedures for non-Board mem-
bers, the Secret Service, and the BNDD at the time in question, to ask
the NSA for information. The NSA does have operational discretion
in responding to requirements, but we do not generate our own require-
ments for foreign intelligence. The Director, NSA is directed to be
responsive to the requirements formulated by the Director of Central
Intelligence. However, I clearly must not respond to any requirements
which I feel are not proper.

In 1975 the USIB signals intelligence requirements process was re-
vised. Under the new system, all basic requirements for signals intel-
ligence information on U.S. Government agencies will be reviewed and
validated by the Signals Intelligence Committee of USIB before being
levied on the NSA. An exception is those requirements which are
highly time-sensitive; they will continue to be passed simultaneously
to us for action and to USIB for information. The new system will
also attempt. to prioritize signals intelligence requirements. The new
requirements process is an improvement in that it creates a formal
mechanism to record all requirements for signals intelligence infor-
mation and to establish their relative priorities.

Now to the subject which the committee asked me to address in some
detail-the so-called watch list activity of 1967 to 1973.

The use of lists of words, including individual names, subjects, lo-
cations, et cetera, has long been -one of the methods used to sort out
information of foreign intelligence value from that which is not of
interest. In the past such lists have been referred to occasionally as
watch lists, because the lists were used as an aid to watch for foreign
activity of reportable intelligence interest. However, these lists gen-
erally did not contain names of U.S. citizens or organizations. The
activity in question is one in which U.S. names were used systematic-
ally as a basis for selecting messages, including some between U.S.
citizens, when one of the communicants was at a foreign location.

The origin of such activity is unclear. During the early sixties, re-
questing agencies had asked the NSA to look for reflections in inter-
national communications of certain U.S. citizens traveling to Cuba.
Beginning in 1967, requesting agencies provided names of persons
and organizations, some of whom were U.S. citizens, to the NSA in
an effort to obtain information which was available in foreign com-
munications as a by-product of our normal foreign intelligence mission.

The purpose of the lists varied, but all possessed a common thread
in which the NSA was requested to review information available
through our usual intercept sources. The initial purpose was to help
determine the existence of foreign influence on specified activities of
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interest to agencies of the U.S. Government, with emphasis then on
Presidential protection and on civil disturbances occurring through-
out the Nation.

Later, because of other developments, such as widespread national
concern over such criminal activity as drug trafficking and acts of ter-
rorism, both domestic and international, the emphasis came to include
these areas. Thus, during this period, 1967-73, requirements for which
lists were developed in four basic areas: international drug traffick-
ing; Presidential protection; acts of terrorism; and possible foreign
support or influence on civil disturbances.

In the sixties there was Presidential concern voiced over the massive
flow of drugs into our country from outside the United States. Early
in President Nixon's administration, he instructed the CIA to pursue
with vigor intelligence efforts to identify foreign sources of druas
and the foreign organizations and methods used to introduce illicit
drugs into the United States. The BNDD, the Bureau of Narcotics
and Dangerous Drugs, in 1970 asked the NSA to provide communica-
tions intelligence relevant to these foreign aspects, and BNDD pro-
vided watch lists with some U.S. names [exhibit 4].1 International
drug trafficking requirements were formally documented in USIB
requirements in August 1971.

As we all know, during this period there was also heightened
concern by the country and the Secret Service over Presidential pro-
tection because of President Kennedy's assassination. After the
Warren Report, requirements lists containing names of U.S. citizens
and organizations were provided to NSA by the Secret Service in
support of their efforts to protect the President and other senior offi-
cials. Such requirements were later incorporated into USIB docu-
mentation. At that time, intelligence derived from foreign communica-
tions was regarded as a valuable tool in support of Executive
protection.

About the same time as the concern over drugs, or shortly there-
after, there was a committee established by the President to combat
international terrorism. This committee was supported by an inter-
departmental working group with USIB representatives. Require-
ments to support this effort with communications intelligence were
also incorporated into USIB documentation.

Now let me put the watch list in perspective regarding its size and
the numbers of names submitted by the various agencies:

The BNDD submitted a watch list covering their requirements for
intelligence on international narcotics trafficking. On September 8.
1972, President Nixon summarized the efforts of his administration
against drug abuse. The President stated that he ordered the Central
Intelligence Agency, early in his administration, to mobilize its full
resources to fight the international drug trade. The key priority, the
President noted, was to destroy the trafficking through law enforce-
ment and intelligence efforts. The BNDD list contained the names
of suspected drug traffickers. There were about 450 U.S. individuals
andi over 3,000 foreign individuals.

The Secret Service submitted watch lists covering their require-
ments for intelligence relating to Presidential and Executive protec-

' See p. 151.
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tion. Public Law 90-331 of June 6, 1968, made it mandatory for Fed-
eral agencies to assist the Secret Service in the performance of its
protective duties. These lists contained names of persons and groups
who, in the opinion of the Secret Service, were potentially a threat
to Secret Service protectees, as well as the names of the protectees
themselves. On these lists were about 180 U.S. individuals and groups
and about 525 foreign individuals and groups.

An Army message of October 20, 1967, informed the NSA that
Army ACSI, assistant chief of staff for intelligence, had been des-
ignated executive agent by DOD for civil disturbance matters and
requested any available information on foreign influence over, or
control of, civil disturbances in the U.S. [exhibit 11.1 The Director,
NSA, sent a cable the same day to the DCI and to each USIB mem-
ber and notified them of the urgent request from the Army and
stated that the NSA would attempt to obtain communications in-
telligence regarding foreign control or influence over certain U.S. in-
dividuals and groups [exhibit 2] .2

The Brownell Committee, whose report led to the creation of NSA,
stated that communications intelligence should be provided to the
Federal Bureau of Investigation because of the essential role of the
Bureau in the national security.

The FBI submitted watch lists covering their requirements on
foreign ties and support to certain U.S. persons and groups. These
lists contained names of "so-called" extremist persons and groups,
individuals and groups active in civil disturbances, and terrorists.
The lists contained a maximum of about 1,000 U.S. persons and
groups and about 1,700 foreign persons and groups.

The DIA submitted a watch list covering their requirements on
possible foreign control of, or influence on, U.S. antiwar activity. The
list contained names of individuals traveling to North Vietnam. There
were about 20 U.S. individuals on this list. DIA is responsible under
DOD directives for satisfying the intelligence requirements of the
major components of the DOD and to validate and assign to NSA
requirements for intelligence required by DOD components.

Between 1967 and 1973 there was a cumulative total of about 450
U.S. names on the narcotics list, and about 1,200 U.S. names on all
other lists combined. What that amounted to was that at the height of
the watch list activity, there were about 800 U.S. names on the watch
list and about one-third of these 800 were from the narcotics list.

We estimate that over this 6-year period, 1967-1973, about 2,000
reports were issued by the NSA on international narcotics trafficking,
and about 1,900 reports were issued covering the three areas of terror-
ism, Executive protection and foreign influence over U.S. groups. This
would average about two reports per day. These reports included some
messages between U.S. citizens with one foreign communicant, but
over 90 percent had at least one foreign communicant and all messages
had at least one foreign terminal. Using agencies did periodically re-
view, and were asked by the NSA to review, their watch lists to insure
inappropriate or unnecessary entries were promptly removed.

I am not the proper person to ask concerning the value of the prod-
net from these four special efforts. We are aware that a major terrorist

I See p. 145.
2 See p. 147.
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act in the United States was prevented. In addition, some large drug
shipments were prevented from entering the United States because of
our efforts on international narcotics trafficking. We have statements
from the requesting agencies in which they have expressed apprecia-
tion for the value of the information which thev had received from us.
Nonetheless, in my own judgment, the controls which were placed on
the handling of the intelligence were so restrictive that the value was
significantly diminished.

Now let me address the question of the watch list activity as the
NSA saw it at the time.

This activity was reviewed by proper authority within NSA and by
competent external authority. This included two former Attorneys
General and a former Secretary of Defense.

The requirements for information had been approved by officials of
the using agencies and subsequently validated by the United States
Intelligence Board. For example, the Secret Service and BNDD re-
quirements were formally included in USIB guidance in 1970 and
1971, respectively.

In the areas of narcotics trafficking, terrorism and requirements re-
lated to the protection of the lives of senior U.S. officials, the emphasis
placed by the President on a strong, coordinated Government effort
was clearly understood. There also was no question that there was con-
siderable Presidential concern and interest in determining the exist-
ence and extent of foreign support to groups fomenting civil dis-
turbances in the United States.

From 1967 to 1969 the procedure for submitting names was more
informal, with written requests following as the usual practice. Start-
ing in 1969 the procedure was formalized and the names for watch
lists were submitted through channels in writing [exhibit 31." The
Director and Deputy Director of the NSA approved certain categories
of subject matter from customer agencies, and were aware that U.S.
individuals and organizations were being included on watch lists.
While they did not review and approve each individual name, there
were continuing management reviews at levels below the Directorate.

NSA personnel sometimes made analytic amplifications on customer
watch list submissions in order to fulfill certain requirements. For ex-
ample, when information was received that a name on the watch list
used an alias. the alias was inserted; or when an address was uncovered
of a watch list name, the address was included. This practice by
analysts was done to enhance the selection process, not to expand the
lists.

The information produced by the watch list activity was, with one
exception, entirely a byproduct of our foreign intelligence mission. All
collection was conducted against international communications with at
least one terminal in a foreign country, and for purposes unrelated to
the watch list activity. That is, the communications were obtained, for
example, by monitoring communications to and from Hanoi.

All communications had a foreign terminal and the foreign terminal
or communicant, with the one exception to be described, was the initial
object of the communications collection.

The watch list activity specifically consisted of scanning interna-
tional communications already intercepted for other purposes to derive

I See p. 149.

67-522-76-2
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information which met watch list requirements. This scanning was
accomplished by using the entries provided to NSA as selection
criteria. Once selected, the messages were analyzed to determine if the
information therein met those requesting agencies' requirements asso-
ciated with the watch lists. If the message met the requirement, the
information therein was reported to the requesting agency in writing.

Now let me discuss for a moment the manner in which intelligence
derived from the watch lists was handled.

For the period 1967-69, international messages between U.S. citi-
zens and organizations, selected on the basis of watch list entries and
containing foreign intelligence, were issued for background use only
and were hand delivered to certain requesting agencies. If the U.S.
citizen or organization was only one correspondent of the international
communication, it was published as a normal product report but in a
special series to limit distribution on a strict need-to-know basis.

Starting in 1969, any messages that fell into the categories of Presi-
dential/executive protection and foreign influence over U.S. citizens
and groups were treated in an even more restricted fashion. They were
provided for background use only and hand delivered to requesting
agencies. When the requirements to supply intelligence regarding in-
ternational drug trafficking in 1970 and international terrorism in 1971
were received, intelligence on these subjects was handled in a similar
manner. This procedure continued until I terminated the activity in
1973.

The one instance in which foreign messages were intercepted for
specific watch list purposes was the collection of some telephone calls
passed over international communications facilities between the United
States and South America. The collection was conducted at the specific
request of the BNDD to produce intelligence information on the
methods and locations of foreign narcotics trafficking.

In addition to our own intercept, CIA was asked by NSA to assist
in this collection. NSA provided to CIA names of individuals from
the international narcotics trafficking watch list. This collection by
CIA lasted for approximately 6 months, from late 1972 to early 1973,
when CIA stopped because of concern that the activity exceeded' CIA
statutory restrictions.

When the watch list activity began, the NSA and others viewed the
effort as an appropriate part of the foreign intelligence mission. The
emphasis of the President that a concerted national effort was required
to combat these grave problems was clearly expressed.

The activity was known to higher authorities, kept quite secret, and
restrictive controls were placed on the use of the intelligence. The
agencies receiving the information were clearly instructed that the in-
formation could not be used for prosecutive or evidentiary purposes,
and to our knowledge, it was not used for such purposes.

It is worth noting that some Government agencies receiving the in-
formation had dual functions. For instance, BNDD was concerned on
the one hand with domestic drug law enforcement activities and on
the other hand with the curtailing of international narcotics trafficking.
It would be to the latter area of responsibility that the NSA delivered
its intelligence.

However, since the intelligence was being reported to some agencies
which did have law enforcement responsibilities, there was growing



15

concern that the intelligence could be used for purposes other than
foreign intelligence. To minimize this risk, the material was delivered
only to designated offices in those agencies, and the material was
marked and protected in a special way to limit the number of people
involved and to segregate it from information of broader interest.

In 1973, concern about the NSA's role in these activities was in-
creased, first, by concerns that it might not be possible to distinguish
definitely between the purpose for the intelligence gathering which
NSA understood was served by these requirements, and the missions
and functions of the departments or agencies receiving the informa-
tion, and, second, that requirements from such agencies were growing,
and finally, that new broad discovery procedures in court cases were
coming into use which might lead to disclosure of sensitive intel-
ligence sources and methods.

The first action taken was the decision to terminate the activity in
support of BNDD in the summer of 1973. This decision was made
because of concern that it might not be possible to make a clear separa-
tion between the requests for information submitted by BNDD as it
pertained to legitimate foreign intelligence requirements and the
law-enforcement responsibility of BNDD.

CIA had determined in 1973 that it could not support these requests
of BNDD because of statutory restrictions on CIA. The NSA is not
subject to the same sort of restrictions as CIA, but a review of the
matter led to a decision that certain aspects of our support should
be discontinued, and in particular the watch-list activity was stopped.

NSA did not retain any of the BNDD watch lists or product. It
was destroyed in the fall of 1973, since there seemed no purpose or
requirement to retain it.

With regard to watch lists submitted by* FBI, CIA, and Secret
Service, these matters were discussed with the National Security
Agency Counsel and Counsel for the Department of Defense, and we
stopped the distribution of information in the summer of 1973. In
September 1973, I sent a letter to each agency head requesting him to
recertify the requirement with respect to the appropriateness of the
request, including a review of that agency's legal authorities [ex-
hibit 6].'

Somewhat later, on October 1, 1973, Attorney General Richardson
wrote me, indicating that he was concerned with respect to the pro-
priety of requests for information concerning U.S. citizens which NSA
had received from the FBI and Secret Service [exhibit 7].2 He wrote
the following:

Until I am able more carefully to assess the effect of Keith and other Supreme
Court decisions concerning electronic surveillance upon your current practice of
disseminating to the FBI and Secret Service information acquired by you through
electronic devices pursuant to requests from the FBI and Secret Service, it is
requested that you immediately curtail the further dissemination of such infor-
mation to these agencies.

He goes on to say:
Of course, relevant information acquired by you in the routine pursuit of the

collection of foreign intelligence may continue to be furnished to appropriate
government agencies.

1 See p. 158.
2 See p. iO0.
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The overall result of these actions was that we stopped accepting
watch lists containing names of U.S. citizens and no information is
produced or disseminated to other agencies using these methods
[exhibit 8].1 Thus, the watch list activity which involved U.S. citizens
ceased operationally in the summer of 1973 and was terminated
officially in the fall of 1973.

As to the future, the Attorney G'eneral's direction is that we may not
accept any requirement based on the names of U.S. citizens unless he
has personally approved such a requirement; and no such approval
has been given. Additionally, directives now in effect in various
agencies, including NSA, also preclude the resumption of such
activity.

[The full statement of Lt. Gen. Lew Allen, Jr. follows:]
PREPARED STATEMENT OF LT. GEN. LEW ALLEN, JR., DIRECTOR, NATIONAL SECURITY

AGENCY

Air .Chairman Members of the Committee, I recognize the important respon-sibility this Committee has to investigate the intelligence operations of theUnited States Government and to determine the need for improvement bylegislative or other means. For several months, involving many thousands ofmanhours, the National Security Agency has, I believe, cooperated with thisCommittee to provide a thorough information base, including data whose con-
tinued secrecy is most important to our nation.I am now here to discuss in open session certain aspects of an important
and hitherto secret operation of the U.S. Government. I recognize that the
Committee is deeply concerned that we protect sensitive and fragile sources of
information. I appreciate the care which this Committee and Staff have exercised
to protect the sensitive data we have provided. I also understand that the
Committee intends to restrict this open discussion to certain specified activities
and to avoid current foreign intelligence operations. It may not be possible to
discuss all these activities completely without some risk of damage to con-
tinuing foreign intelligence capabilities. Therefore, I may request some aspects
of our discussion be conducted in executive session where there can be oppor-
tunity to continue our full and frank disclosure to the Committee of all in-
formation required. The Committee may then develop an appropriate public
statement. We are therefore here, sir, at your request, prepared to cooperate
in bringing these matters before your Committee.

WHAT I PROPOSE TO COVER

In the interest of clarity and perspective, I shall first review the purpose of
the National Security Agency and the authorities under which it operates. Next,
I will describe the process by which requirements for information are levied
on NSA by other government agencies. And finally, I will give a more specific
description of an operation conducted in 1967-1973 by NSA in response to
external requirements, which I will refer to as "the watch list activity." This
activity has been subject to an intensive review by this Committee and Staff in
closed session.

NSA'S MISSION

Under the authority of the President, the Secretary of Defense has been
delegated responsibility for both providing security of U.S. governmental com-
munications and seeking intelligence from foreign electrical communications.
Both functions are executed for the Secretary of Defense by the Director.
National Security Agency, through a complex national system which includes
the National Security Agency at its nucleus.

It is appropriate for the Secretary of Defense to have these executive agent
responsibilities, since the great majority of the effort to accomplish both of
these missions is applied to the support of the military aspects of the national
security.

l See p. 162.
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The Communications Security mission is directed at enhancing the security
of U.S. Government communications whenever needed to protect the com-
munications from exploitation by foreign governments-a complex undertaking
in today's advanced electronic world.

The United States, as part of its effort to produce foreign intelligence, has
intercepted foreign communications, analyzed, and in some cases decoded,
these communications to produce such foreign intelligence since the Revolu-
tionary War. During the Civil War and World War I these communications
were often telegrams sent by wire.

In modern times, with the advent of wireless communications, particular em-
phasis has been placed by the government on the specialized field of intercepting
and analyzing communications transmitted by radio. Since the 1930's, elements
of the military establishment have been assigned tasks to obtain intelligence
from foreign radio transmissions. In the months preceding Pearl Harbor and
throughout World War II, highly successful accomplishments were made by
groups in the Army and the Navy to intercept and analyze Japanese and German
coded radio messages. Admiral Nimitz is reported as rating its value in the
Pacific to the equivalent of another whole fleet; General Handy is reported to
have said that it shortened the war in Europe by at least a year. According to
another official report, in the victory in the Battle of tMidway, it would have
been impossible to have achieved the concentration of forces and the tactical
surprise without communications intelligence. It also contributed to the success
of the Normandy invasion. Both the Army and Navy obtained invaluable in-
telligence from the enciphered radio messages in both Europe and the Pacific.
A Congressional committee, in its investigation of Pearl Harbor. stated that the
success of communications intelligence "contributed enormously to the defeat
of the enemy, greatly shortened the war, and saved many thousands of lives."
General George C. Marshall, referring to similar activities during World War II,
commented that they had contributed "greatly to the victories and tremendously
to the savings of American lives." Similar themes run through the writings of
many U.S. military officers and policy officials from that period and subsequently
in our more recent history. Following World War II, the separate military ef-
forts were brought together and the National Security Agency was formed to
focus the government's efforts. The purpose was to maintain and improve this
source of intelligence which was considered of vital importance to the national
security, to our ability to wage war, and to the conduct of foreign affairs.

This mission of NSA is directed to foreign intelligence, obtained from foreign
electrical communications and also from other foreign signals such as radars.
Signals are intercepted by many techniques and processed, sorted and analyzed
by procedures which reject inappropriate or unnecessary signals. The foreign
intelligence derived from these signals is then reported to various agencies of
the government in response to their approved requirements for foreign intel-
ligence. The National Security Agency works very hard at this task, and is
composed of dedicated, patriotic citizens, civilian and military, most of whom
have dedicated their professional careers to this important and rewarding job.
They are justifiably proud of their service to their country and fully accept the
fact that their continued remarkable efforts can be appreciated only by those
few in government who know of their great importance to the U.S.

NSA AUTHORITIES

Congress. in 1933. recognized the importance of communications intelligence
activities and acted to protect the sensitive nature of the information derived
from those activities by passing legislation that is now 18 U.S.C. 952. This statute
prohibits the divulging of the contents of decoded foreign diplomatic messages,
or information about them.

Later, in 1950, Congress enacted 18 U.S.C. 798. which prohibits the unauthor-
ized disclosure, prejudicial use, or publication of classified information of the
Government concerning communications intelligence activities, cryptologic activ-
ities. or the results thereof. It indicates that the President is authorized: (1)
To designate agencies to engage in communications intelligence activities for the
United States. (2) to classify cryptologic documents and information. and (I)
to determine those persons who shall he given access to sensitive cryptologic
documents and information. Further. this law defines the term "communieation
intelligence" to mean all procedures and miethods used in the interception of
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communications and the obtaining of information from such communications by
other than the intended recipients.

After an intensive review by a panel of distinguished citizens, President Tru-
man in 1952 acted to reorganize and strengthen communications intelligence
activities. He issued in October 1952 a Presidential memorandum outlining in
detail how communications intelligence activities were to be conducted, desig-
nated the Secretary of Defense to be his executive agent in these matters, di-
rected the establishment of the National Security Agency, and outlined the mis-
sions and functions to be performed by the National Security Agency.

The Secretary of Defense, pursuant to the Congressional authority delegated
him in Section 133(d) of Title 10 of the U.S. Code, acted to establish the Na-
tional Security Agency. The section of the law cited provides that the Secretary
may exercise any of these duties through persons or organizations of the De-
Ipartment of Defense. In 1962 a Special Subcommittee on Defense Agencies of
the House Armed Services Committee concluded, after examining the circum-
stances leading to the creation of defense agencies, that the Secretary of Defense
had the legal authority to establish the National Security Agency.

The President's constitutional and statutory authorities to obtain foreign
intelligence -through signals intelligence are implemented through National
Security Council and Director of Central Intelligence directives which govern
the conduct of signals intelligence activities by the Executive branch of the
government.

In 1959, the Congress enacted Public Law 86-36 which provides authority to
enable the National Security Agency, as the principal agency of the government
responsible for signals intelligence activities, to function without the disclosure
of information which would endanger the accomplishment of its functions.

In 1964 Public Law 88-290 was enacted by the Congress to establish a per-
sonnel security system and procedures governing persons employed by the
National Security Agency or granted access to its sensitive cryptologic informa-
tion. Public Law 88-290 also delegates authority to the Secretary of Defense to
apply these personnel security procedures to employees and persons granted
access to the National Security Agency's sensitive information. This law under-
scores the concern of the Congress regarding the extreme importance of our
signals intelligence enterprise and mandates that the Secretary of Defense, and
the Director, National Security Agency, take measures to achieve security for
the activities of the National Security Agency.

Title 18 U.S.C. 2511(3) provides as follows: "Nothing contained in this
chapter or in Section 605 of the Communications Act of 1934 (47 U.S.C. 605)
shall limit the constitutional power of the President to take such measures as
he deems necessary to protect the nation against actual or potential attack or
other hostile acts of a foreign power, to obtain foreign intelligence information
deemed essential to the security of the United States, or to protect national se-
curity information against foreign intelligence activities. . ."

In United States v. Broum, United States Court of Appeals, Fifth Circuit, de-
cided 22 August 1973, the Court discussed this provision of the law as follows:

"The constitutional power of the President is adverted to, although not
conferred, by Congress in Title III of the Omnibus Crime Control and Safe
Streets Act of 1968."

Thus, while NSA does not look upon Section 2511(3) As authority to conduct
communications intelligence, it is our position that nothing in Chapter 119 of
Title 18 affects or governs the conduct of communications intelligence for the
purpose of gathering foreign intelligence.

Finally, for the past 22 years, Congress has annually appropriated funds for
the operation of the National Security Agency, following hearings before the
Armed Services and Appropriations Committees of both Houses of Congress
in which extensive briefings of the National Security Agency's signals intelli-
gence mission have been conducted.

We appear before both the House and the Senate Defense Appropriations Sub-
committees to discuss and report on the U.S. signals Intelligence and com-
munications security programs, and to justify the budgetary requirements asso-
ciated with these programs. We do this in formal executive session, in which we
discuss our activities in whatever detail required by the Congress. In con-
sidering the Fiscal Year '76 total cryptologic budget now before Congress, I
appeared before the Defense Subcommittee of the House Appropriations Com-
mittee on two separate occasions for approximately seven hours. In addition,
I provided follow-up response to over one hundred questions of the Subcommittee
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members and staff. We also appeared before Armed Services Subcommittees con-
cerned with authorizing research, development, test and evaluation (RDT&E),
construction and housing programs and also before the Appropriations Subcom-
mittees on construction and housing.

In addition to this testimony, Congressional oversight is accomplished in other
ways. Staff members of these subcommittees have periodically visited the Agency
for detailed briefings on specific aspects of our operations. Members of the in-
vestigations staff of the House Appropriations Committee recently conducted
an extensive investigation of this Agency. The results of this study, which lasted
over a year, have been provided to that committee in a detailed report.

Another feature of Congressional review is that since 1955 resident auditors
of the General Accounting Office have been assigned at the Agency to perform
on-site audits. Additional GAO auditors were cleared for access in 1973 and
GAO, in addition to this audit, is initiating a classified review of our automatic
data processing functions. NSA's cooperative efforts in this area were noted
by a Senator in February of this year.

In addition, resident auditors of the Office of Secretary of Defense, Comptroller,
conduct in depth management reviews of our organization.

A particular aspect of NSA authorities which is pertinent to today's dis-
cussion relates to the definition of foreign communications. Neither the Presi-
dential Directive of 1952 nor the National Security Council Directive No. 6
defines the term foreign communications. The National Security Agency has
always confined its activities to communications involving at least one foreign
terminal. This interpretation is consistent with the definition of foreign com-
munications in the Communications Act of 1934. There is also a Directive of the
Director of Central Intelligence dealing with security regulations which em-
ploys a definition which excludes communications between U.S. citizens or
entities. While this Directive has not been construed as defining the NSA mission
in the same sense as has the National Security Council Directive, in the past
this exclusion has usually been applied and is applied now. However, we will
describe a particular activity in the past when that exclusion was not applied.
NSA does not now, and with an exception to be described, has not in the past
conducted intercept operations for the purpose of obtaining the communications
of U.S. citizens. However, It necessarily occurs that some circuits which are
known to carry foreign communications necessary for foreign intelligence will
also carry personal communications between U.S. citizens, one of whom is at a
foreign location. The interception of communications, however it may occur, is
conducted in such a manner as to minimize the unwanted messages. Neverthe-
less, many unwanted communications are potentially available for selection. Sub-
sequent processing, sorting and selecting for analysis, is conducted in accordance
with strict procedures to insure immediate and, where possible, automatic rejec-
tion of inappropriate messages. The analysis and reporting is accomplished only
for those messages which meet specified conditions and requirements for foreign
intelligence. It is certainly believed by NSA that our communications intelligence
activities are solely for the purpose of obtaining foreign intelligence in accordance
with the authorities delegated by the President stemming from his constitu-
tional power to conduct foreign intelligence.

OVERALL BEQUIREMENTS ON NSA

NSA produces signals intelligence in response to objectives, requirements, and
priorities as expressed by the Director of Central Intelligence with the advice
of the United States Intelligence Board. There is a separate committee of the
Board which develops the particular requirements against which the National
Security Agency is expected to respond.

The principal mechanism used by the Board in formulating requirements for
signals intelligence information has been one of listing areas of intelligence in-
terest and specifying in some detail the signals intelligence needed by the various
elements of government. This listing which was begun in 1966 and fully imple-
mented in 1970, is intended to provide guidance to the Director of the National
Security Agency (and to the Secretary of Defense) for programming and op-
erating National Security Agency activities. It is intended as an expression of
realistic and essential requirements for signals intelligence information. This
process recognizes that a single listing, updated annually needs to be supple-
mented with additional detail and time-sensitive factors and it establishes a
procedure whereby the USIB agencies can express, directly to the National Se-
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curity Agency, information needs which reasonably amplify requirements ap-
proved by USIB or higher authority. In addition, there are established proce-
dures for non-Board members (the Secret Service and the BNDD at the time)
to task the National Security Agency for information. The National Security
Agency does have operational discretion in responding to requirements but we
do not generate our own requirements for foreign intelligence. The Director, NSA
is directed to be responsive to the requirements formulated by the Director of
Central Intelligence, however, I clearly must not respond to any requirements
which I feel are not proper.

In 1975 the USIB signals intelligence requirements process was revised. Under
the new system, all basic requirements for signals intelligence information on
United States Government agencies will be reviewed and validated by the Signals
Intelligence Committee of USIB before being levied on the National Security
Agency. An exception is those requirements which are highly time-sensitive; they
will continue to be passed simultaneously to us for action and to USIB for in-
formation. The new system will also attempt to prioritize signals intelligence
requirements. The new requirements process is an improvement in that it creates
a formal mechanism to record all requirements for signals intelligence informa-
tion and to establish their relative priorities.

THE WATCH LIST

Now to the subject which the Committee asked me to address in some detail-
the so-called watch list activity of 1967-1973.

The use of lists of words, including individual names, subjects, locations, etc,
has long been one of the methods used to sort out information of foreign intelli-
gence value from that which is not of interest. In the past such lists have been
referred to occasionally as "watch lists," because the lists were used as an aid
to watch for foreign activity of reportable intelligence interest. However, these
lists generally did not contain names of U.S. citizens or organizations. The
activity in question is one in which U.S. names were used systematically as a
basis for selecting messages, including some between U.S. citizens when one of
the communicants was at a foreign location.

The origin of such activity is unclear. During the early '60's, requesting agen-
cies had asked the National Security Agency to look for reflections in interna-
tional communications of certain U.S. citizens travelling to Cuba. Beginning in
1967, requesting agencies provided names of persons and organizations (some of
whom were U.S. citizens) to the National Security Agency in an effort to obtain
information which was available in foreign communiactions as a by-product of
our normal foreign intelligence mission. The purpose of the lists varied, but
all possessed a common thread in which the National Security Agency was re-
quested to review information available through our usual intercept sources.
The initial purpose was to help determine the existence of foreign influence on
specified activities of interest to agencies of the U.S. Government, with empha-
sis on presidential protection and on civil disturbances occurring throughout the
nation. Later. because of other developments, such as widespread national con-
cern over such criminal activity as drug trafficking and acts of terrorism, both
domestic and international, the emphasis came to include these areas. Thus, dur-
ing this period, 1967-1973, requirements for watch lists were developed in four
basic areas: international drug trafficking, Presidential protection, acts of ter-
rorism, and possible foreign support or influence on civil disturbances.

In the '60's, there was Presidential concern voiced over the massive flow of
drugs into our country from outside the United States. Early in President Nixon's
administration, he instructed the CIA to pursue with vigor, intelligence efforts
to identify foreign sources of drugs and the foreign organizations and methods
used to introduce illicit drugs into the U.S. The BNDD in 1970 asked the
National Security Agency to provide communications intelligence relevant to
these foreign aspects and BNDD provided watch lists with some U.S. names.
International drug trafficking requirements were formally documented in USIB
requirements in August 1971.

As we all know, during this period there was also heightened concern by the
country and the Secret Service over Presidential protection because of President
Kennedy's assassination. After the Warren Report, requirements lists containing
names of U.S. citizens and organizations were provided to NSA by the Secret
Service in support of their efforts to protect the President and other senior offi-
cials. Such requirements were later incorporated into USIB documentation. At
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that time intelligence derived from foreign communications was regarded as a

valuable tool in support of executive protection.
About the same time as the concern over drugs, or shortly thereafter, there was

a committee established by the President to combat international terrorism.
This committee was supported by a working group from the USIB. Requirements
to support this effort with communications intelligence were also incorporated
into USIB documentation.

Now let me put the "watch list" in perspective regarding its size and the num-
bers of names submitted by the various agencies:

The BNDD submitted a "watch list" covering their requirements for intelli-

gence on international narcotics trafficking. On September 5, 1972, President
Nixon summarized the efforts of his administration against drug abuse. The

President stated that he ordered the Central Intelligence Agency, early in his

administration, to mobilize its full resources to fight the international drug

trade. The key priority, the President noted, was to destroy the trafficking
through law enforcement and intelligence efforts. The BNDD list contained
names of suspected drug traffickers. There were about 450 U.S. individuals and
over 3,000 foreign individuals.

The Secret Service submitted "watch lists" covering their requirements for
intelligence relating to Presidential and Executive protection. Public Law 90-
331 of June 6, 1968, made it mandatory for Federal agencies to assist the Secret

Service in the performance of its protective duties. These lists contained names

of persons and groups who in the opinion of the Secret Service were potentially
a threat to Secret Service protectees, as well as the names of the protectees
themselves. On these lists were about 180 U.S. individuals and groups and about
525 foreign individuals and groups.

An Army message of 20 October 1967 informed the National Security Agency

that Army ACSI had been designated executive agent by DoD for civil disturb-
ance matters and requested any available information on foreign influence over,
or control of, civil disturbances in the U.S. The Director, National Security Agen-
cy sent a cable the same day to the DCI and to each USIB member and notified
them of the urgent request from the Army and stated that the National Security
Agency would attempt to obtain COMINT regarding foreign control or influence
over certain U.S. individuals and groups.

The Brownell Committee, whose report led to the creation of NSA, stated that
communications intelligence should be provided to the Federal Bureau of Investi-
gation because of the essential role of the Bureau in the national security.

The FBI submitted "watch lists" covering their requirements on foreign ties
and support to certain U.S. persons and groups. These lists contained names of

"so-called" extremist persons and groups, individuals and groups active in civil
disturbances, and terrorists. The lists contained a maximum of about 1,000 U.S.
persons and groups and about 1,700 foreign persons and groups.

The CIA submitted "watch lists" covering their requirements on international
travel, foreign influence and foreign support of "so-called" U.S. extremists and
terrorists. Section 403(d) (3) of Title 50. U.S. Code, provided that it wvas the
duty of the Central Intelligence Agency to correlate and evaluate intelligence
relating to the national security and to provide for the appropriate dissemina-
tion of such intelligence within the government using, where appropriate, exist-
ing agencies and facilities. These lists contained about 30 U.S. individuals and
about 700 foreign individuals and groups.

The DIA submitted a "watch list" covering their requirements on possible
foreign control of, or influence on, U.S. anti-war activity. The list contained
names of individuals traveling to North Vietnam. There were about 20 U.S.
individuals on this list. DIA is responsible under DoD directives for satisfying
the intelligence requirements of the major components of the DoD and to
validate and assign to NSA requirements for intelligence required by DoD
components.

Between 1967 and 1973 there was a cumulative total of about 450 U.S. names
on the narcotics list, and about 1.200 U.S. names on all other lists combined.
What that amounted to was that at the height of the watch list activity, there

were about 800 U.S. names on the 'watch list" and about one third of this 800
were frnm the narcotics list.

`We estimate that over this six year period (1967-1973) about 2,000 reports
were issued by the National Security Agency on international narcotics traffick-
ing, and about 1.900 reports were issued covering the three areas of terrorism,

executive protection and foreign influence over U.S. groups. This would average
about two reports per day. These reports included some messages between U.S.
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citizens, but over 90% had at least one foreign communicant and all messageshad at least one foreign terminal. Using agencies did periodically review (andwere asked by the National Security Agency to review) their "watch lists" toensure inappropriate or unnecessary entries were promptly removed. I am notthe proper person to ask concerning the value of the product from these fourspecial efforts. We are aware that a major terrorist act in the U.S. wasprevented. In addition, some large drug shipments were prevented from enteringthe U.S. because of our efforts on international narcotics trafficking. We havestatements from the requesting agencies in which they have expressed apprecia-tion for the value of the information which they had received from us. Nonethe-less, in my own judgment, the controls which were placed on the handling ofthe intelligence were so restrictive that the value was significantly diminished.Now let me address the question of the "watch list" activity as the NationalSecurity Agency saw it at the time. This activity was reviewed by properauthority within National Security Agency and by competent external authority.This included two former Attorneys General and a former Secretary of Defense.The requirements for information had also been approved by officials of theusing agencies and subsequently validated by the United States IntelligenceBoard. For example, the Secret Service and BNDD requirements were formallyincluded in USIB guidance in 1970 and 1971, respectively. In the areas of narcoticstrafficking, terrorism, and requirements related to the protection of the livesof senior U.S. officials, the emphasis placed by the President on a strong, coordi-nated government effort was clearly understood. There also was no questionthat there was considerable Presidential concern and interest in determining theexistence and extent of foreign support to groups fomenting civil disturbances
in the United States.

From 1967-1969 the procedure for submitting names was more informal withwritten requests following as the usual practice. Starting in 1969 the procedurewas formalized and the names for "watch lists" were submitted throughchannels in writing. The Director and Deputy Director of the National SecurityAgency approved certain categories of subject matter from customer agencies,and were aware that U.S. individuals and organizations were being includedon "watch lists." While they did not review and approve each individual name,there were continuing management reviews at levels below the Directorate.National Security Agency personnel sometimes made analytic amplificationson customer "watch list" submissions in order to fulfill certain requirements.For example, when Information was received that a name on the "watch list"used an alias, the alias was inserted; or when an address was uncovered of a"watch list" name, the address was included. This practice by analysts was
done to enhance the selection process, not to expand the lists.The information produced by the "watch list" activity was, with one exception,entirely a by-product of our foreign intelligence mission. All collection was con-ducted against international communications with at least one terminal in aforeign country, and for purposes unrelated to the "watch list" activity. Thatis, the communications were obtained, for example, by monitoring communica-tions to and from Hanoi. All communications had a foreign terminal and theforeign terminal or communicant (with the one exception) was the initial objectof the communications collection. The "watch list" activity itself specificallyconsisted of scanning international communications already intercepted for otherpurposes to derive information which met "watch list" requirements. This scan-ning was accomplished by using the entries provided to NSA as selection criteria.Once selected, the messages were analyzed to determine if the informationtherein met those requesting agencies' requirements associated with the "watchlists." If the message met the requirement, the information therein was re-
ported to the requesting agency in writing.Now let me discuss for a moment the manner in which intelligence derivedfrom the "watch lists" was handled. For the period 1967-1969, internationalmessages between U.S. citizens and organizations, selected oln the basis of "watchlist" entries and containing foreign intelligence, were issued for backgrounduse only and were hand-delivered to certain requesting agencies. If the U.S. citi-zen or organization was only one correspondent of the international communica-tion, it was published as a normal product report but in a special series to limit
distribution on a strict need-to-know basis.Starting in 1969, any messages that fell into the categories of Presidential/executive protection and foreign influence over U.S. citizens and groups weretreated in an even more restricted fashion. They were provided for background
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use only and hand-delivered to requesting agencies. When the requirements to
supply intelligence regarding international drug trafficking in 1970 and inter-
national terrorism in 1971 were received, intelligence on these subjects was
handled in a similar manner. This procedure continued until I terminated the
activity in 1973.

The one instance in which foreign messages were intercepted for specific
"watch list" purposes was the collection of some telephone calls passed over
international communications facilities between the United States and South
America. The collection was conducted at the specific request of the BNDD to
produce intelligence information on the methods and locations of foreign nar-
cotics trafficking. In addition to our own intercept, CIA was asked by NSA to
assist in this collection. NSA provided to CIA names of individuals from the
international narcotics trafficking watch list. This collection by CIA lasted for
approximately six months, from late 1972 to early 1973, when CIA stopped
because of concern that the activity exceeded CIA statutory restrictions.

When the "watch list" activity began, the National Security Agency and others
viewed the effort as an appropriate part of the foreign intelligence mission. The
emphasis of the President that a concerted national effort was required to combat
these grave problems was clearly expressed. The activity was known to higher
authorities, kept quite secret, and restrictive controls were placed on the use
of the intelligence. The agencies receiving the information were clearly instructed
that the information could not be used for prosecutive or evidentiary purposes and
to our knowledge it was not used for such purposes.

It is worth noting that some government agencies receiving the information
had dual functions: for instance BNDD was concerned on the one hand with do-
mestic drug law enforcement activities and on the other hand with the curtailing
of international narcotics trafficking. It would be to the latter area of responsi-
bility that the National Security Agency delivered its intelligence. However, since
the intelligence was being reported to some agencies which did have law enforce-
ment responsibilities, there was growing concern that the intelligence could be
used for purposes other than foreign intelligence. To minimize this risk, the mate-
rial was delivered only to designated offices in those agencies and the material
was marked and protected in a special way to limit the number of people involved
and to segregate it from information of broader interest.

WATCH LIST ACTIVITIES AND TERMINATION THEREOF

In 1973, concern about the National Security Agency's role in these activities
was increased, first, by concerns that it might not be possible to distinguish
definitely between the purpose for the intelligence gathering which NSA under-
stood was served by these requirements, and the missions and functions of the
departments or agencies receiving the information, and second, that requirements
from such agencies were growing. Finally, new broad discovery procedures in
court cases were coming into use which might lead to disclosure of sensitive
intelligence sources and methods.

The first action taken was the decision to terminate the activity in support
of BNDD in the summer of 1973. This decision was made because of concern that
it might not be possible to make a clear separation between the requests for
information submitted by BNDD as it pertained to legitimate foreign intelli-
gence requirements and the law enforcement responsibility of BNDD. CIA had
determined in 1973 that it could not support these requests of BNDD because
of statutory restrictions on CIA. The National Security Agency is not subject to
the same sort of restrictions as CIA, but a review of the matter led to a decision
that certain aspects of our support should be discontinued, in particular the
watch list activity was stopped. NSA did not retain any of the BNDD watch
lists or product. It was destroyed in the fall of 1973 since there was no purpose
or requirement to retain it.

With regard to "watch lists" submitted by FBI, CIA and Secret Service,
these matters were discussed with the National Security Agency Counsel and
Counsel for the Department of Defense, and we stopped the distribution of in-
formation in the summer of 1973. In September 1973, I sent a letter to each agency
head requesting him to recertify the requirement with respect to the appropriate.
ness of the request including a review of that agency's legal authorities.

On 1 October 1973, Attorney General Richardson wrote me indicating that he
was concerned with respect to the propriety of requests for information con-
cerning U.S. citizens which NSA had received from the FBI and Secret Service.
He wrote the following:
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"Until I am able more carefully to assess the effect of Keith and other Supreme
Court decisions concerning electronic surveillance upon your current practice of
disseminating to the FBI and Secret Service information acquired by you
through electronic devices pursuant to requests from the FBI and Secret Service.
it is requested that you immediately curtail the further disseminations of such
information to these agencies.

Of course, relevant information acquired by you in the routine pursuit of the
collection of foreign intelligence information may continue to be furnished to
appropriate Government agencies . . ."

The overall result of these actions was that we stopped accepting "watch lists"
containing names of U.S. citizens and no information is produced or disseminated
to other agencies using these methods. Thus, the "watch list" activity which in-
volved U.S. citizens ceased operationally in the summer of 1973, and was
terminated officially in the fall of 1973. As to the future, the Attorney General's
direction is that we may not accept any requirement based on the names of U.S.
citizens unless he has personally approved such a requirement; and no such
approval has been given. Additionally, directives now in effect in various agencies
also preclude the resumption of such activity.

General ALLEN. Sir, with your permission, I may make some con-
cluding remarks after the questions, if I may.

Thee CHAIr.MAN. Very good. Thank you very much for your initial
statement.

With respect to the legal questions that are raised by the various
watch lists that you have described, I might say for the benefit of
everyone concerned, that it is the committee's intention to call on the
Attorney General in order that the questions regarding the possible
illegality of these watch list operations, and also questions relating
to the constitutional guarantees under the fourth amendment, can be
taken up with the proper official of the Government-the Attorney
General of the United States. We would hope to have Attorney General
Levi here to discuss the legal and constitutional implications of your
statement at a later date, perhaps next week. So I would hope that
on that score, members would not press you too far since the proper
witness, I think, is the Attorney General.

General ALLEN. Yes, sir.
The ChIAirulAN. Now, Mr. Schwarz will commence the questions.
Mr. SCHWARZ. Mr. Chairman, I would like to ask just two questions

which lay a factual basis for the questioning of the Attorney General,
and I hope that is not out-of-line in light of your comment. They are
not designed to have him discuss law, but to lay a factual basis for a
dialog next week.

The CHAIRMAN. Very well. We will listen to your questions and then
pass on them.

Mr. SCHWARZ. Very well. General Allen, were any warrants ob-
tained for any of the interceptions involving U.S. citizens which you
have recounted in your statement ?

General ALLEN. No.
Mr. SCHWARz. And the second question: you have stated that NSA

does not, in fact, intercept communications which are wholly domes-
tic. That is, communications between two domestic terminals, and that
its interceptions are limited to wholly foreign, or second terminals,
one of which is in the United States and one of which is outside. With
respect to wholly domestic communications, is there any statute that
prohibits your interception thereof, or is it merely a matter of your
internal executive branch directives ?
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General ALLEN. My understanding, Mr. Schlwarz, is that-at least
the NSC intelligence directive defines our activities as foreign com-
munications, and we have adopted a definition for foreign communi-
cations consistent with the Communications Act of 1934. And there-
fore, I think that is the

Mr. SCHWARZ. But you believe you are consistent with the statutes,
but there is not any statute that prohibits your interception of domes-
tic communication.

General ALLEN. I believe that is correct.
Mr. SCHWARZ. I have nothing further, Mr. Chairman.
The CHAIRMAN. Just so I may understand your last answer, Gen-

eral, so that the definition of foreign intelligence is essentially one that
has been given you by an executive directive from the NSC, and is not
based upon a statutory definition.

General ALLEN. Yes, sir.
The CHAIRMAN. Viery well. We are going to change our procedures

today to give the Senators at the end of the table who are usually the
last to ask questions, and sometimes have to wait a good length of
time, instead of moving from the chairman outward. This I must say,
has the consent of our vice chairman, Senator Tower-so we will move
to the ends of the table first, and that means our first Senator to ques-
tion is Senator Hart.

Senator HART of Colorado. Thank you, Mr. Chairman.
General Allen, there are two broad areas that this committee is con-

cerned about in terms of legislative recommendations. One is con-
gressional oversight, and the other is. the issue of command and con-
trol. And it is, in these two areas that I would like to ask a couple of
questions.

First of all, you went to some lengths in your statement to talk about
the history of NSA's briefing of Congress and various congressional
committees. In that history, was there any occasion when officials of
the NSA briefed members of Congress about the watch list activities?

General ALLEN. Sir, I honestly don't know about that, prior to my
coming on in the summer of 1973. And the reason for that is that the
testimony is in executive session-and there are conversations, and
I really don't know whether previous Directors discussed it with
Congress or not.

I would say that I have no evidence that they did.
Senator HART of Colorado. That they did or did not?
General ALLEN. I would say that I have no evidence that previous

Directors discussed the watch list matters with Congress prior to
the summer of 1973 when I came on board. Since I went on board,
there have been a number of occasions where this has been discussed
with various elements of Congress which, to a certain degree, began
early in 1974 with the investigations of the House Appropriations
Committee investigating team.

Senator HART of Colorado. With what degree of specificity did you
brief elements as you say, of Congress about the watch list activi-
ties? With the same degree of specificity that is contained in your
statement today-the numbers of names and so forth?

General ALLEN. The investigation that I refer to by the Appropria-
tions Committee investigative team did go into the matter in substan-
tially more detail than we have described today. There were a number
of pages in their report that we related to that.
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I would suspect that other briefings probably were of less detail-
well, no, I would say the briefing before Mr. Pike's committee was in
more detail, discussed today, in closed session.

Senator HART of Colorado. For the purposes of our record today,
did you conduct some historical review, whether, prior to your assump-
tion of the Directorship, such briefings on watch list activities took
place?

General ALLEN. Well, to the extent that we're able to conduct those
activities, we have. And we have no evidence that they did take place.

Excuse me, I have just been pointed out an exception to that, and
that is, Mr. Nedzi was briefed on the-at a previous time on the gen-
eral subject of how these kinds of communications are handled. And
I presume that he was given a fairly thorough insight into this.

Senator HART of Colorado. Do you know when that was?
General ALLEN. We will find that out, sir.'
Senator HART of Colorado. The same question applies to the other

program which we have under consideration here today, and over
which there is some dispute.

Could you tell us whether Congress, or any elements of Congress,
were briefed on that program?

General ALLEN. I do not know. I do not know that they were.
Senator HART of Colorado. If you could find out and let us know,

I think we would appreciate it.
The second broad area is the area of command and control: Who is

in charge here? Who gives the orders? How high up are the officials
who know what is going on? In this connection, it is my understanding
that officials presently at NSA have testified, or given us information,
that your predecessor, Admiral Gayler, and the former Deputy Direc-
tor, Dr. Tordella, were completely aware of the watch list program,
and their sworn testimony in the case of each or both of them is that
they were not aware of this, or only became aware of it sometime after
they assumed their positions.

Could you give us a definitive answer as to whether both Admiral
Gayler or Dr. Tordella knew about the watch list activities?

General ALLEN. I am certain they did, sir. And I think the testi-
mony you refer to must be misinterpreted in some way, because clear-
ly, Admiral Gayler and Dr. Tordella knew, and have testified-I think,
perhaps, sir, you may be referring to a question that did arise in our
more complete closed discussions with the staff in which there was a
question as to whether these analytic amplifications which NSA
made to the lists-that is, where names were added by NSA people
to enhance the selection process of the requirement already specified-
whether those were approved by the proper command structure within
NSA. And there has been a little bit of uncertainty about that.

It is fairly clear to me in my research that there was an appropriate
Directorship, Deputy Director review of those procedures. It has been
a little unclear as to whether each name was approved, and so on.

Senator HART of Colorado. In that connection, Admiral Gayler was
asked, "Did people tell you the list included names of U.S. citizens or
other entities?" and then came a rather long answer which includes

1 In a Nov. 6, 1975, letter from David D. Lowman. Special Assistant to the Director,
NSA, the select committee was Informed that the date of the briefing referred to above was
Jan. 10, 1975.
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the following statement: "This particular subject didn't come to my
attention until about the time this domestic problem was surfaced by
the President."

The staff then asked, more specifically, when that was, and he said,
"I became aware of that, I guess it was a year or so after I got there."
So Admiral Gayler does not suggest that he was briefed on the exist-
ence of watch list activities until perhaps more than a year after he
assumed the Directorship.

Do you know why that would be?
General ALLEN. No, sir, I don't. I was not aware of that aspect of

his testimony. I do know, for example, of information that has been
made available to the committee, that he was aware, and made fully
aware, in 1971, early 1971 [exhibit 5].1 Your time refers, actually, to
before that.

Senator HART of Colorado. When did he assume the Directorship?
In 1969?

General ALLEN. Yes; it must have been 1969. Yes, sir.
Senator HART of Colorado. So a period of time passed in which the

Director of NSA apparently did not know that this activity was going
on. We find that extraordinary.

You have stated that NSA officials or personnel were placing names
on the list. There seems to be some dispute about that also. Admiral
Gavler and Dr. Tordella both deny that they knew that NSA was put-
ting names on the list, yet, I think the suggestion here is that this was
knowledge that the Director and the Deputy Director didn't know
about.

is that the case?
General ALLEN. Well, we have clearly had a conflict in people's

recollections in that period of time. It is the clear recollection-and
there certainly are some internal memorandums that reflect-that the
procedures by which amplifications are made to lists were explained to
the Director and Deputy Director at the time, and that they were
aware of them.

It apparently is also true that in the period of time when they gave.
testimony, they didn't recall that particular briefing.

Senator HART of Colorado. Well your testimony here this morning
is a little confusing also. In your statement you say. we do not generate
our own requirements for foreign intelligence, and yet the indication
is that the staff or officials of NSA, do, or had in the past, added names
out of the Office of Security, and so forth.

General ALLEN. I'm sorry, sir, that is another question. That does
not actually relate to foreign intelligence. I believe it is not the sub-
ject of discussion today.

The question of adding names that relate to the amplifications in
the foreign intelligence field was in no case a matter of adding any-
thing new to the list. It was a matter of adding aliases, it was a matter
of adding addresses in some cases where an organization had been
specified, and it would assist picking up messages of that organization,
the names of officials of the organization were added to enhance the
selection process.

Senator HART of Colorado. But it is your testimony that out of
the NSA itself there was no generation of new names or organizations?

I See p. 156.
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General ALLEN. That is correct.'
Senator HART of Colorado. In connection with the role of the Intel-

ligence Board, you indicate in your statement that the U.S. Intelli-
gence Board reviewed these activities and was kept cognizant of
them. We have testimony-statements before this committee by people
involved in the Board's activities in the past, that the Board itself,
in being apprised that watch list activities were going on was not
aware of the fact that communications of U.S. citizens were being
monitored.

Is that the case, or not?
General ALLEN. Well the difficulty that we have here, sir, as I under-

stand it, is there is no record that the U.S. Intelligence Board in its
sessions ever considered or had this information presented to them.
The circumstances are that the requirements process of the U.S. Intel-
ligence Board, which is directed toward substantive requirements, did
include in it various subject statements-that is, that related to these
particular subjects. And on occasion, included such subjects as in satis-
fying the watch list individuals provided by whatever agency it was.
So those things are in the U.S. Intelligence Board guidelines. It could
be only presumed that U.S. Intelligence Board, which consists of mem-
bership of the requesting organizations, knew that the lists they were
directing to us to follow were lists which their agency was preparing
and did contain some U.S. names.

Senator HART of Colorado. And therefore, it is your testimony, or
is it not, that the intelligence board knew that so-called civil disturb-
ance names were being included on this list?

General ALLEN. Well, the U.S. Intelligence Board certainly knew
that, because my predecessor, General Carter, made it a very specific
point to notify them immediately upon getting what he considered
to be the first request in this area. And that was his purpose for doing
that.

Senator HART of Colorado. Including the civil disturbance names?
General ALLEN. Well, yes, sir. His message is here in the record

[exhibit 2] 2, but it states that he is being asked to respond to this
requirement and to seek intelligence regarding foreign influence on
certain organizations.

Senator HART of Colorado. One final question, General.
In connection with the Huston plan. one recommendation of that

group was that communications intelligence capabilities should be
broadened and that the President was requested to authorize broad-
ening of those capabilities.

To your knowledge, did President Nixon know about the extent of
this watch list?

General ALLEN. To my personal knowledge?
Senator HART of Colorado. Well, to your knowledge as Director.
General ALLEN. No. I have no such knowledge one way or another as

to President Nixon's personal knowledge.

'After reviewing a transcript of this testimony, NSA advised the committee that 50 to
75 names were added In its "amplification" of watch lists, and that this "was usually done
either by adding the name of an executive officer of an organization, or by adding the organi-
zation name associated with a person who was placed on the watch list by another agency."
(Letter from David D. Lowman, Special Assistant to the Director, NSA, to the select com-
mittee, Nov. 6, 1975.)

2 See p. 147.
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Senator HART of Colorado. So you, or perhaps Mr. Buffham, can't
account for the fact that the President was being asked to broaden a
capability that he did not know existed in the first place?

General ALLEN. Well, you asked me what I thought President Nixon
knew.

Senator HART of Colorado. Yes.
General ALLEN. And I say I really don't know. There is some evi-

dence as to what Mr. Huston thought because we have the various
things which he wrote, and the documents that he prepared. Mr. Hus-
ton apparently believed that this activity which he knew of, and which
he had seen the output of, was being conducted in a very restrictive
and minimal manner-which was true-and that it would be of value
to those problems which the President had on his mind if it were ex-
panded. And he also recognized that the NSA would not respond to
that kind of a request for expansion or broadening of this activity
without very clear and specific Presidential direction to do so. So it is
my understanding that Mr. Huston was making such a recommenda-
tion, and of course it did not come to pass.

Senator HART of Colorado. That is all, Mr. Chairman.
Thank you.
The CHAIRMAN. Thank you, Senator Hart.
Senator Schweiker?
Senator SCHWEEER. Thank you, Mr. Chairman.
General Allen, who were the two Attorneys General and the Secre-

tar y of Defense who approved this activity?
General ALLEN. Our statement said they reviewed the activity.
Senator SCHWEIxRER. Reviewed it?
General ALLEN. Yes, sir. We have documentation available in look-

ing back at our records of this, that Admiral Gayler reviewed this
activity in detail with Mr. Laird, Mr. Kleindienst, and Mr. Mitchell,
on a couple of occasions, one very clear one relating to Mr. Laird and
Mr. Mitchell. Approval is an awkward-it is not fair to those people
in the sense that the memo for record shows that he discussed it with
them in some detail, that there was agreement as to the procedures
that were to be followed, and that he then submitted a memorandum
back to them saying this is what we discussed and this is the procedure
we followed.

Senator SCEWEIXER. That is Admiral Gayler reviewed it with him-
with them, I should say?

General ALLEN. Yes, sir.
Senator SCHWEiKER. And then, just a moment ago, we heard there

was some discrepancy as to whether Admiral Gayler knew about the
watch list himself.

General ALLEN. Well sir, that was at the time-apparently Admiral
Gayler's recollection had to do with a year or so afterward. I believe,
as we look back at the records, it is probably true that that was not
quite so long as a year.

Senator 'SCnWEIKER. General Allen, in the course of intercepting
international communications, does the NSA accidentally or inciden-
tally intercept communications between two American citizens if one
of them happens to be abroad?

General ALLEN. Yes, sir.

67-522-7T 3
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Senator SCHWEIKER. And what procedures, and what do von do
after you intercept a message between two American citizens, either in
terms of what you feel the law is or what your directives are?

General ALLEN. The directives are that we do not do anything to
those communications, and we reject it as early-reject such communi-
cations as early in the process as it is possible for us to do. For example,
if by tuning the receiver, it is possible to reject them, that is what one
does. It it turns out to be somewhat later in the process, one does it
then. But the rules are clear, and that is that one rejects those messages
as quickly in the selection process and as automatically as it is physi-
cally possible to do.

Senator SCHWEIKER. Is there any law that you feel prohibits you
from intercepting messages between American citizens if one is at a
foreign terminal and the other is at a domestic terminal, or do you
feel there is no law that covers this situation?

General ALLEN. No, I do not believe there is a law that specifically
does that. The judgment -with regard to that is an interpretation.

Senator SCHWEIKER. General Allen, in a few words, what was Proj-
ect MINARET? Would you just describe, just briefly, what the objec-
tives of Project MINARET was?

General ALLEN. Well, sir, that was the project we have been talking
about. That was a code word used for it during part of the time we
described.

Senator SCHWEIKER. Relating to the individuals, organizations
involved in civil disturbances, antiwar movements, demonstrations, and
things such as that; is that correct?

General ALLEN. Yes, sir. MINARET is a term that began in 1969,
and as we described somewhat formalized the process by which these
messages were handled, which had begun apparently about 1967
[exhibit 3].1

Senator SCHWEIRE1R. Now, in the initial communication on
MINARET, is it true that one of the equally important aspects of
MINARET was not to disclose that NSA was doing this?

General ALLEN. That appears in the documentation regarding it.
Yes. sir.

Senator SCHWEIKER. And what was the reason for not disclosing to
the other intelligence agencies-because this information only went to
other intelligence agencies-what was the reason for not disclosing to
the other intelligence agencies, who were the consumers, that NSA
was doing this?

General ALLEN. It is hard for me to really answer it. because I am
not exactlv sure as to -what was the feeling of the people at the time.
My understanding is that the concern was that the peoile at NSA felt
it was terribly important that the activity be solely related to foreign
intelligence, and that by delivering these kinds of messages to an
agencv which also had a law enforcement function, there was a danger
that the material would end up being used for a purpose which vwould
not be appropriate. Therefore, for that reason there were a set of pro-
cedlures adopted which made the material be handled in a distinctive
and separate way to where it went to only specified individuals only
hand-carried, clearly marked "For Background Use Only;" also de-

'See p. 149.
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void of the kind of designators that are placed on the kind of intel-
ligence information which NSA produces for a broader range of users.

Senator SCHWEIIMR. Might there have been some concern that this
was a questionable legal area and that therefore dissemination of who
was doing it and how they were doing it might also have been injurious
to the Agency?

General ALLEN. It is possible. I think that of course the concern was
that if the material nwas-the basic concern is, I imagine it was in peo-
ple's minds at that time, was that if the material were used for some
purpose associated with prosecutive or evidentiary basis. that the
sources and methods which were used to obtain that intelligence would
then be vulnerable to disclosure or demands by courts to see it: so there
was a very great concern to insure that this material was handled in
such a way as to minimize the possibility that it would be used in that
fashion.

Senator SCHWEIKER. Would it be possible-granted this is not your
policy, and that you state you have not done this-would it be possible
to use this information and apparatus that you have to monitor domes-
tic conversations within the United States if some person with ma]-
intent desired to do it? Not that you have done it, not that you intend
to do, not that you don't have a prohibition about it; I am just ask-
ing you about capacity or capability.

General ALLEN. I don't think I really know how to answer the ques-
tion. I suppose that such a thing is technically possible. It is clearly in
violation of directives procedures which are established throughout the
entire structure and which are monitored with great care.

Senator SCHWEIKER. And it has not been done by your agency, is
that correct?

General ALLEN. Yes, sir.
Senator SCHWEIRER. The names that were put on the watch list

could have been sent in by any one of almost, I guess, a dozen security
agencies or intelligence agencies. Did you have any criteria as to
whether you accepted their names or not?. In other words, suppose
the FBI put names on a list; did you reject any of their names, or
did you just accept that as the input and the recommendation or the
suggestion from the FBI, for example?

General ALLEN. It is my understanding. in going back and discuss-
ing how that process worked at that time, that there were. in at least
two cases, discussions about substantial increases to names for a
couple of different problems. These problems looked to the people
at NSA as though they were in the law enforcement area. and therefore
these agencies were told not to submit those kinds of names, and they
were not so submitted. So, there was that kind of a review made, at
least in some cases.

In general it is true that the agencies did submit names and NSA
accepted them based on the assurance of senior officials at those agen-
cies that that was an appropriate thing to do.

Senator ScvrEni =R. So, it is NSA's basic position that the responsi-
bility as to determining what criteria was used for putting names on
the list, with the exceptions you have noted in terms of specifics, was
basically the responsibility of the originating agencies, is that correct?

General ALLEN. Yes, sir. You will note in the record that when I
arrived at NSA, one of the first things that I did was to contact each
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of the agency heads and request them to reexamine exactly that point,
and to reassure me that they had reviewed these names on the list
and that their requests for information were appropriate within their
statutory and executive authorities. That, of course, ended up with
having the effect of terminating the program. But the view that we
had was that that responsibility was one held by the requesting
agency.

Senator SCHWEIKER. Do you think that the responsibility should
rest with each agency? I am thinking of prospective legislation. Where
do you think that responsibility should lie as to who makes demands
on your agency at this point for the future? Shall we forget the past?

General ALLEN. Well, for the future, we certainly have directives
now which prohibit this kind of activity in the future, and those are
internal NSA directives which I have issued. There are also, I under-
stand, similar directives at the requesting agencies. I believe that it
has to be a responsibility of both, and I think the question of over-
sight was in the executive branch is one that is appropriate for the
executive.

Senator SCHWEIKER. Yes. And yet, Mr. Huston wrote a memo that
we referred to a moment ago, where the memo indicated, at least as
far as the memo was concerned, he wasn't even aware that the kind
of activity we are talking about was going on. This was a memo to
Haldeman, to the whole White House structure, and unless somebody
was misleading people in terms of writing a false memo, or badly
informed, the memo went out implying that none of this activity really
was being conducted now.

Is that not correct?
General ALLEN. No, sir, that is not correct.
Senator SCHWEIKER. The Huston memo didn't say that you needed

more authority to do what you were doing?
General ALLEN. The Huston memo, according to my recollection,

sir, said that the NSA was providing some intelligence pertinent to
this problem at the present time in accordance with very restrictive
and in a minimal way, and that in order to do more of it, presumably
in accordance with the President's desires, they would have to receive
additional instructions in order to do that.

Senator SCHWEIwER. Yet, the watch list was going on in full blast
at the time with any agency having a right to put in any name that
they wanted. I have trouble reconciling that.

General ALLEN. Well, Number one, sir, I am not sure what you mean
by "full blast." The program I described was in process. Agencies were,
I trust, constrained in their placing names on it, and NSA at least
exercised some constraints in their accepting of names. There was a
great deal of constraint in the manner in which the information was
handled. There were also no activities undertaken by NSA, with the
one exception we noted, to obtain these communications, only to select
them. And, it was to these issues, I think, that Mr. Huston was prob-
ably referring when he said he thought there should be an expansion.

Senator ScEiwmmER. One final question, General.
You testified that in 1973, the CIA decided to discontinue certain

activities because those activities might be in violation of the CIA's
statutory charter. Now, NSA has no such charter, and yet, I think
obviously you, too, are concerned about the activities of the past.
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Shouldn't we have a charter for NSA, and shouldn't we write into
law some things that won't be misconstrued or misunderstood or
might be abused in the future? Shouldn't NSA have a charter like
the CIA does?

General ALLEN. Well, sir, I really must leave that judgment up to
the Congress. It is certainly clear now that the directives relating to
foreign intelligence, and that the interpretations of foreign communi-
cations as they are appropriate at this time, are both clear in executive
directives, and are enforced.

Senator ScHWEIKER. Thank you, Mr. Chairman.
The CHAIRMAN. Thank you very much, Senator Schweiker.
Senator Morgan is next.
Senator MORGAN. General Allen, I noticed in your testimony that

you said between the years 1967 and 1973 you had at most about 450
names on the watch list for the purpose of watching for narcotics.
Is that correct?

General ALLEN. Yes, sir, I believe so.
Senator MORGAN. And about 1,200 other names altogether.
General ALLEN. Yes, sir.
Senator MORGAN. So during that period of time of about 6 years you

had about 1,650 names on the watch list.
General ALLEN. Yes, sir.
Senator MORGAN. And I believe you said-
General ALLEN. U.S. names, sir.
Senator MORGAN. U.S. names, that is right. And that the most that

you had at any one time was about 800 names.
General ALLEN. Yes, sir.
Senator MORGAN. Now all of these names, or U.S. names, were names

that had been involved in communications between a foreign station
and either this country or some other foreign station.

General ALLEN. Well, the reports which were generated as a result
of those names fit that description, yes, sir.

Senator MORGAN. That is right. And you were watching, of course-
you put those names on, you testified, for many purposes; one, in an
effort to stem the narcotics traffic. Is that one of the reasons?

General ALLEN. Yes, sir.
Senator MORGAN. And I believe you testified earlier that some large

shipments of narcotics were identified through this watch list and
were prevented from coming into this country.

General ALLEN. That is my understanding, yes, sir.
Senator MORGAN. Well, that was your testimony and your best in-

formation, was it not?
General ALLEN. Yes, sir.
Senator MORGAN. You testified also that on one occasion an assassin-

ation attempt on a prominent U.S. figure abroad was identified and
prevented by the use of this watch list. Is that correct?

General ALLEN. Sir, I would have to set the record straight. We did
identify that in an earlier version. In reviewing that particular item,
there is some question in our mind as to whether the actual watch
list procedures that we described here were the reason for selecting
out the message that made that revelation. So, in an attempt to be com-
pletely fair, I would like to not say that was a result of the watch
list.
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Senator MORGANT. It did come from a message though that you in-
tercepted.

General ALLEN. Yes, sir.
Senator MORGAN. You gave us another example as a value of this

service. a notification to the FBI of a major foreign terrorist act that
was planned in a large city in this country, which action was prevented
because of information you received?

General ALLEN. Yes, sir.
Senator AMORGAN. Is this the sort of information that you are look-

ing for and watching for?
General ALLEN. Yes, sir.
Senator AMORGAN. In all that period of time, in all of those 6 years

then, is it fair to say you had about 1,650 American names out of about
200 million Americans?

General ALLEN. Yes, sir.
Senator MorGAN. All right, sir. Now, have you made all of that in-

formation available to the members of this committee or to the staff
of this committee in executive session before?

General ALLEN. Yes, sir.
Senator MORGAN. Now, there is another project that has been al-

luded to but has not been named here today. Have you also testified
to the members of this committee and/or to the staff all the informa-
tion relevant to that project?

General ALLEN. Yes, sir.
Senator MORGAN. Have you been willing at all times to disclose any

and all information about the NSA to the members of this committee
in executive session?

General ALLEN. Yes, sir.
Senator MORGAN2. And are you still now ready-are you now ready

and willing to disclose that or any other information?
General ALLEN. In closed session? Yes, sir.
Senator MORGAN. In closed session, to this committee of the United

States Senate.
General ALLEN. Yes, sir.
Senator MORGAN. Now you testified also about the law with regard

to this disclosure of information. If you would bear with me just a
minute-I believe you testified that:

The Congress of the United States in 1933, both the House and the Senate,
enacted a law encoded in 18 U.S. Code 952, which prohibits the divulging of the
contents of decoded foreign diplomatic messages or information about them.

And you also said that:
Again in 1950, the Congress, both the House and the Senate, enacted another

law, encoded in 18 U.S.C. 798, which prohibits the unauthorized disclosure, pre-
judicial use, or publication of classified information of the government concern-
inzr communication intelligence activities, cryptologic activities, or the results
thereof.

Is it your opinion that that is still the law?
General ALLEN. YeAS, sir.
Senator MORGAN. Is it your opinion that the information with re-

gard to the other project, if disclosed publicly, would be detrimental
or could he detrimental to the national security of the United States?

General ALLEN. Yes, sir.



35

Senator MORGAN. To your knowledge, is it still not the position of
the President of the Uin ited States that that information should not
be disclosed publicly?

General ALLEN. That is my understanding, sir.
Senator MORGAN. And the Attorney General of the United States

has so communicated that to this committee. But you are still willing-
in the first place, you have communicated that information, all that
you have been asked for, to this committee and you are now willing to
communicate any other information within your command to this com-
mittee in executive session.

General ALLEN. Yes, sir.
Senator MORGAN. All right. Thank you, sir. Thank you, Mr. Chair-

man.
The CHAIRNIAN. Thank you, Senator Morgan.
Senator Mathias?
Senator MATHLAS. Thank you, Mr. Chairman.
General, on the last page of your statement, you say that:

Thus, the watch list activity, which involved U.S. citizens, ceased operationally
in the summer of 1973 and was terminated officially in the fall of 1973.

I think that is perhaps the most important sentence in your state-
ment. And I want vou to tell us if that is now the status.

General ALLEN\. Yes, sir, it is.
Senator MALxTHIAs. And this was done on the advice of Attorney

General Richardson, but in fact, by the agency itself. Is that correct?
General ALLEN. Yes, sir. I terminated the-well, the distribution of

materials was terminated in the summer. I requested each of the agren-
cies to review it and it was shortly after that that the Attorney Gen-
eral also then wrote to me and said he was questioning the requests
from FBI and the Secret Service.

Senator MATHIAS. Well, this is the kind of judgment and restraint
that I wish more of the agencies of the Government had exercised
throughout the years. I think, General, you are to be congratulated
for the action that you took. I think it is a very important addition to
the administrative history of the Federal Government. I think it is an
example that I wish others would follow.

I have no further questions.
Senator GOLDWATER. He is Air Force, that does not surprise me.
Senator MATHiAS. Do you want that on the record?
General ALLEN. Yes, sir.
The CHAIRMAN. Senator Mondale?
Senator MONDALE. Thank you, Mr. Chairman.
General Allen, I would like to say for the record that I think that

the work of the NSA and the performance of your staff and yourself
before the committee is perhaps the most impressive presentation that
we have had. And I consider your Agency and your work to be possi-
bly the most single important source of intelligence for this Nation.
Indeed, so much so that I am not convinced that we fully perceived
the revolution that has occurred in recent years in intelligence gather-
ing as a result of teclnological breakthroughs, and it is your agency
which basically deals with that area. But it is that most impressive
capacity which works so often for the purposes of defending this coun-

try and informing it that also scares me in terms of its possible abuse.
That is why I am interested in knowing what limitations exist, in
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your opinion, upon its use that could be described as an abuse of the
legal rights of American citizens. As I understand your testimony,
you limit yourself to the interception of communications between-
either to or from-a foreign terminal and one in the United States.
You do not intercept messages to and from persons within the United
States.

General ALLEN. That is correct, sir.
Senator MONDALE. But I also understand that this is a matter of

policy and not of law, that the basis for this limitation is a judgment
on the part of our Government that that ought to be as far as you go.
There is not, in your judgment, or in the judgment of the Agency, a
restriction that would limit you precisely to those policy guidelines
that you now have.

General ALLEN. Well, I believe that is correct, sir, as far as the
precise restriction is concerned. But there is no misunderstanding with
regard to the Executive directives that exist, the restriction is to for-
eign intelligence purposes and foreign communications which are de-
fined in some way.

Senator MONDALE. Given another day and another President, an-
other perceived risk and someone breathing hot down the neck of the
military leader then in charge of the NSA; demanding a review based
on another watch list, another wide sweep to determine whether
some of the domestic dissent is really foreign based, my concern is
whether that pressure could be resisted on the basis of the law or not.

General ALLEN. Well, it is very hard for me, of course, to project
into a future unknown situation. And there are certainly risks that
seem to have occurred in the past. I can certainly assure you that at
the present time, under any combination of the present players, as I
understand the rules and the players themselves, there is no possibility
of that.

Senator MONDALE. I will accept that. But what we have to deal with
is whether this incredibly powerful and impressive institution that
you head could be used by President "A" in the future to spy upon the
American people, to chill and interrupt political dissent. And it is
my impression that the present condition of the law makes that entirely
possible. And therefore we need to, in my opinion, very carefully define
the law, spell it out so that it is clear what your authority is and it
is also clear what your authority is not.

Do you object to that?
General ALLEN. No, sir.
Senator MONDALE. I am very heartened by that answer. In the old

days of the watch list, as I understand our earlier testimony, when
a name was presented to you from the FBI, from the CIA, or from
other sources, your agency really could not determine whether the
purpose of including that name was for a legal objective or for an
illegal purpose. In a sense, your role was largely ministerial. The
names were received. They were placed on the watch list. You
intercepted information and sent it to the consumer agency. But why
they really asked for it, other than the very generalized description
they would often give you, or how the information was used, was
largely unknown to the NSA. Is that correct?

General ALLEN. Well, it is certainly to some degree correct, sir. The
points that you -have made were recognized at the time and there were
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steps taken to try to protect against the dangers that you point out.
For example, there was, as a matter of practice, a description of the
foreign intelligence requirement to which names were requested.

Senator MONDALE. Yes, they would say this would be for drugs or
this is for personal security of the President, or this is for the purpose
of determining whether there is foreign influence in terms of the
antiwar movement, and so on. But there was no way that you really
knew in most cases, what may have been behind a request or how that
information was being used. Was there?

General ALLEN. Yes, sir. In a strict sense that is certainly correct.
Senator MONDALE. Thus similarly, the IRS is in the same position

that if some agency like the FBI in its COINTEL Program is pursu-
ing an illegal objective, you may be tasked to intercept messages in
order to procure information for an illegal purpose. That too, then,
ought to be defined very carefully to protect your agency from abuse.
Would you agree with that?

General ALLEN. Yes, sir.
Senator MONDALE. I find that answer heartening.
During the watch list days, you were oppressed heavily, along

with the other agencies, to find evidence of foreign involvement, direc-
tion, or control of the antiwar movement. Would you say that you
found much evidence of such foreign control and direction?

General ALLEN. Sir, my understanding of that is not complete. From
a review of results of those messages which we did provide other
agencies, they essentially did deal with foreign influences and foreign
support to certain domestic activities. And so, in that sense, I would
say that the results of the NSA activity did show foreign influence. It
is also my understanding that when that information was put in per-
spective by particularly the CIA, I believe, that their conclusion was
that the degree of foreign control was very small.

Senator MONDALE. The first part of your answer surprised me a
little bit because almost uniformly we have heard evidence from the
various other agencies that they found little or no foreign direction,
even though they were being pressed so hard to find it by the-

General ALLEN. Well sir, you must bear in mind that we were only
dealing with messages that related to a foreign contact or a foreign
interaction for the person involved. So all we saw was that. And so
our perspective on it is clearly biased. What we saw was foreign
involvement and foreign support. I don't want to use the word control
because I do not know how to assess that. But my understanding is
that the agencies evaluating it concluded as you said.

Senator MONDALE. One of my concerns, and I think this has come

up with the other agencies-the Postal Department, the IRS and so
on-is that when you are tasked to review something as vague as
foreign involvement or direction, it becomes so vague that it is very
hard to restrain the review at all. And we have one example that it is
agreed that we could raise today. A leading U.S. antiwar activist-
and we know him to be a moderate, peaceful person, as a matter of
fact, someone who quit the antiwar movement even though he was
desperately against the -war, because he so much opposed some of the
militancy and violent rhetoric-sent a message to a popular singer
in a foreign country asking for contributions to a peace concert-and
also his participation. The message noted the planned participation
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in this concert of some of the most popular musicians and groups in
the United States at that time and asked the recipient "either to par-
ticipate directly in providing the entertainment, or support the concertfinancially." No, Mwe have agreed not to use the names. I do not know
why we have agreed not to use the names, but we have.

The CHAIRMAN. I might say there, Senator, the reason being that
we have not first cleared it with these individuals and there is a matter
of their own privacy that we have to take into account.

Senator MONDALE. All right, fine. But in any event, when you are
picking up stuff like this from peaceful people who just are opposed
to a war which now most Americans feel w as unwise, do you not think
that it raises very serious questions about how you contain snooping
and spying on American citizens-particularly when your agency is
required to pursue an objective which virtually defies definition and
so easily can spill over in a way to undermine and discourage political
criticism and dissent in this country ?

General ALLEN. I am afraid, sir, I have to dodge the basic philo-
sophic nature of your qeustion because the facts are, that as a technical
collection agency, NSA was asked a far more simple question, which
is a little hard for me to go back and construct all the emotion at the
time. It is certainly not the same as today. But that question was
that the Defense Intelligence Agency, in this paricular case. asked for
information on the funding of certain U.S. peace and anti-Vietnam
war groups. And this message was from such an organization or per-
son to an overseas location where foreign funding and support was
requested. It's certainly true that in this time in history one would
certainly have a substantially different view of that than at the time.

Senator MONDALE. But it slhows how very difficult it is to define the
outer parameters of a search like that. does it not? I mean, if we
could use the names today, I think people would be surprised at gov-
ernmental concern or the feeling that Government had the right to
snoop in such messages, would they not?

General ALLEN. Well. I only can sav I don't know how to answer
your question. The requirement to us, the request for information was
very specific and very constrained and addressed to a very narrow
point. The broader aspects of your question, I think I am niot really
qualified to answer.

Senator MONDALE. I think that is why wve have to define your re-
quirements to include some very precise limits on the interruption of
citizens' rights, because as I see it now, at least as the agency bas
defined its restrictions in the past, you are largely unrestricted. It
has been the interpretation of your agency that you can roam very
far indeed.

Thank you very Much. Mr. Chai rman.
The CHAT1R1MAN. Thank vou Senator Mondale.
Senator Goldwater.
Senator GOLDWATER. First, I want to be on the record as opposed

to rnublic hearings on this matter.
General, as I remember correctly, when you were before our com-

mittee. vou stated that the law did not allowv you to testify on any as-
pert. of the NSA. Is that correct?

General ALLEN. That is what I believe to be the case, yes, sir.
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Senator GOLDWATER. Then, theoretically, you are violating the law in
being here.

General ALLEN. It would seem so, yes, sir.
Senator GOLDWATER. Well I wanted to ask that question to get two

rules that bear on this committee that maybe some of our members
have forgotten about.

In the Senate Rule 36 paragraph 5 it says:
Whenever, by the request of the Senate or any Committee thereof any docu-

ments or papers shall be communicated to the Senate by the President or the
head of any Department relating to any matter pending in the Senate, the
proceedings in regard to which are secret or confidential, under the rules, said
documents and papers shall be considered as confidential and shall not be dis-
closed without leave of the Senate.

I wanted to make that a part of the record in the event that any clas-
sified information might be offered by members of this committee
under the assumption that we have the power to downgrade or down-
classify classified information.

Then, we in our own rules, under Senate Resolution 21 "a select
committee is required to protect classified information."

Section 7 reads as follows:
The Select Committee shall institute and carry out such rules and procedures as
it may deem necessary to prevent . . . (2) the disclosure, outside of the Select
Committee, of any information which would adversely affect the intelligence ac-
tivities of the Central Intelligence Agency in foreign countries or the intelligence
activities in foreign countries of any other department or agency of the Federal
government.

So you are probably, in your opinion, operating outside the law. I
just wanted to set the stage so that this committee would not try to
operate outside the rules of the Senate and the rules of its own
committee.

I have no questions.
The CHAIRMAN. Thank vou Senator Goldwater.
I think at the appropriate time I will reply to the suggestion that

the committee is operating outside of the rules of the Senate or out-
side of the law. I do not believe that to be a correct statement of the
position of this committee. But I will not interrupt the line of ques-
tioning at this time, because I think Senators would like to have a
chance to complete the questioning of the witness.

Senator GOLDWATER. Mr. Chairman, I did not charge that we had
operated outside the rules. I said we may.

The CHAIRMAN. Very well, we will discuss that at greater detail
unless the Senator would like to discuss it now. I thought Ewe would
go through the line of questioning first.

Senator GOLDWATER. I just want to protect you and all of us.
The CHAIRMAN. All right, fine. Thank you Senator Goldwater. I

really appreciate that.
Senator TOWER. I must say, Mr. Chairman, I am very touched by

Senator Goldwater's concern for your safety.
The CHAIRMAN. I am too, Senator. Let us see, who is next here?

Senator Baker.
Senator BARER. Mr. Chairman, thank you verv much.
General, I notice in your statement in speaking of the utilization

of the watch list and your efforts in that respect over the vears. This
sentence: "Examples of the value of this effort including the notifica-
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tion to the FBI of a major foreign terrorist act planned in a large city
which permitted action to prevent completion of the act and thus
avoid a large loss of life." Are you at liberty to elaborate on that at
this point?

General ALLEN. I really am not, sir.
Senator BAEER. And the balance of the statement is equally provoca-

tive to me. It says: "An assassination attempt on a prominant U.S.
figure abroad was identified and prevented." Can you give us any
further information on that? I am not urging you to go beyond the con-
fines of those things you are permitted to testify to at this point.

General ALLEN. Sir, we will certainly provide that in executive ses-
sion to you and go into some detail.

Senator BAKER. On both those points in executive session?
General ALLEN. Yes.
Senator BAKER. Then I will not, General, insist on it at this time

except to ask you whether or not I am to assume by your statement
that both of these activities, which I will hear more about in executive
session later, were in fact prevented as a result of your activities in
conjunction with the watch list.

General ALLEN. No, sir. Well, Senator Morgan asked the question
and you have an earlier draft of the statement, the one with regard to
the assassination attempt, on more careful review, we really could not
support that it was a watch list entry that caused us to select the
message that revealed that particular act. So that was an error on my
part to have included that. The situation is correct in the interception
of the message and all of that is correct. But it is unfair to say that we
selected because of the watch list.

Senator BAKER. But both of them were involved with your watch
list activities.

General ALLEN. Yes, sir.
Senator BAKER. Well I will look forward to your further statement

on that a little later.
On the general watch list operations, General, did you ever re-

ceive the written approval of any Attorney General of the United
States about these activities?

General ALLEN. Not to my knowledge, no, sir.
Senator BAKER. Was any ever sought that you know of ?
General ALLEN. No, sir. The briefings which a predecessor of mine

gave had some of those characteristics and the record shows that they
were briefed in some detail and had some agreement on the procedures
to follow. But it is probably unfair to the Attorneys General involved
to say that it was a specific written approval.

Senator BAKER. Do you know of particular circumstances where a
President or an Attorney General or any Cabinet member for that
matter may have suggested names to be included on the watch list?

General ALLEN. No. sir, I do not.
Senator BAKER. Were any names ever suggested to the NSA that

were rejected for inclusion on the watch list?
General ALLEN. My understanding, sir, as we have looked back at

the history of that is that there were substantial numbers of names
which were suggested, a large number from the FBI and from another
agency as well which were rejected in the sense that a discussion took
place as to the appropriateness of these names. The NSA people pointed
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out to them that it was too close to law enforcement and that there-
fore they should not be included. And, therefore, they were rejected.

But that is not documented in the sense of it was turned down before
it got to the Director of the FBI and he did not in fact submit the
name.

Senator BAKER. That is a fairly general statement. But let me tell
you the impression that I draw from it. You are saying that in these
particular cases that the NSA said these names and the purposes for
which you would include these names are not close enough to intelli-
gence gathering, which is our bag, and are probably only justified as
law enforcement, which is your bag, and therefore we are not going to
include them.

Is that the essence of what you have said?
General ALLEN. Yes, sir.
Senator BAKER. Who made that determination? Did you make that

determination?
General ALLEN. No, sir. It was made at a lower level within the

agency, so the request never came. I am reminded it was actually not
the FBI but the Department of Justice.

Senator BAKER. I see. All right.
General ALLEN. And it was turned down before it got to the Attor-

ney General.
Senator BAKER. Thank you very much, Mr. Chairman.
The CHAIRMAN. Thank you, Senator Baker.
Senator BAKER. Before we go on, General I do want to be briefed

on the other two points, Mr. Chairman, either in executive session or if
the General would agree to fill me in on the details at a later time, I
would be grateful for that.

The CHAIRMAN. Very well.
Senator Tower.
Senator TOWuR. General, you are familiar of course with the efforts

that have been made by the committee, by representatives of the admin-
istration and your agency to be circumspect in this public inquiry.
Now, taking into account that effort and the good faith of all con-
cerned, is there, in your opinion, a substantial risk still that these open
hearings may impact adversely on the mission of your agency?

General ALLEN. Yes, sir.
Senator TOWER. Thank you, General.
The CHAIRMAN. General, vour answer to the last question reflects

the position of the administration, does it not, which is opposed to any
public hearings on all matters past or present relating to the NSA.

General ALLEN. That was terribly broad, sir.
The CHAIRMAN. Well it seemed to me that the administration took a

terribly broad position.
General ALLEN. I believe it is probably fair to say on all matters

that relate to the intelligence operations of the NSA.
The CHAIRMAN. And it is -also clear that although the administration

opposed these hearings this morning on the watch list question, they
did declassifv the documents at the committee's insistence and did
authorize you to appear as a witness this morning to respond to the
committee's questions.

General ALLEN. That is correct, sir.



42

The CIT-AIRMAN. I have listened with great interest to your testimony,
General, and to the answers. And it seems to me that the real area of
concern for this committee has nothing to do with the fact that on
occasion, your operation, watch list operation related to a perfectly
good and important matter. I do not think that anybody here would
quarrel about the fact that information affecting the protection of the
President is a very important matter and if you have a capacity to help
in that regard, I do not suppose any member of this committee would
want to argue that that is irrelevant or unimportant.

The same thing can be said about narcotics. We are all concerned
about narcotics. So our inquiry here has not as its purpose criticizing
given objectives that you sought to serve, of the kind that you de-
scribed. But, rather the lack of adequate legal basis for some of this
activity and what that leads to. For example, you yourself testified
that in connection with some information that you obtained on nar-
cotics and turned over to law enforcement agencies of the Govern-
ment, prosecutions could not be initiated because it was not possible
to introduce that evidence into court. It was not lawful and under the
rules of the court and laws of the land it could not be used. So prose-
cutions could not be initiated. Is that not correct?

General ALLEN. Well, I do not know sir. The reason that that con-
cern was felt at the time was because the information could not be
used in court because to do so would reveal intelligence sources and
methods.

The CHAIRMAN. Well, for whatever reason we will question the
Attorney General on the legality of the use of that information. But
for one reason or another, it could not be used in actual prosecutions.

Now, Senator Mondale, it seemed to me, touched upon the root cause
of our concern. Here we have an agency, the NSA, that is not based
upon a statute, like the CIA, which undertakes to define its basic au-
thority. And your testimony makes clear that whatever foreign intel-
ligence may mean, it is being defined, from time to time by the execu-
tive. Is that not correct?

General ALLEN. Yes, sir.
The CHAIrMAN. Now, ordinarily, the executive does not decide such

basic matters. Ordinarily, as in the case of the CIA, an agency of this
importance finds its fundamental power derived from legislation.
Suppose for example we had a President, we cannot be so certain what
kinds of things may happen in this country, suppose we had a Presi-
dent one day who would say to you: "I have determined with my ad-
visers, who are my appointees, that foreign intelligence is seamless
and it is quite impossible to differentiate between domestic and foreign
intelligence because we need to know it all, and some of it we can
gather from domestic sources. And so, in the overriding interest of
obtaining the maximum amount of foreign intelligence you are in-
structed to intercept messages between Americans that are purely
domestic and various agencies of the Government will furnish you
with lists of people whose messages you are to intercept-all without
warrant, all without any judicial process, all without any sanction in
the law."

Now, under those circumstances, is there anything in the present law
that would permit you to say we cannot do this, Mr. President, and
we refuse to do it because it is illegal?
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General ALLEN. Yes, sir.
The CHAIRMAN. What provision is there in the law?
General ALLEN. It is my understanding that the interpretations

which deal with the right to privacy of unreasonable search and seizure
of the fourth amendment.

The CHAIRMAN. Well all of those questions-
General ALLEN. Those domestic intercepts which cannot be con-

ducted under the President's constitutional authority for foreign in-
telligence, then we are not authorized by law or constitutional author-
ity and they are clearly prohibited.

The CHAIRMAN. But those very questions were raised with respect
to some of the watch list activities. In other words, do you not think
that it would.be in the interest of all of us if we had some statutory
law like most all other agencies have that defines the basic mission
and defines as a matter of law foreign intelligence and contains what-
ever other guidelines may be necessary to be sure that this tremendous
capability you possess is outward looking and is confined to legitimate
intelligence concerns of the countrv.

General ALLEN. Clearly, sir, neither I nor the agency I represent
has objection to laws which are needed by this country. And we look
to the Congress to make those decisions. On the other hand, I certainly
do not want to leave the impression, sir, that there are these broad
ranges of evil activities which would be done which in themselves-in
my understanding of the status of the law and the executive branch
directives-are clearly prohibited.

The CHAIRMAN. The executive branch directives which are largely
determinative of the scope of your action at any given time are sub-
ject to change within the executive branch. The point I make is that
there is a legislative responsibility here. And since it normally obtains
with respect to the work of all other Federal agencies, it would seem
to me advisable that it should also obtain with respect to the NSA.

I have no further questions of you General.
Are there any other further questions on the part of the members of

the committee?
Yes, Senator Mondale.
Senator MONDALE. May I ask, is it Mr. Buffham?
General ALLEN. Yes, that is correct.
Senator MONDALE. If he is not sworn in, he doesn't have to be. I

just want to ask, you were I understand, representing the NSA, or
at least representing General Gayler, in the preparation of the Huston
plan, is that correct?

Mr. B=FFHA31. Yes, sir.
Senator MONDALE. Can you help explain to us the mystery of why

NSA appeared to be requesting authority from the President to do
what it was already doing? What, in addition, was expected if the
President signed off ? What did you want to be able to do that was not
then thought to be within the authority of the NSA?

Mr. BUFFHAM. Well, the activities which were ongoing at that time
were very, very carefully controlled and very, very restrictive and
v erv. very minimal.

The procedures which Senator Schweiker described under
MINARET were drawn up to insure the most careful handling of
this very, very restricted, very, very minimal effort. It appeared when
this-when we were asked to cooperate by the President in providing
more information that would be helpful in the domestic area, it ap-
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peared to us that we were going to be requested to do far more than we
had done before and it appeared to us that this might actually in-
volve doing some collection, which we had never done before, doing
some collection for this purpose. And we did not feel that we could
engage in such activity unless there was approval at the very highest
levels. So that was the reason that there was a reservation on NSA's
part, and the feeling that any increase in these activities must have
Presidential approval.

Senator MONDALE. So it was your judgment at that time that you
were being asked, or were about to be asked, to do something that went
substantially beyond-

Mr. BuFFIrAM. That we could do, but we weren't certain. It ap-
peared as if this was a request to increase activities.

Senator MONDALE. Could you tell the committee what kinds of things
you would expect to follow had the Huston plan been approved, in
terms of the use of the NSA?

Mr. BuFFHAm. I don't think we ever made an analysis of that,
Senator.

Senator MONDALE. But you indicated you were concerned about
what would be expected of you-the degree to which you would have
to go beyond your current practices-should the Huston plan be ap-
proved. Can you tell us what things concerned you?

Mr. BuIJFRAM. Well, remember there was a lot of confusion on this
particular item.

The committee, which Admiral Gayler was a member of, was tasked
to draw up a plan, not a plan, it was tasked to draw up an analysis
of what kind of foreign threat existed and where there were gaps in
intelligence and they were not asked to make any recommendations,
they were merely asked to identify gaps and to suggest various alter-
natives which could remedy possibly that gap.

Senator MONDALE. One of the remedies suggested was to greatly
broaden the authority of the NSA to intercept messages.

Mr. BuFEHAM. That was one of a series of alternatives under that
particular item. There was no recommendation made by Admiral
Gayler or any members of that Ad Hoc Intelligence Committee. What
happened was that after the committee's report went to the White
House, Mr. Huston analyzed all of the alternatives and he selected
those which, in his judgment, he felt the President should approve.
And he then prepared a memorandum to the President through Mr.
Haldeman, which was approved and then later, withdrawn and re-
jected and never implemented. But those were Mr. Huston's ideas of
what should be done.

Senator MONDALE. 'What did Mr. Huston have in mind? Had this
approval been given to the NSA?

Mr. BurFlAMN. That I do not know, sir.
Senator MONDALE. You have no idea whatsoever? I am told this

option was submitted by the NSA.
Mr. BUFFHAm. No. This was one of three or four alternatives drawn

up under that particular item.
Senator MONDALE. Did the NSA want it? Did Admiral Gavler

oppose it?
Mr. BUFFHAm. Admiral Gayler did not want it, to my knowledge.
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Senator MONDALE. He opposed it? Is there anything in writing
suggesting-

Air. BUFLA'3i. He was specifically asked, as all the members of the
committee were asked by Huston, not to make recommendations, but
merely to specify alternatives. But the determination as to what
alternative, if any, was to be selected was to be a White House mat-
ter. Now, the only exception to that was that Mr. Hoover, after the
report had been signed by the other members, he gave his personal
views as to what should be done with those various alternatives, and
that was not checked with the other members of the ad hoc commit-
tee report.

In other words, Admiral Gayler did not know that Mr. Hoover
was going to submit separate comments, and Admiral Gayler did not
submit separate comments himself; because it was his understanding,
as it was all of us that were involved in that exercise, that that was
not what was required or desired.

Senator MONDALE. Mr. Buffham, is it your testimony that you do
not have any idea what Mr. Huston had in mind by the option which
we are discussing; namely, to greatly broaden the discretionary au-
thority of the NSA?

Mr. BUEFFHAM. Well, I don't know positively. But I would assume
that he would have thought that the other intelligence agencies would
then increase the numbers of names on their lists, and ask NSA to
do something by way of specifically targeting those people, including
for collection. And that was not a practice that was done then or ever
has been done by NSA.

Senator MONDALE. It was one that concerned you a great deal?
Mr. BuFFITAA. Yes; it concerned all of us in the NSA.
Senator MONDALE. Were you concerned about its legality?
Mr. BUFFHAM. Legality?
Senator MONDALE. Whether it was legal.
Mr. BuFFHAM. In what sense; whether that would have been a legal

thing to do?
Senator MON-DALE. Yes.
Mr. BUFFHA31. That particular aspect didn't enter into the discus-

sions.
Senator MONDALE. I was asking whether you were concerned about

whether that would be legal and proper.
Mr. ButFFHAMr. We didn't consider it at the time; no.
Senator MON-DALE. But at least you would not do it without the

President's direct authority.
Mr. BurFHAMr. That is correct.
Senator MONDALE. All right.
May I ask one more question of the General Counsel? In your opin-

ion, was the watch list legal?
Mr. BANTNER. I think it was legal in the context of the law at the

time.
Senator MONZDALE. FRas any law changed that legality?
Mr. BANNER. Well, we have since had decisions such as in the Un'ited

States v. U.S. District Court case in 1972 which placed-which stated
in effect that the President does not have the authority to conduct a
warrantless surveillance for internal security purposes.

67-522-76¢
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The CHAIRMAN. May I just suggest that in line with my earlier
statement, it seems to the committee that the Attorney General of
the United States should be asked about the legal and constitutional
questions that are raised by the disclosures this morning. I do not
mean to cut you off, Senator.

Senator MONDALE. I will live with that. But what I was trying to
demonstrate is what I think the private record discloses; that they
thought that to be legal. I think that is important to the determina-
tion of this committee of how these laws are interpreted. I believe they
still think it is legal. That is what worries me.

M r. BANNER. May I make just one comment, Mr. Chairman? There
is one court decision on the matter. It was held in that decision -to be
lawful.

Senator MONDALE. Then you think it is lawful? That is what it held?
Mr. BANNER. I think it was lawful at the time.
Senator MONDALE. That is my point. They still think it is legal.
Senator MORGAN. Mr. Chairman, could we ask him to give us a deci-

sion some time?
Senator GOLDWATER. He said it was lawful at the time.
The CHAIPJMAN. I think all relevant decisions on the matter should

be supplied by the General Counsel of the Agency. But we will look,
in the main, to the Justice Department on these legal questions.

General, thank you very much for your testimony. If there are no
further questions, you are excused at this time.

The CHAIRMAN. Now we have another matter that needs to be
brought up before the public hearing concludes this morning, and I
will speak of it just as soon as these gentlemen have an opportunity
to depart.

Please come back to order. At the outset this morning, I mentioned
that this hearing would be conducted in two parts. The reason for
doing so has been made evident in the course of the proceedings. Al-
though the 'administration had objected to a public hearing on any
matter relating to the NSA, the committee, by majority vote, believed
that it was necessary to bring the facts relating to the watch lists to
the attention of the American people through a public hearing. As I
mentioned earlier, though the administration opposed the hearing,
it did cooperate to the extent of declassifying the materials, and con-
senting to General Allen's appearance as a witness. Now, we come to
the second part, another matter that the committee must decide upon
to which the administration has given no consent either to furnish
witnesses or to declassify materials.

Senator Goldwater, I think, had special reference to this second
aspect.

Senator GOLDWATER. It does, but I would like to correct the record.
We did not take a vote on this subject.

The CHAIRMAN. Yes; in executive session yesterday, with a quorum
present, the procedures which we have followed today were presented
and approved without objection. And I took that to mean, in accord-
ance with normal procedure, that the committee had given its consent.

Senator GOLDWATER. I left a note to be recorded against it, and I had
assumed a vote would be taken. But it was not.

The CHAIRMAN. Well, had a vote been taken, or anyone on the com-
mittee had moved to take a vote, Senator, your objection would have
been recorded as you requested.
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Now, in connection with the second matter, I would like first to

respond to some of the questions that were raised earlier by Senator

Goldwater with respect to the legality of our making a public dis-

closure of the second subject. I personally have no problem with the

legality of doing so. The Constitution of the United States provides,

in article I, section 5, clause 2, that each House may determine the

rules of its proceeding; and in clause 3, that each House shall publish

its proceedings, except parts as may, in their judgment, require

secrecy.
This committee was empowered by a resolution of the Senate to in-

quire into this subject matter, including the NSA. And that resolu-

tion, S. Res. 21, gives the committee the power to pass such rules as

it may deem necessary on disclosure, and makes clear that the com-

mittee rules can authorize disclosure. So that the rules are based solidly

on S. Res. 21, the underlying resolution by which the committee was

created.
Senator GOLDWATER. Would the Senator yield ?

The CHAIRMAN. If I may just complete the-

Senator GOLDWATER. I wish you would read section 2 of that also.

The CHAIRMAN. Yes, I will. I was just getting to the Senate rule,

and I will read it all. In pursuance of S. Con. Res. 21, the committee

adopted its rules, and the relevant rule is section 7. Section 7.5 is the

relevant rule. If counsel will find it for me, I will read it. It reads:

No testimony taken, including the names of witnesses testifying, or material

presented at an executive session, or classified papers or other materials re-

ceived by the staff or its consultants while in the employ of the Committee,

shall be made public in whole or in part, or by way of summary, or disclosed to

any person outside the Committee, unless authorized by a majority vote of the

entire Committee; or after the determination of the Committee in such manner

as may be determined by the Senate.

So, it appears to me that making a public disclosure of the matter

now under consideration is subject to the will of this committee; and

I would like to read into the record the reasons why I believe such a

public disclosure should be made; after which I will invite Senator

Tower, who disagrees with me on this subject, to express for the record

the reasons why he thinks such a disclosure should not be made.

It being 25 minutes of 1 now. Senator, it may not be possible for

this whole matter to be discussed or debated. But if it cannot be re-

solved at this time, it will be taken up in the next session of the commit-

tee this afternoon, and with the hopes that the committee can then

reach a final determination by vote.
Senator TOWER. Mr. Chairman, if you would yield at that point.

The CHAIRMAN. Yes.
Senator TOWER. I will state my reasons briefly at the conclusion of

your remarks. Obviously, it is difficult to pursue the matter in open ses-

sion, because those who oppose disclosure have some difficulty in ex-

plaining the reasons why in an open session.
The CHAIRMAN. And for that reason, I will certainly accommodate

the request in the interest of fairness, so that there can be a full and

complete discussion within the committee and the vote then can be

taken by the committee. That, I would anticipate, would occur this

afternoon when the committee goes into executive session.

The reasons why I believe that this second matter should be made

public are as follows. This committee has proceeded with great caution
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throughout its investigation, which has covered a broad range of NSAactivities. Testimony has been taken from numerous NSA officials, allin executive session until this morning. The committee has also receivedextensive briefings from General Allen and others in private.
Most of these activities we have found to be legitimate, clearly withinthe scope of the intelligence purposes of the agency, and for reasonsthat the committee feels relate to sensitive national security matters,should be kept secret. But our investigation did uncover two NSAactivities which I believe are properly subject to some form of publicdisclosure. Because, one, they would appear to be unlawful; two, theyhave now been terminated, and thus do not represent ongoing activi-ties; three, they can be discussed without revealing the NSA's sensitivetechniques; and four, legislation is needed to prevent their repetition.

What has occurred yesterday could occur tomorrow, if we leave it all.to executive decision.
Now, as I have said, as to one of these-the watch list-the admin-istration agreed to declassify the documents, and authorize GeneralAllen to testify as he has. As to the other, the executive branch hasconsistently opposed public hearings or any other form of publicdisclosure. Yesterday, the committee, in the manner I described inresponse to Senator Goldwater, agreed that we nevertheless woulddisclose facts concerning the second program to the American public.I believe that the public is entitled to an explanation of why thatdecision was made yesterday, in face of the administration's stronglystated opposition. I do not suggest that the administration has actedin any way other than in good faith to exercise its responsibilities as itperceives them. However, Congress has a right and duty to exercisesome judgment on its own. It must do so fairly, properly, and with dueregard to the views of the executive. But it cannot simply abdicate tothe executive.
We believe that-or at least let me speak for myself-I believe thatyesterday's decision does represent a proper exercise of the constitu-tional responsibility of the committee, which is charged with an inves-tigation of this importance, and charged by the legislative branch to.perform it. As I understand it, the executive branch makes two argu-ments, which were stated often in executive sessions of the committee,against, a public disclosure of this second matter. Neither of them, asI heard the many spokesmen who came up to present them, made anyparticular point of sensitive technology, or anything of a characterthat would reveal the nature of NSA's operations. Their argumentsseemed, rather, to focus first on their concern that the disclosure of theidentity of certain companies and activities would make other corn-panies hesitate to cooperate with our intelligence agencies in the fu-ture; and second, that such a disclosure might be of embarrassment tothe particular companies concerned.
I believe that the answer to the first argument is that companies.should hesitate to comply with requests of the Government at leastlong enough to determine if the actions they are requested to do arelawful and do not violate the constitutional rights of American citi-zens. And I believe the answer to the second argument is that fairness;to the companies themselves requires that the facts be fully and fairlystated, which I think this committee is in a position to do.
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I believe that it would be inappropriate to keep secret the facts of
this second program, since in my judgment they establish apparent
violations of section 605 of the Federal Communications Act, and of
the fourth amendment to the Constitution. Second, the program in-
volved neither ongoing activity nor technological secrets. And third,
exposing it is directly related to whether the NSA needs a legislative
charter to govern and control its activities in the future. Finally, the
public debate that we hope will ensue from this session may make both
the Government and private companies more careful to weigh the le-
gality of programs that may be suggested in the future.

So in balancing the arguments for and against disclosure, which we
have done most carefully, we have consulted extensively with the exec-
utive branch. Several times we have delayed our action to make certain
that we had heard all of the executive branch's arguments. We have
engaged in extensive interrogations of General Allen and Director
Colby and the Secretary of Defense, Mr. Schlesinger, and finally, from
the Attorney General and representatives of the President. So we be-
lieve we have listened fully to the arguments that they wish to present.

If the committee remains firm in its decision, the second matter is
what form of disclosure would be most appropriate. Since witnesses
have not been made available by the executive branch, it seems to me
that the most appropriate form of disclosure would be that of a state-
ment issued on the authority of the committee itself, carefully drawn
to present the key facts unemotionally and without fanfare. As to the
accuracy of the statement, it would be carefully checked with the
Agency itself so that there would be no factual distortions in the pres-
entation. The statement, I might emphasize, would be based on testi-
mony received by the committee in executive session. It would not
quote in whole or in part from the text of any classified document pre-
sented by the executive branch to the committee. Because the testi-
mony given in executive session before this committee was classified by
the committee itself, pursuant to the committee's rules, the committee
has every right to release such facts based upon such testimony. Indeed,
it has the right to release the testimony itself should it so decide.

So the decision taken yesterday to release this information was based
primarily on the belief that programs of such dubious legality should
be disclosed; because, absent real national security factors, which are
not present in this case, classification should not be used to hide or cover
wrongdoing. And, as I have said, in the technical sense, I do not think
that classified information is being released at all.

The decision to make this matter public should, in my view, be
tested not only against its particular facts but also in the light of
several general principles. First, in a democratic society, there should
be a strong preference in favor of letting the people know what their
Government has been doing. Democracy depends upon an informed
electorate. As one of our Founding Fathers, Edward Livingston,
stated:

No nation has ever found any inconvenience from too close an inspection into
the conduct of its officers, but many have been brought to ruin and reduced to
slavery by suffering gradual impositions and abuses which are imperceptible,
only because the means of publicity had not been secured.

Second, the general principle for disclosure is particularly apt in
the context in which this committee finds itself. For 30 years this
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country has had a huge and highly secret intelligence apparatus whose
actions have not been the subject of an informed public debate. Laws
governing their activity have all too often been lacking, as with the
NSA, or overly vague, as with the CIA. The agencies have sometimes
acted in ways that appear to be unconstitutional and illegal. The
Congress and the public should now be given a chance to decide
whether changes in the laws and procedures governing the intelligence
agencies are necessary. That has not happened for 30 years, and surely
we can afford a debate at least once in a generation.

Third, it does not follow, of course, that everything we learn in the
work of this committee should be disclosed. And from what I have
previously said, much of what we have learned about the NSA, which,
in the judgment of the committee, falls clearly within its province,
will not be disclosed. This country should have strong and effective
intelligence services, but we must act legally. Keeping unlawful pro-
grams secret can only serve in the long run to weaken our intelligence
efforts.

Unless the people are convinced that the intelligence agencies are
acting within the law and in the best interests of the United States,
a democratic people will not support these agencies for long. "Eternal
vigilance," as Thomas Jefferson said, "is the price of liberty." And as
James Madison concluded, "the right of freely examining public char-
acters and measures and the free communication thereon is the only
effective guardian of every other right." For these reasons, I believe
that it would be proper for the committee to approve the disclosure of
the second matter to which the discussion relates.

Now, I defer to Senator Tower.
Senator TOWER. Thank you, Mr. Chairman.
Mr. Chairman, I was unavoidably absent from the meeting yester-

dlay in which, without objection, it was decided that this matter would
be spread on the public record today. Had I been there, I would have
objected, and perhaps this debate could have ensued at that point.
My justification for not being there is that I am the ranking minority
member of the Banking Committee which was at that moment con-
sidering the plight of New York City. So I was buried in the bowels
of the fiscal mismanagement of that great city, and I am sorry that I
was not there.

I really see no legislative basis for this public disclosure. I do not
think it is necessary, from the standpoint of our legislative mandate.
It anpears that Committee Rule 7.5 is the only point having any merit
at all. And in my view, it must fail. This rule provides for procedures
insuring the protection of classified materials. This rule does not
authorize the unilateral release of classified information. A proper
reading would be that the rule goes to disclosure of information. not
declassification. A majority vote is necessary prior to committee
release of anv material of a classified nature. But it is spurious to
state that a simple majority vote is enough to declassify a document
or information, an action which I do not believe has before been
recognized as a congressional prerogative.

Let me read from the resolution, which I believe is superior to any
rule that we may adopt:

The Select Committee shall institute and carry out such rules and procedures
as it may deem necessary to prevent the disclosure outside the Select Com-
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mittee of any informeation which would adversely affect the intelligence activi-
ties of the Central Intelligence Agency in foreign countries or the intelligence
activities in foreign countries of any other department or agency of the Fed-
eral government.

At this point, I read into the record a note from Mr. David D. Low-
man, Special Assistant to the Director, NSA, for Congressional Re-
view, to Mr. Barry Carter of the Select Committee staff.

Barry, we have reviewed Senator Church's proposed statement on SHAM-
ROCK. With the exceptions noted here previously, the statement is essentially
correct. After reviewing the document, we have concluded that, since it does
reveal sources, methods and capabilities, its classification should be Secret,
Handle via COMINT Channels Only.

It is my view that it is not necessary for us to make this matter
public. Therefore, we should not, by virtue of the risks that we run
in doing so. It occurs to me that today's disclosure, should we do so,
would be cited in some future date as a precedent to allow each Mem-
ber of Congress and committee the right to decide what should be pub-
licly available from what the executive branch has determined to be
secret. This would mean revelation through public channels to our
enemies and would lead to chaos and ultimately destruction of the very
fragile intelligence effort.

President Truman decided that this matter should be kept secret.
President Ford has personally and specifically requested of the com-
mittee that it be kept secret. Of course, a Member of the other body has
threatened to make this matter available to the public before we have
acted on it. I do not think we should rush to do the same. I think,
quite to the contrary, we should implore the House not to. I think one
Member out of 435 in the House of Representatives should not be en-
couraged to reveal matters that impact on the lives and safety of the
people in the other 434 congressional districts in this country. They
have a stake in this matter, too.

Now, I think that if this information is released, as the chairman has
proposed, the ripple effect will seriously impair the confidence that
other nations have in dealing with us, impact on the efficacy of Stra-
tegic Arms Limitation Agreement, progress in mutual balance of
force agreements, nonnuclear proliferation arrangements. Already
the intelligence services of other countries are showing some indisposi-
tion to cooperate with the United States, for fear that their own meth-
ods, their own resources, their own activities, to the embarrassment of
their respective governments, or to the detriment of their intelligence-
gathering capability, will be affected. For these reasons, Mr. Chair-
man, I urge that this matter of the details of the SHAMROCK oper-
ation not be made public. I would urge the members of the com-
mittee to reconsider the decision of yesterday in an executive session.

The CHAIRMAN. Thank you, Senator Tower.
Before we close, are there any other comments?
Senator Mondale.
Senator MONDALE. Mr. Chairman, I just wanted to comment briefly

on what I thought I heard to be the argument, that somehow the classi-
fication and determination of the executive department should govern
how this committee decides to release or not to release information
to the public. I do not think we can accept that definition for a mo-
ment. If we do, I think we are no longer a coequal branch of
Government
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We have just been through one of the most dispiriting periods of
American history, and the defense that was always raised, every time
you wanted to find out about it, was national security. So it seems
to me there are occasions when the national security interests clearly
dictate and require secrecy. And there are instances when national
security is raised, not to protect this Nation's security, but to protect
some contemporary politicians from embarrassment. It is our job, as
Members of the Congress, to decide where that line is and to do so
with a firm notion of our sacred responsibility not only to investigate
but to inform the public.

I am glad that it has been decided that we will hold this debate in
private. I think it ought to be thoroughly aired, but finally, it is our
responsibility as members of the Senate and of this committee to
make our own determination as to whether or not these matters, if
disclosed, would undermine the Nation's security. I look forward to
that argument.

But I did want to say that I do not think for a moment that we
can accept the simple declaration by the Executive that it is classified,
as precluding or undermining our capacity to make an independent
judgment.

The CHAIRMAN. Thank you, Senator.
I agree with that. I think we would be a prisoner of the Executive

if we took such a position.
Senator ToWFR. May I say, Mr. Chairman, that I have been co-

operative, I believe, and have supported every effort to obtain the
documents that we require. That is one thing. I believe that we should
have those documents. te should have access to them; we should have
access to witnesses, and we should be fully informed, and we should
make thorough investigations.

The question here is whether or not this information should be
made public. Yes, there is a right of the people to know, but that
must be balanced against the fact that when these matters are made
public record, they are available also to our enemies. Let me cite one
example. A weekly magazine published the fact that we had been
reading the telemetry on Russian weapons systems from Turkey. As
soon as that matter was made a matter of public record. it was also
available to the Soviets, and that source was then and thereafter
denied us. This impacts on our capability for verification in terms of
strategic arms capabilities and deployment. I do not think that the
public interest was served in the release of that information. Indeed,
it was not served. So I think there are some very strong examples that
can be cited.

I appreciate the chairman's disposition to take this matter up in
executive session and, hopefully, I can prevail there. I have no illusions
about these matters.

The CHAIRMAN. Well, I think the Senator always states his case
with great authority and has persuaded the committee on occasion.
I hope he will not persuade the committee on this occasion, because
the examples he gives that are so terrifying have nothing to do with
the case at hand, which relates to quite a different matter.

Senator TOWER. Yes, they do, because we are talking about people's
rights to know here.

The CHAIRMAN. I think what we are talking about-
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Senator TowER. I think it is proper to cite examples of where that
right can be subordinated.

The CHAIRMAN. Of course, Senator, when you cite your examples,
who would argue with them? But the case at hand has to do with
unlawful conduct that relates to certain domestic companies in this
country. And it is not a matter of such gravity that it would even
impair the national security of the United States-

Senator TowER. Well-
The CHAIRMAN. In ways that your examples suggest.
Senator TOWER. That is a matter to be debated in executive session.
The CHAIRMAN. Yes. Very well, we will debate it in executive

session.
Senator ToWER. There is more to be said then.
The CHAIRMAN. A good deal.
Senators who wish to be heard; I want to recognize first-Senator

Morgan wants to be recognized. First, let me recognize Senator Baker.

Senator BAKER. Mr. Chairman, thank you. I will not take very long.

I simply want to say, as a matter of legal argument, that the rules

of this committee can be no broader nor create any authority and

jurisdiction beyond the rules of the Senate from which we derive our

authority, and it seems to me that the rules of the Senate, at least

arguably, say that a classified document cannot be declassified or

released to the public without the prior consent of the executive de-

partment, or at least, not without changing the rules of the Senate

itself. So the argument that our committee rules give us that authority
by majority vote, I think must be tempered by the preposition that

the committee rules are subordinate to and can be no greater than the
rules of the Senate itself, which appear to say something else.

Beyond that, as the chairman knows, and as I believe other members
of the committee know, I have sometimes been the only member of the

committee, always, however, in a minority, who has contended that all

of our proceedings should be in public, and I am rather perturbed
really, that we are about to go into executive session on this matter

and to deal with only just a report. I am rather perturbed rather that

we are going into public session instead of executive session, when you

compare the relative potential for harm, the relative comparison for

the potential for embarrassment in the case of the assassination plots,

which were some time ago, versus the potential for destruction of in-

telligence sources -and methods when we are dealing with an ongoing
program today. In a word, if you are going to have public hearings
on NSA, you sure should have had them on assassinations because I

think assassinations are far less sensitive, in term of the welfare of this

country, than the NSA situation is, the SHAMROCK situation.
Now, Mr. Chairman, I think that the proper course for us to take

and the course we will, no doubt, debate in executive session this after-
noon, is to try to gain access to as much information as we can and to

obtain the concurrence of the executive department on as much infor-

mation as we can before we proceed then to public hearings. I favor

public hearings. I do not, however, favor public hearings until we

have exhausted every opportunity to obtain the declassification of as

much information as possible. I will oppose 'the unilateral declassifi-
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cation by this committee of this information, which I am afraid is the
sum total and the functional effect of what is being proposed.

The ClIAinmmAN. I thank the Senator. I know his position on public
hearings, but frequently in executive session, he has voted against
them on the grounds that we were not adequately prepared.

Senator BAKER. No, I have not.
The CI LAIRIAŽN. I think in this case we are very adequately prepared

because we have had all kinds of executive hearings, and we -have heard
the executive agencies and their spokesmen again and agrain relating
to all the particulars of this particular subject.

Senator BAKER. Mr. Chairman, if I understand you correctly, I be-
lieve you said that in executive session I had voted against public
hearings. I do not believe the record will disclose that. I think the
record will disclose that I voted against declassifying or proceeding
with a particular piece of information. I do not believe the record will
show that I voted against public hearings on any issue.

The CHATRMAN. The record can speak for itself, but in any event,
I have heard the Senator make the argument before in connection with
publ ic hearings that we were not prepared.

Senator BAKER. And I persist in the hope that someday I may
prevail.

The CHAIRMAN. I do not know what more exhaustive preparation
could have been laid than the one that has been laid for the matter
nowvN before the committee. Senator Morgan.

Senator Mor.GAN. Mr. Chairman, I would not want to go awav from
here with anyone having the misunderstanding that information has
been withheld from this committee.

As General Allen testified this morning-and that is correct accord-
ing to my knowledge-he has furnished to us all of the information
that we have asked for and has indicated his willingness to furnish it
to us. The thing that concerns me-and I was in and out of the meet-
ing yesterday afternoon. Like Senator Tower, I had to be on the
Banking, Committee and on the floor-the thing that concerns me is so
many people express their concern about going public with this hear-
ing after we have been able to work out almost every difficult situation
in the past.

I know from your own statements that the President himself has
personally intervened with you or talked with you. No later than this
morning he talked with me about it again through his emissary. He
has expressed his concern. I have a great deal of confidence in the
President. I think we ought to pass judgment on it ourselves, but I just
wvould want the record to reflect that nobody is withholding informa-
tiOn from this committee. There is one other thing I think Senator
Tower's comments pointed out-the danger of going public. A couple
of times Senator Tower referred to a couple of things that, so far,
maybe we should not refer to, but since he referred to President Tru-
man, let me say President Truman long, long ago was involved in this
and gave his word and, because of it, I am awfully reluctant to go
against the word of the President of the United States. If we cannot
depend on the word of the President of the United States, I do not
knnwv wiho else the American neople can look to.

The CHAIRMAN. Well, I think just to complete that since the Senator
has stated it. President Truman also said that his word would not
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be binding. He could not bind future administrations. So I really
believe that was a long time ago and the commitment was one that
he, himself, put a condition on, and moreover the program changed.
It changed greatly after the original agreement was entered into.

So, anyway, this is a matter for executive debate.
Senator GOLDWATER. Mr. Chairman, I want to emphasize that had

we known that this subject was going to be decided yesterday, I
would have stayed away from the floor, where I had to be to engage
in a debate on the promotion of an Air Force General, and these
other gentlemen would have been there, too. I do not even know if there
was a quorum present, but the rule calls for a majority vote, and I
do not -believe the question was ever put, so that the answer could
have been from the Chairman by unanimous consent it is agreed.
I have not found a member yet that could substantiate that kind of
a move, so we have not voted on this. In fact, as I recall it, we have
only had a couple of votes in the whole history of this Committee.

The CHAIRMAN. Well, Senator, it is clear that this will be debated
once more in executive session and will then be voted, so there will
be no basis for a complaint that the rules have not been completely,
faithfully, and scrupulously adhered to.

If there is no further comment, this public session is now adjourned.
I Whereupon, at 1:07 p.m., the committee recessed, subject to the

al I of the Chair.]
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WITH RESPECT TO INTELLIGENCE ACTIVITIES,
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The committee met, pursuant to notice, at 10:05 a.m., in room 318,
Russell Senate Office Building, Senator Frank Church (chairman)
presiding.

Present: Senators Church, Tower, Huddleston, Hart of Colorado,
Goldwater, Mathias, and Schweiker.

Also present: William G. Miller, staff director; Frederick A. 0.
Schwarz, Jr., chief counsel; Curtis R. Smothers, counsel to the
minority; and Charles Kvirbow, professional staff member.

The CHrAIRMrAN. The committee will please come to order.
Last week, it will be remembered, a question developed over

whether or not the committee should make a public disclosure on one
operation that had been conducted in the past by the NSA. The com-
mittee took that question under advisement and had the statement
that it was proposed for the chairman to read, carefully checked for
accuracy, and carefully checked to make certain that it would reveal
no method or technology that would be harmful to the intelligence
operations of the United States. The committee then voted on Monday.
November 3, by a vote of seven to three, that the information should
be made public, subject to confirmation by the Senate Parliamentarian
that doing so would not constitute a violation of the Senate rules.
The committee received such confirmation from the Parliamentarian
yesterday and that was read to the committee in the session yesterday
afternoon.

The reasons, it seems to me, for the disclosure are clear. The program
certainly appears to violate section 605 of the Communications Act
of 1934, as well as the fourth amendment of the Constitution. That
program has been terminated as of now, and the statement to be given
today does not divulge technology or sensitive intelligence methods.
Indeed, no particular technology was ever involved in the procedure
that was used. It amounted to a simple turnover of telegraph traffic
to the Government.

The committee believes that serious legal and constitutional ques-
tions are raised by this program. For that reason, the committee voted
to disclose it. The following statement is the one that has been reviewed
by the committee and voted on for disclosure this morning.

SHAMROCK was the cover name given to a message-collection
program in which the Government persuaded three international
telegraph companies, RCA Global, ITT World Commhunications, and
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Western Union International. to make available in various wavs
certain of their international telegraph traffic to the U.S. Government.
For almost 30 years, copies of most international telegrams originating
in or forwarded through the United States were turned over to the
National Security Agency and its predecessor agencies.

As we discuss more fully below, the evidence appears to be that in
the midst of the program, the Government's use of the material turned
over by the companies changed. At the outset, the purpose apparently
was only to extract international telegrams relating to certain foreign
targets. Later, the Government beaan to extract the telegrams of
certain U.S. citizens. In defense of the companies, the fact is that
the Government did not tell them that it was selecting out and analyz-
ing the messages of certain U.S. citizens. On the other hand the com-
panies knew they were turninog over to the Government most inter-
national telegrams, including those of U.S. citizens and organizations.
There is no evidence to suggest that they ever asked what the Govern-
ment was doing with that material or took steps to make sure the
Government did not read the private communications of Americans.

The select committee made its first inquiries into this operation
last May. It was not until early September, however, that the select
committee received a response to its questions. At that time, we ob-
tained preliminary briefings from NSA operational personnel. Sub-
sequently, we examined three NSA officials, including former Deputy
Director Louis Tordella. These persons were the only ones at NSA
with substantial knowledge of the SHAMROCK operation. The com-
mittee also reviewed all existing documentation relating to the opera-
tion. The select committee again examined NSA officials in executive
sessions. Subsequently, the companies which had participated were
contacted. Sworn testimony was taken from officials in each company,
and company counsel have worked with the committee to reconstruct,
as nearly as possible, what has taken place over the last 30 years.

During World War II, all international telegraph traffic was
screened by military censors, located at the companies, as part of the
wartime censorship program. During this period, messages of foreign
intelligence targets were turned over to military intelligence.

According to documents in possession of the Department of Defense,
the Department sought in 1947 to renew the part of this arrangement
whereby the telegraph traffic of foreign intelligence targets had been
turned over to it. At that time, most of these foreign targets did use
the paid message facilities of the international carriers to transmit
messages.

At meetings with Secretary of Defense James Forrestal in 1947,
representatives of the three companies were assured that if they co-
operated with the Government in this program they would suffer no
criminal liability and no public exposure, at least as long as the current
administration was in office. They were told that such participation was
in the highest interests of national security.

Secretary Forrestal also explained that the arrangements had the
approval of President Truman and his Attorney General, Tom C.
Clark. Forrestal explained to the companies, however, that he could
not bind his successors by these assurances. He told the companies,
moreover, that Congress would consider legislation in its forthcoming
session which would make clear that such activity was permissible. In
fact, no such legislation was ever introduced.
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In 1949, the companies sought renewed assurances from Forrestal's
successor, Louis D. Johnson, and were told again that President Tru-
man and Attorney General Clark had been consulted and had given
their approval of these arrangements. As I will explain later in this
statement, neither the Department of Defense nor any of the partici-
pating private companies has any evidence that such assurances were
ever sought again.

The Army Security Agency (ASA) was the first Government agency
which had operational responsibility for SHAMROCK. When the
Armed Forces Security Agency was created in 1949. however, it in-
herited the program; and, similarly, when NSA was created in 1952,
it assumed operational control.

There are no documents -at NSA or the Department of Defense
which reflect the operational arrangements between the Government
and the telegraph companies. The companies decided at the outset that
they did not want to keep any documents, and the Government has none
today other than those relating to the 1947 and 1949 discussions which
I previously covered.

According to the testimony given to us, it appears, however, that
the companies wvere given to understand at the outset that only traffic
of foreign intelligence targets would be gleaned by NSA. In practice,
the arrangements with each company varied somewhat. RCA Global
and ITT World Communications provided NSA with the great bulk
of their international message traffic, which NSA then selected for
traffic of foreign intelligence targets. Western Union International
sorted the traffic itself and provided NSA only with copies of the
traffic of certain foreign targets and all the traffic to one country.

In the beginning, the Government received paper tapes of messages
that had been transmitted by overseas cables, as well as microfilm
copies of messages that had been sent by radio. These were, at the out-
set, sorted by hand apparently for certain foreign intelligence targets
only; such traffic could be readily identified by special codes in the
heading of each telegram. As a practical matter, the inherent limita-

tions of manual sorting precluded the traffic from being sorted on its
content.

In the early 1960's, there was a change in technology which had a
significant impact upon the way in which SHAMROCK was run. RCA
Global and ITT World Communications began to store their inter-
national paid message traffic on magnetic tapes, and these were turned
over to NSA. Thereafter. the telegrams were selected in precisely the
same way in. which NSA selects its information from other sources.
This meant, for example, that telegrams to or from, or even men-
tioning, U.S. citizens whose names appeared on the watch list in
the late sixties and early seventies, would have been sent to NSA
analysts, and many would subsequently be disseminated to other
agencies.

The NSA officials examined by us had no recollection of NSA's
ever informing the companies how NSA was handling the informa-
tion they were providing. They furthermore had no recollection of any
of the companies making such an inquiry, even after NSA began re-
ceiving magnetic tapes from two of the companies. Several company
officials corroborated this testimony, stating that they had no knowl-
edge of any inquiry by 'their respective companies or that NSA ever
volunteered any information in this regard.
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Only the Director, Deputy Director, and a lower-level manager at
NSA had operational responsibility for SHAMROCK at any one time.
Moreover, their contacts with company officials were extremely rare;
in fact, the Director never met with company representatives and the
Deputy Director only met once with a company official. Any com-
munications with the companies were usually relayed by NSA couriers
who made routine pickups and deliveries at the companies.

No one examined from NSA or the companies knew of any effort
by the companies since 1949 to seek renewed assurances from the Gov-
ernment for their continued participation in SHAMROCK. Indeed,
each of the companies has given sworn statements to the committee
that they did not think the arrangements with NSA were ever con-
sidered by the executive levels of their respective companies. More-
over, Dr. Tordella, the former Deputy Director, told us that he would
have known if additional assurances had ever been sought and testified
that to his knowledge they were not.

NSA and company officials likewise knew of no compensation given
the companies by the Government for their participation in SHAM-
ROCK, and testified that they knew of no incident where favoritism
was shown any of the participating companies by an agency of the
Federal Government. Again, Dr. Tordella has stated under oath that
he would have been told about such an incident if it had taken place.

NSA never received any domestic telegrams from these companies.
Indeed, none of these companies, at least since 1963, has had domestic
operations.

Approximately 90 percent of the messages collected in SHAMROCK
came from New York. Company offices in Washington, San Francisco,
and, for a short while, Miami, also participated in a similar fashion.
In Washington, the companies turned over copies of particular traf-
fic intelligence targets to agents of the FBI. These were later delivered
to NSA.

Of all the messages made available to NSA each year, it is estimated
that NSA in recent years selected about 150,000 messages a month for
NSA analysts to review. Thousands of these messages in one form or
another were distributed to other agencies in response to "foreign in-
telligence requirements."

Until the current controversy arose, only a handful of officials in
the executive branch over the last 30 years were apparently aware of
the SHAMROCK operation. Dr. Tordella testified that to the best of
his knowledge no President since Truman had been informed of it.

SHAMRGCK terminated by order of the Secretary of Defense on
May 15, 1975.

Senator TOWER. Mr. Chairman.
The CHAIRMAN. Senator Tower.
Senator TowmR. Thank you, Mr. Chairman.
Although I have consistently endorsed the aims and efforts of this

committee and have pledged myself to an exhaustive and responsible
evaluation of all aspects of our intelligence community, I must state
my firm opposition to this unilateral release of classified information.
I am greatly concerned that any unwarranted disclosures could
severely cripple or even destroy the vital capabilities of this indis-
pensable safeguard to our Nation's security.
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Despite the very best intentions of this committee, and despite its

established record of sensitivity to the delicate nature of national
security, I cannot assent to its decision to declassify information
whose disclosure the Director of NSA has consistently asserted would
hamper the NSA mission.

The NSA has furnished the staff in' executive session with all re-

quested documents and information. General Allen and his colleagues
repeatedly made good their promise to keep this committee fully
informed. They have comprehensively briefed this committee in ex-
ecutive session and have answered all -our requests and' questions.
I simply see no purpose to selected release of classified matters about
which we have already been fully briefed, thereby running the very
real risk of compromising the work of this extremely important, but
exceptionally fragile agency.

I say again, the publics right to know must be responsibly weighed
against the impact-of release on the public's right to be secure.

I must therefore take strong exception to the action this morning
which, in effect, unilaterally releases classified information. Such a

decision does not comport with the stated aims of this committee, nor
further the objectives of this investigation. Indeed, it may very
well contravene the resolution establishing this committee by im-
properly promoting disclosure outside the select committee of in-

formation which would adversely affect our intelligence activities
in foreign countries.

Therefore, I voice my concern and my dissent.
Senator GOLDWATER. Mr. Chairman.
The CHAIRMAN. Senator Goldwater.
Senator GOLDWATER. Mr. Chairman, I support the statement of

the vice chairman. I was one of the three in the committee that voted
against releasing the SHAMROCK information. I believe the release
of communications intelligence information can cause harm to the
national security; moreover it can lead to serious diplomatic problems
with our allies.

The committee has all the information it needs to recommend legis-
lation on communications intelligence,' and I believe we ought to
get on with the job. Up to now this committee has had a very com-
mendable record for maintaining secrecy, and I hope we are not

going to stray from that good course. The fact that the other body,
the House, seems to be irresponsible in its treatment of the subject
is no reason in my opinion for the Senate to try to use that as an
excuse for disseminating secret material, 'nor to try to copy
irresponsibility.

The American people expect the Congress to take remedial action
when necessary. The American people also expect the Congress to

act responsibly in maintaining our national defense.
The CHAIrPAN. Are there any other Senators who would like to

comment? Senator Huddleston.
Senator HuDDLESTON. Mr. Chairman, just very briefly to comment on

the action of the majority of the committee in releasing this report.
This is certainly the kind of judgment that this committee has had
to make on numerous occasions since the beginning of our inquiry.
I might say prior to this decision there was a great deal of effort, a
great many meetings between the NSA, the White House, the com-
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mittee members, and the committee staff as to just precisely how the
people's, right to know might be balanced with the need for security.

I believe the manner in which -this has been done has revealed to the
public certain'elements of activities that might be considered to be
incorrect. I do not see how you can pass legislation in a vacuum. I
believe that there has to be a certain amount of knowledge made
available to the public and made available to the Congress before
reasonable and meaningful legislation can be processed. I believe that
this has not in any way jeopardized or compromised the security of
our country or the activity of the NSA or other intelligence gather-
ing agencies of our Nation, that they can go forward just as effectively,
perhaps more so, following the result of action of this committee in
developing the proper guidelines and proper procedures for our en-
tire intelligence organization's policy.

Thank you, Mr. Chairman.
The CHIAIR3fAN. Thank you, Senator Huddleston.
Senator Hart.
Senator HART of Colorado. Mr. Chairman, I agree with the action

taken here this morning, even though, as you know, I was one of.those
who originally opposed public hearings on this matter.

This project involved soliciting and obtaining cooperation of cer-
tain international telegraph companies in providing large volumes to
the Government for nearly 30 years, in some cases all of the interna-
tional traffic passing over their facilities. Project SHAMROCK is
improper it seems to me for many reasons, including, first, that it ap-
pears unlawful under section 605 of the Communications' Act of 1934.
and the fourth amendment, although there is no case exactly in point.
Second, it placed the Government in a-position to request illegal acts
of. the. companies, contrary' to' the proper role of the executive to see
that the laws are faithfully executed. Third, it resulted in the Govern-
ment, promising the companies immunity from criminal prosecution to
obtain the cooperation. It raised the possibility which did not occur
insofar as our effort shows, that the companies might some day ter-
iniate their participation unless the Government granted some bene-
fit,' withheld some penalty, or halted some investigation. It resulted in
the invasion of privacy of American citizens whose private and per-
sonal telegrams were intercepted as a result of their being on the NSA
watch list from 1967 to 1973.

It resulted in companies'betraying the trust of their paying cus-
tomers who had a right to expect that the messages would be'lhandled
confidentially. It was undertaken without the companies, first ascer-
taining its legality. It was not disclosed to the Congress until this year.
Finally, it continued without interruption for nearly 30 years, even
though apparently no express approval of the project was obtained
from any President, Attorney General, or Secretary of Defense after
1949.'

The CHAIRMAN. Would any other Senator like to comment?
Then I might just add to what Senator Hart said, that after 1947,.

the program changed without notice to the companies. It changed inl
ways that really placed the responsibility on the Government to notify
the companies of the change in character of the program, and this
apparently was not done.

I do not think that there is any purpose to be served debating the
issue any further, but I would like to say that the lack of any statutory
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base for NSA, establishing its proper limits, is one of the problems,
and there came a time when even the NSA had doubts about the legal-
ity of this program, and also whether it extended beyond the scope of
that Agency's own purpose and authority. For that reason, the Agency
itself finally terminated the program, but such programs can be re-
instituted after investigations of this kind. I think it is clear that laws
are needed, a basic law for the NSA, just as we have a basic law for
the CIA.

Senator TOWER. Mr. Chairman ?
The CH.AIRJIAN. Senator Tower.
Senator TomEr. I would simply like to say that my remarks were

not intended to endorse or condone the activity in question because I do
not endorse or condone it. But I strongly object to the disclosure be-
cause I think it serves no useful purpose. The Agency has been very
cooperative with the committee in making disclosures to the commit-
tee to enable us to pursue our investigation effectively. I think that dis-
closure serves no useful purpose, and I think that when we get to the
question of public disclosure, that if we err in terms of withholding
information or publishing information, that we should err on the side
of safety and I think that we have not done that in this instance. I
think that at this point, should this be considered a precedent, and
should we pursue this pattern of disclosure in the future, then this com-
mittee will have effectively crippled the intelligence-gathering capa-
bility of the Ijnited States of America.

Senator GOLDWATER. Mr. Chairman.
The CHAHRAIAN-. Senator Goldwater.
Senator GOLDWATER. I guess a lot of us are guilty of operations'like

this because many of us censored letters during World War II, reading
those letters. So I think I would have to join the guilty as you would
have to, also.

The CHAIRMfAN. I think that we should recognize the distinction be-
tween war and peace. It poses the question whether this country in
peacetime wants to live always under the customs of war. This was a
peacetime operation.

Senator MAATHIAS. Mr. Chairman?
Senator TOWER. Mr. Chairman.
The CHAIRRMAN. In any case-
Senator MATHIAS. AMr. Chairman.
The CHAIRMAN. Senator Mathias.
Senator -MATITIAS. Senator Goldwater indicted those who had that

long and tedious duty of reading letters during World War II. I cer-
tainly read at least my share. and I expect a little more than my share.
I would say it was perhaps the most boring duty I had in the entire
period of service in the U.S. Navy, but I would have to plead not
guilty because I think the circumstances were very different. One of
the different circumstances is the fact that what was done there was
done in accordance with the law. The law provided-in fact, the law
compelled us to read those letters and to make the appropriate changes
that were required, and it is the law that I think is important here.
I think that the law does not extend to the activities of the NSA. The
law must be made to extend to the NSA. That certainly is going to be
one of the cardinal recommendations of this committee at the conclu-
sion of its work.
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The CHAIRMAN. Thank you.
Senator TOWER. Mr. Chairman.
The CHAIRMAN. Senator Tower.
Senator. TOWER. I think to make fine distinctions on a matter of war

and peace ignores the fact that we are confronted in this world by a
very powerful adversary that would not hesitate to resort to military
means to achieve its political objectives. A powerful adversary that
itself, through its clandestine activities and overt activities, generates
military activity all over the world to accomplish political ends, there-
by jeopardizing the peace and security of everybody in this world who
aspires'to self-determination and wants to have some reasonable hope
,of the realization of that aspiration.

So I think that we cannot draw this in strict terms of war and peace,
in terms of whether or not the United States is actually at war. We
are in effect in a war of sorts. That is a war of the preservation of the
climate in this world where national integrity will be respected.

The CHAIRMAN. Thank you, Senator Tower.
I would only make a final point. Since we are trying to preserve a

free society we do not want to emulate the methods of the Russians in
the name of defense. The actions we do take of a proper security
nature- and proper intelligence nature ought to be within the confines
of the law. There are ways that we can write the law and preserve free-
dom in this country and still maintain our security against the Russian
threat or any other foreign threat. And 200 years of American history
testifies to this.

Senator TOWER. May I say I do not condemn the investigation, nor
do I endorse what was done. It wag wrong and without the law, but
what I object to is the disclosure because I think it serves no useful
purpose and is helpful to the adversary.

The CHAIRMAN. Thank you, Senator.
I would like now' to invite the Attorney General of the United

States to come in.
i Mr. Attorney General, if you would please be seated at the witness
stand.

Before I introduce the Attorney General, Senator Schweiker has a
comment.

Senator SCHWEIKER. The debate that we just had points out very
clearly the lack of law in a very critical area. I hope the debate will
highlight the fact that laws are needed and that there is honest room to
differ amiiong members of this committee. I think that is our first and
most significant aspect of the discussion. I happen to decide this issue
on the basis that the public's right to know outweighs any danger that
might exist to the Government.

In this case I think it was a matter more of embarrassment to the
Government than a matter of damaging security. But I think it was
because we did not have law, and because the area was in a; vacuum,
that we got into this kind of debate. I believe because it was the kind
of Government snooping that I personally could not condone, that
the committee and my standard in this case was that silence is consent.
I thought that the committee and I had a right to speak out on this
matter because I believe to be silent would be to give consent. That is
why I voted consistently to release this. Thank you.
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The CHOnii.N. Thank you, Senator Schweiker. And I would hope
that corporations in the future may find it possible because of the
ways the laws are written to cooperate with the Government in the
public interest. I think we all agree on that.

The Attorney General of the United States has been invited to
appear before the select committee today to discuss the fourth amend-
ment of the Constitution and its application to 20th century problems
of intelligence and surveillance. In the. case of the NSA, which is of
particular concern to us today, the rapid development of technology in
the area of electronic surveillance has seriously aggravated present
ambiguities in the law. The broad sweep of communications inter-
ception by NSA takes us far beyond previous fourth amendment
controversies where particular individuals and specific telephone lines
were the target.

How can we control this sophisticated technology allowing NSA
to perform its legitimate foreign intelligence task without also allow-
ing it to invade the privacy of American citizens by sweeping in
messages unrelated to the interests of national security? What are
we to do about communications that fall outside the realm of tradi-
tional intelligence concerns, such as the vague category of economic
or business intelligence? Are we to allow communications to or from
U.S. citizens regarding economic matters to be intercepted, analyzed
and disseminated by NSA? In an era of economic crisis are the
international phone calls and cables of American businessmen fair
game for government computers ? If so, should warrants or some other
special procedure be required? These are matters of the most serious
concern. The central question is: How should we balance the right
to privacy against the need for national security ?

Mr. Attorney General, your appearance here marks an important
step on the road to more elhctive controls in these areas. As you know,
in addition to practices of the NSA, the committee has also received
considerable testimony on the subject of break-ins and mail openings
and other such factors. We are hopeful that we can explore all of
these subjects with you today. We value your views on the basic prin-
ciples at stake and we look forward to working together with you to
develop legislative recommendations which will help solve these
dilemmas.

I understand that you have prepared a statement and have given
very careful thought to this question, and I recognize that the state'
ment is somewhat lengthy because of the subject, that can hardly be
treated in a truncated fashion. So I invite you now to read your
statement.

Attorney General LEVI. Thank you, Mr. Chairman. I have a lengthy
statement that I have shortened somewhat, hoping to help the com-
mittee in that respect-

Senator MATHIAS. Mr. Chairman, I am wondering whether the
Attorney General would yield for just a moment, so that I could
request that his statement in its entirety be included as part of the
record because I believe that it will be a very valuable part of this
record. We need the benefit of all of it, although he may be inclined
to somewhat shorten it in his oral presentation.

The CHAIRMAN. I fully agree, and without objection the original
statement in its entirety will be included in the record.

[The prepared statement of Attorney General Levi in full follows:]
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,PEPARED STATEMENT OF HON. EoDWARD H. LEVI, ATTORNEY GENERAL OF THE
UNITED STATES

I am here today in response to a request from the Committee to discuss the
relationship between electronic surveillance and the Fourth Amendment of the
Constitution. If I remember correctly, the original request was that I place
before the Committee the philosophical or jurisprudential framework relevant
to this relationship which lawyers, those with executive responsibilities or dis-
cretion, and lawmakers, viewing this complex field, ought to keep in mind. If
this sounds vague and general and perhaps useless, I can only ask for indulgence.
My first concern when I received the request was that any remarks I might
be able to make would be so general as not to be helpful to the Committee.
But I want to be as helpful to the Committee as I can be.

TThe area with which the Committee is concerned is a most important one.
In my view, the development of the law in this area has not been satisfactory,
although there are reasons why the law has developed as it has. Improvement
of the law, which in part means its clarification, will not be easy. Yet it is a most
important venture. In a talk before the American Bar Association last August, I
discussed some of the aspects of the legal framework. Speaking for the Depart-
ment of Justice. I concluded this portion of the talk with the observation and
commitment that 'we have very much in mind the necessity to determine what
procedures through legislation, court action or executive processes will best serve
the national interest, including, of course, the protection of constitutional
rights."
'I begin then with an apology for the general nature of my remarks. This will

be due in part to the nature of the law itself in this area. But I should state at
the outset there are other reasons as well. In any area, and possibly in this
one more than most, legal principles gain meaning through an interaction with
the facts. Thus, the factual situations to be imagined are of enormous significance.

As this Committee well knows, some of the factual situations to be imagined
in this area are not only of a sensitive nature but also of a changing nature.
Therefore, I am limited in what I can say about them, not only because they
are sensitive, but also because a lawyer's imagination about future scientific
developments carries its own warnings of ignorance. This is a point worth
making when one tries to develop appropriate safeguards for the future.

There is an additional professional restriction upon me which I am sure
the Committee will appreciate. The Department of Justice has under active
criminal investigation various activities which may or may not have been
illegal. In addition, the Department through its own attorneys, or private
attorneys specially hired, is iepresenting present or former government employees
in civil suits which have been brought against them for activities in the course
of official conduct. These circumstances naturally impose some limitation upon
what it is appropriate for me to say in this forum. I ought not give specific
conclusory opinions as to matters under criminal investigation or in litigation.
I can only'hope that what I have to say may nevertheless be of some value to
the Committee in its search for constructive solutions.

I do realize there has to be some factual base, however unfocused it may at
times have to be, to give this discussion meaning. Therefore, as a beginning,
I propose to recount something of the history of the Department's position and
practice with respect to the use of electronic surveillance, both for telephone
wiretapping and for trespassory placement of microphones.

As I read the history, going back to 1931 and undoubtedly prior to that time,
except for an interlude between 1928 and 1931, and for two months in 1940,
the policy of the Department of Justice has been that electronic surveillance
could he employed without a warrant in certain circumstances.

In 1928 the Supreme Court in Olmstead v. United States held that wiretapping
was not within the coverage of the Fourth Amendment. Attorney General
Sargent had issued an order earlier in the same year prohibiting what was then
known as the Bureau of Investigation from engaging in any telephone wire-
tapping for any reason. Soon after the order was issued, the Prohibition Unit
was transferred to the Department as a new bureau. Because of the nature of
its work and the fact that the Unit had previously engaged in telephone wire-
tapping, in January 1931. Attorney General William D. Mitchell directed that
a study be made to determine whether telephone wiretapping should be per-
mitted and, if so, under what circumstances. The Attorney General determined
that in the meantime the bureaus within the Department could engage in
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telephone wiretapping upon the personal approval of the bureau chief after
consultation Evith the Assistant Attorney General in charge of the cAse. The
policy during this period was to allow wiretapping only with respect to the
telephones of syndicated bootleggers, where the agent had probable cause to
believe the telephone was being used for liquor operations. The- bureaus were
instructed not to tap telephones of public officials and other persons not di-
rectly engaged in the liquor business. In December 1931, Attorney General
William Mitchell expanded the previous authority to include "exceptional
cases where the crimes are substantial and serious, and the necessity is great
and [the bureau chief and the Assistant Attorney General] are satisfied that
the persons whose wires are to be tapped are of the criminal type."

During the rest of the thirties it appears that the Department's policy con-
cerning telephone wiretapping generally conformed to the guidelines adopted
by Attorney General William Mitchell. Telephone wiretapping was limited to
cases involving-the safety of the victim (as in kidnappings), location and appre-
hension of "desperate"' criminals, and other cases considered to be of major
law enforcement importance, such as espionage and sabotage.

In December 1937, however, in the first Nardone case the United States Su-
preme Court reversed the Court of Appeals for the Second Circuit, and ap-
plied Section 605 of the Federal Communications Act of 1934 to law enforce-
ment officers; thus rejecting the Department's argument that it did not so
apply. Although the Court read the Act to cover only wire interceptions where
there had also been disclosure in court or to the public, the decision un-
doubtedly had its impact upon the Department's estimation of the value of
telephone wiretapping as an investigative technique. In the second Nardone
case in December 1939, the Act was read to bar the use in court not only of
the overheard evidence, but also of the fruits of that evidence. Possibly for this
reason, and also because of public. concern over telephone wiretapping, on
'March 15, 1940, Attorney General Robert Jackson imposed a total ban. on its
use by the Department. This ban lasted about two months.

On May 21, 1940, President Franklin Roosevelt issued a memorandum to the
Attorney General stating his view that electronic surveillance would be proper
under the Constitution where "grave matters involving defense of the nation"
were. involved. The President authorized and directed. the Attorney General
"to secure information. by listening devices [directed at]. the conversation or
other communications of persons suspected of- subversive activities against the
Government of the United,-States, including suspected spies." The Attorney
General was requested "to limit these investigations so conducted to aL.minimum
and to limit them insofar. as possible as to aliens." Although the President's
memorandum did not use the term "trespassory microphone surveillance," the
language was sufficiently broad to include that practice, and the Department
construed it as an authorization to conduct trespassory microphone surveil-
lances as well as telephone wiretapping in national security cases. The authority
for the President's action was later confirmed by an opinion by Assistant
Solicitor. General Charles Fahy who advised the Attorney General that elec-
tronic surveillance could be conducted where matters affected the security
of the nation.

On July 17, 1946, Attorney General Tom C. Clark sent President Truman
a letter reminding him that President Roosevelt had authorized and directed
Attorney General Jackson to approve "listening devices [directed at] the con-
versation of' other communications of persons suspected of subversive activities
against the Government of the United States. including suspected spies" and
that the directive had been followed by Attorneys General Robert Jackson and
Francis Biddle. Attorney General Clark recommended that the directive "he con-
tinued in force" in view of the "increase in subversive activities" and "a very
substantial increase in crime." He stated that it was imperative to use such
techniques "in cases vitally affecting the domestic security, or where human life
is in jeronardy" and that Department files indicated that his two most recent
predecessors as Attorney General would concur in this view. President Truman
sinned his conctrrence on the Attorney General's letter.

According to the Department's records, the annual total of telephone wire-
taps and microphones installed by the Bureau between 1940 through 1951 was
as follows:
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Telephone wiretaps:
1940 ----------------------
1941 ----------------------
1942 ----------------------
1943 ----------------------
1944 ----------------------
1945 ----------------------
1946 ----
1947 -----------------
1948 ----------------------
1949 ----------------------
1950 ----------------------
1951 --------- __------

6
67

304
475
517
519
364
374
416
471
270
285

Microphones:
1940 ______________________
1941 ----------------------
1942 ----------------------
1943 ----------------------
1944 ----------------------
1945 ----------------------
1946 ------- _--------------
1947 ---------- _-_------___
1948 -----
1949 ______________________
1950 ---------------------
1951 ----------------------

6
25
88

193
198
186
84
81
67
75
61
75

It should be understood that these figures, as is the case for the figures I have
given before, are cumulative for each year and also duplicative to some extent,
since a telephone wiretap or microphone which was installed, then discontinued,
but later reinstated would be counted as a new action upon reinstatement.

In 1952, there were 285 telephone wiretaps, 300 in 1953, and 322 in 1954. Be-
tween February 1952 and May 1954, the Department's position was not to au-
thorize trespassory microphone surveillance. This was the position taken by
Attorney General McGrath, who Informed the FBI that he would not approve
the installation of trespassory microphone surveillance because of his concern
over a possible violation of the Fourth Amendment. FBI records indicate there
were 63 microphones installed in 1952, there were 52 installed in 1953, and there
were 99 installed in 1954. The policy against Attorney General approval, at least
in general, of trespassory microphone surveillance was reversed by Attorney
General Herbert Brownell on May 20, 1954, in a memorandum to Director Hoover
instructing him that the Bureau was authorized to conduct trespassory micro-
phone surveillances. The Attorney General stated that "considerations of internal
security and the national safety are paramount and, therefore, may compel the
unrestricted use of this technique in the national interest."

A memorandum from Director Hoover to the Deputy Attorney General on
May 4, 1961, described the Bureau's practice since 1954 as follows: "[I]n the
Internal security field, we are utilizing microphone surveillances on a restricted
basis even though trespass is necessary to assist in uncovering the activities of
Soviet intelligence agents and Communist Party leaders. In the interests of
national safety, microphone surveillances are also utilized on a restricted basis,
eyen though trespass is necessary, in uncovering major criminal-activities. We are
using such coverage in connection with our investigations of the clandestine
activities of top hoodlums and organized crime. From an intelligence standpoint,
this investigative technique has produced results unobtainable through other
means. The information so obtained Is treated in the same manner as information
obtained from wiretaps, that is, not from the standpoint of evidentiary value
but for intelligence purposes."

The number of telephone wiretaps and microphones from 1955 through 1964
was as follows:
Telephone wiretaps:

:1955_________________----___
1956 _________--------
1957_______________________
1958____-__-----------
1959_______________________
1960___-------
1961 ________-__-------
1962______________________--
1963______________________--
1964_______-------

214
164
173
166
120
115
140
198
244
260

Microphones:
1955_______________________
1956_______________________
1957_______________________
1958_______________________
1959_______________________
1960_-_--------
1 961 _______________-_
1962_______________________
1963_____----------
1964______---------

102
71
73
70
75
74
85

100
83

106
It appears that there was a change in the authorization procedure for micro-

phone surveillance in 1965. A memorandum of March 30, 1965, from Director
Hoover to the Attorney General states that "[fln line with your suggestion this
morning, I have already set up the procedure similar to requesting of authority
for phone taps to be utilized in requesting authority for the placement of micro-
phones."

President Johnson announced a policy for federal agencies in June 1965 which
required that the interception of telephone conversations without the consent of
one of the parties be limited to investigations relating to national security and
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that the consent of the Attorney General be obtained in each instance. The
memorandum went on to state that use of mechanical or electronic devices to over-
hear conversations not communicated by wire is an even more difficult problem'
'which raises substantial and unresolved questions of Constitutional interpre-

tation." The memorandum instructed each agency conducting such an investiga-
tion to consult with the Attorney General to ascertain whether the agency's
practices were fully in accord with the law. Subsequently, in September 1965,
the Director of the FBI wrote the Attorney General and referred to the "present
atmosphere, brought about by the unrestrained and injudicious use of special
investigative techniques by other agencies and departments, resulting in Con-
gressional and public alarm and opposition to any activity which could in any
way be termed an invasion of privacy." "As a consequence," the Director wrote,
4'we have discontinued completely the use of microphones." The Attorney General
responded in part as follows: "The use of wiretaps and microphones involving
trespass present more difficult problems because of the inadmissibility of any
evidence obtained in court cases and because of current judicial and public
attitude regarding their use. It is my understanding that such devices will not be
used without my authorization, although in emergency circumstances they may
be used subject to my later ratification. At this time I believe it desirable
that all such techniques be confined to the gathering of intelligence in national
security matters, and I will continue to approve all such requests in the future
as I have in the past. I see no need to curtail any such activities in the national
security field."

The policy of the Department was stated publicly by the Solicitor General in
a supplemental brief in the Supreme Court in Black v. United States in 1960.
Speaking of the general delegation of authority by Attorneys General to the
Director of the Bureau, the Solicitor General stated in his brief:

"An exception to the general delegation of authority has been prescribed, since
1940, for the interception of wire communications, which (in addition to being
limited to matters involving national security or danger to human life) has
required the specific authorization of. the Attorney General in each instance.
No similar procedure existed until 196.5 with respect to the use of devices such
Fas those involved in the instant case, although records of oral and written
communications within the Department of Justice reflect concern by Attorneys
General and the Director of the Federal Bureau of Investigation that the use of
listening devices by agents of the government should be confined to a strictly
limited category of situations. Under Departmental practice in effect for a period
of years prior to 1963, and continuing until 1965, the Director of the Federal
Bureau of Investigation was given authority to approve the installation of
devices such as that in question for intelligence (and not evidentiary) purposes
wwhen required in the interests of internal security or national safety, including
organized crime, kidnappings and matters wherein human life might be at
stake....

Present Departmental practice, adopted in July 1965 in conformity with the
policies declared by the President on June 30, 1965, for the entire federal estab-
lishment, prohibits the use of such listening devices (as well as the interception
of telephone and other wire communications) in all instances other than those
involving the collection of intelligence affecting the national security. The specific
authorization of the Attorney General must be obtained in each instance when
this exception Is invoked."

The Solicitor General made a similar statement in another brief filed that
same term (Sclhipani v. U.S.) again emphasizing that the data would not be
made available for prosecutorial purposes, and that -the specific authorization
of the Attorney General must be obtained in each instance when the national
security is sought to be invoked. The number of telephone wiretaps and micro-
phones installed since 1965 are as follows:

Telephone wiretaps: Microphones:
1965-_ - __________________ 233 1965_---------------------- 67
1966_- _ ---------- 174 1966_---------------------- 10
1967_---------------------- 113 1967_---------------------- 0
1968- - ---------- 82 1968_--------------------- 9
1969- - ________________ 123 1969_---------------------- 14
1970_---------------------- 102 1970_---------------------- 19
1971_---------------------- 101 1971_______________________- 16
1972_---------------------- 108 1972_---------------------- 32
1973_---------------------- 123 1973_---------------------- 40
1974_---------------------- 190 1974_---------------------- 42
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Comparable figures for the year 1975 up to October 29 are:
Telephone wiretaps: 121
Microphones: 24

In 1968 Congress passed the Omnibus Crime Control and Safe Streets Act.
Title III of the Act set up a detailed procedure for the interception of wire or
oral communications. The procedure requires the issuance of a judicial warrant,
prescribes the information to be set forth in the petition to the judge so that,
among other things, he may find probable cause that a crime has been or is about
to be committed. It requires notification to the parties subject to the intended
surveillance within a period not more than ninety days after the application
for an order of approval has been denied or after the termination of the period
of the order or the period of the extension of the order. Upon a showing of good
cause the judge may postpone the notification. The Act contains a saving clause
to the effect that it does not limit the constitutional power of the President
to take such measures as he deems necessary to protect the nation against
actual or potential attack or other hostile acts of a foreign power, to obtain
foreign intelligence information deemed essential to the security of the United
States. or to protect national security information against foreign intelligence
activities. Then in a separate sentence the proviso goes on to say, "Nor shall
anything contained in this chapter be deemed to limit the constitutional power
of the President to take such measures as he deems necessary to protect the
United States against the overthrow of the government by force or other un-
lawful means, or against any other clear and present danger to the structure or
existence of the government."

The Act specifies the conditions under which information obtained through a
presidentially authorized interception might be received into evidence. In speak-
ing of this saving clause, Justice Powell in the Keith case in 1972 wrote: "Con-
gress simply left presidential powers where it found them." In the Keith case
the Supreme Court held that in the field of internal security, if there was no
foreign involvement, a judicial warrant was required for the Fourth Amendment.
Fifteen months after the Keith case Attorney General Richardson. in a letter to
Senator Fulbright which was publicly released by the Department, stated: "In
general, before I approve any new application for surveillance without a war-
rant, I must be convinced that it is necessary (1) to protect the nation against
actual or potential attack or other hostile acts of a foreign power; (2) to obtain
foreign intelligence information deemed essential to the security of the United
States; or (3) to protect national security information against foreign intelli-
gence activities." .

I have read the debates and the reports of the Senate Judiciary Committee
with respect to Title III and particularly the proviso. It may be relevant to point
out that Senator Philip Hart questioned and opposed the form of the proviso
reserving presidential power. But I believe it is fair to say that his concern was
primarily, perhaps exclusively, with the language which dealt with presidential
power to take such measures as the President deemed necessary to protect the
United States "against any other clear and present danger to the structure or
existence of the Government."

I now come to the Department of Justice's present position on electronic sur-
veillance conducted without a warrant. Under the standards and procedures
established by the President, the personal approval of the Attorney General is
required before any non-consensual electronic surveillance may be instituted
within the United States without a judicial warrant. All requests for surveil-
lance must be made in writing by the Director of the Federal Bureau of Inves-
ligation and must set forth the relevant circumstances that justify the proposed
surveillance. Both the agency and the Presidential appointee initiating the
request must be identified. These requests come to the Attorney General after
they have gone through review procedures within the Federal Bureau of Investi-
gation. At my request, they are then reviewed in the Criminal Division of the
Department. Before they come to the Attorney General, they are then examined
by a special review group which I have established within the Office of the
Attorney General. Each request, before authorization or denial, receives my per-
sohnl attention. Requests are only authorized when the requested electronic sur-
veillance is necessary to protect the nation against actual or potential attack or
other hostile acts of a foreign power; to obtain foreign intelligence deemed
essential to the security of the nation; to protect national security information
against foreign intelligence activities; or to obtain information certified as
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necessary for the conduct of foreign affairs matters important to the national-
security of the United States. In addition the subject of the electronic surveil-
lance must be consciously assisting a foreign power or foreign-based political
group, and there must be assurance that the minimum physical intrusion neces-
sary to obtain the information sought will be used. As these criteria will show-
and as I will indicate at greater length later in discussing current guidelines the-
Department of Justice follows, our concern is with respect to foreign powers or'

their agents. In a public statement made last July 9th, speaking of the warrant-
less surveillances then authorized by the Department, I said "it can be said that
there are no outstanding instances of warrantless wiretaps or electronic surveil-
ance directed against American citizens and none will be authorized by me
except in cases where the target of surveillance is an agent or collaborator of a
foreign power." This statement accurately reflects the situation today as well.

Having described in this fashion something of the history and conduct of the
Department of Justice with respect to telephone wiretaps and microphone instal-
lations, I should like to remind the Committee of a point with which I began,
namely, that the factual situations to be imagined for a discussion such as this
are not only of a sensitive but a changing nature. I do not have much to say about

this except to recall some of the language used by General Allen in his testimony
before this Committee. The techniques of the NSA, he said, are of the most sensi-
tive and fragile character. He described as the responsibility of the NSA the
interception of international communication signals sent through the air. He
said there had been a watch list, which among many other names, contained Mhe
names of U.S. citizens. Senator Tower spoke of an awesome technology-a huge
vacuum cleaner of communications-which had the potential for abuses. General'
Allen pointed out that "The United States, as part of its effort to produce
foreign intelligence, has intercepted foreign communications, analyzed, and in
some cases decoded, these communications to produce such foreign intelligence
since the Revolutionary War." He said the mission of NSA is directed to foreign
intelligence obtained from foreign electrical communications and also from other
foreign signals such as radar. Signals are intercepted by many techniques and'
processed, sorted and analyzed by procedures which reject inappropriate or
unnecessary signals. He mentioned that the interception of communications.
however it may occur, is conducted in such a manner as to minimize the unwanted
messages. Nevertheless, according to his statement, many unwanted communica-
tions are potentially selected for further processing. He testified that subsequent'
processing, sorting and selection for analysis are conducted in accordance with
strict procedures to insure immediate and, wherever possible, automatic rejection
of inappropriate messages. The analysis and reporting is accomplished only for
those messages which meet specific conditions and requirements for foreign
intelligence. The use of lists of words, including individual names, subjects. loca-
tions, et cetera, has long been one of the methods used to sort out information of
foreign intelligence value from that which is not of interest.

General Allen mentioned a very interesting statute, IS USC 952, to which I
should like to call your particular attention. The statute makes it a crime for
any one who by virtue of his employment by the United States obtains any
official diplomatic code and willfully publishes or furnishes to'another without
authorization any such code or any other matter which was obtained while
in the process of transmission between any foreign government and its diplomatic'
mission in the United States. I call this to your attention because a certain in-
direction is characteristic of the development of law, whether by statute or
not, in this area.

The Committee will at once recognize that I have not attempted to summarize
General Allen's testimony, but rather to recall it so that this extended dimen-
sion of the variety of fact situations whieh we have to think about as we explore
the coverage and direction of the Fourth Amendment is at least suggested.

Having attempted to provide something of a factual base for our discussion,
I turn now to the Fourth Amendment. Let me say at once, however, that while
the Fourth Amendment can be a most important guide to values and procedures,
it does not mandate automatic solutions.

The history of the Fourth Amendment Is very much the history of the Amer-
ican Revolution and this nation's quest for independence. The Amendment is
the legacy of our early years and reflects values most cherished by the Founders.
In a direct sense, it was a reaction to the general warrants and writs of assist-
ance employed by the officers of the British- Crown to rummage and ransack
colonists' homes as a means to enforce antismuggling and customs laws. General
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search warrants had been used for centuries in England against those accused
of seditious libel and other offenses. These warrants, sometimes judicial, some-
times not, often general as to persons to be arrested, places to be searched, and
things to be seized, were finally condemned by Lord Camden in 1765 in Entick v.
Carrington, a decision later celebrated by the Supreme Court in Boyd v. United
States as a "landmark of English liberty . . . one of the permanent monuments of
the British Constitution." The case involved a general warrant, issued by Lord
Halifax as Secretary of State, authorizing messengers to search for John Entick
and to seize his private papers and books. Entick had written publications
criticizing the Crown and was a supporter of John Wilkes, the famous author
and editor of the North Briton whose own publications had prompted wholesale
arrests, searches, and seizures. Entick sued for trespass and obtained a jury
verdict in his favor. In upholding the verdict, Lord Camden observed that if the
government's power to break into and search hbmes were accepted, "the secret
cabinets and bureaus of every subject in this kingdom would be thrown open
to the search and inspection of a messenger, whenever the secretary of state
shall see fit to charge, or even to suspect, a person to be the author, printer,
or publisher of 'a seditious libel."

The practice of the general warrants, however, continued to be known in
the colonies. The writ of assistance, an even more arbitrary and oppressive
instrument than the general warrant, was also widely used by revenue officers
to detect smuggled goods. Unlike a general warrant, the writ of assistance
was virtually unlimited in duration and did not have to be returned to the court
upon its execution. It broadly authorized indiscriminate searches and seizures
against any person suspected by a customs officer of possessing prohibited or
uncustomed goods. The writs, sometimes judicial, sometimes not, were usually
isued by colonial judges and vested Crown officers with unreviewed and un-
bounded discretion to -break into homes, rifle drawers, and seize private papers.
All officers and subjects of the Crown were further commanded to assist in the
writ's execution. In 1761 James Otis eloquently denounced the writs as "the
worst instrument of arbitrary power, the most destructive of English liberty,
and the fundamental principles of law, that ever was found in an English law
book," since they put "the liberty of every man in the hands of every petty
officer." Otis' fiery oration later prompted John Adams to reflect that "then
and there was the first scene of the first act of opposition to the arbitrary
claims of Great Britain. Then and there the child Independence was born."

The words of the Fourth Amendment are mostly the product of James Madison.
His original version appeared to be directed solely at the issuance of improper
warrants. Revisions accomplished under circumstances that are still unclear
transformed the Amendment into two separate clauses. The change has influ-
enced our understanding of the nature of the rights it protects. As embodied in
our Constitution, the Amendment reads: "The right of the people to be secure
in their persons, houses, papers, and effects, against unreasonable searches and
seizures, shall not be-violated, and no Warrants shall issue, but upon probable
cause, supported by oath or affirmation, and particularly describing the place
to be searched, and the persons or things to be seized."

Our understanding of the purposes underlying the Fourth Amendment has
been an evolving one. It has been shaped by. subsequent historical events, by
the changing conditions of our modern technological society, and by the develop-
ment of our own traditions, customs, and values. From the beginning, of course,
there has been agreement that the Amendment protects against practices such
as those of the Crown officers under the notorious general warrants. and writs
of assistance. Above all, the Amendment safeguards the people from unlimited,
undue infringement by the government on the security of persons and their
property.

But our perceptions of the language and spirit of the Amendment have' gone
beyond the historical wrongs the Amendment was intended to prevent. The
Supreme Court has served as the primary' explicator of these evolving percep-
tions and has sought to articulate the values ;the Amendment incorporates.
I believe it is useful in our present endeavor to identify some of these perceived
values.

1 Madison's proposal read as follows: "The rights of the people to be secured in their
persons. their houses, their papers, and their other property, from all unreasonable searches
and seizures, shall not be violated by warrants Issued without probable cause, supported by
oath or affirmation, or not particularly describing the places to be searched, or the persons
or things to be seized."
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First, broadly considered, the Amendment speaks to the autonomy of the
Individual against society. It seeks to accord to each individual, albeit imperfectly,
a measure of the confidentiality essential to the attainment of human dignity.
It is a shield against indiscriminate exposure of an individual's private -affairs
to the world-ian exposure which can destroy, since it places in jeopardy the
spontaneity of thought and action on which so much depends. As Justice
Brandeis observed in his dissent in the Olmstead case, in the Fourth Amendment
the Founders "conferred, as against the Government, the right to be let alone-
the most comprehensive of rights and' the right most valued by civilized men."
Judge Jerome Frank made the same point in a dissent in a case in which a paid
informer with a concealed' microphone broadcast an intercepted conversation to
a narcotics agent. Judge Frank wrotbe in 'United States, v. On- Lee that'i[-a]
sane, decent, civilized society must provide some such oasis, some shelter fiom
public scrutiny, some insulated enclosure some enclave, some inviolate place
which is a man's castle." The Amendment does not protect absolutely the
privacy of an individual. The need for privacy, and the law's response to that
need, go beyond the Amendment. But the recognition of the value of individual
autonomy remains close to the Amendment's core.

A parallel value has been the Amendment's special concern with intrusions
when the purpose is to obtain evidence to incriminate the victim of the search.
As the Supreme Court observed in Boyd, which involved' an attempt to compel
the production of an individual's private papers, at some point the Fourth Amend-
menit's prohibition against unreasonable searches and seizures and the Fifth
Amendment's prohibition against compulsory self-incrimination "run almost
into each other." The intrusion on an individual's privacy has long been thought
to be especially grave when the search is based on a desire to discover in-
criminating evidence.2 The desire to incriminate may be seen as only an aggravat-
ing circumstance of the search, but it has at times proven to be a decisive factor
in determining its legality. Indeed, in Boyd the Court declared broadly that "com-
pelling the production' of [a' person's] private books and papers,' to convict-him.
of crime, or to forfeit his property, is contrary to the principles of a free g'ov_
ernnent."

The incriminating evidence point goes to the integrity of the criminal justice
system. It does not necessarily settle the issue whether the overhearing can
properly take place. It goes to the use and purpose of the information overheard.

An additional concern of the Amendment has been the protection of freedom
of thought, speech, and religion. The general warrants were used in England as-
a powerful Instrument to suppress what was regarded as seditious libel or non-
conformity. Wilkes was imprisoned in the Tower and all' his private papers seizd
under such a warrant for his' criticism of the King. As Justice Frankfurter4in-
quired, dissenting in Harys v; Un4ted- Sfttes, 'a'case 'that concerned' the per-
missible scope of searches incident' to arrest. "How can there' 'be 'freedom of
thought or freedom of speech or freedom of religion, if the police can, without
warrant, search your house and mine from garret to cellar . . .?" So Justice
Powell stated in Keith that "Fourth Amendment protections become the more
necessary when the targets of offlcial surveillance may be those suspected of
unorthodoxy in their political beliefs."

Another concern embodied in the Amendment may be found In its second
clause dealing with the warrant requirement, even though the Fourth Amend-
ment does not always require a warrant. The fear is that the law enforcement
officer, if unchecked, may misuse his powers to harass those who' hold unpopular
or simply different views, and to intrude, capriciously upon the privacy of in-
dividuals. It is the recognition of the possibility for abuse, inherent whenever
executive discretion is uncontrolled, that gives rise to the requirement of a war-
rant. That requirement constitutes an assurance that the judgment of a neutral
and detached magistrate will come to bear before the intrusion is made and that
the decision whether the privacy of the individual must yield to a greater need
of society will not be left to the executive alone.

2
'I'lhe concern with self-incrimination is reflected in the test of standing to Invoke the

exclusionary rule. As the Court stated In United States v. Calandra: "Thus, standing to
imivolie the exclusionary rule [tinder the Fourth Amendment] has been confined to situations
where the Government seeks to use such evidence to incriminate the victim of the unlawful
search.... This standing rule is premised on a recognition that the need for deterrence,
and0 hence the rationale for excluding the evidence are strongest where the Government's.
iiilmm'wx'fml conduct would result in imposition of a criminal sanction on the victim of the
search."



* A final value reflected in the Fourth Amendment is revealed in its opening
words: "The right of the people." Who are "the people" to whom the Amendment
refers? The Constitution begins with the phrase, "We the People of the United
States." That phrase has the character of words of art, denoting the power from
which, the Constitution comes. It does suggest a special concern for the American
citizen and for those who share the responsibilities of citizens. The Fourth
Amendment guards the right of "the people" and it can be urged that it was
not meant to apply to foreign nations, their agents and collaborators. Its ap-
plication may at least take account of that difference.

The values outlined above have been embodied in the Amendment from thq
beginning. But the importance accorded a particular value has varied during
the course of our history. Some have been thought more important or more
threatened than others at times. When several of the values coalesce, the need
for protection has been regarded as greatest. When only one is involved, that
ineed has been regarded as lessened. Moreover, the scope of the Amendment
itself has been altered over time, expanding or contracting in the fact of chang-
ing circumstances and needs. As with the evolution of other constitutional pro-
visions, this development has been case in definitional terms. Words have been
read by different Justices and different Courts to mean different things. The
words of the Amendment have not changed; we, as a people, and the world which
eive ops us, have changed.

An important example is what the Amendment seeks to guard as "secure."
'The wording of the Fourth Amendment suggests a concern with tangible prop-
.erty. By its terms, the Amendment protects the right of the people to be secure
in! their 'persons, houses, papers and effects." The emphasis appears to be on the
material possessions of a person, rather than on his privacy generally. The
Court came to that conclusion in 1928 in the Olrnstead ease, holding that the
interception of telephone messages, if accomplished without a physical trespass,
Vs outside the scope of the. Fourth Amendment. Chief Justice Taft, writing
for the Court, reasoned that wiretapping did not involve a search or seizure;
the Amendment protected only tangible material "effects" and not intangibes
such as oral conversations. A thread of the same idea can be found in Entick,
where Lord Camden said: "The great end for which men entered into society was
to secure their property." But, while the removal and carrying off of papers
w as a trespass of the most aggravated sort, inspection alone was not: "the
eye," Lord Camden said, "cannot by the law of England be guilty of a trespass."

The movement of the law since Olmstead has been steadily from protection of
property to protection of privacy. In the Goldman case in 1942 the Court held
that the use of a. detectaphone placed against the wall of a room to overhear
oral conversations in an adjoining office was not unlawful because no physical
trespass was involved. The opinion's unstated assumption. however, appeared to
be that a private- oral conversation could. be among the protected "efects"
within the meaning of the Fourth Amendment. The Silvernan case later eroded
OQamstead substantially by holding that the Amendment was violated by the in-
terception of an oral conversation through the use of a spike mike driven into
a party wall. -penetrating the heating duct of the adjacent home. The Court
stated that the question whether a trespass had occurred as a technical matter
of property law was not controlling; the existence of an actual intrusion was
sufficient. *

The: Court finally reached the opposite emphasis from its previous stress on
property in 1967 in Katz v. Urited States. The Court declared that the Fourth
Amendment "protects people, not places," against unreasonable searches and
seizures: that oral conversations, although intangible, were entitled to be secure
against the uninvited ear of a government officer. and that the interception of a
telephone conversation, even if accomplished without a trespass, violated the
privacy on which petitioner justifiably relied while using a telephone booth.
Justice Harlan, in a concurring opinion, explained that to have a constitution-
ally protected right of privacy under Katz it was necessary that a person, first,
"have exhibited an actual (subjective) expectation of privacy and, second, that
the expectation be one that society is prepared to recognized as 'reasonable.'"

'At first glance, Katz might be taken as a statement that the Fourth Amend-
ment now protects all reasonable expectations of privacy-that the boundaries
of the right of privacy are coterminous with those of the Fourth Amendment. But
that assumption would be misleading. To begin with the Amendment still
protect. some interests that have very little if any thing to do with privacy. Thus,
the police may not, without warrant, seize an automobile parked on the owner's
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driveway even though they have reason to believe that the automabile was used
in committing a crime. The interest protected by the Fourth Amendment in such
a case is probably better defined in terms of property than privacy. Moreover, the
Kato opinion itself cautioned that "the Fourth Amendment cannot be translated
into a general constitutional 'right to privacy."' Some privacy interests are pro-
tected by remaining Constitutional guarantees. Others are protected by federal
statute, by the states, or not at all.

The point is twofold. First, under the Court's decisions, the Fourth Amendment
does not protect every expectation of privacy, no matter how reasonable or
actual that expectation may be. It does Hot protect, for example, against false
friends' betrayals to the police of even the most private confidences. Second, the
' reasonable expectation of privacy" standard, often said to be the test of Katz,
is itself a conclusion. It represents a judgment thit certain behavior should as a
matter of law be protected against unrestrained governmental intrusion. That
judgment,-to be sure, rests in part on an assessment of the reasonableness of the
expectation, that is, on an objective, factual estimation of a risk of intrusion
under given circumstances, joined with an actual expectation of privacy by the
person involved in a particular case. But it is plainly more than that, since
it is also intermingled with a judgment as to how important it is to society that
an expectation'should be confirmed-a judgment based on a perception-of our
customs, traditions, and values as a free people.

The Katz decision itself illustrates the point. Was it really a,"reasonable ex-
pectation" at the time of Katz for a person to believe that his telephone conver-
-sation in a public phone booth was private and not susceptible to interception by
A microphone on the booth's outer wall? Almost forty years earlier in Olmstead
the Court held that such nontrespassory. interceptions were permissible. Goldman
reaffirmed that holding. So how could Katz reasonably expect the contrary? The
-answer, I think. is that the Court's decision in Katz turned ultimately on'.an
assessment of the effect of permitting such unrestrained intrusions on the in-
dividual in his private and social life. The judgment was that a license for un-
limited governmental intrusions upon every telephone would pose too great
.a danger to the spontaneity of human thought and behavior. Justice Harlan
put the point this way in United States v. White:

"The analysis must, in my yiew, transcend the search for subjective expectations
.or legal attribution of assumptions of risk. Our expectations, and the risks we
.assume, are in large part reflections of laws that translate into rules the customs
.and values of the past and present."

A weighing of values is an inescapable part in the interpretation and growth
.of the Fourth Amendment. Expectations, and their reasonableness, vary accord-
ing to. circumstances. So. will the need for an intrusion and its likely effect.
These elements will define the boundaries of the interests which the Amend-
,ment holds as "secure." .

*To identify the interests which are to be "secure," of course, only begins the
inquiry. It is equally essential to identify the dangers from which those in-
terests are to be secure. What constitutes an intrusion will depend on the scope
,of the protected interest. The early view that the Fourth Amendment protected
only tangible property resulted in the rule that a physical trespass or taking was
the measure of an intrusion. Olmstead tested on the-fact that there had been no
physical trespass into the defendant's home or office. It also held that the use
of the sense.of hearing to intercept a conversation did not constitute a search or
seizure. Katz, by expanding the scope of the.protected interests, necessarily al-
-tered our misunderstanding of what constitutes.an intrusion. Since intangibles
.such as oral conversations are now regarded as protected "effects," the over-
hearing of a .conversation may constitute an intrusion apart from whether a
physical trespass is involved.

The nature of the search and seizure can be very important. An entry into
a house to search its interior may be viewed as more serious than the over-
hearing of a certain type of conversation. The risk of abuse may loom larger
in one case than the other. The factors that have come to be viewed as most
important, however, are the purpose and effect of the intrusion. The Supreme
Court has tended to focus not so much on what was physically done, but on why
it was done and what the consequence is likely to be. What is seized, why it
was seized, and what is done with what is seized are critical questions.

-1 stated earlier that a central concern of the Fourth Amendment wvas with
-intrusions to obtain evidence to incriminate the victim of the search. This
.concern has been reflected in Supreme Court decisions which have traditionally
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treated intrusions to gather incriminatory evidence differently from intrusions
for neutral or benign purposes. In Frank v. Maryland, the appellant was fined
for refusing to allow a housing inspector to-enter his residence to determine
whether it was maintained in compliance with the municipal housing code.
Violation of the code would have led only to a direction to remove the violation.
Only failure to comply with the direction would lead to a criminal sanction.
The Court held that such administrative searches could be conducted without
warrant. Justice Frankfurter, writing for the Court, noted that the Fourth,
Amendment was a reaction to "ransacking by Crown officers of the homes of
citizens in search of evidence of crime or of illegally imported goods." He ob-
served that both Entick and Boyd were concerned with attempts to compel in-
dividuals to incriminate themselves in criminal cases and that "it was on the
issue of the right to be secure from searches for evidence to be used in criminal
prosecutions or for forfeitures that the great battle for fundamental liberty was
fought" There was thus a great difference, the Justice said, between searches
to seize evidence for criminal prosecutions and searches to detect the existence
of municipal health code violations. Searches in this latter category, conducted
"as an adjunct to a regulatory scheme for the general welfare of the community
and not as a means of enforcing the criminal law, [have] antecedents deep imb
our history," and should not be subjected to the warrant requirement.

Frank was later overruled in 1967 in Camara v. Municipal Court, and a com-
panion case, See v. City of Seattle. In Cam ara, appellant was, like Frank, charged
with a criminal violation as a result of his refusal to permit a municipal Inspector
to enter his apartment to investigate possible violations of the city's housing
code. The Supreme Court rejected the Frank rationale that municipal fire, health,
and housing inspections could be conducted without a warrant because the
object of the intrusion was not to search for the fruits or instrumentalities of
crime. Moreover, the Court noted that most regulatory laws such as fire, health,
and housing codes were enforced by criminal processes, that refusal to 'permit
entry to an inspector was often a criminal offense, and that the "self-protection"
or "non-incrimination" objective of the Fourth Amendment was therefore in-
deed involved.

But the doctrine of Camara proved to be limited. In 1971 in Wyman v. James
the Court held that a "home visit" by a welfare caseworker, which entailed ter-
mination of benefits if the welfare recipient refused entry, was lawful despite
the absence of a warrant. The Court relied on the importance of the public's
interest in obtaining information about the recipient, the reasonableness of the
measures taken to ensure that the intrusion was limited to the extent practicable,
and most importantly, the fact that the primary objective of the search was not
to obtain evidence for a criminal investigation or prosecution. Camara and
Frank were distinguished' as involving criminal proceedings.

Perhaps what these cases mainly say is that the purpose of the intrusion, and
the use to which what Is seized is put, are more important from a constitutional
standpoint than the physical act of intrusion itself. Where the purpose or effect
is noncriminal, the search and seizure is perceived as less troublesome and there
is a readiness to find reasonableness even in the absence of a judicial warrant.
By contrast, where the purpose of the intrusion is to gather incriminatory evi-
dence, and hence hostile, or when the consequence of the intrusion is the sanction
of the criminal law, greater protections may be given.

The Fourth Amendment then, as It, has always been interpreted, does not give
absolute protection against Government intrusion. In the words of the Amend-
ment, the right guaranteed is security against unreasonable searches and seizures;
As Justice White said in the Camara case. "there can be no ready test for deter-
mining reasonableness other than by balancing the need to search against the
invasion which the search entails." Whether there has been a constitutionally
prohibite(d invasion at all has come to depend less on an absolute dividing line
between protected and unprotected areas, and more on an estimation of the
individual security interests affected by the Government's actions. Those effects,
in turn, may depend on the purpose for which the search is made, whether it
is hostile. neutral, or benign in relation to the person whose interests are in-
vaded. and also on the manner of the search.

By the same token, the Government's need to search, to invade individual
privacy interests, is no longer measured exclusively-if indeed it ever was-by
the traditional probable cause standard. The second clause of the Amendment
states, in part. that "no warrants shall issue but upon probable cause." The
concept of probable cause has often been read to bear upon and in many casest
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-to control the question of the reasonableness of searches, whether with or with-
out warrant. The traditional formulation of the standard, as '-reasonable grounds
for believing that the law was being violated on the premises to be searched"
relates to the Governmental interest in the prevention of criminal offenses, and
to seizure of their instruments and fruits (Brinegar v. United States). This
formulation in Gouled v. United States once took content from the long-standing
"mere evidence rule"-that searches could not be undertaken "solely for the
purpose of ... [securing] evidence to be used ... in a criminal or penal proceed-
-ing, but that they may be resorted to only when a primary right to such search
and seizure may be found in the interest which -the-public:. . . may have in the
property to be seized." The Government's interest in the intrusion, like the indi-
vidual's interest in privacy, thus was defined in terms of property, and the right
to search as well as to seize was limited to items-contraband and the fruits and
instrumentalities of crime-in which the Government's interest was thought
superior to the individual's. This notion, long eroded in practice, was expressly
abandoned by the Court in 1967 in Warden v. Hayden. Thus, the detection of
crime-the need to discover and use "mere evidence"-mnay presently justify
intrusion.

3Moreover, as I have indicated, the Court has held that, in certain situations,
something less than probable cause-in the traditional sense-may be sufficient
ground for intrusion, if the degree of intrusion is limited strictly to the purposes
for which it is made. In Terry v. Ohio the Court held that a policeman, in order
to protect himself and others nearby, may conduct a limited "pat down" search
for weapons when he has reasonable grounds for believing that criminal conduct
is taking place and that the person searched is armed and dangerous. Last term,
in United States v. Brignoni-Ponce, the Court held that, if an officer has a
"founded suspicion" that a car in a border area contains illegal aliens, the
officer may stop the car ,and ask the. occupants to explain, suspicious circum-
stances. The Court concluded that the important Governmental interest involved,
and the absence of practical alternatives, justified the minimal intrusion of a
brief stop. In both Terry and Brignoni, the Court emphasized that a more drastic
intrusion-a thorough search of the suspect or automobile-would require the
justification of traditional probable cause. This point is reflected in the Court's
decisions in Alimeida-Sanchez and Ortiz, in which the Court held that, despite
the interest in stemming illegal immigration, searches of automobiles either at
fixed checkpoints or by roving patrols in places that are not the "functional
equivalent" of borders could not be undertaken without probable cause.

Nonetheless, it is clear that the traditional probable cause standard is not the
exclusive measure of the Government's interest. The kind and degree of interest
required depend on the severity of the-intrusion the Government seeks- to make.
The requirement of the probable cause standard itself may vary, as the Court
made clear in Camara. That case, as you recall, concerned the nature of the
probable cause requirement in the context of searches to identify housing code
violations. The Court was persuaded that the only workable method of enforce-
ment was periodic inspection of all structures, and concluded that because the
search was not "personal in nature," and the invasion of privacy involved was
limited, probable cause could be based on "appraisal of conditions in the area as
a whole," rather than knowledge of the condition of particular buildings. "If a
valid public interest justifies the intrusion contemplated," the court stated, "then
there is probable cause to issue a suitable restricted search warrant." In the
Keith case, while holding that domestic national security surveillance-not in-
volving, the activities of foreign powers and their agents-was subject to the
warrant requirement; theO Srtinoted th'at the reasons for such domestic'survell-
lance may differ from those justifying surveillances for ordinary crimes, and
that domestic security surveillances often have to be long range projects. For
these reasons, a standard of probable cause to obtain a warrant different from
the traditional standard would be justified: "'Different standards may be com-
patible with the Fourth Amendment if they are reasonable both in relation to
the legitimate need of Government for intelligence information and the protected
rights of our citizens.

In brief, although at one time the "reasonableness" of a search may have been
defined according to the traditional probable cause standard, the situation has
now been reversed. Probable cause has come to depend on reasonableness-on
the legitimate need of the Government and whether there is reason to believe
that the precise intrustion sought, measured in terms of its effect on individual
security, is necessary to satisfy it.

67-522-76-6
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:This point is critical In evaluating the reasonableness of searches or sur-
veillances undertaken to protect national security. In some instances, the.Gov-
ernment's interest may be, in part, to protect the nation against specific actions
.of foreign powers or their agents-actions that are,-criminal offenses. In other
instances, the interest may be to protect against ,the possibility of actions by
foreign powers and their agents dangerous. to national security-actions that
may or may not. be criminal. Or the interest may be solely to gather intelligence,
in a variety of forms, in the hands of foreign agents and foreign powers-intel-
ligence that may be essential to informed conduct of our nation's foreign affairs.

,This last interest indeed may often be far more critical for the protection of the
-nation than the detection of a particular criminal offense. The Fourth Amend-
nient's standard of reasonableness as -it -has developed in the Court's decisions
is sufficiently flexible to recognize this.
. Just as the reasonableness standard of the Amendment's first clause has
taken content from the probable clause standard, so it has also come -to incor-
porate the particularity requirement of the warrant clause-that warrants par-
ticularly describe "the place, to be searched,. and the persons or things to be
seized." As one Circuit Court has written, in United States v. Poller, although
pointing out the remedy might not be very extensive, "[L]imitations on 'the
fruit to be gathered tend to limit the quest Itself."

The Government's interest and purpose in undertaking the search defines
'its scope, and the societal importance of that purpose can be weighed against
the effects of the intrusion on the individual. By precise definition of the objects
'of the search, the degree of intrusion can be minimized to that reasonably neces-
.sary to achieve the legitimate purpose. In this sense, the particularity require-
ment of the warrant clause is analogous to the minimization requirement of
'Title III, that interceptions "be executed in such a way to minimize the inter-
-ception of communications not otherwise subject'to interception" under the Title.

But. there is a distinct aspect to the particularity requirements-one that: is
often overlooked. An officer who has obtained a warrant based upon probable
cause to search for particular items may in conducting the search necessarily
have to examine other items, some of which may constitute evidence of an
entirely distinct crime. The normal rule under the plain view doctrine is that the
officer may seize the latter incriminating-items as well as those specifically iden-
tified in the warrant so long as the scope of the authorized search is not 'ex-
iceeded. The minimization rule responds to the concern about overly broad
searches, and it requires an effort to limit what can be seized. It also may be
'an attempt to limit how it can be used. Indeed, this minimization concern may
have been the original purpose of the "mere evidence" rule.

The concern about the use of what is seized may be most important for future
actions. Until very recently-in fact, until the Court's 1971 decision in Biven v.
'Sia 'Unknown Federal Narcotic Agents-the only sanction against an illegal
search was that its fruits were inadmissible at any criminal trial of the person
whose Interest was invaded. So long as this was 'the only sanction, the courts,
in judging reasonableness, did not really have to weigh any governmental inter-
est other than that of detecting crimes. In pra6tical effect, a search could only
be "unreasonable" as a matter of law if an attempt was made to use its fruits for
prosecution of a criminal offense. So long as the Government did not attempt such
use, the search could continue and 'the Government's interests, other than
enforcing criminal laws, could be satisfied.

It may -be said that this confuses rights and remedies; searches could be
unreasonable even though no sanction followed. But I am not clear that this
is theoretically so, and realistically it was not so. As I have noted earlier, the

reasonableness of a search has depended, in major part, on the purpose for
which it is undertaken and on whether that purpose, in relation to the person
whom it affects, is hostile or benign. The search most hostile to an individual
is one 'in preparation for his criminal prosecution. Exclusion of evidence from

criminal trials may help assure that searches undertaken for ostensibly benign
hmotives are not used as blinds for attempts to find criminal evidence, while per-
mitting searches that are genuinely benign to continue. But there is a more gen-
eral-point. The effect of a Government intrusion on individual security is a func-
tion, not only of the intrusion's nature and circumstances, but also of disclosure
and of the use to which its product is put. Its effects are perhaps greatest when
it is employed or can be employed to impose criminal sanctions or to deter, by
disclosure, the exercise of individual freedoms. In short, the use of the product
seized bears upon the reasonableness of the search.
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;'these observations have particular bearing on electronic surveillance. By the
nature of the technology the "search" may necessarily be far broader than its
legitimate objects. For example, a surveillance justified as the only means of
obtaining value foreign intelligence may require the temporary overhearing of
conversations containing no foreign intelligence whatever in order eventually to
locate its object. To the extent that we can, by purely mechanical means, select
out only that information that fits the purpose of the search, the intrusion is
radically reduced. Indeed, in terms of effects on individual security, there would
be no intrusion at all. But other steps may be appropriate. In this respect, I think
we should recall the language and the practice for many years under former § 605
of the Communications Act. The Act was violated, not be surveillance alone, but
only by surveillance and disclosure in court or to the public. It may be that if a
eritical Governmental purpose justifies a surveillance, but because of technological
limitations it is not possible. to limit surveillance strictly to those persons as to
whom alone surveillance is justified, one way of reducing the intrusion's effects
is to limit strictly the revelation or disclosure or the use of its product. Minimiza-
tion procedures can be very important.

In discussing the standard of reasonableness, I have necessarily described the
evolving standards for issuing warrants and the standards governing their scope.
But I have not yet discussed the warrant requirement, itself-how it relates to
the reasonableness standard and what purposes it was intended to serve. The
relationship of the warrant requirement to the reasonableness standard was de-
scribed in Johnson v. United States-by Justice Robert Jackson: "Any assumption
that evidence sufficient to support a magistrate's disinterested determination
to issue a search warrant will justify the officers in making a search without a
warrant would reduce the Amendment to a nullity and leave the people's homes
secure only in the discretion of police officers. When the rights of 'privacy
must reasonably yield to the right of search is, as a rule, to be decided by a judicial
Melicer, not by a policeman or government enforcement agent. This view has not

always been accepted by a majority of the Court; the Court's view of the relation-
ship between the general reasonableness standard and the warrant requirement
has shifted often and dramatically. But the view expressed by Justice Jackson
is now quite clearly the prevailing position. The Court said in Katz that "searches
conducted outside the judicial process, without prior approval by judge or magis-
trate, are per se unreasonable under the Fourth Amendment-subject only to a few
specifically established and well-delineated exceptions.!" Such exceptions include
those grounded in necessity-where exigencies of time and circumstance make
resort to a magistrate practically impossible. These include, of course, the Terry
stop and frisk and, to some degree, searches incident to arrest. But there are other
exceptions, not always grounded in exigency-for example, some automobile
searches-.and at least some kinds of searches not conducted for purposes of en-
forcing criminal laws-such as the welfare visits of Wiyman v. James. In short,
-the warrant requirement itself depends on the purpose and degree of intrusion;
A footnote to the majority opinion in Katz, as well as Justice White's concurring
opinion, left open the possibility that warrants .may not be required for searches
undertaken for national security purposes. And, of course, Justice Powell's opinion
in Keith, while requiring warrants for domestic security surveillances, suggests
that a different balance may be struck when the surveillance is undertaken against
foreign powers and their agents to gather intelligence information or to protect
against foreign threats.

The purpose of the warrant -requirement is to guard against over~zealoupness
of Government officials, who may tend to overestimate the basis and necessity of
intrusion and to underestimate the impact of their efforts on individuals., -It
was said in United States v. United States District Court: "The historical judg-
ment, which the Fourth Amendment accepts, is that unreviewed executive di-
cretion may yield too readily to pressures to obtain incriminating evidence, and
overlook potential invasions of privacy and protected speech." These purposes
of the warrant requirement must be kept firmly in mind in analyzing the appro-
priateness of applying it to the foreign intelligence and security area.

There is a real possibility that application of the warrant requirement, at least
in the form of the normnal criminal search warrant, the form adopted in Title
III. will endanger legitimate Government interests. As I have indicated, Title
III sets up a detailed procedure for interception of wire or oral communications.
It requires the procurement of a judicial warrant and prescribes the information
to be set forth in the petition to the judge so that, among other things, he may
find probable cause that a crime has been or is about to be committed. It re-
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quires notification to the parties. subject to the surveillance within a period after
it has taken place. .The statute is clearly unsuited to protection of .the vital na-
tional interests in continuing detection of.the activities of foreign powers and
their agents. -A notice requirement-aside from other possible repercussions-
could .destroy the usefulness of intelligence sources and methods. The most
critical surveillance in this area may.have nothing whatever to do with detection
of crime.
. Apart from the problems presented by particular provisions. of Title III, the
argument against application of the warrant requirement, even with an ex-
panded probable cause standard, is that judges and magistrates may underesti-
mate' the importance of the Government's need, or that the information necessary
to make that.determination cannot be disclosed-to a judge, or magistrate with-
out risk of its accidental revelation-a revelation that could work great harm
to the nation's security.. What is often less likely to be noted is that a magistrate
may be as prone :to overestimate as to underestimate the force of the Govern-
ment's need. Warrants necessarily are issued ex parte; often decision must
come quickly on the basis of information that must remain confidential. Appli-
cations to any one judge or magistrate would be only sporadic; no opinion could
be published: this would limit the growth of judicially developed, reasonably
uniform standards based, in part, on the quality of the information sought and
the knowledge of possible alternatives. Equally important, responsibility for the
intrusion would have been diffused. It is possible that the actual number of
searches or surveillances would increase if.executive officials, rather than bear-
ing responsibility themselves, can find shield behind a magistrate's judgment
of reasonableness. On the other hand, whatever the practical effect of a warrant
requirement may be, it would still serve the important purpose of assuring the
public that searches are not conducted without the approval of a neutral
magistrate who could prevent abuses of the technique.

In discussing.theiadvisability. of a warrant requirement, it may also be useful
to- distinguish among possible situations thatlarise in the national security
area. Three situations-greatly simplified-come to mind. They differ from
one another in the extent to which they are-limited in time or in target. First,
the search may be directed at a particular foreign agent to detect a specific
anticipated activity-such as the purchase of a secret document. The activity
which is to be detected ordinarily would constitute a crime. Second, the search
may be more extended in time-even virtually continuous-but still would be
directed at an identified foreign agent. The purpose of such a surveillance
would be to monitor the agent's activities, determine the identities of persons
whose access to classified information he might be exploiting, and determine
the identity of other foreign agents with whom he may be in contact. Such a
surveillance might.; also gather foreign intelligence information about nthe
agent's own country, information that would be of positive, intelligence value
to the United States. Third, there may be virtually continuous surveillance
which by Its nature does not have specifically predetermined targets. Such a
surveillance could be designed to gather foreign intelligence information essen-
tial to the security of the nation.

The more limited in time and target a surveillance is, the more nearly
analogous it appears to be with a traditional criminal search which involves
a particular target location or individual at a specific time. Thus, the first
situation I just described would in that respect be most amenable to some
sort of warrant requirement, the second less so. The efficiency of a warrant re-
quirement in the third situation would be minimal. If the third type of surveil-
lance I described were submitted to prior judicial approval, that judicial decision
would take the form of an ex patte declaration that the program of surveillance
designed by the Government strikes a reasonable balance between the govern-
ment's need for the information and the protection of individuals' rights. Never-
theless, it may be that different kinds of warrants could be developed to cover
the third situation. In his opinion in Alrncida-Sanchez, Justice Powell suggested
the possibility of area warrants-issued on the basis of the conditions in
the area to be surveilled-to allow automobile searches in areas near America's
lorders. The law has not lost its inventiveness. and it might be possible to
fashion new judicial approaches to the novel situations that come up in the
area of foreign intelligence. I think it must be pointed out that for the devel-
opment of such an extended, new kind of warrant, a statutory base might he
required or at least appropriate. At the same time, in dealing with this area,
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it may be mistaken to focus on the warrant requirement alone to the exclu-
sion of other, possibly more realistic, protections.

What, then, is the shape of the present law? To begin with,. several stat-
utes appear to recognize that the Government does intercept certain mes-
sages for foreign intelligence purpose and that this activity must be, and can
be, carried out. Section 952 of Title 18, which I mentioned earlier is one
example; section 798 of the same title is another. In addition, Title III's pro-
viso, which I have .quoted earlier, explicitly disclaimed any intent to limit
the'authority of the Executive to conduct electronic surveillance for national
security and foreign intelligence purposes. In an apparent recognition that
the power would be exercised, Title III specifies the conditions under which
information obtained through Presidentially authorized surveillance may be
received into evidence. It seems clear, therefore, that in 1968 Congress was
not prepared to come to a judgment that the Executive should discontinue its
activities in this area, nor was it prepared to regulate how those activities
were to be conducted. Yet it cannot be said that Congress has been entirely
silent on this matter. Its express statutory references to the existence of the
activity must be taken into account.

The case law, although unsatisfactory in some respects, has supported or left
untouched the policy of the Executive in the foreign intelligence area whenever
the issue has been squarely confronted. The Supreme Court's decision in the
Keith case in 1972 concerned the legality of warrantless surveillance directed
against a domestic organization with no connection to a foreign power and the
Government's attempt to introduce the product of the surveillance as evidence
in the criminal trial of a person charged with bombing a C.I.A. office in Ann Arbor,
Michigan. In part because of the danger that uncontrolled discretion might result
in use of electronic surveillance to deter domestic organizations from exercising
First Amendment rights, the Supreme Court held that in cases of internal security,
when there is no foreign involvement, a judicial warrant is required. Speaking
for the Court, Justice Powell emphasized that "this case involves only the domes-
tic aspects of national security. We have expressed no opinion as to the issues
which may be involved with respect to activities of foreign powers or their agents.

As I observed in my remarks at the ABA convention, the Supreme Court surely
realized, "in view of the importance the Government has placed on the need
for warrantless electronic surveillance that, after the holding in Keith, the Gov-
ernment would proceed with the procedures it had developed to conduct those
surveillances not prohibited-that is, in the foreign intelligence area or, as
Justice Powell said, 'with respect to activities of foreign powers and their
agents.' "

The two federal circuit court decisions after Keith that have expressly ad-
dressed the problem have both held that the Fourth Amendment does not require
a warrant for electronic surveillance instituted to obtain foreign intelligence.
In the first, United States v. Brown the defendant, an American citizen, was
incidentally overheard as the result of a warrantless wiretap authorized by the
Attorney General for foreign intelligence purposes. In upholding the legality of
the surveillance, the Court of Appeals for the Fifth Circuit declared that on the
basis of "the President's constitutional duty to act for the United States in the
field of foreign affairs, and his inherent power to protect national security in
the conduct of foreign affairs . . . the President may constitutionally authorize
warrantless wiretaps for the purpose of gathering foreign intelligence." The
court added that "(r) estrictions on the President's power which are appropriate
in cases of domestic security become inappropriate in the context of the inter-
national sphere."

In United States v. Butenko the Third Circuit reached the same conclusion-
that the warrant requirement of the Fourth Amendment does not apply to
electronic surveillance undertaken for foreign intelligence purposes. Although
the surveillance in that. case was directed at a foreign agent, the court held
broadly that the warrantless surveillance would be lawful so long as the primary
purpose was to obtain foreign intelligence information. The court stated that
such surveillance would be reasonable without a warrant even though it might
involve the overbearing of conversations of "alien officials and agents, and perhans
of American citizens." I should note that although the United States prevailed in
the Butenko -case, the Department acquiesced in the petitioner's application for
certiorari in order to obtain the Supreme Court's ruling on the question. The
Supreme Court denied review, however, and thus left the Third Circuit's decision
undisturbed as the prevailing law.
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Most recently, in Zwei bon v. Mitchell, decided in June of this year. the District
of Columbia Circuit dealt with warrantless electronic surveillance directed
against a domestic organization allegedly engaged in activities affecting this
country's relations with a foreign power. Judge Skelly Wright's opinion for four
of the nine judges makes many statements questioning any national security
exception to the warrant requirement. The court's actual holding made clear in
Judge Wright's opinion was far narrower and, in fact, is consistent with holdings
in Brown and But enko. The court held only that "a warrant must be obtained
before a wiretap is installed on a domestic organization that is neither the agent
of nor acting in collaboration with a foreign power." This holding, I should add,
was fully consistent with the Department of Justice's policy prior to the time
of the Zw eibon decision.

With these cases in mind, it is fair to say electronic surveillance conducted for
foreign intelligence purposes, essential to the national security, is lawful under
the Fourth Amendment, even in the absence of a warrant, at least where the
subject of the surveillance is a foreign power or an agent or collaborator of a
foreign power. Moreover, the opinions of two circuit courts stress the purpose for
which the surveillance is undertaken, rather than the identity of the subject. This
suggests that in their view such surveillance without a warrant is lawful so
long as its purpose is to obtain foreign intelligence.

But the legality of the activity does not remove from the Executive or from
Congress the responsibility to take steps. within their power, to seek an acconi-
modation between the vital public and private interests involved. In our effort
to seek such an accommodation, the Department has adopted standards and
procedures designed to ensure the reasonableness under the Fourth Amendment o'
electronic surveillance and to: minimize to the extent practical the intrusion on
individual interests. As I have stated, it is the Department's policy to authorize
electronic surveillance for foreign intelligence purposes only when the subject
is a foreign power or an agent of a foreign power. By the term "agent" I mean
a conscious agent; the agency must be of a special kind and must relate to
activities of great concern to the United States for foreign intelligence or counter-
intelligence reasons. In addition, at present, there is no warrantless electronic
surveillance directed against any American citizen, and although it is conceiv-
able that circumstances justifying such surveillance may arise in the future. I
will not authorize the surveillance unless it is clear that the American citizen is
an active, conscious agent or collaborator of a foreign power. In no event, of
course, would I authorize any warrantless surveillance against domestic persons
or organizations such as those involved in the Keith case. Surveillance without
a warrant will not be conducted for purposes of security against domestic or
internal threats. It is our policy, moreover, to use the Title III procedure when-
ever it is possible and appropriate to do so, although the statutory provisions re-
garding probable cause, notification, and prosecutive purpose make it unworkable
in all foreign intelligence and many counterintelligence cases.

The standards and procedures that the Department has established within the
United States seek to ensure that every request for surveillance receives thorough
and impartial consideration before a decision is made whether to institute it.
The process is elaborate and time-consuming. but it is necessary if the public
interest is to be served and individual rights safeguarded.

I have just been speaking about telephone wiretapping.and microphone sur-
veillances which are reviewed by the Attorney General. In the course of its in-
vestigation, the committee has become familiar with the more technologically
sophisticated and complex electronic surveillance activities of other agencies.
These surveillance activities present somewhat different legal questions. The
communications conceivably might take place entirely outside the United
States. That fact alone, of course, would not automatically remove the agencies'
activities from scrutiny under the Fourth Amendment since at times even com-
munications abroad may involve a legitimate privacy interest-of Americna citi-
zens. Other communications conceivably might be exclusively between foreign
powers and their agents and involve no American terminal. In such a case, even
though American citizens may be discussed, this may raise less significant. or
perhaps no significant, questions under the Fourth Amendment. But the primary
concern, I suppose, is whether reasonable minimization procedures are employed
with respect to use and dissemination.

With respect to all electronic surveillance, whether conducted within the
United States or abroad. it is essential that efforts. be made to minimize as
much as possible the extent of the intrusion. Much in this regard can be done
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by modern technology. Standard and procedures can be developed and effectively
deployed to limit the scope of the intrusion and the use to which its product is put.
Various mechanisms can provide a needed assurance to the American people that
the activity is undertaken for legitimate foreign intelligence purposes, and not for
political or other improper purposes. The procedures used should not be ones.
which by indirection in fact target American citizens and resident aliens where-
these individuals would not themselves be appropriate targets. The proper mini-
mization criteria can limit the activity to its justifiable and necessary scope.

Another factor must be recognized. It is the importance or potential importance-
of the information to be secured. The activity may be undertaken to obtain'
information deemed necessary to protect the nation against actual or potential
attack or other hostile acts of a foreign power, to obtain intelligence information
deemed essestial to the security of the United States, or to protect national
security information against foreign intelligence activities.

Need is itself a matter of degree. It may be that the importance of some
information is slight, but that may be impossible to gauge in advance; the sig-
nificance of a single bit of informatilon may become apparent only when joined
to intelligence from other sources. In short, it is necessary to deal in probabilities.
The.importance of information gathered from foreign establishments and agents-
may be regarded generally as high-although even here there may be wide
variations. At the same time, the effect on individual liberty and security-at
least of American citizens-caused by methods directed exclusively to foreign
agents, particularly with minimization procedures, would be very slight.

There may be regulatory and institutional devices other than the warrant
requirant that would better assure that intrusions for national security and
foreign intelligence purposes reasonably balance the important needs of Govern-
ment and' of individual interests. In assessing possible approaches to this.
problem it may be useful to examine the practices of other Western democracies.
For example, England, Canada, and West Germany each share our concern.
about the confidentiality of communications within their borders. Yet each
recognizes the right of the Executive to intercept communications without a
judicial warrant in cases involving suspected espionage, subversion or other-
national security intelligence matters.

In Canada and West Germany, which have statutes analogous to Title III,
the Executive in national security cases is exempt by statute from the require-
ment that judicial warrants be obtained to authorize surveillance of communi-
cations. In England, where judicial warrants are not required to authorize-
surveillance of communications in criminal investigations, the relevant statutes
recognize an inherent authority in the Executive to authorize .such surveillance-
in national security cases.3 In each country, this authority is deemed to cover
interception of mail and telegrams, as well as telephone conversations.

In all three countries, requests for national security surveillance may be made-
by the nation's intelligence agencies. In each, a Cabinet member is authorized
to grant the request.

In England and West Germany, however, interception of communications is.
intended to be a last resort, used only when the information being sought is
likely to be unobtainable by any other means. It is interesting to note, however,
that both Canada and West Germany do require the Executive to report periodi-
cally to the Legislature on its national security surveillance activities. In'
Canada, the Solicitor General files an annual report with the Parliament setting
forth the number of national security surveillances initiated, their average
length, a general description of the methods of interception or seizure used, and'
assessment of their utility.

It may be that we can draw on these practices of other Western democracies,
with appropriate adjustments to fit our system of separation of powers. The.
procedures and standards that should govern the use of electronic methods of"
obtaining foreign intelligence and of guarding against foreign threats are matters
of public policy and values. They are of critical concern to the Executive Branch
and to Congress, as well as to the courts. The Fourth Amendment itself is a re-
flection of public policy and.values-an evoiving accommodation between gov-
ernmental needs and the necessity of protecting individual security and rights.

8 Report of the Committee of Privy Councillors appointed to inouire into the interception-
of communications (1957). which states. at page 5. that. "The origin of the power to inter--
cept communications can only be surmised, but the power has been exercised from very-
early times: and has been recognised as a lawful power by a succession of statutes covering-
the last 200 years or more."
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General public understanding of these problems is of paramount importance, to
assure that neither the Executive, nor the Congress, nor the courts risk dis-
counting the vital interests on both sides.

The problems are not simple. Evolving solutions probably will and should
come-as they have in the past-from a combination of legislation, court deci-
sions, and executive actions. The law in this area, as Lord Devlin once described
the law, of search in England, "is haphazard and ill defined." It recognized the ex-
istence and the necessity of the Executive's power. But the Executive and the
Legislature are, as Lord Devlin.also said, "expected to act reasonably." The
future course of the law will depend on whether we can meet that obligation.

TESTIMONY OF HON. EDWARD H. LEVI, ATTORNEY GENERAL OF
THE UNITED STATES

Attorney General LEVI. I must warn that even the truncated ver-
sion. unfortunately, is long.

I am here today, Mr. Chairman, in response to a request from the
committee to discuss the relationship between electronic surveillance
and the fourth amendment of the Constitution. If I remember cor-
rectlv. the original request was that I place before the committee the
philosophical or jurisprudential framework relevant to this relation-
ship which lawyers,.viewing this complex field, ought to keep in mind.
If this sounds vague and general and perhaps useless, I can only ask
for indulgence. My first concern when I received the request was that
any remarks I might be able to make would be so general as not to be
helpful to the committee. But I want to be as helpful to the committee
as I can be.
*The area with which the committee is concerned is a most important

one. In my view, the development of the law in this area has not been
satisfactory, although there are reasons- why the law has developed
as it has. Improvement of the law, which in part means its clarifica-
tion, will not be easy. Yet it is a most important venture. In a talk
before the American Bar Association last August, I discussed some
of the aspects of the legal framework. Speaking for the Department of
Justice, I concluded this portion of the talk with the observation and
commitment that "we have very much in mind the necessity to de-
termine what procedures through legislation, court action or executive
processes will best serve the national interest, including, of course,
the protection of constitutional rights."

I begin then with an apology for the general nature of my remarks.
This will be due in part to the nature of the law itself in this area. But
I should state at the outset there are other reasons as well. In any area,
and possibly in this one more than most, legal principles gain mean-
ing through an interaction with the facts. Thus, the factual situations
to be imagined are of enormous significance.

As this committee well knows, some of the factual situations to be
imagined in this area are not only of a sensitive nature but also of a
changing nature. Therefore, I am limited in what I can say about
them, not only because they are sensitive, but also because a lawyer's
imagination about future scientific developments carriers its own
warnings of ignorance. This is a point worth making when one tries
to develop appropriate safeguards for the future.

There is an additional professional restriction upon me which I am
sure the committee will appreciate. The Department of Justice has
under active criminal investigation various activities which may or
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may not. have been illegal. In addition, the Department through its
own attorneys, or private attorneys specially hired, is representing
present or former Government employees in civil suits which have
been brought against them for activities in the course of official con-
duct. These circumstances naturally impose some limitation upon
what it is appropriate for me to say in this forum. I ought not give
specific conclusory opinions as to matters under criminal investigation
or in litigation. I can only hope that what I have to say may never-
theless be of some value to-the committee in its search for constructive
solutions.

I do realize there has to be some factual base, however unfocused
it may at times have to be, to give this discussion meaning. Therefore,
as a beginning, I propose to recount something of the history of the
Department's position and practice with respect to the use of elec-
tronic surveillance, both for telephone wiretapping and for trespassory
placement of microphones.

As I read the history, going-back to 1931 and undoubtedly prior to
that time, except for an interlude between 1928 and 1931 and for 2
months in 1940, the policy of the Department of Justice has been that
electronic surveillance could be employed without a warrant in cer-
tain circumstances. During the rest of the thirties it appears that. the
Department's policy concerning telephone wiretapping generally con-
formed to the guidelines adopted by Attorney General William Mit-
chell. Telephone wiretapping was limited to cases involving the safety
of the victim, as in kidnapings, location and apprehension of "des-
perate" criminals, and. other cases considered to be of major law en-
forcement importance, such as espionage and sabotage.

In December 1937, however, in the first Nardone case, the United
States Supreme Court reversed the Court of Appeals for the Second
Circuit, and applied section 605 of the Federal Communications Act
of 1934 to law enforcement officers; thus rejecting the Department's
argument that it did not, so apply. Although the Court read the act
to cover only wire interceptions where there had also been disclosure
in court or to the public, the decision undoubtedly had its impact upon
the Department's estimation of the value of telephone wiretapping as
an investigative technique. In the second Nardone case in December
1939, the act was read to bar the use in court not only of the overhead
evidence, but also the fruits of that evidence. Possibly for this reason,
and also because of public concern over telephone wiretapping, on
March 15, 1940, Attorney General -Robert Jackson, imposed a total
ban on its use for the Department. This ban lasted about 2 months.

On May 21, 1940, President Franklin Roosevelt issued a memoran-
dum to the Attorney General stating his view that electronic sur-
veillance would be proper under the Constitution where "grave mat-
ters involving defense of the nation" were involved. The President
authorized and directed the Attorney General "to secure information
by listening devices [directed at] the conversation or other com-
munications of persons suspected of subversive activities against the
Government of the United States, including suspected spies." The At-
torney General was requested "to limit these investigations so con-
ducted to a minimum and to limit them insofar as possible to aliens."
Although the President's memorandum did not use the term "tres-
passory microphone surveillance," the language was sufficiently broad
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to include that practice, and the Department construed it as an author-
ization to conduct trespassory microphone surveillances as well as
telephone wiretapping in national security cases. The authority for
the President's action was later confirmed by an opinion by Assist-
-ant Solicitor General Charles Fahy who advised the Attorney Gen,
eral that electronic surveillance could be conducted where matters
affected the security of the Nation.

On July 17, 1946, Attorney General Tom C. Clark sent President
Truman a letter reminding him that President Roosevelt had au-
thorized and directed Attorney General Jackson to approve "listen-
ing devices [directed at] the conversation of other communications

^of persons suspected of subversive activities against the Government
of the United States, including suspected spies."

The CHAIRMAN. Mr. Attorney General, you're referring by that term
"trespassory microphone surveillance" to bugs, are you not?

Attornev General LEVI. Well
The CHAIRMAN. Bugs and wiretaps?
Attorney General LEVI. That is one way they are commonly re-

ferred to.
The CHAIRMAN. Yes, thank you.
Attorney General LEVI. And that the directive had been followed by

Attorneys General Robert Jackson and Francis Biddle. Attorney Gen-
*eral Clark recommended that the directive "be continued in force"
in view of the "increase in subversive activities" and "a very substantial
increase in crime." He stated that it was imperative to use such tech-

-niques "in cases vitally affecting the domestic security, or where hu-
man life is in jeopardy" and that Department files indicated that his
two most recent predecessors as Attorney General would concur in
this view. President Truman signed his concurrence on the Attorney
General's letter.

In 1952, there were 285 telephone wiretaps, 300 in 1953, and 322
*in 1954. Between February 1952 and May 1954, the Attorney Gen-
eral's position was not to authorize trespassory microphone surveil-
lance. This was the position taken by Attorney General McGrath, who
informed the FBI that he would not approve the installation of tres-
passory microphone surveillance because of his concern over a pos-
sible violation of the fourth amendment.

Nevertheless, FBI records indicate there were 63 microphones in-
stalled in 1952, there were 52 installed in 1953, and there were 99 in-
stalled in 1954.

The CHAIRMAN. Was that during Attorney General McGrath's
-period in office?

Attorney General LEVI. Yes.
The CHAIRMAN. Are you saying then that his orders were dis-

regarded by the FBI?
Attornev General LEVI. I may not be saying that because, as I

think the statement will show, there may well have been a view that
the approval of the Attorney General was not required. It may be that
Attorney General McGrath was simply saying that he would not give

-his approval. but he may not have been prohibiting the use.
I cannot answer the question better than that.
Senator AIATHIAS. Mr. Chairman. the Attorney General has relied

upon the views of his predecessors in stating the position of the De-
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.partmont.- Perhaps it is not inappropriate -to comment that some of
his predecessors, as advocates, did-have -the view that he is purporting.

B~ut later when they went to the Supreme Court, in a more neutral
.anwd objective position, they changed their views and Attorney General

-Jackson and Attorney General Clark had that experience. The eleva-
tion of defense seemed to give them a different perspective.

Attorney General LEVI. 'This committee, of c6urse, has &an enormous
number of documents from the Department of -Justice. You may have
seen more than I have seen, although I doubt it on this point.

' Senator MATHAs. I do not dispute your reflection of their views
£4 Attorneys General. I -am just saying that not only this committee
'but the Justice Department has .copies of Supreme Court opinions
-where they registered different views.

Attorney General LEVI. I think that the responsibility often deter-
miines action. It is also true that when one speaks of Attorney General
Jackson, I think he was unique in that his attitude was that he only
became a free man when he went on the Supreme Court. That is not
.a position which I think other people should take, and I always thought
it was rather astonishing that he took it.

To continue, the policy against Attorney General approval, at least
in general, of trespassory microphone surveillance was reversed by
Vttorney General Herbeit Brownell on May 20, 1954, in a memo-

randum to Director Hoover instructing him that -the Bureau was au-
thorized to conduct trespassory microphone surveillances. The Attor-
iiey General stated that:

Considerations of internal security *and the national safety are -paramount
and, therefore, may compel the unrestricted use of this technique in the national
interest.

A memorandum from Director Hoover to the Deputy Attorney Gen-
erOal on May 4, 1961, described the Bureau's. practice since 1954. as
follows:

In the internal security field, we are utilizing microphone surveillances on a
restricted basis even though trespass is necessary to assist in uncovering the
activities of Soviet intelligence agents and Communist Party leaders. In- the
interests of national safety, microphone surveillances are also utilized on a r6-
stricted basis, even though trespass is necessary, in uncovering major criminal
activities. We are using such coverage. in connection with our investigations of
the clandestine activities of top hoodlums and organized crime. From an intel-
ligence standpoint, this investigative technique has produced results unobtainable
through other means. The information so obtained is treated in the same manner
as information obtained from wiretaps, that is, not from the standpoint of evi-
dentiary value but for intelligence purposes.

President Johnson annoinced a policy for Federal agencies in
June 1965, which required that the interception of telephone conver-
sations -without the consent of one of the parties be limited to investi-
gations relating to national security and that the consent of the At-
torney General be obtained in each instance. The memorandum went
on to state that use of mechanical or electronic devices to overhear
conversations not communicated by wire is an even more difficult prob-
lem "which raised substantial and miresolved questions of Constitu-
tional interpretations." The memorandum instructed each agency con-
ducting such an investigation to consult with the Attorney General
to ascertain whether the agency's practices were fully in accord with
the law. Subsequently, in September 1965. the Director of the FBI
wrote the Attorney General and referred to the-
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* * * present atmosphere, brought about by the unrestrained and Injudicious use
of special investigative techniques by other agencies and departments, resulting
in Congressional and public alarm and opposition to any activity which could-
in any way be termed an invasion of privacy. As a consequence, we have discon-
tinued completely the use of microphones.

The Attorney General responded in part as follows:

The use of wiretaps and microphones involving trespass present more difficult.
problems because of the inadmissibility of any evidence obtained in court cases.
and.because of current judicial and public attitude regarding their use.. It is my
understanding that such devices will not be used without my authorization,.
although in emergency circumstances they may be used subject to my later rati-
fication. At this time I believe it desirable that all such techniques be confined too
the gathering of intelligence in national security matters, and I will continue to
approve all such requests in the future as I have in the past. I see no need to-
curtail any such activities in the national security field.

That was the Attorney General in 1965.
The CHAIRMAN. Is that still the policy?
Attorney General LEVI. That is not quite the policy which I will try

to explain.
The CHAIRMAN. Fine.
Attorney General LEVI. The policy of the Department was stated

publicly by the Solicitor General in a supplemental brief in the-
Supreme Court in Black v. .United States in 1966. Speaking of the gen-
eral delegation of authority by Attorneys General to the Director of
the Bureau, the Solicitor General stated in his brief:

Present Departmental practice, adopted in July, 1965 in conformity with the
policies declared by the President on June 30, 1965, for the entire Federal estab-
lishment, prohibits the use of such listening devices, as well as the interception
of telephone and other wire communications, in all instances other than those
involving the collection of intelligence affecting the national security. The spe-
cific authorization of the Attorney General must be obtained in each instance
when this exception is invoked.

The Solicitor General made a similar statement in another brief filed,
that same term again emphasizing that the data would not be made-
available for prosecutorial purposes, and that the specific authoriza-
tion of the Attorney General must be obtained in each instance when,
the national security is sought to be invoked.

In 1968, Congress passed the Omnibus Crime Control and Safe-
Streets Act. Title III of the act set up a detailed procedure for ther
interception of wire or oral communications. The procedure requires
the issuance of a judicial warrant, prescribes the information to be set.
forth in the petition to the judge so that, among other things, he may
find probable cause that a crime has been or is about to be committed.
It requires notification to the parties subject to the intended surveil-
lance within a period not more than 90 days after the application for
an order of approval has been denied or after the termination of the
period of the order or the period of the extension of the order. Upon a
showing of good cause the judge may postpone the notification.

The act contains a saving clause to the effect that it does not limit the-
constitutional power of the President to take such measures as he
deems necessary to protect the Nation against actual or potential attack
or other hostile acts of a foreign power, to obtain foreign intelligence
information deemed essential to the security of the United States, or to
protect national security information against foreign intelligence
activities. Then in a separate sentence the proviso goes on to say:
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Nor shall anything contained in this chapter be deemed to limit the constitu-
tional power of the President to take such measures as he deems necessary to
protect the United States against the overthrow of the government by force or
other unlawful means, or against any other clear and present danger to the
structure or existence of the government.

' Congress simply left presidential powers where it found them. Now
I think a very responsible thing for a Congress to have done, I may
'ay-

The CnI1MAN. May I ask you what you meant by that?
Attornev General LEVI. I meant, in' a matter of this importance, Con-

gress should speak so that its intention is clear and if it meant to
affirm this power, as I rather suspect that it did, there should be no
ambiguity. But if it meant to pass an act that left a matter of this
kind dangling in the air, I do not regard that as responsible.

Senator MATmAs. Mr. Chairman, let me just say I support the At-
torney General absolutely. When we asked about the overload in the
courts, it. would be'much more effective if the Congress, instead of
creating new judgeships, would simply write the laws more accurately
and more precisely so that there would not have to be as many law-
suits or those we have to be so protracted. And I think the Attorney
General has chided us in a way that is entirely justified. To this indict-
ment I think the Congress has to plead guilty.

The CHAhMAN. In principle I agree, although I think the effect of
your proposal may greatly augment the rolls of the-unemployed in
this country.

'Senator MATHIAS. Unemployed lawyers. We have acted as a legal
employment bureau long enough, I think.

The CHAIRMAN. All right, Mr. Attorney General.
Attorney General LEVI. In the Keith case the Supreme Court held

that in the field of internal security, if 'there was no foreign involve-
ment, a judicial warrant was required by the fourth amendment.

-Fifteen months after the Keith case Attorney General Richardson, in a
letter to Senator Fulbright, which was publicly released by the De-
partment, stated:

In general, before I approve any new application for surveillance without a
warrant, I must be convinced that it is necessary (1) to protect the nation
against actual or potential attack or other hostile acts of a foreign power; (2) to
obtain foreign intelligence information deemed essential to the security of the
United States; or (3) to protect national security information against foreign
intelligence activities.

I have read the debates and the reports of the Senate Judiciary
Committee with respect to title III and, particularly, the proviso. It
may be relevant to point out that Senator Philip Hart questioned and
opposed the form of the proviso reserving presidential power. But I
believe it is fair to say that his concern was primarily, perhaps ex-
clusively, with the language which dealt with presidential power to
take such measures as the President deemed necessary to protect the
United States "against any other clear and present danger to the
structure or existence of the Government."

I now come to the Department of Justice's present position on elec-
tronic surveillance conducted without a warrant. Under the standards
and procedures established by the President, the personal approval of
the Attorney General is required before any nonconsensual electronic
surveillance may be instituted within the United States without a ju-
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dicial warrant. All requests for surveillance must be made in writing-
by the Director of the Federal Bureau of Investigation and must 'set
forth the relevant circumstances that justify the proposed surveillance;
Both the agency and the Presidential appointee initiating the request
must be identified. These requests come to the Attornev General after
they have gone through review procedures within the Federal Bureau
of Investigation. At my request, they are then reviewed in the Criminal
Division of the Department. Before they come to the. Attorney Gen-
eral, they are then examined by a special review group which I have es-
tablished within the Office of the Attorney General; Each request, be-
fore authorization or denial, receives my personal attention. Requests
are only authorized when the requested electronic surveillance is nec-
essary to protect the Nation against actual or potential attack or other
hostile acts of a foreign power; to obtain foreign intelligence deemed
essential to the security of the Nation; to protect national security in-
formation against foreign intelligence activities; or to obtain infor-
mation certified as necessary for the conduct of foreign affairs mat-
ters important to the national security of the United States.

In addition the subject of the electronic surveillance must be con-
sciously assisting a foreign' power or'foreign-based political group,
and there must be assurance that the minimum physical intrusion nec-
essary to obtain the information sought will be used. As these criteria
will show and as I will indicate at greater length later in discussing
current guidelines the'Department of Justice follows, our concern is
with respect to foreign powers or their agents. In a public statement
made last July 9, speaking of the warrantless surveillances then au-
thorized by the Department, I said: '

It can be said that there are no outstanding instances of warrantless wiretaps
or electronic surveillance directed against American citizens and none will be
authorized by me except in cases where the target of surveillance is an agent or
collaborator of a foreign power.

This statement accurately reflects the situation today as well.
Having described in this fashion something of the history and con-

duct of the Department of Justice with respect to telephone wiretaps
and microphone installations. I should like to remind the committee
of a point with which I began, namely, that the factual situations to
be imagined for a discussion such as this are not only of a sensitive
but a changing nature. I do not have much to say about this except
to recall some of the langiuage used bv General Allen in his testimony
before this committee. The techniques of the NSA. he said, are of the
most sensitive and fragile character. He described as the responsibility
of the NSA the interception of international communication signals
sent through the air. He said there had been a watch list, which among
many other names, contained the names of U.S. citizens.

Senator Tower spoke of an awesome technologv-a huge vacuum
cleaner of communications-which had the potential for abuses. Gen-
eral Allen pointed out that "The United States, as part of its effort
to produce foreign intelligence, has intercepted foreign commulnic-
tions to produce such foreign intelligence since the Revolutionarm
War." He said the mission of NSA is directed to foreign intelligence
obtained from foreign electrical communications and also from otlle;
foreign signals, such as radar. Signals are intercepted by many tech-
niques and processed, sorted, and analyzed by procedures which re-
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ject inappropriate or unnecessary signals. He mentioned that the in-
terception of communications, however it may occur, is conducted in
such a -manner as to minimize the unwanted messages. Nevertheless,
according to his statement, many unwanted communications are po-
tentially selected for further processing. He testified that subsequent
processing, sorting, and selection for analysis are conducted in accord-
ance with strict procedures to insure immediate and, wherever pos-
sible, automatic rejection of inappropriate messages. The analysis
and reporting is accomplished only for those messages which meet
specific conditions and requirements for foreign intelligence. The use
of lists of words, including individual names, subjects, locations. et
cetera, has long been one of the methods used to sort out information
of foreign intelligence value from that which is not of interest.

General Allen mentioned a very interesting statute, 18 U.S.C. 952,
to which I should like to call your particular attention. The statute
makes it a crime for any one who by virtue of his employment by the
United States obtains any official diplomatic code and willfully pub-
lishes or furnishes to another without authorization any such code
or any other matter which was obtained while in the process of trans-
mission between any foreign government and its diplomatic mission
in the United States.. I call this to your attention, because a certain in-
direction is characteristic of the development of law, whether by stat-
ute or not, in this area.

The CHAIRMAN. Can you explain what you mean by that last sen-
tence? Are you suggesting that the law you have cited upon its. face
makes the activities of the NSA illegal?
' Attorney General LEVI. I think that the law on its face seems to be
alaw to protect the actions of the NSA from having any tranmission
of messages intercepted go to unauthorized persons. The statute avoids
by indirection saying that this is what the U.S. Government should
do. It is assumed that it does it, and proceeds to find some way to give
added potential.

The CHAIRMAN. That particular statute is specifically limited to
codes between foreign g6vernments and its diplomatic mission in
the United States, is it not?

Attornev General LEVI. That is right.
As I say, it has a certain indirection.
The CHAIRMAN. Yes.
Attorney General LEVI. The committee will at once recognize that

I have not attempted to summarize General Allen's testimony, but
rather to recall it so that the extended dimensions of the variety of fact
situations which we have to think about as we explore the coverage and
direction of the fourth amendment is at least suggested.

Having attempted to provide something of a factual base for our
discussion, I turn now to the fourth amendment. Let me say at once,
however, that while the fourth amendment can be a most important
guide to values and procedures, it does not mandate automatic
solutions.

The historv of the fourth amendment is very much the history of
the American Revolution and this Nation's quest for independence.
The amendment is the legacy of our early years and reflects values
most cherished by the Founders. In a direct sense, it was a reaction to
the general warrants and writs of assistance employed by the officers of
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the British Crown to rummage and ransack colonists' homes as a means
to enforce antismuggling and customs laws. General search warrants
had been used for centuries in England against those accused of sedi-
tious libel and other offenses. These warrants, sometimes judicial,
sometimes not, often general as to persons to be arrested, places to be
searched, and things to be seized, were finally condemned by Lord
Camden in 1765 in Entick v. Carrington, a decision later celebrated by
the Supreme Court as a landmark of English liberty one of the perma-
nent monuments of the British Constitution."

The case involved a general warrant, issued by Lord Halifax as Sec-
retary of State, authorizing messengers to search for John Entick and
to seize his private papers and books. Entick had written publications
criticizing the Crown and was a supporter of John Wilkes, the famous
author and editor of the "North Briton" whose own publications had
prompted wholesale arrests, searches, and seizures. Entick sued for
trespass and obtained a jury verdict in his favor. In upholding the ver-
dict; Lord Camden observed that if the Government's power to break
into and search homes were accepted, "the secret cabinets and bureaus
of every subject in this kingdom would be thrown open to the search
and inspection of a messenger, whenever the secretary of state shall
see fit to charge, or even to suspect, a person to be the author, printer,
or publisher of a seditious libel."

The practice of the general warrants, however, continued to be
known in the colonies. The writ of assistance, an even more arbitrary
and oppressive instrument than the general warrant, was also widely
used by revenue officers to detect smuggled goods. Unlike a general
warrant, the writ of assistance was virtually unlimited in duration and
did not have to be returned to the court upon its execution. It broadly
authorized indiscriminate searches and seizures against any person
suspected by a customs officer of possessing prohibited or uncustomed
goods.

The writs, sometimes judicial, sometimes not, were usually issued by
colonial judges and vested Crown officers with unreviewed and un-
bounded discretion to break into homes, rifle drawers, and seize pri-
vate papers. All officers and subjects of the Crown were further com-
manded to assist in the writ's execution. In 1761, James Otis-eloquently
denounced the writs as "the worst instrument of arbitrary power, the
most destructive of English liberty, and the fundamental principles of
law, that ever was found in an English law book," since they put "the
liberty of every man in the hands of every petty officer." Otis' fiery
oration later prompted John Adams to reflect that "then and there was
the first scene of the first act of opposition to the arbitrary claims of
Great Britain. Then and there the child Independence was born."

The words of the fourth amendment are mostly the product of James
Madison. His original version appeared to be directed solely at the
issuance of improper warrants. Revisions accomplished under circum-
stances that are still unclear transformed the amendment into two sepa-
rate clauses. The change has influenced our understanding of the
nature of the rights it protects. As embodied in our Constitution, the
amendment reads:

The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated, and no
Warrants shall issue, but upon probable cause, supported by oath or affirmation,
and particularly describing the place to be searched, and the persons or things
to be seized.
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Our understanding of the purposes underlying the fourth. amend-
ment has been an evolving one. It has been shaped by subsequent his-
torical events, by the changing conditions of our modern technological
society, and by the development of our own traditions, customs, and
values. From the beginning, of course, there has been agreement that
the amendment protects against practices such as those of the Crown
officers under the notorious general warrants and writs of assistance.
Above all, the amendment safeguards the people from unlimited,
undue infringement by the Government on the security of persons
and their property.

But our perceptions of the language and spirit of the amendment
have gone beyond the historical wrongs the amendment was intended
to prevent. The Supreme Court has served as the primary explicator
of these evolving perceptions and has sought to articulate the values
-the amendment incorporates. ILbelieve it is useful in our present
endeavor to identify some of.these perceived values.

First, broadly considered, the amendment speaks to the autonomy
of the individual against society. It seeks to accord to each individual,
albeit imperfectly, a measure of the confidentiality essential to the
attainment of human dignity. It is.a shield against indiscriminate
exposure of an individual's private affairs to the world-an exposure
which can destroy, since it places in jeopardy the spontaneity of
thought and action on which so much depends. As Justice Brandeis
observed in his dissent in the Olmstead case, in the fourth amend-
ment the Founders "conferred, as against the.Government, the right
'to be let alone-the most comprehensive of rights and the right most
valued by civilized men." The amendment does not protect absolutely
the privacy of an individual. The need for privacy, and the law's
response to that need, go beyond the amendment. But the recognition
,of the value of individual autonomy remains close to the amend-
.ment's core.

A parallel value has been the amendment's special concern with
intrusions when the purpose is to obtain evidence to incriminate the
victim of the search. As the Supreme Court. observed in Boiyd, which
involved an attempt to compel-the production of an individual's pri-
vate papers, at some point the fourth amendment's prohibition against
unreasonable searches and seizures land the fifth amendment's prohibi-
tion against compulsory self-incrimination "run almost into each
other." The intrusion on an individual's privacy has long been thought
to be especially grave when the search .is base on a desire to discover
incriminating evidence. The desire to incriminate may be seen as
only an aggravating circumstance of the. search, but it.has at times
proven to be a decisive factor in determining its legality. Indeed, in
Boyd the court declared broadly that "compelling the production of
-(a person's) private books and papers, to convict. him of crime, or to
Jorfeit his property, is contrary to the principles of a free govern-
iiment." The incriminating evidence point goes to the integrity of the
criminal justice system. It does not necessarily settle the issue whether
.the overhearing can properly take place. It goes to the use and pur-
pose of the information overheard.

An. additional concern of the amendment has been the protection
of freedom of, thought, speech, and religion. The general warrants were
used in England as a powerful instrument to suppress what was

67-522-78----
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regarded as seditious libel or nonconformity. So Justice Powell stated
in Keith that "fourth amendment protections become the more nec-
essary when the targets of official surveillance may be those suspected
of unorthodoxy in their political beliefs." ,

Another concern embodied in the amendment may be found in its
second clause dealing with the warrant requirement, even though the
fourth amendment does not always require a warrant. The fear is that
the law enforcement officer, if unchecked, may misuse his powers to
harass those who hold unpopular or simply different views and to
intrude capriciously upon the privacy of individuals. It is the recog-
nition of the possibility for abuse, inherent whenever executive discre-
tion is uncontrolled, that gives rise to the requirement of a warrant.
That requirement constitutes an assurance that the judgment of a
neutral and detached magistrate will come to bear before the intrn-
sion is made and that the decision whether the privacy of the indi-
vidual must yield to a greater need of society will not be left to the
executive alone.

A final value reflected in the fourth amendment is revealed in its
opening words: "The right of the people." Who are "the people" to
whom the amendment refers? The Constitution begins with the
phrase, "We the People of the United States." That phrase has the
character of words of art, denoting the power from which the Consti-
tution comes. It does suggest a special concern for the American citi-
zen and for those who share the responsibilities of citizens. The fourth
amendment guards the right of "the people" and it can be urged that
it was not meant to apply to foreign nations, their agents and collabo-
rators. Its application may at least take account of that difference.

The values outlined above have been embodied in the amendment
from the beginning. But the importance accorded a particular value
has varied during the course of our history. Some have been thought
more important or more threatened than others at time. When several
of the values coalesce, the need for protection has been regarded as
greatest. When only one is involved, that need has been regarded as
lessened. Moreover, the scope of the amendment itself has been altered
over time. Words have been read by different justices and different
courts to mean different things. The words of the amendment have not
changed; we, as a people, and the world which envelops us, have
changed.

An important example is what the amendment seeks to guard as
"secure." The wording of the fourth amendment suggests a concern
with tangible property. By its terms, the amendment protects the
right of the people to be secure in their "persons, houses, papers and
effects." The emphasis appears to be on the material possessions of a
person, rather than on his privacy generally.

The CHAIRMAN. Why do you say that when the word "persons"
comes first; "houses, papers and effects" comes after "persons?" It
seems to me that the emphasis was on persons in the first instance,
and material holdings afterward.

Attorney General LEVI. I suspect one reason you think so, Mr.
Chairman, is the fact that you are living today, but the emphasis on
property and property rights, I think, was the way the amendment
was previously looked at. There is an interesting exchange between Sir
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Frederick Pollack and Justice Holmes on that very subject at the time
of the Olmstead case.

In any event, this emphasis on property was the conclusion the
court came to on the Olmstead case-in 1928, holding that the intercept
of telephone messages, if accomplished without a physical trespass,
was outside the scope of the fourth amendment. Chief Justice Taft,
writing for the court, reasoned -that wiretapping did not involve a
search or seizure; the amendment protected only tangible material
"effects" and not intangibles such as oral conversations.

But, while the removal and carrying off of papers was a trespass. of
the most aggravated sort, inspection alone was not: "The eye," Lord
Camden said, "cannot by the law of England be guilty of a trespass."

The CHEA:IRMIAN. Did he really say that?
Attorney General LEVI. Yes; he did.
The movement of the law since Olmmstead has been steadilv from

protection of property to the protection of privacy. In the Goldman
case in 1942 the Court held that the use of a detectaphone placed
against the wall of a room to overhear oral conversations in an adjoin-
ing office was not unlawful because no physical trespass was involved.
The opinion's unstated assumption, however, appeared to be that a
private oral conversation could'be among the protected "effects" with-
in the meaning of the fourth amendment. The Silverman case later
eroded Olmstead substantially by holding that the amendment was
violated by the interception of an oral conversation through the use
of a spike mike driven into a party wall, penetrating the heating duct
of the adjacent home. The Court stated that the question whether a
trespass had occurred as a technical matter of property-law wvas not
controlling: the existence of an actual intrusion-was sufficient.

The Court finally reached the opposite emphasis from its previous
stress on property in 1967 in Katz v. United States. The Court. de-
clared that the fourth amendment "protects people, not places."
against unreasonable searches and seizures; that oral conversations,
although intangible, were entitled to be secure against the uninvited
ear of a government officer, and that the interception of a telephone
conversation, even if accomplished without a trespass, violated the
privacy on which petitioner justifiably relied -while using a telephone
booth. Justice Harlan, in a concurring opinion, explained that to have
a constitutionally protected right of privacy under Katz it was neces-
sary that a person; first, "have exhibited an actual-subjective-ex-
pectation of privacy and, second, that the expectation be one that so-
ciety is prepared to recognize as 'reasonable."'

At first glance, Katz might be taken as a statement that the fourth
amendment now protects all reasonable expectations of privacy-that
-the boundaries of the right of privacy are coterminous with those of
the fourth- amendment. But that assumption would be misleading. To
begin with, the amendment still protects some interests that have very
little, if anything, to do with privacy. Thus, the police may not. with-
out warrant, seize an automobile parked on the owner's driveway
even though they have reason to believe that the automobile was used
in committing a crime. The interest protected by the fourth amend-
ment in such a case is probably better. defined in terms of property than
privacy. Moreover,- the Katz opinion itself cautioned that "the fourth
amendment- cannot be translated into a general constitutional 'right
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to privacy."' Some privacy interests are protected by remaining Con-
stitutional guarantees. Others are protected by Federal statute, by
the States, or not at all.

The CHAIRMAN. May I interrupt at this point to suggestithat there
is a vote in the Senate, a roll-call, which accounts for the fact that the
Senators have had to leave. It looks as though the balance of your
statement will require the remainder of the session this morning, so
that I would suggest, if it is possible for you to do so, that we return
upon the completion of your testimony, that we return this afternoon
in order that Members then may have an opportunity, having heard
parts of your statement and read the rest, to ask questions.

At 2 o'clock this afternoon, we will continue the questioning. I am
not going to go to the vote. I am very much interested in the paper.
I would like you to continue, please.

Attorney General LEvI. The point that I was making about Katz
is twofold. First, under the Court's decisions, the fourth amendment
does not protect every expectation of privacy, no matter how reasonable
or actual that expectation may be. It does not protect, for example,
against false friends' betrayals to the police of even the most private
confidences. Second, the "reasonable expectation of privacy" standard;
often said to be the test of Katz, is itself a conclusion. It represents
a judgment that certain behavior should as a matter of law be protected
against unrestrained governmental intrusion. That judgment, to be
sure, rests in part on an assessment of the reasonableness of the expecta-
tion, that is, on an objective, factual estimation of a risk of intrusion
under given circumstances, joined with an actual expectation of
privacy by the person involved in a particular case. But it is plainly
more than that, since it is also intermingled with a judgment as to how
important it is to society that an expectation should be confirmed-a
judgment based on a perception of our customs, traditions, and values
as a free people.

The Katz decision itself illustrates the point. Was it really a "reason-
able expectation" at the time of Katz for a person to believe that his
telephone conversation in a public phone booth was private and not
susceptible to interception by a microphone on the booth's outer wall?
Almost 40 years earlier in Om,8tead, the Court held such nontres-
passory interceptions were permissible. Goldman reaffirmed
that holding. So how could Katz reasonably expect the contrary?
The answer, I think, is that the Court's decision in Katz turned ulti-
mately on an assessment of the effect of permitting such unrestrained
intrusions on the individual in his private and social life. The judg-
ment was that a license for unlimited governmental intrusions upon
every telephone would pose too great a danger to the spontaneity of
human thought and behavior. Justice Harlan put the point this way:
"The analysis must, in my view, transcend the search for subjective
expectations or legal attribution of assumptions of risk. Our expecta-
tions, and the risks we assume, are in large part reflections of laws
that translate into rules the customs and values of the past and
present." A weighing of values is an inescapable part in the interpre-
tation and growth of the fourth amendment. Expectations, and their
reasonableness, vary according to circumstances. So will the need for
an intrusion and its likely effect. These elements will define the bound-
aries of the interests which the amendment holds as "secure."
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To identify the interests which are to be "secure,"l of course, only
begins the inquiry. It is equally essential to identify the dangers from
which those interests are to be secure. What constitutes an intrusion'
will depend on the scope of the protected interest. The early view-
that the fourth amendment protected only tangible property resulted
in the rule that a physical treaspass or taking was the measure of an
intrusion. Olm.,stead rested on the fact that there had been no physical
trespass into the defendant's home or office. It also held that the use
of the sense of hearing to intercept a conversating did not constitute
a search or seizure. Katz, by expanding the scope of the protected
interests, necessarily altered our understanding of what constitutes an
intrusion. Since intangibles such as oral conversations are now re-
garded as protected "effects," the overhearing of a conversation may
constitute an intrusion apart from whether a physical trespass is
involved. The nature of the search and seizure can be very important.
An entry into a house to search its interior may be viewed as more
serious than the overhearing of a certain type of conversation. The
risk of abuse may loom larger in one case than the other. The factors
that have come to be viewed as most important, however, are the
purpose and effect of the intrusion. The Supreme Court has tended to
focus not so much on what was physically done, but on why it was
done and what the consequence is likely to be. What is seized, why
it was seized, and what is done with what is seized are critical questions.

I stated earlier that a central concern of the fourth amendment
was with intrusions to obtain evidence to incriminate the victim of
the search. This concern has been reflected in Supreme Court decisions
which have traditionally treated intrusions to gather incriminatory
evidence differently from intrusions for neutral or benign purposes.
In Frank v. Maryland, 359 U.S. 360 (1959), the appellant was fined
for refusing to allow a housing inspector to enter his residence to
determine whether it was maintained in compliance with the municipal
housing code. Violation of the code would have led only to a direction
to remove the violation. Only failure to comply with the direction
would lead to a criminal sanction. The Court, held that such adminis-
trative searches could be conducted without warrant. Justice Frank-
furter, writing for the Court, noted that the fourth amendment was
a reaction to "ransacking by Crown officers of the homes of citizens
in search of evidence of crime or of illegally imported goods." He
observed that both Entick and Boyd were concerned with attempts
to compel individuals to incriminate themselves in criminal cases and
that "it was on the issue of the right to be secure from searches for
evidence to be used in criminal prosecutions or for forfeitures that
the great battle for fundamental liberty was fought." There was thus
a great difference, the Justice said, between searches to seize evidence
for criminal prosecutions and searches to detect the existence of
municipal health code violations. Searches in this latter category,
conducted: "as an adjunct *to a regulatory scheme for the general
w elfare of the community and not as a means of enforcing the criminal
law, have antecedents deep in our history," and should not be sub-
jected to the warrant requirement.

F rank was later overruled in 1967 in Camara v. MunicipaZ Court,
and a companion case, See v. City of Seattle. In Camara, appellant
-was, like Frank, charged with a criminal violation as a result of his
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refusal to permit a municipal inspector to enter his apartment to
investigate possible violations of the city's housing code. The Supreme
Court rejected the Frank rationale that municipal fire, health, and
housing inspections could be conducted without a warrant because
the object of the intrusion was not to search for the fruits or instrumen-
talities of crime. Moreover, the Court noted that most regulatory laws
such as fire, health, and housing codes were enforced by criminal
processes, that refusal to permit entry to an inspector was often a
criminal offense, and that the "self-protection" or "noncrimination"
objective of the fourth amendment was therefore indeed involved.

But 'the doctrine of Camara proved to be limited. In 1971 in Wyman
*v. Janmes the Court held that a "home visit" by a welfare caseworker,
which entailed termination of benefits if the welfare recipient refused
entry, was lawful despite the absence of a warrant. The Court relied
on the importance of the public's interest in obtaining information
about the recipient, the reasonableness of the measures taken to insure
that tlhe intrusion was limited to the extent practicable, and most
importantly, the fact that the primary objective of the search was
not -to obtain evidence for a criminal investigation or prosecution.
Casmara and :Frank were distinguished as involving criminal pro-
ceedings.-

Perhaps- what these cases mainly say is that the purpose of the
intrusion, and the use to which what is seized is put, are more import-
ant from a constitutional standpoint than the physical act of intrusion
itself. Where the purpose or effect is noncriminal, the search and
seizure is perceived as less troublesome and there is a readiness to find
reasonableness even in the absence of a judicial warrant. By contrast,
where the purpose of the intrusion is to gather incriminatory evidence,
and hence hostile, or when the consequence of 'the intrusion is the
sanction of the criminal law, greater protections may be given.

The fourth amendment then, as it' has always been interpreted, does
not give absolute protection against Government intrusion. In the
words of the amendment, the right guaranteed is security against
unreasonable searches and seizures. As Justice White said in the
Camara case, "there can be no ready test for determining reasonable-
ness other than by balancing the. need to search against the invasion
which the search entails." Whether there has been a constitutionally
prohibited invasion at all has come to depend less on an absolute
dividing line between protected and unprotected areas, and more
on an estimation of the individual security interests affected by the
Government's actions. Those effects, in turn, may depend on the pur-
pose for which the search is made, whether it is hostile, neutral, or
benign in relation to the person whose interests are invaded~ and also
on the manner of the search.

By the same token, the Government's need to search, to invade in-
dividual privacy interests, is no longer measured exclusively, if in-

ideed it ever was, by the traditional probable cause standard. The
second clause of the amendment states, in part, that "no warrants

*shall issue but upon probable cause." The concept of probable cause has
often been read to bear upon and in many cases to control the
question of the reasonableness of searches, whether with or without
warrant. The traditional formulation of the standard, as "reasonable
grounds for believing that the' law was being violated on the premises
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to be searched" relates to the governmental interest- in the prevention.
of criminal offenses, and to seizure of their instruments and fruits.
This formulation once took content from the long-standing "mere evi-
dence rule" that searches could not be undertaken "solely for the-
purpose of securing evidence to be used in a criminal or penal proceed-
ing, but that they may be resorted to only when a primary right to
such search and seizure may be found in the interest which the public
may have in the property to be- seized." The Government's interest
in the intrusion, like the individual's interest in privacy, thus was
defined in terms of property, and the right to search as well as to seize
was limited to items, contraband and the fruits and instrumentalities
of crime, in which the Government's interest was thought superior to
the individual's. This notion, long eroded in practice, was expressly
abandoned by the Court in 1967 in Warden v. Hayden. Thus, the de-
tection of crime, the need to discover and use "mere evidence" may
presently justify intrusion.

Moreover, as I have indicated, the Court has held that, in certain
situations, something less than probable cause, in the traditional sense,
may be sufficient ground for intrusion, if the degree of intrusion is
limited strictly to the purposes for which it is made. In Terry v. Ohio .
the Court held that a policeman, in order to protect himself and others
nearby, may conduct a limited "pat down" search for weapons when
he has reasonable grounds for believing that criminal conduct is taking
place and that the person searched is armed and dangerous. Last term,
in UllIted State8 v. Brignoni-Ponce, the Court held that, if an officer
has a "founded suspicion" that a car in a border areas contains illegal
aliens, the officer may .stop the car and'ask the occupants to explain
suspicious circumstances. The Court concluded that the important gov-
ernmental interest involved, and the absence of practical alternatives,
justified the -minimal intrusion of a .brief stop. In both Terry and
Brignoni, the. Court- emphasized that a more drastic intrusion, a
thorough search- of the suspect or automobile, would require the
justification of traditional probable cause. This point is reflected in
the Court's decisions in Almeida-Sanchez and Ortiz, in which the
Court held that, despite the interest in stemming illegal immigration,
searches of automobiles either at fixed checkpoints or by roving patrols
in places that are not the "functional equivalent" of borders could not
be-undertaken without probable cause.

Nonetheless, it is clear that the traditional probable cause standard
is not the exclusive measure of the Government's interest. The kind
and degree of interest required depend on the severity of the intrusion
the Government seeks to make. The requirement of the probable cause
standard itself may vary, as the Court made clear in Camara. ThsIt
case; as you -recall, concerned the nature of the probable cause re-
quirement in the context of searches to identify housing code viola-
tions. The Court was persuaded that the only workable method of -en-
forcement, was periodic inspection of all structures, and concluded -
that because the- search-was not "personal in nature," and the invasion
of privacy involved was limited, probable cause could be based on "ap-
praisal of conditions in the area as a whole," rather than knowledge of.
the condition of particular -buildings. "If a valid public interest justi-
fies the intrusion contemplated," the Court stated, "then there is prob-
able cause to issue a suitable restricted search warrant.'? In the Keith
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case, while holding that domestic national security surveillance, not
involving the activities of foreign powers and their agents, was subject
to the warrant requirement, the Court noted that the reasons for such
domestic surveillance may differ from those justifying surveillances
for ordinary crimes, and that domestic security surveillances often
have to be long-range projects. For these reasons; a; standard of prob-
able cause to obtain a warrant different from the traditional standard
would be justified: "Different standards may be compatible with the
fourth amendment if they are reasonable both in relation to the legiti-
mate need of Government for intelligence information and the pro-
tected rights of our citizens."In brief, although at one time the "reasonableness" of a search may
have been defined according to the traditional probable cause standard,
the situation has now been reversed. Probable cause has come to de-
pend on reasonableness, on the legitimate need of the Government and
whether there is reason to believe that the precise intrusion sought,
measured in terms of its effect on individual security, is necessary to
satisfy it.

This point is critical in evaluating the reasonableness of searches orsurveillances undertaken to protect national security. In some in-
stances, the Government's interest may be, in part, to protect the Na-tion against specific actions of foreign powers or their agents, ac-
tions that are criminal offenses. In other instances, the interest may be
to protect against the possibility of actions by foreign powers and
their agents dangerous to national security, actions that may or may
not be criminal. Or the interest may be solely to gather intelligence, ina variety of forms, in the hands of foreign agents and foreign powers,
intelligence that may be essential to informed conduct of our Nation's
foreign affairs. This last interest indeed may often be far more criti-cal for the protection of the Nation that the detection of a particular
criminal offense. The fourth amendment's standard of reasonableness
as it has developed in the Court's decisions is sufficiently flexible to
recognize this.

Just as the reasonableness standard of the amendment's first clause
has taken content from the probable cause standard. so it has also come
to inicorporate the particularity requirement of the warrant clause,
that warrants particularly describe "the place to be searched, and the
persons or thinigs to be seized." As one circuit court has written, al-
though pointing out the remedy m ight not be very extensive "limnita-
tions on the fruit to'be gathered tend to limit the quest itself." The Gov-
ernment's interest, and purpose in undertaking the search defines itsscope, and the societal importance of that purpose can 'be weighted
against the effects of the intrusion on the individual. By precise defi-
nition of the objects of the search, the degree of intru sion cant be- mini-
mized to that reasonably Inecessary to achieve the legitimate purpose.
In this sense, the particularity requirement' of the w arrant clause isanalogous' to the minimization requirement of title III; that inter-
ceptions "be executed in such a way as to minimize the intereption
of communications not otherwise subject to interception" under the
title.

But there is a distinct aspect to the particularity requiiem ent, one
that is often overlooked. An officer who h as obtAine d a warrant based

upon probable cause to search for particular items may iii conducting
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the search necessarily have to examine other items, some of which may
constitute evidence of an entirely distinct crime. The normal rule un-
der the plain view doctrine is that the officer may seize the latter in-
criminating items as well as those specifically identified in the war-
rant so long as the scope of the authorized search is not exceeded. The
minimization rule responds to the concern about overly broad searches,
and it requires an effort to limit what can be seized. It also may be an
attempt to limit how it can be used. Indeed, this minimization concern
may have been the original purpose of the "mere evidence" rule.

The concern about the use of what is seized may be most important
for future actions. Until very recently, in fact, until the Court's 1971
decision in Bivens, the only sanction against an illegal search was that
its fruits were inadmissible at any criminal trial of the person whose
interest was invaded. So long as this was the only sanction, the courts,
in judging reasonableness, did not really have to weigh any gpyern-
mental interest other than that of detecting crimes. In practical effect,
a search could only be "unreasonable" as- a matter of law if an at-
tempt was made to use its fruits for prosecution of a criminal offense.
So long as the Government did not attempt such use the search could
continue and the Government's interests, other than enforcing crimi-
nal laws, could be satisfied.

It may be said that this confuses rights and remedies; searches
could be unreasonable even though no sanction followed. But I am not
clear that this is theoretically so, and realistically it was not so'. As I
have noted earlier, the reasonableness of 'a search has depended,' in
major part, on the purpose for which it is undertaken and on whether
that purpose, in relation to the person whom it affects, is'hostile or
benign. The search most hostile to an individual is one in preparation
for his criminal prosecution. Exclusion of evidence from criminal
trials may help assure that searches undertaken for ostensibly benign
motives are not used as blinds for attempts to find criminal evidence,
while permitting searches that'are genuinely benign to continue.'But
there is a more general point. The effect of a government intrusion
on individual security is a function, not only of the intrusion's nature
and circumstances, but also of disclosure and of the use to which its
product is put. Its effects are, perhaps greatest when it is employed
or can be employed to impose criminal sanctions or to deter, by dis-
closure, the exercise of individual freedoms. In short, the use of the
product seized bears upon the reasonableness of the search.

These observations have particular bearing on electronic surveil-
lance. By the nature of the technology the "search" may necessarily
be far broader than its legitimate objects. For example, a surveil-
lance justified as the only means of obtaining valuable foreign intel-
ligence may require the temporary overhearing of conversations con-
taiing no foreign intelligence whatever in order eventually to locate
its object. To the extent that we can, by purely mechanical means,
select out only that information that fits the purpose of the search, the
intrusion is radically rediuced. Indeed, in terms of effects on individ-
ual security, there would be no intrusion at all. But other steps may
be appropiiate. In this'respect, I think we should recall the language
and the .practic for many years under former section 605 of the Com-
munications Act; The act was violated, not by surveillance alone. but
only by survillance' and disclosure in court or to-the public. It may be
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that if a critical government purpose justifies a surveillance, but be-
cause of teclmolooical limitations it is not possible to limit surveil-
lance strictly to thiose persons as to whom alone surveillance is jus-
tified, one way of reducing the intrusion's effects is to limit strictly
the revelation or disclosure or the use of its product. Minimization
procedures can be very important.

In discussing the standard of 'reasonableness, I have necessarily de-
scribed the evolving standards for issuing warrants and the standards
governing their scope. But I have not yet discussed the warrant re-
quirement itself, how it relates to the reasonableness standard and
what purposes it was intended to serve. The relationship of the war-
rant requirement to the reasonableness standard was described by Jus-
tice Robert Jackson:

Any assumption that evidence sufficient to support a magistrate's disinterested
determination to issue a'search warrant will'justify the officers in making a
search without a warrant would reduce the amendment to a nullity and leave
the people's homes secure only in the discretion of police officers.

The CHAIRMAN. That is Senator Mathias' previous point, that once
Attorney General Jackson became Mr. Justice Jackson, he took a dif-
ferent view.

Attorney General LEVI. That may be, although I had not realized
he had been a police officer. That is Justice Jackson.

The CHAIRMAN. He had been Attorney General. . --
Attorney General LEVI. I make a substantial distinction.
The CHAIRMAN. I recognize the distinction.
Attorney General LEVI. When the right of privacy must reasonably

yield to the right of search is, as a rule, to be decided by a judicial. of-
fcer, not by a policeman or government enforcement agent. That makes
his point better.

The CHAIRMAN. Yes.
Attorney General LEVI. This view has not always been accepted by a

majority of the Court; the Court's view of the relationship between
the general reasonableness standard and the warrant requirement has
shifted often and dramatically; But the view expressed by Justice
Jackson is now quite clearly the prevailing position. The Court said in
Katz that "searches conducted outside the judicial process, without
prior approval by judge or magistrate, are per se unreasonable under
the fourth amendment, subject only to a few specifically established and
well-delineated exceptions." Such exceptions include those grounded
*in necessity, where exigencies of time and circumstances make resort to
-a magistrate practically impossible. These include, of course, the Terr'y
stop and frisk and, to some degree, searches incident to arrest. Btit
there are other exceptions, not always grounded in exigency, for exam-
-ple, some automobile searches, and at least some kinds of searches not
conducted for purposes of enforcing criminal laws, such as the welfare
-visits'of Wyman v. James: In short,' the warrant requirement itself
depends on the purpose and degree of intrusion. A footnote to the
majority opinion in Katz. as well as Justice White's concurring opin-
*ion, left open the possibility that warrants may not be required for
search'es undertaken for'national security purposes. Anrd, of course,
Justice Powell's .opinion in Keith, while requiring warrants for domes-
tic security surveillances, 'suggests that' a different' balance may be
struck when the surveillance is undertaken against foreign powers-and
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their agents to gather intelligence information or to protect against
foreign threats.

The purpose of the warrant requirement is to guard against over-
zealousness of government officials, who may tend to overestimate the
basis and necessity of intrusion and to underestimate the impact of
their efforts on individuals.

The historical judgment, which the fourth amendment accepts, is that unre-
viewed executive discretion may yield too readily to pressures to obtain incrimi-
nating evidence and overlook potential invasions of privacy and protected speech.

These purposes of the warrant requirement must be kept firmly in
mind in analyzing the appropriateness of applying it to the foreign
intelligence and security area.

The CHAIRMAN. Mr. Attorney General, we are now on final passage
of a bill. Since you have been testifying for some time, I think you
could probably take a break, take a 5-minute recess, take a drink of
water, and I think it would be inappropriate as we examine the vaga-
ries of the fourth amendment for me to miss final vote on the Sunshine'
bill permitting congressional committees to hold open hearings.

Attorney General LEVI. Without a warrant.
The CHAIRMAN. Without a warrant, right.
[A brief recess was taken.]
The CHAIRMAN. The hearing will please come back to order.
Mr. Attorney General, would you take up where you left off, please?
Attorney General Lrvr. There is a real possibility'that application

of the warrant requirement, at least in the form of the normal criminal
search warrant, the form adopted in title III, will endanger legitimate
government interests. As I have indicated, title III sets up a detailed'
procedure for interception of wire or oral communications. It requires.
the procurement of a judicial warrant and prescribes the information
to be set forth in the petition to the judge so that, among other things,
he may find probable cause that a crime has been or is about, to' be com-
mitte4d It requires notification to the parties subject to the surveillance:
within a period after it has taken place. The statute is clearly unsuited
to protection of the vital national interests in continuing detection of
the activities of foreign powers and their agents. A notice requirement,
aside from other possible repercussions, could destroy the usefnulness'of
intelligence sources and methods. The most critical surveillance in this
area may have nothing whatever to do with detection of crime.
'Apart from the problems presented by particular provisions of title

III, the argument' against application of the warrant requirement,
even with an expanded probable cause standard, is that judges and
magistrates may. underestimate the importance of the Government's
need, or that the information necessary to make the determination!
cannot be' disclosed to a judge or magistrate without risk of its acci-.
dental revelation, a revelation that could work.great harm to the Na-
tion's security. What is often less likely to be noted is that a magistrate.
may~be as prone to overestimate as to underestimate the force of the.,
Government's need. Warrants necessarily are used ex parte: often
decision must come quickly on the basis of 'information that must
remain confidential. Applications to any one judge or'magistrate would
he only sporadic; no opinion could be published;'this would limit 'the-
growth of judicially devel6ped, reasonably uniform standards based,
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in part, on the quality of the information sought and the knowledge
of possible alternatives. Equally important, responsibility for the in-
trusion would have been diffused. It is possible that the actual number
of searches or surveillances would increase if executive officials, rather
than bearing responsibility themselves, can find shield behind a magis-
trate's judgment of reasonableness. On the other hand, whatever the
practical effect of a warrant requirement may be, it would still serve
the important purpose of assuring the public that searches are not con-
ducted without the approval of a neutral magistrate who could pre-
vent abuses of the technique.

In discussing the advisability of a warrant requirement, it may also
be useful to distinguish among possible situations that arise in the
national security area. Three situations, greatly simplified, come to
mind. They differ from one another in the extent to which they are
limited in time or in target. First, the search may be directed at a par-
ticular foreign agent to detect a specific anticipated activity, such as
the purchase of a secret document. The activity which is to be detected
ordinarily would constitute a crime. Second, the search may be more
extended in time, even virtually continuous, but still would be directed
at an identified foreign agent. The purpose of such a surveillance
would be to monitor the agent's activities, determine the identities of
persons whose access to classified information he might be exploiting,
and determine the identity of other foreign agents with whom he may
be in contact. Such a surveillance might also gather foreign intelli-
gence information about the agent's own country, information that
would be of positive intelligence value to the United States. Third,
there may be virtually continuous surveillance which by its nature does
not have specifically predetermined targets. Such a surveillance could
be designed to gather foreign intelligence information essential to
the security of the Nation.

The more limited in time and target a surveillance is, the more nearly
analogous it appears to be with a traditional criminal search which
involves a particular target location or individual at a specific time.
Thus, the first situation Must described would in that respect be most
amenable to some sort of warrant requirement, the second less so. The
efficacy of a warrant requirement in the third situation would be mini-
mal. If the third type of surveillance I described were submitted to
-prior judicial approval, that judicial decision would take the form of
Jan ex parte declaration that the program of surveillance designed by
-the Government strikes a reasonable balance between the Govern-
Yment's need for the information and the protection of individuals'
rights. Nevertheless, it may be that different kinds of warrants could
be developed to cover the third situation. In his opinion in AlXeida-
Sanchez, Justice Powell suggested the possibility of area warrants,
issued on the basis of the conditions in the area to be surveilled, to
allow automobile searches in areas near America's borders. The law
has not lost its inventiveness, and it might be possible to fashion new
judicial approaches to the novel situations that come up in the area of
foreign intelligence. I think it must be pointed out that for the devel-
opment of such an extended, new kind of warrant, a statutory base
might be required or at least appropriate. At the same time, in dealing
with this area, it may be mistaken to focus on the warrant require-
ment alone to the exclusion of other, possibly more realistic, protections.
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What, then, is the shape of the present law? To begin with, several
statutes appear to recognize that the Government does intercept cer-
tain messages for foreign intelligence purposes and that this activity
must be, and can be, carried out. Section 952 of title 18, which I men-
tioned earlier is one example; section 798 of the same title is another.
In addition, title III's proviso, which I have quoted earlier, explicitly
disclaimed any intent to limit the authority of the Executive to con-
duct electronic surveillance for national security and foreign intelli-
gence purposes. In an apparent recognition that the power would 'be
exercised, title III specifies the conditions under which information
obtained through Presidentially authorized surveillance may be re-
ceived into evidence. It seems clear, therefore, that in 1968 Congress
was not prepared to come to a judgment that the Executive should dis-
continue its activities in this area, nor was it prepared to regulate how
those activities were to be conducted. Yet it cannot be said that Con-
gress has been entirely silent on this matter. Its express statutory ref-
erences to the existence of the activity must be taken into account.

The case law, although unsatisfactory in some respects, has sup-
ported or left untouched the pQlicy of the Executive in the foreign
intelligence area whenever the issue has been squarely confronted. The
Supreme Court's decision in the Keith case in 1972 concerned the legal-
ity of warrantless surveillance directed against a domestic organiza-
tion with no connection to a foreign power and the Government's
'attempt to introduce the product of the surveillance as evidence in the
criminal trial of a person charged with bombing a CIA office in Ann
Arbor. Mich. In part because of the danger that uncontrolled discre-
tion might result in use of electronic surveillance to deter domestic
organizations from exercising first amendment rights, the Supreme
Court held that in cases of internal security, when there is no foreign
involvement, a judicial warrant is required. Speaking for the Court,
Justice Powell emphasized that-

This ease involves only the domestic aspects of national security. We have
expressed no opinion as to the issues which may be involved with respect to
activities of foreign powers or their agents.

As I observed in my remarks at the ABA convention the Supreme
Court surely realized-
in view of the importance the Government has placed on the need for warrant-
less electronic surveillance that, after the holding in Keith, the Government
would proceed with the procedures it had developed to conduct those surveillances
not prohibited-that is, in the foreign intelligence area or, as Justice Powell
said, "with respect to activities of foreign powers and their agents."

The CHAIRMAN. May I interrupt to say that Justice Powell's percep-
tion of the latent threat of unwarranted surveillance against domestic
organizations in the name of national security is of great concern to
me and to the members of this committee because nothing could be
more intimidating on the right of individuals to express themselves
and protest policies of the Government with which they disagree. than
the belief that they are being watched and their conversations are being
monitored by the Federal Government.

Attorney General LEVI. As I believe you know, Mr. Chairman, it has
also been ' great concern to me.

The CHAIRMAN. I am simply expressing approval, of the Powell
opinion and its importance. and I am certain it is being observed.
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v Attorney General LEVI. The two Federal court decisions after
Keith-I am not sure, Mr. Chairman, if that is a question. If it were a
question, the answer is yes.

The two Federal court decisions after Keith that have expressly
addressed the problem have both held that the fourth amendment
does not require a warrant for electronic surveillance instituted to
obtain foreign intelligence. In the first, United States v. Brown, the
defendant, an American citizen, was incidentally overheard as the
result of a warrantless wiretap authorized by the Attorney General
for foreign intelligence purposes. In upholding the legality of the
surveillance, the Court of Appeals for the Fifth Circuit declared that

-on the basis of "the President's constitutional duty to act for the United
-States in the field of foreign affairs, and his inherent power to protect
national security in the conduct of foreign affairs, the President may
constitutionally authorize warrantless wiretaps for the purpose of
gathering foreign intelligence." The court added that "restrictions
on the President's power which are appropriate in cases of domestic
security become inappropriate in the context of the international
sphere."

In the United States v. Butenko, the Third Circuit reached the
same conclusion-that the warrant requirement of the fourth amend-
ment does not apply to electronic surveillance undertaken for foreign
intelligence purposes. Although the surveillance in that case was
directed at a foreign agent, the court held broadly that the warrant-
less surveillance would be lawful so long as the primary purpose was
to obtain foreign intelligence information. The court stated that such
surveillance would be reasonable without a warrant even though it
might involve the overhearing of conversations of "alien officials and
agents, and perhaps of American citizens." I should note that although
,the United States prevailed in the Butenko case, the Department
acquiesced in the petitioner's application for certiorari in order to
obtain the Supreme Court's ruling on the question. The Supreme Court
denied review, however, and thus left the third circuit's decision undis-
turbed as the prevailing law.

The CHAIRMAN. Do you know anywhere in the prevailing law that
the term "foreign intelligence" is defined?

Attorney General LEVI. I am not sure I can answer that question.
I-think that the.constant emphasis on foreign powers and their agents
helps define. In a discussion of the diplomatic powers of the Presi-
dent, his position in terms of the Armed Forces and so on perhaps
helps.
. The CHAIRM\AN. We find it a very elusive term because it can be
applied as justification for most anything and broadly defined can
,go far beyond the criteria that you just suggested. I know no place in
the law that undertakes to define the term.

Attorney General LEVI. That, of course, is the problem with all the
terms in this area. Also, a problem with the term "internal security,"
*"domestic security," or "national security," because one might tend
'to billow those terms to the point that they cover foreign intelligence,
so that we have a problem.

Most recently, in Zweibon v. Mitchell, decided in June of this year,
the District of Columbia circuit dealt with warrantless electronic
surveillance directed against a domestic organization allegedly en-
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gaged in activities affecting this country's relations with a foreign
power. It dealt specifically with the Jewish Defense League and the
allegation that it was involved with bombing of foreign diplomats of
importance to the U.N. Judge Skelly Wright's opinion for four of the
nine judges makes many staitements questioning any national security
exception to the warrant requirement. The court's actual holding
made clear in Judge Wright's opinion was far narrower and, in
fact, is consistent with holdings in Brown and Butenko. The court
held only that "a warrant must be obtained before a wiretap is installed
on a domestic organization that is neither the agent of nor acting in
collaboration with a foreign power." This holding, I should add, was
fully consistent with the Department of Justice's policy prior to the
time of the Zwaeibon decision.

The CHAIRMAN. Is it also prevailing law?
Attorney General LEVI. I regard it as prevailing law.
The CHAIRMAN. Is there an appeal pending? Is it being taken to the

Supreme Court?
Attorney General LEVI. Miy understanding is that the Department is

not taking-an appeal. I am not sure of the defendants.
Since the Department's policy is really in agreement with the hold-

ing, the only way for us to accept as lawyers representing others to
take an appeal, would have been to say that the broad language of
the court was an attempt to make an illicit extension of its holding
and to try to appeal on that. I do not believe you would have gotten
anyplace. I would-like to have done it partly as a way of telling judges
that they should take care what they say.

*With these cases in mind, it is fair to say electronic surveillance
conducted for foreign intelligence purposes, essential to the national
security, is lawful under the fourth amendment, even in the absence of
a warrant, at least where the subject of the surveillance is a foreign
power or an agent or collaborator of a foreign power. Moreover, the
opinions of two circuit courts stress the purpose for which the surveil-
lance is undertaken, rather than the identity of the subject. This sug-
gests that in- their view such surveillance without a warrant is lawful
so long as its purpose is to obtain foreign intelligence.

But the legality of the activity does not remove from the Executive
or from Congress the responsibility to take steps. within their power,
to seek an accommodation between the vital public and private inter-
ests involved. In our effort to seek such an accommodation, the Depart-
ment has adopted standards and procedures designed to insure the
reasonableness under the fourth amendm ent of electronic surveillance
and to minimize to the extent practical the intrusion on individual
interests. As I have stated, it is the Department's policy to authorize
electronic surveillance for foreign intelligence purposes only when
the subject is a foreign powe r or an agent of a foreign power. By
the term "agent" I-mean a consciofis agent; the agencv must be of a
special kind and must relate to activities of great concern to the
United States for foreign intelligence or counterintelligence reasons.
In addition at present there is no warrantless electronic surveillance
directed against any Americani citizen, and although it is conceivable
that circumstances justifying such surveillance may arise in the future,
I will not authorize the surveillance unless it.is clear that the Ameri-
can citizen is an active, conscious agent or collaborator of a foreign
power. In no event, of course, would I authorize any warrantless sur-



108

veillance against domestic persons or organizations such as thoseinvolved in the Keith case. Surveillance without a warrant will notbe conducted for purposes of security against domestic or internalthreats. It is our policy, moreover, to use the title III procedure when-ever i't is possible and appropriate to do so, although the statutoryprovisions regarding probable cause, notification, and prosecutive pur-pose make it unworkable in all foreign intelligence and many counter-
intelligence cases.

The standards and procedures that the Department has established
within the United States seek to insure that every request for sur-
veillance receives thorough and impartial consideration before a deci-sion is made whether to institute it. The process is elaborate and time
consuming, but it is necessary if the public interest is to be served and
individual rights safeguarded.

I have just been speaking about telephone wiretapping and micro-
phone surveillances which are reviewed by the Attorney General. In
the course of its investigation, the committee has become familiar with
the more technologically sophisticated and complex electronic surveil-
lance activities of other agencies. These surveillance activities present
somewhat different legal questions. The communications conceivably
might take place entirely outside the United States. That fact alone,
of course, would not automatically remove the agencies' activities fromscrutiny under the fourth amendment since at times even communica-
tions abroad may involve a legitimate privacy interest of American
citizens. Other communications conceivably might be exclusively be-tween foreign powers and their agents and involve no American ter-minal. In such a case, even though American citizens may be discussed,
this may raise less significant, or perhaps no significant, questions
under the fourth amendment. But the primary concern, I suppose. iswhether reasonable minimization procedures are employed with respect
to use and dissemination.

With respect to all electronic surveillance, whether conducted withinthe United States or abroad, it is essential that efforts be made to min-imize as much as possible the extent of that intrusion. Much in thisregard can be done by modern technology. Standards and procedures
can be developed and effectively deployed to limit the scope of theintrusion and the use to which its product is put. Various mechanisms
can provide a needed assurance to the American people that the activity
is undertaken for legitimate foreign intelligence purposes, and not forpolitical or other improper purposes. The procedures used should notbe ones which by the indirection in fact target American citizens andresident aliens where these individuals would not themselves be appro-
priate targets. The proper minimization criteria can limit the activity
to its justifiable and necessary scope.

The CIAIMAN. This is one of the subjects I'm sure the committeewill want to question you about this afternoon because we had so much
evidence of watch list and even random openings of the mail withoutany particular criteria, and names of people that would appear to bewholly inappropriate for purposes of surveillance. These are the reallife questions that are presented to this comm ittee in terms of what
the Government actually has been doing.

Attorney General LEvI. I assume, Mr. Chairman, that the mainthrust of the committee is to see what kind of legislation or better pro-cedures can be developed and I've tried very hard speaking on those
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subjects that I can speak on, and not speaking on those that I cannot,
to try to lay that down before the committee as a base.

Another factor must be recognized. It is the importance of potential
importance of the information to be secured. The activity may be
undertaken to obtain information deemed necessary to protect the
Nation against actual or potential attack or other hostile acts of a for-
eign power, to obtain foreign intelligence information deemed essen-
tial to the security of the United States, or to protect national security
information against foreign intelligence activities.

Need is itself a matter of degree. It may be that the importance of
some information is slight, but that may be impossible to gauge in ad-
vance; the significance of a single bit of information may become ap-
parent only when joined to intelligence from other sources. In short,
it is necessary to deal in probabilities. The importance of information
gathered from foreign establishments and agents may be regarded gen-
erally as high-although even here may be wide variations. At the
same time, the effect on individual liberty and security-at least of
American citizens-caused by methods directed exclusively to foreign
agents, particularly with minimization procedures, would be very
slight.

There may be regulatory and institutional devices other than the
warrant requirement that would better assure that intrusions for
national security and foreign intelligence purposes reasonably balance
the important needs of Government and of individual interests. In
assessing possible approaches to this problem it may be useful to
examine the practices of other Western democracies. For example,
England, Canada, and West Germany each share our concern about the
confidentiality of communications within their borders. Yet each recog-
nizes the right of the Executive to intercept communications without
a judicial warrant in cases involving suspected espionage, subversion
or other national security intelligence matters.

In Canada and West Germany, which have statutes analogous
to title III, the Executive in national security cases is exempt by
statute from the requirement that judicial warrants be obtained to
authorize surveillance of communications. In England, where judicial
warrants are not required to authorize surveillance of communications
in criminal investigations, the relevant statutes recognize an inherent
authority in the Executive to authorize such surveillance in national
security cases. In each case, this authority is deemed to cover inter-
ception of mail and telegrams, as well as telephone conversations.

In all three countries, requests for national security surveillance
may be made by the nation's intelligence agencies. In each, a Cabinet
member is authorized to grant the request. In England and West
Germany, however, interception of communications is intended to be
a last resort, used only when the information being sought is likely
to be unobtainable by any other means. It is interesting to note, how-
ever, that both Canada and West Germany do require the Executive
to report periodically to the legislIaure on its national security sur-
veillance activities. In Canada, the Solicitor General files an annual
report with the Parliament setting forth the number of national secu-
rity surveillances initiated, their average length, a general description
of the methods of interception or seizure used, and an assessment of
their utility.

67-522-76-8
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It may be that we can draw on these practices of other Western
democracies, with appropriate adjustments to fit our system of separa-
tion of powers. The procedures and standards that should govern the
use of electronic methods of obtaining foreign intelligence and of
guarding against foreign threats are matters of public policy and
values. They are of critical concern to the executive branch and to the
Congress, as well as to the courts. The fourth amendment itself is a
reflection of public policy and values-an evolving accommodation
between governmental needs and the necessity of protecting individual
security and rights. General public understanding of these problems
is of paramount importance, to assure that neither the Executive,
nor the Congress, nor the courts risk discounting the vital interests
on both sides.

The problems are not simple. Evolving solutions probably will and
should come-as they have in the past-from a combination of legis-
lation. court decisions, and executive actions. The law in this area, as
Lord Devlin once described the law of search in England, "is hap-
hazard and ill-defined." It recognizes the existence and the necessity
of the Executive's power. But the executive and the legislative are,
as Lord Devlin also said, "expected to act reasonably." The future
course of the law will depend on whether we can meet that obligation.

The CHAIRMAN. Indeed, it will, Mr. Attorney General, and I want
to thank you for this very learned dissertation on the fourth amend-
ment. I think that it will prompt a number of questions from the
committee this afternoon. It is 12:30 now, and I had hoped that we
might adjourn until 2 this afternoon.

Senator Mathias?
Senator MATHIAS. Mr. Chairman. I comply with the instruction of

the Chair to withhold questions for the moment, but I was one of
those urging the invitation of the Attorney General to the session
because I anticipated a thorough and scholarly discussion of the sub-
ject. I think that the Attorney General has fully met all of our expec-
tations, and this will be an important document on this whole subject,
both among those who will cite it for support and those who will
wish to argue against it. But I think that it is obviously an important
document and I look forward to the dialog this afternoon.

The CHAIRMAN. I think it goes further on the subject than any other
previous statement of the Government from any source. Therefore, the
committee appreciates the time and effort that you have given to it
and we look forward to a chance to question this afternoon.

If there are no further comments, the hearing stands adjourned
until 2 this afternoon.

[Whereupon, at 12:30 p.m., the hearing adjourned, to reconvene at
2 p.m. of the same day.]

AFrERNOON SESSION

The CHAIRMAN. The hearing will please come to order.
Mr. Attorney General, in your statement this morning, you testified:
I now come to the Department of Justice's present position on electronic sur-

veillance conducted without a warrant. Under the standards and procedures
established by the President, the personal approval of the Attorney General is
required before any nonconsensual electronic surveillance may be instituted
within the United States without a judicial warrant.
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Do you mean by that statement that your approval is required before
any one may be bugged or wiretapped without a warrant as long as
the target is within the United States? Is that correct?

Attorney General LEVI. Well, I really cannot quite mean that, be-
cause-I guess I can. I was going to say that title III, which of course
-has a warrant provision, permits States to do wiretapping, but I sup-
pose that I do mean that without a judicial warrant, that is.

The CHAIRMAN. The existing practice?
'Attorney General LEVI. The standard procedure established by the

President.
The CHAIrAN. Yes. Since it is a procedure established bythe Presi-

dent, it could be changed at any time by the President.
- Attorney General LEvI. I assume so.

The CHAIRMAN. What about electronic surveillance of messages that
have one terminal outside the United States? Is your permission re-
quired before'an unwarranted interception of such messages may take
place ?

Attorney General LEVI. Well, my belief is, if it is a surveillance
which there is a base in the United States and a communication from
the United States, which is what we would ordinarily think of as being
covered, I think the Attorney General's approval would be required.

The CHAIRMAN. What about the messages that NSA snatches out of
the air? They do not require your approval, do they?

Attorney General LEVI. You are now asking me about the NSA pro-
cedures.

The CHAiRMAN. I'm only asking you whether they require your
approval.

Attorney General LEVI. I have only started to answer.
The CHAInMAN. I see.
Attorney General LEVI. The first part of the answer is, I want to

make this clear that I do not really know what the NSA procedures
are. And I think that is an important point. I do not think that a brief-
ing in which an Attorney General or some other kind of a lawyer is
given a certain amount of information which adheres, means that the
result of that is that the Attorney General knows what the procedures
are. And at this time I would have to say that I do not know what the
procedures are. I do not know what the possibilities are. I do not know
enough about the minimization possibilities. The position on that is,
we have asked that we be fully informed, that we be fully informed
as to the leeways, the possible procedures, the possible minimization
procedures, and the President has directed the NSA to provide that
information to the Department of Justice, to the Attorney General,
so that we can make some kind of a determination on it.

The CHAIRMAN. Until you have that information, you really do not
have the foggiest idea of whether what they are doing is legal or
illegal, constitutional or unconstitutional?

Attorney General LEvi. I would be glad to accept the protective
shape of that proposed answer. I suppose I have a foggy idea.

The CHAIMAN. You do not-
Attorney General LEVI. I do not think I should be in a position of

making a determination about it until, for various reasons possibly,
but not until I really know what it is and I have told you many. times
that I do not know what it is. We have requested that we be given a,
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full account, which is probably not too easy to give. We have requested
that procedures be outlined. More important, that the possible pro-
tective procedures be outlined anid the President has specifically
directed them to give them to us.

The CHAIRMAN. These practices have been going on for a long time.
Hundreds of thousands of American citizens have had their messages
intercepted by the Government, analyzed, disseminated to various
agencies of the Government. Do you not think that it is awfully late
for the Attorney General to be inquiring about the procedures in order
to determine their constitutionality? I commend you for doing it;
this question is not meant to be critical of you, but looking back over
the years that these practices have gone on, is it not a very late date
that we should now be seriously inquiring into their constitutionality
at the Justice Department?

Attorney General LEVI. One first has to remember that the law has.
changed, that some of those practices-I do not know which ones about
the NSA you are referring to-began a long time ago, so as a matter
of fact, I cannot say that other Attorneys General might not have,
years ago, inquired into it. So I do not know how to answer that,
except to say that I have not been around that long as Attorney
General.

If you go back to 1947, 1949, you really had a different shape to it
all, and one would have to look at it in those terms.

The CHAIRMAN. If I understood your testimony this morning cor-
rectly, you said that the President has the power to wiretap an
American citizen without a warrant if he is an agent or a collaborator
of a foreign power. This would be one of those cases where you, as the
agent of the President, would approve of a wiretap without a judicial
warrant. That is correct, is it not?

Attorney General LEVI. It is correct, although I never-I hope, I
do not think that I said that that was all that we would look for.

The CHAIRMAN. Oh, no, I was just taking one example. You laid out
the criteria. I think there were two or three things you would look for.
But one was an agent or collaborator of a foreign power. I do not think
that any of us would quarrel with a wiretap on a foreign agent as;
falling within the counterintelligence operations of the Government,
and having to do with both foreign intelligence and national security.

What I am interested in is how you would view a foreign agent or-
collaborator. For example, what is a collaborator? Suppose you have
young people who were protesting the war, for example, as so many
did, and some of them met with certain foreign government officials.
Would they then be regarded as collaborators? How does this term,
apply?

Attorney General LEVI. I think-I will answer directly-I do not
want one to think that I am evading the question, but then I want to,
go on to say something more.

I would not think that that would make a person a collaborator.
You have not given all the facts. You could turn it around and say,
one cannot say that one is a collaborator because one is, at the same'
time, taking part in unpopular political causes. One has to look very
carefully at what the kind of evidence is, and that really points to the
procedure, which it seems to me in any constructive solution of this:
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kind of problem, one has to look to see what procedures are followed
and what kind of evidence has to be weighed.

I am sure that there is really no absolutely automatic way of doing
that. One of the strong arguments that is so frequently made for
warrantless surveillance is that it is necessary to use it in order to
determine whether someone is an agent or a conscious agent. That,
of course, is certainly what we have tried to do is make sure that the
.evidence is better than that.

The CHAIRfAN. Of course, the difficulty is that judgment in a case
of this kind, and I would suppose necessarily so, is made by interested
parties,. so to speak. The Attorney General is a member of the executive
branch as an agent of the President. Unlike the ordinary law enforce-
ment case, there is never a necessity to present the reasons that give
probable cause to believe that a crime has been performed to some
independent tribunal.

Therefore, the procedures and the criteria become very important.
Just to press this, because I can think of other examples, I remember
the case of Joseph Kraft, a distinguished columnist, meeting with
certain foreign agents of a certain foreign government in Paris during
the Vietnam war. In your view, he was presumably looking for news,
looking for their viewpoints. Would that, in any sense, in your view,
make him a collaborator and justify a wiretap?

Attorney General LEvi. Certainly not. I hope I have not said any-
thing that suggests that.

The CHAIRMAN. I do not believe you have. I am just trying to clarify
the boundaries by my questions.

Attorney General LEvi. Let me make the point, since we are talking
about the foreign legislation remedies you take. If one had a statute,
one of the things that I suppose that a judge might have to make some
kind of finding on is whether there is evidence sufficient to establish
the conscious collaboration of agents.

There is a problem there, because one would know that through the
most secret sources, and disclosure might expose someone to assassmna-
tion. It is the kind of thing which I suppose a judge could make a
finding on. As far as the Attorney General's position is concerned, I
think that the Attorney General probably feels that his position is one
-of protecting the laws of the United States, protecting the President.
He is probably more vigilant on that account. I assure you that it
is much easier for me to sign the title III than it is to handle these
cases.

The CHAIRRMAN. You have been, I think it is fair to say, a vigilant
Attorney General, but that has not always been the case. We have
'had some Attorneys General who have paid very little heed to the law,
and did pretty much as the President wanted them to do. So, unless
we have some statutory guidelines, I think that it is very dangerous
just to leave it to the Attorney General to decide, knowing that the

-office changes, and Presidents change. Do you think that there is
any way that we could write into law certain statutory guidelines
-which would determine when warrantless surveillance would be
permissible, what test must be met?

Attorney General LEvi. I would hope so. Other countries have been
-able to do it, and I would hope that this one could, although I am
mot absolutely confident, as I say, it would 'have to be the reason I
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pointed out this morning. This is an area where people proceed fre-
quently by statutes through indirection, in part, because of the nature
of the problem. But I, myself, would hope that it would be possible to
have a statute.

The CHAIRMAN. If this committee should decide that amonog its
recommendations we should include a recommended statute that would
govern warrantless surveillance in the general field of foreign intel-
ligence and national security, would you be prepared, as Attorney
General, to assist the committee in designing such a statute?

Attorney General LEVI. Of course. The more interesting question
is whether the committee, since it has more power, would be willing
to assist me.

The CHAIRMAN. The power of the committee in this case is merely
that of recommending. The actual action upon .any recommendations
would have to go to the appropriate legislative committees of the
Senate. But in any case, I should think that our collaboration may
be fruitful, and I welcome it.

The other aspect of this case-there are many aspects of the case that
are troubling me. Because other Senators are here now, I do not want
to monopolize the time, but I would like to ask you just a question or
two on another term that is constantly coming into use, the term
"foreign intelligence." Here we have an agency, the NSA, which has
no statutory base, by creation of an Executive order. Its scope of au-
thority rests on certain executive directives that give it a general mis-
sion.of obtaining foreign intelligence..

Now, as I suggested earlier, foreign intelligence has never been
defined by statute, and I suppose that we could all agree that certain
kinds of information would clearly be foreign intelligence. But we
look at the NSA and we find that they are collecting all kinds of data
on economic intelligence; that now falls in what we now call foreign
intelligence, having to do with transfer of funds, business invest-
ments, the movement of capital.

Suppose that an American company was making a decision with
respect to an investment in some foreign land, was interested in keep-
ing that decision secret for business reasons, competitive reasons. Is
that a case that would fall within the inet of foreign intelligence,
thus entitling the government to obtain that kind of information with-
out a warrant, because it is generically a part of what we have come to
call. foreign intelligence? How do we grapple with this?

Attorney General LEVI. I think the way you have to grapple with
it, Mr. Chairman, is not just to belabor the point of what the definition
of foreign intelligence means, because, as you pointed out, it can in-
clude an enormous variety. It can include, for example, all kinds of
economic information. And I am quite sure that professional intelli-
gence people would think that a very wide net might be appropriate
because small items of information all by themselves may not mean
anything, as I said in my statement, but added to something else, they
mean something. So you might have a very broad definition of foreign
intelligence within that a vlery broad notion of important economic
information, but certainly the inquiry does not stop there. One has to
say, well, how did they get it? What is the target of the surveillance?
Is it being obtained through the targeting of an official foreign unit, or
is it targeted in such a way as to pick up American firms or Americans
who are discussing these problems?
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As I tried to say this morning, it seems to me that the fourth amend-
ment coverage will depend to a considerable extent on the limitations
one can impose. It is one thing, I think-although this is a very difficult
field-for an American company to be discussing something with a
foreign official establishment, and quite another thing when it is dis-
cussing it with some kind of a foreign concern. So that it is one thing
where the information is picked up because the targeting is on the
foreign governmental unit, or whatever it is, official unit, whatever it
is, and quite another thing where the targeting, in fact, is on the Amer-
ican firm. A great deal will depend on how one-maybe one can
mechanically, to a considerable extent, minimize that. When one gets
to that point, one has to find out how one can go any further.

The CHAIRMAN. This committee knows that the NSA is one gigantic
set of earphones and all kinds of requests are coming in as to what to
listen to in the world, and the agencies themselves determine-I do not
suppose that the President enters into it, clearly the Attorney General
does. not enter into it, no department of the government that is sup-
posed to look out for the laws and the Constitution enters into it. We
know some of the things they have done; some are laudible in terms
of the, ultimate objective, for example, drug traffic. That is a good
thing to learn about. We are trying to enforce laws in this country,
and information that you can get by listening in on telephone con-
versations

Attorney General LEVI. Of American citizens abroad?
The CHAIRMAN. American citizens at one end of the terminal, and

possibly an American citizen on the other, or a foreign citizen on the
other; they listen to all the telephone conversations and extract ones
relating to drugs. That is a laudable purpose, but is that foreign
intelligence?

Attorney General LEvI. It may be foreign.
The CHAIPMAN. Or is that law enforcement?
Attorney General LEVI. It may be foreign intelligence, but as you

stated quite broadly, and you stated quite broadly a number of possible
situations. Some of them I would regard as unconstitutional. At that
point the word-I cannot imagine the word intelligence is to be defined
in such a way as to permit unconstitutional behavior.

The CHAIRMAN. Right. That is terribly important to say because
very seldom can you get anybody, when you get into this field of
national security, to say that it is subject to the Constitution. It is
much more frequent for them to say in this area the Constitution is
an. archaic document of the 18th century, and we have to be practical
about these things. I am not saying you suggested that, but I am
happy for you to say that even in questions relating to foreign intelli-
gence and national security, the Constitution and its guarantees
remain applicable.

Attorney General LEvIS Mr. Chairman, there are arguments-I must
say that I tried in the, paper I gave this morning-in fact, Senator
Mathias hurt my feelings by complimenting me. I was really trying
to be quite neutral. I was really not making an argument on one side
or the other. One argument that I did not include which is sometimes
made is that if matters are picked up out of the air, so to speak. as
waves of some kind go across the ocean, that there is no reason for peo-
ple to assume that the conversations are private and therefore the
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fourth amendment does not apply. I do not make that argument because
I do not like it, I guess, and because I think it goes too far. I guess
I say that only to say again that this is a very difficult field, and the
procedures which are devised and the protections that are devised
are terribly complicated.

Senator MATHIAS. If the chairman would yield, I do not think the
Attorney General's feelings should be hurt by what I said because I
believe I did indicate that there were those that might take this docu-
ment and raise it as their banner and march off in one direction. There
would be others who would take this document and raise it as their
banner and march in the other.

Attorney General LEVI. I hoped that is what you were going to say,
and I am delighted that you said it.

The CHAIRMAN. There is another example that the committee spent
.a week looking into, which was 20 years of opening the mail, conducted
by the CIA in this case, and it developed in the course of the inquiry
that some of this mail was opened because it was clearly foreign govern-
ment mail.' Other mail was opened because various agencies had fur-
nished the CIA with names of American citizens that they wanted
watched. If a letter were coming to that citizen or were being sent by
-that citizen to a foreign address, that mail was opened. Other evidence
;showed that letters were also opened just at random, random selection
-to read and photograph and then to distribute to various agencies.
Over the years, a quarter of a million letters were opened and photo-
graphed in this way. Do you think that that practice, which I think is a
fair statement of the range of evidence that we received, conforms with
the protections that are supposed to be conferred by the fourth amend-
ment?

Attorney General LEVI. In one statement you mentioned, as I am
sure you recognize, many different examples. You might have a letter
which for some reason or another you get a warrant to open, and of
-course, that can be done. You might have letters written by or addressed
-to particular persons who might or might not be American citizens
where you would have good reason to think that they were conscious
-collaborators, in a meaningful sense, of a foreign government. Then
you would have the problem of where does the authorization to pro-
-ceed under Presidential power, if that is what we are discussing, come
from. And I think that one would have to look for the authorization.

Now, you are in an area where there is a criminal investigation by
-the Department, and I really should not say very much. I do want to
-say that if one goes back early enough in the forties Director Hoover
had a particular position, I think, if I remember correctly, as censor
-of the mails, appointed by the President for that purpose. So that it
does become a matter of some question as to authorization.

The CHAIRMAN. We have looked into the law and we cannot find any
authorization for opening the mails. We find laws and court decisions
against it. Certainly random opening of the mail could not possibly

'be reconciled with the fourth amendment.
Attorney General LEVI. I'did not say that.
The CHAIRMAN. Could it?

I See Senate select commit~tee bearings, vol. 4, Mail Opening.
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Attorney General LEVI. I should not think the random opening could.
Certainly in circumstances, I cannot imagine what circumstances to(
imagine, I suppose random mail from a particular source would no
longer be random; so I do not know how to comment on that.

But I would like to go back to the authorization point because I
think that what you have said suggests that there cannot be Presi-
dential authorization for it. I have to say that I am not at all sure but.
I think that there could be a Presidential authorization under very
limited circumstances. Then the question would be, would it have to be
in writing. I do not know whether it has to be in writing or not. How
does one Mow whether the authorization was given, is it believable,.
and so on and so on.

The CAIRMAN. None of these procedures seem to exist in this area.
It is part of the work of this committee to try to get them developed
and established.

Attorney General LEVI. That is right. I hope the activities to which
you are referring do not exist either.

The CHIRMAN. At the moment, the particular mail opening opera-
tion has come to a halt, and since this investigation started, some of
the NSA activities have come to a halt, but we would like to see some
laws that would keep it that way.

Senator Huddleston.
Senator HuJDDLESTON. Thank you, Mr. Chairman.
Attorney General Levi, I appreciate the detail and scholarly dis-

sertation that you have given to this committee on this general sub-
ject. I did not hear all of it, but I did have an opportunity to read it..
I am one of the few members of this committee that is not an attorney,
which I am sure is apparent when I pose questions relating to legal
problems. I am wondering, though, after reading your statement
whether or not I might be qualified at least to apply for a- license to,
practice law.

Attorney General LEvI. You mean the statement is so inferior that
anybody else could do it, too.

Senator HUDDLESTON. If I learned all the knowledge there, I might
have something to go along with my honorary doctorate degree of law.

Mr. Attorney General, there have, been several court cases, one
going back as far as 1928 in Olstead v. United States in which the
majority held that wire tapping did not constitute a trespass over
constitutional rights. Justice Brandeis in a dissent that said, "the prog-
ress of science in furnishing Government with the means of espionage
is not likely to stop wiretapping. Ways may some day be developed by
which the Government, without removal of papers from secret drawers,
can reproduce them in court, and by which it will be enabled to ex-
pose to the jury the most intimate occurrences of a home." In a later
case, 1963, Lopez v. United States, the effect of technology on the fourth
amendment guarantees was again alluded to by the Court through
Justice Brennan. He said that "this Court has by and large steadfastly
held the fourth amendment against the physical intrusion of a person's;
home and property by law enforcement officers, but our course of de-
cisions, it now seems, have been outflanked by the technological ad-
vances of the recent past." I am just wondering whether you think
that the Court's present posture with regard to the fourth amendment
has been outflanked by the technology that is now available.
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Attorney General LEVI. No; I do not. I think, in fact, what the Court
is doing is a little bit like what the Congress is doing, or has done,
That is to say, that it knows that technological advances are occurring.
It knows that many of these devices can be extremely important for
good in the sense that they are essential to the security of the country,
or for evil if they are misused. And it is difficult then for the Court,
and I think for the Congress, to try to solve the whole problem at once.,

I do not believe that the legal system, even though lawyers like some-
times to think it does, I do not think the legal system would say all of
these efforts must be banned, period. I think that that is just'much too
simple. Therefore it is a complicated problem that has to be ap-
proached. I myself think it has been approached too piecemeal, I have'
constantly said that one can put the pieces together.

Senator H'uDDLESTON. Are you saying that rather than attempt to
legislate the kind of restrictions that would cover all of these possible
situations, that we are going to have to rely on court interpretations
of each case as we go along?

Attorney General LEVI. You will have court interpretations. And
there will have to be procedures, because one cannot really be sure of
what new developments will occur. One can build in reporting proce-
dures, one can build in a variety of kinds of procedures to try to handle
that.

Senator HIIDDLESTON. In your statement you list four purposes of
electronic surveillance. The first three come from language of Congress
in the 1968 act, so-called conceptions of national security. The fourth
one is new, which says "to obtain information certified as necessary
for the conduct of foreign' affairs matters important to the national
security of the United States." Who certifies this?

Attorney General LEVI. As it says, it would have'to be an appropriate
Presidential appointee. a prpit

Senator HtDDLESTON. It may be somebody he may designate, Sec-
retary of State, Director of Central Intelligence.

Attorney General LEVI. It would have to be a Presidential appointee.
Senator HUDDLESTON. In effect, on behalf of the Presideht of the

United States.
Attorney General LEvI. I am not sure it would just be that. I think

that also speaks to the level of the responsibility that that President
has and the appropriateness for him to give that kind of a certificate.

Senator HUDDLESTON. How does that reason differ from the second
purpose that you have listed, which was to obtain foreign intelligence,
deemed essential to the security of the Nation?

Attorney General LEVI. It is an excellent question coming from a
nonlawyer, and I interpret the two of them as the same. That has not
always been a welcome interpretation.

Senator HUDDLEST6N. It seems to me that the latter one would be a'
little broader.

Attorney General LEVI. I do not interpret it as broader. I interpret
it as an attempt to saty what foreign intelligence deemed essential to the
security of the Nation might} mean when it comes to the conduct of
foreign affairs, but my fiat answer is that'the way I have interpreted
that is to require that it be deemed essential.

' Senator HUDDLESTON. In order for it to be impportant it has to be'
essential.
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Attorney General LEVI. This is an area where, if you are going to
have legislation or procedures, you will find that words of that kind are
always used. That is true in the Canadian legislation. It is just gen-
erally true.

Senator HUDDLESTON. Another area that is almost foreign to me, as I
understand the fourth amendment, it sets out very specifically that
warrants should be obtained for instrusion, for search and seizure. It
says, at least to me, that these warrants must be very specific, first of
all, in the place which is going to be searched; second, in things that
are to be seized. How can that be applied to a situation where, while
the general purpose may be acceptable-that of security, that of maybe
discovering a violation of lawv-the system is such that it is bound
to bring in a lot of extraneous information. It is almost as though you
had a warrant to search an apartment for drugs and you also walked
out withi the dining room table, because a lot of information that is
picked up in conversations necessarily does not have anything at all
to do with the original purpose.

Attorney General LEVI. If it were a notorious dining room table
stolen from the White House and the person who went in for drugs
could not help but notice it was there, I suppose it might be within
the authority to take it.

Senator HUDDLEsToN. I understand if it is a clear observation that
there is something illegal about the dining room table, I would take
it, too, maybe. In the case of picking up conversations, this is not
the case. That is the first part of my question: How in the world can
you prescribe the activity to the extent that you would eliminate in
the first place getting this information which is a violation of privacy;
more importantly, though, is the use of it?

In some of our inquiry there have been at least indications that
some agencies have used information for the purpose of either em-
barrassing or discrediting individuals, although the specific informa-
tion that they used, gathered from wiretaps, had no relationship at
all to a crime or to the purpose that the wiretap was placed there. How
do you keep that information from being used in such a way as to
be detrimental to the citizen and when it is not related to the original
purpose of the surveillance?

Attorney General LEVI. Senator, I really do not know how to answer
that one. What you can do is to try to legislatively ban all opera-
tions. That, of course, would be an expression of the opinion of the
Congress. It would raise a question whether it was Presidential power
to continue it anyway, that you could attempt to ban it. I suppose 'the
President could ban it.

Somehow or another that does not seem to me to be a constructive
way to approach that kind of a problem because the fourth amend-
ment was not originally conceived of as applying to these kinds of
mechanisms anyway. The fourth amendment has shown, by so many
other provisions in the Constitution, which is one reason why -the
Constitution works, that it can both carry important values and have
a flexibility and yet have a real meaning of protection. The problem
that You are asking me -is; of course, the central problem referring to
things like, again, the NSA operation which I think you are de-
scribing, but I am not sure.
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Senator HuDDLEsToN. That is true, except you have two parts of-
it because the NSA is just a collector, and it supplies the informa-
tion to its so-called customers. They do not know what the customers
do with it. The customers might use it in a way entirely different from
what had been anticipated.

Attorney General LEVI. It is possible to devise procedures which
undoubtedly are not perfect, designed to minimize it. What one has
to do is see how far one can go in that, and then take a look at it
and see whether the achievement is sufficient. That is one of the.
reasons that' the President asked that these procedures be shown to-
us. That is the reason that we asked for the description, to see what
procedures would be possible. I think the procedures can work at
both ends, procedures as to what is picked up; you have to have pro-
cedures as to what use is made. of it and where it goes.

Senator HtDDIESTON. Another elementary statement: Today under
the present interpretation of laws if an individual found out that he-
had been maligned, damaged, or slandered by use of information that
had been gathered in what started out as a legitimate surveillance,
what recourse would he have? Could he sue anybody?

Attorney General LEVI. Again, I really do not know how to answer'
that question. You are asking me what is the relationship between
surveillance which may have beein proper, or may, have been im--
proper and the law of slander-it may be libel in the kind of case you
describe. I just have to say I do not know the answer to that question.
If I did know it, I would have to remind myself that the Department of-
Justice is defending a great many defendants' in present cases where-
there are all kinds of lawsuits filed around the country. I do not think
I should be making proclamations;

Senator HUDDLESTON. Also in vouf statement; you say there are
appropriate- and adequate standards for a; person being wiretapped'
or bugged; The questioni is, these are your standards. Can they bind
any successor of yours, or are they' standards that are just consti--
tu'tionally required by the fourth amendment?

Attorney GeneralLEvI. Well, it is my view-two answers to that. In-
the first place, the only authority that I have in this' area comes from'
the President, so that a good deal of what is decided is the authoriza-
tion which is limited in that way by the President. I cannot authorize-
anything that g6es beyond that. My interpretation of it is based on'
what I regard, as the constitutional requirements which' I think in this,
area respond to and do reflect to a considerable degree public policy
and concerns about individual rights, so that I think the only power-
the Attorney General has in this area is, first the authorization and&
its restrictions, and second, his interpretation of what the Constitu-
tion allows.

Seniator 1trDDLESTON. What would prevent a future President or-
Attorney General from redefining a foreign agent or collaborator to'
inclu'de a political leader who might collaborate in a sense with a for--
eigi government by lobbying his colleagues for support for that coun-
try, and meets with its officials?

Attorney General LEvr. I think the Constitution would prevent that.
I am not sure that that is what your question is asking. I do not know
how to answer a question which says there is a great deal of variety in
political leaders and there is a great deal of history. Of course there is.
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I suppose that is why we have the form of govermnent that we do
have.

Senator HtUDDLESTON. It just occurred to me that a political enemy
of a President or Attorney General that may have had some foreign
contact could be brought under this as a potential collaborator, and
therefore be subject to surveillance.

Attorney General LEVI. I included in the statement that one of'the
procedures that has to be worked toward is to make sure that there is
no partisan political purpose. I am sure, speaking from what I know,
there is none. I cannot obviously talk about these other areas.

The CHAIRMAN. Senator Schweiker.
Senator ScHwEIKER. Thank you, Mr. Chairman.
Mr. Attorney General, one of the concerns of this committee as

related to the warrant requirements is that, the more deeply we got into
the various intelligence agencies, CIA, NSA, and FBI, there seems to
be a failure in the. system to go before any kind of neutral magistrate
to make a determination about such requirements. And the result is, of
course, because. that fail-safe system is not in operation, that we have
illegal activities such as mail opening, listening, and -black bag jobs.
I'd like to ask you, as Attorney General, what is currently being done
in the JusticelDepartment to give you some kind of a better check, bet-
ter control, better feel of the situation in terms of ferreting out pos-
sible illegal procedures and making certain that they are followed up
as to what happens in the future?

Attorney General:LEvI. As far as the Federal Bureau of Investiga-
tion is concerned, there are memoranda from me and from the Direc-
tor which have asked' that all activities which might raise any ques-
tion of impropriety be called to my attention. Insofar as-you are talk-
ing ab~out what goes on in other agencies, what I think you are refer-
ring to are violations of law. 'We have criminal prosecutions and we
have investigations in process now.

Senatpr SCHWEDIER. The problem here in the case of both mail open-
ing and NSA interceptions-I believe the testimony shows that the
Attorney.General did not know about the mail openings until 1973
and the NSA interceptions until 1975. So we have seen a breakdown
in the system in terms Qf your people being aware that these things
were going on for 20 or 30 years.

Attorney General LEvi. Well-
Senator ScHwEIXER. I'll say your people. I am talking about the

system.
Attorney General Lavr. It seems to me that the kind of items that

you are describing usually require presidential authorization of some
kind or another and I would hope in the future- that any such presi-
dential authorization or intended authorization would be passed upon
by the Attorney General.

Senator ScHwEiKFR. The problem was that it did not have presi-
dential authorization. In the case of. mail opening I do not believe we
had any testimony specifically linking it to a President. This was one
of the troubles. The system seemed to break down because it does not
go up the chain of command at present. Apparently, in most cases not
to the Attorney General either. It seems to me it places a larger burden
on the Attorney General and the Justice Department to have a way
of checking this, finding it out, ferreting it out. That is the point I'm
trying to raise.
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Attorney General LEVI. As I say, I do not understand unless there
is Presidential authorization on the mail openings, for example, or
the kind of case where you can get a warrant. I am not sure how that
differs from any other kind of violation if in fact they occur. There is
always the problem about authorization. I would not be so sure about
who, after a great many years have passed, has the burden. I really
should not discuss that, the question of authorization. If you are
saying do I know some automatic way, no; I do not.

Senator SCHWVEIKER. Let me put the question another way then.
How would you feel about an Inspector General's office under your
direction that would have this responsibility?

Attorney General LEVI. That would roam around the Government?
Senator SCHWEIkER. To the areas that you would normally have

jurisdiction for prosecution if there were illegal procedures. It seems
,to -me that something is missing in our government procedures. That
information has not gotten to the Justice Department so that action
could be taken. The CIA has an Inspector General. The question is
whether the Attorney General should have for his procedures an
Inspector General procedure of some kind.

Attorney General LEVI. The argument that is being made is that
the Inspector General worked so well with the CIA, that the Depart-
ment of Justice should also have a similar, perhaps a more general
Inspector General? I really think what is involved is, first, the morality,
which is perhaps not the right word, of the administration of the coun-
try. I say it is not the right word because I am very conscious that
many of these things were begun at different times with different spirit
and feeling of importance and what not. But, second, the enforcement
of the criminal law. And I think that has to be pursued vigorously.
I am not sure that an Inspector General would make any difference
in terms of the investigation because the investigation would be con-
ducted for us, as you described it now for the other agencies, by the
FBI.

Senator ScHwErKER. Let me focus maybe even more specifically on
my question. Part I, section 9 of the FBI manual, for example, w'hich
is-entitled "Disciplinary Matters," has this section in it. I would like
to read it. This is a matter of the policing of possible areas of possible
illegality. It's entitled "Disciplinary Matters."

It reads, and I quote:
Any investigation necessary to develop complete essential facts regarding any

allegation against Bureau employees must be instituted promptly, and every
logical lead which will establish the true facts should be completely run out
unless such action would embarrass the Bureau or might prejudice pending
investigations or prosecutions in which event the Bureau will weight the facts,
along with the recommendation of the division head.

I think the attitudinal problem, the intrinsic institutional problem,
here is a built-in, procedure, that if it's embarrassing to the Bureau,
that investigation is aborted. I'm talking here to the FBI. Frankly,
I can make just as strong a case for CIA as someone else. I do. not
want to single out the FBI.

It seems to me as long as you have that attitude within the Govern-
ment by enforcers and people who look at others for laws, we really
have some problems. If it is embarrassing, do not pursue it, do not
follow it up, do not investigate, abort. What is your response to that
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attitude, that situation? Do you agree with that statement? Should
that be a part of the FBI manual?

'Attorney General LEVI. Senator, I assume you know I do not agree
with the statement. First, I do not know when this delightful state-
ment was written. Statements of this kind have been in the Govern-
ment long enough, I know get written, and there they are. They do
remind me when I was in the Antitrust Division, of similar state-
ments written by employees of companies, and obviously, it is a foolish
and wrong statement. I am sure that it does not reflect the present
policy or attitude of the Bureau.

On the whole, I think it is a rather good thing that you have this
document and that I have it and that one can use it to make the point
which I suppose has to be repeatedly made. But I can assure you that
as far as I know, that does not represent the present position of the
Bureau in any way; I have not seen this before. That should not sur-
prise you. There are a number of these things I have not seen. I am

..glad to see it.- I suppose that this is one of those actions that would
embarrass the Bureau and so they will have to deal with it. It is a little
unfortunate, I think, because I am sure the present leadership of the
Bureau is not reflected in the slightest in this statement. Of course I am
opposed to this statement.

Senator SCHWEIKER. To be fair, Mr. Attorney General, we did alert
you this morning that I was going to make this point so you would
have a response.

Attorney General LEVI. To be fair, that is really not the case. To be
fair, I was alerted when I sat down here after lunch and I had no op-
pdrtunity to check it whatsoever. I did not make any point of it, be-
cause it would not have made any difference.

Senator SCHWEIkER. We did call the Bureau this morning, Mr. At-
torney General. They came back with a statement to me. I assume they
came back to you around lunch time. My only point is we first talked
about this esoterically, theoretically. You say you do not really see a
need for an Inspector General's office. You do not see a need to police
'it. "I'm getting very specific. I think intrinsically and institutionally
that there' is a heck of a problem and we have it here and this is just
part of it. I am not pinning it on the FBI or CIA.

Attorney General LEVI. The Bureau does have a very active inspec-
tion system. The Department of Justice when there is an alleoation of
wrongdoing-we establish a separate group to look into it. So really
it becomes a question-I am not arguing about the means.

Senator SCHWEIKER. I asked you that just 5 minutes ago.
Attorney General LEVI. Then I do not understand the question.

-I thought the question was, should we have an Inspector General in
the Department of Justice for the entire Government. I thought that
was what your question was.

Senator SCHWEIKER. Both.
-Attorney General LEVI. As to the letter, it seems to me that the De-

partment of Justice's function, when it is not referred to as a matter
of law, would be a violation of the criminal law, and we have to be
vigilant in the enforcement of criminal law.

Senator ScH1WEixER. What-we are dealing with is an intrinsic, in-
herent institutional problem. In one of the other hearings we had on
black bag jobs, a memo again said that in essence black bag jobs are
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justified. The special agent in charge must completely justify the need
for the use of the technique-black bag job-and at the same time as-
sure that it can be used safely without any danger or embarrassment
to the Bureau.

The point that I am making is that the criteria seem to be not what
the facts are, not what the legalities are, not what the integrity of the
system is. not what the enforcers ought to be doing, but is it embar-
rassing?

As you look through here, this is really the whole thrust, and to push
it off and say: "Gee whiz, we do not need an Inspector General, we do
not need this, we do not need that," is to ignore the whole mountain of
evidence the other way. I think it is the job of this committee to point
this out. I think it is the job of all of us to see if we cannot find a better
way of giving assistance.

I do not want to say the FBI-I want to make it very clear you
can make just as strong a case against any intelligence agency you
would look at. It just so happens that we have something in terms of
specifics. To say that there is no problem, to say that we do not need
a system, to say that we do'not seek some kind of inspector, is to say
we do not have to take a look at it. I honestly do not think it's realistic.
That is all I have, Mr. Chairman.

Attorney General LEVI. I wish to say that the Attorney General did
not say those things.

Senator SCHWEIKER. I would like to insert into the record a state-
ment provided to me by the FBI which is the Bureau's explanation of
the provision in the present manual that I have been referring to.

[The material referred to follows:]
The FBI's Manual of Rules and Regulations; Part I, Section 9: Disciplinary

Matters; Item C: Investigation; states as follows:
"Any investigation necessary to develop complete essential facts regarding any

allegation against Bureau employees must be instituted promptly, and every
logical lead which will establish the true facts should be completely run out unless
such action would embarrass the Bureau or might prejudice pending investiga-
tions or prosecutions in which event the Bureau will weigh the facts, along with
the recommendation of the division head."

The statement, "unless such action would embarrass the Bureau," means that
In such eventuality, FBI Headquarters desires to be advised of the matter before
investigation is instituted so that Headquarters would be on notice and could
direct the inquiry if necessary.

The statement, "unless such action . . . might prejudice pending investigations
or prosecutions in which event the Bureau will weigh the facts" means that in
such cases, FBI Headquarters would desire to carefully evaluate the propriety of
initiating or deferring investigation of a disciplinary matter where such investi-
gation might prejudice pending Investigations or prosecutions.

Nothing in this Manual provision is intended to deviate from the FBI's es-
tablished policy of conducting logical and necessary investigation to resolve pos-
sible misconduct on the part of its employees.'

Senator HART of Colorado. Mr. Attorney General, just an observa-
tion of your statement: Much of the case law you presented, and the
policy discussions over the years relate to unauthorized use of infor-
mation by Government employees, FBI agents, or whatever, carrying,
out surveillance, wiretapping, and so on. One of the reasons that this
committee sits and you are here today is the changed circumstances,
the situation where the highest officials of our Government use the
instrumentalities and the information they gain for whatever purpose,

'See Appendix, page 164.
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largely for political purposes, often for an illegitimate purpose. What
we want to do is address that problem, which is at least in my mind
utmost, rather than the problem of the random FBI agent, Justice
lawyer, U.S. attorney, or assistant U.S. attorney somewhere, who may
strike out with a little bit of information he picked up. We are con-
cerned about the frontiers here and consequently I think your thoughts
on the question of warranted versus warrantless search and seizure,
are extremely important to us.

I noticed at the beginning of your statement in this connection, you
talk about your present policies of authorizing electronic surveillance,
and interestingly enough, of the four categories you mentioned, two
start off with the purpose of protecting, and two start off with the
purpose of obtaining. I personally have very little problem with the
two, starting off with protect. I have more problem with the two that
talk about obtaining-"to obtain foreign intelligence deemed essential
to the security of the Nation." That, as I am sure you would admit,
is a very, very wide category. Although your statement is limited to
electronic surveillance, it could be broadened to the breaking into em-
bassies and a lot of other things. Do you feel competent to determine,
even with the structure established under you, what is essential to the
security of this Nation?

Attorney General LEVI. I feel competent to pass in a legal way on
whether the kind of certification which has been given to me and to
my staff, along with such responses to questions of importance which
we may have, so that we are sure that the certification is taken seri-
ously and so that we can have some measure of the importance. Yes:
I feel competent to do that. I am sure that a different answer would
be that the intelligence people would think that I was quite incom-
petent to do it.

Senator HART of Colorado. Would you feel equally comfortable with
this procedure if you knew your successor were a highly politicized
Attorney General, appointed by a President in which you had little
confidence, whom you suspected would use this procedure to further
his own political purposes?

Attorney General LEVI. I would never feel comfortable with people
in high office if that is what it is, distorting the law for political
reasons.

Senator HART of Colorado. There is no law here. This is the prob-
lem we are talking about.

Attorney General LEVI. That is not my view in the slightest. I think
that there is law. I do not know how one defines that. There are cases;
they make law.

Senator HART of Colorado. What cases would you refer to, to in-
struct you as to what is essential to the security of the Nation? We
are talking about judgment here, factual judgment.

Attorney General LEVI. All right. That happens to come, that lan-
guage comes from the proviso which Congress wrote into title III.
And I suppose it would be the same law if Congress, in writing it in,
had provided some kind of a procedure to implement it. We would
still have to make that determination.

I do not know going back to-you asked me really two questions.
One is am I competent to make that determination or members of my
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staff; and second, how would I feel about someone who is distorting
judgments for political reasons or something. I think speaking in
this political forum, I always feel uncomfortable if legal matters, if
the interpretation of this phrase in a sense is a legal matter, are dis-
torted. But I think that the constructive problem is, if this is not the
best way to do it, to find the best way to do it. I tried to discuss in the
paper how one would do it if you went to a judge for a warrant; on
that you would have exactly the same kind of a problem. It might be
worse.

Senator HART of Colorado. How about a congressional oversight
committee to which you brought these requests and consulted with
them to share that burden?

Attorney General LEvi. That strikes me as raising both of the ques-
tions that you asked me. First, the one of competence and second, a
political view. So I do not know what to say. You have had more
experience than I have had on such matters, about whether that would
make it more or less political. And the second question, I do not know
if the information is secure. I cannot answer that either. Whether that
would be some kind of a check, I do not know-that kind of a procedure
as mentioned in the paper is followed in some foreign countries.

While I have not given-and I rather doubt whether a congres-
sional oversight committee might want the specific job of passing on a
warrant or an authorization, which I would not regard as oversight
at all. I do not know what you would call it. I do not know whether
you would want that. I have reported to what I regarded as the appro-
priate, so-called oversight committees, mainly the Judiciary Commit-
tees, quite precisely, on wiretaps and microphones. The question is
how far one goes with that. I do not know whether it is the congres-
sional oversight function to pass on a particular warrant. That may
be. That seems to me to raise serious constitutional problems.

Senator HART of Colorado. I take it your answers so far would apply
to the fourth category, also to obtain information certified as necessary
for the conduct of foreign affairs. Does that include, let us say, a
Secretary of State who is concerned about members of his staff talking
to the press?

Attorney General LEVI. Certainly not.
Senator HART of Colorado. Certainly not?
Attorney General LEVI. Certainly not.
Senator HART of Colorado. Well, if to the degree that conduct of

foreign affairs is being jeopardized or was thought to be jeopardized
by possible leaks from within the staff, I would think obtaining in-
formation about that would be important, would it not?

Attorney General LEVI. If you think that, Senator Hart, I really
have to worry about the procedure that you are suggesting about hav-
ing it go to an oversight committee.

Senator HART of Colorado. I did not suggest it. I was merely asking
your opinion.

Attorney General LEVI. My opinion would be it would not.
Senator HART of Colorado. Why is that?
Attorney General LEVI. I do not think that that is an appropriate

way to read that kind of doctrine against the background of what I
tried in this paper to describe as the reach of the fourth amendment.
I would think it quite inappropriate and a violation really of what
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the Keith case is talking about. I cannot believe that either you or
I_

Senator HART of Colorado. I am sorry. We have some dangling
answers here. I am not sure I understood what you said.

Attorney General LEvI. Apparently I misunderstood you. I thought
you said that a scrutiny of a newspaperman as to whether he was get-
ting leaks, whether that was necessary for the foreign affairs matters
and national security of the United States, would that be uncovered?
I misunderstood you to say that you thought it would be. That
shocked me.

Senator HART of Colorado. I was asking a rhetorical question. Again,
we have the problem that we don't know what your successor would
think.

Attorney General LEVI. We do not know who he is, I presume.
Senator HART of Colorado. If the Secretary of State were to come

to the Attorney General and say, "a member of my staff is talking to the
press about matters important to the conduct of foreign affairs"-you
say you would not grant it. We do not know whether your successor
would.

Attornev General LEvi. It is unconstitutional.
Senator HART of Colorado. I hope your successor feels the same way.
Unfortunately, I have to go vote. We will bid you good day. Thank

you very much or your participation.
[A brief recess was taken.]
Senator MATHIAS. Mr. Attorney General, you have chosen to visit

us on a very peripatetic day. We seem to have difficulty in arranging
our meeting so we do not stumble all over each other.

I was interested in several of the facets of the statement. One, in
which you refer to the Constitution as emanating from and applying
to the people. And I do not think any of us seriously challenges that
as a concept. But I guess the difficulty arises, when do you decide
that a certain American is no longer one of the people?

And let me ask the question, maybe more specifically, if an American
citizen is charged with foreign espionage, does that separate him from
the people?

Attorney General LEVI. No. Of course the fourth amendment applies
to it, as do other constitutional protections. I think that was not really
intended to be the thrust of that paragraph.

Senator MATHIIAS. So that the mere charge or serious suspicion on
the part of the law enforcement authorities would not suspend the
protections of the fourth amendment?

Attorney General LEVI. Senator, if I may so say to sharpen it, the
question is whether you think it applies to foreign nations. And all I
was suggesting was that its application must at least take account of
that difference.

Senator MATHIAS. Also in your statement, you refer to the fact that
at the same time, in dealing with this area, it may be mistaken to focus
on the warrant requirement alone to the exclusion of other, possibly
more realistic, protections. That could get us into days of discussion
on what more realistic protections are. I was more interested that there
seemed to be a cross-reference between that and another line in which
you refer to the Canadian experience, in which one of the other more
realistic protections was the report to the Parliament of the number
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of national security surveillances initiated, their average length, a
general description of the methods of interception or seizure used, and
an assessment of their utility.

You and I, on a previous occasion, discussed a bill which I had in-
troduced which in fact calls for this very kind of a report to the Con-
gress. I wonder if you would like to enlarge on either of these refer-
ences?

Attorney General LEVI. I think that is a possibility, and I said, I
think when you were not here, that I had, in fact, made something of
a report that was made public to the Judiciary Committee which gave
some of this information. Now, my guess is that the Solicitor General
files in Canada are in fact, quite general, and it is probably somewhat
the same as my letter. although mine did not include an assessment of
the utility. When you were not here, Senator Hart was asking me how
I felt about having a so-called oversight committee, if I understood
him correctly, to determine whether a warrant or authorization could
be given. That seemed to me to mix up all parts of the Government
even more than they are now, and to raise security questions and so on.
It is obviously something one can think about.

Senator MATHIAS. In somewhat the same area, Kevin T. Maroney
who is your Deputy Assistant in the Criminal Division testified in the
House and argued against a requirement of judicial warrant in all
national security cases. One of the grounds he advanced was the ques-
tion of the competency of judges, who are perhaps not that accustomed
to dealing with foreign policy matters, to evaluate the affidavit of a
person who is a foreign intelligence expert. It is a long tine since I
earned a living at the law. My recollection is, we impose on judges a
task of evaluating a wide variety of technical questions on matters that
deal with industrial processes, with surgical procedures, with traffic
patterns, with environmental questions. Would you not think that a
judge could evaluate an affidavit that the person who was a foreign
intelligence expert as he does other expert testimony 2

Attorney General LEVI. I think that there would be some problems.
In the first place, it would be hard to get a doctrine of common law on
the subject, because opinions could not really be written. A great deal
of the material would be extremely confidential.

Since I concluded that portion of my paper, not Kevin Maroney's, by
saying that I thought that a judicial warrant would give a greater
sense of security to the country, I do not want to overpress the point
that it would be difficult for judges to make the kind of determinations
that would be necessary. I would say that I would assume that they
would have to spend as much time on it as I do, and would have to have
as much a staff on it as I do, which is considerable, and that there would
be security problems, and so on and so forth, and the security of the
judge. So that, I also think that the judges undoubtedly would respond
to this in general by having broad categories where they automatically,
where I do not, give the warrant. I think that that is a fact. I do not
say that because I wish to keep for myself or my successors this unde-
lightful duty. I think it is something that you have to take account of.
though, in thinking about the legislation.

Senator MATHIAS. You have been very patient with us, I must say,
in spite of the fact that your voice is still very strong and vigorous-

Attorney General LEVI. It is because of electronic surveillance.
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Senator MATMrAS. Without pressing you on that point, I would say
that it does concern me that an American has less protection because
the "probable cause" standard does not exist if there is a suspicion of a
national security interest in the case.

Attorney General LEvr. I think the fact is that at the moment Amer-
icans have much more protection under the procedures that we have
devised than they do under title III.

Senator MATHIAS. That is a subject that will be debated, I think.
The CHAIRMAN. You are talking about your Department, are you

not, and not the NSA?
Attorney General LEVI. Yes; that is all I am talking about.
The CHAIRMAN. You are just talking about the Justice Department?
Attorney General LEVI. That is correct.
Senator MATHIAS. I have two very brief other questions. I am just

wondering if, in your view, the constitutional powers in the area of
foreign intelligence are exclusive to the Executive or whether they are
concurrent with the legislative branch?

Attorney General LEVI. They are sufficiently concurrent so that leg-
islation by the Congress would be influential. You have an example of
it, because the wording of the President's memorandum, while not
identical, so closely follows the proviso that Congress wrote. You are
asking me whether I think there is presidential power beyond that,
and my answer is, "Yes."

Senator MATmIAs. Finally, and I realize this might be asking you
to make a statement against your interests, whatever way you answer:
Do you think the Attorney General ought to be a statutory member of
the National Security Council?

Attorney General LEVI. I have never thought of that. Up until the
present time, I have been delighted that I have not been.

Senator MATHIAS. If you think further of it and care to share your
thoughts with us, we would be glad to hear them.

The CHAIRMAN. One final question from me. I have listened to the
discussion of how one set of procedures, a traditional set of procedures
involving courts and warrants, has developed in the criminal field;
how a very different set of procedures exist in the intelligence or na-
tional security field; how, in the latter field, people could be watched
and listened to without knowing in any way that their rights had been
trespassed upon by a less scrupulous Attorney General than yourself,
or a less scrupulous administration; and how there is nothing outside
of the executive branch to check on it, and in this way it is different
from the ordinary practices in the law; I think it is potentially very
dangerous. You can fall back on the argument that good men will
establish and follow good procedures, but there is no one outside the
executive branch that can check on any of this, and I should think that
there ought to be. Maybe it is not a judge that has to give a warrant.
That may not be the practical way of dealing with it. Maybe it should
be an oversight committee of the Congress that exercises jurisdiction
over such matters, a committee that can ascertain to its own satisfac-
tion that procedures are being followed and the laws, whatever they
may be, are being adhered to.

The question-I have relates however to the FBI. I sometimes think
that the FBI has a kind of Jekyll and Hyde complex, in the sense that
when it is dealing with law enforcement matters it has these rather
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traditional procedures that it must adhere to; but when the same
agency deals with the counterintelligence, national security, it is living
in a different world. Would it be sensible to break the Bureau in two
so that the part that deals with traditional law enforcement is that, and
that alone, and that another department within the Justice Depart-
ment and under the Attorney General would deal exclusively with
national security and counterintelligence matters, that are really quite
a different character than normal law enforcement?

Attorney General LEVI. Obviously, that is not a question that one
answers without a great deal of thought. My own present view is that
it would not be a good idea, because the point is to develop procedures
which are adhered to just as vigorously in both areas. This is one
reason we do have a committee which has been hard at work fashion-
ing guidelines. These guidelines, when completed-I think the com-
mittee has seen some of them-will be in statutory or Executive order
form.

But I think, whatever the shortcomings may have been in the past,
that a strong attribute of the Bureau is its discipline, and that one
wants to develop in this area-where, by the way, it is wrong in some
sense to fault agencies when the law changed as it did. It would be
desirable to develop procedures in that area which would evoke the
same discipline and, 'although the area is quite different, there are
comparable points, the checking, the reviewing, the getting permis-
sion, and so on. It is really a different world. One of the problems, Mr.
Chairman, if I may say so, is when one looks at the past, one finds
some terribly interesting things, but sometimes one forgets what the
present is like.

The CHAIRMAN. I will not belabor the point, except to say when one
'agency does both kinds of work, I think that there is some danger,
although it may be well-disciplined, for the methods in the one area
to creep into the other. It may be more sensible to let counterintelli-
gence and national security matters of that kind be handled by a sepa-
rate bureau under the Justice Department. I would not want to see
it all thrown into the CIA, for example; I want them to look outward
in dealing with foreign countries, and not dealing with this country.
But a separate department within Justice that deals with this quite
separate matter from ordinary law enforcement, is an idea which I
think should be given more thought.

Thank you very much for your testimony.
Our next witness is Prof. Philip Heymann of the Harvard Law

School.
[The prepared statement of Prof. Philip Heymann in full follows:]

PREPARED STATEMENT OF PHILIP B. HEYMANN, PROFESSOR OF LAW, HARVARD
LAW SCHOOL

I. INTRODUCTION

A. This Committee has heard evidence about a number of activities of the
intelligence agencies which raise significant questions.

1. Two forms of activities are familiar:
a. Surreptitious entries.
b. Domestic electronic surveillance.
2. Two other forms of activity were previously unknown and raise compara-

tively novel questions:
a. The opening of mail to and from the United States.
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b. The interception of cable and phone communications between the United
States and foreign countries.

B. These activities and others the Committee has reviewed raise three sets
of questions. I shall address only the last of the three, not because the others
are unimportant or even less important but because time does not allow dealing
with all of them on a single occasion.

1. There is a serious question about the collection of files on dissenters. I
think there can be no serious doubt that an operation such as the "CHAOS"
operation of the CIA tends to discourage participation in legitimate political
activities, particularly by those who are somewhat timid. The Army intelligence
gathering program raised similar questions.

2. Wholly separate from the question of the chilling effect of an excessive
collection and maintenance of files, there are the unique problems that are created
when intelligence agencies such as the CIA and NSA wander into the domestic
area. These agencies are unlike our domestic investigative agencies in a number
of relevant ways.

a. They are funded in the billions of dollavs.
b. Their employees are trained to operate in secret circumstances abroad and

without necessary conformity with local law.
c. The importance of secrecy makes the monitoring function performed for

domestic agencies by the Congress, the courts, and the public at large much less
applicable.

These characteristics led the Congress to attach a statutory prohibition to
domestic activities of the CIA. I am aware that members of the Committee
pressed General Allen on whether this would not also be desirable for the NSA.

3. The third subject for the Committee's concern, and the only one I intend to
address today, is the problem of invading the privacy of communications of
American citizens. This is an area that the Fourth Amendment of the Constitu-
tion and a number of statutes protect. In discussing this area I will attempt to
make clear where the law is moderately firm and where it is uncertain. I shall
also do my best to separate off my recommendations from my estimates of what
the law is.

C. As we proceed to discuss these questions, it will become apparent that addi-
tional legislation would be highly desirable for several reasons.

1. We are dealing with the area of foreign pollcy and most particularly with
the special situation of intelligence gathering and secret technology. This Com-
mittee and through it, the Congress, have a factual basis for assessing these
matters which courts cannot duplicate. This is especially true after the Com-
mittee's extended set of hearings.

2. There are obvious and important gaps in the present law which legislation
will be needed to fill. I will allude to these as I proceed.

II. THE EFFECT OF A GOVERNMENTAL INTEREST IN FOREIGN INTELLIGENCE ON THE
FOURTH AMENDMENT RIGHTS OF CITIZENS

A. One question runs through each of the areas the Committee has been in-
vestigating: to what extent does the Fourth Amendment apply to matters of
national security?

1. There are a series of additional difficulties to be addressed in connection
with searches of international mail and international voice and non-voice
communications.

2. But the same question as to what difference is made by a foreign intelligence
objective applies to those programs as well as to more famlliar searches of
homes, offices, or domestic communications.

B. The Fourth Amendment provides two different forms of protection, each of
which could be affected by the fact that the government is pursuing a foreign
intelligence interest.

1. Through its requirement of a judicial warrant absent certain long-established
exceptions for emergencies and arrests, the Amendment imposes a more neutral
evaluation of the situation between a governmental desire for information and
the action of engaging in a search. It also, equally significantly, requires a writ-
ten. sworn record of the basis on which the search is undertaken.

a. It is important to emphasize, as Justice Powell did in United States v.
District Court, that the fears the framers had in mind included not only in-
vasions of privacy but also the use of a search to silence dissent.

b. The classic language here is that a detached, neutral judicial officer should
stand between an over-eager executive branch and the rights of citizens.
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2. The Fourth Amendment also imposes certain requirements of probable cause
and sensible procedures.

a. In this area there has been a great deal of fluidity. Less probable cause is
necessary if the intrusion is less or if the threatened harm is greater.

b. Such requirements as notice of the search have been held to be subject to
reasonable modifications as in the case of the Wiretap Act where no notice need
be given for ninety days and even then it can be delayed if this is essential to aninvestigation.

C. The simpler part of the question as to the impact of national security con-
cerns on the Fourth Amendment goes to the need for a warrant at all. This part
may be the more important nonetheless, for on our trust in the neutrality of
judges turns a great deal of the citizens' sense of security as well as a real pro-
tection against unjustified attacks on dissent or a simple arbitrariness.

1. With the concurrence of judges from the most conservative to the most
liberal wings of their benches, the courts have by now gone far toward answer-
ing the question as to the necessity for a warrant in national security areas.

a. First the Supreme Court held in a unanimous opinion by Justice Powell that
the President had no power to dispense with the warrant in the area of internal
security. Justice Powell emphasized the dangers to dissent.

b. Then after two courts had sustained surveillance without a warrant of
diplomatic establishments and non-citizen foreign agents, the D.C. Circuit in
Zioeibbon v. Mitchell has held unanimously that, at least wherever the party being
monitored is neither a foreign agent nor a collaborator with a foreign govern-
ment, a warrant is required for a wiretap even in the pursuit of foreign intelli-
gence or foreign policy.

c. Note that this leaves the government free to search without a warrant in
the cases of embassies and non-resident employees of foreign governments.

d. This area is one to be regulated by diplomacy, not by the Fourth
Amendment.

2. The courts' reasoning has been, I believe, persuasive.
a. The rules as to probable cause and necessary procedures can be adjusted in

such a way that the requirement of a warrant protects against malice, arbitrari-
ness, or attacks on dissent without limiting the government in its pursuit of
legitimate goals.

lb. The history of the Fourth Amendment involves a number of searches in
thp national security area where, in important cases, warrants have been
required.

c. The notion that courts are unable to understand enough of the situation
to exercise a meaningful review function is implausible, especially when one
recognizes that the Attorney General exercised that function for the executive
branch. Moreover, there is no real risk of revealing secrets. The record of courts
in this regard is far better than that of the executive branch.

d. It is my understanding that the Attorney General has now accepted the
position of the D.C. Circuit at least for the time being.

3. These cases leave open three questions that the Committee could well
address:

a. No court has yet held that an American citizen or resident alien-as op-
posed to an embassy or foreign employee of another nation-who is found to be
a foreign agent or collaborator can be searched without judicially determined
probable cause to believe he has committed espionage, sabotage, or some other
crime. Both the Supreme Court and the D.C. Circuit have left that question
open. Should there be such a category? The case against it is that the Congress
has prohibited and can prohibit any conduct it considers dangerous to our
national security and that no action should be taken against a citizen until there
is reason to believe he has violated (or conspired to violate) such a prohibition.
The case for an exception is that secret foreign agents are an important source
of positive information about intentions of other governments and about other
agents even when they are not yet engaged in illegal conduct.

b. If there is to be such a less-protected category of citizens who are secret
agents, what should the definition of foreign agent or collaborator be when we
are dealing with American citizens? It cannot, for example, open to electronic
surveillance the telephones of any law firm which represents the government
of France or Bolivia. A statutory definition would have to involve the secret
acceptance of pay or directions from a foreign government.

c. Perhaps most important, if there is a category of American citizens who
are foreign agents or collaborators and which receives less protection under the
Fourth Amendment, should there not be a requirement that the status of foreign



133

agent or collaborator, as defined by Congress, be determined by the courts on
a warrant. The excessive suspicions of Presidents Johnson and Nixon that
anti-war dissent was controlled from abroad led to the CHAOS program. A
sensible protection against any recurrence would be to require a judicial war-
rant based on a sworn affidavit establishing that a citizen is a foreign agent.
This is obviously a highly important protection when organized, legitimate
disagreement with government policy is involved.

D. The second aspect of the queston whether a foreign intelligence interest
makes a difference to Fourth Amendment protection is harder. It raises the
question whether in the case of citizens who are not foreign agents or collabora-
tors with a foreign government there is any right to search simply to obtain
foreign intelligence and not only, as traditionally, with probable cause to believe
that evidence of a crime will be found. On analysis, it seems clear to me that
no such right should exist, although the case law is not helpful one way or the
other.

1. Put in its clearest form, the question is this. Assume that an American
industrialist or banker has returned from an unfriendly country with knowledge
that would be very valuable to our intelligence agencies regarding the industry
or finances of the foreign country.

a. Certainly it is proper to ask the American citizen to reveal that informa-
tion and indeed we presently do.

b. But what if that extremely important foreign intelligence is withheld by
the citizen for any of a number of reasons. Can he then be made a subject of
electronic surveillance or can his home and office be searched if the information
is important enough? The question, quite starkly, is whether there should be
a warrant procedure that allows searching entirely loyal Americans whenever
there is probable cause to believe that they possess important foreign intelligence
which they will not reveal freely.

2. I believe the answer to this question is that the matter should be handled
by legislation, if at all, and not by executive discretion. Although the merits
of the proposal are highly questionable, the Congress might:

a. Make it a crime to fail to turn over certain well-specified classes of informa-
tion. If it did, there would then be probable cause to search for and seize such
information if it was not turned over.

b. In the alternative, the Congress could make a well-defined class of infor-
mation subject to subpoena.

I don't recommend either of these alternatives, but they are obviously pref-
erable to an undefined executive discretion to search entirely loyal American
citizens. If the matter is to be handled at all, it should be by legislation.

3. There is indeed case law that indicates that a search of an innocent party
is improper unless there is reason to believe that the evidence will not be turned
over voluntarily or in response to a subpoena. This case law would also suggest
that only a well-defined class of foreign agents (who could not be expected to
comply with a subpoena) might possibly be subject to electronic surveillance
in order to obtain valuable, positive intelligence in situations where there is
no reason to believe that they have committed or are about to commit a crime.

III. THE ADDITIONAL DIFFICULTIES PRESENTED BY THE PROGRAMS OF MAIL OPENINGS
AND INTERCEPTION OF INTERNATIONAL COMMUNICATIONS TO AND FROM THE UNITED
STATES AND INVOLVING UNITED STATES CITIZENS

A. Wholly aside from the special questions with regard to a possible foreign
intelligence exception to the Fourth Amendment rights of American citizens,
there are a series of difficult problems presented by the testimony the Com-
mittee has received with regard to mail openings and interception of interna-
tional communications. I will address three of these in an order of increasing
difficulty.

B. Fourth Amendment rights only pertain to American citizens in a situation
where they enjoy a reasonable expectation of privacy with regard to their com-
munications.

1. The situation with regard to mail is unusually clear.
a. The germinal case dealing with Fourth Amendment protection of the mail

was Em Parte Jackson, 96 U.S. 727 (1878) in which the court held that while
in the first class mail, papers can only he opened and examined under a search
warrant. This rule which was reaffirmed as recently as 1970 in U.S. v. Van
Lceuiven, 397 U.S. 249. is now embodied in a federal statute, 39 U.S.C. 4057. It
provides that "only an employee opening dead mail by authority of the Post
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Master General, or a person holding a search warrant authorized by law may
open any letter or parcel of the first class which is in the custody of the De-
partment."

b. The only possible questions involve whether a U.S. citizen is protected as
a recipient of mail from a foreign resident, or is only protected as the sender
of mail. For four reasons I believe it is moderately well established that the
recipient is also protected.

(1) A number of cases have indicated that there is such protection subject
only to a reasonable customs power. See, e.g., U.S. v. Sohnen, 298 F. Supp. 51
and U.S. v. Various Articles of Obscene Merchandise, 363 F. Supp. 165; State v.
Gallant, 308 A.2d 274.

(2) 39 U.S.C. 4057 seems to clearly cover the recipient as well as the sender.
(3) The modern law with regard to the privacy of oral communications pro-

tects all the parties to the communication and would probably be read to apply
to all the parties to a written communication as well.

(4) The recipient of a letter has something very close to a possessory claim
to the paper on which it is written.

2. I believe the situation with regard to voice communications involving an
American citizen and with one terminal in the United States is equally plainly
covered both by the Constitution and by the Omnibus Crime Control and Safe
Streets Act of 1968.

a. The definition of "wire communication" in the 1968 Act includes any comi-
munication made through the use of facilities for the transmission of com-
munications by cable by any person engaged as a common carrier in providing
such facilities for the transmission of foreign communications. The definition
of common carrier plainly incorporates international communications to and
from the United States.

b. Presumably the definition of "oral communications" would be read to be
consistent with that and would therefore include radiotype voice communica-
tions.

3. The situation with regard to non-voice communications is less clear, but I
believe there is every indication that they, too, would be considered protected
under the Fourth Amendment.

a. As a matter of a reasonable privacy in expectation of communications, the
only difference from voice communications is the extent to which a cable is
revealed openly to a transmitting company. This might make revelation of its
contents to the government within the reasonable expectation of senders were
it not for 47 U.S.C. §605, the old Wiretap Act, which still forbids the revelation
of content except "in response to a subpoena issued by a court of competent
jurisdiction or on demand of other lawful authority." Any other form of inter-
ception of a non-voice communication would be a violation of a reasonable ex-
pectation of privacy. I take it that the voluntary act of a common carrier in
complying with a request by a government agency to turn over cable traffic
would not satisfy the exception for "demand of other lawful authority," a
phrase that is apparently intended to refer to the subpoena powers granted by
Congress to various agencies. See Newfield v. RVan, 91 F.2d 700. Certainly an
interception without the assistance of the common carrier would be treated as
an invasion of the privacy of communications. Still, I should quickly acknowl-
edge that there are practically no Fourth Amendment cases dealing with the
interception of communications either domestically or in international traffic.

b. I do not believe that the 1968 statute covers non-voice communications. Its
definition of "intercept" requires "the aural acquisition of the contents of any
wire or oral communication." Acquiring the contents of a non-voice communica-
tion would not be "aural." The only possible statutory prohibition is in 47 U.S.C.
§ 605 which first prohibits the interception and divulgence of radio communica-
tions and then states that "no person not being entitled thereto shall receive
or assist in receiving any . . . foreign communication by radio and use such
communication (or any information therein contained) for his own benefit or
for the benefit of another not entitled thereto."

4. With regard to each of these forms of communication, the situation may be
entirely different when there are two foreign terminals.

a. A channel of communication that is overwhelmingly used and controlled by
foreign interests does not invoke a reasonable expectation of privacy by American
citizens.

b. The only qualification here would be if American agents or foreign govern-
ments acting at their behest specifically targeted the foreign communications of
an American citizen. Here there might well be a Fourth Amendment claim.
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C. In one situation the result of all this seems moderately clear. If an intelli-
gence agency wants to open the letters or intercept the international communica-
tions of a named American citizen who is the target of an investigation, it will
have to get a warrant and either show there is probable cause to believe the
citizen is committing a crime or, if the Congress so determines, show that he
is a secret foreign agent and that the communication is likely to contain important
foreign intelligence.

1. This alone disposes of many of the situations before the Committee.
2. The lack of a clear law dealing with non-voice communications suggests

that the Committee would serve a real function by addressing this question
directly.

D. The hardest question arises with communications that can, without a
serious invasion of privacy, be checked for words or other selection criteria or,
in the case of letters, for indicators on the envelope that tend to show that the
communication may contain evidence of a past or prospective crime.

1. In the case of mail, looking at the outside of the envelope for indicators
that it may contain evidence is not itself a search.

2. The difficult question arises if it turns out that the indicators will lead the
investigative agency to read a number of innocent letters for each letter that
contains evidence of a past or prospective crime. At this point, there is appar-
ently no choice other than to either open the letter and invade the privacy of the
sender and receiver or to leave it unopened although there is a probability that
it contains evidence bearing on a substantial danger.

a. In traditional terms, the question is one of a general search. The Constitution
was written to forbid general search warrants such as the Writs of Assistance
were in colonial times.

b. There is no simple answer to when a search is too general. Any search
involves a certain probability that it will not reveal evidence and every search,
even where the result is that evidence is found, involves breaching the privacy of
non-evidentiary matters. The question is always one of establishing a balance
between the invasion of privacy and the need for the search. As always under
the Fourth Amendment, if what is involved is a serious prospective crime, there
is more room for a fairly general search.

3. The problem with international communications is similar, but may be
subject to more of a technological solution. Consider the case of non-voice com-
munications between an American citizen and an alien.

a. General Allen's testimony indicates that it may be possible to identify
certain selection criteria without reading the entire message. These, like the
indicators on the outside of a letter, would narrow the number of communications
inspected and would increase the probability that any single communication
contained evidence of a past or prospective crime. If this were done mechanically
without reading all of the messages, there would not be a search during this stage
of the operation.

lb. When a narrower, but perhaps still excessive, class of non-voice communica-
tions has been identified, it may be possible to review these without revealing
the name of the sender or receiver. Adding in that second step would substan-
tially reduce the invasion of privacy.

c. It is also, of course, relevant whether the intelligence agency Immediately
discards any message that, on reading, proves to be innocent without keeping
copies or records of the transactions.

4. The hardest question of all would be presented if: (1) an important part
of the communications traffic on an international route to and from the United
States does not involve American citizens; and (2) there is no way of sorting
this part of the traffic from the part involving American citizens without a
substantial invasion of the privacy rights of citizens. This might well be true
with regard to voice communications, for example. Here there would be two
questions to be addressed in sequence.

a. What procedures could be developed to minimize the intrusion on the
privacy of American citizens, for example by quickly and completely discarding
any communication involving American citizens and not revealing evidence of a
crime?

b. What is the balance between the now-diminished invasion of the privacy
of American citizens and the volume and importance of the purely foreign
traffic involved? If, for example, ninety-five percent of the "take" were domestic
and the remaining five percent pertained primarily to commercial matters, the
balance would have to be struck in favo* of forbidding the particular technique
of intercepting international communications.
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E. Obviously the questions I have just reviewed concerning the permissible
techniques for monitoring international communications are matters which badly
need legislative standards. In some cases, the nature of the program will be so
clear and stable that Congress could itself define the requirements. In other
cases, the Committee might well wish to consider a warrant requirement that
first set forth general standards and procedures and then directed a court to
approve a broad plan for monitoring a particular type of communications.

1. In either event, I would think it was highly desirable to require the intelli-
gence agency to furnish on a continuing basis two forms of information.

a. Copies of any communications perused in their entirety with some indica-
tion of which ones were furnished to other government departments.

b. A numerical summary of the relationship between communications read but
discarded and communications read and kept as part of any governmental pro-
gram or file.

2. This will make it possible to estimate the extent to which the search is
over-broad, the equivalent of a general warrant.

TESTIMONY OF PHILIP B. HEYMANN, PROFESSOR OF LAW,
HARVARD LAW SCHOOL

Mr. HEYMANN. Mr. Chairman, I recognize it is late, and if I could
submit my prepared statement for the record, I would be happy to try
to summarize in a very few minutes what I have to say.

My objective, Mr. Chairman, is to try to state clearly the four or five
or six issues that I think are presented by surreptitious entries, domes-
tic bugging, NSA interceptions and mail openings.

I have had the feeling today that sometimes we are dealing with a
large ball of wax called national security; sometimes we are dealing
with 600 difficult little issues. My own view, and I hope I can con-
vince you, is that there are about five or six different issues, and that
this committee can address them individually with the result, I hope,
that the law will be a little clearer when you are through. There are
two types of issues. I want to break the categories into two, and then
break them. There are certain issues that go directly to what the im-
pact of foreign intelligence is on fourth amendment rights. Then there
is another set of issues that involve what is special about international
communications, mail, nonvoice cable, or voice.

Let me start with the question of what is special about national in-
telligence, foreign intelligence, because that one cuts through every-
thing this committee has looked at. It cuts all the way from black
bag jobs to sophisticated NSA items.

As you well know, there are two primary protections here, and for-
eign intelligence considerations could affect these. First, the fourth
amendment has a warrant protection, to get a judge over an overly
eager executive branch, if it is over-eager in a search. The warrant was
there largely, as Justice Powell reminded us recently, because of fears
as far back as the 18th century.

In the area of the warrant, the first part of what is special about
intelligence, the courts have taken us a very long way toward a con-
clusion. First the Supreme Court, in the United States v. U.S. District
Court, held that internal security required a warrant. Then the D.C.
Circuit, in Zweibon v. Mitchell, in an opinion that the Attorney Gen-
eral has said he will live with, at least for the time being, has said
even when the Government is pursuing foreign intelligence, it must
get a warrant unless it's dealing with a foreign agent or collaborator.
In other words, a great deal of the ambiguity the Congress left in
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1968 is now cut down to the question, what happens with foreign
agents and collaborators. As to that, I think that this committee has
two very important questions to address, and it has been asking them
of the Attorney General today. One question is: What should the defi-
nition of foreign agent or collaborator be? Senator Hart was pressing
the Attorney General on that. It is not going to be an easy thing to
draw up. If there is some special category of foreign agent and col-
laborator, it is going to take some work. It cannot include New York
law firms who are representing Bolivia or France. It cannot include
major Jewish organizations working in collaboration with Israel on a
bond drive. It is going to take some work.

The second issue under the warrant that this committee is going
to have to address is: If there is an exception for foreign agents and
collaborators, should that be decided by the executive branch with-
out a warrant, or should there be a warrant required where a judge
decides that someone is a foreign agent, a citizen, a foreign agent
or collaborator? Let me be clear that no one, including me or any
court, is suggesting a warrant requirement for embassies or non-
resident employees of foreign governments, all right? But what if
the executive branch believes that someone is a foreign agent or a
collaborator? Should not a court have to get into it? I would strongly
urge that they should.

The CHAIRMAN. Are you talking in this point, Professor Hey-
mann, about bugging and wiretapping? The cases you have cited
relate to those traditional methods.

Mr. HEYMANN. I believe exactly the same standard would apply
with regard to intercepting overseas communications, Senator Church.
In other words, as I go about three steps down the line I am going
to say to you that I think it is clear that international mail with a
U.S. terminal, or U.S. citizen; international phone conversations,
the same conditions; and international cable traffic, are all protected
by the fourth amendment. I am going to give you cases and statutes
that say that, and I am going to say that requires a warrant unless
it is a foreign agent.

I hope that this committee says if the Government wants to say
it is a foreign agent, it will require a warrant to certify that it is a
foreign agent.

The second half of what is special about foreign intelligence is do
you always need probable cause of crime, or can the Government
sometimes go out, simply pursuing foreign intelligence. I think that
you have to divide that one into two cases. One, with regard to foreign
agents or collaborators, it makes some sense. There is a quite argu-
able position that for a foreign agent or a collaborator so certified by
a court on a warrant, the Government ought to be able to pursue for-
eign intelligence, not just probable cause of a crime. The executive
branch could live with a stricter standard, but there are cases that
you can imagine and point out where a foreign agent would have
information about a foreign country's plan that you wanted to pick
up, with or without probable cause that the agent is committing a
crime; or a toreign agent would make contact with other agents whose
names it was important to know.

My sharpest difference with everything that the Attorney General
was saying comes, I think, in the question, can the Government pick

67-522 O-76-10



138

up information from loyal, trustworthy American citizens by elec-
tronic surveillance at home, or through international means? Can it
do that simply to get foreign intelligence when there is no evidence
of a crime? Let me state the question very specifically: if David Rocke-
feller goes to the Soviet Union and learns information about their
financial structure that the CIA would give a great deal to know,
that it is very important to our foreign security, is there a right to
bug David Rockefeller's phone to find out what he has learned?
At the moment, as you know, we do make inquiries of David Rocke-
feller, and that is entirely proper. The question is if for any of a
number of reasons he refuses to furnish that information, the foreign
intelligence information that the executive branch wants, can his
communications be monitored to find it out?

The CHAIRMAN. At home?
Mr. HEYMANN. I mean at home, by cable overseas, letter overseas.

I mean by phone overseas, Mr. Chairman. It seems to me that the
Congress has to face up to that rather directly.

The CHAIRMAN. Let us take the case of business transactions that
may have an economic impact upon the United States. I would take it
that if thev were a transaction that involved foreign governments,
investments, capital transfers and the like, that this would be within
the right of the Government to obtain information through electronic
surveillance methods, or any other method.

Mr. HEYMANN. The position that I am urging on you, Senator-
The CHAIRMAN. We are talking now about actions of foreign gov-

ernments in the economic field.
Mr. HEYMANN. The question is whether the communications of an

American citizen are monitored secretly to find out that information.
I suggest to you that Congress would not pass a statute making it a
crime to withhold valuable information, making it a crime for an
American citizen to withhold valuable information, that Congress
would probably not pass a statute authorizing an executive agency to
subpena that information. It would be regarded as the information of
that citizen. If Congress were not to allow it to be done directly by
criminal statute or subpena, Congress should not allow it to be done
indirectly by the executive branch monitoring an entirely innocent
American citizen's communications.

The CHAIRMAN. Suppose that you are looking simply for intelligence
having to do with messages of foreign governments.

Mr. HEYMANN Wl1011y?
The CHAIRMAN. You would have no problem with that?
Mr. HEYMANN. Foreign to foreign messages, I would have no trouble

with, and foreign to foreign terminals, I have no trouble with.
The CHAIRMAN. How about messages between foreigners, as such,

either abroad with both terminals abroad, or one terminal in this
countrv and the other terminal abroad? Any trouble with that?

Mr. HEYMANN. Between two foreigners?
The CHAIRMAN. Yes.
Mr. HEYMANN. No, Mr. Chairman. There could be possiblv a prob-

lem with resident aliens, but setting that minor problem aside
The CHAIRMAN. Suppose in order to get the messages of foreign gov-

ernments or foreign aliens with which you would have no problem,
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it was necessary for technical reasons to take these messages out of the
whole stream of messages.

Mr. HEYMANN. That is the hardest problem of all, Mr. Chairman.
The CHAIRMAN. Yes, it is.
Mr. HEYMANN. If I just may take three sentences to work up to the

hardest problem. As I said to you, my statement makes clear that I
think the law is absolutely solid that letters, including international
letters, are protected. They have been protected by statute of Congress
since 1825. The Supreme Court has held them highly protected for
the last 80, 90 years. I think the law with regard to international voice
communications involving American citizens is clear, constitutionally
protected, and protected under the Safe Streets and Crime Act. I think
the Wiretap Act applies to international communications if you look
carefully at its definitions.

Mr. SCHWARZ. Do you mean with one terminal in the United States?
Mr. HEYMANN. With one terminal in the United States, that is the

way the definition was.
Finally, I think the case is slightly less clear in regard to. nonvoice

communications. What this means, the second sentence that leads up to
your hardest of examples, if these are protected communications, then
you need a warrant. I think the Attorney General agrees with that,
although he is hard pressed to say at this time, November 6, whatever
date it is. If these are protected communications, the executive branch
cannot read them or hear them without a warrant if what is being
read, if what is being targeted is an American citizen. If somebody
says I want to read Frank Church's international cables, there is a
warrant requirement protecting it.

The hardest question, if what is being targeted is not an individual
American, if it is an individual American-

The CHAIRMAN. To answer my question.
Mr. HEYMANN. That is the hardest question. As your committee has

heard, the NSA has systems for identifying particular parts of the in-
ternational traffic which are somewhat more likelv to contain either
evidence of a crime or foreign intelligence information than other
parts. What if once it has identified a large, relatively large volume
of traffic, that is suspicious? It will still be true that the investigating
agency is going to have to read a great deal of that traffic in order to
separate out perhaps perfectly proper foreign-to-foreign cables from
American cables. Then what? My answer is really quite similar to the
Attorney General's, if I heard him right, Mr. Chairman. The first
question is what steps can be taken to minimize the invasion of privacy
with regard to the protected cables involving an American citizen, an
American terminal, or a protected phone conversation or protected
mail? What steps can be taken to minimize the invasion? That in-
cludes, among other things, how quickly is the matter discarded, who
sees it.

The second step which I think the Attorney General recognized
this morning is you then compare the minimized-a court would have
to and the Congress would have to-the minimized damage to Ameri-
can privacy with the importance and the value of the foreign-to-for-
eign traffic which is intercepted. If it turns out that 95 percent of the
traffic is protected in the sense that it involves a loyal American citi-
zen as one terminal in the United States, and 5 percent is foreign to
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foreign, and the 5 percent is not of great value, say the 5 percent in-
volves the price of grain; then the whole bundle would be unconsti-
tutional.

THE CHAIRMAN. Who makes that judgment?
Mr. HEYMANN. The last question. It can only be done in one or two

ways, I believe. If we are talking about a type of interception of com-
munications which was very constant over time, Congress could go far
to either declaring it legal or illegal. If we are talking about a type
of interception that may change and be different next year than it
is this year, Congress is going to have to lay down standards for courts
to apply.

Now the Attorney General's statement this morning contains refer-
ences to a number of cases where the Supreme Court has ordered and
authorized courts to set up general principles and general procedures
for handling fourth amendment questions. The most recent is Justice
Powell involving Customs searches on the border of Mexico. The
Supreme Court with Justice Powell speaking said, the lower court
ought to say just when and where there can be inspections within 20
miles of the border of Mexico.

I believe that ultimately the Congress is going to have to pass a
statute that sets forth standards and then requires a warrant from a
court. Perhaps a warrant approving a monitoring system with a whole
volume of traffic. It does not have to be a warrant for each individual
bit. Congress is going to have to set forth the standards and courts are
going to have to come in and apply them.

Finally, I think it is very important that the whole system is not
going to work unless there is some what is technically called feedback
where the court or legislative oversight committee keeps getting rec-
ords regularly giving a comparison of the quantity and quality of
the American messages being intercepted, the innocent American mes-
sages being intercepted, a comparison of that quantity and quality
with the value of the legitimate take. There is going to have to be
some sort of system that keeps bringing that back in.

The CHAIRMAN. It would seem to me that where you get into the
legitimate foreign intelligence area that the introduction of a court
device or the warrant device may indeed become very awkward.
The best device would be an oversight committee of the Congress that
would be kept fully informed and would pass judgment on these cases
just to satisfy itself that these operations were being kept within
proper guidelines and under proper restriction.

The trouble I have with the Attorney General's dissertation and his
responses today is that he somehow seems to visualize that all of
this could be done within the executive branch, that everything could
be worked out with better procedures. Unless there is somebody check-
ing on the executive branch that is not part of the executive branch
and not subject to the ultimate control, direction and dismissal of the
President, I do not think you have much protection.

Mr. HEYMANN. I certainly agree with that, Mr. Chairman. The
only thing that I question in your statement is to whatever extent it
involves a notion that entirely innocent, meaning nonforeign agent,
American citizens can properly be monitored in their communications
at home or from home to abroad simply because they are thought to
possess in their minds intelligence which the CIA, or the NSA, or the
State Department, or the Department of Defense, or the White House
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would like to have. That is a notion which I believe on reflection the
committee will find unpalatable. I must say I believe that, and a num-
ber of courts have acted whether it is in dictum quite acceptable. On
reflection courts will not accept it. I think when the committee thinks
hard about what it means-

The CHAiRMAN. In such cases you would require a warrant, or would
you simply flatly prohibit?

Mr. HEYMANN. I would simply flatly prohibit a claim to own the
mental-

The CiIAnmAN. That would be part of the definition. That would
be part of the statutory exclusion from a definition of foreign intelli-
gence.

Mr. HEYMANN. That is correct. In fact, the amendment that was
written in 1789 or 1791 requires probable cause. Of course it has
been extended and applies otherwise now.

The CHAIRMAN. Mr. Schwarz would like to ask a question.
Mr. SCHWARZ. Picking up on Senator Church's and your recogni-

tion of the hardest question, on a stream of communications, I under-
stood your first point to be that if upon analysis the foreign intelli-
gence value of the stream is not very great, even though it might exist,
you say the stream conld not be surveilled at all.

Mr. HEYMANN. If surveilling the stream requires a substantial in-
vasion of the privacy of protected American communications.

Mr. SCHWARZ. Now let us assume that the stream does include sig-
nificant, legitimate foreign intelligence-government to government-
and in the course of analyzing, of obtaining that, it is technologically
inevitable that one also obtains American citizens' messages. I want to
put two different cases to you. One of those messages from an Ameri-
can citizen to an American citizen upon analysis contains evidence of
a crime, although no one had any reason to suspect that before the
stream was interrupted. The other message contains evidence of either
economic matters or political matters. What do you do with those
two messages that NSA or some other agency has now? TTnder your
first principle, it was legitimate for the NSA to surveill the stream,
and in the course of doing so it has acquired these two messages. What
should they do with them?

Mr. KTRBOW. Thlis is without a warrant?
Mr. SCHWARZ. There has been no warrant.
Mr. HEYMANN. My answer, Mr. Schwarz, is the traditional one.

I believe it is the opposite of what the Attorney General suggested
today. I think if the NSA legitimately reads a message which revealed
itself as being evidence of a crime. keeps that message and seizes it, it
has come upon it legitimately and is evidence of a crime. It keeps it
and uses it and sends it to the FBI and it sends the people to jail. The
other message that it reads that involves economic information, it has
no right to. That is what I was urging upon Senator Church. That you
have no right to take from American citizens what they happen to
know just because the Government is interested in it, too.

One of my major differences with the Attorney General this morn-
ing was the notion that the fourth amendment particularly protects
criminals, that its most important function is to exclude evidence
against criminals. It. was not written for that. It was written to protect



142

you and me. In your case I would send it directly to the FBI. I would
send the message that indicated evidence of crime.

Mr. SCHWARZ. That you would send to the FBI, but the one economic
or political-

Mr. HEYMANN. Would have to be destroyed immediately.
Mr. KIRBOW. Where do you attach the illegality? At the collection

point, or the distribution point, or the machine where they supposedly
sort all of this you are talking about?

Mr. HEYMANN. Let me take it in those three stages, Mr. Kirbow.
I do not think that there is any search that is worth being called a
search that would trouble anybody, either in looking at the envelopes
for indicators, whatever they may be. I do not know what they are, or
in going through voice or nonvoice traffic simply to cut down from
1 million items to 100,000 items which have the word assassination in
them, let us say, or have the word North Korea in them. I do not think
there is any search running those million items past somebody, only
going so far. That does not seem to be a search.

The next step is the question as to whether you then have to read
the 100,000 items along with the name of the sender and receiver. If it
were technologically possible to do this somehow or another without
getting the name of the sender and receiver, you could read the items.
I think that there was just a limited search at the second stage. But if
at the second stage, having cut yourself down to envelopes with indi-
cators or some other kind of international traffic with selection criteria,
if at that point you have to read the whole message or hear the whole
message, together with the sender and receiver, there is very definitely
a search at that point. You can minimize the effect of the search by
thereafter discarding quickly whatever you have no right to.

Mr. KIRBOW. Do you mean to draw a distinction between reading the
body of the message which I send as being different from one which
I send if you read my signature as the sender and the addressee as the
receiver? Do you draw a distinction between those two categories?

Mr. HEYMANN. I recognized it is idiosyncratic. I have not seen it
anywhere else. When I think of it myself, I think I would feel quite
differently. Let us take a letter, for example, about having a Govern-
ment official read my letter, the body of my letter. If it were possible
to eliminate who wrote it and who it is to, I would feel very differently
about the privacy of that letter from a Government official reading it
and knowing who it is from and who it is to.

Mr. KrIRBow. You are familiar with some of the technology of ex-
tremely high-speed transmissions, are you not? How do you distin-
guish there where they are almost instantaneously sent and then the
signal goes off the air, and in that stream or volume of information
when they are finally decoded on the other end, or smoothed out on the
other end, we will call it by another mechanical device? How do you
provide for such high-speed transmissions in this theory of yours as to
what is legal? These are messages which make nothing but a sound as
they go out over the air as you probably know. What do you do with
those sort of things, which is the predominant way of sending secret
information?

Mr. HEYMANN. I just have to go through the steps, Mr. Kirbow.
There is no happy answer at the end of the steps. The first question 'is
you have to identify conceptually what it is legitimate to pick up and
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what it is not legitimate to pick up on that instantaneous stream, al-
most instantaneous stream. I have argued it is only legitimate to pick
up foreign agents' traffic, foreign to foreign traffic. evidence-of-crime
traffic, or something like that. First you have to identify what is ille-
gitimate and what is legitimate. Then you ask yourself, is there any
way that you can process this stream so to cut down the invasion of

privacy to a minimum in the legitimate traffic that should not be
intercepted ?

You know, in the protected traffic, once you have done that and you
explore every possibility for doing that, you do it by statute or by war-
rant. The next step is to say what is the balance between what is prop-
erly taken out of that and what is not? I agree with you. I think you
are suggesting, Mr. Kirbow, when you are all through with that kind
of fancy transmission, you're going to have a lot of useless stuff that
vou are allowed to take and a lot of stuff that you are not allowed to
take when vou are all through. At that point Congress and the courts
are going to have to decide whether you are getting too much that is
protected in order to get what you are legitimately allowed to take.

Mr. KIMBOW. Among the methods being used I do not see when the
production comes you can review it as an aftereffect thing. I do not see
how you are protecting the sender and receiver from an interception of
the communication.

Mr. HEYMANN. I would require some kind of warrant in advance,
unless Congress could handle that by statute, which I do not think -the
warrant procedure-I am shooting a little bit from the hip, Mr.
Kirbow. I have only been thinking about it in the last, few davs since
I started looking into it. The warrant procedure might say a court
would itself pass on the selection criteria and the Congress might say
use qualitative standards. saying the selection criteria should only be
acceptable if they are so designed as to bring in highly important
information of a foreign intelligence sort, proportionate in some way
to the invasion of privacy. Then it could go on and Congress could add
a second para-'raph and say, even with these selection criteria, it can
only be used if the following measures and minimization are used.
Something like that.

Mr. KTRBOW. Thank you.
The CHAIRMAN. I think that we all recognize that this is a very

complex matter when we are dealing with such advanced and rapidly
changing technologies, and it leaves us all groping for new ways to
keep old protections alive.

I think that your testimony has been very forthright and it has been
very helpful. I want to thank you for it.

Mr. HEYMANN. Thank you very much.
The CHAIRMAN. That concludes the hearing today. We meet again

in a public session at the call of the Chair.
[Whereupon, at 4:25 p.m., the hearing in the above-mentioned mat-

ter was concluded.]
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HEARINGS EXHIBITS'

EXHIBIT I

FM YARBOROUGH ACiJ ~A, NASHINGTON

TO CAATERMOIR'OF NSA . . .:

Id . .; -; ; .

1 AS YOU KNOW, THE DEPARTMENT OF THE ARMY IS, AND

EXPECTS:TO BE.FOA SOMETIME TO COME, INVOLVED IN THE CIVIL

DIST URBANCES TAKIl';:PLACE WlITHIN THE CONUS. WITH RESPECT TO

TA'IHS INVOLVEMENTY, NYMYCOUNTERINTELLIGENCE. STAFF IS TASKED-

.IH KEEPING,'THE OA!STAFF APPRISED OF.THE COUNTERINTELLIGENCE

*MA.TERSuPERTAININGiTO SUCH DISTURBANCES, INCLUDING

INVOLVEMENT OF. NOQIVIDUALS AND ORGANIZATIONS. CONCERNING

THE: .ANITVIETNAM DEMONSTRATION OF 21-22 OCTOBER 1967, THE

OEPARTMENT OF THE ARMY HAS BEEN DESIGNATED AS THE EXECUTIVE

ACENCY TOSUPPORT CIVILIAN AUTHORITIES WITH REGARD TO THIS',-

ACITV I T Y

ii2. !1 AM PARTICULARLY INT'KESTEO I@ 1Nl fli1E

OR1 NOT THERE-IS EVIDENCE OF ANY FOREIGN ACTION TO DEVELOP

OR!,CONTROL THESE ANTI-VIETNAM AND OTHER DOMESTIC DEMONSTRA-

'TIO REALLIZING, OF COURSE, THAT THIS IS THE."BIG"-

lQUES ON. I .'NEVE.ATflELESS FFEL THAT WVE SHOULD MAKE EVERY

' Under criteria determined by the Committee In consultation with the White House, the
Departments of Defense and Justice, the National Security Agency, and the Federal Bureau
of Investigation, certain materials have been deleted from these exhibits, which were pre-
viously classified, to maintain the Integrity of the internal operating procedures of the
agencies Involved and to protect sensitive communications Intelligence sources and meth-
ods. Further deleions were made with respect to protecting the privacy of certain individ-
uals and groups.
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;EtFORT TO OBTAIN.THE ANSWER. SINCE: YOU1 AGENCY IS A MAJOR.,;:

US INTELLIGENCE COLLECTOR, I wOULo APPRECIATE'ANY INFORMATION

'2ON;A CONTINUING BASIS COVERING THE FOLLOWING:

;4.',.':! ,A. INDICATIONS THAT FOREIGN GOVERNMENTS OR

INDIVIDUALS AND ORGANIZATIONS ACTI.NG AS .AGENTS OF FOREIGN

,GO VERNMENTS ARE CONTROLLING OR ATTEMPTING TO CONTROL'OR '.,

INFLUENCE THE ACjTIVITIES OF.US "PEACE" :GROUPS AND "BLACK ;:

POWER".ORGANIZATIONS. - ,..

*',i1 ' '',B. IDENTITIES OF FOREIGN AGENCIES EERTING

CONTROL.OR1 INFLUENCE ON US ORGANIZATIONS.-

'.>C.CIDENTITIES OF INDIVIDUALS'AND ORGAINZATIONS IN US'

,IN.CONTACTW-ITH AGENTS OF FOREIGN GOVERNMENTS. ;;

.:.. 'JtD.5;INSTRUCTIONS.OR ADVICE BEING GVEN.TOUS

.'GROUPS;%BY AGENTS.OFjFOREIGN GOVERNMENTS.'?:-ti..-:,

3FURTHER REQUEST THAT.THIS OFFICE BE ADVISED

ANrY INDICATIONS ARE INTERCEPTED

BY NSA.

D LIR I NG
I, *jl : ,S- '. ., - .?. .*

THE -NEXT TjHREE OR. FOUR DAYS. :..'...
t ';.
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EXHIBIT 2

fPROM: DIRNJ8A K 5RI6

TO: CIA, CHAIRMAN, USIB
CIA,
STATE/;

ACBI DA, MAI GEN WIL-1M P Yit
*-CNO.

'-AEC. ., A

PBI,

';~~~~~~~~~~~~~~I . ,, . ; 4. . S

IN ktESPONr TO A REQUEST FROM ACSI DA AND, AW DSIGPNATION

QP DA AS MC AGENT TO SUPPOaT CIVIL AUTAORXTIX8 WITaX ESPX Ct'

TO CIVIL DISTURBANCES, WE AR CON4CEN GNG ADfO A

CONnINUING.,EFPOF± ,TO OBTAIN SIGINT

TQ NSA ON FOLLOWING: ' .*

A. INDI=Qi$ TU4, FOREZtNpGVTs *xlt4w m4Lpi

ORG.ACT1NG Aft iANS OP FOmrEGN on domO

ATNM=12G TO CONtAOL9 PR INPLUENCB AC T C&F V;B,

GROUPS AND lACK P P OR9.'

* BIN. *SOM .N A

INFLE.G ON US ORC3. .. ;', ; -.4 ' 4 s-.-.
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C. IDENTS OF INDIVIDUALS AND ORGB IN US IN CONTACT

WITH -AGENTS OF FOR GOVTS.

D. INSTRUCTIONS OR ADVICE BEING GIVEN TO US GROUPS

IBY AGENTS OF FOREIGN GOVTS.

12. YOU WILL BE ADVISED IN THE EVENT ANY SUCH

INFO DEVELOPS FM SIGINT SOURCES.

-J .
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EXHIBIT 3

Esqjj.hipnt of Sensitive SIGINT Oporation
fiobjcct 1BA jTI[r -

DATE: 01 Jul 69

)Jcct MINARET is
tpproved.as a Sensitive SIGIIIT Ogljj~1n.

tssistant O)irectqy, NSA':' j~*
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CJWITBllR rR BESiITIVE SIGINT OPEPRATION MINARWa (C)

1. NIVARJJT (C) 1J pntablishod for the purpose of
ovidinq noro roatrictvtvo control and zecurity of nensi-
oit Infornation dirlyo-1 from cor-nunications ns processed

. which contnin (a) information on
Vegln gOv1 OrnMont*, orPTnizationz or indivyduals who

nttermnting to inflmnco, coordinate or control U.S.
Anizatlonn or indiridualn who nay foment civil distur-

ncca or othorwise undariino the national security of
o U.S. (b) informiition on U.S. organizationa or lndiv-
umlr who tre ongnazd Jn octi'itios which may result in
VSl disturbancOO or othonisoc subvert tho national
curity. of the U.S. An equally important a3poct of
?IAP-l'r will be to rortrict tho knowledge that such

ifvrtmtotion i1 boina collocted and processed by the
itional Socurity Agoncy.

2. MINARL'T specifically includes communications
*acirning indiYidunlz or organizations involved in civil
liturbsucos, nti nr movomonts/domonstrations and
'ltnry donorters involved in anti-war movements.

3. IIINARE.T information will not bo sorialized, but
111 bo idontifiod for reference purposos by an ssligno~d
ite/timo. IriformAtion will be classified TOP SB3CRBT,
tvpmed H'Background UDO Only" and addressed to nemod
icipionts. Furthor, although MINARPr will be hiudled as
(CINT and distributed to SIGIUIT recipients, it will not

I)o identified with the National
,curltv Agency.
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EXHIBIT 4

10 April 1970

i" ,NatioalSuu5i).A;

I ~~ ~ ~ . ..- . .

,. ' i.;. ; , . . ,, ,. ' .~~~~~~~~~~~~~~~1a~~a t. ,-;',. ,A-,-A.5 4 iz .

ISUISJLCT e

Th,; i to u * ; i

:;-o, pr oduco d bI Oour A(ey wir hwic I. a' .i - 1 1; hi L,.ND t ,

* mor* ' ff'ctiely combat thio irlic it' tra f u I ic narcoticu

Uand'CT: dnexuus. 'drus Attached you- -,%aiia 1 . ;. r :qui ,: -*

. ment paper wlhich I' believL- can' ser'.s ai inl l.n- l z tae--
menIt 01t. our 10e2d f or jui t 1 ne n L iellor t pu' ) Lit. hd l(I'y NSA
Addi t.iow i sIsuppl.ementary statenun t wi 1] .he -orwdrdCd to

- eyou as.appropriate to. amplilfy oul I iituer l .iin *uc piprncs v

,s<.detail. . ; ' ' ' , . , '..''' , : -.

* At thi'; time, I wishL to coqjlj' niV Int)'J. - .I C;) ri' .Jp-

Jt^'.'. procia tion for th, hospita Ii ty'and'-cuopcra LIon whi ch % ;.;
4.' ,ta~axtendudto -my rupresiintativi' who rvtc*jitly cowII'irrr!cL Wii th,
e,..hO Dr . 1Tordella,;and other- NSA persunnvl on: thi i': ub i).ct.-

74 - '

*, : , ',4 '. .I( -, ,' ,I;

,i' ~~~~~~~~~~~~~~~~~~.. ,i ,,,''i .j : .......... . , LiJ? 'O w.) r;.5??-
i;* ."';.''* ;;' ,, ;, , !. .. .. I

*E InC1 .- .71

" i. .''_,~~~~~~~~~~~~~~~~~~~ ..,. " I ' @1
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MEMORANDUM FOR: [)irector, National Securitv Agency
Ft. George G. bleadu, Maryland

SUB3JLCT: . Puquost forGCOMINT of Inturest to
:.1uruau of Narcotics and Dangerous; .|
.Drugs (BNDD) .. ! -..

' f . ' ' ' '' , " '.' .'

1.I OBJLCTIVL: To obtain Commuunications In-

telli¶J.nce information necessary to sdtiLsfactorily

fulfill the mission of the IBNDD. ...

II. BACKGROUNLD: The BNDD was- establi shd; to

more effitctivuly combat the abus e of narcotics and

dangerous drugs. Thu primary responsibilitv of the

BNDD is to enforce the laws and statutes relating to

narcotic drugs,; marilhuana, ,depressants,, -stimulants.

and the hallucinogenic drutg.s. To achiuive thiis nocal;

the Bureau has stationed highly trained. apents aloiinj

thie traditional routos of illicit traffic both in thy

United States and in foreign countrie,. [heir obiec-

tives are to reach the highest possiblu u^turces of

supply and to seize illic it drugs bt. or Co t Le' reach :

* the abuser. The Bureau assists and cooperates with
.* ' . ;'
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State and local law enforcement agencies, legislators,

and prosucutors, in the free exchange of information

and mutual assistance aimed at the affoctive control

of narcotics and dangerous drugs. .

'II. R'QUIR NTS:.

- 1. Thu BNUD has a requirument for any and

all COMINr information which reflects iLlicit traffic

in narcotics and dangerous drugs. Our pxi nity inter-

est-falls-in the following categories:

a) organizations.engaged in such

activities

b) individual; engaged in ouch activi-

ties

c) information-on the distribution of

narcotics and dangerous drugs

d) information on cultivaiton and

production centers

o) international agiooments and efforts

to control the traffic in narcotics and d.Lng4rous

drugs

67-522 0 - 76 - 11
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f) all violations of tho laws of the

U. S. concerning narcotic and dangerous drugs

2. To assist NSA in tbia selection of per-

Ltinont C(X'1INT information, thou UNDD wilL providu a
I'' r . '. . ' ' '' ' ' ' "'

|list of organizations and individuals with a history..

of illicit drug activities. This Watch list will bo

updated on a monthly basis and. any additions/duletions

will be forwarded to NSA. Any COMINT information do-

volopod'on those individuals/organizations should be.

br6ught to tho attention of thu UNDD. -

IV.. USIU SIGINT l'RIOITY:-

In consideration of the President's keen

interest in eliminatinU the problem of drug abuse,

it appears appropriate to include this requirement

under Priority National Intelligence Objectives.

V. IANDLING PIIECEDENCE:

Any information developed undur this ru-

quiromont should bu released as appropriate in thu

judgment of the releasing authority...
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VI. IlEVIEW DATE:: .

, This roquiroment will be.supplemonted as warranted.

A complete review will be made within one year of its

acceptance. .

* -;;' ' . ' S E ;- L -* I.

: :r eu o Director: *;

Bureau of Narcotics aiid Dangeroua '
, . D . .
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EXHIBIT 5

NATIONAL SL(.tJFITY Ar,FflCY
FOrT GEORGE G. Mtl AL. MA11II.Ar*I) '/!.

26 January 1971

MEMORANDUM rOR THE SECRrTARY (0I' Dnll':NSI:

THE ATTORNEY CENERIlAL.

SUBJECT: NSA Contribution to Domestic intelliguncce

Consistent with our conversation today, these are the agreed ground
rules onl NSA contribution to intelligence bearing on domestic problerns.

Charactcr

To be consistent with accepted standards in respect to
protection of individual constitutional rights and civil liberties.

Source

Telecommunications with at least one foreign terminal.

S coce

Intelligence bearing on:

(1) Criminal activity, including drugs.

(2) Foreign support or foreign basing of
subversive activity.

(3) Presidentill and related protection.

Procedures

Tasking by competent authority only.

Special procedures to protect source, to include:

(1) Compartmented reporting to rBI or B3NDD for
criminal activity, to rFlP and CIA for foreign-
related subversive activity, and to the Secret
Service for Presidential protection.
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(2) No indications of origin.

(3) No evidential or other public use under any
circumstances.

(4) Screening at source (NSA) to insure compliance
with the above criteria.

It is further understood that NSA will insure full availability of
all relevant -11* . material by competent and informed representation
in the justice working group.

With warm regard,

NOEl GAYLER
Vice Admirel, U. S. Navy

Director
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EXHIBIT 6

NATIONAL SECURITY AGENCY
FORT GEORGE G. MEADE. MARYLANO 20755

* 17 September 1973

The Honorable Clarence M. Kelley.

Director, Federal Bureau of Investigation
Justice Building
9th and Pennsylvania Avenue, NW
Washington, D. C. 20535

Dear Mr. Kelley:

In the course of acclimating myself to my new assignment

I asked my staff to review with yours our Watch List procedures,

and they have been pursuing that subject diligently.

Meanwhile, I thought it would be worthwhile for us, as the

heads of cooperating agencies, to correspond directly on the Watch

List matter. The need for proper handling of the list and related

information has intensified, along with ever-increasing pressures

for disclosure of sources by the Congress, the courts, and the

press, and naturally I am concerned ultimately for the protection of

highly vulnerable SIGINT sources. Of paramount importance, how-

ever, is to insure that the procedures we have established for

compiling the lists, and for changing them as needs dictate, remain

adequate and fully appropriate to our authorities and responsibilities.

Certainly, I expect NSA to remain as responsive to your

future requirements for information as we have to those of the past.

Also, as in the past, we at NSA will lack the wherewithall for veri-

fying the appropriateness of the Watch List entries, and we will

continue to rely upon you, as the requesting agency, for that assur-

ance. However, the requirement for us to perform the NSA mission

in ways that remain unquestionably within the framework of our

existing authorities has never been more clearly evident. I am

confident that current procedures are designed to insure that we do

so; however, I ask your help in my efforts to make doubl rgrin.

that in the process of our providing you Watch List infornmlio'.I

acquired during the performance of our foreign ifitekligence mission

we do not - even-inadvertently - exceed the letter or spirit of any

controlling lawykpriirective.
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* It would be of great value to me in establishing this kind
of positive assurance if, at the earliest possible date, you will
review the current list your agency has filed with us in order to
satisfy yourself regarding the appropriateness of its contents,
and if you will reaffirm for me the adequacy of your agency's
procedures for making changes to It.

Sincerely,

LEW ALLEN, TR.
Lieutenant General, USAF

Director
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EXHIBIT 7

W)f~iIirp jif ItOUU 203i0j Qural
Wa bl~iglalgl.Cnz21130

oG toberl 1973

Lt. General Lew Allen, Jr., USAF

Director
National SecurityjAgency
Fort George G. Meade, Maryland 20755.

Dear General Allen:

- It has recently come to my attention for the first

time that your Agency is disseminating to the Federal

Bureau of Investigation and the Secret.Service information

obtained by-NSA by means of electronic surveillance.;- ,;

Recently, the Supreme Court held, in a'.case entitled'

United States v. Keith, 407 U.S. 297, that the Federal

Government could not conduct electronic surveillance on 7

citizens of-this country without a warrant in certain

circumstances. The practice by NSA of conducting electronic

surveillance at the request of an investigative agency and

disseminating the information obtained thereby raises a

number of serious legal questions which have yet to be.

resolved. i

Until I am able more carefully to assess the effect.

of Keit~h and other Supreme Court decisions concerning

electronic surveillance upon your current practice of

.. . I : I z ,
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disseminating to the FBI and Secret Service information
acquired by you through the use of electronic devices
pursuant to requests from FBI and Secret Service, it
i1 requested that you immediately curtail the further.
dissemination of.such information to these agencies.

Of course, relevant information acquired by you in
the routine pursuit of the collection of foreign
intelligence information may continue to be furnished to
appropriate Government agencies. What is to be avoided
i-NSA's responding toea request from another agency
to monitor,.in connection with a matter that can only be
considered one of domestic intelligence.

I will communicate with ypu further on this in the
near future.

Sincerely,

Attorney General
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EXHIBIT 8

NATIONAL SECURITY AGENCY'
FORT GEORGE C. MEADE. MARYLANO. Z0755

. . : ..,.. ......... ; ' . **. 4 October 1973,'.

The Honorable Elliot L. Richardson
Attorney General

-Washington, D. C. 20530

Dear Mr. Attorney General:

This replies lo your letter of October 1, 1973 concerning the
dissemination to the Federal Bureau of Investigation and the United
States Secret Service of ififormation.derived from the interception of
foreign.communications. . : . ..

Our missions Include the production and dissemination of intel-
ligence information in response to needs expressed to us by the United.
States Intelligence Board and its members. We carry out that mission
in part by the interception of messages transmitted over certain foreign
communications facilities.

[DELETED]

For some years, the FBI and the-Secret Service have been asking
us to provide, and we have been providing to them, copies of any
messages contained in the foreign communications we intercept that
bear on named individuals or organizations. These compilations of
names are commonly referred to as "Watch Lists." No communications
intercept activities have been conducted by NSA. and no cryptologic
resources have been expended solely In order to acquire messages
concerning names on the Watch Lists; those messages we acquire
always are by-products of the foreign communications we intercept in
the course of our legitimate and well recognized foreign intelligence

-activities." . . .

The NSA has no facilities or charter that would allow it to ascertain
whether specific Watch List entries are appropriate, and has always
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depended upon the agencies compiling the lists to warrant that they
are entitled, in the context of their authorities, to the information they
request, and that the names they have entered on their Watch Lists are
lawful objects of their inquiries, and are necessary and'appropriate-to
their missions. . . . . .

" 'For this reason, I recently requested that Mr. Kelley and Mr. RowP':
review and re-certif* the lists they currently have on file here,-and that

*they reaffirm the adequacy of their procedure for modifying the lists. The
both have done this, and I plan to meet with each of them later in.order
to discuss in detail this same subject, .-.

- I believe that our current practice conforms to your guidance that,
"relevant information acquired by you in the routine pursuit of the col-
lection of foreign intelligence information may continue to.be furnished
to appropriate government agencies. "' [However,A'o insure that our pro-
cedures'are' proper.1 request your consideration of providing the guidance
you'feel necessary to the FBI and the Secret Service.for them to follow
in the preparation of requests to NSA. for information. I wish to add that
the information we have provided 2ppears to have been very useful to
these. agencies in the proper pursuit of .their responsibilities.

:; In light of your concern, I have directed that no further information
be disseminated to the FBI and Secret Service, pending advice on'legal
issues. I look forward to hearing further from you at an early date; in
the meantime, I would be pleased to ptovide. you whatever further detail:
might assist in your review. . . '. '. . ,: .

;"-: ': : . , ' . -'. .' .Sincerely,

* I n .' * ; ' ............. .; LEW ALLEN, JR.
!Lieutenant General, USAF
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APPENDIX'

i Oirp of th* .Atntrm Opural l -

Onsliitong3. . 2053a NoV i 1975 .

November 10, 1975

Honorable Richard S. Schweiker
United States Senate
Washington, D.C. 20510 In

1Nz:
Dear Senator Schweiker: to

At the hearing before the Select Committee on
Intelligence Activities, you asked me to comment on a
specific provision from the FBI Manual of Rules and
Regulations. As I told you at the hearing, through
some misunderstanding, I had not seen that provision
until almost immediately before the afternoon session of
the Committee began and indeed while I was at the witness
table. I did not have an opportunity to check the specific
provision or to know about its origin. My statement that
I was sure it did not represent present policy represented
my firm belief.

I note that according to the press reports that
a Bureau spokesman later in the day informed a reporter
that the statement is still in the manual and that it does
represent Bureau policy. I am writing this letter to you,
with a copy to Senator Church, because I would not wish
to mislead the Select Committee in any way.

I do believe, however, some further explanation
is in order. First, the Bureau informs me that the
provision has not been interpreted to mean that an investiga-
tion should not take place and that "any interpretation
that an investigation would not be instituted because
of the possibility of embarrassment to the Bureau was never
intended and, in fact, has never been the policy of this
Bureau." I am told that 'what was intended to be conveyed
was that in such eventuality FBI Headquarters desired to
be advised of the matter before investigation is instituted
so that Headquarters would be on notice and could direct
the inquiry, if necessary."

See discussion on pp. 122-24.
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Second, the manual provision dates back to

March 30, 1955.

Third, I am informed by the Bureau that

"immediate steps are being taken to remove that phraseology

from our Manual of Rules and Regulations."

Sincerely,

-7

Edward H. Levi

cc: Senator Church


