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CURRENT AND PROJECTED NATIONAL
SECURITY THREATS TO THE UNITED STATES

WEDNESDAY, FEBRUARY 5, 1997

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Select Committee met, pursuant to notice, at 10:05 a.m., in
room SH-216, Hart Senate Office Building, the Honorable Richard
C. Shelby (Chairman of the Committee) presiding.

Present: Senators Shelby, DeWine, Kyl, Inhofe, Hatch, Roberts,
Coats, Kerrey of Nebraska, Glenn and Robb.

Also Present: Taylor Lawrence, Staff Director; Chris Straub, Mi-
nority Staff Director; Suzanne Spaulding, Chief Counsel; Kathleen
McGhee, Chief Clerk; and Don Mitchell, Professional Staff Member.

Chairman SHELBY. The committee will come to order.

This year marks the 50th anniversary of the enactment of the
National Security Act of 1947, which established the post-World
War II era structure for our national defense and intelligence orga-
nizations including the creation of the Central Intelligence Agency.
With this legislation, the CIA’s Director was given the role of con-
solidating intelligence obtained by elements of other departments
and agencies—usually referred to as the Intelligence Community—
to support the vital national interests of this country.

Half a century later, the Intelligence Community’s mission is
more important in some ways than it was in 1947. While the cold
war is over, the United States confronts a host of threats including
terrorism, the proliferation of weapons of mass destruction, their
delivery systems and the spread of illegal narcotics.

In recent years, the Intelligence Community has increasingly
been asked to justify its budget and therefore its role to the Amer-
ican public. The pressure for greater openness will persist for a
long time to come, and this is as it should be.

To the fullest extent possible, consistent with the protection of
sensitive sources and methods, Americans should be made aware
of what the Intelligence Community is capable of accomplishing.
This public hearing on the Intelligence Community’s assessment of
the national security threat to the United States is conducted in
this spirit to inform the American public about the threat to their
country and their country’s interests.

We have here with us today Mr. George Tenet, Acting Director
of the Central Intelligence Agency; Lieutenant General Patrick
Hughes, Director of the Defense Intelligence Agency; and Assistant
Secretary of State for Intelligence and Research, INR, Mrs. Toby
Gati. We welcome you all to the committee.
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I would like to take just a moment to note that Mrs. Gati has
recently been the subject of a State Department Inspector General
investigation regarding allegations about improper disclosure of
classified information. This investigation concluded that the allega-
tions were without merit. This committee has enjoyed a close and
productive working relationship with Assistant Secretary Gati, who
we believe is a capable and respected public servant with dem-
onstrated integrity. We look forward to continuing that close rela-
tionship with Ms. Gati in the 105th Congress.

Acting Director Tenet will give his statement and then we will
open the session to 5 minutes of questions from each member of
the committee. General Hughes and Mrs. Gati, Secretary Gati, will
submit their written testimony for the record. and are available to
answer questions.

At the conclusion of this session, we will recess and reconvene in
SH-219 for a closed session to address members questions regard-
ing classified details supporting the witnesses’ opening statements
and testimony.

Senator Kerrey.

Vice Chairman KERREY. Thank you very much, Mr. Chairman.

I join you, first of all, in welcoming Acting Director Tenet, Gen-
eral Hughes and Assistant Secretary Gati to this very important
hearing. I realize that much of the supporting data for the testi-
mony that we're going to hear today must be examined in closed
session to protect intelligence sources and methods. But I'm
pleased that we’re having at least part of this hearing in the open
because it’s important for the American public to hear about the
threats whith cause the greatest concern to the Intelligence Com-
munity. (:

This annyal public review of the threats is probably our most im-
portant hearing. It sets the context for the resource decisions we
will make in the intelligence budget. But even more important, it
informs the \public that there are still threats to the Nation, and
the people who work for our witnesses are sizing the threats and
helping us to'counter them. We have a special obligation to size the
threats, to prioritize them in terms of the pain they could inflict
and the likelihood of their occurring. One of the frustrations I have
felt as a Senator and as a member of this committee, Mr. Chair-
man, is the tendency in our post-cold war world to flit from threat
to threat, following the curve of journalistic interests.

I can no longer include the Administration in that criticism be-
cause by Presidential Directive, the Administration has laid out a
classified list of threat priorities which guides the Intelligence
Community. And I'd like to see the same kind of prioritization
guide the public debate based on what a particular threat could do
to our country and when it could do it.

Before the testimony begins, I, like you, Mr. Chairman, would
like to second your recognition of the fact that the State Depart-
ment IG has found no basis for the irresponsible charges mali-
ciously leaked to the press that Assistant Secretary Gati had im-
properly disclosed classified information. This kind of baseless
character assault has unfortunately become part of the price many
officials pay to perform public service, but that doesn’t make it any
easier to bear. [ and the committee continue to benefit from Sec-
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retary Gati’s counsel and the country continues to benefit from the
impact of her strong leadership at INR.
hank you, Mr. Chairman.

Chairman SHELBY. Senator Kyl.

Senator KyL. Mr. Chairman, I don’t have a statement. I appre-
ciate the witnesses being here. I'm sure I share their desire to get
on with providing the information that we’re seeking today.

I just want to make one pre-announcement and that is that as
Chairman of the Judiciary Committee’s Subcommittee on Terror-
ism and Technology, one of the things that we’re going to be doing
is holding some hearings on terrorism, some of which will be over-
lapping jurisdiction, and we’ll certainly appreciate the cooperation
of the agencies represented here in that regards.

Thank you.

Chairman SHELBY. Thank you, Senator.

Senator Glenn.

Senator GLENN. Mr. Chairman, this is the one hearing that by
tradition, and more than anything else is open, and in which we
lay out the general parameters of the threat to our country. And
I think it’s good that we do this every year. And I want to con-
gratulate you on having this hearing. And we flush this session out
with our classified hearings and may have a closed session at the
end of this open session.

Chairman SHELBY. That’s right.

Senator GLENN. So I just wanted to make that statement this
morning. We don’t have most of our hearings open and I don't
think they should be open. But this is the one hearing where the
posture statement is and should be open, and I just wanted to
make that statement.

Thank you.

Chairman SHELBY. Senator Robb.

Senator RoBB. Thank you, Mr. Chairman.

I join, particularly Senator Glenn’s sentiments. I understand the
need to have this particular hearing open. But I hope that most of
our hearings will be closed so that we can go into details that
would not be appropriately discussed in this forum.

And I thank you.

Chairman SHELBY. Senator Roberts.

Senator ROBERTS. After last night, Mr. Chairman, I think prob-
ably brevity is in order.

[General laughter.]

Chairman SHELBY. Senator DeWine.

Senator DEWINE. I have no opening statement.

Chairman SHELBY. Senator Coats.

Senator COATS. No statement, Mr. Chairman.

Chairman SHELBY. Mr. Tenet.
| [T]he prepared statements of Mr. Tenet and General Hughes fol-
ow:

PREPARED STATEMENT OF GEORGE J. TENET, ACTING DIRECTOR,
CENTRAL INTELLIGENCE

Mr. Chairman, thank you for the opportunity to address this committee today on
threats to U.S. national security.

In the months following the Second World War, the hallmarks of America’s new
role as a global leader were set—we needed to ensure that our diplomacy would be
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engaged, our military power ready, and our intelligence alert. Over the next fifty
years, America’s leaders summoned the best of the nation to respond to the political,
military, and ideological challenges that threatened to undermine our hard fought
victory and undercut our dreams of a more hopeful world.

Mr. Chairman, as we survey today’s world, core threats which dominated our na-
tional security for fifty years have ended or receded. In their place, however, is a
far more complex situation that holds at least five critical challenges as we bring
this century to a close and usher in the next. As was the case fifty years ago, these
challenges will require the best from the Intelligence Community in helping defend
American interests and support American leadership. Let me briefly list these chal-
lenges and then describe them in greater detail.

e First, is the continuing transformation of Russia and the evolution in China,
and the roles each will play beyond their borders.

¢ Second, are those states—North Korea, Iran, Iraqg—whose hostile policies can
undermine regional stability.

o Third, are transnational issues that cut across nations and regions. These in-
clude terrorism, the proliferation of weapons of mass destruction, international drug
trafficking and the growth in international organized crime, and threats to our in-
formation systems.

e Fourth, are those regional hotspots—such as the Middle East, the South Asian
subcontinent, Bosnia, and the Aegean—which carry a high potential for conflict.

¢ Fifth, are states and regions buffeted by human misery and suffering on a large
scale; states involved in, or unable to cope with, ethnic and civil conflict, forced mi-
gration, refugees, and the resulting potential for large scale deaths from disease and
starvation. From Bosnia to Burundi, these crises have resulted in new—and grow-
ing—demands on our military capabilities and on intelligence to support these oper-
ations.

THE FIRST CHALLENGE: GREAT POWERS IN TRANSITION

Let me begin with Russia.

Russia is in the midst of an unprecedented socio-political-economic trans-
formation. Literally overnight, Russia faced the challenge of building entirely new
political and economic institutions—with little preparation, no historical experience
and a long tradition of central control dating back hundreds of years. Moscow has
made remarkable progress in many areas:

¢ For the first time in Russian history, national and local elections have become
a re%ﬂar part of the political landscape.

¢ Since 1991, there have been 2 legislative elections, a Presidential election, and
hundreds of local elections—inculcating a spirit of accountability so essential to the
democratic process.

¢ Equally important, Russia has made a%-reat strides toward federalism—power
has flowed to the provinces, and local officials now are directly responsible for meet-
ing the needs of their constituents.

n the economic side, Russia has made significant progress in dismantling the
world’s biggest state command economy and building a genuine market-driven econ-
omy. It has freed prices, achieved some measure of financial stability, joined the
World Bank and IMF to move Russia toward integration into the world financial
system, privatized most small and medium-size industry, and ended the dominant
role of the country’s defense industries.

These major gains notwithstanding, Russia still faces major challenges in advanc-
ing the reform process.

e Renewed concern about President Yel'tsin’s health and Duma calls for limiting
residential powers highlight the fact that Russia’s political institutions are young,
ragile—and untested.

o The Russian people are still trying to adjust to the reality that their fate rests
in their own hands. Some have prospered, but others look for a new “strong hand”
that would provide them the stagility and predictability of the Soviet system which
insured them jobs, subsidized housing, and health care.

¢ Similarly, there are cries for law and order to combat organized crime and gov-
ernment corruption—problems which also undermine confidence in the economic re-
form program. These problems stem, in large part, from the absence of legislation
that sets down clear rules and guidelines for economic activity. New laws in areas
such as private property and taxation would reduce the size of the burgeoning “un-
reported economy,” generate much needed revenue, and diminish opportunities for
crime groups to provide protection and contract enforcement services.

The Russian military, meanwhile, is suffering from serious social and economic
difficulties. The process of downsizing, reorganizing, and adjusting to new missions
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will be long and hard, given reduced defense resources. Russian military planners
also are examining very closely various ongoing arms control regimes and treaties—
particularly CFE, START II, CWC, and ABM—to assure that they adequately pro-
tect what they perceive to be key Russian security needs during this period of great
change and uncertainty. Economic hardship, flagging morale, and corruption raise
other military concerns as well: the security and control of nuclear weapons and
fissile materials.

Despite these difficult times for the military, Russia retains a major nuclear arse-
nal—nearly 6,000 deployed strategic warheads—and a range of development pro-
grams for conventional and strategic forces. In terms of overall military planning,
the Russian government is emphasizing research and development over production
in its parceling of a tight defense budget.

In the intemationa% arena, Moscow has sought to insure its great power status
by bolstering its ties to Germany, France, Cﬁina and Japan and demanding an
equal voice in the resolution of international issues, particularly with regard to the
shape of future European security architecture and NATO’s role in it. While wary
of what it sees as U.§. efforts to gominate a “unipolar” world, Russia still continues
to seek close cooperation with the United States on matters of mutual concern, pro-
vided that such cooperation is perceived domestically as serving Russia’s national
interests.

Closer to home, Moscow has placed a high Eriority on retaining its influence in
the New Independent States ang minimizing the influence of outside powers. Presi-
dent Yel'tsin and other leaders have pursued integration with some of these states
through multilateral mechanisms—the Commonwealth of Independent States—and
bilaterally. For example, Russia and Belarus have both talked about reuniting, al-
though many practical obstacles remain. Moscow also seeks to play an influential
role in the Caucasus and Central Asia, where rich energy resources have drawn con-
siderable outside attention.

TURNING NOW TO CHINA . . .

China is emerging on the world stage as a major economic, political, and militarIy
power, and its actions and public statements show it is determined to assert itself
as the paramount East Asian power. Led by President and party chief Jiang Zemin,
the senior leadership supports the need for continued economic reform, and for
China to be taken as a serious player, both regionally and globally.

o Over the past ten years, China’s foreign trade has soared from $83 billion to
$290 billion, with imf)orts more than tripling from $43 billion to $139 billion—mak-
ing it one of the world’s fastest growing markets. China is currently second only to
the United States in annual direct foreign investment into its economy. Moreover,
with the United States purchasing more than one-third of China’s exports, the U.S.
annual trade deficit with China is second only to Japan’s,

o That said, China has major economic hurdles to overcome in its transition from
a command to a market-oriented economy. These include ailing state-owned enter-
prises, energy production shortfalls, inadequate transportation and communication
systems, and an underemployed agricultural work force that has been estimated as
high as 100 million people.

ith one-fifth of the world’s population and the largest standing army, China
stands poised to compete as a dominant regional military power, and it can aspire
to be the first new great power since World War II. Early in the next century, China
will have a much improved force projection capability.

China’s military modernization eflorts will be hampered by its difficulty in raising
revenues from relatively autonomous provinces, competition for available resources
with an increasingly urbanized population, and ongoing difficulties in successfully
designing, developing and fielding complex weapons systems. One of China’s options
in pursuing its grograms is to use part of its vast foreign exchan%;e reserve—second
only in size to that of Japan—to fund purchases from foreign suppliers.

¢ China has bouiht significant weapons and weapons technoﬁ)gy from Russia, in-
cluding modern fighter aircraft, air defense systems, and submarines. In fact, Chi-
na's once hostile relationship with Russia is now touted by both sides as a new type
of “strategic partnership” for the next century, with a strong emphasis on coopera-
tion and high level contacts but not a strategic alliance.

China’s new assertiveness has led, at times, to frictions with Washington over is-
sues of significant U.S. national security interest. Among these are troubling pro-
liferation activities by China, particularly with Pakistan and Iran, and continuing
concerns about the human rights situation.

Beijing’s leaders view the 1 July 1997 reversion of Hong Kong to Chinese rule as
a particularly important symbol of China’s reemergence as a world player. Chinese
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leaders unquestionably understand the economic value of Hong Kong and will work
to preserve its economic vibrancy. What remains unclear is the degree to which they

ill tolerate political activism and dissent in Hong Kong after the reversion, given
their intolerance of political dissent within China.

SECOND CHALLENGE: STATES THAT THREATEN REGIONAL STABILITY

Let me turn to those states that can undermine our security interests and the se-
curity of our friends and allies in their respective regions. I'll begin with North
Korea, then discuss Iran and Iraq.

North Korea

The continued deterioration of the North Korean economy is weakenix;f the stabil-
ity of the regime. North Korea’s grain harvest last fall was less than half of its pro-
jected need for this year, and industrial operations in December fell to less than half
the pace of 1992. The declines are the result of poor weather, a lack of fertilizer,
raw materials hostages, aging factories and infrastructure, the inefficiencies stem-
mi]r;g from central planning, and the large share of non-food output that goes to the
military.

The decline in living conditions is eroding popular faith in the regime. Shortaies
of food and fuel in the military are becoming common and causinfg morale and dis-
cipline problems. Potential dangers to the regime could include: food shortages be-
coming widespread among front-line military units, the security services becoming
reluctant to crack down on dissent, or elites concludinﬁ that their fortunes were no
longer inextricably linked to Kim Chong-il. While we have no evidence that any of
these conditions are present at this time, we remain concerned about how the re-
gime’s evolution will play out.

The North’s economic difficulties make it even more dependent on external assist-
ance—most of which comes from China, Japan, South Korea, and the United States.
Food aid, for example, last year totaled nearly 700,000 tons. Without additional im-
ports or aid, the North probably will face worse food shortfalls this sprinﬁ.

What makes us especially concerned about the future evolution of North Korea
is its military strength. Its 1.1 million-strong military retains the ability to inflict
enormous destruction on Allied forces, including the 37,000 U.S. troops deployed in
South Korea. North Korea’s long-range artillery and surface-to-surface missiles near
the DMZ can hit forward defenses, %.S. military installations, and Seoul. We are
increasingly concerned about North Korea’s exports of major weapons systems.

On a more positive note, regarding the October 1994 Agreed Framework, the
IAEA has maintained a continual ﬂresence at Yongbyon since the May 1994
defueling of the reactor. North Korea has not refueled its reactor or operated its re-
processing plant at Yongbyon and has halted construction of additional, larger reac-
tors. :

Iran

Turning to Iran, conservatives secured a plurality in last March’s Majles, or Par-
liamentary, elections and are positioning tgemselves to capture the presidency in
June. This political feat will not blot out the reality of Iran today: economic stagna-
tion, rising numbers of disaffected youth, and questions about the clerics’ day-to-day
role in governance.

Despite growing discontent among many Iranians, opposition to clerical rule lacks
a charismatic leader or an institutional power base. Moreover, the clerics are adept
at burying their differences in the interests of retaining their control.

Iran’s leaders know they face twin challenges of ebbing public support for the rev-
olution at home and superior American military power abroad as witnessed in
Desert storm. But they have no intention of abandoning their anti-western stance
or their goals in the region. Rather, they will seek other ways to undermine the U.S.
position—for example, by improving their military capabilities relative to their
neighbors and by using what we call asymmetric means—ranging from the in- -
creased use of terrorism to developing weapons of mass destruction—in order to sub-
vert or intimidate our allies, undermine the confidence of our friends and allies in
our military presence, and eventually expel us from the region. Moreover the Ira-
nians are attempting to improve their foreign ties by reaching out to the Turks and
Kazaks, and by solidifying their oil supplier relationship with Japan and Germany.

Iran is improving its ability to potentially interdict the flow of oil through the
Strait of Hormuz. For example, it has acquired Kilo-class submarines from Russia
and is upgradjnﬁ its antiship missile capabilities. It is building its capabilities to
produce and deliver weapons of mass gestruction—chemical,n%iological, and nu-
clear—and in less than 10 years probably will have longer range missiles that will
enable it to target most of Saudi Arabia and Israel.
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Iran sees terrorism as a useful tool. In addition to carrying out its own acts, Iran
continues to sponsor training in the region and millions of dollars to a variety of
militant Islamic groups such as Hizballah and Palestinian groups opposed to the
peace process.

Iraq

Iraq under Saddam continues to present a serious threat to U.S. forces, interests,
and allies. In 1996 Iraqi forces again fired at coalition forces as Saddam tried to
test his limits—as he has every year since Desert Storm. His long-term goals have
not changed. He is unrepentant for having triggered the Gulf war. He remains hos-
tile to Israel and the peace process, and he is determined to possess weapons of
mass destruction and to dominate the Gulf region. His military remains the largest
in the Gulf region—an abiding threat to Iraq’s southern neighbors, and to Kurdish
and Shia Iraqis.

U.N. sanctions remain intact and, given Baghdad’s continued evasive stance to-
ward U.N. weapons inspectors, are unlikely to be lifted anytime soon. These sanc- .
tions severely constrain Saddam, and he has managed to survive the pressures
sanctions have created almost entirely due to the strength of his elaborate security
services, which have priority access to Iraq’s constricted resources. These forces
have been very successful in penetrating and destroying organized political opposi-
tion inside Iraq. Nevertheless, Irag’s economy is in shambles, and the intense re-
sentment that the regime has engendered in Iraq still poses a constant threat to
Saddam and his family, as suggested by the assassination attempt against
Saddam’s son Uday in December.

Saddam’s propaganda machine has touted U.N. Resolution 986 as the beginning
of the end of sanctions and as the first step toward a return to normalcy. If properly
enforced, however, Resolution 986 will modestly benefit the average Iraqi without
significantly improving the regime’s crumbling infrastructure. Indeed, the regime’s
overselling of Saddam’s acceptance of 986 may backfire as sanctions continue, and
the modest nature of the gains for the Iraqi people under 986 become clear. Pes-
simism even at the center—within Saddam’s establishment—is likely to resurface
as Iraqis realize that sanctions remain intact, the economy remains crippled, and
institutions like the Iragi military continue to decline. We cannot rule out that
Saddam’s frustration with this situation will prompt him to threaten another mili-
tary confrontation with the United States and its Coalition partners.

THE THIRD CHALLENGE: TRANSNATIONAL ISSUES

Let me address the third challenge—those issues which cut across borders, with
the potential of affecting our regional, and in many cases, our global interests.

Terrorism

Although recorded incidents of terrorism in 1996 were fewer than at any time.
since 1971, total deaths and injuries from terrorist attacks have increased during
the period 1992-1996. Indeed, even as our counterterrorism efforts are improving,
international groups are expanding their networks, improving their skills and so-
phistication, and working to stage more spectacular attacks.

International terrorist groups have developed large transnational infrastructures,
which in some cases literally circle the globe. These networks may involve more
than one like-minded %roup, with each group assisting the others. The terrorists use
these infrastructures for a variety of purposes, including finance, recruitment, the
shipment of arms and material, and the movement of operatives. With regard to fi-
nance, we have seen increasingly complicated channels for soliciting and moving
funds, including the use of seemingly legitimate charitable or other nongovern-
mental organizations as conduits for the money.

These globe-circling infrastructures can also be used by the terrorists to attack
at times and places of their own choosing—as demonstrated by the two bombings
bydlfsl;gilese Hizballah against Israeli or Jewish targets in Buenos Aires in 1992
an .

Modern international terrorists also exhibit a high degree of sophistication and
expertise. We see this whenever a successful counterterrorist operation provides a
Flimpse into their operations, including how they communicate, conduct surveil-
ance, and maintain operational security. We see the same level of sophistication in
actual or attempted terrorist attacks.

State sponsorship of terrorism continues. I noted Iran’s significant involvement
earlier. Sudan also is continuing to support terrorism by providing a safehaven for
a variety of Islamic extremist and opposition forces. We cannot rule out that Iragq,
or surrogate groups, will aim for U.S. or U.N. targets.
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Proliferation of Weapons of Mass Destruction

Now let me turn to the issue of proliferation. Not too many years ago, the primary
threat facing the United States was from a single country with its thousands of nu-
clear weapons on alert. Today we face a spectrum of threats from more than two
dozen countries developing or acquiring the same kinds of devastating weapons we
feared during the Cold War. Our concern is increasing as the ability of these coun-
tries to develop indigenous capabilities, including production technologies, continues
to grow.

For years, our greatest concern has been the loss of control of nuclear weapons
or materials that can be used in such weapons. In the past, there were two impedi-
ments to would-be proliferators: the technical know-how for building a bomb and the
acquisition of fissile material. Fissile material is the highly enriched uranium or
plutonium whose atoms split apart in a chain reaction and create the energy of an
atomic bomb.

Today, the major impediment to a nation committed to acquiring a nuclear capa-
bility is the acquisition of fissile material. It is by no means easy to make a nuclear
weapon, but knowledge of weapons design is sufficiently widespread that trying to
maintain a shroud of secrecy around this technical knowledge no longer offers ade-
quate protection. Much has been written about our concerns about nuclear weapons
and materials security in the countries of the Former Soviet Union.

Several U.S. programs, such as the Nunn-Lugar program on Cooperative Threat
Reduction, are designed to improve this security. But, Russia and the other states
of the former Soviet Union are increasingly not the only potential sources of nuclear
weapons and materials. Weapons stockpiles are increasing in other countries, and
materials reprocessed from power reactors are becoming more widespread.

Nuclear weapons are certainly not our only worry. Materials and technologies for
other weapons of mass destruction are more accessible now than at any other time
in history. About 20 countries, among them Iran, Libya, and Syria, have or are ac-
tively developing chemical and biological weapons.

Let’s look at two examFles. Despite the most intrusive inspection regime ever im-
posed against weapons of mass destruction programs, Iraq still has not properly ac-
counted for all its program activities, according to the United Nations Special Com-
mission. In the biological weapons area, Iraq declared that it produced a total of
11,000 liters of concentrated botulinum toxin and 8,500 liters of anthrax. At least
some of this was weaponized in the form of 122-mm rockets, bombs, and warheads.
While the Iragis have said they were all destroyed after the Gulf war, they have
not provided verifiable evidence of their destruction. Moreover, Iraq has the ability
30 regtart these programs as soon as sanctions are lifted and the U.N. presence re-

uced.

Iran has an increasingly active chemical weapons program. Over the last year, it
has sought the capability to produce not only the chemical agents themselves, but
also the precursor chemicals, making it less vulnerable to export controls of its for-
eign suppliers.

In the last few years, the state-sponsored weapons of mass destruction programs
are yielding some of our concern to the possibility of terrorist use. Terrorist interest
in ¢ emica? and biological weapons is not surprising, given the relative ease with
which some of these weapons can be produced in simple laboratories, the large num-
ber of casualties they can cause, ang the residual disruption of infrastructure. We
are increasingly seeing terrorist groups looking into the feasibility and effectiveness
of chemical, biological, and radioﬁ: ical weapons. And as the Aum Shinrikyo terror-
ist incident in the Tokyo subway showed, no country is invulnerable to the possibil-
ity of massive civilian casualties from terrorist use.

Drug Trafficking and International Organized Crime
Narcotics production is expanding, traffickers are developing new transshipment
routes and methods, and tratficking networks are increasingly sophisticated in their
operations. Narcotics production continues to meet rising worldwide demand for
both cocaine and heroin: potential cocaine production in 1996 exceeded 700 metric
tons, and potential production of illicit opium—the raw material for heroin—reached
a record high for the second successive year, exceeding 4,200 metric tons.
Counternarcotics operations have dealt significant blows to some of the world’s
most notorious drug trafficking organizations, but the international narcotics trade
remains a formidable threat. While top leaders of the Colombian Cali cartel are in
rison, other Columbian traffickers—as well as traffickers in Peru, Bolivia, and
exico—seek to increase their role. Mexican drug trafficking organizations, which
also smuggle heroin and marijuana into the United States, are now becoming a
major source of methamphetamine for the U.S. market. The dismantling of the



9

Burma-based Mong Tai Army in the last year has not significantly affected heroin
flows from Southeast Asia.

Powerful drug traffickers manipulate the political and legal systems in many of
the major narcotics-producing countries. Just as in many other countries, narcotics
corruption and violence are of increasing concern to Mexican Government officials.
In late 1996 the Mexican Congress passed a legal reform package to facilitate gov-
ernment efforts to combat crime and corruption.

While narcotics production and trafficking are expanding, so are money launder-
ing, financial crime, alien smuggling, and criminal involvement in the gray arms
trade, challenging governments and law enforcement authorities worldwide. Rus-
sian, Nigerian, Italian, and ethnic Chinese criminal networks, in particular, have
become worldwide in scope and more sophisticated and multifaceted in their oper-
ations.

The multi-billion dollar scope of worldwide money laundering poses a significant
threat to countries on both a micro- and macro-economic level. The tremendous
wealth being legitimized by laundering allows criminal organizations to gain a large
amount of economic power fairly quickly. Front companies—legitimate businesses
through which illicit profits are funneled—are the predominant means of laundering
funds used by almost all criminal groups. As drug trafficking and other criminal or-
ganizations invest more in these businesses, their toehold in the legitimate economy
of a country grows, as does the economic, social, and political influence of the crimi-
nal kingpins.

Security of Information Systems

The tremendous growth in communications technology is shrinking distances and
weakening barriers to the flow of information. This tecﬁ}r,xology also presents us with
an important transnational challenge—protecting our information systems. Rec-
ognizing this problem, we are assessing which countries have such potential, includ-
ing which appear to have instituted formal information warfare programs. To date
the number is not large. This is small comfort, however. We believe that this prob-
lem will grow, given the potential lucrative market for criminal groups, and the po-
tential for miscilief on the part of foreign intelligence services or rogue groups such
as terrorist organizations.

THE FOURTH CHALLENGE: REGIONAL HOTSPOTS

Mr. Chairman, I’d like to briefly highlight four regional areas of concern: the Mid-
dle East, South Asia, Bosnia, and the Aegean.

Middle East Peace Process

The 15 January signing of the Hebron Protocol brings the parties back from the
brink of violence and emgeds Prime Minister Netanyahu’s Likud government more
deeply than ever before into the process begun by the previous Labor-led govern-
ment. But we are still far from the final chapter in the peace process. Many of the
most difficult, contentious, and time consuming issues lie ahead, including the sta-
tus of Jerusalem and settlements. And Israel and Syria continue to haggle over
terms to restart talks on the Golan Heights—which also promises to be a long-dif-
ficult, and uncertain process.

The Hebron agreement has temporarily restored some confidence among the Arab
states in the new Israeli government’s approach to peace and relations with the
Arab world. The new calm, though, will soon be tested again with Israel’s expected
withdrawals from more West Bank territory as extremists from both sides threaten
to disrupt the process. Many Arab states put on hold plans to establish or deepen
ties with Israef when violence broke out on the West Bank last September. Some
may reconsider in the wake of the Hebron agreement, but most appear to be waiting
for further progress.

South Asia

In South Asia, relations between India and Pakistan remain poor, and we see few
signs that cf:oint toward a serious thaw. Although neither side wants war, the two
rivals could stumble into it, most likely as a result of misperceptions of each others’
intentions or milita? osture. Deterrence has worked for years; but it could break
down in a crisis, an Sle time available to national leaders and external powers to
defuse tensions would be limited.

Leaders in both Pakistan and India face daunting domestic and political chal-
lenges at the same time that they have to contend with foreign policy issues that
require political strength. These include: nuclear testing, missile proliferation, nego-
tiating global nonproliferation regimes, and working out differences over Kashmir.
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Bosnia

Let me turn to the situation in Bosnia, and provide the committee both with a
status report, and a look ahead over the next 18 months.

There have been a number of positive trends during the first year of Dayton im-
plementation: .

h-dThe exchanges of territory envisioned under Dayton occurred without blood-
shed.

¢ The former warring parties have significantly demobilized their forces and put
their weapons in cantonment sites, thereby making it more difficult for them to re-
sume fighting.

¢ The Iranian-Bosnian military relationship has been terminated and we judge
that Bosnia is in compliance with the foreign forces provision of the Dayton Accorfs.

¢ Central institutions—albeit still in an early stage of development—were estab-
lished following national elections.

¢ Economic reconstruction assistance has begun to flow in—although still not at
a level to make the peace process self-sustaining.

At the same time, however, relatively little progress has been made in implement-
ing other provisions of Dayton which relate to fgx'Zedom of movement and resettle-
ment of refugees and displaced persons. .

Looking out over the next 18 months, opportunities have improved for creating
the conditions that would permit the withdrawal of SFOR without a resumption of
conflict. In particular, the split between Milosevic and the Bosnian Serb leadershi
has removed—for the time being—the option of Republika Srpska’s unification wi
Serbia. As a result, Bosnian Serb leaders will have an incentive to cooperate to a
limited extent with Bosnian central authorities. If this cooperation can be sustained,
the next 18 months provides an opportunity to build momentum on economic recon-
struction and economic ties between the Srpska and Croatia and the Federation.

There are several challenges in the months ahead that could disrupt the reconcili-
ation process, including reaction to the Brcko arbitration decision—expected later
this month—and forced resettlement of refugees. Such tensions could complicate
OSCE'’s current plan to conduct municipal elections in mid-July. Meanwhile, two
new wildcards have come on the scene in the last few months—instability in Serbia
and the possibility of leadership change in Croatia.

The political turmoil in Serbia has had little impact in Bosnia. The same cannot
be saitf of Kosovo, where the situation remains tense. Some fear that Milosevic
might even provoke a crisis in Kosovo to distract attention from domestic problems.

The Aegean -

We are concerned about the rising tensions between Greece and Turkey. Long-
standing animosity, exacerbated by festering disputes over Cyprus and the Aegean,
are fueling growing nationalist sentiments in both countries. goth states have been
more aggressive since January 1996 in challenging Aegean sea and air boundaries
and disputing the sovereignty of selected islam%;. On Cyprus, Greek Cypriots have
concluded deals to take delivery of more military equipment, including SA-10 sur-
face-to-surface air missiles. Several events have the potential for provoking violence
in the coming months, including delivery of these missiles and national military ex-
ercises by both sides on Cyprus that are scheduled for the fall.

In the current political environment of both countries, maneuvering room is lim-
ited and prospects for compromise dim. In Greece, Prime Minister Simitis must bal-
ance often competing views about the approach Athens should take to these ten-
sions. As for Turkey, it is beset by a host of domestic and foreign challenges. At
home its attention is focused on Kurdish separatism, structural economic problems,
and a growing debate about the role of Islam in modern Turkey. To the south and
east, Turkey sees rivalries, instabilities, and conflict. To the north, Turkey sees in-
difference—if not hostility—from Western Europe.

FIFTH CHALLENGE: HUMANITARIAN CRISES

During the past five years we have witnessed a growing phenomenon—conflict
within states has far outstripped conflict between them. The number of people re-
guiring foreign humanitarian assistance remains three times the number in need

uring the early 1980s. Currently, more than 34 million people have been unable
to return to their homes; more than 20 million are internally displaced and 14.5 mil-
lion are refugees.

As a result, our-attention is increasingly focused on, and our resources committed
to such crises and their consequences: disruptions in the supply of food and clean
water which threaten deaths from starvation and disease, refugee flows impacting
on neighboring states, murderous ethnic and civil conflict, and even state disintegra-
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tion. Because of our military capabilities, nations will turn to us to join, if not play
a leading role, in transporting supplies and equipment, distributing needed mate-
rials, protecting those displaced, and helping to re-establish a semblance of stability
and order. Our intelligence capabilities will be needed to warn of impending con-
flicts, and to help our military forces cope with these crises as they unfold.

Sub-Saharan Africa is a special area of concern. The situation created by civil con-
flict in sub-Saharan Africa remains critical. In West Africa, 700,000 Liberians have
taken refuge in neighboring countries (principally Guinea and Cote d’Ivoire) with
1.5 million internally displaced. Sierra Leone has generated 330,000 refugees, with
1.2 million internally displaced. While internal conditions in Sierra Leone have
begun to imirove, the possible revival of full-scale factional warfare in Liberia risks
extending a human tragedy.

In the Great Lakes area, fighting continues between Hutu insurgents and the gov-
ernment within Burundi, which remains under sanctions by its neighbors. Although
Rwanda has done a remarkable job of absorbing 700,000 returning refugees, com-
énunal tensions persist and may be aggravated by the genocide prosecutions now un-

erway.

Stability of these smaller countries depends in good measure on the stabilization
of the Eastern Zaire border areas—now under Zairian rebel control—and on their
relations with Kinshasa and the rest of Zaire, where President Mobutu’s uncertain
health creates the specter of a destabilizing succession struggle.

Grappling with the New World

Mr. Chairman, as we try to array our resources against this expanding list of
challenges, we will be wo;iing to close critical gaps on the highest priority intel-
ligence targets. Success will mean greater security for U.S. forces and better tools
for U.S. ef%orts to head off regional instability and manage relations with major
powers.

At the same time, we are convinced in looking ahead that there will be no relief
from the sort of crises that appear suddenly and do not fit the traditional mold. We
also will be providing global coverage—including a capacity to surge during crises—
and investing in longer-term programs that w11§ deliver sound intelligence well into
the 21st century.

As the century draws to a close, we must be mindful of our duty to preserve and
enhance the intelligence capabilities on which our Nation has come to rely.

PREPARED STATEMENT OF LIEUTENANT GENERAL PATRICK M. HUGHES, USA,
DIRECTOR, DEFENSE INTELLIGENCE AGENCY

Mr. Chairman, I am pleased to have the opportunity to provide a Defense Intel-
ligence Agency perspective un the threats and challenges facing the United States
and its interests, now and well into the next century. It is important to note at the
outset that this testimony directly reflects the baseline threat assessment DIA has
provided to the Joint Staff and the Office of the Secretary of Defense in support of
the ongoing Quadrennial Defense Review. This review of the global security environ-
ment assumes that the United States remains a global power politically, economi-
cally, and militarily, and that our country continues its active engagement in world
affairs. If either of those assumptions are wrong, then the threat picture depicted
here would change significantly. Finally, this analysis presents a global overview of
the future in somewhat linear form—that is, we are providing our best estimate,
from today’s perspective, under the working premise that current trends and condi-
tions will continue to evolve along discernible lines. We recognize, however, that the
future is non-linear, and that what we present here is likely to change. To address
that concern, DIA analysts will continue to examine and study alternatives and ex-
cursions to each specific condition, event, and circumstance.

THE NEW ORDER . . . TRANSITION, TURMOIL, AND UNCERTAINTY

“There is nothing more difficult to take in hand, more perilous to conduct or
more uncertain in its success, than to take the lead in the introduction of a new
order of things.”—Machiavelli

The world is in the midst of an extended post-Cold War transition that will last
at least another decade. Many factors and forces are at work during this transition
and some aspects of it have so far been very positive. The community of democratic
states is expanding, the world economy has largely recovered from the decline of the
late 80’s and early 90’s, and most experts expect steady, positive global economic
growth—on the order of four percent per year—well beyong the next decade. From
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a national security standpoint, the threats facing the United States have diminished
in order of magnitude, and we are unlikely to face a global military challenger on
the scale of the former Soviet Union for at least the next two decades. The world
is spending in real terms some 30—40 percent less on defense than it did during the
height of the Cold War, the “rogue” states are relatively isolated, and at least one—
North Korea—is probably terminal.

But despite these and other positive developments, this era of transition remains
complex and dangerous. In much of the world, there still exists a potentially explo-
sive mix of social, demographic, economic, and political conditions which run counter
to the global trend toward democracy and economic reform. I will highlight the most
significant of these.

Demographic Trends

Global population will increase some 20 percent between now and 2010, with 95
percent of that growth occurring in the developing areas that can least afford it.
Many of these states will experience the “youth gulge phenomena” (a relatively };}Fh
gercentage of the population between 18 and 25 years of age) which, historically,

as been a key factor in instability. At the same time, we are witnessing virtually
unchecked urbanization in many developing regions as millions of the world’s poor-
est people move from rural to urban areas each year. These factors are straining
the leadership, infrastructure, and resources of many developing states and regions.
Some governments—mostly in the developing world—will ge unable to cope with
these challenges.

Growing Humanitarian Needs

A combination of several factors—the great disparity in north-south distribution
of wealth, rising nationalism, the violent fragmentation of existing states due to eth-
nic, religious, political, and economic strife, and the steady occurrence of natural dis-
asters—has led to dramatic increases in both the number of scale of humanitarian
operations. Compared to the 1980’s, such crises are four times more frequent, last
longer, and are more dangerous to respond to because they more frequently involve
large numbers of internally displaced persons located in remote, conflict-ridden re-
gions. One measurable consequence of these trends is the significant increase in the
number, size, cost, and intensity of U.N. Peace Operations over the past decade.
While there is some evidence that these trends have leveled off over the past few
ﬁeari, the plateau is a high one, and we expect no significant decrease over the next

ecade or so.

Resource Scarcity

While most experts predict global resource availability will keep pace with in-
creased consumption, local and regional shortages will occur more frequently, par-
ticularly in areas experiencing rapid population increases and/or expanged economic
growth. These shortages will retard economic, social, and environmental progress,
and will frequently be seen by affected peoples and states as a distribution contest
in which the needs of others have been given priority for political, economic, or so-
cial reasons. Such perceptions will increase the potential for violence—moves by in-
dividual nations to control fresh water supplies already contribute to tensions
among nations and future conflicts over water are increasingly likely. On a global
scale, the worldwide demand for Persian Gulf oil will remain high and, for regions
such as Asia, dependency on Gulf oil could reach 90 percent of total oil imports by
the end of the next decade. This dependence places a very high premium on ensur-
ing stability in this troubled region.

WMD and Missile Proliferation

Proliferation—particularly with regard to nuclear, chemical, and biological weap-
ons and missile tf:elivery systems—constitutes a direct threat to U.S. interests world-
wide. Many states view the acquisition of these capabilities as vital to countering
U.S. conventional warfighting superiority and to providing an unparalleled measure
of power, respect, and deterrent value within a regional context. (gurrently some two
dozen states remain actively engaged in the pursuit of weapons of mass destruc-
tion—we do not expect that number to grow substantially. While nuclear technology
is difficult and expensive to obtain, counter-proliferation efforts are not perfect, and
one or more of the determined rogue states are likely to develop or acquire nuclear
weapons over the next decade. One complicating factor is the security of weapons-
usable material within the former Soviet Union. Although the Russians are working
in good faith to protect such material and related capabilities, the potential for loss
of control will remain with us into the foreseeable future, in part because of the un-
stable conditions in Russia.
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Chemical and biological agents are likely to be more widely proliferated. Chemical
weapons are easiest to develop, deploy, and hide and the technology and materials
to produce relatively sophisticated weapons are readily available, often as dual-use
items in the commercial world. Similarly, biological weapons technology is also
widely available but handling and weaponizing is more difficult. .

In my view, ballistic and cruise missile proliferation presents one of the greatest
emerging threats to U.S. regional interests and deployed forces. The types of mis-
siles most likely to be proliferated in significant numbers—SCUD upgrades and
UAV-like cruise missile variants—and the nations which field them, will generally
not have the technical sophistication or targeting sugport which is available to more
advanced mili powers. But these missiles will have sufficient range, accuracy,
and payloads to deliver WMD or conventional warheads inter-regionally to the vicin-
ity of an intended target. As such, they pose a direct threat to fixed targets such
as large personnel and equipment concentrations, airfields, seaports, ships at pier
or anchor, C3 nodes, logistics/transportation centers, and amphibious assault zones.
Possession of such weapons by adversaries comFicates U.S. and Allied planning, de-
cisionmaking, and operations, and is a source of local and regional instability.

Regardinﬁ longer range missiles, fewer than five nations now possess operational
theater ballistic missiles with ranges greater than 500 km—that number could grow
to more than 10 by 2010. In terms of intercontinental missiles, it is unlikely that
any state, other than the declared nuclear powers, will develop or otherwise acquire
a ballistic missile in the next 15 years that could directly target the United States.
However, in this key area, I believe we could encounter some form of technical sur-
prise, where a rogue state could acquire the capability to bvild and use a missile
&l;ich could threaten our vital interests.. We must carefully monitor this potential

eat.

The Rejection of Western Culture

The abrupt end of the Cold War, the rapid spread of western values, ideals, and
institutions, and the dramatic personal, societal, and global changes underway as
a result of the global village phenomenon and broad technology proliferation, are
changing fundamental concepts, beliefs, and allegiances in many areas of the world.
Those peoples, groups, and governments who are unable to cope with or unwillin,
to embrace these changes frequently resent the dominant role played by the Unite
States in the international security environment, and attempt to undermine U.S.
and western influence and interests. Two aspects of this condition are particularly
noteworthy. First, although there is not at present an ideology that is both inimical
to our interests and widely appealing, one could conceivably arise under the rhetoric
of providing a counterpoint to western culture. Second, the perception of western po-
litical, economic, and especially military “dominance” means that many of our en-
emies will choose asymmetric means to attack our interests—that is, pursuing
courses of action that attempt to take advantage of their perceived strengths while
exploiting our perceived weaknesses. At the “strategic” level, this probably means
seeking to avoid direct military confrontation with U.S. forces; at the operational
and tactical levels it means seeking ways of “leveling the playing field” if forced to
engage the U.S. military. .

Terrorism

Terrorism will remain a major transnational problem, driven by continued ethnic,
religious, nationalist, separatist, political, and economic motivations. One worrying
trend is the rise of terrorists groups that are more multinational in scale of oper-
ation and less responsive to domestic or external influences. Middle East-based ter-
rorism, especially that supported by Iran and private sources in several other coun-
tries, remains the primary terrorist threat to U.S. interests. While advanced and ex-
otic weapons are increasingly available, their employment is likely to remain mini-
mal as terrorist froups concentrate on peripheral technologies—communications,
more sophisticated conventional weapons, and weapon disguise techniques—that im-
prove the prospects for successful execution of attacks. If weapons of mass destruc-
tion are used, chemical or biological agents would likely be the choice, since they
are easier to build, hide, and transport. The Japanese experience with the Aum
Shin-Rykyo sect is a harbinger of what is possible in the future.

The Drug Trade

The international drug trade is becoming more complex as new areas of drug cul-
tivation and transit continue to emerge and international criminal syndicates take
advantage of rz:gid advancements in global communications, transportation, and fi-
nance to mask their illicit operations. %rug-related crime and corruption will remain
endemic throughout the major drug source and transit countries. Non-democratic
states, or those with weak democratic traditions, are particularly susceptible to
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criminal penetration of police, security, legislative, judicial, banking, and media or-
ganizations, and to insurgency which is supported by narco-trafficking. Drug money
will retain its influence in populations with little or no opportunity for equivalent,
legitimate sources of income and employment. This situation produces a newly
monied element in drug-producing and transit countries, and engenders serious,
often violent clashes between and among these elements, established social struc-
tures, and national governments. These drug trafficking constituencies also contrib-
ute to tensions between their countries and other governments, notably consumer
nations. One especially troublesome trend is the rise of urban drug production using
non-organic chemicals. These production facilities are relatively easy to conceal,
their product is easy to transport and distribute and, since the distance between
producer and consumer is minimal, the supply is difficult to interdict.

Critical Uncertainties

Beyond the obvious challenges outlined above, there is significant uncertainty sur-
rounding today’s international security environment. The end of the Cold War had
three key strategic consequences—the collapse of international communism, the de-
mise of the USSR, and a hiatus in bipolar competition. These consequences, in turn,
are affecting power and security relationships throughout the world. One result is
the relative dispersal of power away from the states of the former Soviet Union to-
ward regional power centers. Another is the potential struggle within regions as the
dominant states vie for position within the emerging power hierarchy. A third is
that is many regions the “lid has come off” long simmering ethnic, religious, terri-
torial, and economic disputes. These conditions are taxing the capabilities of what
- are still largely Cold War era international security concepts, institutions, and
structures. The process of adapting the old security structures and developing new
ones is often complex and confrontational. This will be particularly true within the
remnant states of the former Soviet Union.

Beyond 2010, as the world becomes more multi-polar, there is the potential for
increased-competition among and between the major powers for access to or control
of resources, markets, and technology. The nature and extent of that competition
will be a key determinant of international stability. One potential consequence of
that competition would be the formation of strategic alliances between two or more
major powers that directly challenged U.S. security interests. Overall, we expect fu-
ture alliances and coalitions will be based more on specific issues than dogma or
enduring ideology, and will therefore be more flexible in their membership and less
durable than during the Cold War. .

In addition to the broad uncertainty outlined above, the future of Russia and
China—two major powers undergoing great change—plus other issues such as the
dynamics on the Korean peninsula, the prospects for lasting peace or continuing
conflict in the Middle East, genocide, ethnic, religious, and tribal conflict in Africa,
the global impact of the proliferation of military technology, and an array of upcom-
ingfleadership changes; are but a few of the more specific uncertain circumstances
we face.

CHARACTERIZING THE THREAT

“Gentlemen, I notice that there are always three courses (of action) open to an
enemy and that he usually takes the fourth.”—von Moltke the Elder

This backdrop of change, turmoil, and uncertainty presents a complex strategic
lanning environment in which new challenges and opportunities arise on a daily
asis. The critical task for military intelligence is to discern from these general con-

ditions a more precise characterization of emerging threats—that is, the unique
combination of location and circumstance, U.S. interests, and a potential enemy’s ca-
pabilities, intentions, and will.

One key to understanding the strategic level of this dynamic is to recognize those
conditions that would threaten our vital interests. A generalized list would include:
the rise of an ideology inimical to U.S. ideals, concepts, and values; denial of access
to key resources and markets; regional or local instability in areas of U.S. vital in-
terest; and the emergence of foreign military capabilities that undermine our gen-
eral deterrent and warfighting superiority.

Another important factor in identifying emerging threats—and also critical to
deconflicting disputes or to crisis and conflict management—is an understanding of
the reasons why peoples, leaders, and states engage in warfare. Generally, these in-
clude: competition grounded in antiquity; internal or external pressures on leaders,
governments, and states; competition over access to or control of markets and re-
sources; and dissatisfaction with present conditions or the perceived “likely” future.
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A third imperative for discerning emerging threats is to understand the compo-
nents of enemy capability, intent, and wilﬁ-l In most cases (barring exceptional tech-
nology breakthroughs or innovative doctrinal advancements) the intelligence com-
munity has enough information to measure and understand the capabilities of our
adversaries. Intent, however, is another matter. Without indwelhn%vor invasive
sources, we cannot adequately anticipate or understand true intent. Will—being a
function of dynamic conditions as well as the emotions and perceptions of leaders—
is constantly in flux and very difficult to know with certainty.

Using this analytic framework, and our assessment of the global security environ-
ment, we can make a number of judgments about current ans future threats to U.S.
interests. These judgments fall into four broad categories: the emergence of a new
threat paradigm; a reaffirmation—albeit with some modifications—of the traditional
:onﬂdict spectrum; an analysis of key regional threats; and a look at future warfare

rends.

The New Threat Paradigm

First, the threat paradigm has shifted from the “known” enemies of the Cold War
to a more generalized, global set of potential competitors, adversaries, and conflict
circumstances, some of which do not conform to traditional nation-state or alliance
definitions but rather transcend political boundaries and territorial limitations.
These may be classified as follows:

s Partners and allies, who generally share U.S. values and interests and may be
military allies. Often, however, these states produce weapons, technologies and
other products that, once proliferated, enhance the capabilities of our enemies. In
this regard, our partners and allies often present the “pacing technology threats”
for U.S. weapons and technology development.

¢ Non-compliant competitors who generally do not conform to our values and in-
terests, but are not military adversaries. While they are frequently in opposition to
U.s. political, economic, and strategic goals and may undertake actions which com-
promise or endanger our interests, gey do not generally engage in violence.

¢ Renegade adversaries, who engage in unacceptable beiavior frequently involv-
ing military force and violence, are potential enemies of the U.S., and against whom
we must consider the active use of military force.

¢ Emergency conditions—usually involving humanitarian disasters, attempts at
deconfliction of warring groups, and/or the restoration of civil control—which could
require the commitment of military force, often in threatening and sometimes lethal
conditions.

The key conclusion from this new threat paradigm is that the nature of potential
and actual conflict and the dimensions of 1t will vary broadly from place to place
and circumstance to circumstance, bounded only by the dimensions of the conflict
spectrum and the wide variety of conditions that are physically possible. Thus it is
vital that we understand conditions and circumstances extant.

The Conflict Spectrum

From the foregoing analysis, it seems a;;;iarent that specific situations for U.S.
force employment can still arise anywhere along the traditional spectrum of poten-
tial contingencies, from conflict short of war, to conventional (both local and re-
gional) war, to global nuclear war. However, the probability of large-scale regional
war or global nuclear war is much lower today than during the Cold War. Indeed,
it is unlikely to occur. It is most probably that U.S. involvement will occur along
the lower end of the conflict spectrum. Chemical, biological, and information warfare
transcend the entire conflict spectrum and can occur at any time. International ter-
rorism will remain a transnational problem but will mainly be a factor at the lower
end of the conflict srectmm. It is important to note that we see an increased prob-
ability that chemical (and perhaps biological) weapons will be employed, albeit gen-
erally within the context of very limited use and very restricted kinds of conflict.

Simultaneity

We must also include in our assessment the concept of simultaneity—the possibil-
ity (probability) that several separate events or conditions will occur simultaneously,
or concurrently, over time. Thus, we must anticipate a threat environment in which
more than one substantial threat condition will require a direct military response
by the United States.

Regional Threats

Although no state will have the combined political, economic, and military power
to present a peer challenge to the United States over the next two decades, a num-
ber of regional powers, that do not necessarily share the U.S. vision of the future,
will retain significant capabilities to threaten our interests.
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North Korea .

North Korea’s capability to conduct large-scale combat operations continues to de-
teriorate as worsening internal economic conditions undermine training, readiness,
and sustainment. Nevertheless, Pyongyang retains the potential to inflict enormous
destruction on South Korea and a Korean war scenario remains our primary near-
term military concern. With the North's forward positioning of strike forces—artil-
lery, missiles, rocket launchers, and aircraft—war on the peninsula could erupt with
little warning. Given the time and distance factors involved, and the fact that large
civilian population and economic centers would be at risk from the outset of conflict,
the situation is particularly troublesome.

For the future, we continue to assess that Pyongyang sees its best chance for sur-
vival in continued interaction with the west. The key will be how North Korea’s un-
certain and unstable leadership handles the increasing internal pressures resulting
from long-term economic and social deterioration. Given these conditions, and the
fact that our access to the North is limited, we must remain vigilant for both “implo-
sion” and “explosion” possibilities. :

China

.The key long-term security issue in Asia is the growth of Chinese power—more
specifically, how China itself and the other regional powers adapt to and accommo-
date that development. In our judgment, China will continue to give priority to eco-
nomic progress and modernization through at least the next decade as it moves for-
ward in the transition to a new era of political leadership and regional influence.
The result is likely to be continued high rates of economic growth (above 5 percent
per year) and China’s probable emergence, over the next 1020 years, as the pre-
eminent Asian-Pacific regional power (excluding the U.S.). Should China become
more assertive and aggressive in that role, the prospects for direct confrontation
with other regional powers will increase accordingly. In a worst-case scenario, China
would view the United States as a direct military threat.

The next several years should provide some important clues in this regard. Chi-
na’s actions with respect to key Asian security issues—the reversion of Hong Kong
later this year, Beijing’s role in managing developments on the Korean peninsula,
and its posture regarding Taiwan—will be key indicators of China’s long-term secu-
rity outlook.

er the near term, we continue to monitor China’s military development. PLA
capabilities remain constrained at present—despite steady levels of defense spend-
ing—due to weaknesses in force projection, logistics, training, and command and
control. But the military leadership is intent on addressing those shortfalls and is
developing a more robust capability. To accomplish this, China continues to accord
the highest priority—beyond strategic force enhancements—to acquiring advanced
air, air defense, and sea denial capabilities, through both indigenous production and
foreign purchases. In our judgment it will take at least a decade before China can
acquire, absorb, and integrate these new capabilities; beyond that time frame, how-
ever, China will have real potential for significant increases in military effective-
ness. :

In part to fund modernization, Beijing is cuttin% force structure, particularly with-
in the Army, but will retain forces that will be large and capable by regional and
l%lobal standards. Following the doctrinal charge to “prepare for local war under

igh technology conditions” China’s military is also emphasizing key force multi-
ghers (e.g., electronic countermeasures, low observable technologies, and advanced

AMs), information warfare capabilities, and unconventional countermeasures and
tactics.

Overall, China is one of the few powers with the potential—political, economic,
and military—to emerge as a large-scale regional threat to U.S. interests within the
next 10-20 years. Given Asia’s growing global economic importance, its unsettled se-
curity picture, and the fact that four of the world’s major powers—China, Russia,
Japan, and the U.S.—all have interests and a presence there, the continued mon-
itoring of Asia’s security environment—and notably its biggest country, China—will
remain a primary task for the U.S. Defense Intelligence Community.

Russia

As China is the key to long-term stability in Asia, Russia is the key to stability
in Europe. And like China, Russia also has the potential to emerge as a large-scale
regional threat to U.S. interests within the next two decades. Accordingly, Russia’s
political and military future remains one of our key security concerns. For the near-
to-midterm outlook, we expect slow progress along the current reform path as Mos-
cow adapts and evolves in response to the tremendous political, economic, social,
and security challenges confronting it. We expect continued political turmoil, peri-
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odic crisis, and weaknesses in democratic values and institutions, as well as contin-
ued crime and corruption. Russia is likely to remain focused internally or on the
“near abroad” unless Moscow perceives vital interests are at stake. Over the longer
term, Russia will eventually stabilize and recover, and exhibit more nationalistic
tendencies, motivated by a desire to reestablish its great power status.

In the meantime, Russia’s strategic nuclear forces are the backbone of Moscow’s
military might, preserving Russia’s perception of great power status and protecting
its vital security interests. Russian general purpose forces retain sufficient caJ)abili-_
ties to defend t¥1e country and conduct limited orerations in the “near abroad,” but
are stagFering under the cumulative impact of long-term leadership problems and
serious funding shortfalls that have undermined manning, training, readiness, mo-
rale, sustainment, and modernization. While Russia retains a relatively robust mili-
tary R&D program—with advanced technology systems under development in many
combat areas—funding shortfalls, a depressed defense industry, and other domestic
spending imperatives mean that few of these systems are likely to reach full-scale
production within the next decade.

For the future, real progress at military reform will not occur until the economy
imgroves sufficiently, domestic spending imperatives are satisfied, and the political
and military leadership agree on the desired size, nature, and characteristics of the
future force. In our judgment, it will take at least a decade before these cir-
cumstances occur. Beyond that time frame, however, the potential for Russia to re-
emerge as a large and capable regional military rival of the United States increases
significantly.

Bosnia

International peacekeeping forces in Bosnia continue to operate in a complex envi-
ronment that poses significant challenges to the establishment of a stable and en-
during peace. We believe the Bosnian factions will continue to generally comply with
the mihta.?' aspects of the Dayton Accords and Stabilization Force (SFOR) direc-
tives. We do not foresee the outbreak of widespread fighting between the Bosnian
factions over the next 18 months so long as SFOR remains a credible mili force.
However, if civil implementation of Dayton lags, the prospects for renewed fightin
would increase significantly following SFOR’s withdrawal due to the unrealize
aims of the Bosnian factions. The threat to U.S. and allied forces in SFOR from or-
ganized military forces will remain low. Nonetheless, SFOR will continue to face a
threat from mines and various forms of low-level, sporadic and random violence,
which could include high profile attacks by rogue elements or terrorists.

Deep mutual mistrust among Bosnia’s ethnic factions and the legacy of war have
created an impetus toward de facto partition of Bosnia. Pervasive international en-

agement—both political and economic—will be necessary to prevent a permanent
ivision of Bosnia along ethnic lines.

Iraq

Iraq’s military continues to suffer from the losses inflicted during the Persian Gulf
War and more than six years of U.N. imposed sanctions. It has significant weak-
nesses in leadership, morale, readiness, logistics, and training that limit its effec-
tiveness in combat against western forces. Nevertheless, Saddam has succeeded in
restoring some elements of the military—which remains si%'niﬁcant by reﬁional
standards—and retains the capability to overwhelm Kuwait if opposed only by re-
gional states. Moreover, Saddam continues limited efforts to pursue WMD and mis-
sile development programs and to conceal these activities from U.N. inspection.

As long as Saddam is i&ﬁower, Baghdad will retain the goal of dominating Ku-
wait; therefore, Baghdad will continue to pursue improvement of its military power
and capabilities. Iraq will remain a threat to U.S. interests in the Gulf and to those
elements of the Iraqi population that oppose Saddam’s rule. His policies demand our
continued enforcement of U.N. sanctions, the forward deployment of U.S. military

ower to deter or defend against Iraqi aggression, and continued intelligence mon-
itoring of Iraq’s military posture. While I cannot predict the nature of a post-Sad-
dam government with certainty, it is very likely that Iraq will continue to maintain
a strong military capability in order to ensure its own security and survival. The
key question for the future is—will Iraq continue its belligerence toward the U.S.
and continue to be aggressive against Kuwait? The short term answer is yes.

Iran

Iran’s prim long-range goal is to establish itself as the pan-Islamic leader
throughout the Middle East region and beyond. In pursuit of that goal it requires
military forces that can deter or defeat Iraq, intimidate its Gulf Arab neighbors, and
limit the regional influence of the West—particularly the United States. As long as
Iraqi forces are constrained by U.N. sanctions, Iran can afford to prioritize the de-
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velopment of specific elements of its military posture. Iran recognizes that it cannot
hope to match U.S. military power directly and therefore continues to develop capa-
bilities to challenge the U.S. indirectly: through subversion and terrorism directed
against U.S. and western interests; the development of air, air defense, missile,
mine warfare, and naval capabilities to interdict maritime access in the Gulf and
through the Strait of Hormuz; and the pursuit of WMD designed to deter the U.S.
and intimidate its neighbors. These efforts reflect a clear intent to build an offensive
capability well beyond Iran’s defense needs.

Tehran’s military buildup has been slowed recently by serious economic problems
and international supplier restraint (with the notable exception of Russia, China,
and North Korea). Iran’s demographic trends—a rapidly growing and youthful popu-
lation—do not bode well for a significant increase in military spending. As a result,
Iran’s military progress will be slow but steady, and many of its current conven-
tional force shortcomings—particularly command and control, maintenance, train-
ing, and equipment—will linger as Tehran pursues the unconventional, WMD, and
maritime interdiction capabilities outlined above. Over time, however, U.S. interests
will be challenged by a hegemonistic Iran seeking to dominate the region.

South Asia

The tense rivalry between India 